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5. Visitors should use local taxi service 

generally safe 

the airport to downtown Wellington hotels is 

approximately NZD30.00. A commercial shuttle service is 
also offered at the airport. Taxi fare from the airport 

to downtown Auckland hotels is approximately NZD55-NZD65. 
A commercial shuttle service is also offered at the 

Auckland airport. 


6. Travelers can exchange currency at the airport upon 
arrival and ATM machines are readily available throughout 
New Zealand. Check cashing privileges at the Embassy are 
limited to traveler's checks only up to USD 300.00 daily. 
Personal checks will not be accepted. 


7. Biosecurity Fines: 


The Government of New Zealand instituted fines for non- 
declared biosecurity hazards on travelers entering New 
Zealand with undeclared plant 

Travelers found carrying these undeclared items will be 
immediately fined NZD200.00 (USD150.00). Biosecurity is 
a serious issue in New Zealand and fines will be 
administered immediately and without warnings. 


8. Security Information: 


a. All U.S. citizen personnel serving under the Chief of 
Mission authority in a temporary status of 30 days or 
more must complete appropriate overseas personal security 
training prior to travel (04 State 66580). Employees who 
have completed the Security Overseas Seminar course at 
the Foreign Service Institute (FSI) after June 1 

meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled 
\"Serving Abroad for Families & Employees\" (SAFE) 
have their agency certify to the Department of State\'s 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
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incidents to the Regional Security Officer. 


c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of 
Auckland 

should be especially aware that street crime 

scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken 
especially at night 

opportunity. 


e. Generally 

role in the world drug situation; however 

indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy 

Australia. The most abused drug in New Zealand is 
locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 
crime associated with groups attempting to control this 
market. 


f. All forms of public transportation are generally safe 

at all times of the day; however 

should use common sense precautions so as to not become a 
target of opportunity. 


g. The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
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sentiment should depart the scene immediately and notify 
the RSO. 


h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
telephones 

sensitive information at the Chancery and not at hotels 
or residences. 


i. Visitors should also be aware of the State 

Department\'s Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


j. In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 

McCORMICK 
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SUPPORT FOR TAIWAN INDEPENDENCE. THE OVERALL RELIABILI 
TAIWAN POLLING HAS IMPROVED IN RECENT YEARS 
PERIPATETIC MEDIA HERE 

PROBLEM. END SUMMARY. 


AN INTRODUCTION TO POLLING IN TAIWAN 


2. (SBU) PUBLIC OPINION POLLING IS HIGHLY DEVELOPED IN 
TAIWAN AND IS USED EXTENSIVELY TO GAUGE SUPPORT FOR 
POLITICIANS 

TRENDS ON KEY ISSUES SUCH AS NATIONAL IDENTITY AND 
CROSS-STRAIT RELATIONS. THE QUALITY OF POLLING -- WHICH I$ 
CONDUCTED BY MEDIA ORGANIZATIONS 

UNIVERSITIES 

VARIES WIDELY BUT APPEARS TO HAVE IMPROVED SOMEWHAT IN 
YEARS 


MEDIA POLLS 


3. (SBU) SEVERAL MEDIA ORGANIZATIONS THAT PUBLISH SURVEY 
RESULTS HAVE IN-HOUSE POLLING CENTERS. POLLS CONDUCTEI 
THESE CENTERS ARE COMMONLY USED TO REINFORCE HEADLINI 
HOT-BUTTON ISSUES 

INCREASE AUDIENCE SHARE. MOST OF THESE POLLS ARE QUICK 
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MINUTE TELEPHONE SURVEYS OF APPROXIMATELY 1 
CONDUCTED OVER THE COURSE OF ONE TO TWO EVENINGS. SO 
UNIVERSITY PROFESSOR EMILE SHENG 

MEDIA POLLS 

IS OFTEN POLITICALLY-BIASED 

BE OBJECTIVE AND METHODICAL IN THEIR POLLING. FOR EXAMPI 
MANY POLL CENTERS WEIGHT RESULTS BASED ON DEMOGRAPHI 
INFORMATION IN ORDER TO GET A MORE ACCURATE SNAPSHOT ( 
PUBLIC OPINION. SOME 

PUBLISH CROSS-TABULATIONS BREAKING THEIR RESPONSES INT! 
RELEVANT CATEGORIES 

AGE 

SHENG ADVISED AIT TO CHECK WHETHER THE VARIOUS MEDIA P< 
ALL SHOWED SIMILAR RESULTS TO JUDGE WHETHER THE POLLIN 
ACCURATE. 


4. (C) DESPITE SUCH EFFORTS AT OBJECTIVITY 

THE MOST METICULOUS MEDIA POLLS ARE SUBJECT TO POLITICA 
BIASES THAT REDUCE THEIR RELIABILITY 

ELECTION STUDY CENTER (ESC) DIRECTOR YU CHING-HSIN TOLD 
BOTH HE AND EMILE SHENG SAID THAT PUBLIC PERCEPTION OF T 
POLITICAL POSITIONS OF INDIVIDUAL MEDIA OUTLETS AFFECTS B 
THE RESPONSE RATE AND INDIVIDUAL RESPONSES RECEIVED 
EXAMPLE 

OR RESPOND DECEPTIVELY TO QUESTIONS FROM A MEDIA OUTLE 
IS VIEWED AS SUPPORTING THE BLUE CAMP. SHENG SUGGESTEL 
SUCH ASSOCIATIONAL BIASES ALONE TYPICALLY SKEW POLLING 
RESULTS BY 3-5 PERCENT. 


5. (C) DIRECTOR YU NOTED THAT MEDIA POLL CENTERS OFTEN F 
TO CONTROL FOR A WIDE RANGE OF METHODOLOGICAL DEFECT: 
IN PROCESSES SUCH AS HOW RESPONDENTS ARE SELECTED 
QUESTIONS ARE WORDED AND ORDERED 

IS 

OTHER DEFECTS LEAD TO CONSIDERABLE VARIATION IN SURVEY 
FINDINGS. FOR EXAMPLE 

WIDE RANGE IN PRESIDENT CHEN SHUI-BIAN\'S APPROVAL RATIN( 
VARYING FROM 18 PERCENT (TVBS) TO 28 PERCENT (CHINA TIMES 
EVEN SO 

PARTICULAR ORGANIZATION USING THE SAME QUESTIONS OVER 
PERIOD OF TIME ARE STILL USEFUL 

ACCURATE IDEA OF TRENDS OVER TIME. 


ACADEMIC POLLS 


6. (C) POLLS CONDUCTED BY ACADEMIC INSTITUTIONS 
PARTICULARLY CHENGCHI UNIVERSITY\'S ESC 

AND ACADEMIA SINICA 

RESULTS BECAUSE ACADEMIC INSTITUTIONS APPLY GREATER 
SCIENTIFIC RIGOR IN THEIR POLLING AND ARE ALSO PERCEIVED 1 
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BE APOLITICAL. THEY DO 

THAT ARE LESS TIME-SENSITIVE IN NATURE. TO ILLUSTRATE THE 
GREAT EMPHASIS ACADEMIC INSTITUTIONS PLACE ON ACCURATE 
OBJECTIVE POLLING 

SOMETIMES DECLINES TO CONDUCT POLLS REQUESTED BY GOVI 
AGENCIES SUCH AS THE MAINLAND AFFAIRS COUNCIL (MAC) UNLE 
THE ESC IS GIVEN CONTROL OVER QUESTION CONTENT AND OVE 
POLL DESIGN. 


7. (U) INADDITION TO POLLS CONDUCTED VIA PHONE 
INSTITUTIONS ALSO CONDUCT FACE-TO-FACE POLLS 

MORE DETAILED AND ACCURATE RESULTS THAN TELEPHONE POL 
THIS IS BECAUSE IN FACE-TO-FACE POLLS 

ARE ABLE TO BETTER TARGET DEMOGRAPHIC GROUPS BY USING 
HOUSEHOLD REGISTRATION DATA 

INDIVIDUAL INTERVIEWS 

SURVEY PROCESS. HOWEVER 

REQUIREMENTS 

SPORADICALLY. 


POLITICAL PARTY POLLS 


8. (C) POLITICAL PARTIES CONDUCT OR CONTRACT THEIR OWN 
INTERNAL POLLS IN ORDER TO PINPOINT PUBLIC OPINION ON 
POTENTIAL CAMPAIGN THEMES AND OTHER POLITICAL ISSUES 
MONITOR SUPPORT FOR CANDIDATES IN ELECTIONS. MOST 
INTERLOCUTORS TELL AIT THAT THESE POLLS ARE GENERALLY V 
ACCURATE. TO AVOID BIASED RESPONSES 

POLITICAL PARTY ARE OFTEN CONDUCTED IN THE NAMES OF 
COOPERATING PROFESSORS RATHER THAN IN THE NAME OF THE 
ITSELF. UNLIKE THE DPP 

INTERNAL POLL CENTER AND THEREFORE COMMISSIONS MEDIA F 
CENTERS LIKE TVBS 

POLLS 


9. (C) POLITICAL PARTIES AND THEIR ASSOCIATED THINK TANKS 
ALSO CONDUCT AND SELECTIVELY PUBLISH PUBLIC OPINION POL 
MEET POLITICAL NEEDS. FOR EXAMPLE 

THINKTANK PUBLISHED A POLL TWO DAYS BEFORE THE JULY 27-2 
SUSTAINABLE ECONOMIC DEVELOPMENT CONFERENCE PURPOR™ 
SHOW THAT 70 PERCENT OF THE PEOPLE IN TAIWAN BELIEVE RE( 
DIRECT CROSS-STRAIT FLIGHTS WOULD ENDANGER THE SECURIT 
TAIWAN. MOST POLLING EXPERTS CONSULTED BY AIT AGREED T 
PUBLISHED PARTISAN OPINION POLL RESULTS ARE SUSPECT ANE 
RELIABLE 

INFLUENCE PUBLIC OPINION. 


RECENT PUBLIC OPINION POLLS: POLITICAL LEADERS 
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10. (U) RECENT MEDIA POLLING HAS FOCUSED LARGELY ON PUBL 
SUPPORT FOR POLITICAL LEADERS AND PARTIES AND ON REACTI 
SCANDALS SURROUNDING PRESIDENT CHEN 

PRESIDENT SHOULD STEP DOWN OR BE RECALLED AND WHETHE 
SHOULD BE A NO CONFIDENCE VOTE AGAINST PREMIER SU. PRE: 
CHEN\'S APPROVAL RATING 

THE MARCH 2004 PRESIDENTIAL ELECTION 

PERCENT SINCE SCANDALS FIRST BECAME AN ISSUE IN THE RUN 
THE DECEMBER 2005 LOCAL ELECTIONS. ALTHOUGH POLLING HA 
SHOWN SUBSTANTIAL SUPPORT FOR CHEN STEPPING DOWN OR 
RECALLED 

A NO CONFIDENCE VOTE AGAINST PREMIER SU 

VIEWED AS A PURELY POLITICAL MOVE. THE LOW PUBLIC SUPPO 
FOR THIS MOTION IS ONE REASON WHY THE OPPOSITION IS UNLII 
TO CARRY THROUGH ITS EARLIER THREATS TO CALL A NO CONFII 
VOTE. 


11. (C) REACTING TO PRESSURE FROM THE DEEP BLUE 
CHAIRMAN MA YING-JEOU SUPPORTED A VOTE IN THE LEGISLATU 
JUNE TO RECALL PRESIDENT CHEN DESPITE LACKING THE VOTES 
NEEDED TO PASS THE MOTION. THE FAILED RECALL VOTE DAMA( 
MA 

PERCENT AT THE TIME OF HIS MARCH 2006 U.S. VISIT TO A NEW Li 


OF 50 PERCENT. ACADEMIA SINICA RESEARCH FELLOW HSU YUN! 
SUGGESTED THAT THIS DECLINE IN APPROVAL WAS DUE BOTH T( 
BLUE DISSATISFACTION WITH MA\'S WEAK LEADERSHIP AND TOA 
AMONG MODERATES AT HIS SHIFT TOWARD A HARDER LINE DURI 
RECALL EFFORT. SOOCHOW UNIVERSITYVS EMILE SHENG SUGGE 
THAT TO BOOST HIS PUBLIC APPROVAL RATING 

NEEDS TO EXERT FIRM LEADERSHIP TO OVERHAUL THE KMT IN O 
TO HELP THE PARTY SHED ITS CORRUPT IMAGE. 


PUBLIC OPINION POLLS AND LONG-TERM TRENDS 


12. (C) POLLING ON IDENTITY ISSUES IS A REGULAR SUBJECT OF 
PUBLIC OPINION POLLING IN TAIWAN. SURVEYS CONDUCTED BY ~ 
ESC OVER THE PAST 14 YEARS REVEAL A STEADY INCREASE IN Tt 
PERCENTAGE OF PEOPLE PERCEIVING THEMSELVES AS \"TAIWAN 
DESPITE THIS STEADILY GROWING TAIWANESE CONSCIOUSNESS 
HOWEVER 

CROSS-STRAIT STATUS QUO RATHER THAN EITHER TAIWAN 
INDEPENDENCE OR UNIFICATION WITH THE PRC. NATIONAL TAIW 
UNIVERSITY PROFESSOR CHU YUN-HAN TOLD AIT THAT THIS APP? 
PARADOX CAN BE EXPLAINED BY A GRADUAL SHIFT AMONG YOUN 
PEOPLE IN TAIWAN AWAY FROM ALIGNMENT WITH EITHER OF THE 
TRADITIONAL IDEOLOGICAL CAMPS OF INDEPENDENCE (\"GREEN\' 
UNIFICATION (\"BLUE\") TOWARDS A MORE OPEN-MINDED PRAGMF 


13. (C) ESC SURVEYS ALSO SHOW THAT SUPPORT FOR THE RULII 
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DPP HAS STEADILY DECREASED OVER THE PAST TWO YEARS 
KMT HAS SEEN AN UPSWING IN SUPPORT 

JULY 2005 ELECTION OF MA YING-JEOU TO THE KMT CHAIRMANSH 
ACCORDING TO A POLL CONDUCTED BY THE PRO-BLUE UNITED D 
NEWS IMMEDIATELY AFTER THE FAILED JUNE 2006 PRESIDENTIAL 
RECALL VOTE 

HIGH OF 68 PERCENT DUE LARGELY TO THE RECENT SPATE OF 
SCANDALS. 


COMMENT 


14. (SBU) THE READY AVAILABILITY OF PUBLIC OPINION POLLS IN 
TAIWAN 

POLLS CONDUCTED BY THE MEDIA 

METHODOLOGICAL SHORTCOMINGS 

THAT SOME POLLS MAY BE INTENDED TO INFLUENCE OPINION 
COMPLICATES ASSESSMENT OF POLLING ACCURACY. IF LIMITATI 
ARE TAKEN INTO CONSIDERATION 

WEALTH OF INFORMATION ON BOTH SHORT-TERM AND LONG-TEF 
POLITICAL TRENDS IN TAIWAN. 


15. (U) THIS CABLE WAS DRAFTED BY POL INTERN EUGENE CHEN 
YOUNG 
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Egypt: The Black Cloud is Not Disappearing.\" The report 
concludes that corruption has permeated all levels and 
aspects of Egyptian society 

economic and social development. Although the report draws 
from Transparency International 

UNDP reports 

records 

unreliable sources such as internet blogs and questionable 
local dailies. It fails to cite the sources for many 

assertions 

questionable veracity. It is not a systematically conducted 
study 

and does not unveil new cases of corruption or substantiate 
claims that already are public knowledge. However 

efforts to raise Egyptians 

discourse on 

itself a notable step 

becoming increasingly vocal about sensitive issues despite 
the possible government backlash. END SUMMARY. 


2. (SBU) On July 4 
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published a 274-page report entitled \"Corruption in Egypt: 
The Black Cloud is Not Disappearing.\" Kefaya 

a broad view of corruption. It includes sections on 
corruption in the Ministries of Health 

Petroleum 

privatization program; and a section on the interference of 
security forces in public life. General examples of 
corruption given in the report include: 


- election rigging; 

- the Emergency Law; 

- nepotism in government and public sector jobs; 

- capital flight through official banking channels; 

- the use of carcinogenic pesticides without informing the 
public; 

- preferential allocation of lands and housing under the 
Housing Sector; 

- misappropriation of armament commissions; 

- nepotistic selection procedures used by the Ministry of the 
Interior for the police academy; 

- torture of police station detainees; 

- prostitution rings linked to high-level government figures; 
- corruption in the judiciary; 

- corruption in the state-owned press; 

- the payment of \"loyalty bonuses\" to high-ranking army and 
security officials; 

- corruption in the education sector; 

- corruption in the health sector 

defective medicines. 


3. (SBU) Although the report draws from Transparency 
International 

well as Egyptian media sources and legal records 

relies heavily on information from unreliable sources such as 
internet blogs and questionable local dailies. The report 
also fails to cite the sources for many assertions 

of which seem exaggerated and of questionable veracity. For 
example 

incendiary claim that President Mubarak\'s sons control 
fifty-percent shares in major companies such as Mobinil and 
Vodafone. With that caveat 


-- In the introduction 

Egypt: The Government of Corrupt-istan\" 

\"the biggest problem with corruption lies not in the falling 
of society 

after the other 
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and an underlying behavior that rules the different aspects 

of the Egyptian life 

become tied to the ability to cope with the governing 
corruption.\" The report decries that \"the Emergency Law has 
become the actual constitution of the country 

President Mubarak 

\"brushed away all his promises 

freedoms and political and constitutional reform.\" The 
introduction concludes that 

Egyptian citizen is unable to obtain any governmental service 
without resorting to bribery.\" 
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-- The report maintains that both of Mubarak\'s sons have 
fifty-percent shares in companies like Alkharafi 

and Vodafone and that Egyptian First Lady Suzanne Mubarak 
heads hundreds of charity NGOs and transfers their funds to 
her secret accounts in Swiss banks. 


-- The report asserts that National Democratic Party (NDP) 
Secretary-General and Shura Council speaker Safwat El Sherif 


SIPDIS 

and his sons are working with a prostitution ring; MP Ibrahim 
Soliman is involved in \"swindling and bribery\"; Minister of 
Interior Habib Al Aadly 

sons 

Minister of Culture Farouk Hosny are smuggling antiquities; 
and Minister of Finance Youssef Boutros Ghaly is involved in 
\"stock market manipulation.\" 


-- The report accuses the renowned Abou Ghaly and Effat Al 
Sadat families of involvement in drug dealing that results in 
their providing monthly payoffs to the Egyptian Drug Agency. 


-- The report cites a People\'s Assembly scandal of January 3 
1999 

largely benefited 21 companies owned or represented by MPs 
from the ruling National Democratic Party (NDP). 


-- The report examines the beating 
extortion of street children detained in mass arrests by 
police. 


-- The report claims that individuals are often put on no-fly 
lists for purely political reasons. This 

that individuals facing arrest warrants can use their 
connections to flee the country 
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with Mamdouh Ismail 
Al-Salam ferry. 


-- The report accuses numerous businessmen of defaulting on 
bank loans and fleeing the country 

Hay in 1982; Ashraf El Saad in 1991 and 1995; and George 
Hakim in 1994. The report claims that by 2001 

been filed against businessmen who had fled the country to 
escape charges. 


4. (SBU) Comment: The Kefaya report is not a systematically 
conducted study 

reports from various sources. It does not unveil new cases 
of corruption or substantiate claims that already are public 
knowledge. However 

awareness of 

of corruption in Egypt is in itself a notable step 

demonstrates that Egyptians are becoming increasingly vocal 
about sensitive issues despite the possible government 
backlash. 

RICCIARDONE 
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difficult process. The next steps towards achieving an immediate 
ceasefire and a lasting solution may be just as trying.\" 


\"The onus now lies on the governments of Lebanon and Israel to accept 
the resolution as the basis for moving forward. They must work 
conjunction with the UN Secretary-General 

of hostilities and the implementation of the steps identified in the 
resolution for the phased withdrawal of Israeli troops from southern 
Lebanon and the compliance of all parties with the ceasefire 
arrangements. 


\"The international community will need to play its part in supporting 
the implementation of the resolution. | call on all parties involved 

in this tragic conflict 

community 

solution. 


\"New Zealand stands ready to consider what role we might play in an 
expanded UN presence in southern Lebanon 

other demands on our Defence Force 

End Text of Statement. 

MCCORMICK 
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Abroad for Families and Employees\" (SAFE) 
certify to the Department of State\'s Bureau of Diplomatic Security 
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that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 
is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions 

have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations 

country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

increase in violent and petty crimes 

non-confrontational in nature. However 

assaults 

and thefts occur countrywide but primarily in the large cities of 
Auckland 

especially aware that street crime 

is a daily occurrence in these cities. Common sense precautions 
should be taken 
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opportunity. 


e. (SBU) Generally 

the world drug situation; however 

Zealand has been utilized as a transit point for shipments of 

Ecstasy 

New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however 
precautions so as not to become a target of opportunity. 
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g. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however 

can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so that police 
may take an accident report. However 

hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones 

sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State Department\'s 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements 

Internet at http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000 
hours/day). 


McCormick 
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Abroad for Families and Employees\" (SAFE) 

certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 
is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
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visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions 

have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations 

country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 
increase in violent and petty crimes 
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non-confrontational in nature. However 

assaults 

and thefts occur countrywide but primarily in the large cities of 
Auckland 

especially aware that street crime 

is a daily occurrence in these cities. Common sense precautions 
should be taken 

opportunity. 


e. (SBU) Generally 

the world drug situation; however 

Zealand has been utilized as a transit point for shipments of 

Ecstasy 

New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however 
precautions so as not to become a target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however 

can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so that police 
may take an accident report. However 

hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
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electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones 

sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State Department\'s 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements 

Internet at http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000 
hours/day). 


McCormick 


2. (C) Describing the 8/12 Cabinet meeting which approved 
UNSCR 1701 as a \"message of moderation 

decision had helped bolster the Lebanese central government. 
\"For the first time 

(government building)\" -- as opposed to Syria or elsewhere. 
He said that there had been no threat of government collapse 
over the decision 

in principle and supports the LAF/UNIFIL-plus deployments 
though it is still not clear if Hizballah intends to disarm. 

Rizk paraphrased the position of one Hizballah minister 
Hamadeh 

because it is not specific on the handing over of weapons.\" 
Rizk noted that the postponement of a resolution to the 
Shebaa issue is a \"difficult thing for Hizballah to swallow.\" 


3. (C) Rizk commented that ministers allied with Nabih 

Berri argued during last night's session that the GOL must 
accept the resolution now since the Israeli bombardment would 
not let up otherwise. According to Rizk 

as \"the Godfather of the whole exercise\" in bringing an end 

to the conflict 

the aftermath vis-a-vis Hizballah. \"What\'s happening is a 
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miracle for him 

Shi\‘ite leader.\" He added that Berri and PM Siniora had 
\"complemented each other\" very well throughout the crisis 
noting that the war had raised Siniora\'s status 

Saad Hariri very uncomfortable.\" 


EARLY CAMPAIGN SEASON? 


4. (C) As to whether a politically stronger Berri would 
lend his critical support to March 14 parliamentarians\' 
calling for the ouster of Lahoud 

Berri would be \"prepared\" to do so. Rizk 

Lahoud and one of three Lahoud ministers in the Cabinet 
that he feels \"very sorry for the presidency\" which has been 
diminished to such an extent that Lahoud was kept waiting 
forty-five minutes last night before PM Siniora\'s arrival at 
the Cabinet meeting. Rizk commented that the latest 
resolution further undercut Lahoud\'s position 

Lahoud had told him 

Syrians.\" \"After 1701 

Emile can bear it.\" 


5. (C) Rizk 

and hopes to portray himself as a compromise candidate by 
distancing himself from Lahoud\'s politics 

would need to be satisfied with a repacement for Lahoud 
would of course need buy-in from the March 14 bloc. Former 
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Foreign Minister Jean Obeid would satisfy Berri for his 
\"selfish 

according to Rizk 

is barely conversant in French and English. 


SYRIAN INFLUENCE NOT WHAT IT WAS 


6. (C) Rizk noted that concerns about possible Syrian 
engineering are overblown. \"The days when they can dictate 
who can be president are over.\" Instead of picking their 
preferred puppet 

\"least bad\" president. Rizk derided last week\'s visit of 
Syrian Foreign Minister Walid Muallem to Lebanon 

had arrived on \"a big horse 

However 

critical factor in Lebanese dynamics 

Calling Iran the \"master of ceremonies 

USG approach Iran to discuss resolving their differences 
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including Lebanon and Hizballah. 


WHITHER HIZBALLAH? 


7. (C) As for Hizballah\'s prospects following a ceasefire 
Rizk said that Hizballah will be hurt but should be 
\"recuperated politically and reintegrated into the state 

but disarmed. Describing the group as \"a fish in a pond with 
no water 

displacement of Hizballah supporters will weaken the group at 
its base. A wounded Hizballah is a dangerous Hizballah 
Rizk sees it 

further in legitimate politics and surrender their weapons 
rather than simply to pressure or ignore them. \"We can\'t 
leave them out in the cold.\" 


8. (C) Rizk said that other ministers should convince 

Hizballah of the need to move away from armed \"resistance\" 
and instead put the party\'s energy into helping to rebuild 
Lebanon and solidify a strong central government. \"We should 
tell Hizballah 

rebuild the state.\' Who said that weapons are the essence of 
the resistance?\" Rizk noted again that movement on the 
Shebaa issue would help in disarming Hizballah. 


RECONSTRUCTION IS A PRIORITY 


9. (C) Rizk stressed that in order to bring Hizballah 
further into the central government fold 

international community should immediately undertake to 
provide shelter for the one million-plus IDPs driven from 
their homes in the South and the Beirut suburbs. Estimating 
that the government has only two weeks to provide for the 
IDPs before their discontent begins spilling over into 

revolt 

He fully agreed with the Ambassador\'s suggestion that 
during the long process of rebuilding of permanent housing 
IDPs should be provided with some sort of transitional 
structures other than simply tents 

insufficient shelter for families during the winter. Rizk 

said that putting up shelters for returning IDPs in the 
spread-out southern villages should prove easier than in 
formerly-overcrowded Beirut suburbs such as Dahiyyeh 
people had lived in vertical structures. 


COMMENT 


10. (C/NF) Rizk\'s read-out of the Saturday night cabinet 
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session was more rosy than what we\'ve heard from other 
ministers. Although UNSCR 1701 was indeed endorsed 
unanimously 

Pierre Gemayel told the Ambassador by phone that the 
discussion was difficult. Some of the ministers 

tried to corner the Shia ministers into saying explicitly 
that Hizballah would voluntarily disarm 

first below the Litani and then everywhere. The Shia 
ministers would not do so. Ergo 

was scheduled for Sunday night 
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details of implementation. That meeting was subsequently 
cancelled 

sure that the Shia were on board not just for the principles 
of UNSCR 1701 but also the details. 

FELTMAN 
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to work for reconciliation and the \"stabilization and 

development\" of the Hoa Hao community in Vietnam. Sang said he 
first returned to Vietnam in February 2006 to hold preliminary 

talks with the GVN. At that time 

to the Mekong Delta to consult with the Hoa Hao community. When 
he returned in June 

He was received by then-President Tran Duc Luong and the 
outgoing Chairman of the Fatherland Front Pham The Duyet. He 
also was allowed to travel to the Mekong. 


2. (SBU) Sang said that in his meetings with GVN officials 
had proposed three major initiatives: 


-- The establishment of a National Institute for Hoa Hao 
Buddhist Studies which would train Hoa Hao clergy. The 
Institute would be located in Can Tho in the Mekong Delta. 
(Sang was director of the Hoa Hao University in An Giang 
province before 1975.) 


-- The creation of a Foundation for Hoa Hao Charities based in 
Vietnam that would coordinate domestic and international 
charities to improve conditions for the Hoa Hao community in 
Vietnam. 


-- The opening of a branch of Westland University in Can Tho to 
offer training in a wide range of fields. According to Sang 

Westland University was licensed by Washington State in 2004 and 
has a campus in California. Sang is affiliated with the 

University. 
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3. (SBU) Sang said that GVN officials supported these ideas. He 
noted that Can Tho City had offered him 20 hectares of land for 
a Westland University campus and had invited the University\'s 
administrators to visit the city for further discussion. 


4. (SBU) Sang said that he had told the GVN that he rejected 
the radical approach of Hoa Hao activist Le Quang Liem. He had 
proposed ideas to resolve conflict between the GVN and the Hoa 
Hao community. He said he had advised the GVN to restructure 
the GVN-recognized Hoa Hao Executive Council and elect a new 
slate of leaders mutually acceptable to the GVN and the Hoa Hao 
community. He had pushed the GVN to remove the ban on the Hoa 
Hao community\'s use the Hoa Hao religious flag 

full writings of the Hoa Hao founder 

commemorate the founder\'s disappearance day 

church property expropriated by the GVN. Sang estimated that 
perhaps five to ten percent of the Hoa Hao community in the 
Mekong Delta supported Liem. 


4. (SBU) During one meeting 

Nong 

\"legitimate successor\" to the founder and a respected member of 
the Hoa Hao community capable of voicing Hoa Hao grievances to 
the GVN in a peaceful way. 


5. (SBU) Meanwhile 

announced the formation of a provincial representative board in 
An Giang Province in the Mekong Delta. The group announced that 
it would create a network of provincial representative boards in 
key Hoa Hao centers. In early July 

letter to Prime Minister Nguyen Tan Dung announcing that it was 
planning to hold a ceremony on July 25 to commemorate the first 
death anniversary of Tran Van Ut in Dong Thap Province in the 
Mekong Delta. (Ut 

self-immolation in September 2005 during a police raid. Ut was 
involved in an altercation with police in June 2005 during a 

rally organized by Liem.) According to a reliable contact 

within the Hoa Hao community 

community in Dong Thap attended the family-run ceremony. Liem 
did not attend and authorities did not intervene. 


6. (SBU) Comment: Liem\'s faction sharply criticized Sang\'s 
return to Vietnam as a betrayal of his anti-Communist roots and 
the \"true Hoa Hao faith.\" Whether or not Sang can emerge as a 
constructive force within the fractured Hoa Hao community 
remains to be seen; the GVN almost certainly remains suspicious 
of his motives. Some of his proposals for compromise also are 
difficult for the Party to accept. For example 

call for allowing the Hoa Hao flag to be flown again may have 
resonance for the Hoa Hao 

Party hardliners. End Comment. 
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Public Works Programme (EPWP). The EPWP is a four-year 

($58 billion) project within the DPW\'s purview 

allocated directly to local and regional governments. The drive to 
revitalize Public Works is the latest in a series of initiatives to 
improve state capacity to carry out South Africa\'s Accelerated and 
Shared Growth Initiative for SA (Asgisa) development strategy. 
Mbeki also declared that the Department of Trade and Industry (DTI) 
needed to fill key positions more quickly 

issues are negatively impacting the capabilities of the DTI. 
Roughly 25% of DTI positions are presently vacant 

Africa\'s skills shortage and low salaries in the department relative 
to the private sector. In order to fill positions requiring scarce 
skills 

Africans abroad and allow easier immigration for other skilled 
workers. DTI Minister Mandisi Mpahlwa has pledged to fill key 
positions by the end of 2006. Sources: Business Day 

31; Financial Mail 


Cabinet rejects proposed industrial policy 
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11. (U) Following the end of its July meeting 

Department of Trade and Industry\'s (DTI) Regional Industrial 
Development Strategy (RIDS) back to the department for reworking. 
According to DTI director-general Tshediso Matona 

Clarification on several parts of its program to identify and 

strengthen sectors with good potential for job creation as well as 

the manner in which RIDS will interact with other government 
development programs. A team of Harvard economists advising the SA 
government on its Asgisa (Accelerated and Shared Growth Initiative) 
development plan told government officials days before the meeting 
that SA must develop a strong industrial export strategy if it is to 
reach its growth targets of 6% annually. Source: Business Day 
August 1; Business Day 


Trade deficit shrinks 


12. (U) South Africa\'s trade deficit was R4.2 billion ($610 million) 
in June 
Service 
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gap. A Reuters poll in late July 

expected only a R2.4 billion ($350 million) deficit. Import growth 
slowed almost 25% and the value of exports rose 15.8% in June 
thanks to the cheaper rand 

the current account deficit. International investment authority JP 
Morgan released a report on July 31 discounting fears about the 
effects of South Africa\'s current account deficit on its viability 

as an investment destination. Although South African stocks have 
lost value in 2006 

fundamentally sound economic policy. Sources: MoneyWeb Business 
Business Day 


Lebanon crisis diverts shipping toward Cape 
be adequate 


13. (U) Continuing unrest in the Middle East is spurring several 
shipping companies to divert their vessels away from the Suez Canal 
increasing ship traffic around the Cape of Good Hope. A spokesman 
for Cape Town Port Control stated on August 9 that more ships are 
using Table Bay and that Port Control expects the trend to 
accelerate until the Lebanon crisis is resolved. South Africa is 
struggling to meet its liquid fuel needs 

are presently shut down for maintenance and domestic fuel supply is 
already under stress. Both refineries will come back on-line in 
September 

because of a shortage of bunker fuel in South Africa 

frustration of the country\'s ports and shipping agents. Source: 

Cape Argus 


Bureau for Economic Research predicts 4% growth for SA 


14. (U) The Bureau for Economic Research (BER) 

research group working from Stellenbosch University 

strong economic growth for South Africa in the short term in its 
August 10 report. The BER foresees a 4.3% GDP growth rate in 2006 
and 4.1% in 2007 

predictions (4.5% in 2006 and 4.2% in 2007) and a substantial 
decline from 2005\'s 4.9% growth rate. Although it anticipated a 
deceleration in consumer spending and a weaker rand 

stressed that South Africa\'s economic fundamentals are sound. 
Domestic infrastructure spending and increased exports will largely 
offset the effects of slower growth in consumer spending. Sources: 
iAfrica 


Foot-and-mouth outbreak near Kruger Park 
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15. (U) The Agriculture Department announced on August 9 that cattle 
in Limpopo have been diagnosed with foot-and-mouth disease 
contagious livestock disease. South Africa\'s herds are certified as 
free of the disease and will remain so 

outbreak occurred in a controlled buffer-zone surrounding Kruger 
National Park. Unless the disease spreads outside of the area 
South African meats will be freely exported. Game parks are 
high-risk areas due to their wild populations of many animals that 
can carry foot-and-mouth; in this case 

disease from water buffalo. The government plans to deal with the 
outbreak using strict movement controls and vaccination. Source: 
Business Day 


New Durban airport to be finished by 2010 
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16. (U) Transport Minister Jeff Radebe announced on August 10 that 
Durban International Airport will be replaced by a new facility at 

La Mercy 

Previously 

named King Shaka International 

Radebe stated that the Airports Company of South Africa (Acsa) will 
accelerate the R2.5 billion ($370 million) project to be finished in 
time for the 2010 World Cup. Durban is one of the host cities for 
that event 

transportation system. Furthermore 

transit through Durban\'s airport will increase by 14% annually 
through 2012 and that judicious integration with the nearby seaport 
and agricultural shipping zone could spur economic growth throughout 
KwaZulu-Natal province. Sources: Reuters 

August 11. 


BOST 
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NATO aircraft as a \"gas and go\" location for operations in 
Central Asia. 


4. (U) The U.S. is working with the Azerbaijani Navy to 
upgrade the capabilities of five ships and a naval commando 
unit to assist in interdicting trans-national threats on the 
Caspian Sea. The Proliferation Prevention Initiative (PPI) 
encompasses the Coast Guard and we hope very soon 

to complete the mission requirements of surveilling the 
Azerbaijani sector of the Caspian Sea in order to detect and 
interdict WMD. This program represents a historic first for 
Cooperative Threat Reduction (CTR) programs. Rather than 
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disabling and destroying WMD 

detect and prevent proliferation. Shepherding this complex 
and first-ever undertaking is a major priority for this 

mission. Separately 

(BTRP) are doing well. BTRP has biosafety and security 
upgrades underway at the Republic Antiplague Station and will 
soon begin an upgrade program at the Republic Veterinary 
Laboratory. We are also working to improve Azerbaijan\'s first 
responders\' ability to react to a WMD incident. 


ENERGY: MOVING BEYOND BTC 


5. (U) Last month\'s Baku-Tbilisi-Ceyhan (BTC) first oil 
ceremonies in Turkey highlighted the outstanding level of 
U.S.-Azerbaijani cooperation on energy issues and 
Azerbaijan\'s growing role as a regional energy producer and 
transit country. In June 

Intergovernmental Agreement (IGA) 

reach global markets via the BTC pipeline. With the 
completion of the South Caucasus Pipeline later this year 
Azerbaijan will begin exporting Shah Deniz gas to Turkey 
possibly Western Europe. Full field development of Shah 
Deniz and a possible new Transcaspian Gas pipeline would 
allow still higher volumes of Caspian gas to reach 
international energy markets 

energy security. Both Russian and Turkish commercial 
interests however 

still greater role as a regional energy transit hub. 


MANAGING THE OIL BOOM 


6. (U) With GDP growth of 36% 

growing economy in the world 

rising \"tsunami\" of energy revenue. The government\'s economic 
planning 

sectors are weak and ill-prepared to manage this enormous 
influx of revenue. Significant institutional reform and 
capacity-building will be required to manage the stable 
growth of Azerbaijan\'s economy and to prevent the onset of 
Dutch disease. Corruption 

Azerbaijan 

providing technical assistance to help Azerbaijan manage this 
transition 

and Finance 

and a program to help strengthen the GOAu\'s consolidated 
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budgeting process. Moreover 

process is the key vehicle through which we can implement 
successful economic and political reform that will keep 
Azerbaijan\'s development on a stable path. 


REFORM: PROGRESS 


7. (U) Azerbaijan\'s November 2005 parliamentary elections 
were an improvement over previous elections in some respects. 
The Government accepted several OSCE recommendations to 
strengthen the process including permitting an 
(AlD-sponsored) exit poll 

observation. However 

international standards because of credible allegations of 
widespread fraud in the vote tabulation process on election 
night. The May reruns of ten canceled parliamentary districts 
addressed problems in the vote count and were generally an 
improvement. In the aftermath of the elections 

several recommendations for institutional reform that we 
support 

election commissions which are heavily stilted in favor of 

the ruling Yeni Azerbaijan Party (YAP). 


8. (U) Parliamentary reform and media freedoms are key areas 
for further democratic reform. We have seen some positive 
signs that new Speaker of Parliament Ogtay Asadov (whom you 
will meet) hopes to change the Parliament from a Soviet-era 
rubber stamp body to a somewhat more empowered institution. 
We hope your visit will encourage reform and being a 
continuing dialogue to further refrom efforts. Key reforms 
under consideration include adding personal staff 

decreasing the number of members required to form a faction. 
We are currently developing a Parliamentary assistance 
program that we hope to launch when the fall session of 
Parliament convenes in October. On the downside 

months have seen a decline in media freedom in Azerbaijan. 
There have been two 

opposition newspaper journalists in recent months by 
unidentified assailants. Separately 

have increasingly resorted to civil and criminal libel suits 
against opposition-affiliated journalists to silence 

criticism. Finally 

media conglomerate 

getting its broadcast license renewed by media regulators. 


9. (U) Your visit next week provides an excellent opportunity 

to advance the USG\'s agenda in Azerbaijan. Ambassador Derse 
and all of us at this Mission 

HYLAND 
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Abroad for Families and Employees\" (SAFE) 

certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 
is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions 

have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations 

country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

increase in violent and petty crimes 

non-confrontational in nature. However 

assaults 

and thefts occur countrywide but primarily in the large cities of 
Auckland 

especially aware that street crime 

is a daily occurrence in these cities. Common sense precautions 


should be taken 
opportunity. 


e. (SBU) Generally 

the world drug situation; however 

Zealand has been utilized as a transit point for shipments of 

Ecstasy 

New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however 
precautions so as not to become a target of opportunity. 
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g. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however 

can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so that police 
may take an accident report. However 

hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones 

sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State Department\'s 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements 

Internet at http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000 
hours/day). 


McCormick 
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North America desk. 


ARNALL 
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using its financial and economic resources in this 
regard. 


This is happening while a large number of developed 
countries have a presence in Afghanistan 
democracy 

and try to implement them 
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demonstrate and describe its own improper policies as 
if it is the decision of the international community. 


The elected representatives of the people 

scholars met with His Excellency the President and 
repeated their concerns regarding this issue. The 
response of Mr. Hamed Karzai has always been that he 
realizes their concerns 

national confidence he would take serious measures to 
resolve these concerns. 


But unfortunately our people are witness that the 
rights and privileges of the armed forces are not 
given to them 

regarding appointments 

the ministries 

the country are witness to our claims. These facts 
create a feeling that the government is following 
policies to sideline particular ethnic groups in the 
country. 


We 

realizing our responsibilities towards our nation and 
to defend their deserved rights 

of Parliament to show our objections towards the 
improper policies of the government 

decisions are made 

the National Assembly and we seriously want the 
government to put practical steps forward to resolve 
the existing concerns of the people. 


Elected Representatives of the people 
people of Afghanistan! 


Through the political life of Afghanistan\'s 
Parliament 
representatives of the people regarding all the 
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events 

based on the people\'s decision 

\"Afghan Nation\". The members of the Wolesi Jirga have 
always preferred the national benefit rather than 

tribal 

dedication can be a good model for the government\'s 
activities. 


End Text 
NEUMANN 
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6. On August 8 

Council of World Affairs on \"Tajikistan and the Vision of 
Central Asia.\" Two volumes of the English translation of noted 
Tajik scholar Bobojon Gafurov\'s seminal work \"Central Asia: 
Pre-Historic to Pre-Modern Times 

occasion. 


A LIMITED BUT COOPERATIVE RELATIONSHIP COULD EXPAND 


7. Tajikistan and India already cooperate on a limited basis on 
military and social issues. India is currently reconstructing 

the Ayni airport 

India\'s Border Roads Organization is building three hangars 
there. According to BBC 

completed by the end of 2006. 


8. India supports several projects to develop human resources 
and technical capacity in Tajikistan 

India-Tajikistan Centre for Information Technology 

July 18 in Dushanbe. India also helps train Tajik nationals in 
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various Institutes in India under the India Technical and 
Economic Cooperation program 
personnel in defense institutes. 


9. At various stops during the visit 

suggested tourism 

hydro-energy 

bilateral trade. (NOTE: Reports did not mention two 
Indian-backed projects which have moved very slowly: a five-star 
hotel that has encountered numerous problems with the Dushanbe 
Mayor\'s office 

not come on line eighteen months after completion 

problems with the Dushanbe Mayor. END NOTE.) 


MOUNTAINS APART 


10. COMMENT: No highways or railways connect Tajikistan and 
India. Tajik Air cancelled the only direct air flight between 
Tajikistan and India in 2005 due to serious losses. While 
President Rahmonov wants to boost its economic and trade 
relations 

Afghanistan standing between Tajikistan and India. The 
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U.S.-funded bridge over Nizhniy Pyanj may help link India to 
Central Asia and promote regional trade 

most of the statements of President Rahmonov will remain as talk 
rather than real projects. The business climate in Tajikistan 

has not yet convinced Indian investors that Tajikistan really 

offers them potential partners. END COMMENT. 

HUSHEK 
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views. (NOTE: In May MOFAT told us that Seoul had declined 
Chavez\'s request to visit on July 16 due to USG sensitivities 
(reftel). On August 2 

Director General Han Byung-kil asked A/DCM for \"informal\" USG 
reaction to a possible Chavez visit. END NOTE). A/POL 
responded that 

inquiry was made 

a visit 

summit. Lim assured A/POL that any visit would come after 

the September summit. Asked about a potential Chavez visit 

to North Korea 

dialogue with the DPRK and had only asked the Venezuelans to 
keep Seoul informed. 


3. (C) Lim explained that during Deputy Foreign Minister Yun 
Byung-se\'s June visit to Venezuela 

reception. Venezuelan officials insisted Caracas wanted to 
strengthen ties to Asia. Venezuela 

open an Embassy in Vietnam soon and open Embassies in 
Singapore 

viewed South Korea as one of the four important countries in 
Asia along with India 

was music to Korean ears. 


4. (C) According to Lim 

interests in Venezuela. Seoul was looking to invest in the 
Venezuelan oil and gas industries for financial reasons. 
Transportation issues prevented oil imports from Venezuela 
from being feasible and Venezuela lacked good LNG facilities 
so gas imports were also not feasible. Seoul would look to 
other suppliers for oil diversification. In Venezuela 

ROK sought energy contracts for investment opportunities. 
Lim said that Seoul and Caracas recently signed a 
double-taxation avoidance agreement 

in negotiation for a long time. 


CUBA: TIME TO IMPROVE RELATIONS? 


5. (C) Lim asked about the \"informal\" USG reaction to 
Seoul\'s consideration of normalizing diplomatic relations 
with Cuba. The ROK had a trade office in Cuba 
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eye on providing consular assistance to Korean tourists 
Seoul wondered about Washington\'s view on normalization. 
A/POL 

Seoul not establish diplomatic relations with Cuba at this 
time. USG officials could consult with Seoul on ways to 
establish something like an interest section or liaison 

office to help increasing numbers of Korean travelers. 


FM BAN CAMPAIGNING FOR UNSYG IN SOUTH AMERICA 
6. (C) Asked about Foreign Minister Ban Ki-moon\'s purpose 
for visiting Peru and Argentina 

returning to Peru to press his UNSYG campaign with new 
leaders following recent elections there. Lim said that Ban 
had visited Peru and Argentina in March 2006 primarily for 
UNSYG purposes as well. 

VERSHBOW 
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\"whatever the Security Council can do 

the conflict is welcome.\" He also noted that it will take 
the \"efforts of the great powers\" to resolve the Lebanon 
conflict through dialogue. 

CAMPBELL 
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anti-Japanese feeling in Mongolia 


Future Dialogue on DPRK; Mongolia a Window into SCO 


5. (SBU) The Japanese DCM said that Mongolia and Japan will begin 
periodic bilateral talks on Northeast Asian security issues. The 
subjects discussed would include North Korea; Japan saw Mongolia 
with its traditionally good relations with North Korea 

additional means of reinforcing the international community\'s 
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message. However 

North Korea seem to have declined this year 

ambassador having a prolonged absence in the wake of Mongolia\'s 
expression of concern about the North Korean missile test 

earlier detention of over $1 million in dollars and 2 million yen in 

a North Korean bank\'s cash while Mongolia investigated whether it 
was counterfeit. The Japanese DCM said that his country also sees 
Mongolia as a useful source on the Shanghai Cooperation 
Organization. 
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No Business Contingent in Koizumi\'s Delegation 


6. (SBU) The Japanese DCM said that Koizumi\'s delegation was small 
and did not include any business people. He said that there have 

been Japanese business delegations 

July 

the two countries 

Mongolia as low. 


War Memorial Visit a Non-lssue 


7. (SBU) Asked about Koizumi\'s visit to a memorial to Japanese 
soldiers 

Mongolia of 20 

after WW Il. The soldiers had been a key element for major 
buildings in downtown Ulaanbaatar 

the Foreign Ministry. About 1 

the harsh conditions. When Koizumi was Social Welfare Minister 
had visited in the late 1990s and arranged for the transport back to 
Japan of the remains; the memorial is now a plaque rather than a 
cemetery. The Japanese DCM said that the visit was not 
controversial in Mongolia. He added that Mongolia does not weigh in 
on the Japanese visits to the Yasukuni shrine 

as a Japanese domestic issue. 


Real Issues: Visas 


8. (SBU) The Japanese DCM said that visas were one issue discussed 
during the visit 

Japanese tourists next year. This likely would increase the flow of 
Japanese tourists 

14 

unsuccessfully for more relaxed Japanese visa treatment of their 
citizens. The Japanese DCM commented that it will be difficult to 

do this in view of the substantial illegal Mongolian population in 

Japan; the illegal population is estimated at 19 

opposed to 5 


9. (SBU) The Japanese DCM noted that the two countries will mark 
the 35th year of diplomatic relations in 2007. While the Emperor is 
unlikely to come to Mongolia in response to the GOM\'s invitation 
said it is possible that the Crown Prince and his wife will do so. 
President Enkhbayar is scheduled to visit Japan in February 2007. 
He noted the two nations had agreed that 2006 is \"Mongolia Year in 
Japan 
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the State Department shopping store 
frequent. Pickpocketing is an increasing problem. 


9. HEALTH CARE: Health care for Embassy personnel and visitors is 
provided by the Embassy\'s Health Unit and the SOS International 
Clinic in Ulaanbaatar. 


The Embassy\'s Health Unit's telephone number is (976-11) 313-133. 
The hours of operation are Monday through Friday 1:00pm - 5:00pm. 
For appointments outside of scheduled office hours please call Eric 
Wood at 9905-2911. 


The SOS International Clinic\'s telephone/fax number is (976-11) 
342-550. The clinic is expensive and requires payment upon receipt 
of services. It is important that your health insurance is up to 

date. Filling an insurance claim is the responsibility of the 

visitor. SOS International takes MasterCard 

payment. 


10. GENERAL MEDICAL INFORMATION: We suggest that you talk with 
medical office about recommended inoculations. Over-the-counter 
drugs such as cold 

readily available. Plan to bring enough over-the-counter and 
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prescription medicines to last your entire time in Mongolia. You 
should take health precautions in Mongolia: drink only bottled or 
boiled drinks 

recommend that you wear sturdy shoes with good traction. 


11. WEATHER: Ulaanbaatar has an extreme continental climate. The 
weather is unpredictable. It can be cold anytime September through 
May 

temperatures can approach 100 degrees Fahrenheit but may dip into 
the 50\'s. Spring is an uncertain time of year 

winds and snow. We recommend you be prepared with layers of 
clothing and warm 

including Yahoo! Weather 


12. DOLLARS AND TUGRUGS: Mongolia\'s financial infrastructure is 
still limited. Traveler\'s checks are rarely accepted. Mongolia is a 
predominantly cash based economy. Western-oriented businesses and 
hotels accept credit cards - Visa 

Hotels provide official currency exchange. ATMs are infrequent and 
unreliable. The few existing units are VISA only. 
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13. WEBSITE: Please visit our Embassy website at 
http://ulaanbaatar.usembassy.gov . It provides interesting and 
useful information. Mongolia is a beautiful and fascinating 
country; we hope you will have a chance to see a bit of it after 
work hours. 


14. We look forward to your arrival. Regards. 
SLUTZ 
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Othman described the MILF as practical and realistic in their 
negotiating approach. He identified key challenges as the 
delineation of Muslim-majority areas and the ability of 
President Gloria Macapagal Arroyo (GMA) to sell the deal in 
Manila given her weak political position. Continued 

restraint by the Philippine armed forces 

constitutional reform process 

MILF commanders and ulamas also would be important. Othman 
claimed the MILF had already neutralized Jemaah Islamiyah 
(Jl) terrorists 

Othman called for capacity building efforts for MILF 
including financing of a leadership school 

parallel with the remaining negotiations. Othman foresaw the 
need for U.S. diplomatic pressure on GMA to seal the deal at 
the end 

lasts. End Summary. 


2. (S) The Ambassador 

Othman Abdul Razak August 9 to seek his views on the GRP/MILF 
peace process. The Ambassador emphasized the importance the 
U.S. places on seeing the conflict in Mindanao resolved and 
eliminating a safe haven for terrorists in the region 

that such extremists pose a threat to Malaysia as well. He 
lauded Malaysia\'s important role in the GRP/MILF 
negotiations. Othman 

intelligence chief early this year and operates out of the 

Prime Minister\'s office 

self-interest in eliminating a breeding ground and sanctuary 
for extremists who could also threaten Malaysian territory. 
Othman reiterated that Malaysia\'s role was as a \"facilitator 
not a mediator 

not \"neutral\" as to the outcome. Othman provided a positive 
overview of the process so far 

to the 1996 accord 

MILF leaders as more realistic in their approach compared 
with earlier negotiations. For example 

that they could not reclaim areas of recent non-Muslim 
settlement. Importantly 

had given up its claims for independence. 
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3. (S) Othman acknowledged that the negotiations had 
proceeded more slowly than originally forecast. However 
believed that the parties should reach a written interim 
agreement or memorandum of understanding sometime after the 
fasting month of Ramadan and before the Christmas season 
(late October to mid December). The memorandum would pin 
down the important areas of agreement to date. Othman stated 
that the signing of a \"comprehensive compact\" should be 
possible within the first half of 2007. The process had not 

hit a lull and activities continued. Most recently 

margins of the August 3 OIC summit 

meeting between a MILF delegation and a senior Organization 
of the Islamic Conference (OIC) senior official intended to 

seek OIC approval of the negotiations. 


4. (S) Othman described the delineation of Muslim-majority 
areas and the Moro ancestral domain as the major remaining 
challenge. The GRP and MILF thus far had agreed on some 630 
villages 

as properly included in the Moro domain. Othman stated that 
the GRP and MILF already had agreed to conduct a joint survey 
of the villages in dispute. The need to devise a settlement 

map that resulted de facto in territorial contiguity for the 
eventual Moro-administered area constituted another issue 

that required a solution 

a patchwork of Muslim and non-Muslim enclaves. 


5. (S) The ability of President Macapagal Arroyo to sell the 
final package 

stakeholders in Manila represented another major hurdle 
Othman commented. He questioned whether GMA\'s current 
political weakness would allow her to win sufficient Senate 
backing for ratification of the accord. Othman noted other 
factors of importance for the final agreement. The 
Philippines armed forces should continue to exercise 
restraint and avoid a return to the aggressive and disruptive 
attacks launched under General Reyes. A successful 
constitutional reform effort in Manila would allow the future 
Moro entity to fall neatly under an emerging federalism. The 
MILF commanders and ulamas would need to buy into the accord 
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in order to avoid the emergence of a new insurgency. 


6. (S) Othman claimed the MILF had already largely 
neutralized Jemaah Islamiyah (Jl) terrorists 

Jl-linked persons remaining in MILF areas. These three had 
married into the local society. Malaysian persuasion had 
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played the key role in MILF\'s expulsion of JI members. 
Malaysia also had encouraged the MILF to take action against 
the Abu Sayyaf Group (ASG) 

to open a \"second front.\" 


7. (S) The Malaysian peace facilitator encouraged the U.S. 

to take on a greater role in support of the negotiations. 
Specifically 

for MILF leaders so that they would be better able to govern 

and manage areas under their control. He argued that the 
MNLF accord had failed in large part because the MNLF leaders 
had been unprepared to assume peace-time leadership roles; he 
wanted to train MILF leaders now 

prevent this from happening again. As a starting point 
recommended U.S. funding for the Bangsamoro leadership and 
management center in Cotabato City. Malaysia was considering 
a modest financial contribution. On the diplomatic front 

Othman foresaw a need for U.S. pressure on GMA to conclude 
and accept the \"comprehensive compact\" that necessarily 
included some concessions to the MILF. While acknowledging 
the good intentions of the U.S. Institute of Peace in seeking 

to support the negotiations 

Department take a more direct role. More broadly 

strongly disagreed with the inclusion of any NGOs in the 
negotiations 

stakeholders from the 1996 process. 


8. (S) Comment: Othman portrayed a peace process that 
remained on track 

envisioned. His comments indicated that Malaysia intends to 
remain positively engaged as the facilitator for the talks 

and would welcome some further U.S. involvement 

the form of MILF capacity building and future diplomatic 
pressure on Manila. We defer to Embassy Manila as to the 
validity of Othman\'s observations of the GRP/MILF talks and 
the U.S. role. 

LAFLEUR 
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a lesser issue.? He said China is willing to cooperate in 
creating an environment for a DPRK return to the Six-Party 
Talks. 


CHINA?S DEFENSE POLICY 


19. (SBU) NPC Standing Committee and Foreign Affairs 
Committee Member Li Yuanzheng said China has a peaceful 
foreign policy and that its military intent is transparent. 

Li stated that China has ?not a single soldier or military 
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base abroad.? China will not use nuclear weapons and 
opposes an arms race 

nuclear powers should conclude a no first strike agreement. 
China believes in ?post-emptive? strikes and ?will never 
launch a pre-emptive attack.? Li acknowledged increases in 
China\'s defense spending and pointed to U.S. statements 
citing China as a potential military threat. Li asserted 

that 

Taiwan 

in defense spending is normal. Li said that the increase 

will go to raising soldiers? pay and purchasing fuel and 

more modern equipment. China?s 2006 defense budget of USD 
35 billion is only 1.5 percent of China?s GDP and only 7 
percent of the total national budget. Li speculated that 
China may be as much as 20 years behind the United States 
militarily. 


20. (SBU) Senator Inouye said that relations can falter 
because of misinformation 

Senator stated that we know China has is developing a 
submarine-launched nuclear missile 

and advanced space instruments. The Senator said that 
these are not defensive weapons. Li responded by saying 
that China has an \"active defense\" policy. Senator Stevens 
added that the U.S. has forces in 121 countries and the 
United States protects our (and China?s) trade routes. 
U.S. forces protect freedom in general. The United States 
wants China to have a strong military so China can help 
maintain peace and stability in the world. 


ENERGY SECURITY 


21. (SBU) Senator Inouye emphasized shared interests in 
bilateral energy cooperation and development of new 
technologies. Senator Coleman noted that China is expected 
to double its energy consumption by 2020 and said that 
China\'s oil dependency could have a negative impact on 
U.S.-China relations 

countries that foment instability and violate international 
norms and treaties 

United States and China to develop alternative and 
renewable energy sources 

hydrogen fuel cells 


22. (SBU) NPC Internal and Judicial Affairs Committee 
Member Sun Jinlong gave a presentation on China?s energy 
production and consumption 

billion tons of coal and 180 million tons of oil per year 
accounting for 90 percent of China?s energy consumption. 
Sun noted that China only consumes 8 percent of the world?s 
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supply of oil and that China?s energy consumption is no 
threat to world consumption. Nevertheless 

priority to energy efficiency measures and hopes to reduce 
pollution and energy consumption per unit of GDP. The 
trend for the 21st century is towards alternative and 
renewable energy sources and China plans to increase 
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nuclear power generation from the current 16 
40 


23. (SBU) Chinese Academy of Sciences Institute of Plasma 
Physics Vice-President Wu Songtao made a detailed 
presentation on China?s efforts to develop nuclear fusion. 
Wu outlined the benefits of fusion as opposed to fission 
reactors in regards to safety 

limitations. Wu explained the need for further research to 
achieve controllability and sustainability of a fusion 
reaction. He speculated that a commercially viable fusion 
reactor could be available by 2050. Wu invited CODEL 
members to visit the Institute of Plasma Physics facility 

in Hefei 


24. (SBU) Senator Burr emphasized the need for adequate 
predictable 

near future. In the near term 

more affordable and we need to ensure adequate supplies for 
both China and the United States 

stated that nuclear power generation is essential for the 
immediate future. Senator Burr stressed that the 
government can be the source of seed money 

and give direction 

essential to making things a reality. Senator Coleman 
mentioned that in the United States 

for ethanol production is about 16 billion gallons. With 
additional cooperation and collaboration between the U.S. 
and China 

billion gallons. 


25. (SBU) NPC Internal and Judicial Affairs Committee 
Vice-Chairman and Chinese Buddhist Association Vice- 
President Jia Muyang delivered a prepared speech on Tibet 
and the Qinghai-Tibet railway 

welcome the railway and that it is important for the 

economic and social development of the region. Government- 
funded railway construction was completed a year ahead of 
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schedule and President Hu presided over the inauguration 
ceremonies in July. The railway demonstrates the unity of 
Chinese minorities 

people\" have expressed unhappiness with the railway. He 
characterized this latter group as ?ethnic secessionists? 
led by the Dalai Lama. 


AVIAN FLU 


26. (SBU) NPC Education 

Health Committee Vice-Chairman Sang Guowei outlined China?s 
efforts to prevent avian flu outbreaks and to prepare 

response measures in case of an outbreak. Sang said that 

the current avian flu situation in China is stable. China 

has optimized its laws 

reporting 

and implemented culling of birds 


27. (SBU) Senators Stevens and Inouye thanked their 
Chinese hosts and Senator Stevens suggested that the IPG 
expand to include Japan for trilateral discussions. Sheng 
did not respond directly to the suggestion 

that the IPG should continue on a long-term basis and that 
the next round should be in the United States. 


PARTICIPANTS 


28. (U) U.S. Participants: 
Senator Ted Stevens 
Senator Daniel Inouye 
Ambassador Clark T. Randt 
Senator Thad Cochran 
Senator Arlen Specter 
Senator Patty Murray 
Senator Mark Dayton 
Senator Lamar Alexander 
Senator Norm Coleman 
Senator Richard Burr 
Senate Staff 

Interpreters 

Notetaker 


Chinese Participants: 
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Sheng Huaren 
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Jiang Enzhu 

Hu Kangsheng 

Lu Congmin 

Zhou Zhengqing 

Jia Muyang 

Chairman and Chinese Buddhist Association Vice-President 
Sang Guowei 

Committee Vice-Chairman 
Li Yuanzheng 

Sun Jinlong 

Wu Songtao 

Physics Vice-President 
Xin Chunying 

Ni Yuefeng 

Fang Xin 

Wang Wanbin 


29. (U) CODEL Stevens cleared this message. 
RANDT 
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of the pro-government Arabic-language daily Al-Seyassah Ahmed 
Al-Jarallah\'s article on the front page (8/14): 


\"Hezbollah is no longer strong enough to exert pressure on the 
Lebanese government. Hezbollah\'s soldiers 

the war 

country. In Hezbollah\'s uncalculated adventure 

the United States are on one side with Syria and Iran on the other 
the people of Lebanon have been the victims.\" 


-- In \"To Your Excellency Mr. President\" Yousef Mubarak Al-Mubaraki 
penned a message in progressive Arabic daily Al-Qabas (8/14): 


\"L was not shocked by President George Bush\'s statement when he gave 
Muslims a new name 

description of Islam with the most hideous of descriptions 

terrorism and others? 


-- Iqbal Abdullah Al-Ilssa inquired in \"Do We Comprehend the Lesson?\" 
in progressive Arabic daily Al-Qabas (8/14): 


\"Arab support is bleeding and Gulf monies are being squandered so 
that the American and Israeli economic wheels keep turning; that is 
the conclusion of the story. What sin have Arabs committed? What 
have they done to not be allowed to live in a dignified manner 

enjoy the blessings? Why are human rights in our countries 
transgressed against when God gave us so many blessings ?\" 


-- \"America and our Political Defeat\" was the title of Dr. Badr 
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Al-Ansari\'s piece in progressive Arabic daily Al-Qabas in which he 
editorialized (8/14): 


\"America can swallow its words on human rights and international 
rights. It can also declare through all the media it controls that 
there is no Zionist-American alliance aiming to divide and occupy 
Arab lands and to control its resources. The fact remains on the 
ground that it supports Israel in killing innocent people 
demolishing their homes 

peaceful country.\" 


-- In \"The Unjust Resolution\" Dr. Abdul Mohsen Yousef Jamal 
commented in progressive Arabic daily Al-Qabas (8/14): 


\"In my opinion 

Nasrallah\'s popularity is tremendous. Hezbollah\'s positions on 
upcoming issues will be guidance for Arab governments. Therefore 
Lebanon will be the leader of Arab decision-making and that will 
reflect on Arab countries including Iraq; in which the Americans and 
British will suffer as a result of the closing of ranks on the Arab 
street. The Arab street will not forget their position on the 
destruction of the Lebanese infrastructure by giving the green light 
to the enemy of Arabs and Muslims.\" 


-- Political Science professor Dr. Shafiq Nazem Al-Ghabra stated in 
his piece titled \"Ferocity of War and New Horizons\" published in 
moderate Arabic daily Al-Rai Al-Aam that (8/14): 


\"In Israel's quest to achieve the known objectives of the war 
summarized in the ouster of Hezbollah from its borders and making 
the Lebanese army and the international forces the new power on the 
borders 

Hezbollah.\" 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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States 
and legislation and consistent with international law 
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exercise vigilance and prevent missle and missle-related 

items 

transfer of any financial resources in relation to DPRK\'s 

missile or WMD programs.\" BI officials appeared 
uncomfortable during the meeting but seemed to understand the 
importance of the matter. 


-- Embassy advised Bank Mandiri\'s Edwin Gerungan of Mandiri 
aliases \"Changgwang Credit Bank\" and \"Korea Changgwang Credit 
Bank\" on August 10. 


-- Acting Economic Section Chief met with BI Boyke W. Suadi 

on August 11 to provide further information on DPRK use of 

front companies and the Tanchon aliases. Embassy encouraged 
continued scrutiny by BI of DPRK financial institutions 

activity or attempted activity in Indonesia. 


Comment 


4. (S) Post appreciates Department flexibility in providing 
cleared talking points for use with Bank Mandiri. In 
combination with other interventions 

Mandiri management seems to have facilitated the most direct 
action to close down the DPRK banks. Embassy will follow up 
with BI on the aliases for Tanchon and continue to monitor 
developments. 

PASCOE 
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Guangdong Statistics Bureau. The province\'s gross domestic 
product (GDP) reached RMB 1141.68 billion (USD 142.19 
billion) 

sector was RMB 48.06 billion (USD 5.99 billion) 

For its part 

to RMB 602.08 billion (USD 74.99 billion). The tertiary 

sector posted income of RMB 491.54 billion (USD 61.22 
billion) 


4. (U) When compared to Provincial Government-reported 2005 
numbers 

those claimed in this year\'s H1 report. For example 

GDP for 2006 is USD 142.19 billion 

represent a 32% growth rate over the 2005 H1 GDP of USD 
107.71 billion. Even when inflation and exchange rate 
differences are considered 

rate appears to be substantially under-reported 

an effort to not have the economy appear to be overheating. 


Note on Statistics 
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5. (U) Unless otherwise noted 

over the same period of 2005. Readers should bear in mind 
that the majority of statistics provided in this report are 
from Chinese government sources. As such 

taken with the proverbial grain of salt. They are of 
limited reliability 

other time periods. Even then 

limited accuracy 

the statistics often change without notice. In the past 
authorities have been loath to explain any irregularities or 
changes. 


Industrial Engine Firing On All Cylinders 


6. (U) Industrial production continued to grow at a brisk 

pace during 2006\'s first half. The income of industrial 
enterprises with annual sales revenue of RMB 5 million (USD 
623 
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the parlance of the Statistics Bureau) was RMB 486.78 
billion (USD 60.63 billion) 

Guangdong\'s \"nine major industries\" (electronic equipment 
household appliances 

food and beverage 

automobile manufacturing) grew even faster 

of RMB 352.99 billion (USD 43.96 billion) 

Electronic equipment manufacturers recorded particularly 
robust growth of 31.7%. 


Fixed-Asset Investment 


7. (U) Fixed-asset investment rose by 20.5% to RMB 323.09 
billion (USD 40.24 billion). Investment in real estate 
registered a remarkable upturn 

75.78 billion (USD 9.44 billion). 


Real Estate 


8. (U) According to the Guangdong Statistics Bureau 

\"weighted average price\" (different from \"average price\" 
which was used by the Bureau last year) for commercial 
housing for the first 6 months of 2006 in Guangdong is RMB 
5160 per square meter (roughly USD 643) 

compared with RMB 3735.5 (USD 465) per square meter for the 
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same period of last year. Sales of commercial building 

space were also brisk. While the total floor space sold 

only increased 14.5% to 21.99 million square meters 

sales value increased 25.1% to RMB 109.61 billion (USD 13.65 
billion). The central and provincial governments have taken 
steps to cool down the property markets 

regional analysts do not expect these measures to be very 
successful (reftel). 


Retail Sales 


9. (U) The volume of retail sales continued to climb. 

Retail sales of consumer goods reached RMB 443.39 billion 
(USD 55.22 billion) 

(CPI) rose by 1.7%. The food price index rose 1.3% 
transportation and communication index rose only 0.3% 
clothing rose 1.8% 


10. (U) Urban and rural incomes both rose in Guangdong 
during the first half of 2006 

two widened slightly. The average per capita income in 
urban areas reached RMB 8531 (USD 1062.50) 

their part 

(USD 361.06) 


Foreign Trade 


11. (U) Guangdong\'s foreign trade saw rapid growth. The 
volume of foreign trade grew 24.5% to USD 232.9 billion. 
Of that total 

28.3% 

according to the Guangdong Statistics Bureau. Exports 
constituted 56.4% of total foreign trade in the province 
from 54.7% during the same period in 2005. Imports 
stood at USD 101.7 billion 

electrical product exports reached USD 89.22 billion 

of 28.2%. High-tech products netted USD 44.35 billion 
rise of 28.5%. 


Foreign Direct Investment 


12. (U) The contracted value of Guangdong\'s foreign direct 
investment (FDI) totaled USD 11.48 billion 

growth of 13.5%. The actual use of FDI reached USD 6.83 
billion 
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Problems Identified by the Guangdong Government: 
Oil Prices 


13. (U) The statistical report identified five main problems 
affecting the province\'s economic performance-- high crude 
oil prices on the international market 

means of production shrinking company profits 

losses from Typhoons Bilis and Zhenzhu as well as 
\"inadequate input in agricultural production 

estate prices 

putting pressure on the province\'s high export growth. 


Q and A Session: Turning Up the Heat 


14. (U) During the question and answer session following the 
presentation 

representatives repeatedly asked the Director General of the 
Guangdong Bureau of Statistics 

the overheating provincial economy. On no less than four 
occasions during the press conference 

unequivocally (and at times 

overheating 

of \"reasonable\" growth. Pu explained that the government\'s 
control measures would take time to become apparent in the 
statistics 

actually a \"recovery growth rate.\" Two of the control 
measures Pu mentioned were 1) increasing interest rates 

2) policy changes in export tax returns. 


15. (U) Pu characterized the province\'s economy as being in 
the mid- to final stage of industrialization and in the 

beginning stage of \"scientific development\"-- a euphemistic 
term used by government officials to describe sustainable 
development and a comprehensive development of the whole 
society. 


16. (U) The Director General also stated that Guangdong 
Province\'s unemployment rate is 2.6%. This figure is vastly 
underestimated. Provincial statistics almost certainly do 

not take into account the migrant population from poorer 
provinces. 


COMMENT: Unstoppable Juggernaut For Now? 
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17. (U) It was apparent that the Statistics Bureau attempted 
to paint a rosy picture of the provincial economic 

situation 

contributing to an overheating economy. The statistical 
discrepancies will likely prevent the Bureau from succeeding 
in their attempt. Guangdong Province continues to be an 
economic hot spot despite government control measures 
bookkeeping 

officials repeatedly tell Congenoffs that a growth rate 
above 9 percent is too rapid for healthy growth 

economy has only surged ahead. With concerns about the 
property market 

and fuel and electricity shortages 

monitor for these and other signs of stress as the economy 
continues its rapid growth. 


MARTIN 
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suspects in the assassination of Rafiq Hariri 

draft is currently under study. He added that 

the international tribunal 

Minister Bahij Tabbareh want to present a case against PM 
Ehud Olmert and Israeli military commanders. Rizk agreed 
with the Ambassador that they should be discouraged from 
pursuing this course. In a discussion on Lebanese politics 
Rizk suggested that the root of Lebanon\'s problems is in its 
stubborn adherence to a confessionalized party system 

that a new electoral law would help encourage the formation 
of cross-sectarian parties. End Summary. 


INTERNATIONAL TRIBUNAL 


2. (C) Rizk said that the UN\'s Office of the Legal Advisor 
(OLA) had provided an \"informal draft\" laying out the 
framework for a \"special tribunal with international 
character\" to try suspects in Hariri\'s assassination. Noting 
that the draft is being kept very close hold 

had passed it to PM Siniora who had shared it with former 
Minister of Justice Bahij Tabbareh to study before it comes 
under more general government scrutiny. 


3. (C/NF) Rizk said Hariri\'’s widow Nazek had also requested 
a copy 

that Nazek 

that \"my friend here asks why don\'t you call Kofi?\" Rizk 
says he told her that he couldn\'t do so because \"it\'s still 

not government policy.\" Suspecting Nazek\'s \"friend\" to be 
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Jacques Chirac 
heavily on the UN to get the tribunal set up. 


4. (C) Regarding the draft 

concerns with it. Firstly 

conjunction with the prosecutor is given \"too much control.\" 
Secondly 

assassination and \"all related crimes between October 2004 
and December 2005 

attempt on Marwan Hamadeh and the assassination of Gibran 
Tueni respectively. While Rizk professes he would prefer a 
tribunal with competency from October 2004 until five years 
hence 

believes that Hizballah would never accept even the timeframe 
as it is in the current draft. Rizk noted though 

depends on whether Hizballah emerges stronger or weaker from 
the current conflict with Israel. 


SUING ISRAEL 


5. (C/NF) In avery brief mention 

and Tabbareh had asked him to look into suing Israeli 
leadership 

war with Lebanon. Rizk acknowledged he had been in touch 
about this with UNIIIC Chief Serge Brammertz 

referred him to another judge (Note. Rizk mentioned this 
judge is Italian. End Note). The second judge informed him 
that Lebanon risked being counter-sued over the behavior of 
Hizballah. Rizk said Tabbareh had been incensed when he 
heard this 

\"on the other side.\" Agreeing with the Ambassador that this 
suit against Israel would be a most ill-advised move 

said that nevertheless it is still under consideration. 


DO AWAY WITH CONFESSIONAL POLITICS 


6. (C) Towards the end of the meeting 

his opinion that reform of the electoral system in Lebanon 
was key to fostering a more effective and united central 
government. Claiming that the Christian population in 
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Lebanon is \"melting under the sun 

rate of emigration 

Christians to survive would be through establishing a new 
electoral law which supports cross-confessional politics. 
Rizk suggests keeping the 50/50 parliamentary split between 
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Chirstians and Muslims 

which political parties must present balanced 
cross-confessional slates that are not based on the 
demographic makeup of the constituency so that 

Maronite would need votes in an all-Shi\'a district or a Druze 
in an all-Maronite district. \"They would have to be part of 

a ticket. | relish a system whereby the Muslims need the 
Christians 


7. (C) Aware that his plan would meet with widespread 
resistance from the dwindling primarily-Maronite 

population since their MPs would be forced to appeal to more 
and more Muslim voters 

with Maronite Patriarch Sfeir who was supportive of his idea. 
The Maronites can not continue to behave as though they are 
still the largest community in Lebanon 

\"The Maronites should not hang on to this sinking ship.\" 


COMMENT 


8. (C) If the cessation of hostilities holds 

focus on reenergizing the Hariri investigation and 

facilitating the establishment of a tribunal. Syria and its 
Lebanese allies are likely hoping to slow-roll the process. 

We need to ensure this does not happen. When Syria suffered 
a defeat in September 2004 with the passage of UNSCR 1559 
Syria -- presumably -- responded by killing Rafiq Hariri. 

When Syria suffered a second defeat with the March 14 
\"Cedar Revolution\" and departure of the Syrian troops a month 
later 

and assassination attempts. UNSCR 1701 is another defeat for 
Syria (and for those 

Moratinos 

deliberations). We should brace ourselves for a Syrian 
response. Moving ahead expeditiously on the establishment of 
a special tribunal with international character should help 
protect Lebanon. 

FELTMAN 
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IFPI regional rep has told us that 

progress 

establishing an optical disk forensic laboratory in 
Indonesia to further support implementation of the OD 
regulations. Strangely 

within the IP industry community that 
constraints 

program in Indonesia. (Note: Over a year ago 
citing budget issues 

here. End Note.) Privately 
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tells us that 

weeks 

Indonesia be moved to Watch List during the upcoming OCR. 
There is also consensus among them that the end of September 
would be a good time to conduct the OCR. 


PASCOE 
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Guarantee Regarding Civil Liability for Oil Pollution Damage\" 
containing SEPIA 

as a legal company 

Additionally 

loophole in Japan\'s regulations relating to SEPIA 

status in Bermuda 

to move forward. End Summary. 


Insurance Law & Regulations 


2. (S) Embassy Tokyo Political Officer met August 8 with 
MOFA NE Asia Division Deputy Director Yutaka Kashiwabara. He 
explained that 

for Oil Pollution Damage (LLOPD) (revised April 2004) 
(referred to in reftels as the Protection and Indemnity law) 
governs the manner in which vessels are insured. A 1976 
Japanese executive ordinance (revised in April 2006) 
upon the LLOPD by specifying the other specific laws and 
regulations that insurance companies must comply with in 
order to be qualified to insure vessels that enter Japanese 
ports 


3. (S) According to the executive ordinance 
insured 


a) have a \"Certificate of Insurance or Other Financial 
Guarantee Regarding Civil Liability for Oil Pollution Damage\" 
(CLC) issued by a country that adheres to the International 
Convention on Civil Liability for Oil Pollution Damage 


b) be covered by an insurance company that has been 
established under Japanese insurance law. 


4. (S) The CLC must contain the name of a legally recognized 
insurance company 

the International Convention on Civil Liability for Oil 

Pollution Damage 
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several DPRK ships with SEPIA listed as the insurer. \"The 
fact that Panama has issued the certificates means that 
Panama recognizes SEPIA as a legal company 

DPRK ships with Panama-issued certificates (containing 
SEPIA\'s name) thus technically satisfy Japanese law. 


Bermuda Connection 


5. (S) While the executive ordinance limits Japan\'s ability 
to respond to the U.S. request 

officials are looking for ways to be helpful. For example 
even when an insurance company\'s name appears ona 
certificate issued by a country that adheres to the CLC 
(e.g. 

officials would find it difficult to recognize that insurance 
company (i.e. 

legitimate under the laws of another country 


6. (S) Kashiwabara stated that SEPIA had been \"established\" 
in Bermuda. (Comment: He could not confirm whether SEPIA was 
actually \"registered\" there.) As long as SEPIA remains a 
legal insurance company based on Bermudan insurance law 
Japan has \"little room for maneuver.\" If Bermudan officials 
were to rescind SEPIA\'s legal status in Bermuda 

authorities would find it \"easier to move\" against SEPIA 

said. Absent additional negative information about SEPIA\'s 
status in Bermuda 

much we can do\" at the present time 

Japan would welcome additional \"negative information\" so it 
could exploit this potential loophole. 


SCHIEFFER 
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special Cabinet meeting that the Government not proceed with 
the legislation 


3. (U) On June 21 

amendments to the \"Migration Amendment (Designated 
Unauthorized Arrivals) Bill 2006\" in order to secure its 
passage (reftel). The proposed legislation would have 
required all future unauthorized boat arrivals to be 
processed offshore - a move seen as assuaging Indonesian 
anger and suspicion that Australia was supporting 
separatists 

protection visas to 42 Papuan asylum-seekers in March. 


4. (U) The House of Representatives passed the bill 79-62 on 
August 10 
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against the legislation 

Forrest who later resigned from his party position. 
Parliamentarians on both sides of the floor claimed that 
passing the bill would have allowed Jakarta to control 
Australia\'s immigration policies and failed to provide 
adequate protections and treatment for asylum-seekers 
processed offshore. Four Coalition MPs has threatened to 
either abstain or vote against the bill in Senate debate on 
August 14. 


43rd Papuan Granted Asylum 

5. (U) Meanwhile 

Tribunal overturned the Department of Immigration and 
Multicultural Affairs\'s (DIMA) May decision to refuse a 
protection visa to the last of the 43 Papuan asylum-seekers 
-- pro-Papuan independence leader David Wainggai. In its 
initial decision 

to a protection visa because he had residency rights in 
Japan. The Tribunal found that was not the case and further 
held that he could face human rights abuses if returned to 
Indonesia. 


Comment 

6. (C/NF) The withdrawal of the asylum legislation is an 
embarrassment for the PM who has had great success in 
enforcing party discipline over the past year in pushing 
through his legislative agenda by a wide margin. Rather than 
face certain defeat 

would have bolstered border security and prevented Australia 
from being used as a staging post for political activists. 

While the June meeting between PM Howard and President 
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Yudhoyono successfully capped the months-long process of 
normalizing relations between the two countries 

the latest development will certainly put new strains on the 
relationship. At the same time 

the Senate 

classes of asylum seekers with different standards of care 
and unequal access to legal assistance -- would have steered 
Australia into almost certain conflict with the UNHCR. 
OWENS 
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a new idea 
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market-driven.\" Bersani said he intends to reorganize the 
GOI economic agencies and authorities. The media reports 
\"phase two\" of Bersani\'s reforms will include the energy 
sector 

Sipirnet report.) The Ambassador noted that Bersani\'s 
actions to date are in the same spirit as the Partnership for 
Growth 

entrepreneurship and economic growth. Bersani agreed 
responded that he would like to work with the Ambassador \"at 
the right time\" on initiatives which spur U.S. investment in 
Italy and foster economic growth. 


3. (C) According to Bersani 

efforts is twofold. First 

reforms which jeopardize established business interests. 
Second 

do not want to adopt new technologies or change the way they 
do business. Bersani lamented that many Italian businesses 
do not have clearly defined objectives and that as a result 
they are unable to identify technologies or business 
opportunities to assist them in achieving their goals. 
Referring to the Partnership for Growth 

Italian business needs to learn how to use private equity 
capital and to collaborate on research. Bersani said he would 
like to encourage modernization of sectors in which Italian 
business has a competitive advantage 

pharmaceutical 


4. (C) Bersani noted that Italy does not have a culture or 
history of professional managers 

necessary for small- and medium-sized businesses to take 
advantage of the opportunities presented by globalization. 
Without professional managers 

cope with the many bureaucratic processes inherent in 
international trade. \"Italian structures are expensive and 
inefficient\" and 

know how the system works 

from doing business in places like China 

that family-owned companies also are not aware of the 
availability of \"non-bank\" financing (e.g. 

which hinders their growth and ability to expand into 
international markets. 


Energy Worries 


5. (C) Turning to energy 

more investment in energy infrastructure to meet rising 
demand. He said that \"Europe needs to act as one on energy 
issues\" through strong diplomacy and needs long-term 
contracts for energy supplies to ensure stable prices. In 
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order to ensure a stable energy supply within Europe overall 
Bersani said different countries should specialize in 
different energy sources. He suggested that Italy could 
concentrate on natural gas; France 

Germany 

\"preoccupied\" with Italy\'s reliance on Russian natural gas. 
He stated that Russia needs to be moved to market-driven 
practices in the energy sector 

could be done. 


Comment 


6. (C) Bersani\'s commitment to economic reform is a welcome 
change in Italy 


implemented 

faces an uphill battle in implementing reforms that will 

likely be opposed for political reasons and by groups with an 
interest in the economic status quo. Among top GOI economic 
policy makers 

Draghi stand out so far for their commitment to economic 
reform and their ability to make a strong case for the 

benefits of reform to the Italian economy. We will seek out 
opportunities to engage Bersani on reform and ways in which 
to spur economic growth 

Ambassadon\'s Partnership for Growth. End comment. 
SPOGLI 
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3. (SBU) In speaking of future political partners 

Aligrudic told poloff that the DSS was equidistant from the 
Democratic Party (DS) and the Serbian Radical Party (SRS). 
He was noncommittal on cooperation with the DS 
suggesting that collaboration with the SRS could be 
possible under the right circumstances. Nonetheless 
Minister Kostunica recently told Ruzica Djindjic 

the late premier 

with the DS instead of the SRS 

the premiership in the next government. (Some months ago 
Kostunica told the Ambassador that he would never form a 
government with the Radicals 

against everything\" he has stood for in his political 

life.) 


4. (SBU) Aligrudic complained that the DSS\' development 
was arrested during the Milosevic period and as a result 

its bureaucracy is overly centralized 

disproportionate authority over party operations resting 
with Premier Kostunica. Conversely 


Column 3 

much control over day-to-day activities on the ground 
reflecting the DSS\' lack of a central political strategy. 
Experts have complimented the DSS\'s recent efforts to 
overhaul its creaking 

acknowledge that this process will last an extended period 
and that the party will suffocate under the weight of its 
bureaucracy in the meantime. 


The DS: We\'l Get to It...After the Vacation 


5. (SBU) President Tadic\'s party has been reeling from a 
series of local election defeats since his 2004 

presidential victory 

Sad 

most populous cities). The loss of its central Serbia 
stronghold 

critical Belgrade chapter are yet more setbacks that 
threaten the party\'s ability to act. Party insiders are 
frustrated with the influence of several of Tadic\'s close 
childhood friends from the public relations sector who 
serve as spin-doctors/advisors 

the party. Outside experts have lamented the DS\' lack of 
message 

leadership 

seeming unwillingness to address these recognized problems. 
Pessimists within the party\'s leadership have grown 
concerned about increasingly unfavorable polls and some 
have even privately voiced their belief that the Radicals 
are unbeatable and that the next election is already lost. 


6. (SBU) In a meeting with poloff 

deputy president of the party 

highlighting its solid support (19 percent) and noting that 
the party was addressing its dficiencies 

have heard many times efore. He gave vague assurances 
that the party ould begn to create a platform sometime 
after th summer vacation 

heavily playing on the public\'s fear o an SRS victory. He 
added that President Tadic will be able to draw throngs to 
the polls 
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that they are relying on the West to spend lavishly ona 
GOTV campaign. 


7. (SBU) Additionally 
Main Board 
would begin a more aggressive approach to coalition 
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building due to fear that an election could occur earlier 
than expected. Smaller parties have complained for years 
that the DS offers of partnership translated as requests of 
servitude 

for nothing. Last week Tadic visited Minister Draskovic to 
discuss a pre-election coalition between the DS and SPO 
and an insider close to Tadic has told us the president is 
preparing a substantial offer to the G-17 Plus that could 
include accepting Finance Minister Dinkic as premier. 
[Comment: The DS remains the key to Serbia\'s short-term 
democratic and economic transition 

lackadaisical approach to preparation all the more 
frustrating. An honest self-appraisal 

Western assistance as part of an aggressive GOTV campaign 
will be needed to halt its hemorrhaging of supporters. End 
Comment]. 


The SPO: For King and President? 


8. (SBU) Vlajko Senic 

shrinking SPO 

significant challenge and likely will only reenter 

parliament through a pre-election coalition. The party has 
a three part plan for early elections 

will occur after an international community pronouncement 
of Kosovo independence early next year. First 

will spend less time concentrating on his Foreign Minister 
duties and begin campaigning throughout the country. Senic 
noted that Draskovic\'s aloofness from the SPO had 
undermined its support since 2003. Second 

highlight its support for restoration of the monarchy 

hopes of attracting support from the 14 percent of Serbs 
that advocate for a return of the king (Senic noted quietly 
that this is a political ploy and not a key political 

goal). 


9.(SBU) Political analysts have opined that this unique 
approach could bear fruit for the SPO because even the low 
support for the royals is significantly better than the 

SPO\'s current polling results. Third 

alliance with President Tadic and the DS to ensure that it 
crosses the five percent parliamentary threshold. 
[Comment: Danica Draskovic 

influential party leader 

threatened President Tadic that 

good offer to the SPO 

DS-nemesis Liberal Democratic Party (LDP). End Comment]. 


The G-17+: Dazed and Confused 
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10. (SBU) Deputy Premier Dulic-Markovic (strictly protect) 
told poloff that she does not anticipate that the coalition 
will survive its mandate (while making clear her disdain 

for Kostunica\'s policies). She would not confirm to poloff 
(though she had done so to the Ambassador previously) that 
Finance Minister and G-17 Plus leader 

would fulfill his promise to withdraw the party\'s support 
for the GOS on October 1 if EU negotiations were still 
frozen. [Comment: Observers have suggested that Dinkic 
will renege on his promise if he cannot cut a pre-election 
deal with the DS and if he retains the potential to siphon 
off significant funds from the GOS. End Comment]. 


11. (SBU) Dulic-Markovic acknowledged that the G-17 Plus 
was in trouble and would not likely enter parliament 

without help. Although the party has belatedly begun 
internal reforms 

lacks a credible message since it failed to live up to its 
reform-oriented 

its base to abandon it (support for the party plummeted 
from about 10 percent in 2003 to 2.9 percent in June). To 
this end 

form an alliance with the DS 

the Democrats had offered them nothing. Many pundits also 
anticipate that Dinkic will attempt to redirect funds from 
upcoming privatizations into G-17 Plus coffers 

dramatically increase the party\'s war chest and ability to 
utilize the media to campaign. 


The LDP: Momentum Versus Polling 


12. (SBU) LDP President Cedomir \"Ceda\" Jovanovic presented 
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to poloff the steps to prepare his party for elections that 
he foresees in spring. The party has established offices 
in 112 of Serbia\'s 145 municipalities and registered 23 
members (although it remains well below its goal of 
250 

Additionally 

in local elections 

June. The LDP still faces an uphill challenge 

is only polling at two percent nationally and the 
anticipated merger with its ally 

Serbia (GSS) 

positions in the LDP hierarchy and election list. 
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13. (SBU) Milka Puzigaca 

said she is confident that the LDP will cross the 

threshold. She noted that the party has a lot of momentum 
its supporters are the most loyal and active 

Western 

the mass of disaffected voters who are looking for someone 
with vision. Additionally 

Jovanovic (though hardly an uncontroversial figure) could 
receive a boost from smaller parties joining his election 
coalition 

each want to be the big man in the party. 


The SRS and SPS: Power to the People 


14. (SBU) The SRS and SPS are both expecting elections in 
spring 

at the end of the year. According to a reliable Embassy 
contact 

ultranationalist wing in the SPS 

the general opnion of the governing coalition. Aleksander 
Vucic 

expect the same. Vuclic added 

thing that could trigger elections thisyear would be for 

the international community toannounce final status before 
expected. Regardless 

been awaiting: an unpopular GOS forced to deal with the 
loss of Kosovo 

boost in the polls that will propel them to power. 


15. (SBU) As a result of this perceived timeline 

the SRS nor SPS has begun to prepare actively for 
elections. The SPS is focused on the struggle for 
leadership--and the party\'s future ideological direction-- 
which will reach its climax at the party\’s congress in 
December. Analysts suggest that an election this year 
could be a disaster for the SPS 

unprepared. The SRS has begun to develop a strategy 

it is in its nascent stages and the party has done little 

else to prepare. Vucic and acting party leader 

Nikolic 

campaign that utilizes the party\'s sizeable grassroots 
network. They plan to use this strategy because they know 
that their party cannot match the tycoon-fueled war chests 
of the ruling parties 

Ironically 

opposition\'s electoral victory over Milosevic 

likewise large monetary advantage and unscrupulous 
manipulation of state structures and media 

their strategy. 
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Comment 


16. (SBU) All parties assume elections will be in the 
spring because of their perceptions of the Kosovo 
timetable. We have noted recently 

that a pronouncement on Kosovo may come much earlier 
prompting the parties to worry about their lack of 
preparation. Even the DS 

elections since January 

win. Observers have noted that an announcement of early 
elections by the GOS will begin a two month period (until 
the actual elections are held) during which there will be 

no parliament and a caretaker government unwilling or 
unable to take any decision on important issues 

Kosovo. We have begun our planning of the crucial GOTV 
campaign (septel) 

months ahead to focus all of the democratic parties on 
Serbia\'s future after Kosovo. 

POLT 
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Chief Editor Taher Odwan writes on the back-page of independent 
mass-appeal Arabic daily Al-Arab Al-Yawm (08/14): \"President Bush 
tried to use \'the plot\' to shift the world\'s attention away from 
Israel\'s \'real live\' crimes in Lebanon. So he released the slogan 
\'the Islamic Fascists\' to revive the slogans of his holy war in the 
Middle East 

after another that the real fascist is the Israeli leadership that 

has done mass killings against civilian Lebanese and civilian 
Palestinians in scene that even cut down the size of the Nazi crimes 
and the Holocaust. Bush\'s utterances about the \'Islamic Fascism\' 
have poured oil on the fire of conflicts 

hatred in the Middle East 

war on the Lebanese and Palestinian fronts and as the image of the 
American president in the minds of Arab and Islamic citizens is an 
image of one does not know other than the language of force which he 
excels in using against weak people and small countries.... We say 
assuming it [the London plot] is true 

whose 90% of its members are British Muslims 

with a \'strong proof\' that undermines all the concepts on which the 
war campaign on terrorism was based and that reveals the tragic 
status of this war. The fact British Muslims resorted to terrorist 
action confirms that addressing the issue of terrorism has nothing 

to do with the political regime in Pakistan and the Arab countries 

nor does it have anything to do with religious schools. These 

British Muslims were raised in a democratic regime and learned from 
its educational 
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wars are the real climate that provides for the rise of terrorism. 

The occupation of Iraq 

occupations are the ones that constitute the encouraging climate for 
Al-Qaeda and others.... This case shows that the war on terrorism 
has failed. Terrorism increased and in fact flourished in the midst 
of the wars in Afghanistan and Iraq 

become another Tora Bora 

\'Islamic fascism\' nor \'religious and Wahhabi schools\' but the 
policies of America and Britain.\" 


-- \"Polishing Al-Qaeda again\" 


Columnist Rakan Majali writes on the back-page of center-left 
influential Arabic daily Ad-Dustour (08/14): \"U.S. President George 
Bush picked up the news about the attempt to blow up planes heading 
from Britain to the United States like a gift from the heavens.... 

It is clear that President Bush wants to employ the news of this 
attempt to remobilize the American and western public opinion 
against Islam and Muslims. Britain and America timed the vague 
announcement about the attempt in a way as to justify the 
Anglo-American bias against the Palestinian and Lebanese people and 
to cover up the massacres that Israel is committing in Palestine and 
Lebanon with the absolute support of America.... The story of the 
plane bombing attempt comes at this time in particular to influence 
the American and western public opinion that is rejecting the war of 
extermination and destruction in Palestine and Lebanon 

that those Muslims you defend are coming to kill your innocent. 

Today there is an extensive fraudulent media campaign led by America 
to convince the western and world public opinion that all Islamic 
organizations and movements are an extension of Al-Qaeda and that 
Islamic societies is an environment that breeds only extremism. And 
to prove that 

that America resorts to using Al-Qaeda in order to declare the 

Islamic fascism in an attempt to defame Islam 

summarizes in the form of Al-Qaeda only.\" 

HALE 
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with Saddam Hussein. Still 

business community is playing any larger role in crude oil 
sales today than taking a commission for locating a buyer 
described by Akkad above. Ayech insists that illicit fuel 
sales would be difficult for any Syrian to put together 
without the highest level of connections because of the 
increased security on the border and the three separate 
checks any vehicle traversing the two legal crossing points 
must pass through. Though illicit gasoline sales appear to 
be the most lucrative and easiest to execute 

little evidence to date that many are occuring. Gasoline 
sells in Syria at roughly two dollars a gallon and the 
country still produces more of the commodity than it consumes. 
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CORBIN 
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Serb paramilitaries executing Bosniaks during the 1995 
Srebrenica massacre. They also attacked the international 
community and Bosniaks for failing to prosecute war crimes 
committed against Serbs. Bosniaks responded by accusing 
Serbs of seeking to blur the distinction between victims and 
aggressors and denying that the videos were evidence of war 
crimes in the first place. 


4. (C) The rhetoric really heated up after the Dudakovic 

video became public. Republika Srpska (RS) Premier Dodik and 
RS President Cavic announced on August 10 that they planned 
to file a report with the BiH State Prosecutor 

State Prosecutor and Serbian State Prosecutor accusing former 
Bosnian General of war crimes. (Note: Under BiH law any 
citizen may file a report of criminal activity with the State 
Prosecutor\'s office. End Note). President Tihic 

accused Dodik and Cavic of using the case as a political 
weapon and attacked them for their selective approach to 
support for war crimes prosecution (i.e. 

leaders to ensure full RS cooperation in the hunt for Mladic 

and Karadzic). 


Video One - The Executed Serb 


5. (C/NF) The State Prosecutor\'s office tells us that it has 
been investigating the alleged war crimes committed on the 
first video for more than two months 

cooperating with Zagreb and Belgrade prosecutors. Though 
media attention has focused on images that show the body of 
an allegedly executed Serb soldier 

looking into five episodes on the video 

Operation Storm. These include (in shorthand): 


-- The alleged execution of a Serb soldier (o/a 15 September 
1995); 

-- The alleged execution of four Serb soldiers (o/a 5 August 
1995); 

-- The desecration of a Serb Orthodox Church (o/a 15 or 16 
August 1995); 

-- The interrogation of an old man 

subsequently executed (0/a 13 or 14 August 1995); and 

-- The \"celebratory\" dragging by a tractor of an already 
deceased old man or soldier (the timing of the episode is 
unclear). 


6. (C/NF) The episodes 
media 
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compiled by Serbs to prove that they 

war crimes. According to the State Prosecutor\'s office 
Army of BiH or groups associated with it took the original 
footage 

the Army of BiH in Bihac. The State Prosecutor\'s office 
notes that the version of the video in its possession 
contains Arabic script as well as Cyrillic added by the 
Serbs. It also notes that the one identifiable figure in the 
video is Abdul al Harby Twafik (Tuwfik) 

who lived in Bihac until 2001 

Saudi Arabia. 


7. (C/NF) The State Prosecutor\'s office told us that despite 
images suggesting crimes had been committed 

difficult to build successful war crimes cases based on the 
video alone. Unlike the \"Scorpion video\" 

clearly identifiable people committing a clearly identifiable 
crime 

acts. For example 

but not their actual executions and does not show who was 
present at the time. Nor is the audio as clear as print 
reports have implied. Much more time is required to identify 
suspects and gather evidence before any indictments are 
handed down 


Video Two - General Dudakovic 


8. (C/NF) The State Prosecutor\'s office believes that the 
prima fascia case against General Dudakovic is stronger. The 
video 

August 9 

politicians and media outlets claim 

lawyer could easily provide a credible explanation for 
Dudakovic\'s alleged order to burn Serb villages 
Prosecutor\'s office explained. For example 

attorney could claim that \"burn\" was slang for attack or 
shell villages where enemy troops were concentrated 

a literal order to burn villages. Prosecutors must determine 
some basic facts 

before bringing an indictment against Dudakovic 

the international prosecutors explained 


Comment 


9. (C) The State Prosecutor\'s office is concerned that the 
political and media rhetoric about the Operation Storm videos 
is only the beginning of an ethnic publicity war over war 
crimes. There are plenty of groups on all three sides of the 
ethnic divide who have war crimes claims 
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encourage them to come forward. Prosecutors also worry that 
the young 

office may not be strong enough to withstand six more weeks 
along lines of the one that just past. There is little doubt 

that the politicians are playing to their respective 

galleries with their comments on the videos 

further poisoning an already unhealthy election year 
atmosphere. Late today 

statement urging politicians to cool it 

dynamic likely to drive political behavior for the next six 
weeks 

assuming it is heard at all. 

MCELHANEY 
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government officials allegedly received kickbacks for 
construction contracts that were never fulfilled. Vice- 

President Cassim Chilumpha was implicated in the scam as the 
then-Minister of Finance 

contracts. Chilumpha late last year filed a motion claiming 

he is immune from prosecution in the case 

awaiting a constitutional court ruling on that question. 


COMMENT 


4. (SBU) The Safuli case indicates that Malawi\'s anti- 
corruption effort proceeds apace 

swirls around President Mutharika\'s recent suspension of the 
Director of the Anti-Corruption Bureau and his request for the 
resignation of the country\'s chief prosecutor over the 
discontinuance of the corruption case against former president 
Muluzi. The conviction serves as a warning to civil servants 
that malfeasance will be prosecuted 

and when the amounts are relatively small. 


5. (SBU) From Mutharika\'s public remarks and our conversations 
with senior officials 

to protect his image as a corruption fighter 

intends to press ahead with Muluzi\'s case. What is less clear 
is the degree to which Mutharika respects the independence of 
Malawi\'s prosecutors. The Malawi Law Society 

Rights Commission and donors have criticized the president for 
his intervention in the case and the manner in which he 
handled the dismissal of the prosecutors. The firings have 
prompted a healthy and necessary debate over the limits of 
presidential power that has not often been seen in this 
county\'s short democratic history 

surely continue for some time to come. 
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EASTHAM 
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that assists those infected with HIV/AIDS and educates the 
Burmese public about the disease. The eleven arrested are 
NLD members and activists close to the 88 Generation Students 
Group. The activists had gathered at the Maggin Buddhist 
Monastery 

approximately 40 HIV/AIDS sufferers. When they arrived at 

the monastery the night before the ceremony 

were asked by the local township warden to leave their names 
and register for permission to stay overnight at the 

monastery. The group turned in their names but did not 

receive a receipt from the warden to prove they had 

registered. USDA members who were organizing a separate 
government sponsored event at the monastery 

they had met the requirements and there would be no problems. 


3. (SBU) At approximately 2:00 a.m. 

monastery and arrested all eleven activists for not 

registering properly at the local warden\'s office. When 

those who planned to participate in the ceremony arrived at 
the monastery later in the morning and learned of the arrest 
they quickly gathered at the jail 

being held 

leader Min Ko Naing heard about the arrest and brought others 
from the 88 Generation Group to show support. When the crowd 
gathered at the station 

eleven and moved them to three separate jails to disburse the 
crowd. 


4. (SBU) A hearing for all eleven activists was scheduled 

for the morning of August 14 

courthouse it was announced the hearing had been postponed. 
Min Ko Naing\'s group and the NLD had shown up in force to 
support their colleagues during the hearing and appeared to 
startle the court officials 

officials decided to check with their superiors before 
proceeding with such a high-profile event. Late afternoon 
August 14 

charged. 


5. (SBU) Additionally 

Buddhist monks had been arrested August 13 at a village 
monastery in the Toung Gout township in Rakhine State. The 
monks are known as \"activists\" who oppose the regime and also 
have ties to the 88 Students Generation Group. Min Ko Naing 
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emphasized that Burmese authorities try to bribe and pressure 
monks known to have connections to activists. In fact 

Maggin Buddhist Monastery has already come under regime 
pressure to choose a senior abbot supportive of the SPDC. 
The Maggin Monastery was the original site of the Group\'s 
August 8 commemoration ceremony (reftel) until close scrutiny 
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by the SPDC forced the Students to change the venue at the 
last minute. 


6. (C) Min Ko Naing told us the police officers had not 
wanted to arrest the activists 

intelligence had forced them to act. He speculated that the 
arrests were part of an ongoing power struggle between the 
police and the military. 


7. (C) Family members of the arrested activists told us the 
local warden and the district chairman opposed any 
humanitarian activities in their area. They spread rumors 
that AIDS would spread to residents through the patients\' 
urine and feces and had threatened to shut down the Dutch 
INGO AZG (MSF Holland) 

area. The AZG Country Director 

heard no such threat. 


8. (C) COMMENT: The arrest of the HIV/AIDS activists comes 
on the heels of heightened activity by the 88 Students 
Generation Group and their successful and widely attended 
commemoration of the 8-8-88 uprising (reftel). The Maggin 
Monastery has recently been under scrutiny and pressure due 
to their connection to the Students Group. It appears these 
arrests were intended to intimidate activists in general and 

not HIV/AIDS workers specifically. The regime was caught by 
surprise by the size of the crowds Min Ko Naing mobilized 
last week and likely moved against the HIV/AIDS activists 
especially given their NLD ties 

demonstrations. END COMMENT. 

VILLAROSA 
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issue 

long as necessary. The AFP Chief of Staff 

arrived on Jolo August 14 to get a first-hand report of 
operations 

he is there. 


CONTINUING NEGOTIATIONS WITH MNLF 
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8. (C) The AFP has negotiated with the Moro National 
Liberation Front (MNLF) to shrink the no-fire area 

Mt. Tumatangis 

square kilometer box 

access to the area. Thus far 

between the MNLF and AFP. Discussions continue between BG 
Dolorfino 

MNLF leaders about MNLF assistance to apprehend the JI and 
ASG leaders. Dolorfino appears to have succeeded in 
persuading civilian organizations traditionally affiliated 

with the MNLF to help in the search. The Mayors of Jolo and 
Indanan and AFP senior officers say the local populace is 
sympathetic to the need for pursuit operations and 

appreciates the AFP/PNP effort to minimize collateral damage. 
In contrast to similar previous AFP operations on Jolo 

have heard no complaints by the populace. 


U.S. FORCES CLOSELY ENGAGED IN PROVIDING SUPPORT 


9. (C) U.S. forces remain closely engaged in support of the 
operations. The USNS Joint Venture and Joint Special 
Operations Task Force-Philippines (SSOTF-P) MK-V\'s and 
Rigid-Hull Inflatable Boats (RHIBs) are fully integrated 

into the Philippine Navy task force 

intelligence 

the 87-plus maritime interdictions around the island that 
have taken place since August 1. JSOTF-P elements are 
present at the battalion headquarters of all the maneuver 
elements 

command for Jolo 


ONGOING EMBASSY CONTACTS WITH SENIOR GRP OFFICIALS 


10. (C) Charge continues to maintain regular 
with senior Philippine Government officials as the 
operation proceeds 

Secretary Cruz 


SIPDIS 

Negotiator with the Moro Islamic Liberation Front Afable. 

Afable indicated the GRP is engaged in ongoing contacts with 
imprisoned MNLF Chairman Nur Misuari about MNLF cooperation 
to capture the JI and ASG leaders (ref A). 


IF-ASKED PRESS GUIDANCE 


11. (SBU) Philippine press reporting on the offensive has 
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been largely factual 

evacuated AFP casualties and is providing intelligence and 
other support. There has been no noticeable criticism of the 
operations or U.S. support. Should questions arise regarding 
the Jolo operations 

if-asked guidance: 


Q: What is your reaction to the AFP offensive against 
terrorists on Jolo? 
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-- The Government of the Philippines is taking action to 
eliminate terrorist sanctuaries on the island of Jolo. The 
United States is a staunch ally of the Philippines in its 
fight against terrorism 

peace 


-- U.S. forces are not directly involved in this operation 
but are providing support. Our forces 
advise 


-- The recently signed \"Kapit Bisig\" framework between the 
U.S. and the Philippines provides a mechanism by which U.S. 
forces can provide this support when requested by the 
Philippine Government. 


-- We are working with the Philippine Government to bring 
development to the people of Jolo and to help Philippine 
security forces to become more effective. We look forward to 
continuing this assistance in partnership with the Government 
and people of the Philippines. 


-- The U.S. is a strong partner of the Philippines. We will 
continue to stand shoulder-to-shoulder with it in confronting 
terrorism and building a better future. 


Q: Can you comment on reports that the United States is 
providing intelligence support 
intelligence 


-- As | said 
We do not publicly discuss details of this cooperation. 


Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
Jones 
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fire 

was only bringing greater insecurity to the region. In order 

to ensure that relations between both sides would continue to 
improve 

demonstrate the good will to commit to positive relations. 
Chad 

commitment. The question was now whether Sudan 
continued to harbor a Chadian rebel movement in Sudan 
cease its support for opponents of the Deby regime. 


4. (SBU) The Ambassador turned to Darfur 

reftel points with Allam-mi. He pointed out that any 

Chadians who supported Sudanese rebel movement in Darfur and 
undermined the Darfur Peace Accords would become the 
potential target of U.S.-supported United Nations sanctions. 
The Foreign Minister was quick to deny any accusations of 
explicit Chadian support of Sudanese rebels who opposed the 
Darfur peace accords. He admitted that the Chadian 
authorities were in contact with the G-19 Sudanese rebels 
operating in Darfur 

gather information on the situation on the ground. He also 
admitted that certain members of the GOC had reservations 
about the DPA 

rebels might act as a counterweight against Sudan. But the 
GOC was currently unified in its belief that peace in Darfur 

not the destabilization of Sudan 


5. (SBU) The Foreign Minister identified the Justice and 
Equality Movement and its leader 

major reason for the perceptions of Chadian support for 
Sudanese rebel movements. According to Allam-mi 

the JEM were purchasing equipment and support from defecting 
Chadian soldiers for their cause. He cited an example of a 
recent Chadian military vehicle purchase (later transported 

to Darfur) by JEM loyalists from a Chadian military officer. 
While the GOC did not tolerate such actions by its military 
officers 

After all 

Sudanese rebels and elements in the Chadian military meant 
that military officers might independently supply weapons to 
the rebel movements 

government policy. 


6. (SBU) Allam-mi was highly critical of the international 
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community\'s treatment of Chad. He stated that the 
international community 

on members of the GOC 

himself was undermining the N\'Djamena cease-fire agreement 
and the DPA by initiating attacks on other members of the 
Sudanese rebel movement and committing atrocities against 
civilians. He said that the international community had 
forgotten the positive role that Chad had played in mediation 
efforts between the GOS and the Sudanese rebel movement 
trying to bring the parties to the negotiating table and 
assisting in unifying the rebel movement in preparation for 
the Abuja talks. These mediation efforts 

Allam-mi 

result of Chad\'s diplomatic intervention in the Darfur 

crisis 

in Allam-mi words 

international community\" when it came to Darfur. 


7. (SBU) When the Ambassador asked if Chad\'s recent 
rapprochement with Sudan would mean that Chad would continue 
to support the deployment of a United Nations peace-keeping 
force in Darfur and Eastern Chad 

continued to support the formation of such a force 

have to assess how its support of a U.N. force impacted its 
relations with the GOS. 


8. (SBU) While noting that his area was foreign affairs 
domestic politics 

dialogue in Chad. He asserted that a political dialogue 
cannot include members of the armed opposition. The Chadian 
rebels did not represent the national interests 

tribal interests and rivalries 

accepted into any national forum for reconciliation until 
they agreed to disarm and join the political process. When 
the Ambassador asked about Allam-mi\'s contacts with 
representatives of the armed opposition in Paris 

minister said that he had had no significant contacts with 
Chadian rebels when in the French capital. 


COMMENT 


9. (SBU) Recent diplomatic efforts at reconciliation between 
N\'Djamena and Khartoum is a positive development for both 
countries and the region. However 
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Chadian rebels into Chad could easily restart the blame game 
between the two governments. We will continue to discuss 
reftel points with other members of the Chadian government. 


10. (U) Tripoli minimized considered. 
WALL 
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HISTORY\" IN PROMOTING CONSTITUTIONAL AND OTHER REFORM 
HIS REMAINING TWO YEARS. 


2. (C) ONCE AGAIN APPEALING TO HIS DEEP GREEN BASE AND AL 
PLAYING THE ETHNIC CARD 

ISSUE BY CITING THE STATEMENT THAT SOME MAINLANDERS FEE 
UNCOMFORTABLE IF CALLED TAIWANESE 

NEW COMMERCIALLY PUBLISHED ENGLISH LANGUAGE TAIPEI CIT’ 
GUIDEBOOK. CHEN WAS IMPLICITLY ATTACKING KUOMINTANG Cr 
MA YING-JEOU 

CHEN ALSO RAISED OTHER DIVISIVE ISSUES 

QUESTION OF CHANGING THE NAME OF A MEMORIAL AND AN AIRF 
NAMED FOR CHIANG KAI-SHEK. IN DEFENDING HIMSELF AGAINST 
CORRUPTION ALLEGATIONS 

POSSIBLE MISUSE OF CONFIDENTIAL PRESIDENTIAL OFFICE FUNC 
THE DIFFICULTIES OF DEALING WITH AFTER-EFFECTS OF TRANSI 
FROM AN AUTHORITARIAN TO A DEMOCRATIC GOVERNMENT. 


3. (SBU) WAITING UNTIL CHEN HAD FINISHED HIS SPEECH 
MING-TE DELIVERED A TEN-MINUTE HIGHLY EMOTIONAL ADDRESS 
RELATIVELY SMALL CROWD AT THE MEMORIAL TO THE FEBRUAR* 
1947 INCIDENT UNDER A SIGN THAT READ \"ONE MILLION PEOPLE 
CHEN." SHIH\'S BASIC MESSAGE WAS ENCAPSULATED IN A SHOR 
SLOGAN: \"THERE IS ONLY BLACK AND WHITE 

BLUE AND GREEN; AH-BIAN (CHEN SHUI-BIAN) STEP DOWN.\" 


APPEARING ON A TALK SHOW SATURDAY EVENING 

THAT THE ALLEGATIONS ABOUT MISUSE OF PRESIDENTIAL OFFICI 
FUNDS HAD CONVINCED HIM TO LAUNCH THE CAMPAIGN TO OUS] 
IF SHIH CAN REACH HIS GOAL OF RECRUITING ONE MILLION 
SUPPORTERS BY SEPTEMBER 9 

ROUND THE CLOCK SILENT PROTEST OUTSIDE THE PRESIDENTIAI 
OFFICE TO PRESSURE CHEN TO STEP DOWN. SHIH SAID HE HAD 
ALREADY APPLIED FOR DEMONSTRATION PERMITS FOR THE ENTI 
MONTH-LONG PERIOD. 


4. (C) SO FAR 

SUPPORT OF SHIH 

ACTION ALLIANCE (DAA). HOWEVER 

SMALL DAA GROUP OUT OF A TEMPLE IN TAINAN AS THEY TRIED 1 
BEGIN A PROTEST CAMPAIGN ON SATURDAY. IN ADDITION 
RECENT DAYS 

DEMOCRATIC PROGRESSIVE PARTY (DPP) AND THE DEEP GREEN 
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MOVEMENT HAVE STRONGLY ATTACKED SHIH AND HIS CAMPAIGN 
INDICATION OF THEIR DETERMINATION TO HOLD ON TO GREEN C; 
SUPPORTERS. 


5. (C) OVER THE WEEKEND 

PARTICIPATED IN A SERIES OF EVENTS IN KAOHSIUNG IN CONNEC 
WITH THE FIFTH ANNIVERSARY OF THE FOUNDING OF THE TAIWA 
SOLIDARITY UNION (TSU). FOR THE FIRST TIME 

WAS NOT INVITED TO JOIN LEE AT THE TSU ANNIVERSARY 

ALSO SAID HE HAD NO INTENTION OF MEETING WITH CHEN. LEE 
MILDLY CRITICIZED CHEN FOR ALLOWING CORRUPTION BY THOSE 
TO HIM 

ON OR STEP DOWN AND THAT HE WAS NOT TAKING A POSITION C 
QUESTION. ALSO 

PROMOTING GREATER ECONOMIC OPENING TOWARD THE PRC 
SQUARELY AIMED AT PREMIER SU TSENG-CHANG 

FAVORITE TO GAIN THE DPP PRESIDENTIAL NOMINATION IN 2008. 


COMMENT 


6. (C) AT THIS VERY EARLY STAGE 

WEAK AMONG GREEN SUPPORTERS COMPARED TO THE POWER | 
BY CHEN AND HIS SUPPORTERS. SHIH MAY GAIN SIGNIFICANT 
SUPPORT FROM THE BLUE CAMP 

EFFECTIVE 

THE GREEN SIDE. THIS MAY PROVE DIFFICULT 


RESISTANCE BY CHEN AND THE FORCES ALLIED WITH HIM. 
YOUNG 
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the LRA shall be granted amnesty in accordance with the 
Amnesty Act. It is 

problems with the community in Uganda and outside. It is 
also recognized that impunity can never be condoned. It will 
therefore be necessary for all LRA fighters to go through a 
reconciliation process before they can live peacefully in 
their communities. The LRA will therefore be required to 
accept the wrongs that they have done 

and pay reparation. In this case 

method of Mato Oput 

suited to this process. All LRA fighters will therefore be 
required to go through the process of Mato Oput and thus 
will have gone through and exhausted the traditional system 
of justice and hence addressing the question of impunity. It 
is also a fact that the ICC issued international warrants for 
the arrest of five leaders of the LRA. On successful 
completion of the Peace Talks 

GOU and the ICC will review the warrants of arrest.\" 
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3. (SBU) The GOU paper calls for the LRA to assemble within 
14 days of the signing of the agreement. The LRA then must 
provide information on the strength and disposition of its 
forces and give inventories of equipment 

ammunition 

Group (CMT). The CMT will be composed of the following 
representatives: two from the Ugandan Peoples\' Defense 
Forces 

one member from the United Nations 

Core Group. The CMT will report to the mediator. Cease-fire 
violations shall include: hostile propaganda 

forces of the other party 

laying landmines 

goods and workers 

assault 

recruitment. For its part 

near the LRA\'s assembly points. 


4. (SBU) LRA fighters will be integrated into the UPDF if 
they meet military qualifications. Those that wish to go to 
school will be assisted to do so. Others will receive 
resettlement assistance. The GOU will request help from the 
international community to support re-integration. 


5. (SBU) Reports surfaced in Kampala that one of the five 
ICC LRA indictees 

August 12. Two local government and military sources 
confirmed the report of his death to poloff. According to 

the UPDF sopkesman 

killed a civilian and a UPDF soldier in an ambush on August 
10. The UPDF deployed a unit of soldiers to pursue the band 
of rebels and killed Lukwiya in a firefight August 12. The 
other nine rebels escaped 

another firefight August 13. The UPDF remains in pursuit of 
the remaining seven rebels. Lukwiya was the LRA Army 
Commander who formerly occupied the posts of Brigade General 


and Deputy Army Commander. According to the ICC indictment 
he was a key member of \"Control Altar\" 

leadership responsible for devising and implementing LRA 
strategy 

attacks on IDPs. He was charged with committing crimes 
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against humanity. A french journalist who spoke with LRA 
leadership told the GOU negotiating team August 14 that the 
LRA confirmed it will continue participating in peace talks 
despite Lukwiya\'s death. The LRA 

journalist they intend to ask the mediator for three days of 
mourning and that flags be flown at half mast. 


6. (SBU) During the past week 

Domenic Ongwen had engaged the UPDF in discussions over his 
possible surrender 

was considering his options 

another commander not to surrender until the GOU signed a 
cease-fire. He also may have received orders from Kony to 
break up the men under his command into smaller units and 
move into Congo. 


7. (U) Meanwhile 

own cease-fire over the past week. On August 10 

led by \"Koyello\" attacked Ngukedi village 

people who had returned to farm their gardens. One of the 
abductees escaped and informed the UPDF 

rescue operation. The LRA killed two of the villagers and 

the others were rescued. The UPDF spokesman said that LRA 
rebels have committed at least five attacks since LRA 
leadership declared a unilateral ceasefire August 6. 


8. (U) In another development on the peace process front 
Ugandan newspapers are reporting that former Mozambican 
President Joaquim Chissano\'s appointment as Special Envoy for 
the Great Lakes is imminent. He reportedly visited Kampala 

last week to brief President Museveni on his observation of 

the Congo elections. His terms of reference include the 
implementation of a GOU-LRA peace deal. The press is 
speculating that Chissano\'s own experience with peace and 
reconciliation and his preference for \"African solutions for 
African problems\" make him an acceptable choice for the GOU. 


COMMENT 


9. (SBU) The LRA\'s declaration of a unilateral cease-fire 
earlier in the week put the GOU a bit on the defensive. The 
GOU\'s outline of cease-fire provisions has put the ball back 
into the LRA\'s court. The Governmeni\'s promise of amnesty is 
now formally on the table and remains the critical element of 

an ultimate peace deal. However 
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surrounding Lukwiya\'s death cause the LRA\'s leadership to 
doubt the GOU\'s sincerity. Another loose end to be addressed 
is the reconciliation process: our discussions with 

non-Acholi leaders in the north indicate that they have not 
endorsed the Acholi Mato Oput reconciliation process. 

Finally 

on the Cease-fire Monitoring Group (CMT) may prompt the GOU 
to seek the U.S. 

participate more actively in the implementation of the peace 
process once a deal is reached. They have not approached 
Core Group embassies about CMT membership. 

BROWNING 
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are all Jordan\" national unity conference of July 26-27 (ref 
A) set the stage for this special session of parliament and 
in the Palace\'s view 

support of the government\'s agenda of reform legislation. 
Among the priority bills parliament will consider are a 
reformed political parties law 

law (which 

throughout Jordan in the coming months) 
counter-terrorism bill. Human rights groups have criticized 
the terrorism measure 

detention of suspects. 


3. ( U ) Economic legislation on the agenda includes a 
(long-overdue) improved anti-money laundering law that will 
enable Jordan to establish a Financial Intelligence Unit that 
meets international standards. Anti-corruption 

and financial disclosure laws are also on the agenda 

as a law further tightening procedures for issuing fatwas 
and amendments to the Press and Publications Law that will 
loosen the official press union\'s control of the profession. 


4. (SBU) Reform advocates will be watching especially 
closely the municipal government bill. We expect opponents 
in parliament to argue in public that a return to Jordan\'s 
tradition of fully elected local governments will bring 
\"unqualified\" people into government; in private they will 
argue that Islamists will make big gains. 


5. (C ) This extraordinary session follows the State 

Security Court conviction of two Islamic Action Front MPs on 
charges under of Article 150 of the Jordanian Penal Code for 
\"fueling national discord and inciting sectarianism\" when 
they offered condolences to the family of Abu Musab 
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al-Zarqawi. The two MPs are currently appealing their 
sentences (ref B). Some Front members have called on their 
parliamentary party to walk out of the extraordinary session 

in protest. At the same time 

political persuasions still highly emotional over the 

violence in Lebanon despite UNSCR 1701 

not be able to deny MPs the opportunity to speak from the 
floor on these issues. Too much delay could jeopardize the 
government\'s highly ambitious agenda. 


6. ( C ) Comment: This session will be a \"make or break\" one 
for the Bakhit cabinet 

able to get an ambitious reform agenda through an anti-reform 
legislature. The King believes he handed parliamentary 
support to the Bakhit team on 

platter by building consensus for that agenda through the \"We 
are all Jordan\" conference. Speaker Majali expressed to 
Ambassador a high degree of confidence that key components of 
the reform platform will be adopted this summer. In contrast 
to previous prime ministers 

behind-the-scenes support of the General Intelligence 
Directorate in twisting the odd legislator\'s arm (however 
himself does not appear fully briefed on the extent of this 
support). Other contacts in parliament are less optimistic 

that the parliament will cooperate with the cabinet 

predict it quickly bogged down in populist debate of the tax 
reform bill and of the situation in Lebanon. End Comment. 


Visit Amman\'s Classified Web Site at 
http://Awww.state.sgov.gov/p/nea/amman/ 
Hale 
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assessments of the public banks required by benchmark 3.1. The 
Ambassador has conveyed to the Minister of Finance the U.S. position 
that the 2006 report may be called \"full financial due diligence 

but subsequent annual reports required by the MOU must be called 
\"audits.\" Post will report septel when GOE agreement has been 
confirmed. End summary and introduction. 


3. (U) USD 25 million in DSP funds are tied to completion of the 
following three benchmarks for Policy Item 1: 


Benchmark 1.1 - The Central Bank of Egypt (CBE) will establish and 
appropriately staff units for: 


- Monetary Policy: 
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Completed - CBE established a Monetary Policy Unit in October 2005. 
The unit provides support for the Monetary Policy Committee (MPC) 
which was established in June 2005 and is composed of members from 
various GOE ministries and CBE. The MPC is responsible for setting 
overall monetary policy 


- Foreign Exchange Management and a Foreign Exchange Dealers 
System: 


Completed - An inter-bank market for foreign exchange was set up in 
September 2004 and the convention governing inter-bank foreign 
exchange trading was formally adopted in December 2004. CBE also 
established a Foreign Exchange Unit in December 2004 (an extension 
of the previously-existing Foreign Exchange Dealings Chamber). A 
foreign currency clearing mechanism was created in October 2005. 


- Non-performing Loan (NPL) Management Unit responsible for setting 
a national policy of dealing with NPLs 

base 

arbitration/conciliation mechanism for NPLs: 


Completed - CBE set up an NPL Management Unit in October 2005. The 
unit supported efforts by the CBE 

Ministry of Investment (MOI) to develop a national NPL policy 

was first announced in January 2006. Further details of the policy 

were announced earlier this month (see para 8). The unit has also 

set up an Arbitration Committee to conduct settlement negotiations 

and a monitoring program to track implementation of negotiated 
resolutions. 


Benchmark 1.2 - CBE will hire the required competent advisors. 


Completed - CBE has completely restructured bank management and 
hired numerous private sector bankers to work in the new units 
established at the bank. USAID has funded the hiring of some of 
these advisors. 


Benchmark 1.3 - CBE will introduce an optional early retirement 
policy and compensation scheme for the CBE. 


Completed - CBE announced its optional early retirement policy and 
compensation scheme in two stages 

employees aged 51 to 55 

aged 46 to 50. According to CBE Deputy Governor Tarek Amer 

1000 employees (approximately 20 percent of CBE\'s workforce) have 
taken the early retirement option and left CBE\'s personnel rolls. 
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4. (U) The U.S will disburse USD 25 million in DSP funds upon 
completion of the following three benchmarks for Policy Item 2: 


Benchmark 2.1 - Implement a Primary Dealers System with dealers 
underwriting new government debt issuance through auctions and 
trading of government securities on the open market. 


Completed - The Primary Dealers System was launched in July 2004. 
It allows 13 financial institutions registered with the MOF 

including banks and bond dealers 

government securities and activate trading in the secondary market 
through sale 

securities. Information on the Decree and Executive Regulations 
establishing the Primary Dealers System can be found at: 
www.mof.gov.eg/debt. 


Benchmark 2.2 - Initiate trading of government bonds off the stock 
exchange in an open market where buyers and sellers may directly 
trade. 


Completed - The Primary Dealers System was restricted 

quarter of FY 2004/05 (July - September 2004) 

order to ensure efficient functioning of the system. In October 

2004 it was extended to bonds. A secondary market for government 
securities 

developed and trading is taking place off the stock exchange 

over the counter 

the counter transactions be reported to the Capital Market 

Authority. 


Benchmark 2.3 - Establish the legal status of and launch operation 
of Repurchase Agreements for government securities consistent with 
international best practices. 


Pending - A Repurchase Agreement template was drafted by the 
Ministry of Finance and circulated to banks for comment via the CBE. 
Amendments to the Capital Market Law to allow short selling are 

still pending but are expected to be issued by September. 


5. (U) The U.S. will disburse USD 100 million in DSP funds for 
completion of the following two benchmarks for Policy Item 3: 


Benchmark 3.1 - Auditing of the four largest state-owned banks by an 
internationally recognized impartial institution in accordance with 
standards set by the International Accounting Standards Board 
(IASB). 


Column 3 


Pending - The audit of Bank of Alexandria (BOA) was completed in 
late 2005 

of National Bank of Egypt 

completed by BDO-Seidman International 

Deloitte 

not yet been released publicly. 


Benchmark 3.2 - Divestment of GOE shares in the four largest joint 
venture banks. 


Completed - The GOE divested all of its shares in the four largest 
JV banks 
National Societe Generale Bank and Commercial International Bank. 


6. (U) The U.S. will disburse USD 150 million in DSP funds upon 
completion of the following benchmark for Policy Item 3: 


Benchmark 3.4 - Privatization of the candidate bank (BOA). 


Pending - As reported in Ref B 

short list of six candidates who will be allowed to carry out their 

own due diligence on the bank. Final financial and technical offers 
from the short listed bidders are due at the end of September. The 
GOE audit and due diligence on BOA was completed in late 2005. In 
accordance with the national NPL policy 

(LE 6.9 billion) was settled in February 2006 

the Telecom Egypt IPO in December 2005. As noted in Ref B 
contacts have given various estimates 

December 2006 


7. (U) The U.S. will disburse USD 200 million in DSP funds 
annual pro rata basis 
for Policy Item 3: 


Benchmark 3.5 - The private sector banks\' share of new loans made in 
the banking system during the previous calendar year will be equal 

to at least 62.5 percent. Intermediate progress toward this goal 

will be measured from the baseline determined by the initial audit 
referenced in benchmark 3.1 and calculated each year by annual 
audits of banks according to IASB standards. Pro-rata disbursements 
against this benchmark may be made for annual increases in the 
private sector banks\' share. 


Pending - Progress on this benchmark can only be measured when the 
2006 full financial due diligence reports on the public banks are 
issued. 


8. (U) The U.S. will disburse USD 250 million in DSP funds 
annual pro rata basis 
for Policy Item 3: 
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Benchmark 3.6 - The share of NPLs as a proportion of all loans in 
the banking system will be reduced by 50 percent from the baseline 
determined by the audit of the four largest state-owned banks and 
the annual audit of private sector banks. 


Pending - Progress on this benchmark can only be measured when the 
2006 full financial due diligence reports on the public banks are 
issued. However 

26 percent of total loans in April/May 2005 to 25 percent by 
December 2005. Beginning in June 2005 

as a percentage of NPLs from around 53 percent in June 2005 to 55 
percent in December 2005. Earlier this month 

held a press conference to announce details of the national NPL 
policy. El Okdah claimed that 46 percent of total NPLs in the 

banking sector had already been resolved. After settlement of BOA\'s 
NPLs in February 2006 

totaled approximately LE 26.1 billion. These NPLs would be settled 
with proceeds from the GOE\'s privatization program 

of BOA 

license. El Okdah also noted that about one half of private sector 
NPLs held by public banks had been resolved by individual bank 
settlement units 


Benchmark 3.7 - The cash recovery on NPLs will equal at least 20 
percent of the book value of NPLs to be disposed of under the 
previous benchmark. 


Pending - Progress on this benchmark can only be measured when the 
full financial due diligence is completed on the remaining public 

sector banks. However 

NPLs that have been settled 

cash recoveries of 24 percent of the overall debts resolved. 


9. (U) Post will report on GOE progress on Policy Items 4-6 
septel. 
RICCIARDONE 
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Figaro headlines \"A Cease-Fire to the Test.\" In his Le Figaro 
editorial Yves Threard proclaims the cease-fire a \"diplomatic 
success\" and congratulates President Chirac for last week\'s 
clarifications 

salutes \"the joint diplomatic efforts of the U.S. and France.\" But 
the editorial in Liberation comments on \"the tremendous waste\" in 
Lebanon adding that \"on disarming Hezbollah 

indeed very thin\" and warns against what could \"turn into a 
quagmire\" for the French army. An op-ed in Le Figaro echoes this 
point of view: \"Nothing is more dangerous (for a peacekeeping force) 
than to pretend to maintain peace when in fact the point is to 
impose it.\" The relationship tying Iran to Hezbollah 
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successfully dealing with the wider situation in the region 
analyzed in a separate op-ed by Ken Weinstein of the Hudson 
Institute who writes \"that Iran and Syria must be kept out of the 
negotiations.\" (See Part C) 


Next to a photo of the action over the weekend 

that upon entering the Security Council chamber on Friday 

Rice kissed French FM Douste-Blazy 

in her UNSC remarks for his role in resolving the conflict between 
Lebanon 

FM Douste-Blazy said \"I thanked her [Rice] 

with the U.S... The resolution brings about a major political and 
historic action: Lebanon will deploy its national army... Israel\'s 
undeniable right to self-defense was reaffirmed 

sovereignty was restored. What\'s important is the political 
advances; the military was never a solution.\" Le Fiagro\'s Lamia 
Oualalou reports that \"Paris is claiming responsibility for the 
cease-fire... By repeating France\'s role some twelve times 
Douste Blazy did not allow any ambiguity to remain over France\'s 
role... And indeed 

Washington to accept many of its demands.\" 

Le Journal du Dimanche interviews PM Villepin who explains France\'s 
role in reaching the cease-fire: \"France was always in favor of a 
political solution; if the fighting had continued to impose a 

solution 

hatred... which serves as fodder for terrorism... The UN resolution 
is a step towards a political solution. It is a starting point which 
demands determination and vigilance in its implementation. We are 
all aware the choice was a difficult one for Israel and for Lebanon. 
But opting for peace is always a difficult and courageous choice.\" 


Every network reported this morning that Israel had endorsed the 
resolution 

UNSCR 1701 was \"vague\" as it only mentioned the end of the \"military 
operations\" 

their offensives if they deemed them to be \"defensive actions.\" 
However 

had stopped since 8AM 

But the reporter also said that Israel was throwing leaflets in 

Beirut to inform the population that \"if Hezbollah carried on with 

the strikes 


Le Figaro\'s front page says the cease-fire will be \"put to the test\" 
for at least two reasons: \"Israel accepts resolution 1701 
committed to stopping its offensive 

against militias in self-defense. Meanwhile Lebanon accepted the 
cease-fire 


Questioning whether the UN is fit to direct an international force 
in Lebanon 
efficacy 
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however 
West.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
UN Resolution 1701 - Cease-Fire - Future International Force 


\"The Day After\" 

Dominique Quinio in Catholic La Croix (08/14): \"With both sides 
claiming victory over the enemy 

its slowness 

joint diplomatic efforts of the U.S. and France. Of noticeable value 
is the fact that the Americans 

unilateralism 

cessation of hostilities does not mean peace.\" 


\"In the Middle East 

Yves Threard in right-of-center Le Figaro (08/14): \"We must salute 
the diplomatic success illustrated by resolution 1701 
contradictions... France weighed in forcefully in the search for a 
solution 

clarifications last week were indeed useful... Still there remain 
difficulties anead: among them how to disarm Hezbollah 

which the resolution does not address... and how to deal with 
Nasrallah\'s newly found success in the Arab-Muslim world... In 
southern Lebanon as in Iraq 

enough to put an end to guerrilla fighting. The Islamic movement 
led by Iran 

and should urge the international community to remain mobilized and 
united.\" 


\"Why Iran and Syria Must Be Kept Out of the Negotiations\" 

Ken Weinstein of the Hudson Institute writes in right-of-center Le 
Figaro (08/14): \"For obvious reasons 

essential role in this conflict. They must absolutely avoid half 
measures and accept illusory solutions... that would include 
negotiating with Iran and Syria... These must be kept out of the 
negotiations. Any weakness that the international community will 
show towards these two countries will only reinforce a policy of the 
worst... Improvised solutions can satisfy the short term. But they 
will not weaken the resolve of dictatorships.\" 


\"Parenthesis\" 

Pierre Haski in left-of-center Liberation (08/14): \"After the 

battle 

violence over the weekend proves there is no victor... This is why 
despite resolution 1701 

offensive. And in the end 

managing this war could carry more weight than the final result: a 
result that depends on the credibility of resolution 1701 and which 

is rather thin on how to disarm Hezbollah. And as France gets ready 
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to plunge into what looks very much like a quagmire 

international community cannot afford to make the slightest error... 
Otherwise the cessation of hostilities will only be a parenthesis in 
the midst of a prolonged conflict.\" 


\"A First Step to Halt a Logic of War\" 

Jean-Michel Helvig in regional La Republic des Pyrenees (08/14): 
\"While the means used by Israel during this war are questionable 
its military objectives were not 

Israel has been exposed to increasingly threatening attacks since 
Israel's pullout from Lebanon in 2000. By kidnapping two Israeli 
soldiers 

pretext for a major war offensive 

This is no more commendable than Hezbollah\'s attacks on civilians. 
UN resolution 1701 

offensive 

interpretations. But this was a necessary first step to stop the 
logic of war.\" 


\"The Trap for an International Force\" 

Etienne Durand of IFRI (French Institute for International Relations 

in right-of-center Le Figaro (08/14): \"While the initiative of 
implementing an international force in Southern Lebanon is morally 
commendable 

probably destined to fail... In matters of intervention 

only two options available: maintaining peace or imposing it. 

Nothing is more dangerous (for a peacekeeping force) than to pretend 
to maintain peace when in fact the point is to impose it.\" HOFMANN 
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risk management 

dedicated to averting client misconduct and also cooperating with 
QCB to prevent suspicious activity. The combination of practices has 
led to average annual growth of at least 20%. 


7. QIIC is strictly dedicated to offering an alternative to 

conventional insurance services. The institution implemented the 
practice of cooperative institutions through the principle of 

Takaful 

Shareholders act as agents incurring costs and profits until their 

funds are repaid 

offers comprehensive products to small and medium sized businesses 
while keeping the risk of underwriting low. 


8. Over the past three years from 2003-2005 
institutions in Qatar have operated successfully and displayed 
steady growth rates. The two Islamic banks that operate under the 
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Qatar Central Bank umbrella 

Bank 

to accommodate Qatar\'s growing economy. Combined 
banking institutions in Qatar make up about 15% of capital in 
Qatar\'s banking sector 

since 2000. 


9. (SBU) International Islamic (QIIB) has managed to remain a 
competitive company in the banking industry. QIIB\'s growth has been 
propelled through its focus on the local Qatari market and its 

interests in expansion. Domestically 

by expanding human resources 

translating into increased assets 

profits. This expansion lent itself to general growth rates between 
15%-20% annually and Islamic banking growth rates between 15%-18% 
annually over this period. 


10. (SBU) Internationally 

and hopes to invest in Islamic banking institutions in both 
countries. The institutions 

branches of QIIB 

banking institutions with Qatari investors. The bank in Syria is 
planned to open with QR 100 million (USD 27.3 million) of capital 
49% from Qatari investors and 51% from Syrian investors. In 
Pakistan 

with QR 5 million (USD 1.3 million) of capital. 


11. (SBU) Qatar Islamic Bank (QIB) 

banking institutions in Qatar 

witnessed growth as assets in Qatar rise and shift from conventional 
to Islamic banking. Currently 

Islamic banking market 

banking sector in general 

in Asia 

in Malaysia with USD 100 million capital base (a joint venture with 
Saudi and Kuwaiti founders) and in London with GBP 25 million (USD 
47.3 million) capital base (a joint venture with European founders). 
The company is currently investigating opportunities in Sudan and 
Egypt; prospects look more hopeful in Sudan. Managers have cautioned 
that they are not looking to become a case solution for small 
communities; rather they want to offer services to all and become a 
functional part of the business society. 


12. (SBU) Qatar Islamic Insurance Company (QIIC) is the only Islamic 
insurance company incorporated into Qatar\'s Banking and Financial 
System. Recently 

expands and presents ample opportunities in the financing industry. 
QIIC currently controls 10% of Qatar\'s insurance market and its paid 
up capital is USD 15 million. The company also has investments and 
interests abroad. QIIC owns 2% of the largest re-Takaful company in 
Dubai 
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capital base. It is also contemplating business opportunities in 
Syria 


13. The Islamic banking and insurance services sector in Qatar saw 
its assets grow from USD 2.6 billion in 2003 to USD 3.5 billion in 
2004 to finally reach USD 4.5 billion in 2005. The net profit grew 
from USD 62 million in 2003 

reach USD 315 million. 


14. During 2003 

and QIIB 

on assets were only 3% for both banks 

profitability 

QIIB. The data also showed that both QIB and QIIB carried more than 
50% long term debt with respect to liabilities and equity 

carrying a slightly higher percentage than QIB. High long-term 
debt-to-liabilities and equity ratios indicate that the banks are 
financing growth with debt; QIB and QIIB utilized 59% and 52% 
respectively of assets for loans. Financial ratios 

ratio in particular 

displaying a 69% current ratio 

2003. Both indicate that excess liquidity is channeled into US 

assets. QIIB and QIB showed relatively low debt ratios 

that assets were greater than debts. QIIB total assets reached USD 1 
billion and QIB\'s USD 1.5 billion. The net profit 

USD 17.6 million for QUB and USD 39.7 million for QIB. 


15. The following year 

figures (assets 

and QIIB 

improvement with respect to financial health. Returns on assets and 
equity remained relatively stable with small increases and 
decreases 

capitalized on the companies\' assets and liabilities also grew 
maintaining stable profitability and efficiency. Long term 
debt-to-liabilities and equity dropped 

are using less and less debt to finance growth. Financial ratios 
indicate that assets exceed liabilities 

that profitability of capital investments remained relatively 

stable. QIIB assets totaled USD 1 billion and QIB assets totaled USD 
2 billion. The net profit 

$80 million in QIB 

year 


16. Upward trends of Islamic banking institutions were witnessed 
during 2005. Returns on assets and equity increased 
profitability and efficiency of QIIB and QIB. Long term debt to 
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equity and liabilities dropped slightly for QIIB 

growth is being financed less and less by debt 

for QIB indicating that growth is being financed more by debt this 
year than last year. Financial ratios indicate that liquidity rose 
assets remained greater than liabilities 

capital investment also rose. QIIB assets totaled USD 1 billion and 
QIB assets totaled USD 2 billion. Both banks control 12% of the 
banking sector\'s total assets. The net profit 

127 million in QUB and USD 140 million in QIB 

424% and 74% from 2004 

17. QIIC 

growth and progress from 2003-2005 as it capitalizes on the growing 
economy. Returns on assets and equity have increased from 2003 to 
2005 

risen. Its long term debt to liabilities and assets fell; financing 
growth with debt is fading. More importantly 

that assets exceed debt and that capital investments have become 
more profitable. Total assets were $36 million in 2003 

to reach $64 million in 2004 and by 70% in 2005 to reach USD 108 
million. Net profit of QIIC was USD 5 million in 2003 

to reach $11 million in 2004 and by 327% to total USD 47 million in 
2005. 


18. Islamic banking and insurance services have become so popular 
that conventional banks and insurance companies started creating 
Islamic business units. Qatar National Bank 

Commercial bank the three largest conventional banks in Qatar 

well as Doha Insurance 

offer Islamic services to their clients although they are 

conventional banking and insurance companies. 


19. There are two major reasons for the success of Islamic banks and 
insurances: clients\' desire to abide by the principles of the 

Shari\'a law and the ethical and moral standards of Islamic banking. 
Experts mentioned that in Malaysia and Lebanon a large number of 
Islamic bank clients are Christians 

universality of Islamic banking principles. 


20. The success of Islamic financial and insurance institutions has 
encouraged governments and individuals to expand the sector. The 
2005-2006 time frame witnessed at least 5 new IPOs worth nearly USD 
10 billion in the gulf region alone related to Islamic companies. 

Tens of Islamic consumer credit companies flourished and continue to 
grow in the region. Existing Islamic institutions are scoping out 
opportunities to introduce Islamic banking and insurance services to 
western and Asian markets. So far 

in Great Britain and some MENA countries. All interviewed players 
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had an interest in the U.S. market but pointed out that U.S. 
Department of Treasury and U.S. Federal Reserves need a broader 
understanding of Islamic banking before accepting proposals for a 
legal framework for it. 


21. The basic principles that underlie Islamic finances are based on 
Shari\'a law (Islamic law) and emphasize ethical practices. The first 
and most important of these principles is the prohibition of 

charging and collecting interest either by investors or debtors. 
Islamic financing principles also include the notions of risk 

sharing 

behavior 

principles are extracted from Shari\'a laws 

activities of Muslim business people. 


22. The prohibition of interest is based on the idea of social 
justice and equality. Islam encourages profit earning 

interest as it leads to exploitation and increases wealth of one at 
the expense of others. The absence of interest prompts capital 
owners to become investors 

Islamically 

business ventures; until then it is considered potential capital. 
Islam encourages Muslims to invest their money in business 
activities as a way to increase wealth. Needless to say 

context of Islam 

holds little value if not being used productively. Islam also holds 
that contracts and business agreements are treated as legal/lawful 
obligations 

reached. Last but not least 

clear of entities and/or actions forbidden by Shari\'a law - unlawful 
ventures are strictly prohibited. 


23. Islamic Financial Instruments: 


-- Mudharabah (Profit Loss Sharing): An agreement where capital 
owners lend money to an entrepreneur for business purposes. While 
the loan is being repaid 

at agreed upon ratio 

the loan is repaid 

business activities. 


-- Musharakah (Joint Venture): Profits are shared based on 
agreement 
ratios. 


-- Murabahah (Cost Plus): The sale of a good at a price that 
includes a profit margin agreed upon by both parties. All prices are 
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clearly stated at the time of agreement. The profit margin is more 
or less the fee charged by the bank for its services. The bank 
collects nothing more than agreed upon profit even if payments are 
late. 


-- Bai\' Mu\ajjal (Deferred Payment Sale): Similar to murabahah 
debtor makes single payment on agreed upon maturity date. 


-- Qardhul Hasan (Benevolent Loan): A loan that has no interest. The 
debtor is required only to pay back what is borrowed. 


-- ljarah thumma al Bai\' (Lease/Purchase): A two part agreement 
where the debtor rents an item until the leasing period is over 

then enters the second part where he buys the item at the agreed 
upon price. Both parts of the contract are agreed upon at the same 
time. 


-- Takaful (Islamic Insurance): Funds are pooled from many 
resources 

individual risk of each contributor. It thereby avoids the 
uncertainty associated with conventional investment. 
UNTERMEYER 
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document and will be approving it soon 

embassy when it is ready.\" Looking directly at Charge 
Niyazov said 

the meantime 


2. (C) Comment: President Niyazov and Foreign Minister 
Meredov typically have discussed this negotiation in 
carefully controlled circumstances and Niyazov likely did not 
want to go into detail in front of the other government 
officials attending the Mann meeting. The \"open doors\" 
remarks probably is a reference to earlier assurances that 
until a divert agreement is finalized 

grant emergency landing rights to U.S. aircraft. Though the 
U.S.-proposed language was delivered to Turkmenistan in 
April 

response until after the July 24-25 visit to Turkmenistan of 
Iranian President Ahmadinejad. End Comment. 


3. (U) PDAS Mann has cleared this message. 
BRUSH 
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SCHEDULED TO APPEAR IN THE BEIJING SECOND INTERMEDIATE 
PEOPLE\'S COURT ON AUGUST 15 FOR A TWO-DAY HEARING 
INDEPENDENT HONG KONG DAILY \"MING PAO" REPORTED AUGU: 
THE NEWSPAPER SPECULATED THAT THE TRIAL WOULD BE CLOS 
THE PUBLIC 
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JOURNALISTS ASSOCIATION (HKJA) TOLD POLOFF ON AUGUST 14 
IT HAD CONFIRMED RUMORS OF CHING\'S TRIAL WITH MARY LAU 
CHINGS WIFE 

CANDLELIGHT VIGIL FOR HIM ON AUGUST 15. ONE CONSULATE 
CONTACT SPECULATED THAT CHING MIGHT BE SENTENCED TO 4- 
YEARS 

POSSIBILITY OF EARLY RELEASE THROUGH PAROLE. END SUMMA 


COURT TO HEAR CHING\'S CASE TOMORROW 


2. (SBU) ON AUGUST 14 

PAO\" REPORTED THAT \"STRAITS TIMES\" JOURNALIST CHING CHI 
WHO GUANGDONG SECURITY AUTHORITIES ARRESTED ON APRIL 
AND FORMALLY CHARGED WITH SPYING FOR TAIWAN -- WAS SCH 
TO APPEAR IN THE BEIJING SECOND INTERMEDIATE PEOPLE\'S CC 
ON AUGUST 15 FOR A TWO-DAY HEARING. THE NEWSPAPER SPE 
THAT THE TRIAL WOULD BE CLOSED TO THE PUBLIC 

CHING\'S FAMILY. MAK CHAI-MING 

CHEONG INCIDENT CONCERN GROUP 

THE HONG KONG GOVERNMENT WOULD ASSIST CHING; THE SECI 
BUREAU RESPONDED BY SAYING IT WOULD CONTINUE TO LIAISE ' 
CHINGS FAMILY AND MAINLAND AUTHORITIES. CABLE TV NEWS 
REPORTED AUGUST 14 THAT CHING HAD HIRED TWO LAWYERS FI 
GUANGDONG TO PREPARE FOR HIS TRIAL 

REPORTERS TO CONFIRM CHING\'S TRIAL DATE HAD BEEN REBUF 
THE BENING SECOND INTERMEDIATE PEOPLE\'S COURT. ALSO Of 
AUGUST 14 

LED THE APRIL 5TH GROUP TO PROTEST OUTSIDE THE CENTRAL 
GOVERNMENT LIAISON OFFICE 


3. (C) KOK KAI FUNG 

JOURNALISTS ASSOCIATION (HKJA) TOLD POLOFF ON AUGUST 14 
THE HKJA HAD CONFIRMED RUMORS OF CHING\'S TRIAL WITH MA 
CHING\'S WIFE. THE HKJA WAS IN THE PROCESS OF ORGANIZING 
CANDLELIGHT VIGIL FOR CHING 

GARDEN THE EVENING OF AUGUST 15. KOK HAD NO ADDITIONAL 
INFORMATION ABOUT THE LENGTH OF THE TRIAL OR WHETHER F 
MEMBERS WOULD BE ALLOWED TO ATTEND. 


CONCERN OVER OUTCOME 


4. (C) JOSEPH CHENG 

AND CIVIC PARTY SECRETARY-GENERAL 

RUMORS THREE MONTHS AGO THAT PRO-BEIJING FRIENDS OF CH 
MOBILIZED SUPPORTERS TO WRITE LETTERS TO THE BEWING 
LEADERSHIP ASKING FOR LENIENT TREATMENT; THEIR IMPACT 
REMAINED UNCLEAR. MORE RECENTLY 

THAT THE \"STRAITS TIMES\" JOURNALIST MIGHT RECEIVE A HEAV 
PENALTY OF 4-5 YEARS IMPRISONMENT 
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GOVERNMENT WOULD LEAVE OPEN THE POSSIBILITY OF PAROLE 
EARLY RELEASE BASED ON MEDICAL REASONS. ANY EARLY RELE 
HOWEVER 

APPEARANCE 

BRING LENIENT TREATMENT; A STRENUOUS DEFENSE COULD LEA 
AUTHORITIES TO IMPOSE A HARSHER PENALTY AND BE EVEN LES 
INCLINED TO PAROLE HIM. LIKE MANY OF OUR CONTACTS 

SAID CHING\'S CASE HAD BEEN EXTREMELY DIFFICULT FOR BEIJIN 
RESOLVE BECAUSE CHING WAS CONSIDERED A MEMBER OF THE 
PATRIOTIC COMMUNITY. SEPARATELY 

COMMUNITY IN HONG KONG HAD ACCUSED MARY LAU OF HARMIN 
HUSBAND\'S CASE BY \"GOING PUBLIC.\" 


INCREASED SPECULATION ON CHING\'S CASE 


5. (SBU) SPECULATION OVER CHING\'S CASE HAS INCREASED IN 
RECENT WEEKS. LAST MONTH 

MAINLAND AUTHORITIES URGING THEM TO RELEASE HER HUSBAT 
THEY HAVE DETAINED FOR MORE THAN 15 MONTHS WITHOUT TRI 
JULY 20 

INTERNATIONAL ORGANIZATIONS ORGANIZED PRESS CONFEREN( 
JOINTLY CALLED FOR CHING\'S RELEASE. 

CUNNINGHAM 
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(regardless of whether the event is actually successful). 


9. (SBU) PSM is expected to increase spending before the 
election 

attempt to buy votes; Jamaica does not have the money to 
support the spending; and 

inappropriately. 


10. (C) COMMENT. With PSM\'s popularity on the wane 
certainly pondering whether waiting until after CWC 
Jamaicans likely will be proud and jubilant after hosting the 
event 

likely to dominate the headlines next spring 

will lose focus on the PNP 

the JLP\'s main message which is 

PNP.\" End Comment. 

JOHNSON 
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The HCP shared its findings with eleven individuals accused 
of wrongdoing in the article 

Supreme Court 
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Justice 
of the National Police 


4. (SBU) That issue proved mild in comparison with Issue 26 
which 

government to that of former President Habyarimana. This 
article was very similar to one that appeared in Umuco Issue 
19 

(Comment There has been no effort this time to confiscate 
editions of Umoco.) Issue 26 reportedly sold at three times 
the regular Umuco newsstand price--an indication that 
Bonaventure knew that the paper was likely to cause a stir. 
Issue 26 quickly generated another critical HCP report. HCP 
Executive Secretary Patrice Maluma told Emboff that the 
Council asked Bizumuremyi to appear on August 2 to discuss 
its findings 

contradicts an August 8 statement of Reporters Without 
Borders that said Bizumuremyi had appeared before the HCP. 
End note). The HCP report on Issue 26 takes issue with four 
articles. In addition 

was a single reference to President Kagame in the Kinyarwanda 
text as \'ka Kagame.\' Roughly translated as \'ittle Kagame 
this use of the \'ka\' is highly derogatory to Rwandans. 
Bizumuremyi claims the insertion of the extra \'ka\' was a 
mistake resulting from faulty typesetting. Given 
Bizumuremyi\'s penchant for pushing peoples\' buttons 

just as likely that the slight was intentional. (Note. In its 
August 10 issue 

Bizumuremyi to Kagame in which he apologized for the \'ka\' 
which he termed a mistake 

End note.) 


5. (U) The decision to summons Bizumuremyi was taken with the 
knowledge of at least some senior GOR individuals 
exception to what they regard as a steady stream of 
personally libelous statements coming from the paper. 
Ambassador Richard Sezibera 

human rights dialogue with the Embassy 

under Rwandan law individuals cannot themselves initiate 
libel cases. Rather 

prosecutor\'s office on behalf of the individual. That being 
said 

RPF officials who would not request that a case be brought 
against Bizumuremyi without government sanction. 


6. (SBU) COMMENT. It is premature to predict how this 
incident will play out. There has been a generally positive 


trend in Rwanda regarding respect for freedom of the press. 
More and more controversial topics have been discussed in 
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both the print and radio media. GOR officials are aware of 
international criticism of past practices regarding the media 
and are unlikely to take extreme measures 

confiscating a newspaper edition 

senior officials believe they have the right to seek redress 
in the courts if they are libeled. Bizumuremyi is a 
well-known gadfly who has been taken in for questioning in 
the past without being mistreated and who would have expected 
that his recent series of articles would have prompted a 
government response. 


7.(SBU) Reporters Without Borders (RSF) issued an August 8 
statement under the headline One newspaper editor goes 
missing 

statement reflects a general tendency of RSF to publish 
unsubstantiated and exaggerated statements about press 
freedom in Rwanda. Among other inaccuracies 

not missing but has elected to go into hiding to avoid 
answering the judicial summons. In a recent conversation 
with Emboff 

statements about him generally accorded with his version of 
events 

director for Africa during an interview on Voice of America 
yesterday described Umuco as a paper of high quality and 
Bizumuremyi as a journalist who is serious about his craft. 
Even fellow independent journalists in Rwanda and other 
staunch critics of the GOR would not characterize Umuco as a 
quality paper. It is generally accepted that Umuco peddles 

in rumors and sensationalized stories that often have no 

basis in fact. END COMMENT. 

ARIETTI 


74734 


2. In the headlines and front pages. The potential for a ceasefire 
and Israel\'s continuing operations dominated the banner headlines. 
For example 

similar words in government-controlled daily Al-Akhbar 

Defying International Legitimacy by Expanding its Brutal Attacks on 
Lebanon.\" Sub-headlines explained that Israel is \"heading toward 
acceptance\" of the resolution while 

30 

papers sensationalized Israel\'s position with headlines such as 
Al-Wafd\'s \"Israel Surrenders: The Enemy Loses the War after Thirty 
Days 

Egypt\'s call for Israel to \"...commit to an Immediate Ceasefire\" was 
highlighted in government-controlled dailies 

Al-Gomhouriya 

Masr provided Foreign Minister Aboul-Gheit\'s demands for \"full 
withdrawal\" and \"investigations into massacres\" as \"conditions for 
political settlement.\" Foreign Minister Aboul-Gheit\'s statement to 
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the Middle East News Agency is available on opensource.gov. 


3. Breaking News. Iranian Foreign Minister Mottaki and Egyptian 
Foreign Minister Aboul-Gheit gave an afternoon press conference 
following Minister Mottaki\'s meeting with President Mubarak. As 
reported by the Middle East News Agency 

there should be an immediate ceasefire in Lebanon 

withdrawal from occupied territories and swift deployment of UNIFIL 
forces. Minister Mottaki said that Iran would respect any decision 
of the Government of Lebanon and the will of the Lebanese people. 
As for the nuclear issue 

Iran are natural as the U.S. believes only it can have nuclear 
weapons. The people of the region will not accept this nor will they 
accept being told what to do. The U.S. has learned this lesson.\" 
Minister Aboul-Gheit said that Egypt is \"not taking any mediation 
role\" in this matter and its position \"in favor of 

non-proliferation\" is widely known. He also said 

right to use nuclear energy for peaceful purposes.\" According to 
Minister Aboul-Gheit 

President Mubarak\'s vision about how to get out of the Lebanese 
crisis. | believe the Iranian Foreign Minister understood this 

vision and analysis of the regional situation.\" Finally 

Mottaki said they did not discuss Iranian influence on the stability 
of the Middle East. 


4. In the commentaries. While many of the commentaries focused on 
the UNSC resolution and provided recycled criticisms of Israel and 

the U.S. for perceived aggression and planning of the conflict 
commentators wrote about their reaction to the use of the term 
\"Islamic fascism.\" One senior columnist in opposition daily Al-Wafd 
criticized President Bush\'s use of the term 

cause more wars.\" As for the pro-government dailies 

for Al-Akhbar argued that \"fascism was never related to any religion 

... and President Bush has shown discrimination and hostility toward 
Islam and Muslims.\" A columnist in government-controlled daily Rose 
al-Youssef criticized \"President Bush\'s use of the term \'crusades\' 
and now \'lslamic fascism.\'\" He likened \"the American administration\" 
to \"Muslim extremists who seek to ignite strife with the west and 
Christians.\" However 

\"instigating speeches of some religious and leftist powers who 

exploit the Israeli aggression and American support to nourish 
extremism.\" He concluded with a call for \"an explanation of the 
objectives of the American and Israeli wars to the Egyptian 

public.\" 


5. New developments. As announced over the weekend in Rose Al 
Youssef 

newspaper as well as former chief editor and founder of regional 
daily Al-Hayat 

al-Youssef. Mr. Khayrallah has spoken out publicly against 
Hezbollah. As reported in reftel 
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Television\'s popular evening talk-show 

on August 6 

be armed and denied claims of Hezbollah\'s popularity among 
Lebanese. 

RICCIARDONE 


2. (C) In the last month 

the setting of sit-ins 

aweek. To date 

Sunday 

our security contacts 

Hizballah and their strong anger at the U.S. Originally planned to 
occur in a district away from the Consulate 

than expected. Photos of the march appeared on the front page of 
nearly every Moroccan newspaper. \"L\'Economist 

French language newspaper printed a large color photo of an American 
flag being trampled during the march. It also reported U.S. flags 
being burned (reportedly more than Israeli flags) throughout the day. 
Marchers carried banners with anti-American sentiments such as 
\"Stop the terrorism of the United States\" and \"The Butchery of Qana 
is an American Crime 

portraits of Che Guevara and even Sadam Hussein while chanting 
\"Allah 


3. (C) The march was organized by The Association for the Support 
of the Struggle of the Palestinian People and The Moroccan Action 
Group to Support Iraq and Palestine 

Justice and Development (PJD) and the Organization for Justice and 
Charity (JCO). The aim of the march was to demonstrate solidarity 
with the Lebanese 

leader Hassan Nasrallah. During the march 

the \"hero\" of the Arab people who \"fights for dignity and liberty.\" 
Photos of women 

signs that stated 

appeared throughout the media. 


4. (C) In a conversation with poloff 

the Consulate claimed 

and the Israelis were calm 

making sense and winning over all who thought he was an extremist.\" 
Two former Moroccan International Visitor participants echoed the 
sentiment during a recent lunch with PAO and CAO. \"Shi\'a Hassan 
Nasrallah has acquired the status of Gamal Abdul Nasser because he 
has stood up to Western powers\" one of the participants declared. 


Calls for Boycotts Abound 
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5. (C) At the end of the three hour march 

the PJD 

participants for \"answering the call\" and demanded a boycott of all 
American products. A similar demand was made recently by the 
National Trade Union of the Moroccan press 

\"Moroccan civil society organizations and the Moroccan media to 
boycott all the activities of the American Embassy and of the 
institutions related to it.\" A well-known Moroccan comedian 
asserted 

should be boycotted are not food and drink but the Arab regimes (they 
keep in power).\" 


6. (C) There have been some indications that the calls for boycotts 
are having a limited impact. We were forced to cancel an upcoming 
special International Visitor Program (IVP) for female Moroccan union 
leaders of Casablanca. All but one of the ten invitees of the 
much-anticipated program called to cancel or declined the offer to 
participate. Some stated up front that they would not be involved in 

a program sponsored by the USG at this time 

program was ill timed and conflicted with scheduled union elections. 
We later learned that the Directors General of a number of the unions 
told the potential participants they were not to take part in any 
program sponsored by the USG. Along the same lines 

businesses are starting express some concern. Recently 

larger American companies in Morocco 

the Consulate\'s Foreign Commercial Service Office in anticipation of 
possible problems after seeing their name surface on one of the 
boycott lists. 


7. (C) As expected 

condemnation during the August 6 

escape unassailed. According to the French Language daily 
spontaneous chants of condemnation of the Moroccan government 
exploded throughout the march. The paper was also very critical of 
the lack of participation by members of the government. (Note: It is 
surprising that Le Matin 

GOM and its officials. End Note) 


8. (C) Some of our contacts have been very candid about their 
feelings and concerns regarding the situation and are eager to 
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deliver their message. Mohamed M\'Jid 

president of the Moroccan Foundation for Youth 

Development 

Lebanon 

seeds are being planted here as well.\" M\'Jid said there is \"major 
unhappiness\" in Morocco and that people are watching pan-Arab 
television 

Nouzha Skalli 

and Socialism (PPS) parliamentarian 

during \"Throne Day\" celebrations to make an impassioned statement 
about what she sees this war doing to moderates in the region. Her 
concern 

due in part to recent regional developments 

Islamists are gaining influence at the expense of the moderates\" 
insinuating that there will be a reversal of the progress Morocco has 
made in recent years as Islamists gain support. 


9. (C) Meanwhile 

Consulate Moroccan employees told us that most Moroccans are 
preoccupied with the war. One employee is convinced that \"this 
situation legitimizes terrorism in the eyes of Arabs.\" He is 
concerned that Morocco is now experiencing the worst anti-American 
sentiment in decades and 

will take generations to get past what we are now experiencing.\" The 
sharpening of comments we hear is unusual. Events in the Middle 
East 

meet with subdued reactions here. During a conversation 

months ago a number of university students told poloff that they were 
sick of hearing about Palestine. \"We have problems of our own 
complained. 


9. (C) Moderate political activists in Casablanca have expressed 
concern that the U.S. is losing it standing in the region(reftel). 

Some worry that the U.S. has lost what little credibility it had 

remaining as a \"neutral\" mediator in the \"Middle East peace process.\" 
One Moroccan who participated in the protest told us afterwards 

\"The U.S. should no longer preach for democracy in the Arab world 
while being unjust towards the Arabs 

of the Israelis 

can they preach democracy 

elected democratically 


10. (C) Moroccan reaction in Casablanca is more than meets the eye. 
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With 2007 parliamentary elections coming up 

demonstrations and rhetoric are useful to Islamist parties like the 
PJD. Their intentions are twofold: while the anti-American slogans 
and demonstrations help to broaden their base 

damage the position of the moderate parties 

reform. 


GREENE 
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once they arrived. The MPs said the revocations caused 
significant damage to the US\'s image because the Sharif alumni 
are upper-class 

have family in the United States or have already spent 
considerable time there. They claimed Iranians now question 
whether to apply for a visa 

particular are confused about USG policy. When IRPO Chief said 
USG policy has not changed 

provide that information to the Iranian people over Radio Farda 
and VOA because they have only heard the GOI version of the 
story. 


Iran Probably Instigated IDF Kidnappings 


6.(S//NF) Pirmoazen indicated Iran works closely with Hizballah 
and provides significant funding 

government official equals 100 million dollars (NFI). In his 

view 

without Iranian knowledge. He said Iran probably instigated the 
kidnappings. Motamed claimed roughly half of the Iranian 
population supports Hizballah. 


Iranian Interference in Iraq 


7.(C//NF) Pirmoazen emphasized repeatedly that US success in 
Iraq is critical to dealing successfully with Iran. Cultivating 

a secure 

a major problem \"for the Mullahs.\" The lranian leadership knows 
this 

succeed. Pirmoazen said he met former President Khatami in 2003. 
Khatami told him Iran\'s Security Council produced four plans for 
the lraq war. First 

the US attacks 

unseats Saddam 

Fourth 

pro-lranian. Pirmoazen claims Iran provides ample support to 
elements in Iraq to make sure they realize these goals (NFI). 


Regime Change in Iran 
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8.(S//NF) The current situation in Iraq has colored Pirmoazen\'s 
attitude toward regime change in Iran. He said before the lraq 

war he did not oppose US military action against the Iranian 
government 

change. He said many young Iranians are pro-American and do not 
like the regime. These people suffer from unemployment 

inflation 

promises to improve economic conditions. Pirmoazen believes the 
key to unseating the regime lies with young Iranians and he 

already sees Ahmadinejad\'s popularity decreasing. 


Most Iranians Want Better Relations With the US 


9.(C//NF) The MPs highlighted the Iranian people\'s generally 
favorable view of the US. Bet Kolia said Iranians viewed 
positively proposed US-lranian talks this past Spring 

believes most want to resume diplomatic relations. He claimed a 
few government officials have asked him to broach the subject 
via the Assyrian lobby in the US 

Congressional representative. A minority of unnamed hardliners 
however 


Comment 


10.(C) The MPs suggest the best US asset within Iran is its 
reputation with the Iranian people. The MPs indicated that when 
an issue involving the US arises they listen to Radio Farda and 
VOA 

regard to the nuclear issue and visa revocations 

MPs believe the USG has not provided simple information in a 
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timely fashion to explain its policies or rebut Iranian 
government propaganda. Cultivating Farsi speakers who 
consistently appear on Radio Farda and VOA -- and perhaps 
establishing an Alhurra-like television station -- appear to be 
reliable methods to ensure USG policies are accurately 
communicated to the Iranian people. 

BRYS 
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since the Siniora government was seen as an &achievement of 
the international community.8 Israel intentionally did not 
undermine the GOL during its military operations even though 
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it was not always easy to differentiate between Hezbollah and 
the GOL while the IDF operated in Lebanon 

of restraint entailed certain risks to IDF personnel. 


3. (C) She asserted that the G-8 statement 

gathering and the UN Security Council had called for the 
unconditional release of the two Israeli abductees. Citing 
the risks that the Olmert government had taken by showing 
restraint in the conduct of the military campaign 

that Israel needed the two soldiers back without any 
reference to Lebanese prisoners in Israeli jails. The return 
of the two soldiers was the only humanitarian issue that 
Israel had put on the table for itself and it was prompting a 
rising crescendo among Israelis demanding their return. 

4. (C) Livni asserted that an effective end to the fighting 
under 1701 required a \"complete rpt complete\" cessation of 
hostilities by both sides. If Hezbollah leader Nasrallah 
claim that he would continue to attack the IDF while on 
Lebanese soil remained operative 

to these attacks and the situation could deteriorate rapidly. 
Livni claimed that this Israeli interpretation had been part 
and parcel of the cessation issue discussion regarding the 
UNSCR. 


5. (C) Regarding the provision of humanitarian aid 

said that Israel looked forward to establishing effective 
procedures for its delivery but the success of any 
humanitarian project would depend on how the cessation of 
hostilities regime works. If the situation is stable 

people of south Lebanon can return home. She noted that 
according to the UNSCR one of the important responsibilities 
of the new international force would be to help with 
humanitarian issues. 


6. (C) Responding to a question whether Israel would consider 
international forces to help resolve Israel 

problems 

resounding &No 

relationship with the international community (especially the 
Europeans.) This had been reflected once again in the rapid 
change from the international community\'s early support for 
Israeli actions against Hezbollah to strident criticism of 

Israel over &disproportionality8 regarding its conduct of 

the military campaign. Livni argued that Israel\'s 
precedent-setting acceptance of the force under Chapter 7 
(later changed in the UNSCR) had required a wrenching and 
difficult change of heart here but that did not mean the GOI 
had now adopted a new and more welcoming approach to 
international community intervention in the region\'s disputes. 


7.(C) Finally 
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to a question of whether Israel had now recognized its 
\"mistakes\" in conducting unilateral diplomacy in Lebanon 
Gaza 

return to negotiations with its various Arab partners. Livni 
responded that Israel had been forced to go down that road 
and taken those steps out of a true desire for peace. In 
return 

been subjected to unprovoked attacks. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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The GON and Maoists created negotiation teams to lead the 
peace process dialogue. On May 26 

signed a 25-point Code of Conduct to govern each side\'s 
unilateral cease-fire. 


A PEACE PROCESS ON TWO LEVELS 


5. The GON and Maoist negotiation teams planned high-level 
\"summit\" meetings to work through the formal peace process 
but many decisions have sprung from informal meetings between 
Maoist and SPA leaders. Tensions have arisen between the two 
largest SPA parties 

Nepal-United Marxist Leninist (CPN-UML -- the largest 
center-left party) 

other parties feel excluded from decisionmaking. PM Koirala 
has also faced public criticism for allegedly conducting 

private negotiations with the Maoists. These private talks 

led in mid-June to an eight-point agreement that was widely 
criticized by SPA members. That document did 


KATHMANDU 00002195 002 OF 004 


to the creation of the Interim Constitution Drafting 
Committee and the National Monitoring Committee for the 
Cease-fire Code of Conduct. 


ALL EYES ON ARMS MANAGEMENT 


Column 3 

6. Management of the Maoist arms 

the Maoist combatants from their arms 

primary issue in the peace process. The identical letters to 
the Secretary General PM Koirala and Prachanda signed on 
August 9 set forth a strong role for the UN. In addition to 
requesting the UN to continue its work monitoring human 
rights in Nepal (Note: the UN\'s human rights office here is 
the largest in the world) 

also assist in monitoring the cease-fire Code of Conduct 
monitor Maoist combatants and their weapons 

Nepal Army in its barracks 

Constituent Assembly elections (which could come by April 
2007). What the letter did not do was indicate whether the 
combatants would be separated from their arms. Most in the 
SPA agree that Maoists cannot join an interim government 
until they are separated from their weapons. The GON hopes 
that the UN will be able to convince the Maoists to agree to 
such a move. 


7. Meanwhile 

continue to receive reports of Maoist extortion 

and other violations of the May 26 Code of Conduct. There 
are even periodic news reports that the Maoists might 
initiate another people\'s movement if they are not admitted 
soon into an interim government. 


ECONOMIC WOES 


8. Nepal's GDP grew only 1.9 percent in FY 2005/06 
inflation increased to 8 percent annually. Approximately USD 
1 billion in foreign remittances pumped into the economy last 
year increased per capita income to USD 322 

of USD 20. The GON 

faced with nurturing a fledgling democracy 

financial resources to kick-start economic activity. On July 

12 

USD 1.97 billion budget for FY 2006/07 

aimed at institutionalizing the democratic system and 
establishing peace through constituent assembly elections. 
The budget included USD 325 million in foreign grants 
percent increase over the previous year. Whether the GON 
will be able to implement the budget hinges on how the peace 
process unfolds. Final commitments from many donors depend 
on the GON and Maoists reaching an internationally accepted 
peace. 


9. Political turmoil and the Maoist threat have created a 
hostile business environment. Foreign direct investment has 
decreased nearly 50 percent since 2000. Nepal is primarily a 
subsistence agriculture economy 
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provided employment to the growing number of poor flocking to 
the cities. If Nepalese businessmen flee the country instead 

of trying to work within the current unstable situation 

Nepalese economy will suffer and further hurt the poorest of 
the poor. 


TIBETAN AND BHUTANESE REFUGEES 


10. Nepal hosts two refugee populations of note 

Bhutanese. The USG is currently funding an expansion of the 
Tibetan Relocation Center located in Kathmandu to make it 
possible to provide shelter to transiting Tibetans as they 

wait for processing by UNHCR here in Kathmandu. 


11. Over 100 

seven camps in southeastern Nepal since the early 1990s. 
Donor countries continue to discuss with the GON options for 

a durable solution to the Bhutanese refugee issue 

repatriation 

refugees. The GON recently agreed to allow UNHCR to conduct 
a re-registration of the camps 

foundation for future solutions. 


A Half-Century Of Development Assistance And Today\'s USAID 
Program For Nepal 
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12. In 1951 

outside world. Shortly thereafter 

development assistance to Nepal. The relationship has 
prospered since 

the leading donors in Nepal. Historically 

assistance through USAID addressed Nepal\'s poverty and its 
manifestations 

natural resources 

major success. For example 

mortality has dropped by over 40 percent in the 15 years 
since USAID introduced community-based child health care 
modalities. USAID was also responsible for the formation of 
community forest user groups (CFUGS) that have enabled 
Nepalis to take charge of their major resource and materially 
slowed deforesetation. The CFUGS (over 1700 nationwide) have 
weathered the storms of civil war and remain an important 
factor in local self-governance. After the initial advent of 
democracy in the early 1990s 

with parliamentary training programs. USAID also developed 
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innovative HIV/AIDS activities that have helped to hold the 
epidemic to the rate of one-half of one percent in the 
general population despite higher rates in particularly 
at-risk groups. 


13. Intensification of the Maoist threat from 2000 on caused 
the US Mission to reassess the nature of Nepal\'s problems. 
USAID introduced strong program elements to mitigate the 
effects of the conflict and to focus on governance issues 
such as political party development and the rule of law. The 
popular uprising of April 2006 

that Post is eager to grasp. USAID is transitioning into a 
new strategy for Nepal that targets the goals of stability 

and security 

to advance the peace process 

shattered by war and terror 

HIV/AIDS plague from invading the general population through 
migrants fleeing the conflict. At the same time 

strategy seeks to bolster the legitimate forces of the 

central government 

combat corruption 

rising voice of the population justly demands. 


14. The USAID program for 2006 has an overall level of 
approximately USD 45 million 

mission programs 

Initiatives (OTI) 

Assistance (OFDA) program. About USD 40 million will finance 
USAID\'s three strategic objectives for Nepal: A) enhance 
stability and security 

human rights 

The lion\'s share of the program budget goes to enhancing 
stability and security 

peace process 

the disadvantaged and the displaced 

aid victims of conflict 

restore war torn infrastructure through projects such as 
road-building 

HIV/AIDS with its potentially destabilizing effects. 


15. To strengthen governance and protect human rights 
supports activities to reduce trafficking in persons 

strengthen civil society and democratic political parties 

and support UN and GON efforts to protect human rights. USD 
13 million has been allotted to improve critical governmental 
institutions 

address child survival 

family planning; and the courts and civil society 

organizations that advance the rule of law and combat 
corruption. Most recently USG assistance has been augmented 
by a new program through USAID/OTI that will assist the peace 
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process through media outreach. Lastly 
regional OFDA unit that has 

responded to the Tsunami 

seconded staff for the Katrina response. 


MILITARY AND SECURITY ASSISTANCE 


16. Ensuring law and order is a key responsibility for every 
government. We look forward to discussing these issues with 
you in more detail on your arrival. 


CONCLUSION 


17. Let me add in conclusion how delighted | am that you and 
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the rest of your delegation 

his spouse Amey 

his spouse Kitty 

will be coming to Kathmandu. We look forward to welcoming 
you to Nepal and trust you will find your time here well 

spent. 

MORIARTY 
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Resolution 1701 meets Arab demands 

\"restores hope for peace.\" Private daily \"Al Watan\" hails the 
Lebanese military \"victory\" against Israel 

Israel\'s \"manipulations\" will reduce the potency of that success. 
END SUMMARY. 


2. Israeli- Hezbollah combat continued to dominate coverage in 
both Oman\'s English and Arabic-language press this week 
significant space devoted to graphic images of dead and wounded 
Lebanese civilians. Funerals of Israeli soldiers were also 
highlighted in large 


2. In its August 13 editorial 
(circulation 38 
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End of the Lebanese Tunnel\": 


\"UN Security Council Resolution 1701 restores hope for peace in 
Lebanon. Though the resolution called for an immediate ceasefire 
Israeli forces continued their military assaults against various 
areas in Lebanon 

desire to stop the bloodbath... A ceasefire would give 
humanitarian organizations a chance to reach places that need aid 
but cannot be reached under fire. Such an agreement opens new 
horizons for both countries to address the main causes of the 
conflict and pave the way for establishing a lasting peace for 
Lebanon and the region as a whole.\" 


3. \"Oman\" was more skeptical about Resolution 1701 in its August 
14 editorial 


\"Some parties believe that UN Security Council Resolution 1701 is 
unbalanced because it does not meet some Lebanese demands such as 
the exchange of Lebanese and Palestinian detainees 

Shebaa farms 

Lebanon. Although many Arab officials do not believe that the 

resolution satisfies Arab demands 

government\'s sovereignty within its borders.\" 


4. On August 14 \"Al-Watan\" (privately owned daily 
42 
benefit the Lebanese: 


\"Lebanon will face a diplomatic war that attempts to grant Israel 
a victory it didn\'t win on the battlefield... Interpretations and 
manipulations of Resolution 1701 could leave it without 
substance. The first such interpretation was by Israel\'s foreign 
minister 

disarmament 

Lebanon\'s power structure. This great Lebanese victory will 
dissolve all sectarian differences between Sunnis and Shiites 
and Muslims and Christians. All are now Lebanese citizens 
confronted with Israel\'s belligerent aggression 

behalf of the U.S. for its interests and imperial ambitions. 

After the cessation of hostilities it should be clear who is 
holding the strings in this puppet show... Lebanon serves as an 
example to military academies and strategists on how national 
resistance without air or naval cover or armored vehicles could 
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gain a sweeping victory against the fourth most powerful army in 
the world.\" 


GRAPPO 
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transform the assistance program into a cash transfer 
mechanism with disbursement conditioned on GOE completion of 
benchmarks in the areas of democracy and decentralization 
human development 

technology. The Ambassador pointed out that the proposal was 
designed to support the GOE\'s own reform agenda and give the 
GOE greater control over how the assistance would be used 
while sustaining accountability and improving results. 

Aboulnaga ultimately accepted the USG\'s proposed framework 
while rejecting much of the specific content of the U.S. 

proposal 

September. The U.S. visitors met separately with Mohamed 
Kamal 

presidential son Gamal Mubarak; Hala Mustafa 

Committee member and editor-in-chief of Al Ahram\'s \"Democracy 
Review\"; and Ali Elmoselhy 

End Summary. 


2. (C) On August 2 the Ambassador and AID Mission Director 
Ken Ellis led a delegation that included NSC Director for 
Democracy and Human Rights Pat Davis 

Mallory 

David McCloud 

administration of U.S. economic assistance to Egypt. 

Minister of International Cooperation Fayza Aboulnaga led the 
GOE side 

Elmoselhy 

of Education Youssry El Gamal 

Ministries of Finance 

Health and Population 

Following previous discussions in March and a written GOE 
proposal in May 

discussions a draft MOU that would convert most USAID-managed 
ESF into direct cash transfers to the GOE budget. An initial 
disbursement would be made upon signing the MOU and further 
transfers would be contingent on GOE completion of 
benchmarks 

the areas of democracy and decentralization 

development and private sector development. The Ambassador 
had made clear that the format and process of the assistance 
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program were the main focus of our proposal. Our ideas for 
specific content - in the form of \"objectives 

\"benchmarks\" - were meant to be illustrative. We had drawn 
them from the public statements of Egyptian leaders. 


3. (C) Aboulnaga opened bluntly 

an \"indecent proposal.\". Aboulnaga at first completely 
avoided addressing the issue of procedural reform 

her outrage on the suggested reform benchmarks in the areas 
of democracy and decentralization. Calling the proposed 
benchmarks a \"non-starter 

what she considered an intrusion into Egypt\'s internal 

politics. She also noted the difficulty of measuring 

political reform 

disbursement had to be \"objective\" and not solely reliant on 
USG interpretation of compliance. She also expressed concern 
about the timing of potential cash transfers 

the importance of up-front money to ensure funds would be 
available to undertake reform efforts. The GOE delegation 
also complained that the draft MOU did not take into 
consideration GOE suggestions provided in writing last May 
for funding of specific programs in various GOE ministries. 


4. (SBU) The Ambassador assured Aboulnaga that the draft MOU 
was not intended to be \"indecent\" but to serve as a starting 

point for how best to reform the implementation of our 

assistance and get better results for agreed U.S.-Egyptian 
objectives. The aim was to update a 30-year-old legacy 

process in a grand bargain reflecting vastly increased GOE 

and private sector capabilities. USAID aimed to diminish its 
selection and management of development programs - and thus 
diminish the size and cost of mission staff in Egypt - in 


return for increased GOE responsibility for getting agreed 
measurable results. On the democracy front 

to support the GOE\'s own political reform agenda through the 
same results-based process 

outcomes it would seek and how it would achieve them 

to our agreement to fund them. Acknowledging the sensitivity 
of \"conditionality 

deliberately proposed a benchmarking process as a means to 
shift ESF to an outcome-based system. He emphasized that 
this would allow the GOE to take the lead on project design 
and implementation. The U.S.-Egyptian MOU on financial 
sector reform had proven the success of this \"sectoral cash 
transfer methodology.\" 


5. (SBU) Ellis and Mallory pointed out that it would be 
incorrect to characterize the proposed benchmarks as 
externally imposed &conditionality8 

itself that was being asked to propose the benchmarks that it 
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would fulfill 

achievement of the results. Ultimately 

linking ESF cash transfers to the achievement of tangible 
results 

management and use of ESF upon the GOE. Davis agreed that 
measurement of accomplishment of the democracy benchmarks 
should not be subjective 

international standards and commitments to which the GOE had 
already agreed. She noted that the Millennium Challenge 
Corporation serves as a successful model for measuring 
compliance. 


6. (SBU) By the end of the five-hour meeting 

delegation accepted the format of the draft MOU 

harshly rejecting the specific proposed benchmarks for 
reform. Significantly 

democratic reform from the ESF sectors that could be made 
subject to the proposed cash transfer methodology. Aboulnaga 
raised the possibility of linking the democracy benchmarks to 
a &Reform Fund8 that would constitute a separate agreement 
but follow the same format: some up-front disbursement to 
help initiate reforms 

on fulfilling democracy benchmarks. The U.S. delegation 
reaffirmed that the new procedure would provide for some 
funding to get projects started 

agree to establish separate named \"funds.\" Aboulnaga 
promised an Egyptian counter-proposal based on the MOU\'s 
framework by the end of September at the latest and welcomed 
continued discussions in the interim. She promised that the 
Egyptian counter-proposal would include the four areas 
mentioned in the U.S. draft MOU (democracy and 
decentralization 

development 

include a plan of action 

transfers. NEA Senior Advisor Mallory requested that the 
counter-proposal set clear objectives and meaningful 
benchmarks 

over disbursement of assistance 

reform commitments when considering future levels of 
bilateral foreign assistance for Egypt. 


7. (C) Davis 
met separately with Dr. Hala Mustafa (NDP Policies Committee 
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member 

liberal activist). Mustafa related her deep skepticism that 
the proposed changes to U.S. assistance would make any 
tangible difference because \"the regime will check the 
necessary boxes 

occur 

Egypt!\" She repeatedly cited the example of alleged 
increased press freedom in Egypt over the past year - \"the 
government can point to increasing freedom of the press 
the reality is that the state of the press is worse than it 

has been in decades. Regime-supported and sponsored attacks 
against reformers are the norm. Where is the real 
improvement?\" Asked for suggestions on how to ensure that 
the MOU leads to concrete results 

prioritizing the benchmarks as well as insisting on regular 
six-month progress reports. To her 

changing laws governing political parties 

activities and the media. In addition 

need for maintaining public pressure on the GOE to reform 
stating that it was USG public pressure last year that 


created the momentum for reform. 


8. (SBU) Separately 

Solidarity 

and defended \"Law 84 

charities. He argued that many NGOs are fraudulent and prey 
on the poor 

their proper functioning. The marketplace will not 
necessarily put bad NGOs out of business 

civil society that could police NGOs without GOE oversight. 
Elmoselhy agreed to receive USG comments on Law 84 
Davis promised to provide 

NGO legislation to bring it into compliance with 
international standards. 


9. (C) The Washington visitors also met with Dr. Moamed 
Kamal 

Policies Secretariat 

Cairo University. Whie holding that reforms are needed and 
that the NP Secretariat was reviewing democracy legislationin other count 
Kamal evinced clear discomfortwith the 

concept of setting benchmarks in the deocracy and governance 
fields. Observing that 

micromanagement of theEgyptian political process 

that the reorms suggested in the draft MOU would be 
\"extremly sensitive and difficult 

\"resistance 

overall U.S.-Egyptian relationship.\" He urged that any 
benchmarks be \"tied to general oals vice specific laws and 
initiatives ... the ey is to make it as general as possible 
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with th timeframe and deadlines as flexible as possible.\" 
Kamal commented that 

have an agreement on technical assistanc for specific issues 
(such as the new Anti-Terro Law) 

deadlines. \" 


10. () Davis and Mallory noted that the democracy anddecentralization be 
almost exclusively from President Mubarak 

promises and published NDP proposals. Te democracy and 
decentralization goals and timelines suggested in the GOE 
counter-proposal could be more general and flexible 

suggeste 

with key members of Congress. A separate 

MOU on democracy and decentralization wassuggested as a way 
to minimize the possibility o leaks. Davis and Mallory 

repeatedly made it clar that the administration 

to advocate for a robust multi-year ESF commitment to Egypt 
byond FY 2008 would depend upon receiving significat and 
meaningful proposals from the GOE in the aea of democracy 

and decentralization. 

RICCIARDNE 
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Ja\'ja suggested that reconstruction of the South and the 
promise of a solution to the Shebaa Farms issue would help in 
pushing for full disarmament. Concerned that the passage of 
Resolution 1701 might unleash a new wave of assassinations in 
Lebanon 

Ja\'ja\' urged that the special tribunal of international 

character to try suspects in the Hariri assassination be 
established as soon as possible to keep the Syrians 
off-balance. Keen as ever to be rid of Emile Lahoud as 
president 

all-important support until Hizballah is disarmed. Ja\ja\' 

also agrees with having an effective oversight mechanism to 
control arms smuggling at points of entry. End Summary. 


GET HIZBALLAH TO AGREE TO DISARM FULLY 


2. (C) Having made the two-hour descent to Beirut from his 
Mount Lebanon redoubt of Bcharre to meet with March 14 
allies 

in at the Embassy on the evening of August 12. Nursing a 
glass of milk 

UNSCR 1701 should not be implemented piecemeal 

whole. Far from battered and beaten 

mood\" and will not agree to full disarmament now without some 
pressure. Ja\'ja\' warned that no one should count on the 
Shi\'a turning against Hizballah following the conflict 

their allegiance to Hizballah has an \"historical 
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ideological 

Hizballah 

post-ceasefire period to \"rest 
ammunition and rockets.\" 


3. (C) Full Hizballah disarmament throughout Lebanon should 
be on the table for discussion now 

Siniora intends only to concentrate on disarming militias 

south of the Litani. \"Siniora is afraid. He wants to take 

it step-by-step. He thinks that when Hizballah leaves the 
South 

thinks that an armed Hizballah in the Biqa\' Valley and 
northern Lebanon would be just as dangerous as in the South. 
Whistling through his teeth and shaking his head 

warned that such a situation would simply lead to another war 
in \"one or two years\' time.\" 


4. (C) Ja\ja\’ said that Hizballah\'s Cabinet ministers 

Hamadeh and Mohammad Fneish 

to get their \"political decision\" to hand over all of the 

group\'s weapons. acknowledging that the chances of achieving 
this are slim 

including Marwan Hamadeh 

Michel Pharaon 

nevertheless intend to raise the issue of full disarmament 

during the Cabinet discussions surrounding UNSCR 1701. 


5. (C/NF) Ja\ja\' also suggested that the international 
community has a role to play. Referring to OP 10 of UNSCR 
1701 

implementing the Taif Accords and UNSCRs 1559 and 1680 to the 
Security Council within 30 days 

proposals should focus primarily on full militia disarmament 
(Comment. Annan could also raise this in his initial report 

to the Council 

for USG support in \"stiffening Kofi\'s backbone\" on this 
issue. Annan should not leave the disarmament requirement 
\"diluted\" 

plan\" for disarming Hizballah. Annan should also tell 

Siniora that UNSCR 1701 is a \"take it or break it\" 

resolution 

disarmament of Hizballah 

UNIFIL-plus force to the South. 
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6. (C) Ja\ja\’ added that there need to be \"sweeteners\" for 
the Shi\'a. Firstly 
with total Hizballah disarmament. Annan should tell Siniora 
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that Shebaa will not be placed under UN trusteeship until 
such time as Hizballah fully disarms. Secondly 

international community should back the GOL in providing for 
the one million mostly-Shia IDPs and undertaking the full 
reconstruction of the South. 


FIRST HIZBALLAH 


7. (C) Ja\ja\ said that full Hizballah disarmament is also 

the key to getting rid of President Emile Lahoud. Saying 

that Hizballah has \"more or less\" infiltrated the army 

Ja\'ja\' added that the way to gain control of the army is 
through removing Lahoud. However 

beholden to Hizballah 

armed 

to a Lahoud ouster until he feels strong enough to act 
independently of Hizballah and Syria. The Ambassador asked 
why Berri would not simply do the reverse and support 
Lahoud\'s removal as a way to weaken Hizballah and Syria. 
Ja\'ja\' responded that Berri doesn\'t think that far into the 
future. \"He thinks only day-by-day. He doesn\'t consider 
thinking that removing Lahoud would weaken Hizballah and 
strengthen him.\" He urged again that the first order must be 
to disarm and weaken Hizballah 

choose to support Lahoud\'s ouster. Ja\'ja\' noted that Batroun 
Maronite MP Boutros Harb 

the March 14 movement 

replace Lahoud. 


SMUGGLING CONTROL 


8. (C) Ja\ja\’ supports establishing an effective monitoring 
mechanism to check arms smuggling at points of entry into 
Lebanon 

the border with Syria. He lamented that the arms embargo 
does not explicitly come under Chapter VII in the resolution. 
He said he would press PM Siniora to either allow 
international oversight 

or to \"fire the airport and port management and get people we 
have faith in." Ja\ja\’ remarked though that control of the 
Lebanese-Syrian frontier revolved again around Hizballah 
disarmament 

border with Syria once it has control of the army 

could only attain through Lahoud\'s removal. 


THREAT OF ASSASSINATIONS 


9. (C) As in the periods following the 
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Hizballah/Syrian/Iranian setbacks of UNSCR 1559 in September 
2004 and the Cedar Revolution in March/April 2005 

sees the possibility of a \"new wave\" of retaliatory 
assassinations 

14 movement. He urged that notice be served so that Syria 
and Iran do not begin picking off their opponents in Lebanon 
particularly by moving quickly to establish a tribunal to try 
suspects in the assassination of Rafik Hariri. He also 
suggested that the USG and others tell the SARG \"via 
backchannel\" to \"stay away from the Lebanese.\" (Note. In 
this context 

newspaper describing March 14 Ministers Nayla Moawad 
Hamadeh 

Israeli \"Golani Brigade\" being directed by the U.S. 
Ambassador are particularly worrisome. End note) 


COMMENT 


10. (C) Ja\ja\'s central point is clear: Hizballah\'s arms 

are at the root of all that ails Lebanon. While we agree 

that we should engage the United Nations 

SYG Annan 

full disarmament of Hizballah 

necessarily presage a Lebanese consensus to oust Lahoud or 
the extension of effective GOL monitoring over points of 
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entry. With the Cabinet currently at odds over Hizballah\'s 
weapons merely being moved north of the Litani 

challange to convince the other Lebanese to compel Hizballah 
at this time to agree to disarm entirely 

FELTMAN 
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ULFA\'s reaction to this overture 

reciprocate the government\'s more conciliatory approach. The 
official also observed that GOI security forces were less 
focused on ULFA-sponsored violence 

potential for violence from Islamic groups. 


3. (SBU) Post's security contact indicated that ULFA may still 

be a growing threat as it has re-established bases in 

neighboring Bhutan and that country is again becoming a base for 
insurgent groups from India and Nepal. In December 2003 

Indian military 

destroyed several ULFA camps in Bhutan. On August 14 

Asian Age\" newspaper reported that ULFA has re-established three 
camps in Bhutan\'s Samdrup Jhonkar district. The new camps are 
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reportedly commanded by Hira Sarania 

in Chief\" Paresh Barua. Barua 

hiding in Dhaka 

from Nepal are setting up camps in Bhutan. Post\'s security 
contact said that the Bhutanese government will eventually have 
to fight these insurgent groups. Bhutan recently created two 
units specially trained for counter-insurgency operations. 


4. (SBU) Comment: The GOI\'s recent decision to halt ongoing 
military operations against ULFA is surprising as in the past 
suppression efforts have been stepped-up to crush ULFA when it 
has conducted attacks. The GOI apparently hopes that suspension 
of operations may encourage the stalled peace negotiations with 
ULFA\'s representatives 

However 

Bhutan presents the disturbing prospect of expanding violence 
from Assam into its Himalayan neighbor. In 2003 

concerted effort by the Indian military could destroy ULFA\'s 
bases in Bhutan. The additional possible presence of Nepali 
Maoists would also add to the already violent mix of ethnic 
insurgency in the Eastern Himalayan region. 
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Defense Ministry on a possible Belgian role in a new version 
of UNIFIL. He added that the eventual shape of Belgium\'s 
participation could not be predicted. This would 

insisted 

approved by the Security Council 

beefed-up UNIFIL force. Imbrie 
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1701.\" The King reportedly assured Siniora that Jordan 
would continue working with Arab and other governments to 
\"ensure the full implementation of the resolution.\" He also 
committed Jordan to further humanitarian aid to Lebanon. 


2. (SBU) The King\'s August 13 statement is more positive 
than some of Prime Minister Bakhit\'s recent comments. On 
August 12 Bakhit grudgingly acknowledged the resolution as a 
\"first step.\" Several Jordanian dailies reported the same 
day that an unidentified senior GOJ official briefed 

reporters \"off the record\" that the GOJ should consider 
options for expressing its opposition to Israeli actions 

to and including the withdrawal of Jordan\'s Ambassador from 
Tel Aviv. He also said it was no longer desirable to the 

U.S. be \"the sole mediator\" (sic) in the Middle East. A 
columnist in the populist daily Al-Arab Al-Yowm claimed that 
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Bakhit was the official. These statements reflect the 
widening gap between Palace and government 
foreign policy issues. 


3. (C) Comment: Bakhit and FM Khatib have advocated within 
the GOJ for a public posture closer to Jordanian public 

Opinion 

growing louder with each day of conflict between Israel and 
Lebanon. King Abdullah had pulled the GOJ position away from 
the street\'s 

the King\'s own popularity was in free fall as a result. 


Visit Amman\'s Classified Web Site at 
http://Awww.state.sgov.gov/p/nea/amman/ 
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will control the fight in the interval between the cessation of 

aggressive acts and Israeli withdrawal from South Lebanon 

gives the resistance the right to continue fighting occupation 
forces. 


Papers also reported a joint Syrian-Lebanese media dialogue held 
at the Ministry of Information during which Information Minister 
Bilal underscored the correctness of the Lebanese resistance\'s 
course and praised its steadfastness. He pointed out that the 
resistance has foiled all the enemy schemes and humiliated its 
allegedly undefeated military machine. Former Lebanese Minister 
Weam Wahab said that \"the Syrian role 

in maintaining Lebanese unity and building its institutions 

today even more important for preservation of the Arabism of the 
region and for foiling the US-backed Israeli attempts to destroy 
resistance.\" Wahab added: \"The whole region faces a new era after 
the resistance emerged victorious in the battle against Zionist 
aggression and its war machine.\" He referred to the Syrian 
rejection of bargaining against the resistance 

has chosen adherence to its national and pan-Arab stances as well 
as the aspirations of its people 

hegemonic superpowers.\" Charles Ayyob 

Lebanese daily Al-Dyyar 

victory lies in the fact that it came at a critical stage of Arab 

history 

thought they could impose their conditions on Arabs and the whole 
region. Syria will remain the basic guarantor of Lebanese unity 
through its positive role 

and rejects participation in any suspicious project that could 

target national unity in Lebanon.\" He called on the Arab media 

to exert greater efforts to convey the real voice that echoes 
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victory and confronts Zionist propaganda. 


Papers also reported that Information Minister Bilal received 
Volkhard Windfuhr 

Magazine DER SPIEGEL and chairman of the Cairo-based Foreign 
Correspondents Association. Talk focused on the Israeli war 
against Lebanon. During the meeting 

importance of the international media 

particular 

committed by Israel against civilians and the infrastructure of 
Lebanon and Palestine. For his part 

continuous Israeli aggression against the Palestinian people 
pointing out that Israel is carrying on a losing battle in 

Lebanon and Palestine. \"The results of war will negatively impact 
Israel 

first experience in Lebanon 

colonial countries that were forced out of the Arab lands by Arab 
resistance 


End of summary. 
2. Selected Headlines: 


\"President Asad receives a phone call from UN SecGen Annan on the 
situation in Lebanon following the UNSC resolution\" (Government- 
owned Tishreen 


\"A Syrian official source expresses sorrow over the UNSC 
disregard for Lebanon\'s demands and its failure to hold Israel 
responsible for the aggression; Syria supports the national 
Lebanese consensus and Lebanese reservations about UNSC 
Resolution No. 1701\" (Government-owned Tishree 


\"Israeli madness on the eve of carrying out the UNSC resolution: 
Tons of bombs fall on Beirut suburb 

Tel Aviv admits: No army in the world is able to disarm 
Hizbollah\" (Government-owned Tishreen 

\"Austrian figures call for prosecuting Israel for war crimes in 
Lebanon\" (Government-owned Tishreen 


\"\'The New Yorker\': Bush and Cheney are involved in the war 
against Lebanon\" (Government-owned Al-Ba\'th 


\"A joint Syrian-Lebanese media dialogue held at the Information 
Ministry to discuss dimensions of the resistance victory\" 
(Government-owned Tishreen 


\"Information Minister Bilal receives Volkhard Windfuhr 
the Cairo Office of German Magazine DER SPIEGEL and chairman of 
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the Cairo-based Foreign Correspondents Association. Bilal: The 
media has an important role in uncovering Israeli crimes\" 
(Government-owned Tishreen 


\"Over 100 Iraqis killed or injured in explosions in Baghdad and 
over 195 Iraqis killed or injured in terrorist explosion south of 
Baghdad\" (Government-owned Al-Thawra 

3. Editorial Block Quotes: 


Abd-al-Fattah al-Awad 

Thawrah 

and in world capitals to steal the victory of the resistance.... 

No one can steal the fruits of this victory.... This victory 

buried the new Middle East plan 

announced by Condoleezza Rice at the beginning of the aggression 
on Lebanon... 


\"The resistance victory also irrevocably abolished the notion of 
\'the invincible army\' and constituted an American defeat to be 
added to the resounding US defeat in Iraq. 


\"There must be an international investigation into Israel\'s 
crimes in Lebanon.... The international community must force 
Israel to implement all UN resolutions.... The Syrian vision 
which supported the line of resistance in Palestine and Lebanon 
produced effective fruits... It proved to be a sound 

vision....\" 


Ali Nasrallah 

maintained (8/14): \"Israel and the United States miscalculated 

and thus failed to achieve their objectives in Lebanon.... Arabs 
need to learn the lesson 

correct their mistakes. Now that Lebanon has foiled the Israeli- 
American plan 

sources of their power 

which can do a great deal to protect their rights and interests. 

What foiled the plan and dream of Rice and Olmert was Lebanon in 
its valiant resistance 
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solidarity of the Arab and Islamic peoples with it.\" 


\"A new resisting Middle East rejecting hegemony 
occupation is being born now....\" 


Abd-al-Hamid Sallum 
Ba\'th 
for calling Muslims fascists... 


\"After all this treacherous aggression and the positions that the 
United States has been adopting to prolong the aggression and the 
killings 

after the statements we heard from this rancorous American 
president 

to realize that the aggression on Lebanon 

shows hidden hatred targeting the entire [Arab] nation in all its 
groups and colors without exception...?\" 


Muhammad Hasan Salha 

Thawra 

in Iraq 

development of the national resistance 

more US forces to Iraq to face what he called terrorism and its 
growing strength 

to attract Iraqi public opinion and mobilize it to join the 

resistance against the occupation represented by the United 
States and against the occupation\'s command represented by the 
US forces... 


\"Why did President Bush declare at this time in particular that 
Iraq needs more US forces to confront the alleged terrorism 
inside Iraq? And why has he declared that additional forces 
will be sent to Iraq 

such forces...? 


\"ls it true that the additional Marines will serve the US 
democracy in Iraq? There is no doubt that US occupation forces 
are taking painful blows in Iraq 

technology are totally unable to undermine the will and actions 
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of the resistance in Iraq. Increasing [the size of US forces] 
and conducting visits will not subjugate the will of the 
resistance 

body that can be torn apart by a missile fired from an aircraft 
nor is it a wall that can be destroyed by a tank shell. Itis a 
spirit that moves to create life. It is against death 

it is something that comes out of death and means life. 


\"If the will and actions of the resistance in Iraq defy US and 

all other weapons 

forces and US weapons to Iraq? Simply 

support Israel's aggression against Lebanon and to expand the 
aggression toward Syria 

threat to Syria to stop supporting the legitimate Arab 

resistance against the US-lsraeli plan in the region... 


\"By dispatching more US soldiers to the region 

States will have announced in a more provocative manner its bias 
toward Israel in its aggression against Lebanon to ensure the 
implementation of Resolution 1559 at a later stage.... 


\"Hence 

about three military divisions 

rather to threaten Lebanon and Syria and to threaten Iran 
stands firmly in favor of just Arab and Muslim causes.... 


\"The US is employing all its capabilities to achieve its goals 
and attain its objectives by using all available means and by 
using the United Nations and the Security Council as tools of 
diplomatic pressure that pave the way for launching aggressive 
military operations in the region. 


\"Within a few days only 

aggressive operation 

size of the forces that are being mobilized for this purpose 
addition to the US forces that will be dispatched to Iraq. 
Moreover 

the size of the US objective 

the Islamic resistance and establishing the new Middle East that 
the United States wants to establish and that is going through a 
difficult birth. We say to the United States and Israel that 
because this birth is against the laws of nature it will be a 
stillbirth .\" 


Corbin 
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become more dangerous in the future. Finally 
expressed his preference for a political solution over a 
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military solution to the conflict 

establish the conditions set forth in UNSCR 1559. End 
Summary. 


2. (C) On August 10 

Prime Minister Ehud Olmert in his Tel Aviv office. The 

combined CODELs opened the meeting by formally presenting the 
Prime Minister with a copy of a House Resolution supporting 
Israel\'s right to defend itself against aggression from 

Hizballah in Lebanon 

support of Hizballah. The Prime Minister gratefully accepted 

the resolution and emphasized the importance of American 

moral support for Israel during such a difficult time. 


3. (C) Olmert next told the CODEL that the current 
hostilities in Lebanon were part of a greater war against 
Iran and Syria 

guerillas. He suggested that the Iranians had been surprised 
by Israel\'s strong reaction to Hizballah\'s July 12 
cross-border attack. Calling Hizballah a \"strategic arm\" of 
the Iranian government 

preferred to save Hizballah\'s strength for a time when Iran 
itself is directly threatened 

He explained the Israeli decision to go to war over the July 
12 attack as a decision to deal with the Hizballah problem 
now 

it to become more dangerous in the future. 


4. (C) The Prime Minister claimed that the IDF had proof that 
high-ranking Iranian Revolutionary Guard Corps (IRGC) 
officers were planning Hizballah operations and commanding 
Hizballah units in the field. He said that the IDF had found 
Iranian government identification cards on the bodies of some 
Hizballah casualties in Lebanon. Olmert also asserted that 
IRGC operatives 

Iranian C802 anti-ship missile that had damaged the Israeli 
warship off the coast of Beirut. He remarked that no 

guerilla army in history had been armed with as sophisticated 
weapons as those that Hizballah is employing in Lebanon 
including cutting-edge 

missiles (ATGM) that have been responsible for the majority 
of Israeli combat casualties. 
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5. (C) Recalling his own memories of the Cuban Missile 
Crisis 

Iran had already been able to alter the lives of one million 
Israelis by making them refugees within their own country. 
He said that over 3 

Israel over the past month 

damage to Israeli infrastructure. He further suggested that 
the start of the Israeli school year 

1 

Israel. Olmert highlighted the recent public comments of 
Iranian President Ahmadinejad in Malaysia 

that wiping the Jewish state off the map was the solution to 
conflict in the Middle East. He underscored the difference 
between Israel and Hizballah by saying that while Israel 
considers civilian casualties a failure 

dead civilians a measure of success. Rep. Shaw asked the 
Prime Minister how much longer Israel and the U.S. should 
continue to fight lran\'s surrogates before taking direct 
action against Iran itself. The Prime Minister responded by 
saying that 

President Cheney about that very issue.\" 


6. (C) Olmert told the CODEL that he would prefer a political 
solution over a military solution to establish the conditions 
set forth in UNSCR 1559 

become a reality one way or another. Olmert indicated his 
support for the deployment of the Lebanese Army to the 
Israeli bordner 

require assistance from an international force comprised of 
combat units from \"capable countries\" that could actually 
enforce UNSCR 1559. Olmert confided that he had been 
restraining IDF generals from pursuing more aggressive 
operations thus far 

longer he would soon be forced to approve the beginning of a 
\"major operation\" to \"complete the job\" in Lebanon. 


7. (C) Rep. Royce and Rep. Johnson warned the Prime Minister 
that the GOI was currently losing the propaganda war with 
Hizballah in the media 
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diplomacy a higher priority of his administration. Olmert 
agreed that Israel had not done an effective job stating its 
case in the court of international public opinion. He 
suggested that the media had not covered the suffering of the 
Israeli population because the GOI took care of its displaced 
citizens rather than begging for international help. 


8. (U) Participants: 

ISRAEL 

Prime Minister Ehud Olmert 

Senior Foreign Policy Advisor Shalom Tourgeman 

Assistant Foreign Policy Advisor Ari Varon 

MFA Deputy Director General Ambassador Yoram Ben Zeev 
MFA Counselor Eyal Sela 


U.S.A. 

Rep. Jeff Miller (R-FL) 

Rep. Nancy Johnson (R-CT) 
Rep. Clay Shaw (R-FL) 

Rep. Don Sherwood (R-PA) 
Rep. Edward Royce (R-CA) 

Mrs. Marie Royce 

The Ambassador 

Professional Staffer Doug Roach 
Econoff (Notetaker) 


9. (U) The CODELs did not have an opportunity to clear this 
cable before departing post. 
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CRETZ 


2. (C) Darfur politics remains highly fluid 

factions divide and maneuver for advantage 

Development Organization (SUDO) Chairman Dr. Mudawi Adam 
Ibrahim told Poloffs and USAID/OTI representatives on August 
10. The Darfur Peace Agreement was designed to bring all 
parties in the conflict together 

the predominant issue in Darfur politics. Within the SLM/A 
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Minni Minawi\'s decision to sign the agreement only confirmed 
Abdulwahid Nur\'s decision not to support it 

suggested 

the international community for \"forcing\" an agreement on 
Darfur. But Abdulwahid had also refused to join the anti-DPA 
National Redemption Front (NRF) 

his Eritrean hosts. Abdulwahid was now completely isolated 
Mudawi believed. Just as some within Abdulwahid\'s wing of 
SLM/A now sought to replace Abdulwahid with Abdel Anmed 
Shafi 

now sought to replace Abdulwahid with a new leader 
(Abdulliatif Ibrahim) who would join the NRF. Abulwahid Nur 
no longer had any support in Darfur 

said. 


3. (C) The DPA has not only realigned Darfur politics 
political shifts for and against the DPA have revealed the 
agreement\'s weaknesses 

made not by the whole people of Darfur 

of people in Abuja; the real concerns of the people were 
largely ignored 

ostensibly support the agreement were not served by it 
supported it only because their leaders told them to do so. 
A lasting peace had to come from the bottom up 

top down 

Dialogue and Consultation (DDDC) was so important. 


AMIS Needs Stronger Leadership 


4. (C) Mudawi did not/not think that the Government of Sudan 
would reverse its decision to allow a United Nations 
peacekeeping force in Darfur. Instead 

Mission in Sudan must be strengthened 

politically. AMIS did not need more money; it needed 
leadership. The current AU mission was not coherent 
though the AU was supposed to lead the peace process 
proactively 

maneuvering on the ground. It had to engage with local 
communities. The international community could help 
making it clear to Sudan that the success of the AU mission 
rested entirely on the Government\'s shoulders. Moreover 
international community could appoint a special envoy to 
galvanize AMIS into action. But when Poloffs asked Mudawi 
whom he would recommend as a special envoy 

chairman of the AU preparatory committee for the DDDC 
drew a blank. \"Perhaps Colin Powell?\" he suggested 
half-jokingly. 


Jump Start the DDDC--Now 
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5. (C) The way forward was not to focus on signing the DPA or 
convening the Ceasefire Commission 

Mudawi argued. \"This has to be a process 

said plainly. The DDDC could help create political consensus 
on the ground among all the peoples and factions of the 
region 

not just those that supported the DPA. But the international 
community had to help 

peace process. Condemning groups for not signing the DPA had 
failed to gain their support 

politics 

Assistant to the President had further complicated things. 
\"Everyone in Darfur is sick of fighting -- even the 


KHARTOUM 00001928 002 OF 002 


Janjaweed 

If the Government decides to send the Arabs against the NRF 
Mudawi predicted 

against the Government and Minawi. The NRF had already fired 
on one SAF Antonov AN-24 -- something the SLA had never done 
in two years of fighting. Darfur politics was already 

divided between those for and against the DPA 

forces went to war 

than 2003. \"We have to act now to stop this 

weeks 


6. (C) Comment: Mudawi remains one of the most articulate 
and most thoughtful 

is also one of the most listened to: though he has turned 
down an invitation to speak at \"Darfur Day\" in New York in 
September 

Harvard in November. Much of what he says makes good sense. 
No one disputes his analysis of his AMIS\' political 

leadership -- or lack therof -- though his critique of the 

DPA sounds a bit like Monday morning quarterbacking. He is 
also surely right that the DDDC must be started as soon as 
possible 

certainly hope so. 
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caused. In his opinion 

disproportionate for two soldiers taken by Hezbollah 
particularly considering the number of civilian casualties. 
\"Lebanon has no anti-aircraft forces 

an Israeli \"mass attack.\" He criticized the high numbers of 
women and children victims reported 

40 Hezbollah fighters killed. 
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2. (C) He also accused Israel of conducting a \"Blitzkrieg\" 
using Palestinian territory as a \"firing range.\" He considered 
it a \"crime\" that large-scale military operations in Gaza began 
as the result of one solider being taken. Nazarov observed that 
thousands of Arabs were in Israeli prisons 

arrested parliamentarians and deputy ministers in response. 


3. (C) \"We have very good relations with Israel 

\"But | am personally very disappointed with their actions. They 
are now isolated from the rest of the world.\" He noted that 
Germany rarely comments on Israel 

now 

in Lebanon. \"Israel doesn\'t need to behave like this 

\"How did the Prime Minister come to this position? Previous 
Prime Ministers behaved differently.\" He cautioned that Israel 
\"seriously miscalculated\" its actions and as a consequence 
neighbors would soon start arming themselves. \"We used to 
admire the Israeli intelligence service 

precision 

can use brute force.\" He predicted that many Israeli citizens 
displeased by their government\'s actions 

possibilities to emigrate 

the former Soviet Union. 


4. (C) COMMENT: Nazarov rarely comments negatively about 
international events 

represent an unusual side to the foreign minister. Tajikistan 

has traditionally taken a neutral approach to events in the 

Middle East and has maintained cordial relations with Israel. 

The disappointment Nazarov expressed suggests that Israel\'s 
motivations are poorly understood in Dushanbe. END COMMENT. 
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thing.\" He observed that it was a difficult lesson 

(disastrous for many 

necessary lesson. He condemned the investors who expected 
unrealistic returns on their investments. It was necessary 

in al-Turki\'s opinion 

investment market. On the other hand 

Saudis were moving from a society dependent solely on 
salaries to one in which a significant segment of the 

population gained part of their income from investments. 


JEDDAH REDEVELOPMENT - NEW AIRPORT DEVELOPMENT 


5. (C) The Chairman offered his view of the municipal plan 
for redeveloping Jeddah (reftel E.). He highlighted plans to 
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build a completely new international airport to the east of 

the existing King Abdul Aziz International Airport north of 
Jeddah. The current facility is only now undergoing a major 
renovation and expansion which will be completed in about two 
years. Nevertheless 

completely new facility is required to meet the growing 
demands for air services in rapidly developing western Saudi 
Arabia. According to al-Turki 

been completed and contractors identified. He anticipated 
that construction would begin in approximately 3 years. 


PLAN INCLUDES TRAFFIC ALTERATIONS AND RAIL LINKS TO CONN 
JEDDAH TO THE EAST 


6. (C) This project would be accompanied by a dramatic 
realignment of transportation arteries in Jeddah 

in the Jeddah municipal redevelopment plan 

Prince Majid Street would become the major thoroughfare for 
the new Jeddah. Al-Turki said the plan calls for at least 16 
overpasses to be constructed in an effort to alleviate 
Jeddah\'s increasingly grid-locked traffic. Transportation 
hubs would be developed connecting to the proposed 
Mecca-Medina rail-link which would connect Jeddah with the 
Islamic Holy Cities and the industrial centers to the north 
and eventually to the planned Landbridge rail network that 
will ultimately connect the west coast commercial centers to 
the Gulf industrial centers. 


KING ABDULLAH ECONOMIC CITY 


7. (C) Al-Turki also commented optimistically on the 
proposed King Abdullah Economic City (KAEC) project now in 
its initial stages of development in Rabigh 

miles north of Jeddah. From comments made by Al-Turki and 
others it seems clear that they view KAEC as a synergistic 
element in the development of the west coast rather than 
competition to Jeddah. 


ARAMCO PLANS 2 MILLION BBD INCREASE 


8. (C) Speaking from his knowledge of the oil and gas 

industry in the Eastern Province 

ARAMCO is investing in a second large gas pipeline and a 

large petrochemical plant on the east coast 

is hoped 

gas and petrochemicals market. He anticipated ARAMCO making 
a formal presentation on the project in September. He 

explained that ARAMCO was optimistic that it could expand its 
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capacity by approximately 2 million barrels per day (bbd) and 
hoped to increase its capacity by a further 2 million bbd 

once the current expansion plan is completed. He did not see 
this as a disadvantage to Jeddah because the oil money is now 
supporting west coast development. 


WEST COAST TO BE POWERED BY HEAVY OIL; DEVELOPMENT PLA 
OUTSTRIP CAPACITY FOR IMPLEMENTATION 


9. (C) Al-Turki revealed that since the west coast lacked 
easy access to the vast natural gas reserves available along 
the Gulf 

projects should use heavy oil for power generation. In 
concluding his comments on development prospects he observed 
that projects are limited simply by the lack of capacity to 
carry them out. He admitted that his own organization 
NESMA 

offered to it 

all of its modernization and expansion projects for the same 
reason. 


U.S. IN WESTERN ARABIA 


10. (C) Al-Turki and his colleagues pointed out that there 

were many American companies and products in Jeddah. They 
took turns listing the many American stores and restaurants 

to be seen in Jeddah. However 

chain restaurants 

cities 

and are patronized predominantly by the upper classes. 


U.S. PRESENCE LANGUISHING; WOULD LIKE TO PROMOTE FRANCI 
11. (C) The Board members present expressed disappointment 
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that there has not been a major increase in the American 
presence in the past 5-6 years. One of the Board members 
described a franchising exhibition that created great 
interest in 2000. At the time 

many as 150 franchises. However 

the program collapsed rapidly 

happened since then. Al-Turki and the Board expressed an 
urgent desire to see this program renewed. At the present 
time 

desirable method of economic and employment expansion. Many 
of the franchises 

investment and offering training and employment at a 
relatively basic skill level 
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practical in view of the Kingdom\'s resources and work force. 
Al-Turki promised that the JCCI will support franchisees. It 
is planning a department solely to promote and assist 
franchises. It will provide financing and guarantees. Both 
the JCCI and the government have established funds to help 
finance franchises. 


FCS ANXIOUS TO PARTICIPATE 


12. (C) The Commercial Attach immediately volunteered that 
American franchises were aggressively searching for new 
markets and would be very interested in cooperating with the 
JCCI to create opportunities for small and medium sized 
businesses. The Ambassador seconded this objective and 
promised his support. 


JCC] REACHING OUT TO WOMEN 


13. (C) In other matters concerning the JCCI 

that currently 

composed of women 

for women to begin businesses in Saudi Arabia. Nevertheless 
he considered this a promising omen for the future. He also 
reminded the Ambassador that four women had been elected to 
the Board of Directors in the JCCI elections late last year. 

The increasingly prominent role of women was brought home by 
the fact that one of those women directors 

Taher 

meeting and took an active part in the discussions. He also 
revealed that the JCCI is beginning to hire women for its 
professional staff. 


JCC] COLLABORATING WITH BUSINESS ORGANIZATIONS 


14. (C) Al-Turki promised that the JCCI would honor the 
agreement entered into by a predecessor with the American 
Businessmen of Jeddah (ABJ). This agreement allows the ABJ 
to operate as an entity affiliated with the JCCI 

recently promulgated Saudi anti-terrorism banking laws 

prevent NGO\'s from registering and operating bank accounts 
independently. In fact 

similar agreements with virtually all of the international 
business organizations in Jeddah. 


DEVELOPMENTS IN LEBANON AND IRAQ WORRY SAUDI BUSINESSI 


15. (C) The Board members expressed their dismay over the 
Lebanese situation and pleaded for an early resolution. In 
regards to affairs in Iraq 

evidence of coordination between sectarian leaders in Iraq 
and outside elements 
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matter of growing concern for Saudi businessmen. 


STUDENTS AND TRAVEL 


16. (C) The conversation concluded with a discussion of 
student and business travel. Al-Turki and the Board strongly 
endorsed the government\'s scholarship program and asked the 
Ambassador to make every effort to facilitate the travel of 
students. Al-Turki 

said that nothing can equal the actual experience of living 

on a campus and interacting with the surrounding community. 
The Board members were surprised and pleased when the 
Ambassador informed them that the Mission had processed 
13 

initiatives that were being implemented 

the Saudi government 

scholarship students would be processed faster and with less 
difficulty than had the first group. He also described 
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efforts to increase visa processing in Riyadh. The Board 
were pleased with these efforts and observed that although 
passing through U.S. airports constituted a trial 

cleared the airport 

welcoming and friendly as in earlier times. 

Gfoeller 
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trade and commerce. The Port of Rotterdam is the world\'s 
third largest in terms of cargo throughput. Amsterdam\'s 
Schiphol airport is Europe\'s fifth largest in terms of 
passenger traffic and third largest air cargo hub. The Dutch 
have actively implemented several transportation and border 
security initiatives in recent years. The Port of Rotterdam 
was the first foreign port to implement the Department of 
Homeland Security\'s Container Security Initiative (CSI). 
During your visit 

Rotterdam 

facility and the Harbor Coordination Center 

airport 

You will also meet with the Ministry of Transportation 
Director General for Transport and Civil Aviation for an 
overview of Dutch freight and port security programs. 


Port of Rotterdam 


2. The Port of Rotterdam is the third largest in the world. 
Over 370 million tons of cargo passed through Rotterdam in 
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2005. Roughly 6 percent of the cargo traffic transiting 
Rotterdam goes to the U.S. The port stretches for nearly 30 
miles and the port and industrial area covers 26 

If the port of Baltimore were the same size 

stretch from the center of Baltimore to Annapolis. 


3. Rotterdam is Europe\'s largest container processing port 
(9.3 million twenty-foot equivalent containers passed 
through Rotterdam in 2005) 

are in bulk form. Rotterdam is Europe\'s most important port 
for oil and chemicals 

Crude oil 

account for almost half of the total cargo throughput in 
Rotterdam; five refineries are situated within the port and 
industrial complex. Liquid oil and petroleum products are 
transported throughout Europe through a comprehensive 
network of pipelines. 


Port Security Initiatives 


4. Rotterdam has been a leader in adopting new port security 
programs 

attracting shipping business. In September 2002 

became the first foreign port to sign on to the U.S. Customs 
Container Security Initiative (CSI) 

security of containerized cargo destined for the United 
States. Under CSI 

(CBP) officers work with their Dutch counterparts to screen 
cargo manifests to identify containers that potentially pose 
a terrorist risk to the United States. Selected U.S.-bound 
containers are scanned at the container security screening 
facility located on the Maasvlakte 

Rotterdam harbor. You will visit the Maasvlakte facility 
where you can observe the operation of this screening. 


5. The Port of Rotterdam is currently working toward 
qualifying as the first major CBP-recognized \"Trade 
Facilitation\" port 

additional security inspections of containers upon arrival 

at the U.S. port of entry. The Dutch have also installed 
radiological portal monitors at Rotterdam 

with the Department of Energy\'s Megaport/Second Line of 
Defense initiative 

nuclear and other radioactive materials. The USG funded the 
installation of one set of radiological scanners; the Dutch 
have since added three more on their own. Radiological 
scanners will be visible from the Maasvlakte during your 
visit there. 


6. Schiphol Airport 
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and fifth largest in terms of passenger traffic 

been a leader in implementing heightened security measures. 
Under the Immigration Advisory Program (IAP) 

immigration officers are assigned to Schiphol Airport to 

assist airlines with US-bound passenger screening to prevent 
boarding of individuals who may be inadmissible to the U.S. 
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Since the program began in June 2004 

770 \"No Board\" recommendations to airlines; such 
recommendations are based on inadequate or fraudulent 
documentation 

The U.S. and Dutch governments are negotiating a pilot 
International Registered Travelers program to facilitate 
travel by low-risk passengers between Schiphol Airport and 
JFK. 


Political/Economic Overview 


7. The Netherlands is a constitutional monarchy with a 
parliamentary form of government. Prime Minister Jan Peter 
Balkenende\'s center-right coalition government collapsed on 
June 30 

office 

the three coalition partners 

Balkenende continues to govern with a minority government 
comprised of his Christian Democratic (CDA) and the 
Conservative Liberal (VVD) parties. Parliamentary elections 
are scheduled for November 22. The interim cabinet will 
focus on completing Balkenende\'s top priority: presenting a 
budget and tax plan that includes private and corporate tax 
cuts. The Balkenende government will also continue to 
oversee the deployment of Dutch troops to Uruzgan province 
in Afghanistan 

consider Dutch participation in the Joint Strike Fighter 

(JSF) program before the elections. 


Economy Strong Going Into Elections 


9. In the remaining months before the general elections 
Balkenende hopes to build on the government\'s earlier 
structural reforms 

participation 

improve the business climate 
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flexibility. These reforms 

between 2001 and 2005 

popular support. However 

that the Dutch economy is running ahead of eurozone averages 
for the first time in seven years. GDP is expected to grow 
by 2.5 to 3 percent in 2006; unemployment has fallen to 5.5 
percent. A recent IMF report praised the Netherlands for 
implementing sound policies that have reduced the budget 
deficit and strengthened th economy but also stressed the 
need for furtherstructural reforms. 


10. The minority CDA-VVD goernment is hailing the recent 
economic upswing asa sign that their four-year strategy to 
reinvigorate the Dutch economy 

structural reforms to be followed by more popular policies 
such as tax cuts in the upcoming budget cycle 

successful. Polls suggest that voters support this 
interpretation. Until recently 

principal opposition party 

governing coalition parties. Due partly to the improved 
economic news and partly to PvdA leader Wouter Bos\'s 
controversial and complicated socioeconomic proposals 
now indicate that the November elections will be a neck and 
neck race between the PvdA and Balkenende\'s Christian 
Democratic party. 


Arnall 


74757 

Takfiris\" as the source of lraq\'s violence 

the militia phenomenon is only a natural reaction to the 
terrorism. The Shia Coalition has raised questions about the 
U.S. approach 

misplaced 

victory will be stolen from them. Sunni leaders focus on 
problems with the Ministry of Interior forces and Shia 
extremists. 


2. (C) President Talabani shares U.S. concerns about 
deteriorating security 

engaged in outreach across lraq\'s partisan and sectarian 
frontlines to promote practical measures to stem the 
violence. He is trying to encourage moderate Sunni clerics 
to play a larger role 

coalition among Kurds 

promote reconciliation. Talabani also has reported his 
efforts to support Prime Minister Maliki\'s reconciliation 
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proposals and his willingness to make the opening remarks at 
the High Commission for National Dialogue and Reconciliation 
(HCNDR) which was held on July 22. (Since then the HCNDR has 
met several more times 

undertaking arrangements for larger events 

upcoming large meeting for tribal leaders.) He is also 
searching for ways to bring Moqtada 

into direct dialogue with the US. At his suggestion 

Prime Minister Barham Salih hosted a small dinner on July 18 
with the Ambassador with President Talabani 

Vice President Tariq Al Hashemi 

President Adel Abdel Mahdi. 


3. (C) At dinner on the 18th 

he had had a good meeting recently with SCIRI leader Abdul 
Aziz Al-Hakim to search for ways to cooperate on controlling 
the violence. Although clearly both leaders are looking for 
ways out of the current cycle of violence 

agreed on what to do 

different direction. Al Hashemi made clear that the Ministry 
of Interior forces constitute the crux of the problem in 
Baghdad. He cited several cases in which even his concerted 
efforts failed to provoke MOI into responding to serious 
ongoing violent incidents. In exasperated tones 

was easier to get President Bush on the phone than the Iraqi 
Interior Minister. During the Mahmoudiya massacre 
unsuccessfully for four hours to speak to MOI Bolani 

was always \"in meetings.\" 


4. (C) Adel Abdel Mahdi did not dispute Al Hashemi\'s version 
and stressed more practical measures. He said he believed 
the political leadership of all parties needed to do more to 
provide political cover for taking strong measures against 
militias and terrorists. He also argued for organizing 
neighborhood watch committees. 


5. (C) On July 21 

political figures from the Shia Coalition: Sheikh Jamal al 
Din Al Sagheer (SCIRI) 

Amri (Badr). He expressed his concern about deteriorating 
security in Baghdad and saw a need to get Iraq\'s political 
leadership working together. Shaykh Jamal said he thought 
there were a lot of areas where they should talk to the US to 
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seek agreement 

He thought that more meetings would be needed. He said that 
he believed when the US and the Shia worked together 

were very strong 

street was developing that the US was changing its views of 
the Shia. He said he did not agree or disagree with this 
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view 
thousands died in their \"jinad\" for democracy and they fear 
its loss. 


6. (C) Haider Abbadi defined the \"real problem\" as Baathist 
and Takfiri-inspired terrorism 

adopted by some of the Sunni who believe \"their\" government 
was stolen from them. Sadly 

Sunni \"at war\" with each other. The Shia cannot be protected 
from the VBIEDs 

reassure the Shia publicly. The Shia feel let down and 

without protection 

disarming Shia civilians--it creates misunderstanding. Shia 
and Sunni forces need to be balanced. (NOTE: Baghdad is 70% 
Shia. END NOTE.) Tawafug (Sunni bloc) proposed that the 
Sunni control Karkh 

east sides of the Tigris) 

must remain united. He said that the Shia Alliance wants to 
disarm the militias 

violence declines. He felt that MNF-I was not taking 
responsibility for the situation. Acknowledging that the CF 
could not take sides between the groups 

could be done to control the entry and exit points to the 

city. 


7. (C) Hadi Al Amri recalled the feeling of tension among the 
Shia after the Karbala explosion 

marja\iya\'s advice to be patient and many feared 
uncontrollable violence from the Shia. Now 

situation was worse--he believed that many extreme acts of 
violence were occurring because the CF were passing control 
to the ISF. Were the Iraqi forces ready or not? He cited 
many areas of Baghdad that were virtual seas of terrorists 
but the MNF-I was conducting raids to disarm civilians. He 
agreed that civilians should not be armed but that they 
needed them for protection until the ISF are ready. Iraqi 
Shia were \"in the same trench with you\" against the 
terrorists. He too claimed that terrorism in Iraq was caused 
by ex-forces of Saddam Hussein and the Takfiris 

three months ago the problem suddenly became the militias. 
The terrorists were also killing Kurds and Christians 
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the Shia were bearing the brunt of the violence. He realized 
that the Shia reactions were creating sectarian battlelines 
which must be stopped. 


8. (C) Al Amri proposed some practical steps. (1) Reinforce 
the government and rebuild the armed forces. (2) Do not stop 
the campaign against terrorists--there must be political 
reconciliation 

recent meetings between the Shia and Sunni Coalitions. (3) 
He recommended \"popular committees\" to be formed in every 
community: Shia in predominantly Shia communities; Sunnis in 
Sunni communities 

are evenly divided. These committees could work with ISF and 
MNF-I to assure that they remained under the control of the 
government. (4) Rebuild in safe areas of Iraq 

Kurdistan. Many communities were secure 

Muthanna 

form of investment. 


9. (C) Sheikh Jamal al Din offered the closing observation 
warning that the problem could grow. He was seeing the 
growth in anti-American feeling among the Shia 

have negative affects on international and regional issues. 
He cited Lebanon as a problem 

local reactions to U.S. forces. Dr. Haider stressed the 
importance of addressing the economic problems of Iraqis 
particularly in the safe areas. He said unemployment in Sadr 
City contributed to terrorist actions. 

KHALILZAD 
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as part of an Iranian effort to gain more regional power. An 

Emirati columnist in \"Al-Bayan\" criticized the intentions behind 
President Bush\'s statement linking Islamism to Fascism. Finally 
editorial in \"Al-Khaleej\" applauded the Lebanese for thwarting U.S. 
efforts to reshape the region 

Administration for supporting Israeli aggression. End Summary. 


2. On 08/14 Saudi columnist Abdullah Ibn Bijad Al-Otaibi 
following in his weekly editorial in the Abu Dhabi-based 
semi-official Arabic-language daily \"Al-Ittinad\" (circulation 
65 


\"... Hezbollah is part of a regional political agenda that is 
opposed to the current balance of power in the region 

national interest. It is a group that is openly biased towards Iran 
in wanting to change the distribution of regional power 

Arab countries\' influence in the process...\" 


3. On 08/14 Ali Obaid 
a past recipient of an International Visitor Grant to the United 
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States 
Dubai-based Arabic-language daily \"Al-Bayan\" (circulation 85 


\"As World War | failed to settle major international disputes and 
gave rise to Fascism 

being a just and honest broker for peace contributed to the failure 
of peace efforts and the rebirth of \'Fascism\' 

Muslim nations. All that has happened in Palestine since Oslo you 
have guided. All that has happened in Iraq since you occupied it 
are the consequences of your actions. All that has happened in 
Lebanon occurred with your blessing and support. Are you still 
amazed at these new \'fascists\' of the 21st century?... Indeed 
President 

those whose lands are being taken or rights violated. Fascists are 
those that invade countries 

force 

religions and creeds. Fascists are those who kill children 

and the elderly in cold blood 

demolishing their houses and destroying their places of worship. 
Fascists are those that supply smart bombs for foolish wars. 
Fascists are those that prevent the international resolutions that 
would condemn such actions...\" 


4. On 08/14 the Sharjah-based Arabic-language daily \"Al-Khaleej\" 
(circulation 90 


\"When the latest tripartite aggression against Lebanon finally 
stops 

account for its strategic losses on military 

and social levels... And as usual 

will stop at nothing to put the heat back on Lebanon through 
political and diplomatic blackmail... American intentions against 
Lebanon have been revealed in the disclosure of Washington\'s 
position 

There is a drastic need after this most recent aggression to 
obstruct the enemy and its allies\' efforts by removing any traps 
they will leave inside Lebanon 

achieving their vicious plan against Lebanon and the Arab world 
not listening as they return to their old political lies of caring 

for Lebanon 

stay on the Zionist entity to reveal Rice\'s labor pains for the lie 
they are 

resistance\'s unity and will.\" 


QUINN 
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does not match our aspirations.\" He continued 

area to be packed with reformists.\" Commenting on the low 
level of attendance 

turnout 
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turnout. Al-Faqih also announced that a new proposal for 
increased activities will be released in the coming two to 

three weeks. According to Riyadh sources who attended the 
Friday sermon at the specified Sulayman al-Rajihi mosque 
there were no indications of any political gatherings by 
members of MIRA. The Friday sermon proceeded on time and 
with normal attendance 

demonstrations 


3. (C) Al-Faqih\'s return to the airwaves and internet 
indicates increased activism and a renewed availability of 
resources to MIRA. On December 23 

designated by the U.S. and U.K. governments as a financial 
supporter of al-Qaeda. (Note: On December 24 

United Nations Order 2001 

assets based on \"reasonable grounds for suspecting that the 
organization is acting on behalf of Saad al-Faqih 

listed by the U.N. as an associate of al-Qaeda on December 
23 

Committee designated MIRA for providing support to al-Qaeda 
based upon the earlier designation of Saad al-Faqih. End 
Note.) Immediately following the July 7 

attacks in London 

website 

(Ref B). For the next year 

However 

through the leadership of al-Faqih 

in the public sphere. It has reopened its website 

under a different domain name (www. islah.tv) 

relaunched its satellite television channel 

Television.\" Since its resources are still limited 

television station broadcasts live for only 3 hours daily 

and then airs taped broadcasts throughout the remainder of 
the day. 


4. (C) Al-Faqih\'s live broadcasts in recent weeks 
highlighted the recent demonstrations in the Eastern Province 
in protest of the Lebanon crisis 

activities in the Kingdom under the banner of MIRA. 
Commenting on the demonstrations 

forced to accept it 

\"brandishing slogans that were at odds with the state\'s 
official stance.\" He further stated that support for 

Hizballah during the demonstrations \"is no less important 
than opposing the state.\" Al-Faqih claimed to have delayed 
his own call for demonstrations 

increasing opposition to the SAG\'s reaction to the Lebanon 
crisis as fuel for his own cause. 


5. (S) COMMENT: Although its assets were frozen 
that MIRA may have recently identified new resources in order 
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to revitalize its opposition campaign to the SAG. It is 
unclear whether MIRA will enjoy increased public awareness 
and participation in its efforts. Nevertheless 

of its attempts is a possible indication of renewed 
opposition activity. The last time that al-Faqih attempted 
to drain support from the Al Saud family in late 2004 
appealed to the tribes 

regime\'s support. Currently 

at mosques 

the regime\'s support 

the SAG\'s authority. Al-Faqih is trying to use subversive 
tactics to strike at the heart of the Al Saud power 
structure 

foundations. Al-Faqih is an intelligent and sophisticated 
opponent of the SAG 

staying power 

question. END COMMENT. 
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too strong 

15 

remained 

for the international force and in convincing the 
international community to fulfill this mission. 


3. (C) For its part 

disarmament mandate and intends to contribute troops. 
President Tarja Halonen and Foreign Minister Erkki Tuomioja 
have publicly called for a Finnish contribution of about 200 
soldiers 

legislation to request a supplemental budget authorization 
from Parliament. She expressed some concern that the death 
of a Finnish UNIFIL officer in early August may become an 
issue during the Parliamentary debate. However 

soundings with key MPs indicate generally wide support for a 
GOF contribution. 

WARE 
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Foreign Minister Aboul Gheit that he said would be delivered 
in UN Security Council P-5 member state capitals and Israel. 
The text begins with an expression of disappointment 
regarding UNSCR 1701 

UNIFIL helping the GOL to extend its authority over its 
territory (\"the key to stability in Lebanon and the wider 
region\"). Similarly 

a local newspaper (ref) 

resolution but welcomed it as a \"step in the right direction.\" 


Column 3 
2. (C) Text of GOE Oral Message on UNSCR 1701: 


Begin text (in English): 


The Security Council has adopted resolution 1701 

short of our expectations on how to end the current conflict. 
However 

the resolution in order to take the parties 

entire region 

behavior of the parties during the coming few days will 

decide whether SCR 1701 becomes a powerful tool for peace and 
security 

therefore important that we signal to the parties 

clearest possible manner 

ground is expected. It is my understanding that both Israel 
and the Lebanese parties have communicated their readiness to 
comply with the call for a cessation of hostilities 

is of utmost importance that they honor this committment 

fully. Only a full and complete cessation of all Israeli 
operations in Lebanon will allow us to stop the bloodshed and 
move towards a permanent ceasefire. It would indeed be a 
tragic mistake if the Israeli army assumes that it can 

continue its operations in Lebanon without soliciting a 

violent response: this would only lead to a resumption of 
hostilities and erode the credibility of the SCR 1701. I am 
communicating this message to my Israeli counterparts today 
and hope that you can reinforce the message in order to move 
the parties forward. 


It would also be helpful if UNIFIL can start discharging the 

vital tasks entrusted to it by the Council until the full 

deployment is achieved. The Lebanese people will be watching 
UNIFIL\'s performance as it starts its new role. And its 
discharge of duties in full transparency and coordination 

with the Government of Lebanon will be necessary to gain the 
parties\' trust 

extend its authority over its territory 

stability in Lebanon and the wider region. 


End text. 
RICCIARDONE 
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Itzik encouraged the USG to use moderate Arab states to drive 
a wedge between Syria and Iran 

ambitions back into the international spotlight. She agreed 

with Rep. Johnson that the GOI needs to make public diplomacy 
a higher priority in order to win the battle of ideas. End 
summary. 
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DOVISH ITZIK SOUNDING MORE LIKE A HAWK 


2. (C) Left-of-center Speaker of the Knesset Dalia Itzik 
(Kadima) told CODELs Miller and Royce that she had supported 
Israel's withdrawal from Lebanon in 2000 as an important 
gesture of Israel\'s desire for peaceful coexistence. She 
confided that 

8 

could she have moved so far to the right. Itzik replied that 
she hadn\'t moved 

Articulating the frustration of her constituency 

\"all we want is to be a normal country 

us. Maybe we have to be more aggressive with them...| don\'t 
believe | hear myself saying this.\" 


3. (C) Itzik stressed that Hizballah\'s behavior has convinced 
her that the Shia do not seek peaceful coexistence 

the destruction of the State of Israel. She said that the 
impetus for this conflict is not territory 

with an Islamic culture that seeks at least regional 

global 

Iran\'s six-year arms buildup in Lebanon was meant not to 
deter Israel 

claimed that Iran wants to \"cleanse\" the Middle East of all 
non-Muslims 

Arabs. He complained that most Western leaders are reluctant 
to recognize this ideology publicly 

incorrectly define the conflict as a territorial dispute. 

Steinitz also said that the Knesset and Congress have 
important roles to fill in advocating closer 
inter-governmental cooperation in the war on terrorism. 
Steinitz said the two legislative bodies should now push to 
fund a cooperative short-range rocket defense system. 


4. (C) Responding to the CODELs questions about long-term 
strategies for defeating radical political Islam 

that the USG and Israel must not lump the entire Arab world 
together in one basket with the extremists. She stressed 

that the Western powers must encourage Palestinian President 
Mahmoud Abbas to be strong. By publicly calling him weak 
she continued 

in fact 
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Jordan 

much as does Israel and the U.S. 

constructive strategic role to play. Itzik also said that 

the USG and GOI must try to wedge Syria away from Iran 
put Iran\'s nuclear ambitions back into the international 
spotlight. 


5. (C) Itzik complained to the CODELs that Secretary Rice had 
reacted too harshly towards Israel after the IAF strike on 
Qana. She said that the GOI had expressed its sorrow for the 
unintended civilian casualties 

had the Arabs ever apologized for Israeli civilian 

casualties. She said that 

\"too morally\" by not acting more aggressively in Lebanon. 
Itzik said that it was very important for Israel to be 

allowed now to \"finish the job.\" 


6. (C) Steinitz asserted that Israel must eradicate the 
Hizballah military presence from southern Lebanon and 
assessed that the IDF had done a good job destroying its 
infrastructure 

of destroying all the \"fingers.\" He lamented that this 
should have been the first priority at the beginning of the 
war 

finish the war now. 


7. (C) Rep. Johnson warned Itzik and Steinitz that Israel 
might not be able to \"finish the job\" using only military 
means 

of Israel as it was destroying. She told the Knesset members 
that Israel was losing the propaganda war against Hizballah 
and urged them to make public diplomacy a higher priority in 
any Israeli military operation. Itzik agreed with the 
Congresswoman. 


8. (C) Itzik concluded by saying that Israelis feel strong 
but are frustrated with the neighborhood in which they live. 
She claimed that Israelis draw strength from fighting for 
their homeland 

Israel\'s citizens. She expressed her gratitude for the 
CODEL\'s visit during this difficult time 

value of American moral support for Israel. 
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9. (U) Participants: 

ISRAEL 

Speaker of the Knesset Dalia Itzik (Kadima) 

MK Yuval Steinitz (Likud) 

Foreign Policy Advisor to the Speaker Yaakov Levy 
MFA Counselor Eyal Sela 

MFA Counselor Iris Sapir 


U.S.A. 

Rep. Jeff Miller (R-FL) 

Rep. Nancy Johnson (R-CT) 
Rep. Clay Shaw (R-FL) 

Rep. Don Sherwood (R-PA) 
Rep. Edward Royce (R-CA) 
Mrs. Marie Royce 

Staff Director Doug Roach 
Staff Director Tom Sheehy 
Staff Member Edward Burrier 
Staff Member Brian Diffell 
Econoff (Notetaker) 


10. (U) The CODELs did not have an opportunity to clear this 
cable before departing post. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http:/www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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the House. The Ambassador then asked if Maqbul would be able 
to attend a possible presidential signing ceremony 

one be arranged. Maqbul responded that he most likely would 
be able to attend 

concurrence. Maqbul further remarked that the only remaining 
Omani government action was the issuance of a Royal Decree 
which would occur once the President signed the bill into 

law. He noted that with the Sultan\'s and the Council of 
Ministers\' approval already in hand 

official signing ceremony in Oman. 


3. (SBU) The Ambassador 
to see the FTA\'s implementation on January 1 
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about Omani efforts to revise those regulations currently not 
in compliance with FTA standards. Maqbul remarked that the 
government already has finished updating its corruption 
statutes 

investment and labor codes. On revising intellectual 

property regulations 

with USTR. He remarked that his Ministry had made it clear 
early on that it did not have the expertise available to 

draft FTA-compliant IPR protections. Given USTR\'s 
unwillingness to provide a sample draft from which his 
Ministry could model 

to turn to the World Intellectual Property Organization 

(WIPO) for guidance. He acknowledged the comments USTR had 
sent back regarding the draft copyright regulations 

the Ministry has sent to WIPO for revision 

of Bahrain\'s IPR regulations as an example. The Ambassador 
suggested that both sides may be better served by working 
together through a meeting of IPR officials either in Muscat 
or Washington 

agreed that all revisions would need to be completed by 
mid-November. To this end 

a late August stock-taking meeting to see what remained 
outstanding. 


4. (SBU) The Ambassador also raised Oman\'s participation in 
the Middle East Free Trade Agreement Investment Conference 
scheduled for November 2-3 in London. Maqbul noted that 
those dates would work for him 

London to deliver a speech on November 2. The Ambassador 
further asked for the Minister's thoughts on participation in 

a multi-state promotional tour of the United States in either 

the spring or autumn of 2007. Maqbul 

Minister of National Economy Ahmed bin Abdul Nabi Macki 
very receptive to the idea of leading a delegation with stops 

in New York 

the West Coast. 


5. (U) In a follow-on meeting with Omani Center for 
Investment Promotion and Export Development Executive 


President Salim al-Ismaily 

importance of the delegation bringing a clearly defined 

message for the American business community. Ismaily agreed 
that preparation would be key to a successful tour and 

inquired about potential partners that could manage the 
logistics. As a starting point 

put OCIPED in touch with the National U.S.-Arab Chamber of 
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Commerce and the Business Council for International 
Understanding. Furthermore 

working with the Embassy on the logistics of a one-day FTA 
promotional outreach event in mid-November 

possibility of conducting an FTA promotional road-show within 
Oman. 


6. (U) Action requests. Embassy requests Department 
assistance in advocating for a Presidential signing ceremony 
for the FTA legislation. Such a ceremony would highlight the 
importance of our bilateral relationship and would provide 

the President an opportunity to showcase a good-news event in 
the Middle East. On IPR 

send a team of experts to work directly with Omani officials 

in revising their regulations according to FTA standards or 
alternatively 

officials could meet with IPR counterparts in Washington. 


GRAPPO 
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of the path of peace and negotiation.\" A former member of 
the LTTE-rival Eelam People\'s Democratic Liberation Front 
Loganathan was a part of the Tamil negotiating team at the 
1985 Thimpu peace talks 

a 1998-99 Humphrey Fellow 

mission in Colombo. 


Rumors of Peace Talks 


5. (C) Sri Lanka Monitoring Mission (SLMM) spokesperson Thor 
Omarsson told the press August 13 that the LTTE had 
unofficially told monitors the organization was still 

considering peace talks but that the SLMM \"did not take it as 

a serious offer.\" LTTE Peace Secretariat head S. Puleedevan 
claimed the report was false 

\"Colombo is adamant to find a military solution to the 

conflict despite goodwill gestures by the LTTE 

an August 14 pro-LTTE Tamilnet story. In an August 14 
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interview with the independent Daily Mirror 
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Henricsson contended: \"| recommended to Norway to consider 
withdrawing the SLMM because | can\'t see the need for its 
function when the parties don\'t want us. They just want us as 

a political cover. That\'s why they have not terminated the 

Cease Fire Agreement.\" A Norwegian diplomat told poloff 
August 13 that the SLMM would not remove monitors from Jaffna 
at this time. 


Lull in Jaffna 


6. (C) Military Sources informed DATT on August 13 that the 
LTTE attack on Jaffna appeared to hit a lull on the night of 
August 12 with the exception of attacks on Sri Lanka Navy 
(SLN)-dominated Kayts island and Kilali 

of the Forward Defense Line (FDL). DATT\'s sources reported 
no significant attacks near Trincomalee or Batticaloa in the 
east. 


7. (C) On the evening of August 12 and the early morning of 
August 13 

(SLN) ground forces on Kayts island to the west of Jaffna 
town 

an attack on Jaffna proper. Military sources confirmed to 
DATT August 14 that security forces had effectively repelled 
the LTTE attempt to occupy Kayts 

continued at the Forward Defense Line (FDL) toward Elephant 
Pass. 


8. (C) At approximately 7 AM on August 14 

Force bombed the town of Paranthan near the northeastern Sea 
Tiger base of Mulaitivu 

(linking Jaffna and the Vanni) and Kilinochchi 

stringer told pol FSN on August 14. Pro-LTTE Tamil National 
Alliance (TNA) MP for Jaffna 

that 43 schoolgirls died and 60 were injured when a bomb 
landed on a cchildren\'s home. DATT sources 

the target was a significant LTTE camp and that those killed 
were child soldiers. 


9. (C) NGO contacts in Jaffna told poloff via telephone 
August 14 that they were awoken by artillery fire that 

morning after a relatively quiet night. The National 

Security Media unit claimed LTTE cadres in Jaffna 

and Mavilaru had begun deserting their Army on August 12 
the Government of Sri Lanka (GSL) would ensure the security 
of child soldiers who surrendered to security forces and 
police. 


Expats Holding Out 
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10. (C) Security forces in Jaffna lifted the 24-hour curfew 

in place since August 12 on August 14 from 10 AM to 12 PM 

but an NGO contact in Jaffna told poloff August 14 that 

civilians were out in the streets by 9 AM. By the afternoon 

the window had closed again when security forces confiscated 
the curfew passes of RONCO and HALO deminers and instructed 
them to remain indoors for the next three to four days. 


11. (C) Poloff spoke with the British 

Canadian missions August 13 who expressed willingness to 
coordinate with the ICRC to request assistance for 
expatriates wishing to leave Jaffna. A British diplomat told 
poloff that LTTE rockets on August 11 damaged the Palaly Air 
Force Base in Jaffna 

runway 

commercial flights have been suspended since August 12. 
British Warden and HALO Trust program manager Stephen 
Pritchard briefed poloff later on August 13 on a meeting of 
all international NGO staff in Jaffna that afternoon. 
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Forty-one expatriates representing ICRC 

Trust 

all but the humanitarian deminers would prefer to remain in 
Jaffna until further notice. All of the expatriates ruled 

out evacuation by Sri Lanka Army (SLA) convoy or military 
helicopter citing security concerns. 


12. (C) US-funded RONCO technical advisor 

Crosby 

British 

assistance coordinating their departure from Jaffna as both 
RONCO and HALO have temporarily suspended humanitarian mine 
action activities and are concerned for their safety. The US 
citizen working in Jaffna under UNHCR confirmed to conoff 
again August 14 that he does not wish to leave. Pritchard 
reported August 14 that all NGOs in Jaffna are facing 
petroleum shortages that could hamper their transport and 
relief activities as long as the A9 highway remains closed. 
Poloff will meet with Australian High Commission poloff on 
August 15 to facilitate the demining agencies\' formal request 
to ICRC for transport out of Jaffna. 


Comment 


13. (C) Comment: It appears likely that Sri Lanka military 
offensives against the LTTE will continue to escalate as the 
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LTTE fights for a foothold in Jaffna following its failed 
operation on the Malivaru water sluice (reftels). An LTTE 
failure to capture a strong base on Jaffna peninsula could 
lead the Tigers to focus more attacks on Colombo and other 
parts of the country. End comment. 

MOORE 
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screening 

of 40 males as well as theQo male directors of the films. 
Although no females were present 

female critic Raja al-Mitrai was read in her absence. 
Additionally 

official SAG human rights body 

five short films to be aired for the Saudi public as a means 
of educating both Saudis and expatriates on their rights 
under the law on topics including domestic violence 
expatriate rights 

civil and social rights. 


7. (U) King Abdullah II of Jordan traveled to the Kingdom 
for a two-day visit to discuss Lebanon with Saudi King 
Abdullah 

general bilateral relations issues. Also on July 30 
Lebanese Prime Minister Fu\'ad al-Saniora called King Abdullah 
to brief him on current events in Lebanon 

details of the Qana massacre. Al-Saniora told the King that 
Lebanon will not hold peace talks before an immediate and 
unconditional cease-fire is established. King Abdullah 
expressed his support for the Lebanese position and gave 
assurances that Saudi Arabia will \"stand by Lebanon in all 
circumstances.\" On August 2 

Yemeni President Ali Abdullah Saleh 

current Israeli aggression against the Palestinian and 
Lebanese people and stated that there was a need for 
coordination of Arab positions on solving this issue. Also 
Iranian Majlis Speaker 

phone on July 30 with Saudi and Kuwaiti Majlis al-Shoura 
Speakers on the latest developments in Lebanon 

referring to the Qana massacre. All three parties condemned 
the \"Zionist regime\'s brutal crimes in Qana.\" 
OBERWETTER 
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The Iranian delegation also attended the dedication ceremony of a 
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plant originally built by Ford near Minsk that will assemble a 
luxury version of the \"Samand 

liter Peugeot engine which will sell for USD 12 


3. Parliamentary Committee Endorses Free Trade Accord with Ukraine 


On August 9 

Relations in Belarus\' House of Representatives recommended 
ratification of a free trade agreement between Belarus and Ukraine. 
Deputy Foreign Minister Vasily Pugachev predicted the agreement 
would increase Belarusian exports to Ukraine 

total USD 1.6 billion. Belarus and Ukraine originally signed the 
agreement in 1992 but the Belarusian parliament never ratified the 
accord. In 2005 

provisions of the 1992 agreement. 


4. Opposition Communist Party Seeks Invalidation of Merger 


On August 10 

(BPC) petitioned the Ministry of Justice (MOJ) to invalidate a 
controversial convention at which the pro-government Communist 
Party of Belarus (CPB) proclaimed a merger with the BPC. Following 
a \"merger conference\" on July 15 

local organizations as CPB chapters. The BPC urged the MOJ to 
examine the minutes of the merger conference and declare it 

illegal. According to BPC Central Committee Secretary Yelena 
Skrigan 

convention despite CPB\'s claim that 74 BPC members were involved. 


5. Convicted NGO Partnership Leaders Transferred to Minsk 
Detention 


On August 10 

Timofey Dranchuk were transferred from the BKGB detention center to 
the pretrial detention center on Volodarskogo Street in Minsk. 

Astreyko and Dranchuk 

and Enira Bronitskaya 

organization \"Partnerstvo\" (Partnership) following a closed-door 

trial. Astreiko and Dranchuk were sentenced to two years and one 
year 

The four stood accused under Part 2 of the Criminal Code\'s Article 
193 
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6. Opposition Party Leader Briefly Detained in Mogilev 


On August 10 

Lebedko and UCP Deputy Chairman Igor Shinkarik were detained by 
police for an hour and a half during their visit to Mogilev. 

Police detained the opposition leaders as they were distributing 
copies of the most recent issue of \"Narodnaya Volya\" that featured 
an article by Lebedko. The officers asked the UCP leaders where 
they had gotten the newspaper copies. Lebedko and Shinkarik were 
in Mogilev to meet with Artur Finkevich 

serving a sentence of two years of \"restricted freedom\" at a 
correctional facility. However 

him as he had temporarily been moved elsewhere. 


7. Authorities in Western Belarus Crack Down of Human Trafficking 


On August 7 
break up of six human trafficking rings in the first six months of 
2006. During that period 
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and charged five persons with human trafficking and four others 
with illegally employing Belarusians abroad. On August 6 
Belarusian police arrested a German couple at the Belarusian-Polish 
border for allegedly attempting to traffic two Belarusian women for 
prostitution. 


8. Five Hunger Strikers in Brest End Fast 


On August 9 

display of solidarity with fellow protestor Lyubov Rezanovich who 
was hospitalized two days earlier. Rezanovich had been refusing 
food since July 5 and began refusing water in early August. On 
August 8 

City Central Hospital 

Four taxi minibus owners began the hunger strike in early July to 
protest penalties that had been imposed on them for failure to pay 
taxes on their minibuses. Authorities reportedly exempted 
minibuses imported before April 2004 from taxes but later ordered 
the owners to pay USD 9 

the hunger strike. 


9. Business Group Complains to Lukashenko about Telecom Monoply 
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On August 9 

Employers sent a letter of complaint to Belarusian President 
Lukashenko about telecommunication monopoly Beltelecom\'s anti- 
competitive behavior and urged Lukashenko to establish an agency to 
oversee the enforcement of competition laws. On August 1 
Beltelecom raised fees for its point-to-point connection service 
offered to private Internet providers. Beltelecom has raised its 

fees for Internet providers by 40 percent and cut its charges for 
individual clients by between 10 and 40 percent since the beginning 
of the year. Independent economist Yaroslav Romanchuk predicts 
that Beltelecom would gain USD 10 million from the most recent 
price hike. 


10. Fixed Capital Expenditures on Food Industry Below Target 


On August 10 

(Belgospishcheprom) reported that capital expenditures on the 
Belarusian food industry fell by 40 percent below the GOB target 
level in the first six months of 2006. According to 
Belgopishcheprom 

the target set at USD 43 million for the period. The GOB had 
projected an investment of USD 10 billion of fixed capital 
expenditures in the food industry this year. Belgopishcheprom 
attributed the shortfall to late purchases of equipment and failure 
to obtain government loans but noted that modernization is under 
way at several regional brewing companies 

tobacco and salt factories. 


11. Belarusian Steel Works Claims 9.3 Percent Rise in Steel Output 


On August 9 

steel output of 1 

increase 9.3 percent from the same period last year. Exports were 
projected to rise by 12.9 percent to USD 550 million. BMZ 

purportedly ranks among the top five steel manufacturers in the 
Commonwealth of Independent States and reported a 10.5-percent rise 
in exports in 2005. 


12. Low Cost Housing to Increase 80 Percent by 2010 


On August 10 

Aleksandr Seleznev promised significant increases in affordable 
housing by 2010. According to Seleznev 

as costing USD 350 to 400 per square meter 

percent of the total volume of new housing. Seleznev predicted the 
construction of 4.2 million square meters of low-cost housing 

about 80 percent of all new housing 

expensive housing\" by 2010. He argued that the construction sector 
would cut the cost of new housing through energy and material 
saving measures 
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throughout Belarus 
to promote competitive bidding. 


13. Noting that Belarus\’ grain harvest would barely exceed seven 
million tons in 2006 


\"Seven million tons is enough for a normal life. However 
very good life and future we need eight million tons. It is high 
time to provide people with eight million tons. Unfortunately 
neither the cabinet 
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to gather eight million tons.\" 
Moore 
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corruption issue and need for transparency with the GOI 
directly. 


3. (C/NF) Comment: During the meeting 

outlined his concerns about security in Iraq (septel) and 
showed he appreciates the relationship between a steady fuel 
supply and stability. Nonetheless 

and the GOK\'s view that Maliki\’s government lacks a solid 
plan undermine its current willingness to increase assistance 
levels. A direct GOI approach to the GOK 

detail provided ref A 

short-term assistance. Such an approach would have to be 
made immediately 

officials depart August 21 for a month of official and 
personal travel. End comment. 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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trade with Syria and Iran. 
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7. (SBU) Shahristani told us that draft Fuel Import 
Liberalization legislation 

should be adopted by September 15. He said that Iraqi 
business people were already asking for retail licenses 
he is doubtful liberalization will have a big impact on 
supply in the near-term 

constrained. (Note: trucks are lined up at the borders and 
seaports are full. End note.) 


8. (SBU) Asked about MOO plans to respond to the invitation 
(reftel) extended last month by Prince Abdulaziz Bin Salman 
Deputy Minister of Petroleum and Saudi head of the Joint 
Saudi-lraqi Oil Committee 

Shahristani said he is especially interested in fuel import 
opportunities and further opening borders with Saudi Arabia. 
He said he would be interested in visiting the Kingdom to 
discuss such issues. 


9. (SBU) Minister Shahristani confirmed reports that the GOI 
has agreed to supply Jordan with crude oil. An Iraqi 

technical team was already in Jordan to determine if their 
Zarqa Refinery can handle a blend of Kirkuk crude (which has 
higher sulfur content than the Basrah Light previously 
supplied). Noting that details regarding transport must 

still be worked out 

would need to get the crude from Bayji Refinery 

are no Iraqi tankers available. 


10. (C) The Minister called the detention of two high-level 

North Oil Company (NOC) personnel by the Commission on Public 
Integrity (CPI) August 1 unfortunate 

are essential to the repair and commissioning of the critical 
40-inch pipelines in the north. He asserted that the MoO 

Inspector General responsible did not follow proper 

procedure 

on the case. 


Column 3 
DEPARTMENT OF ENERGY TRAINING PROGRAM 


11. (SBU) Shahristani reiterated his interest in Department 

of Energy training initiatives presented during his recent 
meetings in Baghdad and Washington with Secretary of Energy 
Samuel Bodman. He confirmed that Deputy Minister Abdul 
Jabbar al-Wagga will follow up coordination for a DOE seminar 
scheduled later in August. 


12. (C) The often distant Shahristani seemed to have warmed 
up 

Mission personnel and his own senior staff. Although three 
months into his tenure as Minister he appears more confident 
in his position 

informed or overly optimistic on certain critical issues. 

His view that hydrocarbon legislation will soon be passed 
without too much conflict 

issues that have impeded important MOO projects are no longer 
a problem raise concerns about how in-touch Shahristani is 
with his Ministry. (Note: contracting procedures continue to 
impede 

refinery. End note.) 

KHALILZAD 
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prevent fraud during the vote counting process. 


7. (U) Fifteen of the 33 presidential candidates released a 
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statement August 11 denouncing \"massive irregularities\" in 
the July 30 presidential and legislative elections 

as the \"complicit silence\" of the international community in 
the face of such problems. The declaration follows a similar 
pre-election statement made by 19 of the presidential 
candidates (the 15 plus four others) that called for a 
\"freeze\" to the election campaign so that certain 
\"shortcomings\" of the electoral process could be addressed 
(ref D). The four candidates not signing on to the most 
recent statement are Justine Kasavubu 
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Mobutu 

surprisingly 

initial election results than most of the other 15 

collectively have won approximately nine percent of the votes 
counted thus far. End comment.) 


8. (U) The current declaration alleges the July 30 elections 
were \"tainted by massive and flagrant irregularities\" 
throughout the country with a \"complicit silence\" from the 
International Committee to Accompany the Transition (CIAT) 
MONUC 

15 candidates charged that the election did not meet the 
minimal conditions for transparency and cannot in any way 
produce a new democratic order in the DRC. Among the alleged 
\"irregularities\" from the group of 15 are cases of fraudulent 
records of voting operations 

\"uncontrollable number\" of excess ballots that permitted the 
stuffing of ballot boxes in Kinshasa. The statement concludes 
that the CEI 

be responsible for the harmful consequences which would 
result from these problems. 


9. (SBU) The latest charges of voting irregularities from the 
group of 15 is little more than a case of sour grapes. Just 
as their pre-election appeal to suspend the campaign fell on 
deaf ears 

demonstrate these particular candidates had no widespread 
appeal among the voting population in the first place 

will unlikely be able to generate any popular support for 
their cause. More importantly 

notably the Catholic Church and other religious groups -- 
announce they are initially satisfied with the electoral 
process 

losers. End comment. 

MEECE 
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wave\" of violence hit Sao Paulo state last week in the run-up to 
Father\'s Day (refs A 

officers of the Military Police (PM) within metropolitan Sao Paulo. 
Police were out in greater-than-usual numbers on Saturday 
noticeable standing in groups on street corners and conducting 
walking and driving patrols in the fashionable shopping districts of 
Jardim Paulista and Itaim Bibi 

in sales for Father\'s Day. 


3. (SBU) Police reported drive-by shooting attacks against the 
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buildings of a bank 

(OAB) in the pre-dawn hours of Saturday 

not specifically link the attacks to the PCC 

attacks seemed to have been perpetrated by the same group. Also on 
Friday night 

found a letter on one that purportedly carried death threats against 
a list of area judges. By Sunday night 

of the prisoners out on furlough for new crimes 

confrontations. Four buses of the same company were lit afire in a 
garage on Sunday evening. 


4. (SBU) On Saturday morning 

cameraman working for one of Brazil's major television and news 
conglomerates 

network\'s studios. The cameraman was released late Saturday night 
near the same spot 

the purported kidnappers. He was told that the reporter would be 
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killed if the network did not air the recording immediately. The 
three-minute message 

Sunday morning 

lamented conditions within Sao Paulo state\'s prison system 
particularly in regard to the disciplinary system known as the 
Differentiated Discipline Regime (RDD) used to isolate inmates 
considered to be gang leaders or otherwise problematic. The 
reporter was released in the Morumbi neighborhood just after 
midnight Monday 


5. (SBU) In a press release 

consulted with the International News Safety Institute (INSI) and 
the Atlanta and Beirut offices of the international security 
consulting firm AKE Group before airing the tape. Rede Globo 
executives are quoted as saying they were advised by both 
organizations that they had no real choice but to air the PCC 
message 

kidnappers. 


6. (SBU) A police commander was quoted as saying this was the 
first time in 30 years on the job that he had seen a news crew and 
network used by kidnappers in this manner. Kidnappings for money 
occur relatively frequently throughout Brazil 

particular modus operandi known as \"lightning\" or \"express\" 
kidnappings 

his or her own car for several hours for the purpose of withdrawing 
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cash from multiple ATM machines before and after midnight to 
circumvent daily withdrawal limits 

kidnappings by the Sao Paulo state agency for public security 

are instead categorized as robberies. An editor of the widely 
circulated daily newspaper Folha de Sao Paulo ran a column Sunday 
entitled \"We Live Colombia 

of threats against police 

made by \"extremely organized drug traffickers\" in Sao Paulo to the 
infamous narco-terrorist situation in Colombia. 


7. (SBU) In what appears to be a bit of \"housecleaning 

the two original founders of the PCC 

known as Cesinha 

security prison at Avere in an apparent PCC assassination. Cesinha 
and Jos Mrcio Felcio dos Santos 

have founded the PCC in 1993 in reaction to the infamous riot at 
Carandiru Prison during which 111 inmates were gunned down by 
Military Police shock troops. They also gave the PCC its moniker 
which was the name of their prison soccer team. 


8. (SBU) The two formed the PCC as an inmate-based protectorate 
ostensibly to \"combat the oppression within the Sao Paulo prison 
system 

Command to create a pan-Brazilian prison movement. In 2002 the two 
were pushed out of the organization for being too \"radical 

PCC\'s current leader 

Marcola 

activity - both inside and outside of the prisons - rather than 

political movement. But the PCC continues to rail against poor 
prison conditions (see discussion above regarding the kidnapping of 
a journalist) and stages periodic riots that ultimately destroy the 
facilities they claim are deficient. Both Cesinha and Geleiao have 
long been marked for death by the PCC 

gang they called the Third Capital Command 

elements have fought periodically for control of Sao Paulo\'s 

prisons 

the PCC has been flexing its muscle throughout the state of Sao 
Paulo (reftels). Cesinha was killed at 10:30 a.m. on Sunday 
morning 

who was immediately brought under control by prison authorities. 
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NO FEDERAL TROOPS 
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9. (SBU) Meanwhile 

Lembo reached an accord of sorts on Friday 

mobilization of federal troops in Sao Paulo to combat organized 
crime (ref A). During a forty-minute meeting at Congonhas Airport 
in Sao Paulo 

Brazilian Army stood ready to deploy across the state to help fight 
the PCC; the governor simply need ask. Governor Lembo assured the 
president that the troops would not be necessary. Instead 
executives agreed that the Army would provide additional 
intelligence and logistical support to the state\'s security 

apparatus 

residents can expect better integration between Army and state 
intelligence functions within a week. 


10. (SBU) In particular 

state Secretariat for Penitentiary Administration (SAP) 

been struggling to establish its own intelligence infrastructure 
leading to difficulties in information-sharing between it and other 
state and federal intelligence agencies. In that vein 

the federal government also made available to the SAP approximately 
$20 million of a promised $50 million public security grant to 
purchase intelligence and security equipment for the state\'s 
prisons. Also 

between President Lula and Governor Lembo 

satellite imagery to the state\'s Military Police to assist in the 
planning of operations against criminal factions. 


11. (SBU) COMMENT: While a new crime wave did not sweep across Sz 
Paulo over Father\'s Day weekend as many expected 

activities were never very far from the thoughts of state\'s 

residents or its political leaders. The agreement on federal troops 
will lessen the pressure on Governor Lembo to accept the offer made 
by the President and the Minister of Justice (ref A) (NOTE: Last 
week 

coalition partner publicly questioned his intransigence to accepting 

a role for the Army to play in state security. END NOTE.) 

intelligence sharing plan may actually afford the state a new 
effectiveness in its ongoing battle with the PCC. But the PCC\'s 
repeated assaults on public life in Sao Paulo 

latest shocking tactics -- the kidnapping of a television crew to 
ensure that its message was broadcast to the public 

of the judicial hit-list and the expanded use of homemade bombs 
against soft targets last week (ref A) -- indicate the PCC may be 
adopting urban terrorist tactics not usually expected from a 
prison-based gang thought to be concerned only with running drugs 
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guns 

elite may have more to fear from the PCC in the future 

state government may be forced to wage war against the gang on yet 
another front. END COMMENT. 


12. (U) This cable was coordinated/cleared by Embassy Brasilia. 
MCMULLEN 
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press 

damage during an air raid and he allegedly contemplated 
taking legal action as a result. In response to Abdulsater\'s 
denial 

said it possessed a document proving the contrary and that 
additional lawsuits might be filed soon. 


3. (U) As amended in April 2006 

legislation provides a legal vehicle for Belgians 

legal residents 

serious violations of international humanitarian law. 
Complainants also gained the right to appeal decisions by the 
federal prosecutor not to pursue a complaint. 


4. A decision by the Federal Prosecutor to proceed would have 
to rest on one or more factors 
to: 


-- the immunity of the person against whom the complaint was 
made; 


-- the absence of a clear factual basis; 


-- the complaint\'s failure to meet the law\'s definition of a 
serious violation of humanitarian law; or 


-- the absence of an agreement between Belgium and the 
country of the accused that made clear that this nation was 
also a democratic state governed by the rule of law. 


4. (C) Contacts at the Federal Prosecutor's Office and the 
Israeli embassy told us that no legal action had been 
initiated as of August 11. The Israelis believe nonetheless 
that Abdulsater may proceed with his complaint 

after the August holidays. According to the Israeli DCM 
(protect) 

embassy\'s attorney reportedly received informally from 
Abdulsater\'s lawyer. 


5. (C) The Israelis suspect the federal prosecutors might be 
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prepared to let a court case go forward for unspecified 
reasons. (This information again came from their lawyer.) 
To limit the possibility that the suit might reach the 

courts 

strongly worded 

directly the Belgian embassy in Israel. By \"using the 
cannons\" first 

interested in avoiding the foreign policy headaches that the 
Universal Competence law caused them a few years ago. The 
Israeli government had taken no action on this request by 
August 11. 


6. (C) In informal discussions 

office and the MFA have described the government\'s ability to 
block prosecution on a variety of grounds 

possibility of damage to Belgian\'s diplomatic relations. 
(Comment: based on the otherwise woolly language about 
agreements between Belgium and other democratic states. End 
Comment). The Prime Minister\'s Security Adviser and 

officials in the Foreign Minister\'s private office told us of 

their determination to fulfill promises to block frivolous or 
politically-motivated prosecutions. Imbrie 
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appreciation for U.S. support and assistance during the 
current conflict. End summary. 


2. (C) Responding to a question from an NBC reporter at the 
opening of the meeting 

decision to abstain from the August 9 Israeli Security 
Cabinet vote to expand ground operations in Lebanon. Peres 
told the delegation that even though Israel had been aware 
that Hizballah had missiles before the July 12 kidnapping of 
two soldiers 

against Hizballah 

attack. Peres reaffirmed the Israeli government\'s 
appreciation for U.S. support 

that Israel will never ask for American soldiers to come to 
our borders to fight for us.\" Peres suggested that the 

timing of the July 12 attack 

Solana arrived in Tehran to discuss Iran\'s nuclear weapons 
program 

attention from its WMD programs. 


Hizballah\'s Objectives 
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3. (C) Peres told the delegation that Hizballah and its 
sponsors have three main objectives in this war: the 
destruction of Israel 

spell of Sh\'ia Islam and Iran 

Iraq. Peres described the war as first and foremost a 
religious war being waged in an attempt to destroy Israel. 
He said that since Hizballah will not be able to achieve this 
objective it is also seeking to bring Lebanon under \"the 
spell of Sh\'ia Islam and under the spell of Iran.\" Finally 
there is the possibility that the conflict will encourage 
Sh\'ia militants throughout the Middle East and create 
conflict in Iraq. 


4. (C) Peres said that the IAF is focusing on two types of 
targets: rocket launchers and locations harboring Hizballah 
fighters or operations centers. Peres emphasized that Israel 
was attacked in a religiously motivated war by the \"Quartet 
of Evil" (Hizballah 

self-defense. 


5. (C) Israel\'s long-term goals 

establishing peace 

economic peace. Peres described the disengagement plan as 
the first time that Israel\'s right-wing politicians agreed 

with the left on the creation of a Palestinian state. Peres 
claimed that prior to the kidnapping of Israeli soldier Gilad 
Shalit from Kerem Shalom on the Gaza border 

considering releasing Palestinian prisoners from Israeli 

jails at the request of President Abbas. Peres underlined 
that the main strategic victories from the conflict with 
Hizballah will be political 

current conflict 

military is defense and highlighted that IDF stands for 

Israeli Defense Forces. Finally 

bridges through economic peace with initiatives like the 
development of the Jordan Valley into an industrial zone and 
joint projects aimed at Dead Sea conservation. 


6. (C) Responding to a question from the delegation 
assessed the Lebanese Armed Forces (LAF) are \"as strong as 
they want to be.\" Citing the fact that the LAF has 60 
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soldiers 

militants 

stronger military force. Peres said there are 2 

Hizballah militants in southern Lebanon who are \"hardened 
fighters 

month. He estimated that a further 400 hard-core militants 
were injured in the fighting 

core force down to around 1 

officer core of the Lebanese army 

believes the top echelon of commanders reflects the 
confessional diversity of Lebanon. 


7. (C) Sharply criticizing the response of some international 
media outlets that have called the Israeli response 
\"disproportional 

200 missiles per day towards civilian populations for more 
than a month is \"proportional.\"_ The delegation asked Peres 
to remember that this is a media war as much as a ground war 
and that explaining as many of the facts on the ground as 
possible will remind the world that Israel is responding to 

an unprovoked attack on its northern border. 


8. (C) Peres postulated that it will be interesting to see 
whether Russia chooses to use this opportunity to show that 
it is a \"great country\" by holding up progress at the UNSC. 
He also said that Siniora\'’s seven-point plan gained a 
majority of support at the recent ministerial meeting in 
Beirut only because of the three-way split in the Islamic 
world between Iran 

Islamic states. Peres again thanked the delegation for 
continued U.S. support. 


9. (U) The Codels did not have an opportunity to clear this 
cable before departing. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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contacts at every level of Saudi society were expressing ever 
intensifying hostility to the United States 

position concerning Lebanon. One reported that 

respects the elite were exhibiting greater hostility toward 

the U.S. than were the common people. They also noted that 
Lebanon had bridged the often wide divide between Shi\'a and 
Sunni in Saudi Arabia as no other issue in the recent past. 
The three stressed that this hostility was still focused on 

U.S. policy 

conveyed a sense that Saudi animosity was spreading and 
threatened to become hardened in a general anti-American 
attitude. 


PROMISING FUTURE FOR RAYTHEON 


4. (C) The Raytheon executive offered an optimistic 
assessment of the company\'s future in Saudi Arabia. He 
opined that the diversification of the company would enable 
it to increase its activities in the Kingdom over the coming 
years. Raytheon provides services in support of a variety of 
defense and industrial products 

that it will obtain contracts for upgrades to existing and 
sales and training for a number of new defense systems. 


PANNESMA PLAGUED BY PERSONNEL PROBLEMS 


5. (C) The PANNESMA manager reported that his biggest 
problem was difficulty in recruiting and keeping competent 
foreign-trained staff. He told the Ambassador that a 
significant proportion of positions that are designated for 
classified American or European staff are not filled at all 

or are filed by unqualified Saudi personnel. Given the 
difficult conditions under which American and European 
personnel labor in Saudi Arabia 

offered by the company are insufficient to attract qualified 
personnel. He further complained that the Saudi government 
has not been supportive 

resulted in the departure of some European staff and 
restricting by administrative fiat 

positions could be filled. 
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SAUDIS INDIFFERENT TO PROPER MAINTENANCE SUPPORT 


6. (C) This led the source to observe that the Saudi 
authorities are indifferent 
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attentive 

operation of sophisticated defense systems 

He began by complaining that the Saudis wanted new ships 
without wanting to pay for their maintenance 

that ships did not survive their proper life-span. He 

revealed that his facility is frequently unable to purchase 

or import vital spare parts and often resorts to 

cannibalizing parts and systems from one ship to make another 
seaworthy. He asserted that the Saudi negotiating acumen 
when developing contracts frequently manifested itself in 
reducing the maintenance support for a project 

persistent maintenance and repair deficiency. This 
asserted 

tarnish the manufacturer\'s reputation unfairly. 


7. (C) He cited the example of the Saudi Navy\'s French-built 
frigates 

incident nearly two years ago and is still 

probability will remain 

opinion 

industry resulting from these trouble-plagued ships 

entirely deserved. He said that the unreliability of the 
French vessels was the consequence of insufficient 
maintenance and repair being built into the contract. He 
suspected that this situation existed in many Saudi defense 
procurement contracts. 


IDB GROWING ISLAMIC INTERNATIONAL INSTITUTION 


8. (C) The IDB official reported that his institution was 
rapidly growing and increasing in importance in the Islamic 
community 

previous day with the President of the IDB (septel). He 
described a variety of programs that the IDB sponsors 
throughout the Islamic world. Reiterating comments he had 
made in an earlier conversation with Pol/Econ Chief (reftel) 
he dismissed the OIC as an ineffectual organization that is 
financially supported by the IDB 

talk and promote useless policy statements. 


IDB SCHOLARSHIPS FOR STUDY AT AMERICAN UNIVERSITIES 


9. (C) The IDB official is anxious to promote interaction 
between the U.S. and Muslim countries and suggested to the 
Ambassador that this could be done by American colleges and 
universities becoming involved in IDB-sponsored scholarships. 
The IDB sponsors a number of scholarships for students from 
IDB member countries. These scholarships are very 
prestigious 

graduate fellows. The Bank pays all fees and expenses and 
provides a stipend. The alumni of these scholarships include 
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many people who have risen to positions of importance 
throughout the scientific 

The IDB allows these scholarships to be used at institutions 
anywhere in the world. 


10. (C) He suggested to the ambassador that it would be 
beneficial to the U.S. image and to the scholarship itself 

if some of these scholarship students could be guaranteed 
admission to leading American universities. The Ambassador 
agreed that this could be a beneficial relationship and hopes 
to pursue practical discussions in instituting such a 
partnership. (Note: Pol/Econ Chief has had preliminary 
discussions with another IDB official involved in the 
scholarship program 

arranging some scholarships to American colleges 

End note.) 


ENGAGING AMERICAN PILGRIMS 


11. (C) The Bank official further suggested that the 
Consulate General obtain passenger lists from the travel 
firms that conduct U.S. pilgrims to Saudi Arabia for haj and 
umrah. Then 

cooperation with the local Muslim American community 

an information and hospitality site at the airport during haj 

in order to better serve the American pilgrims. He observed 
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that offering visible assistance to America\'s pilgrims would 
enhance the U.S reputation among Muslims who are vocal in 
their criticism of many nations whose pilgrims arrive in 

Arabia without adequate knowledge about the haj and are left 
to their own devises and often get into difficulty. 


AFTER SALES SERVICE KEY TO INCREASED MARKET SHARE 


12. (C) In discussing American products in the Saudi market 
they all recommended 

experiences 

concerted effort to promote product repair and customer 
service as part of their planning in Saudi Arabia. One 
suggested that it would be advisable for manufacturers to 
establish their own independent service centers in the 
Kingdom 

provide adequate service for products they sell. 


Gfoeller 
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1. Summary. For the second consecutive day 

opposition and independent papers 

agreement between Israel and Hezbollah by highlighting Israel\'s 

\"last minute massacres\" and portraying Israel as \"failed.\" 
Government-controlled dailies focused on President Mubarak\'s meeting 
with the lranian foreign minister 

Lebanon. Commentaries in opposition and independent papers showed 
strong reactions against the U.S. and some claimed new Arab pride 
thanks to Hezbollah. Egyptian Television hosted a prominent 

Lebanese writer who decried Hezbollah. End Summary. 


2. In the headlines and front pages. In the first day of the 
implementation of a ceasefire between Israel and Hezbollah 
opposition and independent headlines pronounced 

Surrenders\" (Nahdet Misr) 

End of the Myth\" (Al-Wafd) 

Al-Yom). In many papers 

large photos of Israeli Prime Minister Olmert appearing unhappy 
with his hand on his head 

in the government-controlled dailies portrayed \"Israel\'s great 
losses\" (Al-Akhbar) 

food and water for our soldiers\" (Rose Al-Youssef) 

massacre before cessation of hostilities\" (Al-Gomhouriya) 

also focusing on Hezbollah\'s ability to \"repel armored attacks\" 
(Al-Ahram). All government-controlled dailies provided prominent 
coverage of President Mubarak\'s meeting yesterday with Iranian 
Foreign Minister 

ceasefire\" (Al-Akhbar) 

common views on many issues\" (Al-Gomhouriya). 


3. In the commentaries. Commentaries in opposition and independent 
papers 

high concentration of anti-American 

a number of commentaries 

pride\" due to Hezbollah\'s actions. Al-Wafd editorials propounded 
\"...revenge will remain in the heart of Lebanese\" 

steadfastness will encourage the repetition of war\" 

is good at the art of hatred\" 

led by President Bush against Islam and Muslims.\" One senior writer 
predicted that \"Iran may lead the Islamic world after it possesses 
nuclear arms ... since Arab countries refrained in order not to 

anger the US.... Lebanon reaped a new Middle East different from 
Condi\'s project which will be made by heroic jihadists and martyrs.\" 
A columnist in independent daily 

\"supporting Hezbollah as the only resistance group that has regained 
pride for Arabs.\" 


4. While most relevant commentaries in government-controlled 
dailies focused largely on Israel\'s \"failure\" and debated the 
benefits of the new UNSC resolution 
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were strongly negative toward the U.S. One writer claimed that \"the 
Bush Administration has achieved unprecedented success in convincing 
the Arab public opinion of its destructive intentions... and in 

destroying the American dream in the hearts of the world.\" He 

accused the administration of 

... using the past six years to spread fascist thinking 

wars among nations.\" Another columnist expressed \"no surprise at 
the use of the term Islamic fascists\" as \"President Bush is leading 

a crusade against Muslims....\" 


5. In the airwaves. Egyptian TV\'s main news program at 9:00 pm 
hosted Dr. Chibili Mallat 

described Hezbollah\'s actions as an \"adventure\" and called upon 
Nassrallah to disarm and engage in Lebanese political life. While 
discrediting Hezbollah 

pushing Israel to withdraw from southern Lebanon in 2000. 
RICCIARDONE 
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Sages\") issued August 12 a declaration congratulating the 
Congolese people and authorities for the calm and peaceful 
manner in which the country\'s July 30 elections were held. 
The Committee urged political candidates and the population 
to respect the DRC\'s electoral law 

Independent Electoral Commission (CEI) is the sole 
organization authorized to declare election results. The 
Committee further appealed to all political actors to remain 
patient while results are being compiled 

challenges to the election process should be presented to the 
appropriate and competent authorities. The Committee reminded 
the Congolese as well to consider the enormous challenges 
facing the CEI in organizing the elections and to recognize 

the difference between organized fraud and \"imperfections\" in 
the electoral process. In addition 

against anyone issuing misleading statements that could 
undermine the security and well-being of the country and its 
people. 


2. (U) The International Committee of Wise Men 

eminent persons created following an appeal by the DRC\"s five 
transitional citizen institutions (the CEI 

Authority 

Commission on Ethics and the Fight Against Corruption 

the National Observatory for Human Rights) 

former President of Mozambique Joaquim Chissano. The 
Committee\'s role is to support 

the aforementioned institutions during the pre- and 
post-election period 

atmosphere of confidence and peace through the end of the 
electoral process and of aiding the peaceful resolution of 
potential election conflicts. The Committee was established 


Column 3 
to provide advice (which has no legal standing) to any 
political actors who wish to consult its members. 


3. (U) Post\'s unofficial translation of the declaration from 
the original French follows: 


DECLARATION OF THE INTERNATIONAL COMMITTEE OF WISE MEN 


We 

congratulations to the population and Congolese authorities 
for the holding of presidential and legislative elections 

July 30 

and dignity following an electoral campaign of good quality. 
They saw an exceptional level of participation and they were 
saluted by the international community in its entirety 
through the multiple international observers present in the 
Congo. 


Now is the time to wait for results. In this context 

of the highest importance that the people and the candidates 
conforming to the spirit that marked the electoral campaign 
and the vote 

the electoral law 

results. The announcement of results is the exclusive 
responsibility of the Independent Electoral Commission and 
their validation is solely the work of the Supreme Court. 


According to the information received by the International 
Committee of Wise Men 

Independent Electoral Commission will take place no later 
than August 20 

compilation of results obtained from nearly 50 

stations. It is a long and complex process. The Independent 
Electoral Commission has now committed itself to keep the 
public informed of the state of advancement of the counting 
process. 


While awaiting these results 

Wise Men appeals for calm and responsibility on the part of 
everyone. It invites the population and the candidates not to 
give any credence to various speculation. 


Particularly concerning the candidates 

Committee of Wise Men would like to focus their attention on 
the difference that can exist between electoral fraud and 
imperfections or irregularities in a country the size of the 
Democratic Republic of Congo 

first time in decades voting operations of this size. 


Moreover 
International Committee of Wise Men recommends to 
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presidential and legislative candidates who would have 
complaints to make 
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authorities 

The International Committee of Wise Men itself can be asked 
consider the laws and regulations in effect in the Democratic 
Republic of Congo by electoral candidates and by the 
Institutions for the Support of Democracy. The Committee is 
at the disposition of candidates and the competent 
authorities in the DRC in order to help them find the best 
solutions. 


The International Committee of Wise Men recommends to all 
the interest of the Congolese people and the future of the 
country 

population and undermine the security of property and of 
people. 


We repeat our appeal to all political groups 

society organizations 

Democratic Republic of Congo to do everything to assure an 
atmosphere of peace and calm in order to permit the 
restoration of confidence between Congolese and the creation 
of a consensus that can assure stability and the beginning of 
national reconstruction. Let us think of the present and the 
future of the children and of all those who live in extreme 
poverty. Let us give them the opportunity to march 

confidently towards a better future. 


End text. 
MEECE 
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USG to reconsider restrictions and warnings on travel to 
Bethlehem. End Summary. 


Ina Twist 
Buoys Bethlehem Businesses 


2. (C) Bethlehem Chamber of Commerce and Industry Chairman 
Dr. Samir Hazboun told Econoff August 14 that the number of 
Israeli Arabs seeking refuge in the Bethlehem area in recent 
weeks had reached about 1 

were staying in local hotels. He emphasized that hotel 

owners 
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and 

cancellations 
lowering hotel rates 


3. (C) Noting that he had conducted several informal surveys 
of local restaurants 

Hazboun asserted that the presence of Israeli Arabs had 
\"doubled\" the amount of business conducted in Bethlehem. 
Fruit and vegetable markets and grocery stores experienced a 
15 percent increase in sales. Several restaurants have met 
their seating capacity as often as three times a day in 

recent weeks 

tourist groups 

obliged to give bus drivers a 10 percent share and tour 
operators a 30-35 percent cut of the business. Hazboun 
however 

patronized by now mostly absent foreign pilgrims 
experienced a downturn in sales. 


4. (C) Hazboun said that the business community 
government officials and the citizens of Bethlehem 

whole 

their Israeli Arab guests. He asserted that 

month 

Bethlehem without incident. There were no reports of thefts 
or other crimes involving Israeli Arabs. At the 
recommendation of local businesses 

created a special emergency telephone number 

problems have been reported. (Note: Hazboun advised that 
the special telephone number was established both to ensure a 
pleasant stay for the visitors from the north as well as to 

help deal with any potential criminal or social problems they 
might be bringing with them. End Note.) Hazboun advised 
that 

many Israeli Arabs had begun that morning to head back to 
their homes in northern Israel. Some of them 

being more cautious about the fate of the recent cease-fire 
and are electing to wait until the end of the week. 


5. (C) Hazboun stated that he and other business leaders 
believe that Bethlehem\'s successful role as a \"safe-haven\" 
during this period would serve as a good indicator for the 
future. He advised that he would be meeting with Israeli 
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officials August 15 and hoped that they would agree to closer 
cooperation in facilitating travel to and from Bethlehem. He 
lamented the continuing Israeli closure on the travel of 
Palestinian workers and businessmen to Israel and worried 
that continued closures would negatively impact preparations 
for Ramadan in late September. He said that he hoped that 
the positive experience of Israeli Arabs would prompt the GOI 
and the USG to reconsider restrictions and warnings governing 
the travel of their respective citizens to Bethlehem. 

DUFFY 
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Democratic Change (CFDC) 

the leading political party coalition 

of the seven most influential parties in Mauritania. The 
coalition also includes the largest following of Islamists 
(including Jemil Ould Mansour and Moktar Mohamed Moussa) 
PMUC (the political party of the Knights of Change which led 
several unsuccessful coups against former president Taya) 
and FLAM Renovation (a breakaway wing of the exiled 
Afro-Mauritanian opposition group FLAM). 


3. (C) The CFDC has committed to working collectively to 
prevent any candidates from the former regime from being 
elected. Specifically 

influence of the \"Republican Party for Democracy and Revival 
(PRDR)\" and the \"Rally for Democracy and Unity (RDU) 
together controlled the government under Taya. 


4. (C) However 

many parties within the coalition have strong presidential 
ambitions 

for Union and Change (PMUC)\") are struggling with internal 
dissent. 
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5. (C) The former power brokers PRDR and RDU remain among the 
strongest 

in Mauritania. The two are reportedly in discussions to form 

a Coalition 

be made in secret 

the same \"independent\" presidential candidate. The need for 
secrecy arises from the public\’s perception that these two 

parties (particularly PRDR) were 
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closely linked to former president Taya. If either group ran 
a presidential candidate 

carryover from the Taya era 

certainly campaign against them. The public\'s tolerance for 
PRDR/RDU candidates will likely be tested in the coming 
November elections. 


6. (C) The four most influential CFDC members include 
\"Gathering of Democratic Forces (RFD) 

Progress (UFP) 

the \"Mauritanian Party for Union and Change (PMUC).\" PMUC 
co-founder Mohamed Ould Cheikhna is currently the only 
individual among the four parties to have declared his 
candidacy for the presidency 

expected to follow suite (including PMUC president Saleh Ould 
Hanena). 


7. (C) The remaining party of influence is the \"Union for 
Democracy and Progress (UDP)\" headed by Naha Mint Mouknass 
the only female political party president. UDP is expected 

to capture several Parliamentary seats 

presidential candidate (Mouknass is herself too young to run 

for the presidency). 


8. (C) RFD\'s President Ahmed Ould Daddah (the brother of 
Mauritania\'s first post-independence President) is the name 
most often offered when discussing who will be the next 
president. Daddah received 6.85 percent of the vote in the 
2003 presidential elections 

announced his candidacy 

run. His party has attracted many new high-profile members 
since the coup 

Colonel Fal. 


9. (C) Sidi Ould Cheikh Abdallahi was the first independent 
candidate to announce he was running for the presidency. 
Abdallahi is seen by many as a viable alternative to Daddah 

as both men are respected former ministers with economic 
backgrounds who come from important families and tribes. 
Abdallahi is also married to a cousin of Colonel Fal and 

Colonel Aziz. Some observers believe that PRDR and RDU will 
secretly support Abdallahi\'s bid for president. 


SIPDIS 


10. (C) Ahmed Ould Abdallah 
the UN Secretary General for West Africa 
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identified as a powerful presidential candidate 
reportedly reluctant to run. Abdallah 

his professional life with the UN 

articulate 


11. (C) Dehane Ould Ahmed Mahmoud 

former Minister of Foreign Affairs 

presidential candidate. With his military background and 
friendship to Colonel Fall 

candidate for the Military Council (and viewed as a potential 
favorite by those who believe the Military Council will 
attempt to sway the presidential outcome). 


12. (C) Other names which have been offered for the 
presidency include APP president Messaoud Ould Boulkheir and 
PMUC president Saleh Ould Hanena. However 

face significant resistance from Mauritanians unwilling to 
support a Black Moor president; while Hanena 

leader 

disagreeable to the existing power base 

tried to unseat with his coup attempts). 

Koutsis 
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sources 

crisis has sparked tension among senior members of the royal 
family. Specifically 

between King Abdullah on the one hand 

Sultan 

al-Sudayri brothers 

statements to date have publicly condemned Israeli attacks on 
Lebanon 

A 

Prince and Prince Naif have taken a far different stance by 
supporting a fatwa issued by bin Jabreen forbidding Muslim 
support for Hizballah (Ref E). The website further commented 
that this split was deepened when Crown Prince Sultan 

Naif 

sought to court U.S. support for their position against 
Hizballah. 


2. (S) The website claimed that the emergence of this 
perceived conflict between the King and his brothers is a 
\"prelude by Crown Prince Sultan to seize power.\" It also 
asserted that current events mirror those leading to King 
Faisal\'s assassination in 1975 

King Faisal had been weakened by his wavering support for 
pan-Arab causes in the region during this time. The website 
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also indicated that the SAG\'s apparently weak position and 
internal divisions over this crisis reflect a moral victory 

by Hizballah. 


3. (S) COMMENT: Speculation on the internal politics of the 
royal family is a time-honored tradition in Saudi Arabia. It 
is not surprising that at a time of crisis in the region 

local political observers should attempt to practice a Saudi 
variation of Kremlinology by deducing splits in the royal 
family from differences in statements issued by major 
princes. The fact that a Saudi website can publish such 
provocative speculation says a great deal about both the 
Saudi public\'s obsession with the Lebanon crisis and the 
increased degree to which the SAG tolerates free political 
discussion. END COMMENT. 

OBERWETTER 
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result of turf battles associated with the drug trade. The 
FARC killed dozens of ELN members this year 

EFL-affiliated council president in Arauquita. However 
fronts in other areas 

closely with the FARC on narcotrafficking. This suggests the 
ELN leadership does not fully control its troops. 


WOOD 
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described as essential for forward movement. Even to get 
Talat and Papadopolous to sign the two papers in early July 
had taken an intervention from SYG Annan in New York 
added. 


4.(C) The technical committees -- set to discuss ten issues 
-- were to begin technical talks 

parties had exchanged lists on July 31. They exchanged their 
lists: The TC paper stated that there must be a UN solution 
and restated the basic parameters (bicommunal 

federal). The GC paper 

broad areas 

Burgenstock. No technical talks have started 

stalemate 

discussions on substantive issues start simultaneously. 
That 


5.(C) With respect to Moller 

do not see him as constructive. Rather than moving the 
process forward (a la DeSoto 

diplomacy and the SYG\'s backing 
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his latest visit) 

TCs unhelpfully to sell GC ideas to Talat. Bilman personally 
believes that Moller must go; he has too much baggage. 


6.(C) Bilman described Talat as increasingly alienated from 
Moller and irritated by the GCs. Talat and the TCs remain 
committed to a solution 

is helping solidify the status quo. The TCs do not want an 
indefinite process; they want a timeline and progress. He 
claimed the GOT was not attempting to influence Talat; it was 
his game. The GCs 

the facts on the island and the federal systems of the world. 


7.(C) On the issue of \"community\" versus \"side\" 

stated emphatically that the TCs had moved past that barrier; 
the \"community\" language was done with in 1975. The TCs are 
a side or a party and won\'t be degraded to the level of 
\"community\" versus the \"President of the Republic 

stated. This language was revived in the Papadapolous/Annan 
Paris decree. (Note: The language that so annoyed the Turks 
and TCs. End note.) 


8.(C) With respect to Famagusta/Varosha 

context in which it originally had been discussed in 
Luxembourg. Talat adviser Pertev had stated at one point 
that the GCs could have Varosha if the TCs could open all 
ports including Ercan airport. His GC counterpart responded 
that to accept such a position would amount to political 
suicide. 


9.(C) The idea of technical talks 

take care of everyday 

get into final settlement issues. When there had been a 
murder in the south 

Talat had begged for some information so they could jail him. 
The response was that the GCs couldn\'t deliver any 
information because they did not recognize the legitimacy of 
the \"government\" in the north; the TCs had to release the 
man. With respect to sharing information on avian flu (Al) 
the GCs sent a fax message to the Turkish MFA with regard to 
Al on Cyprus and declined to discuss the issue with the 
\"illegal regime\". Those are the technical issues 

said 

propose that the property issue 

the core of a Cyprus settlement 

technical talks. 
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10.(C) Comment: The Turks believe that Moller has had his 
chance; they will no longer budge on this. Gambari 

Bilman 

know it is in their EU accession interest to get a UN process 
moving; if is difficult to see the up side for them in 

torpedoing technical talks. Whoever said what to whom on the 
island 

running 

angle. End comment. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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item 

greater concerns. He was confident the ceasefire will 
\"gradually hold\" over the next six months and said its 
success and strength would depend on the number of forces 
deployed and the establishment and protection of a buffer 
zone. That Hizballah reneged on its promises was to be 
expected 

relevance of its armed presence would diminish. It was 
important for the international community to continue to 
support the GOL and Lebanese people (the FM noted GOK 
disappointment that humanitarian assistance flights to 
Lebanon were denied clearance and said the GOK still wanted 
to send aid) 

meddling in Lebanese affairs. He opined that the next 
serious problem in Lebanon would arise in the context of the 
internal political re-ordering following the repositioning of 
Hizballah weapons above the Litani. 


Iraq: Even Hotter 


3. (C/NF) Despite the weeks of devastation in Lebanon 
Shaykh Dr. Mohammed called developments in Iraq \"much more 
ominous.\" The GOK was deeply concerned about ongoing 
violence and feared Iraq would become a failed state. He 

said Somalia and Afghanistan were failed states without any 
resources and still became havens for Al-Qaeda and other 
terrorist groups. The prospects of what such groups could do 
in Iraq given its size and natural resources were disastrous. 

He told the Ambassador the Amir discussed these concerns on 
August 13 with Iranian Deputy FM Mehdi Mostafavi and called 
on Iran to exert pressure on Moqtada Al-Sadr and the Jaysh 
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Al-Mahdi to prevent Iraq from breaking up. He added that 
Iranian and Kuwaiti officials also discussed convening an 

Iraq neighbors\' group meeting on the margins of the UNGA to 
see what could be done to help Iraq. He stressed 

to take precautionary measures.\" (See reftel for discussion 
of helping Iraq confront fuel shortages.) 


Iran: Playing with Fire 


4. (C/NF) Shaykh Dr. Mohammed also noted GOK concerns about 
Iran. He said the Amir delivered a clear message to 

Mostafavi 

on lran\'s need to cooperate with the international community 

in both Lebanon and Iraq. He added that a neighbors\' meeting 
would provide an opportunity for regional leaders to 

reinforce to Iran that it is \"playing with fire.\" In 
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addition to Iran\'s regional interference 

concerned about the nuclear issue and was troubled that 
Mostafavi said Iran would reconsider its IAEA membership due 
to recent UNSC pressure. Shaykh Dr. Mohammed said Iran had 
planned to respond to the EU-3 proposal 

1696 created a new dynamic. Iran would not respond well to 

the imposition of sanctions and such a move could trigger 
retaliatory measures in Iraq 

Shaykh Dr. Mohammed pressed Mostafavi on the need to respond 
to the EU proposal 

and the Iranian FM\'s recent Beirut meeting with his French 
counterpart 


5. (C/NF) When asked by the Ambassador whether the Iranians 
felt strengthened by Hizballah\'s performance in Lebanon 

Kuwaiti FM noted the spectacle of an Iranian FM meeting with 

the French FM at the Iranian embassy in Beirut. Shaykh Dr. 
Mohammed speculated that the Syrians must have been aghast at 
this demonstration of Iranian influence in Syria\'s 

neighborhood and in the Arab world. 
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both Darfur and the DPA. Furthermore 

commitment of the United States\" to a lasting peace. The real 
implementation of the DPA could begin in this new office and it 

could become a home for every Darfurian. Ambassador lbok also 
chastised neighboring states that were supporting non-signatories 
and encouraged the broader international community to press them to 
sign on to the DPA. 


3. Representing the Government of National Unity 

made the point that no document was perfect 

nonetheless represented a substantial step toward peace. Darfur is 
a region of over one hundred tribes 

and international community alike 

durable peace. Dr. Abdul Rahman Moussa spoke on behalf of the 
signatories of the Declaration of Commitment to the DPA. Minni 
Minawi 

the Transitional Darfur Regional Authority 

Liberation Movement (SLM) 

the government. Minawi thanked the U.S. for its efforts to both 
broker the agreement in Abuja and bolster its implementation via 
this office. He specifically thanked Dr. Moussa for his courage in 
joining the agreement and encouraged others to sign. Minawi spoke 
at length about the Darfur Joint Assessment Mission (D-JAM) 
World Bank-led evaluation of the long-term needs for recovery 
reconstruction 

required to enable refugees and internally displaced persons to 
return to their villages and resume their lives. Minawi stated 
several times that he wanted to be inclusive 

succeed all had to join 

this. 


4. CDA Hume closed the ceremony by stressing the dire humanitarian 
considerations of the crisis in Darfur and the imperative for all 

parties to shoulder responsibility for the implementation of the 

agreement. He also congratulated the signatories for the personal 

risks each had assumed in signing the agreement. CDA Hume\'s remarks 
were reported extensively and favorably on the front page of the 

English language daily Khartoum Monitor. The English language Sudan 
Vision also carried a front page photo of the ribbon cutting 

ceremony. The event was not covered in the Arabic language press 
however 
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meeting)\" 


Pablo Wende 
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writes (08/11) \"No USG official attended the Council of the 
Americas\' meeting 

a sign of the cold ties between the US and Argentina. 


\"In spite of previous speculation 
for Latin America 
similar encounter in Uruguay 


\"... AS a matter of fact 

the encounter. The White House\'s Assistant Secretary for Latin 
American Affairs 

although he had initially been included as a lecturer. 


\"Only some members of the US Embassy were seen 
Matera 
Ambassador Anthony Wayne. 


\"Argentine Government officials tried not to make comments on the 
bilateral relationship between the US and Argentina. The only one 
who slightly referred to the White House\'s decision to eliminate 
preferential tariff rates for Argentine imports was Cabinet Chief 
Alberto Fernandez. He said \'We have the right to continue defending 
our interests at international fora 

claim for developed countries to lower their farm subsidies. 


\"... Argentine businessmen who are members of the Council sought to 
downplay disagreement over ties between the US and Argentina. \'The 
two countries are strongly willing to hold talks 

statements that were made.\'\" 


- \"The US-Argentine relationship cools down\" 


Mariano Obarrio 

and Business\" supplement 

administration ministers\' attendance at the Council of the Americas 
forum resulted in formal and mutually praising statements 

also made clear that US-Argentine bilateral ties have cooled down - 
there were no signs of mutual confidence. 


\"Cabinet Chief Alberto Fernandez did not avoid criticizing the USG\'s 
decision to limit preferential tariff rates for Argentine exports. 


\"... Businessmen acknowledged that Kirchner attained economic growth 
through unorthodox measures 

still has a long road ahead to have clear rules and judicial 

security for investment. 


\"They also said that US prioritizes other countries 
Peru 
being negotiated. 
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\"Regarding the political factor 

closeness to Venezuelan President Hugo Chavez and Bolivian President 
Evo Morales has impaired the US-Argentine relationship 

think it is possible that the relationship will cool down even 

further.\" 


- "Maximum alert in the US on flights to the UK\" 


Ana Baron 

writes (08/11) \"The US Homeland Security Department decreed the 
maximum state of alert for commercial flights with the UK 

the discovery of a massive terrorist plot to blow up ten airplanes 
heading for the US... 


\"... For his part 

arrests in the UK are a reminder that the nation is at war against 
Islamic fascists who want to use any means to destroy those who love 
freedom and hit our country.\' 


\"The head of the White House has managed to politically capitalize 
on this kind of information... 


\"However 

believe that the US is winning the war on terrorism 

plot like yesterday\'s may reinforce the opinion of those who believe 
that the Bush administration is losing the battle.\" 


- \"Bush declares state of alert and lashes out at Al Qaeda\" 


Hugo Alconada Mon 

daily-of-record \"La Nacion 

one month away from the fifth anniversary of the September 11 
attacks 

the USG again charged Al Qaeda as the main suspect in a new and 
failed terrorist plot. 


\"US President George W. Bush accused \'Islamic fascists\' of the 
failed plot to blow up nine or ten airplanes of three main US air 
companies over the Atlantic Ocean.\" 


\"Only five years after the largest attack against the US 

House continues without defeating Al Qaeda or capturing Osama bin 
Laden while its two front battle 

absorbing its military power.\" 


- \"A Lebanese woman\'s testimony\" 
Daily-of-record \"La Nacion\" carries an op-ed page by writer Marcos 


Aguinis 
journalist... 
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\"... Against my expectations 

something that happened before Israeli independence 

1948 - three trucks loaded with explosives exploded on the busy Ben 
Yehuda street in Jerusalem killing 54 and injuring hundreds of 
civilians. She said 

\'desperate due to the occupation.\' 


\"Then 
civil war 


\"Brigitte Gabriel's words again injected hope that the Arab world 
has brave personalities... There are in Lebanon hundreds of 
thousands that hope that Hezbollah\'s criminals 

without the justification of any \‘occupation 

the sake of the region and the world.\" 


- \"\'This war serves the US interests\\" 


Marcelo Cantelmi 

interviews Muhammad Barrake 

\"Asked about the war 

Israel 

war in Iraq and Lebanon express an imperialistic view that they 
attempt to impose. And in this way 

defense of its own interests but those of the US.\'\" 


- \"Mercosur is reported to allow a limited FTA between the US and 
Uruguay\" 


Business-financial \"Ambito Financiero\" reports (08/11) \"In a little 
more time 

will stay in Mercosur as one more partner or whether it will become 
an associate country 


\"Reportedly 

sign an FTA with the US as long as it only includes three products - 
meat 

to governmental purchases 

event the Vazquez administration makes progress on those fields 
which would imply the signature of an FTA 

supported by Argentina and Brazil. 


\"Nonetheless 

has two kinds of trade opening proposals for Latin American 
countries - entering the GSP or an FTA including all sectors of the 
economy and not just only some goods. 


\"As we all know 
leaving aside the three South American beneficiaries - Argentina 
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Brazil and Venezuela. 


\"The US strategy in the region is reaching FTAs 
implemented with Chile and Colombia 
reached with Peru and Ecuador.\" 


- \"The opposition will support Tabare\'s attempt to reach an FTA with 
the US\" 


Patricia Valli 

\"InfoBae 

pointed out that Tabare Vazquez\'s announcement that he will seek \'a 
broad FTA\' with the US was a \historic milestone\' that will bury the 
Frente Amplio\'s biases. 


\"For his part 

only way to achieve a real insertion is through an FTA. In this way 

the Vazquez administration confirmed that it has no obstacles among 
opponents 

same government. They argue that it could impair Uruguay\'s ties with 
Mercosur 


\"According to Pablo Rosselli 
logical’ for Uruguay to seek some opening because \'Mercosur is not 
working well 


- \"Reaction to US blockade\" 


Business-financial \"Ambito Financiero\" (08/11) \"The possibility that 
the US could leave Argentina outside of its GSP... turned on alarm 
bells among farmers and the governments of at least 15 provinces 
which could be seriously affected by the blockade. 


\"Yesterday 

Ministry to intervene based on the fact that the end of exports of 
strawberries could damage some 5 

production in the province. 


\"... There are some 5 
50% of Argentine strawberry exports 
million dollars per year.\" 


- \"Hostile gestures from financial hubs\" 


Marcelo Bonelli 

op-ed page (08/11) \"The (Argentine) Government perceived clear signs 
that the G7 and political and financial hubs have started to put 

limits on Argentina. This is why 

the greatest public representative of this power - the IMF... 
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\"The country is questioned for not following what is interpreted as 
international rules. 


\"Local financial sectors sustain that claims could be deepened with 
the arrival of the new US Ambassador 

version was totally dismissed by spokespersons of the US diplomacy 
in Buenos Aires. 


\"... Another sign was the last IMF board meeting - a total change in 
the Argentine economic policy. 


\"Another sign was Washington\'s decision to impose commercial 
sanctions.\" 


3. EDITORIALS 
- \"The time of the terrorists\" 


An editorial in liberal 

reads (08/11) \"The British government\'s announcement of the 
discovery 

massive terrorist plot to blow up an unknown number of civilian 
airplanes 

revelation 

information about the investigation... 


\"... For some the adjectival outbursts of President Bush 

reference yesterday to \'Islamic fascists 

but in real terms that is a language aimed at simpletons and not of 
any use to society at large 

components... 


\"We may be in a new season of terrorism 

part to the growing warfare in the Middle East. The important angle 
of approach to the worldwide threat to human life is that no person 
is left out 

This is what makes terrorism 

generated 

division. And that is what an open society has to guard against.\" 


To see more Buenos Aires reporting 
classified website at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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across the board 


3. (C) While the sit-in problem was contained 
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issues remain mostly unresolved. The lack of resolution 

stems from three factors 

lack of funds from Geneva/UNHCR (Note: The UNHCR budget has 
been cut. Van der Klaauw did point out that US financial 

support to UNHCR is vital. End Note.) 

from prior to October 2005 when Van der Klaauw became the 
director 


4. (C) UNHCR rejects approximately 20 percent of refugee 
applicants following initial interviews for not having a 
legitimate asylum claim. The result is that there are fewer 
economic migrant applications for refugee status 

decrease in applicants from Nigeria 

Van der Klaauw (reftel A). There were 2500 cases to be 
processed by UNHCR -- 1100 have been decided on 

been interviewed but not decided on 

interviewed. (Note: The number of cases seem to be in flux. 
End Note.) He stated that 220 out of the 1100 finished cases 
were recognized 

addition to these old cases 

applications a month 

because they are initially rejecting more. (Note: The 

result will be a higher percentage of asylum cases. End 
Note.) 


5. (C) Van der Klaauw stated that the majority of refugee 
applicants are from the Democratic Republic of Congo and the 
Ivory Coast. Refugees from the Ivory Coast tend to be young 
single men who are escaping the warring factions. He 
explained that many Ivorians are recognized under an 
\"extended mandate\" and can be protected under the UNHCR 


extended interpretation of the mandate to include the 

category of \"generalized violence.\" Since the GOM has a 
policy of \"no return\" for lvorians 

status. (Note: Citizens from Senegal and Mali do not require 
visas to enter Morocco. Van der Klaauw identified a \"class 
system\" in the migrant community -- French speakers are more 
acceptable than others. End Note.) Thirty percent of those 

from the Democratic Republic of Congo are women with 
children. Many of the Congolese women 

Klaauw 

in the Congo 

to reach Morocco; and 

medical care. He gave the example of a 14 year-old Congolese 
girl who was raped en route from Kinshasa. Van der Klaauw is 
attempting to obtain third country asylum for her. He noted 
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that although these cases of sexual violence are not 
necessarily refugees 

psychological treatment. 


6. (C) Van der Klaauw explained that the refugee population 
remains modest -- 200 refugees had been recognized by the 
UNHCR in the past 40 years 

arrival in 2005. Of these 200 

still need to be resolved. Van der Klaauw described the 

growing expectations of refugees as a \"dependency syndrome.\" 
Many refugees expect UNHCR to pay them a monthly stipend and 
pay for private school. He emphasized the limited resources 

of the UNHCR\'s budget and that priority is given to the 
physically impaired 

succeeded in getting refugee children formally recognized by 

the public school system 

finance children in private schools. He explained how the 
UNHCR recently had to finance a Christian funeral for a 

refugee 

(Note: A Muslim burial costs between 400-500 dirhams. End 
Note.) Van der Klaauw emphasized the importance of 

rectifying the misconceptions of the UN\'s role and helping 
refugees shift to a model of self-reliance. 


7. (C) More refugees are seeking resettlement in third 
countries 

resettlement is possible for only a minority of cases 

women and children at risk and those with medical conditions. 
Van der Klaauw said that the UNHCR wishes to avoid making 
Morocco a \"pathway to other countries 

afford to play such a role. 


8. (C) Van der Klaauw noted the difficulty in furthering 
cooperation with the GOM if UNHCR cannot provide figures on 
the future refugee population and prove to them that it is 
manageable. If UNHCR uses the average of cases recently 
recognized 

refugees yearly 

that it is not the UNHCR\'s goal to remain permanently in 
Morocco -- they hope to \"phase out\" and allow the GOM to 
\"take over.\" Van der Klaauw said he hopes for the creation 
of an \"Asylum Body 

trained officers from the Ministry of the Interior (MOI) 

asylum experts 

Klaauw 

He said that the Ministry of Foreign Affairs (MFA) asked him 
to talk to the MOI 
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moving.\" He reported that N. Zerouali (MOI) told him to \"be 
patient 

Klaauw was optimistic and said he knew the GOM recognized the 
seriousness of the UNHCR. He also said the GOM is in the 
process of discussing setting up a central asylum policy. Van 
der Klaauw\'s goal is to involve the GOM in the legislative 
process. He wants to encourage the release of joint 
decisions and the specialized training of GOM officials. He 
also discussed cooperation with other UN agencies and GOM 
agencies on issues such as economics 

asylum-seekers which are related to refugee issues. Van der 
Klaauw provided a copy of a report 

Mixed Migratory Movements: A 10-Point Plan of Action 

he officially gave to the MFA in July; however 

is still being negotiated (reftel B). 


9. (C) Prior to the July Rabat conference on migration 
(reftel C) 

expected this to be signed during the High Commissioner\'s 
visit on July 10. The agreement defined the UNHCR\'s 
\"interim\" status 

GOM returned it with text added indicating a permanent 
status. The agreement was not signed by UNHCR; Van der 
Klaauw indicated that the agreement might be signed in 
October. 


10. (C) Van der Klaauw noted the importance of a 
collaborative approach on refugee issues. He mentioned the 
possibility of Oxfam 

creating safe havens for married women raped by Moroccans. 
Van der Klaauw said UNIFEM expressed interest but worries 
that they are not very operational. He also underlined the 
importance of small projects 

will boost self-reliance. He said he wants to see new 
approaches and activities 

create new employment and also mentioned encouraging 
industries to give jobs to refugees. He recognized the 
difficulties in finding employment opportunities since the 
UNHCR registration is not officially recognized by the GOM. 
(Note: The GOM has said that the UNHCR is not yet an 
authority on refugee recognition because of its 2005 
\"backlog 

and right 
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11. (C) Van der Klaauw said that he now has some 
responsibility for managing the confidence building measures 
(CBMs) process 

office is supervised by Alexandra Morelli. He noted that 
there is a regional plan to which they would like to adhere. 
On the one hand 

changed the CBMs; and 

Polisario are responsible for the current stagnation (reftels 

D 


12. (C) According to Van der Klaauw 

perceived as the sole actor in the Western Sahara and that 
there are separate constituencies. He also noted that the 

GOM is angry because of MINURSO\'s ideas and suggestions to be 
involved beyond its peace-keeping role. He recognized the 
GOM\'s complaints that the CBMs were politicized but affirmed 
that the UNHCR administered them correctly and had nothing to 
do with whether some misused it. He also acknowledged the 
sensitivity of the Western Sahara and how quickly people 

judge all statements as political 

Morocco or supporting the Polisario. 
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dealing with him. The Prime Minister remains committed to 
the Joint Strike Fighter (JSF) project but wants to avoid 
handing an election issue to the opposition. Ambassador 
Arnall briefed Balkenende on upcoming Embassy plans to 
promote diversity and Muslim outreach and received an 
enthusiastic response. END SUMMARY. 


DOMESTIC POLITICS: CDA ON THE REBOUND: 


2. (C) During a 45 minute tour d\'horizon meeting with 
Ambassador Arnall on August 14 

Prime Minister Balkenende expressed cautious optimism about 
the Christian Democrats\' (CDA) prospects for November\'s 
parliamentary elections. He noted that the gap between CDA 
and the leading opposition Labor Party (PvdA) had narrowed 
dramatically since the local elections last March 

showed PvdA leading by 30 seats; today 
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(4-5) separated the two parties. Balkenende credited the 

shift primarily to the strong performance of the Dutch 

economy -- which 

reform policies -- but said that PvdA leader Wouter Bos\' 
missteps on pension reform and other issues were also 
contributory factors. Balkenende made clear that the CDA 
intended to campaign vigorously on his government\'s record in 
upcoming months. 


LEBANON: DUTCH STILL CAUTIOUS ON PEACEKEEPING ROLE: 


3. (C) Turning to the Middle East 

the Dutch for their strong demonstration of support for UNSCR 
1701 (reftel) and generally responsible approach to the 
conflict. Balkenende reiterated Dutch support for the 
resolution 

could be difficult. In response to the Ambassador\'s query 
Balkenende said the Dutch \"did not rule out\" participating in 
the anticipated peacekeeping force in some way at some point 
in the future 

would be extremely difficult at this time. Dutch forces 

noted 

(via NTM-I) 

election year may be too much to ask. Echoing a familiar 
Dutch theme 

provided a good opportunity for \"other allies\" who are not as 
stretched to shoulder greater international responsibilities. 


VENEZUELA: \"SUBTLE\" APPROACH NEEDED: 


4. (C) Noting recent Dutch mixed signals regarding 
Venezuela\'s bid for a UN Security Council Seat (ref b) 
Ambassador Arnall pushed for a clear sign of support for 
Guatemala. Balkenende responded that the issue was being 
reviewed by the Ministry of Foreign Affairs. He stressed 
however 

\"meddling\" in the Dutch Antilles and elsewhere. While the 
Dutch agreed completely on the need to restrain Chavez\' 
ambitions 

large and powerful neighbor. For that reason 

argued that the Dutch had no choice but to deal \"subtly\" with 
the Venezuelan threat. 


JOINT STRIKE FIGHTER: POLITICAL HOT POTATO: 


5. (C) Ambassador Arnall briefed Balkenende on the upcoming 
Parliamentary visit (septel) to the United States to review 
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the current state of play on the Joint Strike Fighter (JSF) 
project. Balkenende said that his government remained 
committed to the project 

a difficult issue in an election year. While some senior 
PvdA leaders 

plane for the best price 
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heat of an election campaign 

force the party to take a hard-line position -- one it would 
then not be able to change if/when the PvdA came into 
government. 


MUSLIM OUTREACH/DIVERSITY DIALOGUE: DUTCH SOCIETY CHAN 


6. (C) Balkenende expressed strong interest in the Embassy\'s 
plans to host a \"Diversity Dialogue\" conference bringing 

Dutch and U.S. Muslim communities together in November 
well as in its plans to host a follow-up conference on 

diversity in the workplace. He pointed out that during the 

Dutch EU Presidency in 2004 

European-wide discussion of \"values and norms.\" Such issues 
were critical given the demographic and social changes 
occurring in the Netherlands and elsewhere in Europe. 
Balkenende agreed with the Ambassador that providing real 
economic opportunities for immigrants was one of the most 
important steps in the integration process. 


COMMENT: 


7.(C) Recently returned from vacation -- during which Dutch 
papers ran photos of him sunning on a Mediterranean beach -- 
Balkenende appeared confident and relaxed throughout the 
meeting. The devastating results of the March local 
elections -- after which Balkenende\'s personal polls reached 
historic lows -- and June\'s government crisis are clearly 
behind him; if anything 

energized both Balkenende and the CDA for the difficult fight 
ahead. While the CDA still lags behind PvdA in most polls 
they are gaining ground and -- unlike the PvdA -- can count 
on at least one other large party -- the Liberals (VVD) -- to 
help form a majority in Parliament and serve in a coalition 
government. The real campaigning will not begin in earnest 
for several weeks 

challenge 

opportunity to get his message out to the public. 
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more narrowly than the average Lebanese would see as 
reasonable. We have told our contacts that Israel will 
continue its surveillance activities and use all means to 
disrupt suspected resupply of weapons and strategic goods to 
Hizballah. Second 

least initially) rocket attacks into Israel 

wounds momentarily before resuming attacks against Israeli 
positions inside Lebanon. Hizballah can easily -- 
intentionally -- provoke Israeli force protection operations 
that will be seen by the Lebanese as excessive. 


3. (C) Thus 

Israeli-Hizballah fighting could easily spin out of control 
with both sides perhaps crossing the informal red lines the 
next time around (e.g. 

Aviv 

institutions 

many countries reluctant to step forward with troop 
contributions for the beefed up UNIFIL force that 
deployment 

And that 

Iranian and Syrian backers desire: no additional UNIFIL 
troops 

and no Hizballah disarmament. 


4. (C) At the same time 

approaching a moment of truth. With a cabinet meeting on 
exactly how to implement UNSCR 1701 postponed 

soon -- upon LAF deployment with UNIFIL -- have to say once 
and for all whether they will stand up to Hizballah and 
insist on disarmament 

everywhere. As we will explore in other messages 
cabinet\'s 8/12 unanimous acceptance of UNSCR 1701 
news 

presence in south Lebanon makes it difficult for the 
non-Hizballah members of the cabinet to unify behind 
immediate disarmament of Hizballah 

collusion with an Israeli occupation. We do not 
underestimate the ability of Lebanon\'s political class to 
muddle through by relying on the ambiguity of various 
interpretations. But the cabinet might easily collapse over 
UNSCR 1701 

and security implications for Lebanon. 


5. (C) We believe that we can reinforce the cessation of 
hostilities and build public support for the requisite 

Hizballah disarmament if we can show some changes on the 
ground now. In many ways 

like yesterday 
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remain distracted by the need to find gasoline 

other essentials; people worry about the destabilizing impact 
of the IDPs who have no homes to reclaim; businesses cannot 
import essential supplies or export products; travel in and 
out of Lebanon remains difficult and open only to those who 
have no fear of transiting Syria -- to name only a few of the 
hardships of daily life here. Israel may hope that these 
deprivations move more people away from Hizballah 

the cabinet now behind UNSCR 1701 

feel some relief as an incentive to go further. 


6. (C) To build momentum for the more permanent cease-fire 
we suggest that the USG support some initiatives now 
demonstrate that there are initial benefits to subscribing to 

the cessation of hostilities -- and that normal life can 

gradually be restored as implementation of UNSCR 1701 moves 
forward. The sticks for non-compliance remain clear: 

ongoing Israeli military presence in south Lebanon 

Israeli measures that will strike Lebanese as offensive 

the ongoing Israeli air and sea blockade. With those sticks 
obvious to all 


BEIRUT 00002615 002 OF 003 


under USG leadership 
ideas 


-- Immediate opening of an air shuttle for passenger travel 
between Beirut and (probably) Amman. We have discussed this 
idea before 

that the Israelis have 

in Jordan\'s security procedures 

national carrier 

operating passenger shuttles multiple times a day between 
Beirut and Amman (assuming the Jordanians would be amenable). 
If we could inform the Lebanese even today that runway 

repairs and munition-clearing could commence now 

shuttle could start operating on one of the runways within 

days. We can also broker Israel's acceptance of Lebanon 
starting longer-term runway repair and replacement of 
destroyed fuel tankers now. We can at the same time make it 
clear that more general aviation traffic depends on the GOL 
having effective plans to prevent arms 

smuggling via the airport. 


-- Immediate lifting of the sea blockade for fuel tankers 

and automatic clearances for shipments of grain and 
humanitarian deliveries (perhaps from recognized sources) to 
Lebanon 

Israelis would retain the ability to stop suspicious 
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freighters at the sea embargo line for inspection. As with 
the airport 

some relief to Lebanon while maintaining a strong incentive 
-- the potential full reopening -- for the GOL to improve its 
security procedures at the port. 


-- Large-scale Mine Action activities: On the first day of 

the cease-fire 

IDPs 

the long-standing U.S. leadership in Mine Action activities 

in Lebanon (and given that we are held largely responsible 

for Israeli weaponry 

could play an important role in providing safety for people 
returning to the south that would have a major impact on 
public opinion here. The UAE has also announced a resumption 
of its mine-clearing program. We recommend a vast increase 
in USG funding for Mine Action activities 

immediately and used as quickly as possible. 


-- Immediate deployment of a planning unit to UNIFIL. 
UNIFIL is going to play the key role in coordinating the 

IDF\'s withdrawal and the LAF deployment 

current incarnation does not have sufficient planning 
capacity. If the French are expected to play a key role in 

the beef-up UNIFIL authorized in UNSCR 1701 

encourage the French could send a planning unit to Naqoura 
now. If the French are not available 

provide competent military planners. UNIFIL and LAF 
deployment needs to be done right 

planning. The initial planning meeting held today by UNIFIL 
Commander Pellegrini was encouraging (with the Lebanese and 
Israeli generals eventually sitting in the same room 

although talking through Pellegrini) 

planning power. 


-- Providing transitional housing materials for IDPs -- 

which could in many cases be done through local purchases 
thus helping Lebanon\'s economy overall. It is already clear 
from spontaneous traffic jams today that IDPs who are from 
the south want to go back home. (The UN counted 1200 cars an 
hour heading south out of Beirut 

on the main road alone.) Many of them are going to discover 
that their houses have been damaged 

fighting. Purchases (or shipments 

Lebanon) of building materials such as 

steel and plastic sheeting would enable residents to move 
back home 

houses habitable. As part of this 

delivery of basic cooking utensils and cooking gas as well. 


-- Focus on reopening hospitals and medical clinics in the 


Column 3 

south. This will entail working with NGOs and others to 
ensure that staff can return safely to hospitals 

supplies are sufficient for generators 

other supplies are delivered. 


-- Transfer of UN security responsibilities from the UNICEF 
representative to either the UN Humanitarian Coordinator (our 
first choice) or the UNSYG\'s Personal Representative to 
Lebanon. While this is an internal UN organizational matter 
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that would not be noticed by the Lebanese 

critical to the ability of the Humanitarian Coordinator to 

work effectively. Currently 

Officer (DSO) for Lebanon is housed with UNDP and temporarily 
placed with UNICEF. This means that the HC cannot prioritize 
relief staffing needs. Given our lack of confidence based on 
prior experiences in both UNDP\'s and UNICEF\'s local 
representation 

headquarters that the DSO be housed either with the HC or in 
the office of Geir Pedersen. (While Geir Pedersen is 
bureaucratically senior to HC David Shearer 

formal link between their critical operations. But 

according to both 

having done so for years in the West Bank during the second 
Palestinian Intifada.) 


-- Shipment to Lebanon of military-style trestle and Bailey 
bridges 

begins to take seriously its responsibilities under UNSCR 
1701 to control arms smuggling 

reluctant to allow the restoration of all transportation 
linkages. But 

others could provide some emergency 

spans as temporary replacements in some areas quickly. 


-- Work on a private-sector initiative that could bring U.S. 
business representatives -- with as many Lebanese-Americans 
as would be willing to participate -- to Lebanon in 

September 

willing to participate in Lebanon\'s reconstruction 

adopting certain projects to finance and by finding economic 
opportunities to create local jobs. While this initiative 

would be (for security reasons) kept at arm\'s length from the 
USG 

will have far-reaching impact by providing hope to the 
Lebanese people that Lebanon\'s international connections 
like its infrastructure 
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7. (C) Over the longer term 

reconstruction and job creation in the areas of the country 
hardest hit by the fighting -- which means in the areas of 
the country where Hizballah\'s infrastructure and support was 
strongest 

funding that will surely flow in 

generous 

strengthen the GOL and its institutions 

the \"state-within-a-state\" charitable institutions Hizballah 
had used (with Iranian financing) to garner support. We will 
send ideas septel on the longer term 

believe we should focus on some infrastructure work 
housing guarantee financial programs 

creation. One complication we will face: how to use our 
assistance to reduce support for 

while ensuring that we stick to USG rules about not helping 
those associated with terrorist organizations. 

FELTMAN 
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GOC for short and no-notice weather observation flights over 
Colombian territory 

and Providencia. Civil aviation authorities and the 

Colombian Air Force have granted blanket approval for weather 
observation flights through December 31 

can be extended by request. In granting permission for such 
flights 

over San Andres and Providencia is controlled by the GOC 
under 20 

controlled by Panama. Weather observation and reconnaissance 
authorization is limited to those aircraft with the tail 

numbers provided in reftel. 

WOOD 
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concerned: The Americans 

those countries of the world to which goods are directed 
through the Freeport Container Port. The safety of the port 
could also be an economic boon for The Bahamas as shippers 
worldwide will know of the pre-screening and will encourage 
clients to use it for its safety and the fact that goods are 
unlikely to be tampered with.\" 


5. COMMENT: Though negotiations were lengthy 

genuine interest from The Bahamas in the screening program. 
The slow pace in bringing CSI to conclusion was more 
reflective of an overburdened Attorney General than a lack of 
interest in security cooperation. The delays are also 
instructive about how Cabinet prioritizes its agenda -- 
overwhelmed by its involvement in the most minute details of 
government 
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important to do so. END COMMENT. 
HARDT 


74806 

Republican 

circulated opposition weekly - were arrested and jailed by 

the Detective Branch of the Nigerien National Police. The two 
men were charged with dissemination of false news and 
defamation of the Government of Niger (GON) after the GON 
lodged a complaint relating to an editorial published in the 

July 27 edition of \"Le Republican.\" In this editorial 

alleged that Prime Minister (PM) Hama Amadou was pushing for 
a realignment of Nigerien foreign policy toward nations like 

Iran and Venezuela and away from Niger\'s traditional western 
aid partners. Many Nigerien observers consider the storm over 
the editorial a red-herring 

fact out to punish the paper for its recent revelations of 
government corruption - an issue \"Le Republican\" claimed 
underlay the foreign policy \"realignment\" in the first place. 

The GON\'s move against the newspaper has become mixed up with 
an ongoing public controversy over corruption in the 
government\'s management of a large donor funded effort to aid 
the country\'s failing primary schools. END SUMMARY 


2. (SBU) In a July 27 editorial 

ranging claims that Hama Amadou sought a foreign policy 
realignment favoring Iran and Venezuela over traditional 
western partners. The proof consisted entirely in the fact 

that the PM had had a dinner meeting with the lranian 
Ambassador. The conjectural element of the editorial was as 
elaborate as its factual basis was stingy 

Republican\" arguing that Hama\'s \"realignment\" was essentially 
a search for aid and development assistance with fewer good 
governance strings attached. Describing the PM\'s supposed 
logic 

devil 

of public funds 

that the PM made this move after European donors suspended 
payments to a ten-year education development fund (known as 
the PDDE) after an audit revealed poor management and 
probable corruption in the form of over-billing 

contracts 

government\'s ability to embezzle donor funds for party 
building and personal enrichment would run afoul of western 
donors\' safeguards 

Niger\'s aid relationship toward less scrupulous partners like 
Venezuela and Iran. The editorial cited alleged comments by 
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the PM in which he lashed out at \"whites 

to tell the GON how to use donor money 
approach unfavorably with that of other donors 
China 

approach. 


3. (U) The GON reacted quickly to the editorial. On July 31 
the Ministry of Foreign Affairs ran a response in the 
government daily \"Le Sahel 

foreign policy 

relations with and aid from all nations 

response also emphasized that the President 

Minister 

Nigerien foreign policy. On August 4 

defamation case against \"Le Republican\'s\" leadership. Maman 
Abou and Oumarou Keita were arrested and placed under 
investigative detention by the Detective Branch. On August 8 
the men were transferred 

of Tera and Filingue. They remain incarcerated as of this 
writing 

14. NOTE: \"Le Republican\" continues to appear on a weekly 
basis 

NOTE 


4. (U) Maman Abou and his staff at \"Le Republican\" are no 
strangers to this sort of controversy. In November of 2003 
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Abou was arrested and charged with defamation and theft after 
publishing an article accusing the GON of awarding no-bid 
contracts to its political supporters. The article was based 
partly on documents that Abou allegedly obtained illegally 
from the concerned ministries. While Abou was given 
provisional release in early 2004 

to trial 

pending against him. Ironically 

participated in a Public Affairs sponsored panel discussion 
on freedom of the press at the American Cultural Center two 
weeks before his arrest. 


5. (U) The arrests were accompanied by the usual 
denunciations by the NGO 

community 

to punish \"Le Republican\" less for the foreign policy piece 
than for its recent reporting on the PDDE scandal. The Plan 
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Decennal pour le Developpement de |\'Education (PDDE) is a 
ten-year 

funded by the World Bank and a consortium of European 
bi-lateral donors led by France. It is the local face of the 
Education for All Initiative (Fast Track). The program began 
in May of 2005; by winter 

with rumors to the effect that substantial sums were being 
skimmed off the top by the GON agency charged with 
administering the program - the Ministry of Basic Education 
and Literacy. 


6. (SBU) Alone among private opposition papers 

Republican\" went beyond vituperative editorial comment into 
the realm of true investigative reporting with its accurate 

and extensive coverage of the PDDE scandal. From February 
onward 

administration of the PDDE based on information received from 
sources within the Ministry and its regional directorates. 

The titles are indicative of the content: \"No bid contracts 

and overcharges at Basic Education\" (February 16); \"The 
overcharges that Hamani Harouna\' (then GON Minister of Basic 
Education) \'is hiding\" (16th March). The journal re-printed 
copies of correspondence between the Ministry of Basic 
Education and its suppliers 

Harouna and Prime Minister Hama Amadou in which agreements on 
prices and supplies were fixed by the Minister and cleared by 
the PM\'s office. The articles also featured tables that 

contrasted the market prices of school supplies with the 

prices paid by the GON using PDDE funds 

overcharges of 187% to 800%. 


7. (U) \"Le Republican\'s\" reports and the public\'s 
speculations were born out when the donors\' group released 
the first annual audit of the PDDE on June 6. Deloitte and 
Touche SA of Burkina Faso 

audit covering calendar year 2005. The audit revealed a 
consistent pattern of over-charges 

unauthorized obligations 

politically connected firms in the awarding of contracts 
multiple instances of payments being made for materials that 
were never received. All of this 

enabled by poor inventory and management controls. In 
substance if not in tone 

Republican\'s\" reports of February and March. The audit cited 
instances of unexplained mark ups 

added as much as 20 million CFA (approximately $40 
supplier\'s contract for no apparent reason. In another 
instance 

that the cars would have to have been driven 1 

for 25 days in a row to justify the expense. Time after time 
the auditors concluded sections of their report with language 
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such as: \"we are not in a position to certify the rational 
utilization of these funds; in our view 

not been made in a rational manner;\" or 

payment is not rational.\" 


8. (U) In a public letter to the Minister of Basic Education 

on June 29 

payments and demanded that the GON meet three conditions to 
restore their confidence: the Ministry of Basic Education 

must conduct an audit 

moneys spent during the spring 2006 semester; the GON must 
provide a written response to the findings of the 2005 audit 
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making clear how it intends to rectify bias in the 
contracting system 

administrative and judicial penalties to responsible persons; 
finally 

punish any individual responsible for the misuse of PDDE 
funds 

measures will be reviewed by the partners 

right to determine if they have been implemented with 
sufficient rigor. Speaking on behalf of the donors on July 
20 

\"it is up to the government to cope with the consequences 
of the scandal. 


9. (U) In light of its earlier reportage 

well positioned to make hay with the results of the audit 
which received extensive coverage in its June 15 edition. A 
headline stating: \"Embezzlement at MEBA 
overcharges 

by the Ministry 

public procurement 

that day. The paper continued to report the audit\'s 
conclusions and draw attention to the PDDE scandal in 
subsequent issues 

public funds at the Ministry of Basic Education.\" 


10. (SBU) The pace of events quickened after the release of 
the audit. In a press conference following the audit\'s 
release 

blame his predecessor at Basic Education 

Ari lbrahim 

Ibrahim 

party 

have cut its losses by turning both men out of office on June 
27th (reftel A). In mid-July 

facing Nigerien schools 
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the education sector were underscored by abysmal standardized 
test results (reftels B 

circumstances: popular concern over the quality of public 
school instruction; corruption in the administration of the 
PDDE; corruption in the administration of school exams; and 
the abysmal test results 

and dominated debate. This pressure appears to have inspired 
various responses by the GON 

As noted in reftels B and C 

corruption in the administration of school exams 

bribe payers untouched. While the GON replaced both Hamani 
Harouna and Ari Ibrahim with more technically competent and 
politically neutral successors 

wide-ranging reforms and prosecutions called for by the 
donors\' group. Finally 

Abou and Keita. 


11. (SBU) Unlike the Superior Council on Communications\' 
(CSC) June 28 banning of the private opposition weekly 
\"LVOpinion 

Abou and Oumarou Keita appears to be linked to much larger 
political developments in Niger. A foreign policy shift 

toward Iran and Venezuela 

viewed against the rigorous journalistic standards manifest 

in its reporting on the PDDE affair 

27 foreign policy editorial seems a shoddy piece of work. A 
mountain of conjecture rests on a grain of fact - that the PM 
had dinner with the lranian Ambassador at around the same 
time that Hugo Chavez was touring some neighboring capitals. 


12. (SBU) In point of fact 

always been an outgrowth of the country\'s dependence on 
foreign aid. More than forty percent of the national budget 
derives from foreign assistance; for capitol projects 

figure is closer to ninety percent. Therefore 

to any country that could help it meet its development needs 
make payroll 

marketable exports. This precariousness contributes to the 
GONM\'s sensitivity toward allegations of aid mismanagement. 
(The GON has often shared its frustration at the prospect of 
aid money flowing through NGOs and IOs with stricter 
management controls rather than through its ministries with 
bi-lateral donors 

certain moderation. The world\'s least developed country 
Niger simply cannot afford to antagonize donors 
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abusing their funds or by pursuing an ideological foreign 

policy oriented toward pariah states and marginal aid donors 
like Iran and Venezuela. The country\'s poverty enforces 
pragmatism; its dependency enforces good habits. We therefore 
expect that the GON will eventually move to satisfy the PDDE 
donors\' conditions 

session. 


13. (SBU) However wrong Abou and Keita were about the roots 
of Nigerien foreign policy 

being punished for what it did poorly 

impeccably - revealing and criticizing the corruption at the 

heart of the Ministry of Basic Education. The paper itself 

made this argument in a special free issue that appeared on 
the day after the arrests. In a lead article entitled: \"the 

tree that hides the forest 

alone 

billion francs 

audit. So 

which the GON has so far provided all the wrong answers. END 
COMMENT 

ALLEN 
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Jackie Chouest 

Harcourt Saturday night (August 12). We are attempting to 
get full confirmation of the kidnapping and the full name of 
the Amcit from ExxonMobil. 


2. (SBU) Initially reports we received indicated that 

between 15-20 expatriates were kidnapped frm various evening 
venues in Port Harcourt 

It appears that the number of expatriate hostages as 

initially reported to us was exaggerated. While the 

situation is still far from clear 

5 expatriates were kidnapped from the \"Goodfellas\" nightclub 
a popular watering hole for oil sector workers in Port 

Harcourt. According to an eyewitness 

assailants in military garb entered the establishment firing 
rounds into the ceiling and specifically looking for 

expatriates. Several expatriates managed to escape during 
the confusion but 5 were seized and placed in a minibus. 
Evidently 

as the assailants left the vicinity with their captives. No 
injuries were reported. (Comment: The initial report of 

15-20 hostages was probably due to the confusion and 
inaccuracy inherent in reporting a traumatic event. Also 
several expatriates apparently fled the bar and initially it 

was assumed these expatriates were also apprehended. End 
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comment.) 


3. (SBU) Reliable reports indicate that two British 

Irish 

from the nightclub. Witnesses identified the hostages as lan 
Rawlings and John Guyan (British) 

Gerd Czech (German) and Tomasz Androloge (Polish). The 
kidnappers have apparently been in contact with the Rives 
State Government and the Police. However 

demands have been tabled. 


4. (SBU) We also have unconfirmed reports of two 
expatriates 

Port Harcourt late last night as well. (Note: One account 
says this attack occurred in Woji and that there may have 
been three victims. End Note.) 


5. (SBU) There is another unconfirmed report of three 
unidentified expatriate employees of AGIP being kidnapped. 
One account also mentions the death of a Nigerian Motorized 
Policeman (MOPOL) killed outside an Agip flow station. 
(Note: Another account said the three AGIP employees were 
taken from another Port Harcourt bar 


6. (U) Rivers State authorities have called for a meeting 
with oil industry representatives today in Port Harcourt to 
discuss the deteriorating security situation in the Niger 
Delta. 


7. (C) The Consul General spoke to Rivers Governor Peter 
Odili who claimed the attacks were carried out by the same 
group responsible for last week\'s kidnappings in Port 
Harcourt. Odili asserted that the crimes were politically 
motivated and that the intellectual authors were actors from 
outside his state working to derail his 2007 presidential 
ambitions. He continued that these actors had enlisted the 
help of gangs in his state who also want to realize their 
political ambitions within Rivers State. Odili mentioned 

that his meeting with representatives of the oil companies 
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would be focused on devising security measures to counter 
this campaign of hostage-taking. 


Column 3 
Filipino Hostages Released 


8. (C) The three Filipino hostages held since August 4 were 
released last night (August 13.) No additional information 
has been provided regarding terms of release. German 
expatriate Guido Schiffaiph 

kidnapped on August 3 and reportedly held at the same 
location as the Filipinos 

Most likely 

also conducted the August 13 night club kidnapping. End 
comment.) 


9. (C) Ambassador Campbell is convening a meeting with the 
ambassadors of other affected countries (countries either 
with nationals taken hostage or oil companies in the area) to 
discuss meeting the Nigerian National Security Advisor to 
discuss the security situation in the Niger Delta. 


10. (SBU) A warden message will be published warning Amcits 
in Port Harcourt of the increased danger due to the spate of 
kidnappings. The Overseas Security Action Council Delta 
Working Group 

with operations in the Niger Delta 

morning (August 15) to discuss the latest security concerns 

and gather additional information. Apart from the reported 
Amcit taken hostage on August 12 (paragraph 1) there are no 
other reported incidents involving any Amcits. 


11. (C) The method used in the reported August 12 kidnapping 
of the Amcit and the August 13 Goodfellas kidnapping is 

similar to that employed in the kidnappings of the German 

Filipino 

Movement of the Niger Delta People (MONDP). We will continue 
to gather information about the events over the weekend to 
determine the precise number of hostages and whether any more 
Amcits are affected. We will also confer with the oil 

companies and GON about measures to reduce the vulnerability 
of oil workers while also moderating any impulse the GON may 
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have to take precipitous action in the face of these latest 
affronts to their security infrastructure. We will counsel 
nonviolent resolution of these and the other recent episodes. 
End comment. 


12. (U) This cable cleared by Embassy Abuja. 
BROWNE 
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the airport and seaports. Siniora did not respond 
satisfactorily to concerns that the airport and seaports were 
used to smuggle arms and people in the past. He noted that 
he will work to strengthen security at the ports but did not 
want to \"go after ghosts\" because he is confident that the 
vast majority of smuggling occurs at the border with Syria. 
Regarding the return of displaced Shia 

providing temporary steel bridges is the most important thing 
the P-5 nations could do. Ambassador Feltman cautioned that 
temporary steel bridges could be destroyed by Israel if they 
appear to be facilitating the resupply of weaponry to 
Hizballah. Asked about disarming Hizballah 

that the LAF 

same bed together\" and that Hizballah would gradually 
\"disappear\" from the south. He did not provide substantive 
steps on how this would happen. Instead he will wait for 
Speaker Berri 

to him on August 15 or 16. END SUMMARY. 


2. (C) Siniora opened the meeting with the Ambassadors from 
the United States 

with the Chinese charge 

on behlaf of the cessation of hostilities. He cautioned that 
much work has yet to be done and described his immediate 
priorities: facilitating the return of displaced Shia to the 

south by providing temporary steel bridges and removing the 
\"siege\" from the airport and seaports. Siniora requested 

that the Ambassadors contact their respective governments to 
identify how they can contribute to these priorities. 

Failure to provide support would be a \"dishonor to the 
commitmenit\" that the P-5 nations made to the GOL. Siniora 
asked for timely responses. 


Opening the Airports 
and Sea Ports 


3. (C) Ambassador Feltman asked Siniora to outline the 
measures GOL is taking to prevent smuggling of arms and 
persons via the airport and seaports 

paragraphs 14 and 15 of UNSCR 1701. Siniora immediately 
stated that \"99.9 percent\" of the smuggling that occurs in 


Column 3 

Lebanon is done by land via the border with Syria. No 
smuggling occurs at the airport and seaport because the 
smugglers are \"not stupid.\" Siniora expressed confidence in 
airport and seaport procedures to prevent smuggling. He 
noted that he will work to strengthen security at the ports 

but did not want to \"go after ghosts\" by expending excess 
time and effort on this. 


4.(C) French Ambassador Bernard Emie insisted that GOL must 
reaffirm through explicit actions that the airport and 

seaport will not return to the status quo of pre-July 12. 
Ambassador Feltman told Siniora that part of the U.S. role is 

to convince Israel that the airport and seaport will be 
adequately monitored and controlled by the GOL 

itself must be convinced of the seriousness of GOL efforts. 

At this point the U.S. cannot do so because it is not clear 

what steps are being taken to deter the smuggling of arms and 
persons. Ambassador Feltman declared that there is a 
smuggling problem at the airport and it is something GOL must 
think about now. British Ambassador James Watt added that 
there is no serious thinking about securing the borders and 
what was done in the past was obviously not effective. 


5. (C) PM Siniora agreed that Lebanon could not afford to go 
back to the staus quo 

He stated that the Lebanese people made \"disinvestments of 
their lives\" in terms of human casualties 

infrastructure 

take the necessary measures on the airport and seaport 

did not provide substantive answers. Interrupting the 
discussion 

with Minister of Defense Murr and Acting Minister of Interior 
Fatfat immediately following the meeting with the Ambassadors 
to discuss this issue. 
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Return of Displaced 


6. (C) Siniora predicted that providing temporary steel 

bridges is the most important thing the P-5 nations could do 

to help displaced Shia return home. He insisted that 

immediate action was needed because only after those who can 
return have done so 

people who will not be able to go home. 


7. (C) French Ambassador Emie asked who would be the point 
of contact on this issue. Siniora advised that the Minister 
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of Public Works and Transport Mohamad Safadi would take the 
lead and delegate responsibilities to other institutions as 
needed. He also identified Lebanon\'s Committee for 
Development and Reconstruction (CDR) as the lead agency in 
reconstructing the large bridges that were destroyed. 

Siniora explained that he has taken steps to reduce the 
government bureaucracy for procuring contractors and 
receiving external funds for reconstruction. The High Relief 
Agency will be the sole GOL paying agent. 


8. (C) Siniora expressed gratitude to any organization that 
seeks to contribute to Lebanon\'s reconstruction efforts. 
However 

coordinate its activities with the United Nation\'s overall 
coordinator David Shearer. 


9.(C) Russian Ambassador Sergei Boukine asked if it was 
safe for the displaced to begin returning to the south 

citing reports that thousands of Shia had already begun the 
trek. Siniora announced that there would be a public 
statement for people to be mindful of unexploded ordnance on 
the roads. He acknowledged that the return of the displaced 
immediately was something he and Parliament Speaker Berri 
agreed to and people cannot be prevented from returning to 
their homes. 


10. (C) Ambassador Feltman warned that the large number of 
returning Shia could provide a human shield for Hizballah. 
He added that Israel might become suspicious that Hizballah 
fighters may be infiltrating the south along with the 
displaced. He cautioned that temporary steel bridges could 
be destroyed by Israel if they appear to be facilitating the 
movement of Hizballah fighters with the returning displaced. 
Worse 

smuggling from Syria 

the foreign-funded temporary bridges 

for Israeli attacks. Without addressing the weapons issue 
Siniora commented that both the facilitation and restriction 
of displaced to return home would cause problems and that 
allowing them to go home is the best option. 


UNIFIL 
Won\'t Fit in the South 


11. (C) Russian Ambassador Boukine asked when the LAF would 
be deployed to the south. Siniora responded that it depends 

on when UNIFIL-plus will be ready. Siniora said he recently 
spoke with the leaders of countries that may contribute 

soldiers 

to ensure that they are committed to sending troops. 
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12. (C) Ambassador Boukine told Siniora that the presence of 
Hizballah in the south remains a concern for contributing 
nations. Siniora replied that UNSCR 1701 provides that a 
cease-fire would come into effect when UNIFIL and LAF reach 
south of the Litani River 

presence. Siniora stressed that the LAF 

Hizballah could not all be \"in the same bed together\" and 
that Hizballah would gradually \"disappear\" from the south. 


13. (C) When pressed on how Hizballah would disappear 
Siniora said Hizballah did not prevent the LAF or UNIFIL from 
confiscating any weapons that they find. He added that 
Speaker Berri is in talks with Hizballah and would report 
back to him on August 15. Russian Ambassador Boukine 
reaffirmed that Lebanon\'s internal problem with Hizballah 
will continue to create new problems with Israel. 


14. (C) Siniora acknowledged that there are many people in 
Lebanon who will be upset if Lebanon returns to the status 
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quo ante with Hizballah. He assured the Ambassadors that he 
has given Hizballah the option to disarm now 
the Israeli withdrawal 


15. (C) At the end of the meeting Siniora pulled aside 
Ambassador Feltman and told him that disarming Hizballah 
would have been easier with the promise of Shebaa Farms. It 
would have made \"all the difference\" he claimed. Ambassador 
Feltman reminded Siniora that he should focus on procedures 
to demonstrate that the airport and seaport are more secure 
from smuggling so that they could be re-opened. 


16. (C) Comment: The meeting with Siniora was stiff and 
awkward 

Ambassador not as concerned with Hizballah and arms smuggling 
as the P-3 representatives. While we found Siniora\'s answers 
largely unsatisfactory 

or Wednesday for a more detailed 

comment. 


FELTMAN 
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obsolete. There is no harm in stalling for a year.\" 


3. (C) Ultimately 
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convinced that a strong Lebanese state is the best salvation 
for Lebanon. The GOL has an excellent opportunity to 
demonstrate its effectiveness through championing the 
reconstruction effort in the South 

that any support should not be channelled through Berri or 
Hizballah. He suggested that the effort be \"Arab-led.\" 


4. (C) Khoury commented that 

on the issue of disarmament 

UNSCRs 1559 

for Hizballah disarmament. He did not think it would be a 

big problem to get Hizballah to agree at least to disarmament 
south of the Litani. He admitted that Jumblatt is much more 
hard-line on the issue of full Hizballah disarmament 
concerned that Hizballah weapons north of the Litani could be 
used against his nearby Shouf stronghold of Mukhtara. \"Walid 
says 

is no deal.\" 


STORM CLOUDS? 


5. (C) Khoury worried about the foreboding tone in recent 
days in the Hizballah-affiliated press 

Cabinet ministers of treachery and of conspiring with Israel 
to weaken \"the resistance.\" He believed that Syria 
ignored during the negotiations over UNSCR 1701 

foment civil war in Lebanon. Khoury did not think it likely 
that Hizballah would choose to turn its weapons on other 
Lebanese. \"It would lose a lot. It then becomes a militia. 
But 


6. (C) Khoury held that Syria\'s ultimate goal in stirring 

up trouble in Lebanon is to divert attention away from the 
investigation into the assassination of Rafiq Hariri 

including a special tribunal of international character that 
would try suspects. Khoury added though that Syrian 
influence in Lebanon has diminished to the extent that \"the 
Iranians\" -- like FM Mottaki -- \"now come for themselves to 
Lebanon 

viewed as mostly ineffectual. (Note: Khoury said there is a 
joke currently making the Beirut circuit -- and there are 

lots of them -- playing on the physical resemblance between 
Mouallem and Ariel Sharon. End Note.) 
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7. (C) As we have heard in many of our meetings 

said that Nabih Berri is the key in getting Hizballah 

agreement to disarm south of the Litani and in assuring the 
ouster of President Lahoud. Khoury 

politicians entertains his own presidential ambitions 

the Ambassador to urge Berri to come up with a \"list of five 
names\" of people whom Berri could support for the Presidency. 
The Patriarch and the March 14 movement would then review 
the list and choose their favorite. He also urged the 
Ambassador to \"convince Walid to talk to Nabih\" about 
Hizballah disarmament and the Presidency 

could assure Nabih that \"his role (as Speaker) would be 
protected.\" 

FELTMAN 
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Soldiers.\" The article states that Reuters interviewed DynCorp Vice 
President for International Business Development Al Rigney in Juba 
on August 12 on the margins of a trade fair in which DynCorp was an 
event sponsor. The article stated DynCorp would begin next year to 
reshape thousands of former southern Sudanese guerilla fighters into 
a professional army; the training would be ongoing for the next 
several years and put to work a rebel militia force with too much 

idle time. 


3. (SBU) On August 13 

\"Sudan SPLM Denies Contract with US Firm to Reshape SPLA.\" The 
article states that the SPLM has denied these assertions 

instead quotes SPLA Major General Bior Ajang as stating the SPLA is 
reshaping its structures into a modern force under the control of 

the Government of Southern Sudan 

assistance. He instead referred to UN proposals to modernize the 
joint forces 

if the South opts for unity with the North. 


4. (SBU) The content of the article 

with either the account of DynCorp activities provided to First Vice 
President Salva Kiir during his recent visit to Washington or to 
post\'s understanding of the DynCorp contract. The article\'s 
misleading coverage of the apparent DynCorp statement begs 
Clarification; its timing and necessity are puzzling at a time when 
the USG is working urgently to gain Sudanese acceptance of a UN 
peacekeeping operation in Darfur. 


5. (SBU) Action requested: AF/SPG is requested to ensure that 
DynCorp make no further public statements on its work in Sudan. 
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designation would require the security services to 
demonstrate a link to al-Qaeda -- something that might not be 
easy in the context of the rapidly evolving investigation. 
Second 

was not aware of any of the designated individuals having any 
assets overseas 

limited operational value. 


3. (C) Guthrie added that a decision not to pursue a UN 
designation now did not mean that the UK would not seek one 
in due course. He also said that he was quite pleased that 
the \"UK has in place a proactive regime that allowed it to 
react so quickly and to make a real difference.\" 


Visit London\'s Classified Website: 
http://Awww.state.sgov.gov/p/eur/london/index. cfm 
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2. (U) The CENCO declaration makes note of reports of alleged 
manipulation and fraud during the election 

the organization will be assessing the credibility of the 
elections after receiving the reports from various elections 
observer missions. The statement urged that the vote counting 
process be done with all transparency so that the \"truth\" of 
the ballot boxes can be known. CENCO 

well to candidates and the Congolese people ultimately to 
respect the verdict of the ballot boxes. In conclusion 
denounced any potential acts of violence after results are 
known 

the political minority take advantage of the rights 

guaranteed them by the DRC\'s constitution and play a 
constructive role in the future government. 


3. (U) The declaration from the heads of the five religious 
communities struck a similar note 

people to respect the law and legal procedures after the 
publication of election results. The religious leaders 

further urged the Congolese to demonstrate their \"maturity\" 
while waiting for the vote counting process to conclude. In 
addition 

population to violence that could result in death or the 
destruction of property. 


4. (SBU) Comment: CENCO\'s statement is a welcome addition to 
the post-election environment 
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mounts during the wait for official election results. It is 
worth noting that CENCO -- particularly Monsengwo -- only 
made passing mention of potential electoral \"irregularities 
and did not outright condemn the July 30 vote. Such a 
declaration 

major religious communities 

tensions in the run-up to the announcement of provisional 
presidential results 

comment. 


5. (U) Post\'s unofficial translation of the CENCO declaration 
from the original French follows: 


PEACE IN THE TRUTH OF THE BALLOT BOXES 


Declaration of the National Episcopal Conference of Congo 
(CENCO) on the issue of national elections 


-- Conforming to its earlier positions 

Episcopal Conference of Congo (CENCO) strongly reaffirms that 
free 

legal and necessary way for winning political power. 


In addition 

people went to the polls in large numbers 

disciplined manner 

peace. CENCO congratulates the Congolese people for the 
maturity and democratic spirit which they demonstrated during 
the vote. For the work accomplished 

Independent Electoral Commission (CEI) 

international observers 

represent. 


-- The people have spoken; their voice must be heard! No 
person or institution 

the will of the people. Only those freely elected by popular 
sovereignty are authorized to govern the state with 
legitimacy during the next term. 
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This is why CENCO is concerned that all subsequent electoral 
operations take place in full transparency and without flaws 

so that the truth of the ballot boxes can be known. Since 
elections on Sunday 

throughout the country 

and fraudulent acts have indeed been noted. It is therefore 
important to ensure the credibility of the two (presidential 

and legislative) elections. The reports of national and 
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international observers on this subject will be instructive. 
CENCO is examining them in order to assess the situation. 


-- CENCO 

contrary to the truth of the ballot boxes. It is with this 
truth that peace will be safeguarded for the Democratic 
Republic of Congo (DRC): it is why we invite all the 
Congolese people and candidates who took part in the 
elections to submit themselves to the verdict of the ballot 
boxes. 


-- For those who will be declared legally elected 

recommend that they demonstrate a high sense of national 
spirit in the service of the state which transcends party 
ideologies 

attachments. That should show themselves to be true unifiers 
having in their hearts the governing of the new Congolese 
state with one sole goal: the greater interest of the nation 

and the consolidation of national unity which concerns all 
daughters and sons 


As for those who will be part of the constitutional minority 
we call upon them to show a democratic spirit and to 
contribute to the government of the country by taking 
advantage of all the legal mechanisms granted to the 
political opposition by the constitution of our country (DRC 
constitution 

political alternatives for the future and will consolidate 

the democratic culture of our country. 


-- CENCO congratulates again the Congolese people for their 
profound desire for peace and national harmony. It calls on 
them again to avoid 

and reactions 

procedures in claiming their rights. 


God bless the DRC and its people. 
Signed in Kinshasa 


Frederic Cardinal Etsou 
L. Monsengwo Pasinya 
of CENCO 

Th. Tshibangu Tshishiku 
President of CENCO 


End text. 
6. (U) Post\'s unofficial translation of the declaration from 


the heads of religions denominations from the original French 
follows: 
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DECLARATION FROM THE HEADS OF RELIGIOUS DENOMINATIONS 
COMPROMISE NATIONAL UNITY 


The heads of religious denominations 

surrounding the presidential and legislative elections of 
July 30 

aforementioned vote 

themselves in the middle of the \"village\" with the view to 
safeguard unity and national harmony 

declaration: 


-- God gave the Democratic Republic of Congo a large country 
and its people constitute a large nation. As such 

religious denominations consider our geographic 

economic 

strength and treasure that must first be integrated in order 

to consolidate our national unity; 


-- From the moment the posting of election results began at 
local compilation centers 

opportunity to launch a vibrant appeal to all Congolese for 
calm and to demand of them again to show their maturity until 
the publication of final results; 
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-- The heads of religious denominations vehemently condemn 
calls to violence and political manipulation which could 
undermine the unity of our country at the risk of needlessly 
compromising the electoral process already underway; 


-- The sons and daughters of the Democratic Republic of Congo 
must consider themselves as one sole body. When one part of 
the body suffers 


-- The blood of our compatriots who died to defend our 
homeland and national unity obliges us to work for nothing 
less than the greater interest of the nation; 


-- The heads of religious denominations firmly condemn the 
bloody conflicts of Saturday 

Kivu and call upon the government to take all necessary 
measures to reestablish lasting peace in that corner of the 
Republic; 


-- The heads of religious denominations disapprove of any 
plans that would attempt to stir up the population 
human lives 
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-- Let us bring ourselves together in love 

humility 

Democratic Republic of Congo and to reconstruct our dear and 
beautiful country so that the marvels God has given us can 
benefit each and all of us; 


-- We again call upon all believers to pray for the 
consolidation of peace and national unity. 


May all-powerful God bless and protect the Democratic 
Republic of Congo and its people. 


Signed in Kinshasa 


For the Church of Christ in Congo 
Bodho 

For the Islamic Community 

For the Independent Churches 
For the Kimbanguist Church 

For the Evangelical Churches 


End text. 
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developed and occupied. Most land occupation was done illegally 
without any government control and often within Indigenous 
Territories. This problem has become so serious that social 
conflicts and human deaths have been part of the issue and continue 
to occur 

A). Unclear land tenure in the region also played and continues to 
play a central role in the present rate of deforestation. The lack 
of monitoring and government enforcement 

and high economic return 

production and cattle grazing are all considered obstacles to 
sustainable development. 


5. While paving BR-163 has become one of the Lula Administration\'s 
priorities 

previously made. With USAID support 

NGOs and civil society organizations conducted 

participatory workshops designed to discuss regional development 
options for the BR-163 region. This was part of the impetus behind 
the \"Santarem Letter\" which the BR-163 NGO network presented to the 
GoB in March 2004. The Letter outlined the actions that the GoB 
needed to implement in order for the paving to take place in a 
sustainable manner. After receiving the letter 

technical working group responsible for elaborating a document that 
establishes the actions and planning necessary for the construction 

of the highway. 
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6. In paving BR-163 

possible to develop the Amazon region sustainably. To this end 

they have created two new policies. The first is known as the 

BR-163 Sustainable Plan and involved the work of 17 Brazilian 
ministries. The plan\'s initial actions include putting into 

practice some emergency procedures to intensify the State\'s presence 
and public authority in the region. Some of these procedures 

include supplementary forest inspections and raising the number of 
personnel in the area. Additional measures are being implemented to 
ensure public safety 
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monitoring 

hazards and integrated policies 

for regional development are also found in the plan. The plan 

covers seventy one cities: 28 of them are in the state of Para 

in Mato Grosso and 6 in Amazonas covering a total area of 1 

million square kilometers. This area corresponds to 24.6% of the 
total Legal Amazon Region and 14.47% of the nation\'s territory. 

Little of the Plan has 

continued discussions concerning environmental impacts and potential 
complications. Many communities and NGOs fear that the plan looks 
good on paper 


7. Complementing the BR-163 Sustainable Plan is the Action Plan for 
Prevention and Control of Deforestation in the Legal Amazon 
promotes a new development model for the Amazon region based on 
social inclusion 

Sustainable use of natural resources will be encouraged through 
financial incentives 

sustainable structure and the recovery of degraded forest areas. In 
June 2006 

BR-163 forest district which utilizes the Action Plan and will 
incorporate Brazil's new forest concessions law (Ref B). The 

district will receive investments for sustainable development and 
production of forest products. GoB has promised to invest US$30 
million in infrastructure and public land mapping for the BR-163 

forest district. Economic development will proceed through 
managed logging and controlled utilization of forest resources. 
Brazil\'s Minister of Environment Marina Silva was quoted as saying 
that \"building this road means that environment and development are 
working together.\" 


8. The creation of the BR-163 Sustainable Plan involves not only 
government officials 

communities and business. If the actions in the plan are actually 
put into practice 

likely. On the other hand 
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partners interested in paving the road might hamstring the project. 
Yet 

constructing the road saying that by the end of this year the laws 
with all the conditions and requirements to begin the work will be 
ready. 


9. Nevertheless 

still are. In May 2006 

Pedro Brito do Nascimento 

with the Army Engineering Forces 

year through a Public and Private Sector Partnership (PPP). Prior 
to the announcement 

started in the beginning of this year. As the project will rely on 
funding from the private sector 

believe that the road will actually be paved. Recent GoB estimates 
evaluate the total cost to pave BR-163 will be US$ 500 million and 
the project will take two to three years to conclude. The GoB once 
again promises that paving will now take place in the beginning of 
next year 

GoB has yet to fully implement its December 2004 PPP framework 
legislation 

included BR-163 on its formal listing of initial projects to be 
considered under the PPP framework 

will receive private funding as a PPP project any time soon. End 
Comment) 


10. Still other events underscore the problematic nature of the 
paving project. Just last week 

the Santa Helena to Itaba part of the BR-163 for two days. 

Claiming that Indigenous demands were not included in the BR-163 
Sustainable plan 

their lands during the paving period. As a result of the blockade 

Par and Mato Grosso were isolated and faced shortages of supplies 
including fuels and food. The Caiaps Indian tribe leader 
Txucarramce claims that the development of cities (along BR-163) is 
encroaching on Indigenous Lands. The tribe is against paving BR-163 
unless Indigenous land delimitation takes place before the paving 
begins. 


11. Comment: The new sustainable economic/environment development 
model of the Amazon remains a controversial issue due to the 

enormous forest destruction that took place in the past and demands 
from rural and indigenous communities that still have to be 

considered. BR-163 could be the start of a successful development 
model 

has the necessary funding for its paving. Many 

see hope 

the region\'s land speculation 

difficulties. Paving BR-163 is definitely not the solution to all 
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problems of the Amazon Region 
a new phase for the sustainable management of the Forest could be 
starting. End Comment 
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collectively responsible for the actions of a few 

Council of Britain (MCB) media spokesman Inayat Bunglawa said 
August 14. Many Muslims feel HMG is employing a double 
standard in dealing with Muslim suspects 

Bank of England\'s decision to release the names of 19 of the 
suspects when their assets were frozen at the time of their 
arrest. (UK officials defend this unusual practice as 
necessary to ensure that all assets were properly frozen.) 

\"It is important to wait until a thorough investigation has 
taken place before pointing fingers and drawing conclusions. 
It is important to maintain the legal principles we hold 

dear 

Federation of Students Islamic Societies (FOSIS) spokesman 
Wakkas Khan said August 11. 


3. (U) The Muslim community\'s anger is also fueled by 
continued resentment of HMG\'s handling of the June raid on a 
home in Forest Gate in East London 

arrested two Muslim brothers 

process 

later. Chairman of the Birmingham Central Mosque Mohammed 
Nassem said August 12: \"With the track record of the police 
one doesn\'t have much faith in the basis on which people are 
detained. And it poses the question of whether the arrests 

are part of a political objective 

target 

civil liberties and get more and more control while moving 
towards a totalitarian state.\" (Note: The follow-up to the 
botched raid has irked some other Britons after the media 
reported that 

families have been housed at a central London hotel at 
taxpayer expense while raid-related damage to the house is 
repaired 


4. (U) Prominent British Muslim leaders sent an open letter 
to PM Tony Blair August 12 stating that his policy on Iraq 
and the Middle East offers \"ammunition to extremists\" and 
puts British lives \"at increased risk.\" Appearing as a full 
page advertisement in newspapers August 13 

signed by three of the four Muslim MPs 

Muslim members of the House of Lords 
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organizations (for full text and list of signatories see para 
10). Although the letter states specifically that \"attacking 
civilians is never justified 

sentence as a double-edged sword in defending the letter 
publicly 

potential civilian deaths from terrorism. As MCB Secretary 
General Dr. Mohammed Abdul Bari told the press 

we condemn attacks on civilians wherever they happen. 
Civilians in the UK 

world should all enjoy protection.\" 


(U) HMG ANGRY 


5. (U) HMG reacted sharply to the letter. A spokesman for 
PM Blair (currently on holiday in Barbados) 

al-Qaida terrorist attacks began well before Iraq 

imply al-Qaida is driven by an honest disagreement over 
foreign policy is a mistake.\" Home Secretary John Reid told 
the BBC 

has signed this letter 
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misjudgment if we believe the foreign policy of this country 
should be shaped in part 

terrorist activity if we do not have a foreign policy with 
which the terrorists happen to agree.\" Transport Secretary 
Douglas Alexander echoed these sentiments 

government worth its salt should allow its foreign policy to 
be dictated to under the threat of terrorism.\" Foreign 
Secretary Margaret Beckett said it would be \"the gravest 


SIPDIS 

possible error\" to blame foreign policy for the threat of 
terrorism. \"This is part of a distorted view of the world 
distorted view of life 

where it belongs: with people who wantonly want to take 
innocent lives.\" Other ministers called the letter \"facile 
\"dangerous 


6. (U) Communities Secretary Ruth Kelly 

ministers from her department and the Home Office 
scheduled to meet with representatives of various Muslim 
groups August 14. HMG has made clear that one message 
officials will deliver in these meetings is that Muslim 

leaders must do more to tackle extremism inside their 
community. Although the meetings also represent HMG\'s 
stepped up efforts to engage with Muslims 

Khan said the community feels \"let down\" by HMG efforts to 
date 
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forces 

Very few of the 64 measures recommended by Muslim leaders on 
the task force have been implemented 

\"air of despondency\" and leading the community to believe 

that the entire exercise was just a publicity stunt. For its 

part 

already in place. Secretary Kelly has pointed to a new 
Commission on Integration and Cohesion to be launched later 
this month. 


7. (U) Meanwhile 

saying that No. 10 Downing Street has made contingency plans 
for him to return to the UK from his vacation in Barbados if 
events warrant it. These aides have reportedly admitted that 
the PM would not have left for holiday if he had known that 

the police were about to arrest the alleged terrorist 

plotters. 


(U) ELEMENTS OF UNREST 


8. (C) Also on August 14 

scheduled to meet leaders from seven communities - Newham 
Hackney 

plus Birmingham and High Wycombe - where they judged the 
possibility for unrest might lead to street violence. Lord 
Ahmed of Rotherham warned 

acted professionally and satisfactorily 

produce some evidence soon.\" Meanwhile 

almost two hours to put out a fire at the Al-Birr mosque in 

the town of Basingstoke in southeast England on August 13 
and UK officials tell Embassy London they are seriously 
considering that the blaze was a revenge arson attack against 
Muslims. Another mosque in Blacon in northwest England was 
attacked August 10. Leader of white supremacist British 
National Party Nick Griffin 

all Muslims between 15 and 50 to be banned from flying 

said there was \"no such thing as a moderate Muslim.\" 


9. (C) COMMENT: Since 7/7 

time and resources in engaging the British Muslim community. 
The current tensions demonstrate just how little progress has 
been made. At the same time 

to the arrests of 24 of its own sons - a knee-jerk reaction 
blaming HMG - shows that its leaders too have far to go. 

That said 

Britain blaming HMG\'s foreign policy for inciting radical 
elements; the left in particular but even the mainstream 

press has expressed the belief 

homegrown terrorism is an \"inevitable\" response to the UK\'s 
involvement in lraq and reluctance to call for an \"immediate 
ceasefire\" in the Middle East. HMG\'s rather heated response 
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to the letter is undoubtedly aimed at swaying broader opinion. 


(U) FULL TEXT OF LETTER TO PRIME MINISTER BLAIR 
10. (U) Begin text of letter: 


Prime Minister 
fight against all those who target civilians with violence 
whenever and wherever that happens. 


It is our view that current British government policy risks 
putting civilians at increased risk both in the UK and 
abroad. 


To combat terror the government has focused extensively on 
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domestic legislation. While some of this will have an 
impact 
foreign policy. 


The debacle of Iraq and now the failure to do more to secure 
an immediate end to the attacks on civilians in the Middle 
East not only increases the risk to ordinary people in that 
region 

all. 


Attacking civilians is never justified. This message is a 
global one. We urge the Prime Minister to redouble his 
efforts to tackle terror and extremism and change our foreign 
policy to show the world that we value the lives of civilians 
wherever they live and whatever their religion. 


Such a move would make us all safer. 


(Signed) Sadiq Khan MP 
Lord Patel of Blackburn 
Uddin 

Bolton Mosques Council for Community Care 
Sunni Mosques 
Organizations 

Counties 

and Eire 

(Leicestershire) 

(FOSIS) 

Islam Society of Britain 
Ahl-e-Hadith UK 

of Mosques 

Britain 
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Association 

Muslim Students Society UK and Eire 
(London) 

Association 

(NIMFA) 

Jamaats 

Mission 

KSIMC 

Young Muslim Sisters UK 


End text of letter. 


Visit London\'s Classified Website: 
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political situation in BiH. Bakir Izetbegovic 

late-President and Deputy leader of the Bosniak Party of 
Democratic Action (SDA) 

provocation 

accept the games terrorists and radicals are playing.\" High 
Representative Schwarz-Schilling visited the grave the day of 
the attack 

and religious leaders to use their authority and influence to 
prevent an escalation of tensions in Bosnia. 


3. (SBU) A discordant note was struck by the Serbian Party of 
Democratic Union (PDP). Deputy Leader and former Interior 
Minister of the RS 

may have been designed \"to draw away the attention from vital 
issues 

war casualties.\" Mladen Ivanic 

Affairs and leader of the PDP further commented that his only 
fear is that the bombing \"was an attempt to create a 
counterpart to recent events regarding the war crimes over 
Serbs. | hope that it is not a political manipulation.\" 

Ivanic and Djeric were alluding to the recently released 
videotapes of Operation Storm that allegedly show war crimes 
committed against Serbs (reftel). 


Investigation Ongoing 


3. (C) Investigations into the bombing have thus far yielded 
few leads. BiH authorities have asked for assistance from 
Germany 

information about one possible lead involving a car with 
German license plates seen near the cemetery at the time of 
the explosion. The State Investigation and Protection Agency 
(SIPA) 
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FBI 

Sarajevo. Media and public attention 

on allegations that security measures at the grave were 
curtailed on July 26th. At this time 

reports 

cameras were removed from the cemetery 

repairs. This fact may or may not be significant 

fueled a public debate between cemetery operators and the 
security company responsible for video surveillance. 


Srebrenica Officials Concerned About Memorial 


4. (SBU) In response to the attack on Izetbegovic\'s grave 
Srebrenica municipal officials demanded yesterday that 
special security arrangements be made for the protection of 
the Potocari Memorial Center and Cemetery. The cemetery is 
the final resting place for over 2000 victims of the 1995 
Srebrenica Massacre. Police presence at the Potocari 
cemetery and memorial center has increased since the attack 
and a special session of the Srebrenica Foundation 

the U.S. is a member 

further assess any potential threat. 


5. (C) COMMENT: Despite the measured reaction of politicians 
the Bosnian media have already begun to promote conspiracy 
theories about the attack. There is increasing speculation 
notably among Serbs 

the attack in an attempt to divert attention from Operation 
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Storm. Others believe it was Serb radicals stirring up even 

more divisive pre-election ethnic tension. Still 

surprisingly multi-ethnic political condemnation of the event 
is notable 

exploit ethnic tensions rather than calm them in the run-up 

to the elections. END COMMENT. 

MCELHANEY 
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already informed these ministers. One casualty may be Head 
of the Presidential Secretariat Dr. Roger Luncheon 

held that position as Guyana\'s de facto number two since the 
PPP came to power in 1992. Luncheon has even criticized 
Jagdeo in recent meetings with Ambassador and DCM 
described conflicts between the PPP government (Jagdeo 
essentially) and PPP party headquarters. Other observers 
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have described the split between the idealistic Communist 
wing of the party (who 

to the U.S.) and the opportunists who entangled the 
party/government into dealing with narco-criminal Roger Khan. 


(C) Khemraj Ramjattan told PolOff in June that his contacts 
on the PPP\'s Executive Committee said there is a real split 
in the party leadership over Jagdeo. The old-timers fear 
that Jagdeo will force them out if he wins another term in 
office. 


4.(C) PRESS INDICATED THAT NAGAMOOTOO HAS GONE BACK TC 
PPP. WHAT ARE THE IMPLICATIONS FOR THE PPP 
ELECTIONS? 


(C) The PPP hopes that charismatic party-veteran Nagamootoo 
will bring in another 3 to 4 percent of the popular vote. 

This is a coup for the PPP 

-- chastened but in a much weaker position. Nagamootoo\'s 
presence on the PPP candidate list allows it to court young 
voters (who might be drawn to the AFC) while still appealing 

to older 

Jagdeo and Nagamootoo are reportedly poor. No doubt 
announcing in 2003 that he would seek the 2006 PPP 
presidential nomination did not endear him to Jagdeo (ref J). 
Nagamootoo has been virtually non-existent at PPP campaign 
events 

PPP list. Rumor has it that Nagamootoo is out of the country 
for all of August. 


5. (C) WHAT IS MOSES NAGAMOOTOO'*''S RELATIONSHIP WITH THE 
ALLIANCE FOR CHANGE (AFC) PARTY AND ITS LEADER KHEMRAJ 
RAMJATTAN? 


(C) They are close personally and professionally 

Ramjattan must have been disappointed that his friend and 
colleague went back to the PPP. The younger but more 
successful attorney Ramjattan shepherded Nagamootoo\'s late 
entry into law practice. And Nagamootoo publicly stood by 
Ramjattan during his 2004 expulsion from the PPP. 


6. (C) WILL NAGAMOOTOO TRY TO CHALLENGE JAGDEO WITHIN T 
PPP? WHAT IS NAGAMOOTOO\''S SUPPORT BASE WITHIN THE PPP 
IS HIS LEADERSHIP STYLE? 


(C) It is very unlikely that Nagamootoo has the support 

within the party hierarchy to mount a serious bid to 

challenge Jagdeo. His principled 2005 \"disengagement\" (or 
expulsion) from the PPP over the Gajraj affair surely 
alienated the inner circle. However 

undoubtedly thinking of ways to use post-election 
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negotiations over control of the National Assembly to gain a 
significant position. 


(C) Nagamootoo has broad appeal with the general public and 
those nostalgic for the PPP of the Cheddi Jagan era (see 
opinion poll results para 7). But as time passes 

becomes more and more Jagdeo\'s party and less Jagan\'s. 
Nagamootoo is a genial 

spent most of his adult life in the confines of the PPP 
structure and frankly does not have much chief executive 
style leadership experience. 


7. (C) DOES JAGDEO HAVE THE MAJORITY OF SUPPORT WITHIN T| 
PPP AND ITS CENTRAL EXECUTIVE COMMITTEE TO REMAIN LEADE 
THE PARTY? WHAT IS JAGDEO\'S POPULAR SUPPORT OUTSIDE Ol 
PARTY? WHAT INFLUENCE DOES JANET JAGAN EXERT WITHIN TF 
ON JAGDEO 

LEADERSHIP STYLE WITHIN THE PARTY AND WITHIN HIS GOVERNI 
HAS IT CHANGED IN THE RUN-UP TO THE CONSTITUTIONAL CRISIS 
AND IF SO 

KHAN'S IMPENDING TRIAL? 


(C) Jagdeo enjoys greater support outside the party than he 
does among the old guard of the PPP inner circle. That said 
the PPP Executive Committee realizes that Jagdeo is the best 
shot they have at winning an outright majority. An October 
2005 poll of politicians\' popularity showed that 58 percent 

of respondents had a favorable view of Jagdeo 

TV muckraker and small party leader C N Sharma. 53 percent 
of respondents had a positive opinion of Nagamootoo; former 
President Janet Jagan scored 51 percent. 


(C) Jagdeo has tried to personalize his leadership as much as 
possible 

Advisors\" whose allegiance is largely to Jagdeo rather than 
the party (e.g. 

political 

Community Development). For example 

station (NCN) bombarded the airwaves this summer with spots 
declaring that the \"personal intervention of His Excellency 
President Bharrat Jagdeo\" made World Cup soccer coverage 
possible. (Note: Despite the overt suggestion that Jagdeo 
forked over cash himself 

buy the broadcast rights at a loss due to scarcity of 
advertisers.) This episode may seem innocuous 

underscores the extent to which Jagdeo and the state media 
try to portray him as benevolently overseeing his fiefdom. 

Not so long ago 

political observers as a pawn of the party hierarchy. Now 
some PPP stalwarts must be fretting over the president they 
created. 
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(C) There are no signs that Jagdeo\'s micro-managing 
leadership style has changed in the run-up to elections. In 
fact 

determination to have elections before the September 2 
extended constitutional deadline. 


(S) Even at 85 years old Janet Jagan remains the matriarch of 
the PPP 

continues to decline. She still appears in public at party 
events and writes a column in the PPP organ \"Weekly Mirror". 
Tellingly 

Jagan\'s vitriolic column that described the \"stench of 
rendition\" in relation to Khan\'s expulsion. Jagdeo took 

pains to make clear that Jagan does not speak on behalf of 
the GoG. (Note: This is the first Guyanese election in over 
fifty years that has not featured Janet Jagan as a prominent 
member of the PPP slate.) 


(S) The possibility that Khan reveals the PPP\'s dirty laundry 
is the big wild card. Post understands that Khan may have 
compromising information about Jagdeo. If Khan does reveal 
this information in a proffer 

Jagdeo. Nagamootoo could benefit in this scenario -- but it 

is along shot. The conventional wisdom says that the 
highest levels of the GoG will go to great lengths to prevent 
Khan from spilling the beans. 


8. (C) WHAT IS THE AFC\'S SUPPORT BASE? 


(SBU) EmbOffs have observed very mixed crowds at AFC events 
-- cutting across ethnic 

The question is whether the AFC will retain this support into 

the polls. In past elections 

\"up and coming\" parties disappeared at the ballot box. 

Please see ref B for a more thorough status report on the AFC. 


9. (C) WILL THE AFC SUPPORT THE PPP OR PNC/R IN THE 
ELECTIONS? 


(C) The AFC will support neither party in the elections. 
Depending on the results 

joining a coalition after the elections to control the 
National Assembly. 


10. (C) WHAT IS FORMER PNC/C MEMBER RAPHAEL TROTMAN\'S 
CURRENT RELATIONSHIP WITH RAMJATTAN? 


(C) EmbOffs have met on numerous occasions with Trotman and 
Ramjattan 
There is no indication that their relationship is strained. 
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They are united in a shared disgust for what the PNC and PPP 
have done for Guyana. Ramjattan appears comfortable with 
being the AFC\'s prime ministerial candidate behind Trotman\'s 
presidential bid. 


11. (C) HOW UNITED IS THE OPPOSITION PNC/R AND WHAT ARE TI 
PARTY\'S MOTIVES IN TRYING TO DELAY ELECTIONS? REF H 
INDICATES THE PARTY HAS CHANGED ITS POSITION APPROACHIN 
ELECTIONS SINCE 2002 

LEADER DESMOND HOYTE. REF C INDICATES THE PNC/R IS 
DELIBERATELY DELAYING THE VOTE BECAUSE PARTY OFFICIALS | 
BELIEVE THEY CAN WIN. 


(C) Please see ref D for more on the image problem facing the 
PNC (or the PNC/R-One Guyana platform 

Despite continuing to complain about the voters list 

leadership appears resigned to an August 28 election and 
probably realizes that pushing for further delay at this 

point would be self-defeating. However 

the possibility that the recent surge in violence may be part 

of an effort by PNC extremists to force an election delay 
causing a constitutional crisis that would require a 

politically negotiated solution. 


12. (C) HOW MUCH SUPPORT DOES THE CURRENT PNC/R LEADER 
ROBERT CORBIN HAVE WITHIN THE PARTY? ARE THERE ANY OTH 
PARTY MEMBERS THAT COULD CHALLENGE CORBIN\'S LEADERSH 
ARE CORBIN'S KEY ADVISERS? WHAT IS THE POLITICAL IMPACT ( 
HIS LEADERSHIP STYLE? DOES HE HAVE A SHADOW CABINET 

SO 


(C) Corbin is on shaky ground within the party heading into 
elections 

down have circulated for years -- yet no one has staked a 
convincing claim to replace him. Trotman was an up-and-comer 
until he split with the party; Winston Murray is widely 

admired but not seen as Afro-Guyanese enough; Vincent 
Alexander is a steady and loyal deputy but lacks sufficient 
charisma; Stanley Ming is winding down his involvement in 
politics; and then there are a number of PNC firebrands who 
possess no more voter appeal than Corbin. So the party is 
stuck with a man whose well-known history as a rapist and an 
enforcer under Hoyte and Burnham prevent him for winning many 
votes outside of Afro-Guyanese. He does not have a formal 
shadow cabinet 

issues (e.g. 

- security; Winston Murray 

- economic development). 


13. (C) PAST REPORTING INDICATES THE PNC/R IS STALLING 
ELECTIONS BECAUSE OF ITS DEMAND OF VERIFICATION OF THE V 
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LIST. HAS THE GOVERNMENT INDICATED ANY IMPENDING DECISIC 
THE RESIDENCY REQUIREMENT TO VOTE IN THE UPCOMING ELEC 
HOW DOES THE PNC/R SEE THE SITUATION PLAYING OUT IF ELEC’ 
CONTINUE TO BE PUSHED BACK? 


(C) A lawsuit dealing with the residency requirement issue is 
now before the court. But given how slowly cases crawl 
through Guyana\'s court system 

final decision on the matter. So the lawsuits are unlikely 

to affect the August 28 date. However 

future in favor of a residency requirement could give PNC 
supporters reason to discredit the 2006 election results. 
There is precedent in Guyana -- Justice Claudette Singh ruled 
on a case that vitiated the 1997 election results just weeks 
before the 2001 election. 


14. (C) THE PNC/R CALLED FOR A RALLY IN OPPOSITION OF THE 
GOVERNMENT IN EARLY MAY. HAVE ANY OF THE 
OPPOSITION\'S RALLIES OR PROTESTS MATERIALIZED? 


(SBU) The PNC has held campaign rallies with moderate 
success. But the protests they tried to mobilize against 
GECOM failed to catch on. 


15. (C) WHAT IS THE CURRENT SECURITY SITUATION IN GUYANA? 
HOW WELL EQUIPPED ARE GUYANA\' S SECURITY FORCES TO HAT 
POSSIBLE ELECTION VIOLENCE? HOW SOLID IS INTERIM COMMIS: 
HENRY GREENE\'S AUTHORITY OVER THE POLICE? WHAT IS HIS 
LEADERSHIP STYLE? 


(C) The security situation had improved after the Guyana 
Police Force (GPF) and Guyana Defence Force (GDF) began joint 
raids on suspected drug traffickers\' properties in March 2006 
and after U.S. law enforcement took leading narco-criminal 
Shaheed \"Roger\" Khan into custody in June 2006. However 
calm was shattered August 8 when gunmen attacked the 
Eccles/Bagotstown area just south of Georgetown. This 
rampage culminated in the execution-style killing of five 

staff at the printery of the independent Kaieteur News (ref 

C). This operation bore similarities to the February 2006 
Agricola/Eccles massacre (ref I). The capital is now very 
much on edge as people try to decipher what this means. A 
series of bank robberies August 11 and rumors of a planned 
break-out at the main prison are also contributing to the 
fearful atmosphere. 


(C) Guyana\'s security forces have received riot control 

training from the UK and may be capable of handling a level 

of violence associated with previous elections -- mob 

activity in central Georgetown. However 

weapons and sophisticated tactics used by criminals in Guyana 
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since 2001 pose a greater threat. The GPF is incapable of 
preventing or responding to this type of threat; the GDF 
would need to get involved. 


(S) Doubts remain as to how vigorously the predominantly 
Afro-Guyanese GPF and GDF ranks would quell aggressive 
protests by Afro-Guyanese PNC supporters. The PPP leadership 
is paranoid that the security forces are not loyal to the 
government. However 

Henry Greene as their man 

Jagdeo\'s thinking in elevating him. Greene wants to satisfy 
his political patrons and cement his position as permanent 
commissioner -- so is likely to cooperate with the PPP\'s 
wishes when it comes to handling election violence. However 
Greene is also known to be on the payroll of 

narco-traffickers who have connections to some in the \"Buxton 
resistance\" -- whose members are responsible for recent 
horrific crimes 

role as Crime Chief. Note that the PPP does not mind some 
pre-election violence 

to Indo-Guyanese that they must vote PPP or else suffer at 

the hands of Afro-Guyanese criminals (ref H). 


(C) Greene\'s authority over the police appears to be holding. 
Although some senior GPF members detest Greene 

been no mass resignations yet as some had predicted. (Note: 
These may still happen if Greene is made permanent 
commissioner.) Greene\'s leadership style (if it can be 

called that) is to compensate for his professional 
incompetence and serial sexual assault of female subordinates 
through sycophancy 

and cultivating relationships with well-connected criminals 

(ref E). 


16. (C) IS THERE ANY INFORMATION TO SUBSTANTIATE THE 
ALLEGATIONS THAT THE SECURITY FORCES ARE CONNECTED TO 
PNC/R AND ARE NOT LOYAL TO THE GOVERNMENT? 


(S) There is no concrete information to substantiate rumors 
that GDF Chief of Staff Brigadier General Collins is 

connected to the PNC. Greene has divided loyalties -- to the 
government on the one hand (see para 15) 

various narco-traffickers 

elements he consorts with. Ninety percent or more of GDF and 
GPF personnel are Afro-Guyanese and the conventional wisdom 
is that they must then be connected to the PNC -- but this is 

an over-generalization. Many GPF officers take their jobs 
seriously but lack the resources to take on better equipped 

and organized criminals 

in their professional duty to defend the state. What is 

clear 
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Guyana and overseas) are aligned with the PNC. For example 
ex-GDF Oliver Hinckson -- who is believed to have links with 
the \"Buxton resistance\" criminals -- openly associates with 
the PNC and may act in some security advisor capacity within 
the party. 


17. (C) IS THERE ANY INFORMATION TO SUBSTANTIATE THE 
ALLEGATIONS THAT THE GUYANESE DEFENSE FORCES ARE STAG 
COUP D\' ETAT AGAINST THE GOVERNMENT? 


(C) No. Collins told his peers at the May 2005 Caribbean 
Heads of Defense conference that there has never been a coup 
in Guyana and there never will be. He and all of his senior 

staff had expected to visit Washington for a high-level visit 

in late July 

forces until after elections. Such a trip would seem unusual 

for a cabal of coup-plotting officers just prior to elections. 


18. (C) PRESS INDICATED THAT WEAPONS WERE STOLEN FROM 4 
GUYANESE DEFENSE FORCE DEPOT. IS THERE ANY FURTHER 
INDICATION OF THE LOCATION OF THE STOLEN WEAPONS OR THE 
INTENDED USE? 


(C) One of the AK-47s 

joint services operation June 3 in Enterprise 

It is widely believed that the weapon was planted there. The 
joint services have reportedly recovered three more of the 
missing AK-47s as part of its ongoing operation to take down 
the August 11 bank robbers. The search to locate the missing 
weapons has lost some steam over the past two months 

USG assistance in administering polygraph exams to GDF 
personnel. 


19. (C) THE PRIVATE SECTOR COMMISSION CLAIMS THE TWO MAJ 
POLITICAL PARTIES HAVE HEAVILY ARMED GROUPS AT THEIR 
DISPOSAL. WHO 

DISPOSAL? WHAT WEAPONS AND OTHER RESOURCES ARE AVAIL 
EACH PARTY AND/OR ARMED GROUP? HOW HAS ROGER KHAN\'S 
EXPULSION TO THE US AFFECTED THE SECURITY BALANCE ON TF 
GROUND? TO WHAT EXTENT DO ANY OF KHAN 'S LIKELY SUCCES 
HEAD OF GUYANA\'S CRIMINAL UNDERWORLD MAINTAIN TIES TO E 
POLITICAL PARTY? 


(C) Both parties appear to have access to weapons and armed 
groups. Khan\'s armed group was believed to be at the PPP\'s 
disposal -- although it might be more accurate to say that 

the PPP was at Khan\'s disposal. Another armed group -- the 
so-called \"Buxton resistance\" -- includes notorious local 
criminals such as Rondell "Fine Man\" Rawlins. It is 

definitely anti-PPP but is not necessarily at the PNC\'s 

disposal 
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refer to three or more armed groups. Regardless of the 
number 

agendas 

(Note: Speculation about possible PNC involvement in recent 
criminal activities to be reported septel.) All groups have 
access to AK-47s and handguns 

acquire other weapons through drug trafficking 

laundering 

instance 

services and criminals camped out in the \"backlands\" behind 
villages along East Coast Demerara 

grenade at the security forces (inexpertly 

arm off in the process). Some observers speculate this might 
be related to the grenades stolen recently from a Surinamese 
army depot. 


(C) It is not yet clear how Khan\'s departure from the scene 
has affected the security balance. Khan\'s potential 
successors -- such as Clayton Hutson 

Shivraj 

some ties with the PPP government that has been in power for 
fourteen years. They have all built criminal enterprises and 
substantial wealth under the PPP\'s nose 

have done without the government\'s acquiescence. 


Thomas 
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than likely\" send an additional five Icelanders to Sri Lanka 
that a final decision would depend on consultations between 
Icelandic Foreign Minister Valgerdur Sverrisdottir 
counterpart (expected here on August 14) 

Envoy Jon Hanssen-Bauer (due here August 18). 


4. (SBU) The EU members\' withdrawal 

mission\'s profile considerably here 

media regarding the appropriateness of continuing Iceland\'s 
participation 

dismissed increasingly skeptical coverage - including an August 2 
editorial in leading daily Morgunbladid suggesting that Iceland 
should call its monitors home - as the product of \"slow news days\" 
at the height of summer holiday season. Prime Minister Geir Haarde 
has said that no decision had been taken and that it might even be 
necessary to withdraw Iceland\'s monitors from the mission. 


5. (SBU) The killing of 17 humanitarian workers in Sri Lanka on 
August 6 has given the story new legs. 

Morgunbladid 

August 9 editorial whether Icelanders should take part in any 
military-related peacekeeping operations anywhere given that 
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Iceland 

people to work in areas where military attacks can happen without 
warning.\" The editorial revived criticism of Icelandic civilian 
peacekeepers in Afghanistan 

wearing battle dress uniform has in the past led Icelandic media and 
politicians to debate the existential question of when does a 
peacekeeper become a warrior. 


6. (SBU) Comment: Absent a direct attack on SLMM personnel before 
Hanssen-Bauer\'s August 18 visit here 

with its plans to expand Icelandic participation in the mission. 

However 

Icelander in Sri Lanka could have a grave impact on the GOI\'s stated 
plans to double its peacekeeping participation by 2008. 


VAN VOORST 
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102 
\"Cuba and Chile: The Last Act?\" Quote: 


\"Cuba has never forgiven that part of the Chilean left that helped 
consolidate democracy in Chile 

\'Chilean model.\' What will follow in Cuba will no longer be the 

same 

including the new populists in Latin America 

hostility toward Chile\'s model. This was evident in the criticism 

that Fidel Castro made of Chile and Bachelet in the Mercosur Summit 
in Argentina.... Events show that perhaps this will be the last act 

of the odd ties that have lasted for almost half a century.\" 


KELLY 
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31 

Ignacio Walker entitled 
quote follows: 


\"Does it help our national interests to support a country that will 
spend two years on the Security Council ...that denounces 
imperialism (the United States) and has allies such as Byelorussia 
Iran 

and divided environment worldwide than the one we already have?.... 
Based on the answer to these questions and concerns 

countries 

among others 

Venezuela. And although for Chile this is a no-win situation 

if it chooses to abstain 

comes time to make a decision on how to vote.\" 
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KELLY 
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After complaining to the Ministry of Agriculture 

were released. According to Ambassador Soong 

complete inventory of the goods (farm equipment 

etc) had been made 

the Ministry of Agriculture. The Taiwanese Medical Mission 
was similarly turning over medical equipment and supplies to 
the hospital that it had been assisting. 


5. (SBU) Ambassador Soong reported that additional Chadian 
police had been placed at the Taiwan installations 

the residence and the chancery (all properties belonging to 
the Government of Chad). Although his staff noted that this 
was a mixed blessing due to the lack of discipline displayed 

by the police 

that Taiwan establishments might be seen as a target for 
pillaging. Ambassador Wall offered to weigh in with the GOC 
should the Taiwanese experience any difficulties. 


6. (SBU) Queried as to why Chad had taken the step of 
resuming ties with China 

had done so in order to have relations with a powerful 

country on the UN Security Council (UNSC). Since Chad sought 
a UN force on the border 

Reminded that China\'s other \"ally 

such a force 

to be sorted out. But Ambassador Soong felt that Chad would 
come to regret the decision. He believed that China had 
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would continue to support Chadian rebels. In fact 

to him 

regime. Ambassador Soong was coy in naming the country 
which 

Chad to resume times with China 

that the country was Senegal. While there is a widespread 
popular belief that China is primarily interested in Chad\'s 

oil resources 

offer this as a rationale for Chad\'s step. Rather 

curious to learn U.S. views on Chad\'s oil prospects and what 
role China would play. 


7.(SBU) Other Taiwanese enterprises in Chad (including a 
newly opened hotel/restaurant built by a private investor) 

and a 2006 joint venture between a Taiwan oil exploration 
company and the GOC will continue on in Chad. The Taiwanese 
staff anticipated that there would be greater Chinese 
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investment and trade with Chad ahead. They acknowledged that 
there was no current bar to such trade or investment 

explained that having diplomatic relations would greatly 

facilitate the entry of commerce. 


8. (SBU) During a August 12 meeting with Ambassador Wall 
Minister of Foreign Affairs Ahmad Allam-mi stated that the 
renewed diplomatic ties with the People\'s Republic of China 
were a necessary step to improve Chad\'s position in the 
international community and that recognition of the PRC would 
provide a strong international ally which Chad could not 

afford to be without. He added that the GOC felt that the 
diplomatic recognition of China would also help improve 
relations with Sudan 

When the Ambassador asked if the Foreign Minister felt that 
renewed diplomatic ties with the PRC would result in an end 
to Chinese support for Chadian rebels in Sudan 

that while the PRC continued to deny any support for the 
Chadian rebel movement 

improved ties between Chad and China would mean an end to 
military assistance from the PRC to Chad. 


9. (SBU) Allam-mi also said that while it had asked the 

Taiwan mission to leave Chad 

economic and cultural relations with Taiwan. Ambassador Wall 
asked the Foreign Minister to ensure that the Taiwanese were 
treated in a fair and just manner during their departure from 
Chad. Allam-mi responded by saying that all members of the 
Taiwan mission would be treated fairly as they departed the 
country. 


10. (SBU) French Ambassador Bercot described for the 
Ambassador August 11 the results of inquiries the French 
Embassy made in Beijing about the matter. According to the 
what the French were told 

resolution on an international force in Darfur 

without Sudan\'s acceptance. He said an understanding on 
ending Chinese arms transfers to Chadian rebels in Sudan was 
not part of the deal on recognition 

involvement in these transfers. The Chinese are expecting to 
build a new embassy on land donated by the Chadian government 
within months 

was far too optimistic. He also believed that China remains 
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interested in connecting its oil pipeline in Sudan to the 
Chad-Cameroon pipeline 

Guinea. 


11. (SBU) At no time did Ambassador Soong intimate that 
there had been any \"negotiation\" between Chad and Taiwan. 
Rather 
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offing and had suspected was only a matter of time. Not 
wanting to leave behind a bad impression as it wraps up its 
affairs 

will turn again in its favor. 

WALL 
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2. Dubbed by the opposition parties who boycotted the 
sessions and the independent press as a \"monologue 
\"masquerade 

political dialogue appeared long on pomp and short on 
substance. The results 

closing session 

to the electoral code. However 

and potentially menacing proposals for a \"code of good 
conduct\" and \"better tracking policies\" for political 
parties 

appears to greatly benefit the party in power. Meanwhile 
visiting high-ranking United Nations official found little 
reason for optimism 

the government or the opposition to come together on 
fundamental issues.\". END SUMMARY. 


2. (SBU) With predictable pomp and solemnity 

Minister Pascal Yoadmnadji welcomed over 500 participants 
observers 

iteration of \"political dialogue\" on July 28. The six-day 
event 

Reinforcement of the Democratic Process in Chad 

seen as President Deby\'s answer to the international 
communities\' urging to sit down with his political opponents 
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and address Chad\'s institutional crises. 


3. (SBU) Post has previously reported on the widespread 
skepticism about the dialogue (Ref A) 

to the deep mistrust between the Deby regime and its 
political opponents. The latter have long been openly 
critical of Deby\'s attempts to dialogue 

to view the latest version as a farce with little to no 
chance of success (Ref B 


4. (SBU) Nonetheless 

dialogue. President Deby convened a nine member \"council of 
wisemen\" (drawn mostly from his inner circle; see Ref A) to 
advise him on the format and content of the dialogue. The 
working sessions included 54 political parties 

majority allied in some respect with the ruling MPS 

drawn from the CPDC collective 

prominent opposition leaders. During the working sessions 
an 11 member working committee 

of various political parties including the ruling MPS 
produced a total of 13 official statements covering four 
broad areas: a) the electoral code; b) organization of 
elections; c) status of political parties; d) code of good 
behavior for political parties. 


5. (U) Below are some of the salient points from each area: 


a) Electoral code revisions: 
--nomad voting procedures: fewer days to vote; must vote ina 
chosen district. 
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--votes can be cast at any polling place 
--changes to overseas voting procedures 


b) Organization of elections: 

--revise electoral lists 

--modify composition of National Electoral Commission (CENI) 
(1/4 GOC 

parties). 

--reduce number of voters per polling station. 


c) Status of political parties: 
--revisions to Law 45 governing creation of political parties. 
--\"better tracking\" of political parties. 
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--Heads of political parties will have some special status 
(to be defined). 

--promote gender and the role of women in political parties. 
--provide funding for political parties who present a 
candidate. 

--provide equal access to public media for campaigning 
parties. 


d) Code of good behavior: 

--obligations of political parties. 

--mechanisms for better tracking of political parties. 
--political parties must be national in composition (at least 
3 members from every region). 


6. (C) The United Nations sent a delegation 

Assistant Secretary General for African Affairs 

Kalomoh 

Kalomoh provided us with his trenchant and fairly bleak 
analysis of the current political landscape. Kalomoh 
expressed the UN\'s desire to see \"the emergence of a coherent 
set of ideas to move past the current political impasse 
instead found \"no willingness on the part of the government 
or the opposition to come together on fundamental issues.\" 
During his four-hour meeting with President Deby 

said he encountered a \"self-righteous\" leader 

any way out 

\'inclusiveness\' 

means \'armed rebels.\'\" Kalomoh reported that Deby 
re-iterated the GOC\'s unwillingness and inability to 
\"legalize what is illegal 

status of the armed rebellion -- a point also made by the 
Prime Minister in his opening address at the dialogue. In 
response to Kalomoh\'s offer of UN assistance 

that \"the UN needs to deploy troops to Darfur.\" President 
Deby also believes that it is the UN\'s role to bring the 
political opposition to the table 


7. (C) Kalomoh described the current attempt at dialogue as 
\"a set of pre-defined parameters and pre-determined 
outcomes.\" From the GOC perspective 

outcomes are to legitimize the President 

opposition to the extent possible 

four \"fundamental issues\" that must be addressed. While 
acknowledging that the \"political dialogue\" had made a 
gesture at addressing (1) the electoral codes and (2) the 
composition of the electoral commission 
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there was no mention of either (3) judicial reforms or (4) 
constructive dialogue with the armed opposition. 


8. (C) The political opposition 

CPDC 

facilitator 

to weigh in on Chad-Sudan relations. Kalomoh saw no 
indication that Deby wants the UN to play this role. Indeed 
the UN diplomat believes that the GOC is not ready for true 
mediation. They want simply \"to force through a dialogue 
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and get it out of the way before the inauguration.\" 

According to Kalomoh 

on the need for electoral reform and inclusiveness 

unless the process is open 

Furthermore 

continues to view the CPDC as lacking a Chadian constituency. 
He also said that Deby expressed his belief 

meeting 

embassies 


9. (C) Kalomoh told us that he planned to report to the 
Secretary General his conclusion that there was \"no direct 


SIPDIS 
role to play\" for the UN in Chad at the moment 
identify one or two donors.\" 


10. (SBU) Private media by and large considered the 
National Political Dialogue to be a \"political monologue 
pointing out that the ruling MPS and its close allies were 
the only participants. This position was also expressed 
during a press conference by various human rights 
associations on the opening day of the dialogue. Delphine 
Kemneloum 

stated in an interview on National Chadian Radio that the 
political dialogue in its current form \"would in no way help 
to bring peace to Chad.\" According to the bi-weekly 
N\'Djamena Bi-Hebdo 

except a banal discussion of election issues. The daily 
Progres newspaper 

that \"the dialogue promotes the survival of political 
parties 
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requirements on political parties. Finally 

the independent Notre Temps said that the decisions taken as 
a result of the dialogue \"will serve only to fill the 

coffers\" of ruling party members 

the dialogue will be expecting nothing more that \"their 

portion of the cake that the Prince will distribute.\" 


11. (SBU) Although media criticism of the dialogue was 
quite harsh 

recent meeting (Ref D) that he found it to be acceptible 
balanced and well-reasoned 

the free press in Chad. 


12. (SBU) Now that the \"results\" of the dialogue are in 
remains to be seen to what extent the government will work to 
implement its proposed changes 

to continue the dialogue process 

participate -- particularly the CPDC opposition and the armed 
rebels -- will react. 

WALL 
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only listens to Castro 

he wanted to avoid or minimize Cuban patronage of Colombian 
insurgents. Still 

Non-Aligned Movement (NAM) meeting 

14-15 in Havana 

anti-American rhetoric. 


2. (C) Uribe did not offer to make a public statement about 
succession 

transition in Cuba. Noting that Florida Governor Jeb Bush 
had encouraged him to meet with dissidents on his next visit 
to Cuba 

Colombia could take. 

WOOD 
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weekly paid commercial program 

documentary entitled \"Fatima\'s letter\" that was viruently 
anti-American/pro-insurgent. The program claimed that U.S. 
soldiers were raping Islamic virgins at Abu Gharib prison and 
called on insurgents to kill both the virgins and the 

soldiers to end their shame. However 

Guyana have made no/no statements to commit violent acts 
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(i.e. bombing 


E. (S/NF) Have there been any indicators that marriages 
between Guyanese and U.S. persons have been arranged for the 
purpose of facilitating U.S. citizenship? 


The Consular Section regularly encounters applicants who have 
arranged marriage solely for immigration purposes. Ref B 
describes some of the more common tactics. Post has no trend 
data indicating that Muslim groups arrange marriages more 
than the rest of the population. 


F. (S/NF) Have any Darul Uloom Islamic Center members 
traveled to the U.S? If so 


Post is aware of three individuals associated with the Darul 
Uloom Islamic Center in Guyana who possess a visa to travel 
to the United States. Each were contacted by consular staff 
during the course of a routine validation study with the 
following results: 


1) Name: Ramzan Khan 

DPOB: 17-NOV-1969 

Passport number: A010307 (Guyana) 

Case number: 2000314 629 0003 

Date of issue: 20-NOV-2005 

Date of expiration: 08-NOV-2005 

Visa class: B1/B2 

Purpose of travel: (from case notes) Financed by Muslims from 
around the world 

Darul Uloom 

all boys 

921 

claims was in India studying in Ghuja. 

Disposition: Subject told ConOff he twice transited Miami to 
visit friends in Panama. 


2) Name: Asgar Alli 

DPOB: 24-JAN-1987 

Passport number: A015455 (Guyana) 

Case number: 2003321 741 0003 

Date of issue: 17-NOV-2003 

Date of expiration: 16-NOV-2004 

Visa class: B1/B2 

Purpose of travel: Vacation in Bronx 

Disposition: Per information received from DHS 

entered U.S. on 20-NOV-2003 and departed on 7-DEC-2003. 
Subject entered again 28-AUG-2004 

time of application 

Zakariyya. One-year visa expired 22-NOV-2005. When ConOff 
attempted contact in August 2006 
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listed on application turned out to be a wrong number 
subject\'s business number was no longer in service. 


3) Name: Sheik Ahad Ayatullah Husain 

DPOB: 12-JAN-1982 

Passport number: 0741400 

Case number: 2004212 158 0004 

Date of issue: 30-JUL-2004 

Date of expiration: 29-JUL-2009 

Visa class: B1/B2 

Purpose of travel: holiday/business (shopping for father\'s 
store) 

Disposition: According to DHS 

exit history. Subject was denied entry at preclearance in 
Nassau 

3-APR-2006. TECS ID X9L01810100CIQ. At time of application 
subject was a student at Darul Uloom school at Reshad Avenue 
and Mon Plasair Road 

multiple-entry 

attempts to contact subject at telephone number listed on 
application rang out. 


Post is also aware of four individuals who have been refused 
visas to travel to the U.S.: 


1) Name: Sultan Khan 

DPOB: 27-JAN-1979 

Passport Number: 0797971 (Guyana) 

Case number: 2001053 085 0002 

Application Date: 22-FEB-2001 

Disposition: Going to study at Darul-Uloom Al Madina Inc. 
182 Sobieski Street 

application from Haseeb Yusuf 

Trust 

Community of Barbados would pay expenses. 


2) Name: Nematulla Zafarulla Mullan 

DPOB: 24-MAY-1978 

Passport Number: A8502478 (India) 

Case number: 2006192 906 0010 

Application Date: 11-JUL-2006 

Disposition: Has taught at Dar-Ul-Uloom for 1.5 years. 
Seeking to lead Taraveeh prayers at Al-Furqan Islamic 
Foundation at 2301 Woodward Street 

Neeimabanu Aiyyubhusen DOB 20-JUL-1983. 


3) Name: Badrudeen Khan (other surname used Mowlana) 
DPOB: 28-APR-1966 

Passport Number: A031621 (Guyana) 

Case number: 2005258 930 0003 

Application Date: 15-SEP-1005 
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Disposition: Sought to visit friends at 2205 SW 62nd Terr. 
Miramar 

Darul-Ul-Uloom center in Georgetown. Concealed pending 
immigrant visa petition. 


4) Name: Melinda Ally 

DPOB: 31-DEC-1992 

Passport Number: 0803129 (Guyana) 
Case number: 2005201 165 0003 
Application Date: 20-JUL-2005 
Disposition: Student at Dar-Ul-Uloom 
in U.S. 


G. (S/NF) What connections exist between the Darul Uloom 
Islamic Center and the Jamaat Al-Tabligh? 


Post is attempting to obtain more data. SIMO will send 
information as it is obtained. 


2. (S/NF) SIMO comment: For additional information 
314/59967-04 and contact HQ SOUTHCOM J2 at 305-437-1090. 
Thomas 
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conference on the elimination of mercury in health care.\" 
That conference was jointly sponsored by the Pan American 
Health Organization 

with UNEP) 

Secretariat of Environment and Sustainable Development. 


SIPDIS 

Argentina has also been actively participating in UNEP\'s 
international meetings on the subject 

MATERA 
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an FTA with Uruguay would be reconciled with Mercosur. The 
stubbornly ideological Foreign Minister Reinaldo Gargano 
publicly defied the President\'s message 

not resign. The USTR officials were invited here to 

participate in a Council of the Americas event 

presence precipitated an informal referendum on a Free Trade 
Agreement (FTA) with the United States. During their broad 
public and private discussions 

abundantly clear that the US was not negotiating or 

pressuring the GOU on an FTA. However 

difficult commitments 

should a trade agreement be formally pursued. The week was 
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particularly significant in terms of the Frente Government\'s 
search for a balance between pragmatic needs and its 
increasingly awkward socialist rhetoric. There seemed to be 
a palpable sensation that the country was at some kind of 
tipping point. The national debate on Uruguay\'s place in the 
world 

closely monitored going forward. Below are some highlights 
and selected excerpts from the USTR officials\' 

visit. End Summary. 


2. (U) A/USTR Everett Eissenstat and USTR Director for Brazil 
and the Southern Cone Sue Cronin arrived in 

Montevideo on August 7 to attend a Council of the Americas 
event entitled \"Uruguay in the Global Economy.\" This was a 
significant event here that received widespread media 
attention. The USTR officials also had ample opportunity to 
consult with a wide variety of key decision makers during 

their 3-4 days of meetings 


August 8 Meeting With President Vazquez 


3. (C) USTR officials and the Charge met with President 
Vazquez at their request on August 8 at the Suarez Residence. 
The President insisted that the meeting be kept from the 
public. Initially Vazquez appeared nervous 

anticipating that A/USTR Eissenstat was going to press him to 
define his thoughts on an FTA. Vazquez soon relaxed after 
realizing that the A/USTR was not there to apply any 
pressure. Eissenstat began by conveying greetings from 
President Bush 

Eissenstat said that he was 

support for a shared vision of spreading democracy 

markets 

(paraphrased). \"Please send my regards to President Bush. We 
had an excellent meeting in Washington. Tell him | haven\'t 
yet had a chance to use the fishing rod. | feel good about 
tomorrow\'s (Council of the Americas) conference 

important for the country. Let\'s cooperate so that it is a 
success. We\'re going to have a deep discussion about the 
right path to deepen our trade relationship. It\'s a turning 
point. We have had good relations historically - artistic 
cultural 

social justice 

enhance our relationship in the trade field. Our technical 


people are exploring which road would be the best to achieve 
that. | wouldn\'t be honest if | didn\'t say that there are 
distinct different voices within my government. But | am 
optimistic that we can advance. All in my government share 
the basic goal of enhancing the trade relationship. If there 
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is political will 

in this arena 

Mercosur. We only have a free trade deal Mexico 

years ago. We don\'t want to damage Mercosur. We want to 
protect our investment in regional integration. We don\'t 
want any new agreement to harm Mercosur. That is our 
challenge now that you are here.\" 


4. (C) A/USTR Eissenstat responded that the US is committed 
to the multilateral trade system and was disappointed at the 
suspension of the latest Doha WTO talks. He thanked Uruguay 
for its constructive help in Geneva and for playing a 

positive role. Eissenstat remarked that market access is the 
key that can help a small country like Uruguay. Vazquez 
responded (paraphrased) \"Yes 

just discuss possible bilateral agreements 

context. | think we can begin a new relationship between the 
United States and Latin America. This may seem like a 
paradox now that there are so many \"progressive\" governments 
in Latin America 

creates the conditions in which a new relationship could 

thrive. It\'s in this context that we need to think about a 
possible trade agreement. Let\'s find a point where our 
interests meet. According to the report I've received from 

my (trade) team 

Now the work ahead 

your President will see things the same way. Let\'s take 
advantage of the political momentum that we currently enjoy. 

| don\'t believe in populism. | believe in delivering better 

living standards for our people by creating jobs. | will be 
flexible. If we have the political will we can move ahead. 

You know 


5. (C) Eissenstat indicated that USTR has been very pleased 
with the progress made under JCTI auspices. He noted that 
President Bush stated that he wanted to deepen our trade 
relationship -- and as a result USTR is talking to Vazquez 
team to find the most appropriate way to do just that. He 
said that our measured approach is the correct approach 
because 

you to understand that we don\'t want to undermine Mercosur 
either. We leave it to you to work out your path with 
Mercosur as we move forward. For us 

the trade relationship. We want to choose the best path to 
do that 

that Uruguay wanted to continue the dialogue and to enhance 
the trade relationship. He assured the A/USTR that Uruguay 
has 

consensus on that commitment and that he could rest assured 
that the GOU will move ahead in a serious manner. 
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6. (C) Eissenstat commented that \"It sounds like we have a 
shared vision 

Mercosur. Vazquez laughed and said 

base my answer on statements made by Lula and Kirchner back 
in May 

Mercosur isn\'t currently serving the interests of the smaller 
members and that bold words and good intentions need to be 
put into practice 

they would not stand in the way of trade negotiations with 

third countries outside of Mercosur. | have those statements 

in my files. Later 

very different message 

had said instead. In Cordoba 

proposal to allow the smaller countries to negotiate outside 

the Mercosur bloc. There was no resolution 

the atmosphere was positive. But look 

with Mexico two years ago and they didn\'t kick us out then 
why would they kick us out now? _We\'re working on all this 
through Mercosur channels. | believe that maybe our improved 


trade relations with you can also help improve our regional 
relations. We need to start somewhere 
place to begin.\" 


7. (SBU) Highlights of 8/9 Council of the Americas Event 


-- President Vazquez observed that individuals respond to the 
global economy by either trying to avoid it or by \"planting 

their feet squarely in reality\" and participating in it. He 

opined that his Governments \"principles and pragmatism were 
not incompatible\" and strongly urged the latter approach. In 
reference to a Uruguay/U.S. trade deal 

doesn\'t rewind 

train 

Uruguay should actively pursue deepened trade relations with 
the United States. 


-- Foreign Minister Gargano followed Vazquez in a somewhat 
incoherent speech that lambasted agricultural subsidies and 
complained that Bilateral Investment Treaties gave too many 
advantages to foreign investors. Outside the conference room 

he later openly contradicted the President when he told the 

press that he was opposed to an FTA because he had to \"remain 
faithful to the voters who had elected the Frente 

Government.\" 


-- Former Chilean Ambassador to the U.S. Andres Bianchi 
proved to be one of the most useful interlocutors on 
discussing a Free Trade Agreement since he had been closely 
involved in Chile\'s FTA negotiations with the US. He outlined 
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the difficult steps that were needed and surprised his 
audience when he told them that Chile had unilaterally 
lowered its trade tariffs as part of its poverty alleviation 
program 


-- AUSTR Eissenstat\'s remarks revolved around three themes 
1) Uruguay\'s success in following good policy 

politically and economically 

the rule of law and democratic institutions 

importance of re-engaging to bring the Doha Development 
Agenda to a successful conclusion and 3) our joint commitment 
to deepening the trade relationship. Eissenstat left the 

means of achieving that goal open 

return in October for a meeting of the Joint Committee on 
Trade and Investment to discuss the best means of moving 
forward. 


-- Economy Minister Danilo Astori stated that Uruguay should 
look beyond the borders of Mercosur to expand its trade and 
thereby develop its economy. He also argued that while the 
larger countries benefit from the protection of a closed 
Mercosur system 

hurt by restrictions against trade outside the bloc. Astori 
highlighted accomplishments in the US/Uruguayan trade 
relationship thus far including JCTI 

removal from the 301 list and the meeting with POTUS last 
May. He opined that market access to the world\'s biggest 
economy was essential for Uruguay and said that Uruguay\'s 
commitment to the rule of law and its fight on poverty would 
pay off in terms of foreign investment. 


-- A peaceful protest mainly by Communists 

trade unionists against an FTA took place in downtown 
Montevideo without incident in the early evening. Estimates 
of the size of the crowd varied from 400 to 1 


8. (C) Other Key Contacts 


-- On August 7 Eissenstat 

GOU members of the Joint Commission on Trade and Investment 
(JCTI) 

MFA\'s Carlos Amorin and the Economic Ministry\'s Dario 
Sarachaga. Most important issues covered: If an FTA was to be 


pursued what are the potential obstacles. Among them: Antel 
ANCAP 

Rights. That evening 

Eissenstat and Cronin met with Minister of Economy Danilo 
Astori 

the US Carlos Gianelli. 
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-- On August 8 the USTR officials met separately with 
opposition National Party Leader Jorge Larranaga and former 
Colorado President Jorge Batlle. Batlle shared President 
Vazquez\' vision on building a new relationship between the US 
and Latin America. He said that. \"If Uruguay signs an FTA 
with the US it will be like dominoes in the region. Paraguay 

and yes 

an off-the-record meeting with the American Chamber of 
Commerce where one businessman remarked \"if you want an FTA 
with us all you have to do is change the name and yield in 

one discussion. That will do the trick.\" 


USTR Senior Southern Cone Director\'s Meetings with Key Sectors 


9. (SBU) Sue Cronin separately met August 9-10 with 
representatives in key sectors of the economy to discuss 
potential problem areas and to exchange views. These 
included: Daniel Belerati (Executive Director of the Chamber 
of Beef Exporters) 

of Foreign Pharmaceuticals) 

Commerce) 

(President and vice-president of INAC Organic Beef 
Association) and members of the Uruguayan Information 
Technology (IT) Chamber. Among general themes 

explained that the US was a common law country and was bound 
to propose the same texts on regulations to all countries 
concerned with little room for maneuver 

impossible to accommodate sensitivities that may be unique to 
Uruguay. To this end 

review the openly-available relevant texts of the Peru TPA as 
well as the FTA texts for Colombia and Costa Rica in order to 
understand US requirements on touchy issues such as 
Government Procurement 

exports 

interlocutors to study niche markets and the benefits 
intra-hemispheric trade apart from the US. It is worth noting 
that during Cronin\'s discussions private sector players 
generally did not see Mercosur as a key to economic growth or 
a benefit to their own enterprises. They were concerned 
about Venezuela\'s entry into the bloc 

could change the nature of Mercosur 

agreement 


COMMENT 

10. (C) The USTR senior officials\' visit was exceptionally 
useful in promoting the deepening of the Uruguay-US trade 
relationship while providing a dose of reality about the 
challenges entailed in launching an FTA. It also had the 
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unintended effect of sparking an internal debate on where 
Uruguay should be headed in the increasingly globalized world 
economy. Both in private and in public President Vazquez 
demonstrated his unwavering commitment to constructive 
engagement and a deepened trade relationship with the US and 
confidence in his ability to counter domestic and regional 
opposition to this vision. This is not the first time that 

he has told us that he wants to be part of a new relationship 
between the U.S. and the region. It was a bold political 

move that Vazquez 

obstreperous Foreign Minister 

Cabinet 

regional integration that serves Uruguay\'s interests 

that he would also pursue deeper ties with the United States. 
Concern regarding Venezuela\'s entry into Mercosur was a 
recurrent theme in meetings with government officials and 
opposition representatives. Like the private sector 
government/opposition leaders thought Chavez would make 


Mercosur far more political. They also noted that 

Venezuela\'s ascendance posed a threat to Brazil\'s leadership 
in the region. When the time comes 

concern might be manifested through an active debate in 
Uruguay and Brazil over legislative approval of Venezuela\'s 
Mercosur membership 

membership is a foregone conclusion. This telegram was 
cleared by USTR. End Comment. 

Nealon 
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Al-Muhanna emphasized that the rest of the commission should 
remain the same. 


6. (C/REL UK) In addition to structural changes 

previewed the policy changes that would be contained in 
forthcoming legislation. He stated that previous commission 
policy was to eradicate all elements of Baathism ) both the 
actual members and the ideology ) from public life. To 
bring the de-Baathification process in line with 

reconciliation policy 

scope of NDC\'s actions. Under the new policy 
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Baathists who did not participate in crimes under the 
previous regime 

activities 

allowed to retain their employment and positions. The 
determination regarding terrorist activities will be made 
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after a review of records from the security ministries 

will take into consideration testimonials from ministers and 
supervisors. 


7. (C/REL UK) Al-Muhanna claimed the NDC legal committee will 
now meet 3 times per week to discuss appeals 

previous standard of one day per week. The exceptions 
process 

crimes to be reinstated 

addition 

people who were previously de-Baathified to their prior 
employment. (NOTE: He had no idea how this would logistically 
be possible 

considered. END NOTE.) Key sections of the commission 

the Educational Directorate 

attacking Baathist principles to encouraging reconciliation. 


8. (C/REL Uk) Al-Muhanna has been inserting reconciliation 
language into his conversations with us since early May 
however this is the first time he has discussed concrete 
plans to soften the commission\'s approach. If the NDC 
proceeds in the direction Al-Muhanna described 

a major step toward reform of the non-transparent 
de-Baathification process. The lack of clear mechanisms to 
select commissioners and to determine which individuals are 
exempt from de-Baathification leaves open numerous 
possibilities for the same abuses of the system that we have 
long seen. The disposition of the Sadrist COR committee 
chair will be at least as important as that of Al-Muhanna and 
other NDC staff. 

KHALILZAD 


3. (C) Martinez immediately broached the subject of the July 
5 riots at the University of El Salvador 

sniper with close ties to the FMLN killed two policemen and 
wounded at least 10 others 

premeditated ambush (see reftel B). Martinez lamented the 
week-long lapse between the killings and any expressions of 
condemnation or condolences by his party\'s leadership 
confirmed that this was primarily due to ongoing internal 
struggles among several hardliner factions. He added 
contritely 

reflection and self-examination within the party 


Column 3 

outlined how he had boldly proclaimed to the party leadership 
that if there were any who contemplated a return to an armed 
struggle for power such as the nation experienced from 1980 
until 1992 

effort. (Note: These sentiments regarding July 5 were 

likely in response to the Ambassador\'s criticism of possible 
FMLN complicity in the killings 

FMLN leadership during a July 12 luncheon. See reftel C. 
End note.) 


Looking Ahead to 2009 


4.(C) Turning to 2009 

elections will be held simultaneously for president 
Legislative Assembly 

outlined that factions are already forming within the FMLN in 
support of various alternate strategies. Asked about popular 
Santa Tecla Mayor Oscar Ortiz\'s recent overtures regarding a 
possible presidential candidacy 

party\'s official line that any such unilateral declarations 

are perhaps premature 

now exist between Ortiz and the FMLN leadership. He pointed 
out that San Salvador Mayor Violeta Menjivar remained an 
obvious possible presidential candidate. Perhaps most 
interestingly 

within the party 

Norma Guevara 

consider party outsiders such as television commentators 
Mauricio Funes and Arturo Zablah as being most electable 
that others fear that any such candidate might lack 
discipline and political reliability. Martinez laughed off a 
question regarding his own possible candidacy 

that he was regarded as too \"independent\" to merit serious 
consideration as a candidate. Lastly 

whom an FMLN presidential candidate might face in 2009 


Martinez disclosed that he had heard credible accounts that 
charismatic and widely-admired former Foreign Minister 
(1999-2004) Maria Eugenia \"Mayu\" Brizuela de Avila had 
already declined an offer from ARENA\'s executive committee 
(COENA) 

minister had entailed for her family. 


5. (C) Martinez was surprisingly critical of Venezuelan 
President Hugo Chavez 

autocrat who uses a hypothetical invasion of Venezuela by the 
U.S. to manipulate public opinion and silence dissent. He 
conceded that certain high-ranking FMLN officials maintained 
close ties with Chavez 

the details of any such relationships. (Note: The powerful 
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but shadowy FMLN strategist Jose Luis Merino is widely 
believed to be funneling Venezuelan funds to the FMLN through 
an elaborate international network of bank accounts and small 
businesses; see reftel A. End note.) When asked about the 
polarized and uncooperative atmosphere prevalent in the 
Assembly 

ARENA party would succeed in passing a federal budget by 
employing a technicality to avoid the two-thirds vote needed 
for assumption of external debt 

more FMLN deputies. He foresees the administration incurring 
further debt by guaranteeing needed loans with public pension 
funds 

Court as to the constitutionality of such a measure would 

fail. 


6. (C) COMMENT: Martinez\'s comments appeared carefully 
crafted to reach out to the Embassy. Although Martinez will 
almost certainly serve out his full term in the Legislative 
Assembly 

lockstep-orthodox FMLN remain unclear. His mentor 
Castillo 

party strongman Schafik Handal 

Martinez from attacks by hardliners 

Castillo retired from active political life 

lacks such protection. Given the departure of other FMLN 
moderates and the loss of his most important defenders 
Martinez\'s political staying power is little short of 
remarkable. 

Butler 
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Alberto Armendariz 

\"La Nacion 

of the confrontation between Israel and Hezbollah in Southern 

Lebanon 

asking for a full and immediate cease fire in expectation of the 
arrival of humanitarian aid for the desperate civilian population. 


\"The deal 

while Israeli forces continued their land offensive 

simultaneous deployment of Lebanese and UN soldiers in Southern 
Lebanon while Israeli troops are being withdrawn. 


\"... UN Secretary General Kofi Annan opened a special session of the 
UN Security Council by regretting the delay of its 15 members in 
reaching a deal to put an end to clashes. He underscored that the 

last four weeks of disagreement undermined the UN Security Council\'s 
legitimacy while victims amount to 1 

Israel.\" 


Column 3 
-\"Lebanon could abide by the UN proposal 
still missing\" 


Maria Laura Avignolo 

\"Clarin 

were the backdrop pressure in the UN draft resolution for a full 
ceasefire in the war in Lebanon... 


\"Under huge pressure and with the unexpected visit of US Assistant 
Secretary of State David Welch 


SIPDIS 
determined to approve the resolution. 


\"... Hezbollah is not willing to lose in the diplomatic field what 
it obtained in the military field. The UN draft resolution will 
hardly achieve some balance 

and not let the Siniora administration fall in the event Hezbollah 
rejects it.\" 


- \"The UN has a lot to do in the Middle East\" 


Leading \"Clarin\" carries an op-ed piece by Hugo Martini 

deputy 

of temporary solution to the problem that differs from the procedure 
that the UN is currently attempting - obtaining a ceasefire and at 
the same time deploying a multinational military force in the area 

of conflict... 


\"The political leaders of the Arab and Jewish communities do not 
seem in a position to reach a negotiated solution that will exclude 
the war shortcut. The UN has one of its most important challenges 
ahead since its creation in 1945. It is also an exceptional 
opportunity to justify the need for its existence.\" 


- \"The US will regulate Cuban immigration\" 


Ana Baron 

writes (08/12) \"The US announced that in an eventual post-Castro 
scenario 

government officials who are held responsible for human rights 
abuses. 


\"US Assistant Secretary for Western Hemisphere Affairs Tom Shannon 
said \'The US does not know what direction Cuba will take in the 

short run. We could be at a moment of big change 

be at a moment in which the regime is toughened to reaffirm its 
control...\' However 

regime will not last long and it is getting ready for its downfall. 


\"... During a meeting with a group of journalists at the US 
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Department of State 

process 

the funds to help Cuban dissidents to 80 million dollars for 2007/8 
fiscal years. It is for Cubans to \'define their own future.\'\" 


- \"The old and the evil\" 
Jorge Elias 


writes (08/13) \"... The Cuban succession did not fall on Raul 
on the Cuban Communist Party. Where is Fidel Castro in the 
meantime?.. 


\"In principle 

survival based on moral authority (in spite of state corruption) 
popular support (in spite of domestic and foreign opposition) and 
the state property (in spite of the exiles\' claim of usurpation). 
Economy is a central issue.\" 


- \"National security is the focus of the US election campaign\" 


Ana Baron 
comments (08/12) \"During latest months 
increased the support for US President Bush. 


\"The White House successfully used the national security issue as 
one of its main priorities during the two latest elections. The 
question is whether this will work in November elections. 


\"A The New York Times article said yesterday that the failed 
terrorist attack in England helped Republican candidates. 


\"The truth is that the author of the article 

not bear in mind that latest opinion surveys have revealed that most 
Americans rely more on Democrats than on Republicans when it comes 
to leading the antiterrorist war. 


\"According to the latest The Washington Post opinion survey 
Democrats have an 8-point lead when people are asked which political 
party they trust more to handle the issue of terrorism. 


\"Only 31% of those surveyed believe that the US and its allies are 
winning the war on terrorism. 


-\"Terrorism - the invisible face of globalization\" 


Oscar Raul Cardoso 

(08/12) \"After seeing the world reaction to the terrorist conspiracy 
that the UK security forces said to have aborted 

paraphrase Jean Baudrillard is big. As the French philosopher 
maintained in 1991 in three controversial essays about the first 
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conflict in the Persian Gulf 

terrorism of which George W. Bush talks \'will not happen 
happening 


\"... The idea that the entire operation is nothing but a propaganda 
campaign was quickly established in the Internet global dialogue. 


\"... What are the reasons to maintain this? There are many... - the 
legislative elections campaign 

the impact of his disaster in lraq 

Israeli devastation of Lebanon 

community in finding a solution to the crisis. 


\"... Bush seems to be the perfect echo of George Orwell's \'big 
brother\' in \'1984 

\'freedom is slavery\' were some of the slogans of that epitome of the 
perfect tyrant.\" 


*\"\'Carnal relations 


Mariano Grondona 

Nacion 

exclude Argentina from its General System of Preferences (GSP)... 
When criticizing this announcement 

\'Argentina already knows what it is to subordinate itself to the 
policies we used to endure in the past 

Argentina no longer has \'carnal relations\' with the US.\' 


\"... However 

addition to repudiating carnal relations with the US 

wonder whether Argentina is heading for a new \'carnal relation\’ 
this time with Chavez\' Venezuela.\" 


- \"Kirchner\'s tension with Washington and the G7\" 


Joaquin Morales Sola 

Nacion 

personal reconciliation with George W. Bush. Instead 

acknowledged that the G7\'s indifference to Argentina is a problem 

that should be solved. The G7 has recently conveyed several messages 
of reproach to the Argentine Government. 


\"... Washington has recently made two decisions that irritated 
Argentina. The first one was its announcement that Argentina could 
be excluded from the General System of Preferences. According to the 


USG 
\"The other thing was the G7\'s abstention at the IDB 


however 
electricity network in the North. In this case 
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message from Washington to the IDB and Argentina. The US is working 
to change the system of granting easy IDB loans 

political opportunity to establish this position. 


\"The USG message to Argentina had political content - Washington 
does not share the Argentine Government\'s strategy that the State 

should take on the investment that private corporations do not want 
to make 


\"Washington\'s problem is focused on the broken relationship between 
the two presidents... Kirchner\'s behavior astonished Bush - cordial 
bilateral meetings were followed by public anti-US speeches. Some in 
Kirchner\'s entourage say that ties with Washington will be passable 
while Bush is in power 

a Republican who is concerned about Latin America.\" 


- \"\'We have never spoken about carnal relations 
(in Argentina)\'\" 


Ceferino Reato 

(08/13) \"According to the USG 

unclear when he showed he was bothered by the possible removal of 
preferential tariffs for Argentine imports to the US... 


\"Michael Matera 

Embassy until the new US Ambassador to Argentina Earl Anthony Wayne 
arrives 

has not changed since Kirchner has been in power \'l would say that 

ties continue to be very good based on a sound basis and mutual 
respect.\' 


\"... Matera defended the USG\'s position of reviewing the 

preferential tariffs granted to Argentine products in the framework 

of a broader program 

countries. This was interpreted by Kirchner as a punishment for the 
disagreement over Venezuela and WTO negotiations. Matera said \'this 
is a mistake.\' He added that the USG should prevent those 

preferential tariffs from benefiting those that have stopped being 
developing countries. \'This is one more sign of Argentina\'s 
tremendous economic success and recovery.\' 


\"What seems to be bothering the US most is Argentina and Mercosur\'s 
support for Hugo Chavez\'s aspirations to obtain a seat as 
non-permanent member of the UN Security Council.\'\" 


- \"The US does not appear on Argentina\'s trade agenda\" 


Alejandro Rebossio 

Nacion 

into account the US when deepening Mercosur\'s commercial ties with 
other countries and blocs. This is not a reaction to Washington\'s 
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announcement that it is planning to exclude Argentina and 12 
developing countries from its preferential tariffs. It is a position 
adopted in reaction to the US refusal to lower its farm subsidies. 


\"Consulted about the possibility of a deal between Mercosur and the 
Bush administration 

\'La Nacion\' \'It is hard to see it 

on farm subsidies at the WTO\... 


\"Taiana criticized the US attitude in the debate on farm subsidies 
at the WTO Doha Round. \'There was little disposition to grant 
concessions.\' Anyway 

said she is in favor of successful negotiations at the WTO... 


\"Although the WTO Doha round has been broken off 
want to lower farm subsidies are willing to fight for that because 
this is the only forum where the issue is considered. 


\"... Taiana opined that the stagnation of the Doha Round \'was not a 
failure due to developing countries but due to the developed 
countries 

make reasonable proposals.\' In this way 

US 


- \"Astonishing verification - Bush is a guy without a sense of 
humor\" 


Julio Blanck 

(08/13) \"... It is true that since Kirchner took power 

House has supported his efforts to restructure the defaulted debt 
and pay the IMF... 


that had invested in the country. However 
of the country 


\"Those who are said to understand geopolitics maintain that 
Kirchner\'s affinity with Chavez irritates Bush 

from the minuet the Venezuelan leader is dancing with Cuba and Iran. 
And he is also bothered by Argentina and Mercosur\'s support for 
Chavez\'s aspirations to obtain a seat on the UN Security Council. 


\"... Bush has now nominated a new Ambassador to Argentina - it is 
Earl Anthony Wayne and his nomination was delayed because he was 
charged with not sufficiently supporting anti-Castro Cubans...\" 

3. EDITORIALS 


- \"Peace 


Daily-of-record \"La Nacion\" editorializes (08/12) \"Violence has 
again taken hold of Lebanon 
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Bank with unprecedented intensity. 


\"Bogged down in an increasing chaos of an Iraq that seems to be 
heading for its own implosion 

leadership typical of a nation that is the first world power. Its 

image has deteriorated so much that the country does not seem to be 
in a position to single-handedly lead the Middle East peace process. 
On the contrary 

episodes such as those of Guantanamo and Abu Ghraib... 


\"It is imperative that the international community join the search 
for peace with determination 

it. Argentina should play an active role so that peace can 
prevail... 


\"... Hezbollah should be disarmed and the Lebanese government should 
be allowed to effectively exercise its sovereignty in its entire 

territory. Hezbollah is not only the outcome of resentment and 

hatred but also of the long failure of peace negotiations to solve a 
conflict that started in 1949.\" 


- \"Colombia in the regional interest\" 


Leading \"Clarin\" editorializes (08/14) \"The beginning of Colombian 
President Alvaro Uribe\'s second term in office has marked the 
opening of a government whose continuity or change will have 
regional influence. 


\"First and foremost 

guerrillas continues to be a major challenge for the Colombian 
government and a source of violence with foreign extensions and 
consequences. 


\"... Another important concern is inequality 
unprecedented levels. 


\"In order to solve these issues 

congressional majority that will allow him to implement his 

policies. We hope he manages to strengthen democracy and security in 
Colombia for the good of Colombians and also because Colombia\'s 
progress will greatly influence the region\'s politics and strategic 
balance.\" 


-\"The need for increasing foreign investment\" 
Leading \"Clarin\" editorializes (08/14) \"The Argentine Government\'s 
call for foreign investment is a particularly important sign of 


realism vis-`-vis the prospects of key sectors of the economy. 


\"... Foreign investors\' reticence is due to the fact that Argentina 
still has a negative image that engenders mistrust 


Column 3 
important when it comes to investment decisions. 


\"For its part 

corporations and sustains interventionist policies of the private 
sector that generate uncertainty about the degree of corporate 
freedom 


\"This is why the Government should bear in mind the economic 
political and institutional factors discouraging foreign investment 
in order to contribute to economic sustainability. And it should 
also be aware that foreign investment must be used to increase 
capital stock and not to denationalize local corporations 
particularly in crucial sectors such as national security or 
culture.\" 


To see more Buenos Aires reporting 
classified website at: 


http://www.state.sqov.gov/p/wha/buenosaires 
MATERA 
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REF: A. A. TEGUC 1430 
B. B. TEGUC 1393 AND PREVIOUS 
Classified By: AMB Charles Ford for reasons 1.4 (b) and (d) 


1. (S) Summary: Vice President Elvin Santos 

within his own government 

influence of President Jose Manuel \"Mel\" Zelaya Rosales\' 
leftist advisors. At Zelaya\'s request 

publicly pledged loyalty 

principles. Santos is deeply troubled by the influence these 
advisors wield over Zelaya\'s thinking 

of all decision-making into their hands. Santos is most 
concerned by what he sees as Zelaya\'s preference for crises 
which he says allows Zelaya to portray himself to the public 
as a\"savior\". In the case of the recent teachers\' strike 
Santos alleged 

back channels) to demand ever more 

the confrontation. Santos fears that Zelaya did so in a bid 
to further raise his own stature and make himself appear all 
the greater for resolving it. End Summary. 


2. (S) In his characteristically polite and respectful way 
Vice President Elvin Santos was highly critical of President 
Jose Manuel \"Mel\" Zelaya Rosales during an August 11 private 
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talk with Ambassador and EconChief. Santos 

novice 

recent developments 

off-again relationship with Zelaya. He openly sought 

continued Embassy support in pushing back against the harmful 
influence of Zelaya\'s leftist-oriented inner circle of 

advisors. 


3. (S) Prior to his late-July vacation in the United States 
Santos had given an interview to right-of-center daily El 
Heraldo in which he was critical of the fuel solicitation 
process and dismissive of Venezuela as a possible solution to 
Honduras\' energy challenges. Instead 

develop a comprehensive energy strategy and diversify its 
energy supply. Despite its reasoned message of 
self-reliance 

the interview was quickly portrayed by Santos\' opponents on 
the left as \"disloyal\" to the President. When Santos 
returned 

firestorm 

join ranks (ref A). Santos 

with his interview 


4. (S) This careful balancing act -- remaining true to his 
own free-market principles while supporting the President 
enough to retain at least some access and influence -- has 
been a halmark of Santos\' first six months in office. Santos 
is not a member of the President\'s inner circle 

conducts his business from a home office rather than an 
office in the Presidential palace. Santos confirmed what 
Post has heard from several others: that the President and 
his inner circle meet privately 

to set policy. Zelaya 

his advisors give him 

dutifully repeats the points he\'s been given. 


5. (S) According to Santos 

the leftist ideology of his advisors than with that of the 

U.S. Zelaya is drawn to the romantic image of the left 

trait his advisors exploit. \"They are masters of disguise... 
They are incredibly good at telling you whatever you want to 
hear.\" While this tendency 

Zelaya\'s advisors clearly troubled Santos 

small victories. Santos continues to struggle quietly 
(backed by other 

former President Carlos Flores) to contain the leftist and 
populist influences. \"Things are much better than they were 
in February\" when Zelaya first took office 
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Ambassador. \"Back then 
creating state-run companies for every sector.\" 


6. (S) To understand the policy muddle in which the Zelaya 
administration now finds itself 

remember three things: First 

has little to do with geopolitics or energy 

to do with acquiring soft financing for Liberal Party social 
spending. \"He wants to be seen as everyone\'s savior.\" This 
policy of handouts and subsidies would also create a legacy 
for the Liberal Party 

victories. Second 

advisors around Zelaya have failed to vet their plans for 
legality. The fuel solicitation 

private sector observers to violate a host of national and 
international laws and treaties 

subject to conflicts of interest. The President was 
reportedly meeting late into the night on August 10 with his 
advisors on this topic 

is now calling for a delay in implementation to review and 
possibly re-draft the Terms of Reference. Third 

concern 

situation of \"perpetual crisis\" from which to govern. 


7. (S) As evidence that the Zelaya team prefers crises 

Santos cited the particularly disturbing example of the 

recent teachers\' strikes. As reported previously 

has seen weeks of labor unrest by teachers demanding massive 
pay raises -- increases that would almost certainly shatter 

the GOH agreement with the International Monetary Fund. 
Strikes and marches followed 

involving tear gas and 

Over the preceding several weeks the GOH had named a series 
of three different commissions to negotiate with the 

teachers. On August 3 

of the second commission) told Ambassador that the issue was 
essentially resolved 

August 5. Santos confirmed Dubon\'s comment 

explained what happened next: President Zelaya opened 
informal channels to other labor leaders 

to press for more. The Saturday deal fell apart and protests 
resumed 

reportedly capitulated to the teachers\' full demands. Zelaya 
perpetuated and exacerbated the crisis 

he could then arrive as the hero who resolved it. 


8. (S) In a recent meeting with several visiting U.S. 

flag-rank military officers 

openly criticized this lack of leadership 

Honduras\' enduring poverty and underdevelopment. Lack of 


Column 3 

vision and lack of will to confront and resolve politically 
difficult structural problems continue to hold back social 
and economic development in Honduras 

Post that Zelaya 

just abiding but actually encouraging crises 

expend the political capital to resolve these situations 
before they become crises. 


9. (S) Comment: A preference for crises would certainly 
help explain the observed improvisational style exhibited by 
the Zelaya team. While Zelaya apparently views this style as 
decisive leadership 

vision 

sector has repeatedly warned that this lack of predictability 
will frighten away potential investors. Given his advisors\' 
distrust for markets and investors and reported affinity for 
state controls on the economy 

might serve less as a dissuasion and more as an incentive. 
(For example 

proposed nationalizing all fuel imports 

government set credit card interest rates 

open-pit mining 

for the GOH itself to purchase leading gasoline retailer 
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DIPPSA.) 


10. (S) Comment continued: Worse 

unsustainable decision on teachers\' wages could set the 
administration on a collision course with the IMF and 
international donors 

personality 

standing up to outside forces. As with his other populist 

tactics (denouncing international companies in fiery 

speeches 

decision-making authority to himself and a few insiders) 

such a confrontation would raise his stature even while it 
erodes the bases of his economy. Santos and others recognize 
that the long-term consequences of such an approach could be 
disastrous for Honduras. Santos requested that the Embassy 
continue to support him in his efforts to curb Zelaya\'s 
excesses 

Post to do the same. Post assesses that Santos is genuine in 
his request 

Comment. 


Ford 
FORD 
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copies of its accounting records to the committee and 
releasing them to the public. On July 14 

their lawyers\' advice 

received to conduct the review of the electoral registry. 
Echeverria told PolCouns Sumate is concerned 

the information they submitted will be used against them to 
help the government\'s persecution efforts 

the stalled case against the NGO for receiving NED funds in 
2003 (ref a). 


6. (C) On August 4 

could give Sumate a letter noting return of the DRL funds and 
cancellation of the grant. Echeverria told us a short letter 
would be useful as it would combat the public impression the 
government is trying to give that Sumate diverted the grant 
money. Embassy is seeking to be supportive of Sumate 

has not violated Venezuelan law in connection with this DRL 
grant. We are concerned 

letter as an additional tool to hammer Sumate. 


7. (C) ACTION REQUEST: The Sumate grant was disbursed by DRL 
using the Department of Health and Human Resources Payment 
Management System. Although we understand the possible 
implications the case could have for future USAID/OT| 

projects 

what ammunition it needs to defend itself 

idea of a letter. Below is draft language for Washington\'s 

approval. We presume it would be signed by DRL or WHA. 


8. (C) Begin letter: 


| refer to the grant #S-LMAQM-05-GR-160 provided through the 
Department of Health and Human Services Payment Management 
System to the civil society organization Sumate for a study 

of the Venezuelan electoral registry. The Department of 

State acknowledges the July 14 

by Sumate of the 643 

Department of Heath and Human Services for this grant. 


End letter. 
WHITAKER 
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ownership of five key companies. YPFB also had an August 12 
deadline for reaching an increased natural gas price 
agreement with Brazil. The GOB has realized that these 
timetables are not possible to maintain and publicly reported 
that the implementation of nationalization will be delayed. 


Column 3 


YPFB Lacks Resources 

3. (SBU) The revamping of YPFB to enable it to take control 
of hydrocarbons exploration 

distribution 

and human resources that the GOB lacks. The government 
reportedly is considering revising the Central Bank law to 
enable the Bank to loan money to state entities 

the Venezuelan model. The GOB has its sights set on the 
record high levels of international reserves held by the Bank 
and plans to seek a loan from the Bank to YPFB 

the legal revision. The loan could be as large as USD 180 
million 

million. National Treasury contacts told Econoff on August 
11 that YPFB had requested money from the Treasury 
Treasury had refused so YPFB went to the Central Bank. 


Other Snags in the Plan 

4. (SBU) The GOB has also realized that 180 days are 
insufficient to sign new contracts with the private firms. 
Government audits of the firms were only begun two weeks ago 
and will likely not be completed prior to the 180 day 

deadline on November 1. The GOB has also failed to gain 
majority ownership of the five production 

refining 

decree. Although it has taken over the shares formerly held 
by the Bolivian Pension Funds and has named directors to the 
boards of these companies (ref B) 

obtaining private company shares is a complex endeavor that 
involves several laws 


Gas Price Negotiations with Brazil Postponed 

5. (SBU) Separately 

agreement with Petrobras on increasing the price of Bolivian 
natural gas exports to Brazil. YPFB and Petrobras decided to 
resume negotiations following Brazil\'s presidential election 

in October. Meanwhile 

import the amount of gas from Bolivia that it is bound to 
import by contract 

except those necessary to meet its contractual obligations. 
Petrobras signed large investment deals with Peru and 


Venezuela in the past month and is developing Brazil's own 
resources to meet the nation\'s growing energy demands. 
(Comment: Venezuela claims solidarity with Bolivia 
appears to be taking its natural gas market. End comment.) 


6. (SBU) Comment: Although the government has not changed 
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its overall hydrocarbons strategy 

that it needs more time to accomplish its goals. A 

significant concern now is that the GOB will attack 

institutional safeguards currently in place in its quest for 
expediency. Changing the Central Bank law to enable the Bank 
to lend to state-owned companies would permit the Bank to 
once again support inefficient state companies and would 
compromise lending transparency and Bank autonomy. In the 
past 

inflation and macroeconomic instability. End comment. 
GREENLEE 
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literacy videos and hand them out in rural areas\" 

with the Cuban method. He argued that Cuban and Venezuelan 
aid was so popular with the GOB because it was given 
\"overnight\" 

democratic processes and accountability concerns 

IDB and other donors. 


IDB\'s Future Direction 

4. (SBU) Partially in response to the GOB\'s education 

policies 

and possibly health programs as well. The IDB will continue 

to fund road projects and is considering implementing direct 
subsidy programs. These programs would provide money or food 
stamps to poor families who send their children to school or 
engage in other positive behavior and would take the IDB 

about one year to implement. 


5. (C) Comment: We expect that the donor coordination meeting 
will serve as a reality check for the GOB. We anticipate 

that the government will not receive anywhere near the amount 
of aid commitments that it would need to enact its 

development agenda. Several donors have complained that the 
GOB\'s plan lacks concrete details about how it would be 
implemented. End comment. 

GREENLEE 
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especially in regards to oil 

attention. Declarations of allegiance to the BRV do and will 
continue to garner rewards from Venezuelan coffers 

may come at the expense of autonomy and could impact CARICOM 
nations\' ability to insist on territorial claims. 


Petrocaribe: Blessing or Curse? 
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4. (C) Petrocaribe 

(including some CARICOM members) and Venezuela for the 
provision of regular shipments of oil with generous 

financing 

program also includes social development initiatives and 
donations ranging from asphalt to free (or nearly free) fuel 
(Ref A). Venezuela has made shipments to Belize 

Dominica 

under previous agreements 

Jamaica. However 
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petroleum and other benefits to these islands 

have been more complicated. There have been several 
instances of frustrated oil shipments in the region; the 
Dominican Republic more than once has received deficient 
quantities of fuel 

Dominica have found that fuel deliveries have been hard to 
handle due to infrastructural shortfalls (Ref B). Even 

before Petrocaribe speed bumps arose 

Prime Minister of Trinidad and Tobago 

foresaw potential pitfalls and member state complaints when 
he warned CARICOM in January 2006 that the deal was not a 
panacea. Indeed 

alliance could lead to a \"question of cutting your own throat 
if you are not careful.\" 


5. (SBU) Belize 

a territorial dispute with Venezuela\'s UNSC competitor 
Guatemala. Even without the receipt of timely 
non-Petrocaribe BRV aid 

sell. Belize Minister of Home Affairs Ralph Fonseca traveled 
to Caracas in May to negotiate a $25 million loan from 
Venezuela to tackle its $270 million debt. When quizzed 
about the loan\'s appearance as a political deal arranged for 
UNSC vote gathering 

a matter of needing money (Ref C). 


6. (C) Jamaica: The BRV threatened disruptions in oil 
supplies following Jamaica\'s variance in views in relation to 
Chavez\'s anti-FTAA stance 

with carrots. The BRV has made prior promises to Kingston 
for funding and loans without always following through 
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with the UNSC seat up for grabs 

good on its commitments. Jamaican Prime Minister Portia 
Simpson-Miller has taken note and expressed concern that 
Venezuelan assistance such as refinery upgrades have been 
made specifically contingent on a promise of Jamaican support 
for its UNSC candidacy. However 

between Chavez and Simpson-Miller in Montego Bay promises to 
result in further petroleum and social assistance-based 

accords. 


7. (C) Trinidad and Tobago: Chavez\'s activities in Trinidad 

and Tobago have not escaped scrutiny. Former T&T ambassador 
to the United States Reginald Dumas openly challenged CARICOM 
on this point 

to dictate their policies with oil money and other aid. 

Other criticims from T&T include concerns about the BRV\'s 8th 
star flag renovations as an affront to Guyana 

claim to oil revenues from a reserve lying within T&T waters 

and a persisting claim to the T&T islands of Monos 

and Chacachacare. 


8. (C) Haiti: Haitian President Rene Preval stated at an 

April 24 press conference that he had many projects in mind 
for Haiti 

Venezuelan assistance. Chavez 

consist of economic and social development programs similar 
to those found in other Caribbean countries. Specifically 
Venezuela would follow through on a previously unfulfilled 
promise to donate fuel 

credit to the poor and would engage Cuban assistance in 
fostering Haitian community development (Ref D). Although 
Haitian President Preval does not admit he will join CARICOM 
in voting for Venezuela 
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BRV Territorial Disputes 


9. (SBU) Dominica and Bird Island: One of Venezuela 
contentious territorial claims in the region concerns Isla 

Aves 

miles north of the Venezuelan coastline. Claimed by 
Venezuela since 1865 

Venezuela\'s Exclusive Economic Zone (EEZ) if it is determined 
to both rightly belong to the BRV and to constitute a 

habitable island. (If so 
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and Barbuda 

Venezuela has taken care to cement its claim under 
international law by sending troops to live on the island 
conducting weddings and baptisms and inaugurating the Simon 
Bolivar Naval Research Base there. To solidify the claim in 
the minds of the Venezuelan people 

broadcast his weekly Alo Presidente from the island 

the airtime to present a geography lesson to listeners 
describing Venezuela as bordering the United States 

the Netherlands and the UK (thanks to Bird Island\'s proximity 
to those countries\' respective dependencies). (Note: The 
United States recognizes Venezuela\'s claim to Bird Island 
having determined US boundaries in the region under the 
assumption of Venezuelan possession as well as of the 
island\'s status as habitable under UNCLOS.) 


10. (SBU) OECS members gathered in November 2005 to condemn 
Venezuela\'s Bird Island claim 

of great urgency. They met more recently in March on site. 

But while Dominica had historically refused to cede victory 

to Venezuela 

of a $22 million housing construction grant and a $7 million 

loan from the BRV 

road repair (Ref F). Recent denials of any territorial 

dispute drew journalistic critiques in Dominica such as: 
\"Caracas is knocking off each small CARICOM state one by one 
like so many skittles.\" 


11. (C) Guyana: Venezuela has long claimed Esequibo 
region comprised of the western two-thirds of Guyana. While 
the BRV has repeatedly stated that they would never go to war 
with Guyana over this territorial dispute (President Chavez 
has even blamed the CIA for trying to create tension between 
the two countries) 

to the land. Military flyovers 

international audiences on the topic and protests against 
various Guyanese decisions 

decision to allow the construction of a U.S. company\'s 
privately-financed satellite launchpad 

the BRV\'s keen interest in the region. The BRV has softened 
its tactics somewhat in the form of proposed \"mutually 
beneficial\" road construction between the two countries and 
cooperation in the form of military pacts 

detente may be short-lived. Guyana would like assurances 
that the BRV would not be hostile to it in the UNSC before it 
will guarantee its vote (Ref C). 


Column 3 

12. (C) Venezuela 

benefactor appears to be paying political dividends 
including in the UNSC vote. Venezuela knows that support 
from the region can be obtained relatively cheaply and with 
high returns. Nevertheless 

the full backing of the CARICOM countries 

individual capitals may indicate the BRV\'s support in the 
Caribbean is not universal. The BRV may be a bit obvious 
with its petroleum deals 
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its longstanding territorial disputes still play against 
Venezuela 

needs are extremely pressing. CARICOM states may be 
reluctant to bite the hand that feeds 

may dare to do so 

WHITAKER 
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alliance is functionally intact. He did express frustration 
that all of the members of the alliance want the ALN central 
leadership to give them what they need 

without contributing equally. We advised Leal to give more 
credit and face time to the youth members who are working 
diligently but sometimes feel ignored. The OAS recently 
reported that the ALN fiscales covered the largest number of 
centers during the Supreme Electoral Council's June 
verification process 

publicize. 


POLITICAL GOSSIP/ KEEP YOUR ENEMIES CLOSE 


6. (C) Leal confirmed that 

and the PLC numbers continue to (hopefully) decline 
presidential candidate Jose Rizo is welcome to join the ALN 
ticket as the first deputy candidate for the National 

Assembly. This is the best position they can offer him 
because the current VP Candidate has worked very hard and 
been a strong asset. Rizo has been made aware of this offer 
but has so far declined. Leal was equally clear that the ALN 
does not trust PLC VP candidate Jose Antonio Alvarado and 
will not welcome him to the party. He was enthused about an 
open and amicable meeting with Edmundo Jarquin of the MRS. 
Before previous MRS presidential candidate Herty Lewites\’ 
death in early July 

together on various issues. Jarquin is aware of this 
arrangement and fully intends to honor its terms. Leal 
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described Jarquin as \"too honest\" and related that he 
admitted that he did not know Nicaragua because he had been 
gone and that without Lewites 

serious financial difficulties. 


AVILES: ALN IS ON TRACK 


7. (C) During an August 9 meeting with Ambassador and poloff 
Conservative Party president Azalia Aviles seconded Leal\'s 
comments that ALN members are working more effectively. She 
stated that the PC has undertaken a \"process of 
modernization\" since 2002 

Salvador\'s ARENA party 

Aviles noted that the PC has registered 3 

the last two months and estimated that the party could garner 
14 percent of the vote nationwide 

(though she admitted that many of these voters are simply 
tired of the Liberals and Sandinistas rather than committed 

to the Conservative ideology per se). She also commented 
that she has brought the Pellas and Chamorro families back 
into the Conservative fold. 


8. (C) Aviles gave an assessment of the ALN\'s strength 
claiming that the Alliance is strong in Rivas 

Chinandega departments 

much greater penetration in rural areas. She conceded that 
the PLC is the principal force in Matagalpa (the second 
largest department) 

more votes from the Sandinistas in Managua. 


9. (C) Aviles agreed with the Ambassador that PLC leader 
Arnoldo Aleman is defeating Rizo in the struggle for control 
over that party. She commented that PLC vice presidential 
candidate Jose Antonio Alvarado is using the CENIs case to 
bash Montealegre on the campaign trail and weaken the ALN 
candidate before initiating negotiations to unite the Liberal 
campaigns. She noted 

backfire on the PLC since the case is so obviously 
politically motivated. Aviles has also heard reports that 
Alvarado is privately criticizing Rizo and campaign manager 
Enrique Quinonez for running a lackluster campaign and 
\"failing to attract people\" to the PLC. 


COMMENT 


10. (C) With the help of consultants (septel) and constant 
urging from emboffs 

effective and united organization. The Alliance must 
establish itself as the dominant Liberal force in order to 
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convince PLC members to break with Aleman and unite with the 
ALN to defeat the Sandinistas. 
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required to be candidates. Both factions have said they will 
not hold any meetings prior to the election to discuss the 
voting. 


Next Items of Business -- Cabinet Positions 


5. (SBU) With the LDP presidential election all but decided 
the factions have now turned to jockeying for Cabinet posts. 
Abe has pledged to follow Prime Minister Koizumi\'s lead in 
making Cabinet assignments without regard to factions. One 
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LDP election division contact observed that Abe will likely 
follow through on this pledge but that he will need to 
balance Cabinet appointments to some extent along 
generational lines to avoid further angering senior party 
members. His choice for Chief Cabinet Secretary will be 
critical. 


6. (SBU) With the presidential race basically settled 
leaders are turning their attention to next year\'s elections 
including the unified local elections in April and Upper 
House elections in July 

Democratic Party of Japan (DPJ) is expected to put up a 
grueling fight. Most Embassy contacts in the Diet have 
expressed the belief that the results of those elections 
more than anything that happens during the campaign for LDP 
President 

LDP. Former PM Mori echoed those sentiments when he 
cautioned August 13 that support for Abe was weaker than 
appearances indicate 

next year\'s elections. 


7. (U) Abe 

pursue a more conciliatory foreign policy with Japan\'s Asian 
neighbors 

Minister Junichiro Koizumi on domestic policy. He utilized 
speeches in Yamaguchi to address the perceived inequities of 
Japan\'s economic recovery and the divide between urban and 
rural areas. He promised to work to revitalize rural areas 
where the perceived income gap is seen to be the greatest 
and spoke of the need for more public works projects. He 
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also staked out educational reform as a primary campaign 
platform issue 

cultural values. 


Comment 


8. (C) In our unscientific poll of over a dozen Diet members 
from the LDP 

not one member believed any serious challenge remained to Abe 
for the LDP presidency. Talk of putting on a good show for 
LDP supporters has also died down 

on the wall and throw their support behind the Abe 

steamroller. Our contacts are also unanimous in their belief 
that no single issue 

influence the outcome of the presidential race. Most of our 
contacts seem to have made up their own minds regarding their 
choice without regard to factional influence. For most 

single greatest reason to vote for Abe seems to be that he is 

so obviously going to win. While many of the LDP\'s once 
all-powerful factions seem to be throwing their support 

behind Abe in hopes of landing Cabinet posts 

any real competition 

Minister Koizumi\'s lead in making Cabinet assignments without 
regard to factions 

SCHIEFFER 
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ONE IN TWO PART SERIES) 


REF: MEXICO 3962 


1. (SBU) On August 1-4 

order to learn more about the political and economic dynamics 
of this region 

\"other half.\" Academics 

indigenous citizens described a state--until recently a PRI 
stronghold--that is marginalized within Mexico 

the federal government 

manipulated by state politicians. Our contacts concurred 

that the election of a PRD-dominated state congress reflects 
more anger towards the governor and disillusionment with the 
PRI and PAN than deep-felt loyalty to the PRD. Support for 
Andres Manuel Lopez Obrador (AMLO) is driven by this 
disillusionment and by AMLO\'s identification with indigenous 
groups and promises to help the disadvantaged. This is the 
first of a two-part series. End summary. 


Political discontent 
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2. (SBU) The volatile situation in Oaxaca City 

thousands of teachers have linked with civil society 
organizations and radical groups to demand better wages and 
the overthrow of the discredited governor 

offers a glimpse of this region\'s broader political 

economic 

are significant differences between and within the Oaxacan 
capital and coastal regions 

levels of tourism 

are impoverished and subject to high rates of migration 
Oaxacans share common experience living in Mexico\'s second 
poorest state which 

been dominated by the PRI. 


3. (SBU) Poloff\'s interlocutors explained that Oaxacans 
generally feel resentful toward their state political leaders 
and let down by the federal government. The PRI years ago 
lost support among the majority of this population 

able to remain in power through its grip on political 
institutions. Its bruising defeat in the state election 
parallels the PRI\'s historic losses at the federal level. 

The PAN has never had a strong foothold in Oaxaca and is 
perceived by many here as disinterested in this region. On 
July 2 

collective \"vote of punishment\" against the PRI and PAN. 


Anger towards the PRI governor 


4. (SBU) Oaxaca\'s PRI governors have left a legacy of 
corruption 

towards the present governor is strongest in Oaxaca City 
especially following his decision to use force against the 
striking teachers and their sympathizers on June 14 (reftel). 
The various groups 

that have since come together to form a statewide protest are 
bound by the common objective of overthrowing Ruiz 

the only way to get him to step down is through 
non-institutional means. However 

represent no broader movement that links their objectives 
with AMLO\'s national electoral challenge. 


5. (SBU) Poloff\'s discussions with people outside the capital 
revealed greater ambivalence about the governor 

rural Oaxacans have grown accustomed to expecting little from 
their state government. When indigenous communities engage 
in politics 

rather than party politics. State politics are followed to 

the extent that governors have power over funding and 

political influence over the municipalities. The general 
impression in rural areas is that the governor takes money 
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for himself and PRI political campaigns 
develop the economy. 


Disappointment with the PAN 


6. (SBU) At the federal level 

in the Fox administration for a promise of change they 

believe never materialized. The president\'s perceived lack 

of concern for the southern and especially indigenous areas 

of Mexico has led to widespread disillusionment and a sense 
that the PRI and PAN have by design and through incompetence 
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neglected Mexico\'s poorest regions. Although Fox\'s 
\"oportunidades\" poverty-reduction program has helped some 
families in Oaxaca 

in combating poverty to alter the widespread view that the 

PAN doesn\'t care enough about the poor. \"Calderon promises 
jobs for us 

waiting without results 

Mixteca man told poloff. 


7. (SBU) The PAN was also hurt by a notion among many here 
that President Fox should have supported Oaxaca\'s protesters 
when the governor used force against them 

ordered an investigation into the state\'s actions. That Fox 
responded by saying it was an internal matter in which the 
federal government would not get involved may have cost the 
PAN votes. Although supporters of the Fox administration say 
the president respected state sovereignty by not intervening 
numerous protestors felt it was the federal government\'s 
responsibility to protect them against what they viewed as 
state repression. 


8. (SBU) The people with whom poloff spoke believe that 
neither the PRI nor PAN has formulated a convincing economic 
development strategy for the south. Disadvantaged citizens 
assess that since Fox didn\'t help them 

either. This calculation is buttressed by a perception that 
the PAN takes its cues from Mexico\'s northern industrialized 
states and privileged classes. Their explanation for the 
perceived neglect of Mexico\'s south is an underlying racism 
against indigenous people and their way of life. \"We area 
menace to the government 

rich half of Mexico and forget we exist 

told poloff in a comment emblematic of the discontent. 


Support for the PRD and AMLO 


Column 3 


9. (SBU) Support for the PRD remains shallow in Oaxaca. The 
academic dean of Oaxaca\'s Benito Juarez Autonomous University 
told poloff that the PRD has not had time to develop a 
widespread following 

little track record of effectiveness in Oaxaca. Furthermore 
most rural communities are disinterested in party politics. 

The people\'s attention is directed not at the PRD but at 

Lopez Obrador 

identification with Mexico\'s indigenous and disadvantaged 
populations 

Mexico City 


10. (SBU) Most Oaxacans believe AMLO would pay more attention 
to them than would the other presidential candidates. 

\"During the campaign 

south 

teacher in Oaxaca City\'s central square told poloff. In the 

same square where the current protest continues 

woman talked about the significance of AMLO\'s campaign 
phrase 

which she told poloff resonated in the hearts of many 
indigenous people. She added that she didn\'t recall any of 

the other candidates mentioning the indigenous during the 
presidential campaign (Note: although other candidates did 

refer to Mexico\'s indigenous people during the campaign 

was less frequent and less recognized than AMLO\'s references. 
It should be noted that early in his career 

several years as the head of the Indigenous Institute of 

Tabasco 

burnishing his credentials as an indigenous rights activist. 

End note). 


AMLO will save our identity 


11. (SBU) Numerous Oaxacans have the impression that among 
the presidential candidates AMLO would be the most likely to 
safeguard Oaxaca\'s traditional way of life 

of indigenous communities. Globalization is a concept that 
remains new 

AMLO has played on people\'s fears. Many of the poor 
especially farmers 

been opened to the outside world and believe that 
globalization contributes to their economic underdevelopment 
and isolation. They are also inclined to believe AMLO\'s 
accusations of an elections fraud in which the political 
establishment has been rigged against them. 
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12. (SBU) Within intellectual circles 

conviction that Oaxaca\'s rich indigenous and colonial 
heritage needs to be protected from a threatening 
\"Americanization.\" Acclaimed Oaxacan artist Francisco 
Toledo 

restaurant in the state capital 

concern. The PAN has been stereotyped as not being 
sufficiently interested in culture 

to garner an image as custodian of Mexico\'s indigenous 
cultural patrimony. 


13. (SBU) Responding to a question about whether AMLO\'s 
proposed development strategies seem economically viable 
academic dean of Oaxaca\'s university quietly said \"no.\" His 
assessment is an educated view not shared by many in rural 
areas 

At the same time 

supporter-characterized Obrador as the people\'s best chance 
for a better future 

have \"largely forgotten them.\" 


Some disagree with AMLO\'s approach 


14. (SBU) Not all Oaxacans favor the PRD or AMLO 

are important vestiges of support for the PRI and PAN within 
Oaxaca City and some of the state\'s wealthier communities. 
There are plenty who view the PRD\'s track record as limited 
and lacking inspiration 

authoritarianism and corruption as the other political 

parties. Although AMLO asked his followers to stage sit-ins 

in front of Oaxaca\'s 11 electoral districts 

only three. According to Oaxaca University\'s academic dean 
not more than a couple dozen buses went from Oaxaca to Mexico 
City in support of Obrador\'s recent demonstrations. \"Most 
Oaxacans are sympathetic towards AMLO 

connection between the teachers protest and AMLO\'s electoral 
challenge 

right-leaning members of the elite that AMLO is playing with 

fire by calling for nationwide protests and that neither he 

nor anyone else may be able to control the forces he is 

trying to unleash. \"If the country becomes ungovernable 
Oaxaca is becoming 

save Mexico?\" 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
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as 

three Chinese survey ships 

Exclusive Economic Zones claimed by Japan and China. 


2. (C/REL JAPAN) Post is asked to deliver the following 
points 
to the appropriate GOJ interlocutor: 


-- USNS Victorious is an ocean surveillance ship. Our ocean 
surveillance ships work directly with the Navy 

undersea threats. On August 1 

military activities in international waters 

with international law. 


-- USNS Victorious was NOT/NOT operating in any way with the 
Chinese vessels. 


-- The Chinese vessels approached the USNS Victorious to ask 
what our vessel was doing in what they said was their 
exclusive economic zone. 


-- USNS Victorious replied that it was engaged in lawful 
military activities in international waters 
with international law. It gave no further details. 


(If asked) 


-- USNS Victorious was not engaged in marine scientific 
research. 
RICE 
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TWO IN TWO PART SERIES) 


REF: MEXICO 3574 


1. (SBU) Summary: Despite the end of PRI rule 

lacks a viable economic development strategy and there is no 
effective political leadership or coordinated social movement 

to address Oaxaca\'s significant needs. The teachers\' strike 
reflects the old way of challenging the government under 
authoritarian rule and offers little prospect of overcoming 
Oaxaca\'s democratic and economic deficits. Conversations 
with indigenous groups revealed a sense of disenfranchisement 
and uncertainty about their futures. This is the second of a 

two part series. End summary. 
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Lack of economic development 


2. (SBU) One finds little evidence at the federal 

municipal levels of promising visions for developing Oaxaca. 
The political economy here is much more about how to manage 
federal funds than how to grow the economy. According to 
experts 

remittances 

exports its lack of productivity via migration. Only a small 
percentage of Oaxacans are involved in the formal 
economy--which centers on tourism--and even there wages are 
low by Mexican standards. Educated Oaxacas have a difficult 
time finding jobs. \"Become a teacher or migrate\" is how one 
observer characterized the choice. Within the informal 
economy 

barely meet basic needs. The majority of villages lack 
electricity 

healthcare and education. Roughly 75 percent of Oaxacans 
live in extreme poverty 


3. (SBU) Inadequate federal and state funds 

corruption 

to create jobs contribute heavily to the region\'s malaise. 
Among most Oaxacans 

model is also blamed 

detrimental to this region\'s growth. While the northern 
states have experienced significant economic growth since the 
implementation of NAFTA 

some cases real wages have declined. Reflecting the 
frustration 

\"no to neoliberalism.\" Protesters in the capital\'s city 
square lament an economy in which they say only wealthy 
Oaxacans and foreign tourists have access to the state\’s 
resources. 


Soaring migration 


4. (SBU) A Oaxacan migration scholar described a situation in 
which economic development experienced as urbanization and 
non-agricultural employment has devastated parts of rural 
Oaxaca and led to migration levels that exceed 90 percent of 
the population in some villages 

towns. He told poloff that most other Oaxacan villages have 
experienced migration rates of at least 50 percent of their 
inhabitants. People living in villages near Oaxaca City 
explained to poloff that the capital\'s cancellation of the 
Guelaguetza festival (celebrated in July) and associated 
reduction in tourism 

surrounding communities 
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year. 


5. (SBU) Conversations with village leaders in the Mixteca 
region revealed that social structures of entire communities 
have been overturned as a result of migration. Without the 
prospect of significant job creation 

that migration rates will slow anytime soon. Indigenous 
communities attribute responsibility to government neglect of 
the region and globalization. Although remittances have 
helped individual families 

revenues that might allow communities to help themselves 
develop economically appears uncommon. 


A view from the indigenous communities 


6. (SBU) Beyond recognizing their traditional cultures and 
varying levels of poverty 

about Oaxaca\'s indigenous populations. Oaxaca holds nearly a 
quarter of the total number of municipalities in Mexico 
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than any other state. Fifteen language groups and 56 
dialects throughout eight major regions comprise a range of 
ethnicities that lack solidarity. Identity is heavily shaped 

by geography 

respective towns and vicinities. Communities closer to 
Oaxaca City and the coastal tourist resorts tend to be more 
prosperous and outward-leaning than those farther away 
the most isolated villages often characterized by extreme 
poverty. Many villages are run by their own set of cultural 
norms known as \"usos y costumbres\" (uses and customs). 


What these comunities want 


7. (SBU) Despite profound differences between Oaxaca\'s 
indigenous communities 

right to self-determination and autonomy is an overriding 
theme. A Oaxaca-based sociologist pointed to the 1996 
Chiapas-related San Andres Accords on Indigenous Rights and 
Culture as an example of the kinds of rights Oaxacan 
indigenous communities wish to see guaranteed. These 
communities hope to choose their own ways of political 
social 

forms of local government. They don\'t want their sons and 
daughters to have to migrate in order to find jobs. They 
also want their cultures and ways of life respected and 
protected. \"Above all 
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asserted a Zopotec student. 


8. (SBU) Just as they seek autonomy 

for greater representation in state and federal government. 
Those who understand their constitutional rights seek full 
access to justice and respect for their human rights. 
Indigenous groups expect the government to provide them with 
adequate levels of health 

housing. \"But we are not looking for handouts; we just need 
technical assistance 

lamenting the image of laziness she said many Mexicans hold 
toward the indigenous. 


9. (SBU) Finding a way out of extreme poverty is a constant 
concern for the poorest villages 

and more equal access to state resources seem for many to be 
ready answers. \"The history of Oaxaca\'s rural people is one 
of being exploited by the state and federal governments\" a 
Huatulco-based scholar on indigenous groups told poloff. 
Most indigenous community leaders believe it should be their 
prerogative 

development projects 

considers their productive capabilities when designing 
economic programs. 


Clashing values? 


10. (SBU) The political 

organization in these traditional communities can sometimes 
clash with those of modern Mexico. These communities tend to 
be patriarchal in their political organization and communal 

in their economic organization 

incorporation into Mexico\'s increasingly democratic and 
market-oriented society. One significant challenge is that 
\"usos y costumbres\" often marginalize women and leave them 
out of local political decision-making. A sociologist from 

the state university told poloff that the world views among 
indigenous people can differ tremendously from those of 
Mexico\'s more Western-oriented citizens 

as time 

different connotations. \"The indigenous want better lives 

but most are not interested in being integrated into Mexico 

she added. 


11. (SBU) Comment: Oaxaca\'s political and economic situation 
reflects the difficulty this part of the country is having 

adapting to democratic politics and Mexico\'s opening to the 
outside world. Globalization and economic liberalism are 
largely misunderstood and distrusted 

poor 
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phenomena. That the indigenous population feels disregarded 
is perhaps less surprising than the lack of major development 
programs being implemented by any level of government to help 
them. A key stumbling block is figuring out how to safeguard 
the indigenous ways of life when aspects of modern Mexico 
seem at odds with certain political and economic traditions 
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of these communities. So far 

have run away from this dilemma 

further behind economically while migration soars and the 
country becomes increasingly polarized between north and 
south 


12. (SBU) Comment continued: Oaxaca\'s switch of allegiance 
from the PRI to the PRD has been ongoing for years and is not 
surprising given the PRI's mismanagement of the state. Few 
educated Oaxacan observers believe that the PRD has a 
convincing strategy for developing their state 

see in AMLO a leader who would not abandon them in the way 
they feel other Mexican leaders do. Oaxaca\'s history of 
poverty and political corruption under the PRI has sapped 
most citizens of their trust in state and federal 

institutions 

the challenges of this region seriously. 


Visit Mexico City\'s Classified Web Site at 
http://Awww.state.sgov.gov/p/wha/mexicocity 
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overhaul Ecuadon\'s fragile political system. Stressing the 
need to end self-interested politics that undermine the 
Ecuadorian state 

the Ecuadorian public to decide the reform agenda. The goal 
is to create a more sound state through better use of 
resources and more legitimate political representation. He 
also reaffirmed his administration\'s goal of rebuilding the 
rule of law 

social investment 

other ballot questions would also ask for the public\'s 
opinion on these proposed investments). 


3. (U) Palacio\'s proposed non-binding referendum would be 
administered in conjunction with the second round of 
presidential elections and would include 15 questions under 
four central themes: political representation; social 
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investment using new oil revenue; education reform; and 
healthcare financing and support. The general points 
outlined in the August 10 speech are noted below. 


-- Political Representation: Guarantee the universal right to 
direct election of public officials (which we understand to 
mean voting for individuals rather than the current system 
also permitting voting for party lists); create new rules for 
popular referendums and presidential recall votes; and give 
all candidates equal access to the media during campaigns. 


-- Social Investment: Voters would be asked if they agree 
with the principle of earmarking extra oil revenue for social 
investment and economic development activities. 


-- Education: Voters would be asked if they support universal 
preschool from ages zero to five years and required schooling 
from first to twelfth grade; increase high school 

matriculation rates to a minimum of 75%; eradicate 

illiteracy; improve adult education; improve school 

infrastructure and equipment; implement a national student 
evaluation system; institute permanent training programs for 
teachers; improve working conditions and quality of life for 
teachers; and increase education funding from 0.5% of the GDP 
to 6% by 2012. 


-- Health: Voters would be asked if they support a universal 
healthcare insurance program; and increased healthcare 
funding from 0.5% of the GDP (no desired percent given). 


TSE Surprised 


SIPDIS 


4. (U) The Electoral Tribunal (TSE) was apparently unaware 
of Palacio\'s initiative which they are expected to 

administer. TSE President Xavier Cazar (PSC) stated publicly 
that Palacio\'s proposal was a surprise and that the TSE would 
need a presidential decree before it could evaluate the 

legality of its inclusion in the November 26 elections. PSC 
leader Leon Febres Cordero and PRE\'s Abdala Bucaram 
immediately rejected Palacio\'s proposal 

would oppose the measure. Cordero told the press on August 
11 that \"it is not the appropriate time for such drastic 
measures which would perturb the public when social peace is 
needed. \" 


Another Political Reform Proposal from the Left 
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5. (U) Also on August 10 

presidential aspirant Freddy Ehlers withdrew from the race 
and announced an accord of the center-left on political 
reform. Joining Ehlers for the public signing ceremony were 
presidential candidate Rafael Correa (PAIS) and vice 
presidential candidate Ramiro Gonzalez (ID-RED). 
Presidential front-runner Leon Roldos (ID-RED) signed on 
several days later. Ehlers expressed hope that Pachakutik 
candidate Luis Macas might also eventually join the accord. 
Radical leftist party Alfaro Vive Carajo also reportedly 
supports the proposal. 


6. (U) Under Ehler\'s agreement 

if elected 

referendum calling for a constituent assembly to reform the 
constitution. Signatories also committed to govern with a 
representative 

leader also committed to promote: 


-- the de-politicization of the Constitutional Court and 
Supreme Electoral Tribunal; 


-- achange to voting rules permitting votes for individuals 
only 


-- anew mechanism to permit presidential and vice 
presidential recall votes; 


-- and new presidential power to dissolve Congress once in 
his/her term. 


If the new Congress blocks this agenda 
signatory\'s party would resign en masse. 


7. (U) While adding his signature on August 12 

told the press that he would agree to submit the referendum 
request to Congress 

before calling for a constituent assembly (note: which 
Congress must approve). Roldos also stipulated that if the 
president chooses to dissolve Congress 

own mandate should be put to the people. 


Comment 


8. (SBU) Palacio\'s surprise initiative may have been 
inspired by Chilean President Michelle Bachelet\'s visit 
during which she exhorted Ecuadorians to achieve national 
accords to strengthen democracy. Palacio\'s move appears 
characteristically impetuous and lacking in both substance 
and political support. His repeated previous failed attempts 
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at binding political reforms raise doubts this initiative 
will actually be implemented. That will require TSE 
concurrence 

political parties. 


9. (SBU) Ehler\'s initiative is more significant 

may bind the front-runner 

destabilizing elements. These include the possibility of a 
constituent assembly 

the populace to legally turn out presidents) 

provision permitting the dissolution of Congress. Roldos was 
willing to pay this price (with some qualifications 
described above) 

splitting the center-left vote. That could prove a fateful 
choice. 

JEWELL 
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The top-circulation 

(8/13): \"A measure has finally been taken to put an end 
to the month-long crisis in Lebanon. The parties involved 
must not only immediately suspend hostilities but also 
search for a lasting ceasefire. The UN Security Council 
adopted a resolution calling for the complete cessation 

of hostilities between Israel and Hezbollah. Once the 
ceasefire goes into effect 

and the United Nations Interim Force in Lebanon (UNIFIL) 
are expected to deploy in southern Lebanon as observers. 
In line with this 

its troops.... 


2. \"Lebanon faces the possibility of becoming a failed 
state if the present situation is left as it is. This 

would have an immeasurably negative impact on an already 
unstable Middle East.... It is imperative that Israel and 
Hezbollah lay down their arms. Both sides have continued 
fighting even after the adoption of the UNSC 

resolution.... Hezbollah should cease launching missiles 
at Israel and comply with calls to disarm. Israel must 
suspend its military operations 

and hasten its withdrawal from Lebanon.... We believe 
that placing confidence in UNIFIL and seeking a lasting 
ceasefire through diplomacy is a realistic approach.\" 


SCHIEFFER 
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\"somewhat\" anxious about the safety of US beef 

have just been restarted. Only 19% felt no qualms about the safety 
of the US product. 
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Moreover 

US beef 

said they would \"wait awhile and see the situation before deciding.\" 
Thus 

10% are willing to eat US beef. 


US beef is already being sold in a few large-scale mass merchandise 
outlets 

the future. However 

have misgivings about the safety of US beef 
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constraining their purchases of the product. 


Regarding the government decision to restart imports of US beef 
or a majority of the public said they either did not approve of it 

or tended not to support it 

supported the government\'s decision. 


However 

60% felt anxiety about the safety of US beef. In addition 
question was asked whether it should be obligatory to require 
place-of-origin labeling on processed foods and even restaurant 
menus so that people would know if they were eating US beef. 
Ninety-two% agreed 

might be mixed into the food Japanese are eating. 


2) Jiji poll: Koizumi Cabinet support rate slips below 40% line 


TOKYO (Page 2) (Full) 
August 13 


According to the results of an opinion poll for August compiled by 
Jiji Press on August 12 

2.2 points to 39.4% 

in a year. On the other hand 

to 42% 

disapproval to outweigh the approval rate. With only two months left 
until Prime Minister Junichiro Koizumi leaves office 

that the public\'s attention is focused instead on the race to pick 

his successor. 


The poll 
face-to-face interview basis. The effective response rate was 70% . 


In terms of party support 

a point to 24.9% 

(Democratic Party of Japan) slipped 0.8% to 10.2% 
in a row for support to recede. 
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The New Komeito had a support rate of 3.4% 

month. The Japanese Communist Party had a 1.9% support rate (up 0.2% 
) 

Japan Party had 0.1% (up from zero last time). The People\'s Party 

had no support. 


3) Yomiuri poll: 80% agree law restricting financial transactions 
with North Korea is \"necessary\"; 39% feel that Japan \"should have\" 
capability to strike enemy bases 


YOMIURI (Page 2) (Full) 
August 13 


In a nationwide opinion survey taken by the Yomiuri Shimbun (August 
5-6 

\"necessary\" to have a law restricting designated financial 

transactions with North Korea 

Democratic Party (LDP) 

funds flowing to that country. Only 13% thought that such 

legislation was unnecessary. The poll showed that most Japanese want 
new legislation to strengthen pressure against North Korea. 


When asked whether the planned missile-defense system to intercept 
incoming enemy missiles should be speeded up 
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affirmatively 


In addition 

capability of striking enemy bases that were attacking Japan with 
missiles 

of supporters of the three major contenders in the LDP presidential 
election 

positive about Japan having such a capability 

negative. Of those supporting Finance Minister Tanigaki 

approved; 59% disapproved; while Foreign Minister Aso\'s supporters 
were split 


On the other hand 

proposed United Nations Security Council resolution critical of 

North Korea that passed unanimously. Only 9% did not appreciate it. 
Asked about the UNSC resolution and the chairman\'s statement of the 
G-8 Summit that included language calling on North Korea to freeze 

its missile program and the like 

had played. 


4) Jiji poll: Over 50% of Japanese affirmative about Japan 
possessing enemy-base strike capability 
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SANKEI (Page 3) (Abridged) 
August 13 


A Jiji Press poll compiled on August 12 found that 50% of the public 
would give positive consideration to Japan having the capability of 
attacking enemy bases that house missiles and the like. On the other 
hand 

having a preemptive strike capability 

enemy attack on Japan was imminent. 


The survey was carried out August 4-7 on a face-to-face basis of 
2 


Although only 21.8% answered that they thought Japan should possess 
the capability of striking enemy bases 

\"should consider\" such a capability is added 

responding affirmatively reaches 51.0% . In contrast 

they thought Japan should not possess such a capability 

did not approve of Japan possessing a preemptive strike capability 
even if an enemy attack was judged imminent. Only 26.4% approved. 


5) Poll of senior members at LDP prefectural chapters on 
presidential race: Many call for debate on Yasukuni issue; Abe far 
ahead of other candidates 


ASAHI (Page 1) (Slightly abridged) 
August 12 


The Yasukuni Shrine issue is certain to be a central issue of the 
campaign for the Liberal Democratic Party (LDP) presidential 

election in September. The Asahi Shimbun interviewed senior members 
at the 47 LDP prefectural chapters on the Yasukuni issue 

only seven praised Chief Cabinet Secretary Abe\'s keeping mum on the 
propriety of the prime minister\'s visits to the shrine. Foreign 

Minister Aso recently released his personal proposal 

Minister Tanigaki has said: \"I will refrain from paying homage at 

the shrine.\" Of the 47 representatives 

for any of the three 

on the Yasukuni issue 
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branch remarking: \"A national debate is necessary.\" 


In the interviews on Aug. 4-11 

in terms of party support. However 

the three candidates\' views about the Yasukuni issue 

Aso\'s thinking. Even though some expressed doubts about the 
feasibility of the Aso proposal 
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to prod discussion 

said: \"His stance of trying to search for a solution is the most 
positive among the three candidates. \" 


Tanigaki won support from five representatives on his stance toward 
the Yasukuni issue. Many cited this kind of reason: \"It is better 

for the prime minister to forgo a visit to Yasukuni in order to 
maintain relations with neighboring countries 

representative from the Yamanashi chapter. Among those favoring 
Abe\'s stance toward Yasukuni 

chapter stated: \"Paying homage at the shrine is a personal matter 
and it is up to the individual to decide on whether to visit the 
shrine.\" 


Even among those who stopped short of expressing support any of the 
three 

from the Iwate chapter said: \"This issue cannot be put on the back 
burner.\" The representative from the Yamagata chapter remarked: 
\"Since Yasukuni Shrine and Class-A war criminals have not been 
properly discussed 

representative of the Okayama chapter stated: \"The prime minister 
should visit Yasukuni Shrine in a dignified manner.\" 


In the interviews 

were in favor of the view proposed by Tanigaki 

raise the tax rate to 10% by the middle of the next decade.\" The 
representative of the Hyogo chapter stated: \"That is a brave 
statement. A raise in the tax rate will be unavoidable in the 
future.\" 


Asked to name the candidate most favored by chapter members 
chapters cited Abe. Those who picked Aso were only Fukuoka 
electoral district 

and Aso are neck-and-neck.\" No prefectural representative named 
Tanigaki. 


6) Government to provide patrol ships to the Philippines as part of 
ODA; Exception to three arms export principles 


NIHON KEIZAI (Page 2) (Full) 
August 14 


The government has decided to provide two or three patrol ships to 
the Philippines as grant aid from the official development 
assistance (ODA) program. It will shortly send a survey mission to 
that nation to determine the number and size of ships needed. Once 
that process is completed 

The Philippines is the second recipient of patrol ships as grant 

aid 

provision of vessels to the Philippines as an exception to the three 
arms export principles. 
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The government has refrained from extending large-scale ODA loans to 
the Philippines for the past several years due to the unstable 
political situation there. However 
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judging that conditions for ODA have now been met 
lifting of a declaration of a state of emergency by the Philippine 
government in March. 


The Export Trade Control Ordinance under the Foreign Exchange and 
Foreign Trade Control Law defines patrol ships as military vessels. 
Providing patrol ships without permission infringes on the three 

arms export principles. For this reason 

the provision of such vessels to the Philippines an and exception to 
the three arms export principles 

its government to limit the purpose of the use to cracking down on 
terrorists and pirates 

without a prior consent by the Japanese government. 


Maritime terrorism by pirates and Islamic militants is active in 
waters off the Philippines. Vessels to be provided to that nation 
this time will therefore be used to crack down on pirates. For 
funding 

anti-terrorism cooperation 

established under the fiscal 2006 ODA budget. 


7) Former Ambassador to China Anami sent cable to prime minister 
last summer 
concern about deteriorating relations 


TOKYO SHIMBUN (Page 3) (Full) 
August 12 


It was learned yesterday that then Ambassador to China Koreshige 
Anami sent an official cable to Prime Minister Junichiro Koizumi 

last summer before the August 15 anniversary of the end of World War 
Il asking him to forgo a visit to Yasukuni Shrine. He presumably did 
this out of concern over deteriorating relations between Japan and 
China. According to a senior official of the Ministry of Foreign 

Affairs (MOFA) 

the prime minister in such a manner. The cable was sent to the Prime 
Minister\'s Official Residence (Kantei) through MOFA. However 
Koizumi made his fifth visit to the shrine on Oct. 17 

Anami\'s advice. 


Having served as director general of the MOFA Asian Affairs Bureau 
and other posts 
school 
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also known as the son of late War Minister Korechika Anami 
committed suicide in opposition to Japan\'s acceptance of the Potsdam 
Declaration. He was enshrined at Yasukuni Shrine. Koreshige is 
therefore 


Anami has refrained from making any specific comment on the cable to 
the media. Though exactly when he sent the cable is not clear 

did so presumably around July last year. The cable runs several 

pages 

commemorative year for China 

the victory in the war against Japan; and (2) anti-Japanese 

sentiment in China is surging 

demonstrations. Since the telegram was addressed to the prime 
minister 


Last July 

was going on 

plenary session. Amid the growing prospect of the bills being voted 
down in the Upper House 
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visit Yasukuni on August 15 and bring his tenure as prime minister 
to a close by fulfilling his campaign pledge. This is presumably 
part of the background that prompted Anami to make that move. 


Upon leaving his post this March 

report that indirectly criticized Koizumi\'s Yasukuni visits 

\"The Yasukuni issue has been politicized. Changing how it is visited 
will not resolve the problem. The premier either goes or does not.\" 


In the meantime 

indicated to reporters his displeasure toward China and other 
countries: \"Others should not interfere in a matter of the heart. 
This is not an issue on which foreign governments can tell us what 
we cannot do.\" 


8) Keidanren Okuda in secret meeting with Chinese President Hu last 
year relayed message from Koizumi: \"I am pro-Chinese\" 


MAINICHI (Page 1) (Full) 
August 13 


It has been revealed that Japan Business Federation (Nihon 
Keidanren) Chairman (then) Hiroshi Okuda had secretly met with 
Chinese President Hu Jintao in Beijing on Sept. 30 of last year. 
According to informed sources 

devoted to the issue of Prime Minister Junichiro Koizumi\'s visits to 
Yasukuni Shrine. Okuda relayed a message from the prime minister to 
the president 
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shrine visits and asked Okuda that business circles urge the prime 
minister to forgo a visit to the shrine. Hu also proposed that the 
details of the meeting not be released. On Oct. 4 

the prime minister of the details of the meeting 

minister visited the shrine on Oct. 17 

autumn shrine festival. He had visited the shrine in formal attire 
until the previous year 

casually. 


Participating in the 40-minute meeting with Hu were Matsushita 
Electric Industrial Co. Chairman (then) Yoichi Morishita 

Steel Corporation President Akio Mimura 

Chairman Kenji Miyahara 

Minister Koizumi had not visited Yasukuni Shrine for 21 months since 
the New Year Day in 2004 until then 

declared: \"I will visit the shrine next year.\" 


Okuda told Hu: \"Prime Minister Koizumi won an overwhelming majority 
in the House of Representatives election 

he seems to be experiencing inner conflict over a visit to Yasukuni 
Shrine. The prime minister told me to relay to you that \'l am 
pro-Chinese\'.\" Some were also quoted as saying that Okuda passed 
along a personal letter from the prime minister. 


President Hu replied 
Koizumi until then: 


\"I clearly said (to Prime Minister Koizumi) that paying homage at 
Yasukuni Shrine 

hurts the feelings of the Chinese people. ... | want the prime 
minister to refrain from visiting the shrine from the position of 
assuming responsibility for the state 

the leader of Japan.\" 
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He then asked Okuda to urge the prime minister to make a political 
judgment. Okuda reportedly answered: \"I will convey your words to 
the prime minister. The business world wants to make utmost efforts 
to return (relations between Japan and China) to their former good 
shape.\" 


The Okuda-Hu meeting was announced on Oct. 22 
minister\'s visit to Yasukuni Shrine last fall. In a regular press 
held by Keidanren immediately after the meeting 

questions about the meeting came from reporters 

disclose the details of the meeting 

privately 

December 
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visit in a casual suit: \"Mr. Koizumi made the best choice at that 
time. But nobody understands it.\" 


9) Municipality heads around Tsuiki Air Base say in meeting with 
Yamasaki 


AKAHATA (Page 2) (Full) 
August 12 


Taku Yamasaki 

Research Commission and former LDP vice president 

the mayor of Yukuhashi City in Fukuoka Prefecture 

town head to seek their understanding for the relocation of US 
military training to the Air Self-Defense Forces\' Tsuiki Air Base 
as decided by the government under the USFJ realignment pact. 


The mayor said 

security alliance 

accept that only residents living around certain bases will be 
affected.\" Yamasaki replied: \"I will ask the government to fully 
respond and give consideration to the additional burden imposed on 
the local residents.\" 


10) 2006 LDP leadership race: Abe finding ways for distancing self 
from Koizumi\'s influence 
on voters in regional areas in Upper House election 


ASAHI (Page 2) (Excerpts) 
August 13 


Chief Cabinet Secretary Shinzo Abe has begun to seek ways to 
separate himself from the influence of Prime Minister Junichiro 
Koizumi 

Koizumi\'s reform drive. He is now focused on an upcoming standoff 
with the Ichiro Ozawa led Minshuto (Democratic Party of Japan) in 
next summer\'s House of Councillors election. Before his supporters 
in his home constituency of Shimonoseki City 

Abe has declared he will run in the Liberal Democratic Party (LDP) 
leadership race He expressed consideration for local areas 

\"We must give people working in agriculture 

areas back their dreams. | want to aim at creating a primary 
industry in which income would increase. \" 


In a rally on Aug. 12 

hopes for Abe\'s policy change from Koizumi\'s political approach 
saying 

once failed to development. The next cabinet should first praise the 
Koizumi reform drive 

reform that was wrong.\" 
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Some LDP members have criticized Koizumi 
reform program is focused only on economic growth and it is cool to 
local areas.\" 


Abe underscored in the rally that though he would keep the flame of 
reform going 
revitalize regional areas where many people feel income disparity. 


Abe\'s stance of trying to separate himself from Koizumi\'s policy 
influence is also clearly shown in his argument about the need for 
more public works projects. 


11) LDP presidential race in 2006: Abe to show own policy imprint in 
campaign pledges 
policies 


YOMIURI (Page 4) (Excerpts) 
August 13 


Chief Cabinet Secretary Shinzo Abe intends to make educational 
reform a main campaign pledge in his bid for the September Liberal 
Democratic Party (LDP) presidential post 

policy differences from the government of Prime Minister Junichiro 
Koizumi 

postal-privatization and reform of the Japan Highway Public 
Corporation. He will show his own policy imprint in his campaign 
pledges. He apparently wants to conduct politics by placing 
importance on Japanese traditions 


In a speech delivered on Aug. 12 in the city of Shimonoseki 
Yamaguchi Prefecture 

stating 

making the nation a better place.\" 


Abe regards education as one of important policy areas in making the 
country better. He thinks that the present educational policy should 
be changed 

junior-high schools is \"masochistic\" and has a strong tendency of 
rejecting Japanese traditional values. 


The Central Education Council 

ministry 

of intellectuals 

-- to arrive at a conclusion. Persons close to Abe are critical of 

the panel 

implemented as long as the council is in charge of the matter. Abe 
intends to vow during his campaigning the establishment of an 
education reform promotion council under the direct control of the 
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prime minister. 


After the Hashimoto government had promoted educational reform as 
one of his six reforms 

educational reforms such as a review of the so-called pressure-free 
education system 

reform of the university system. 


However 

Koizumi government. In particular 

New Komeito formulated this year a bill revising the Basic Education 
Law 

result 
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Many in the ruling camp have criticized Koizumi for having no 
enthusiasm for educational reform. Therefore 

now for Abe to show his differences with Koizumi in the upcoming LDP 
leadership race. 


SCHIEFFER 


74860 

The top-circulation 

(8/13): \"A measure has finally been taken to put an end 
to the month-long crisis in Lebanon. The parties involved 
must not only immediately suspend hostilities but also 
search for a lasting ceasefire. The UN Security Council 
adopted a resolution calling for the complete cessation 

of hostilities between Israel and Hezbollah. Once the 
ceasefire goes into effect 

and the United Nations Interim Force in Lebanon (UNIFIL) 
are expected to deploy in southern Lebanon as observers. 
In line with this 

its troops.... 


2. \"Lebanon faces the possibility of becoming a failed 
state if the present situation is left as it is. This 

would have an immeasurably negative impact on an already 
unstable Middle East.... It is imperative that Israel and 
Hezbollah lay down their arms. Both sides have continued 
fighting even after the adoption of the UNSC 

resolution.... Hezbollah should cease launching missiles 
at Israel and comply with calls to disarm. Israel must 
suspend its military operations 

and hasten its withdrawal from Lebanon.... We believe 
that placing confidence in UNIFIL and seeking a lasting 
ceasefire through diplomacy is a realistic approach.\" 


Column 3 
SCHIEFFER 


74861 

The top-circulation 

(8/13): \"A measure has finally been taken to put an end 
to the month-long crisis in Lebanon. The parties 
involved must not only immediately suspend hostilities 
but also search for a lasting ceasefire. The UN Security 
Council adopted a resolution calling for the complete 
cessation of hostilities between Israel and Hezbollah. 
Once the ceasefire goes into effect 

troops and the United Nations Interim Force in Lebanon 
(UNIFIL) are expected to deploy in southern Lebanon as 
observers. In line with this 

withdraw all its troops... 


2. \"Lebanon faces the possibility of becoming a failed 
state if the present situation is left as it is. This 

would have an immeasurably negative impact on an already 
unstable Middle East.... It is imperative that Israel 

and Hezbollah lay down their arms. Both sides have 
continued fighting even after the adoption of the UNSC 
resolution.... Hezbollah should cease launching missiles 
at Israel and comply with calls to disarm. Israel must 
suspend its military operations 

and hasten its withdrawal from Lebanon.... We believe 
that placing confidence in UNIFIL and seeking a lasting 
ceasefire through diplomacy is a realistic approach.\" 
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will no longer be recognized. If so 

memorial.\" If Yasukuni is placed under state control 

issues regarding the compatibility with the constitutional rule of 
separation of politics and religion such as whether the name of 
Yasukuni and the front guard frame (torii gate) should remain and 
whether Shinto-style worship should be retained. 


Yasukuni enshrines now about 2.46 million war dead 

Class-A war criminals. The Shinto religion does not allow the souls 

of the war dead once enshrined to be removed from the shrine. Among 
Shinto religion sources 

criminal would be 100% impossible. 


Members of the council of representatives of shrine parishioners 


Name 
Tile 


Koremasa Anami 
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President 
Science and Technology 


Seiji Ishino 
Advisor 


Minoru Inoue 
Advisor 


Shiro Odamura 
Former Takushoku University president 


Hatsuko Shimazu 
Former Imperial family member 


Tamotsu Shoya 
Former Small and Medium Enterprise Agency director general 


Isao Tokoro 
Professor 


Toru Miyoshi q 
Former Supreme Court chief justice 


Takuma Yamamoto 
Fujitsu honorary chairman 


Makoto Koga (resigned in June) 
Chairman 


(2) Yasukuni Shrine -From battle field to where (Part 5): Both 
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increasing visitors to Yushukan 
drawing young persons\' attention 


MAINICHI (Page 2) (Slightly abridged) 
August 10 


Since this spring 
statement critical of Yushukan 
Yasukuni Shrine. 


On a TBS TV program on July 12 
Thomas Schieffer stated: 


\"L am perplexed at the historical views attached to exhibits in 
Yushukan. Prime Minister Junichiro Koizumi has repeatedly said that 
he goes to visit Yasukuni Shrine and not Yushukan. But the 


Column 3 
historical views in Yushukan are unacceptable to us. | think they 
are wrong.\" 


Writing for the July 20 edition of the Sankei Shimbun 
Secretary of State Armitage noted: 


SIPDIS 


\'Even if no problem is found with the prime minister visiting 
Yasukuni Shrine 

Yushukan on the site of the shrine hurt the feelings of Americans 
and Chinese. They also go against official historical views in 
Japan.\" 


Former chief researcher Taro Nagae 

Office of the National Institute for Defense Studies 

quandary. When Yushukan was reopened after being renovated in 2002 
he supervised the editing of the newly added descriptions of 

historical events from the Meiji period (1868-1912) to the wartime 
period. 


He was asked to serve as editorial supervisor by his friend 

official of Yasukuni Shrine. He assigned the work to 10 members of 
the Military History Society (with about 1 

group serving as Secretariat. The work was completed only in about 
three months. 


Although Nagae was confident about the descriptions because \"they 
are all based on war histories issued by the governments of the US 
China 

see Japan-US relations impaired. The critical remarks came from 
American key persons. The bilateral relationship could be undermined 
as a result of a misunderstanding. We must take some measures.\" 


Previous Chief Priest of Yasukuni Shrine Yuzaya 

expanded Yushukan at a cost of about 4.9 billion yen 

ona TV program on Aug. 7: \"In response to the criticism that the 
exhibits have gone too far 

display.\" Japanese authorities have reacted strongly to criticism 
from China and South Korea. In contrast 

responded to critical comments dispatched from the US. 


Yushukan was created in the early Meiji period as a museum 
displaying military weapons. After the end of World War II 

Chief Priest Nagayoshi Matsudaira 

criminals 

management of Yasukuni Shrine. Later 

planned to innovate and expand Yushukan with the aim of attracting 
more young people and foreigners to the hall. Although the plan 
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initially met fierce reactions from representatives of shrine 
parishioners claiming: \"The planned exhibits are excessively 
modernized and elaborate.\" But they accepted the plan in the end. 


A movie 

dead 

the Imperial Japanese Army\'s wartime conduct was not wrong. The 
movie was produced and edited by the conservative action group 
called Japan Conference. Several executives of the group 

its chairman Tatsu Miyashi 

as representatives of shrine parishioners. The exhibited items are 
\"in accordance with the intention of former Chief Priest Matsudaira 
who rejected the judgments of the Tokyo Trials 

senior shrine official. As expected 

to increase almost every year by the tens of thousands 

number hit a record 360 


The number of visitors to Yasukuni Shrine was 6 million in 2002 and 
5 million in 2003. Recently 

visit there 

the end of WWII 

than that day the year before. The media at home and abroad 
prominently covered this news. 


Some members of the group of students who had gathered Yushukan 
established this February a youth group of the association 

supporting Yasukuni Shrine activities (suukei-housan-kai) 

itself \"Asanagi\". The group already has about 300 members 

average age is 30. A male college student (22) who heads the youth 
group explained as follows why he joined the group: Because Prime 
Minister Koizumi\'s visit to Yasukuni Shrine was prominently featured 
by the mass media 

found the shrine to be \"wonderful.\" 


The prime minister\'s continued shrine visits 

matter of the heart 

worked to amplify the troubled frequency waves at home and abroad. 
With reactions to Yushukan spreading across former Japanese colonies 
and WWII allies 

In the nation 

contributed to drawing young people to Yasukuni Shrine. 


(3) Editorial: Though he has the lead in LDP presidential race 
urged to pursue serious policy debate 


NIHON KEIZAI (Page 2) (Full) 
August 13 


Support for Chief Cabinet Secretary Shinzo Abe 


Column 3 

the September Liberal Democratic Party (LDP) presidential election 

is expanding like an avalanche 

lead. Fukushiro Nukaga 

former LDP Secretary General Taku Yamasaki had to give up running in 
the race. The presidential election now appears likely to be a 

landslide. Precisely because this is the situation 

Taro Aso and Finance Minister Sadakazu Tanigaki and Abe 

particular 

manner. 


Abe on Aug. 12 stated his candidacy for the election during a town 
meeting held in Shimonoseki City 

like to do my best with my aspirations. | am resolved to explain my 
hopes and thoughts to the people in early September.\" When former 
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Chief Cabinet Secretary Yasuo Fukuda 
running in the race 
commanding lead. 


An increasing number of LDP members were increasingly gripped by the 
idea that they had to jump on the bandwagon. However 

Abe\'s unclear stance toward his political management 

remained a wait-and-see atmosphere among those who were anxious 
about his position regarding Asia diplomacy. 


Abe has recently revealed two key messages to audiences within and 
outside the party. One is on the Yasukuni Shrine issue 

concern. He indicated his policy of keeping quiet regarding 

Yasukuni: \"| have no intention whatsoever of revealing anything 
about the Yasukuni issue 

It became known that Abe visited the shrine in April. However 

and South Korea responded calmly 

might be possible to find a breakthrough in Japan\'s Asia diplomacy 
because of Abe\'s stance. 


The other is that he indicated his view of adopting a whole-party 
approach to next year\'s unified local and Upper House elections. 

Many LDP members have been unhappy about Prime Minister Junichiro 
Koizumi\'s political method of fanning confrontation 

making enemies. However 

sense of relief among LDP members 

for him. 


Attracting total support for his camp is not entirely a blessing for 

Abe 

power base with a please-everyone all-mainstream approach. Policies 
set by such administration might lack impact. There may be a 
possibility of the current reform policy losing force under the 


Column 3 
cover of the whole-party system and pork-barrel politics coming back 
to life. 


In order to eliminate such concerns 

up with a clear-cut policy and pursue a policy debate with Aso and 
Tanigaki in front of the public. He needs to make specific campaign 
pledges regarding fiscal reconstruction 

educational reforms 

is the best means to solidify his administration\'s power base. 


(4) Intelligence capabilities must be sharpened: ex-cabinet 
intelligence chief 


TOKYO SHIMBUN (Page 2) (Full) 
August 10 


-- What\'s your perspective of the post-Koizumi cabinet\'s challenges 
from the perspective of crisis management? 


Yoshio Omori 

Office: | hope the next prime minister will consider three points. 

First 

missiles. Second 

suicide of a Shanghai Consulate General communications official. And 
third 

capability. 


-- How do you evaluate the Japanese government\'s action taken in 
response to North Korea\'s missile launches? 
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Omori: There\'s one thing that | can appreciate. The government 
realized it and then took action right away. That\'s very good. 
Actually 

launched a missile. After that missile launch 

told the Japanese government that a Rodong missile was launched. 


-- How about the responses of post-Koizumi candidates? 

Omori: Some of them are cabinet ministers 

North Korea should refrain from launching missiles. After North 
Korea launched missiles 

worked on the United Nations Security Council to adopt a resolution. 
We should appreciate this point. 


-- How do you think Japan should address the North Korea issue? 


Omori: When it comes to the Koizumi cabinet\'s North Korea policy 
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its strategy has been inconsistent. Prime Minister Koizumi himself 
visited North Korea and issued the Pyongyang Declaration. But why 
did North Korea launch missiles? Prime Minister Koizumi made two 
visits to North Korea 

Japan has failed to continue dialogue with North Korea while 
pressuring that country. The next prime minister will have to come 
up with a consistent strategy. 


-- What do you think is the problem other than strategy? 


Omori: Japan knew almost nothing about the abductions and missiles. 
| know that Japan is incapable of gathering intelligence. I\'m sorry 

to say that the Koizumi cabinet is not good enough. But if Mr. 

Koizumi had done his best to step up Japan\'s intelligence-gathering 
capability like he did for postal privatization 

considerably different. 


-- Another question is what to do about Japan\'s relations with 
China. This also will be a point of contention in the Liberal 
Democratic Party\'s presidential election. 


Omori: The government didn\'t take any resolute action when a 
Shanghai Consulate General communications official committed suicide 
and when a nuclear-powered Chinese submarine entered Japan\'s 
territorial waters (in November 2004). There\'s also the Yasukuni 

Shrine issue. But it\'s no good to remain indifferent like Mr. 

Koizumi. In such events 

China and should call for China to take measures. That\'s not 
contradictory with friendship. Japan and China have broken off with 
each other while facing off. That\'s the problem. 


-- For example 


Omori: Japan should have its own cards to play against China. We 
should thoroughly look into what was behind the suicide and the 
nuclear sub\'s intrusion. These can be Japan\'s cards. The government 
only protested. That\'s not good enough. That\'s the same as what 
Japan did in the World Cup -- they didn\'t shoot when they had the 
chance. | hope the next prime minister will take resolute action. 


-- The communications official's suicide was not made known to the 
prime minister until it made the news. The government\'s crisis 


management is questionable. 


Omori: We must think of how to raise the quantity of 
intelligence-and how to overcome the barriers of bureaucrats. 
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Information is not conveyed to those in need of it. The next prime 
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minister will have to create a system that will immediately bring 
anything related to national security (to the prime minister). 

Anyone who is suspected of leaking defense secrets must be subject 
to severe punishment 

minister. Otherwise 


-- What do you think Japan should do to improve its 
intelligence-gathering capability? 


Omori: First of all 

intelligence activities. Even a good analyst can do nothing without 
something to analyze. North Korea recently fired missiles. However 
Japan was as usual dependent on the United States for intelligence. 
The next prime minister will have to create a special intelligence 
organization to analyze North Korea\'s intentions and strategies. The 
government will also need to set up another organization like the 
National Security Council (NSC) (of the United States). 


-- You\'ve advocated establishing an external intelligence agency in 
order for Japan to gather and analyze intelligence. 


Omori: | wonder if it\'s all right for us to do nothing in the face 

of damage to our national security and intellectual property. It\'s 
true that some people are calling this a spy organization 

they\'re also saying that\'s the same as monitoring people. However 
we should let the government acquire intelligence-gathering 
functions. There are also international terrorist groups 

should consider this in a positive way. 


-- Do you mean Japan will gather foreign confidential information 
too? 


Omori: No 

conducted training for that. To begin with 

information from leaking. The Koizumi cabinet has tried to do many 
things but has failed to pull itself together. | want the next prime 
minister to think more about intelligence. 


(5) Japan-dispatched official anti-Japanese essay 
Commentary by Sankei special correspondent Yoshihisa Komori 


SANKEI (Page 5) (Excerpts) 
August 12 


It has become increasingly crucial for Japan to dispatch its 
messages to the world. It has always been important for Japan to 
properly explain its case and to clearly present its views to the 
international community. At a time when China and other countries 
are heightening their criticism of Japan for a \"revival of 
militarism\" that is quite the opposite of the reality in Japan 


Column 3 
is indispensable in terms of Japan\'s national interests for it to 
rebut such charges. 


At this juncture 

English-edition newsletter that JIIA (Japan Institute of 

International Affairs 

Foreign Ministry) began this spring was coming out at just the right 
timing to send such a message. Living in Washington 

their dispatch by e-mail and read the research on the institute\'s 
website. The commentary would be regularly sent in the form of 
essays written in English. 
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However 

contents. The essays unilaterally condemned the thinking of the 
government and ruling camp 

as dangerous 

other countries as proper. 


Look at the title of the essay in the May entry 

Imagines China and Sees Itself.\" The essay starts out: \"\"Japan 
watchers (in foreign countries) increasingly blame the deterioration 
in Sino-Japanese relations on Japan 

policies as mindless and provocative 

But in the country itself 

perceived (by some countries) as being nationalistic 

or hawkish.\" 


The vast majority of Japan watchers in Washington who are familiar 
also with China see the current tense situation between Japan and 
China as due to \"China\'s confrontational stance\" and as \"a clash 
between the strategic interests of Japan and China 

\"China\'s anti-Japan national policy.\" Moreover 

such false claims are made as 

Japan is seen as being militaristic." In a BBC broadcast late last 
year of its international opinion poll 

countries chose Japan at the top as \"the country that has the best 
influence on the rest of the world.\" The exceptions on the list were 
China and South Korea. The departure point for JIIA\’s overseas 
dispatch is a view that is just the opposite of international 

opinion. 


The same essay contained the following passages: 
\"\'China is a threat 


underlying assumption prevailing in Japan\'s national security 
circles.\" 


Column 3 

\"Critics see in Prime Minister Koizumi\'s stance on Yasukuni a lack 
of repentance for past imperial aggression in Asia 

Japan has long been silent.\" 


Both quotes are absurd remarks that are the opposite of the truth. 
The thrust of the essay rejects moves in the direction of Japan 
becoming an \"ordinary country\" from the aspect of its national 
security 

rejecting and denouncing them as dangerous \"hawkish nationalism.\" 


The English-language essay is filled with biased words such as 

calling those who support paying homage at Yasukuni Shrine the \"cult 
of Yasukuni.\" The word \"cult\" is a derogatory term used to mean a 
fanatical religious group such as the Aum Shinrikyo believers in 
Japan. 


The essays contains much too many sensational 

insulting words of the kind frequently used generally by the Western 
left or by China to bash Japan 

Japan\'s pragmatists \"ahistorical imagination\" and claiming 
\"selective amnesia\" regarding the war by the Japanese people. In 
that sense 


The Japan Institute of International Affairs or JIIA is a public 

institution that is operated by subsidies from the Japanese 

government. Its current director is Yukio Sato 

who once served as ambassador to the United Nations. The opinions in 
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JIIA\'s international dispatch could be taken as the official views 
of the Japanese government 
Japanese. 


Although the English-language essay in question contains a statement 
that \"these are the views of the author alone 

stated that the intention of the JIIA Commentary was to broadly make 
known the \"thinking of Japan about Japan itself and toward 
international affairs.\" Looking at the name of the author of the 

essay 

convinced 

JIIA. Tamamoto ASTERISK is a long-time residence of America and is 
well known as a radical leftist scholar who has often attacked the 
policies of the Japanese government. In a Washington seminar in 
2003 

with North Korea has already been resolved 

using it as an excuse to keep a hard-line foreign policy stance\’; 

and 

such a dispatch will never occur.\" 


Column 3 

That Tamamoto is not only the author of an essay sent out to the 
world by JIIA 

edition 

and others of the lack of democracy in China 

\"Japan discovers democracy 

toward China now discovering that the country lacks democratic 
values. 


What is the reason for entrusting Japan\'s international messages to 
someone with extreme views who rejects Japan\'s current diplomacy and 
security foundation? | would like to send on open letter questioning 
Director Sato 


( ASTERISK TN: Masaru Tamamoto 

born in Tokyo and educated in Japan 

United States. He received his B.A. degree in international 
relations from Brown University and his M.A. and Ph.D from Johns 
Hopkins University. At Princeton 

fellow in international peace and security (1988-89).) Back to Top 
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Yasukuni today 
7) LDP\'s Koichi Kato again urges Koizumi to stay away from Yasukuni 


LDP presidential race: 

8) Chief Cabinet Secretary Abe standing before his father\'s grave 
expresses his desire to run for LDP president 

9) Abe to make constitutional reform a key campaign pledge 

10) LDP\'s Taku Yamasaki 

Minister Tanigaki for party president 

11) LDP faction leader Mori already speculating about who will be in 
Abe\'s cabinet and party lineup 


12) Ruling parties\' secretaries general leave for Australia and 
other stops in international junket 


13) METI learns from Chinese government that production has not 
started yet in controversial gas field in EEZ 


Articles: 

1) TOP HEADLINES 

Asahi: 

Labor shortage at legal rescue center to be launched in October; 


Twenty attorneys secured 


Mainichi: 
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Ten consumer credit companies found to have taken out life insurance 
policies on all borrowers 


Yomiuri: 
Internet distribution of TV programs: Communications Ministry 
looking into possibility of adopting copyright registration system 


Nihon Keizai: 

Matsushita Electric Industrial Co. to cut overseas production bases 
50%; Selective guidelines to be introduced to strengthen earning 
power 


Sankei: 

Tokyo area blackout: Accident near upstream part of power supply 
grid escalates damage -- TEPCO reprimanded for delay in service 
restoration 
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Tokyo Shimbun: 
Prime Minister Koizumi determined to visit Yasukuni Shrine today 
61st anniversary of end of World War II 


Akahata: 

Revision of Basic Education Law for the worse: Education ministry 
sending senior officials to teachers\' training sessions and PTA 
conferences for campaign 


2) EDITORIALS 


Asahi: 
(1) Thoughts on nationalism: What should be done to calm things 
down? 


Mainichi: 
(1) Control nationalism: Break Koizumi\'s spell 


Yomiuri: 
(1) Anniversary of end of World War Il: Questioning responsibility 
for \"Showa War\" 


Nihon Keizai: 

(1) We want to console the souls of the war dead quietly and thing 
about war and the postwar era 

(2) Major power outage raises questions about protecting 
infrastructure 


Sankei: 
(1) August 15 should be a quiet day for the deep repose of the souls 
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of the war dead 


Tokyo Shimbun: 
(1) Thoughts on the anniversary of the end of World War II: Pacifism 
is Japan\'s pledge 


Akahata: 
(1) Anniversary of end of World War II: We should make best use of 
determination for peace 


3) Prime Minister Koizumi visits Yasukuni Shrine 


YOMIURI (Website 
August 15 


On August 15 
Minister Koizumi visited Yasukuni Shrine in Tokyo. 


Koizumi had pledged during the race for the LDP presidency in 2001 
that he would visit Yasukuni on August 15 

criticism from China and other countries 

this date while making his annual visit. With Koizumi due to step 

down in September 

pledge to visit on this date. This is the first time for a sitting 

prime minister to go to Yasukuni on August 15 since then PM Nakasone 
did so in 1985. 


This is Koizumi\'s sixth visit to Yasukuni 
2005. 


Clad in a formal morning coat 
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shrine\'s main hall and signed his name in the guestbook as \"Prime 
Minister Junichiro Koizumi.\" He paid the 30 
of his own pocket. 


Speaking on August 9 about his pledge to visit on the 15th 
stated: \"The pledge is still valid 

On the 10th 

\"There is no reason for Japan\'s prime minister to be criticized no 
matter what facility he decides to visit. After reflecting on the 

war 

war even once in the ensuing 61 years.\" 


In July 

Imperial Household Agency had written a memo documenting the late 
Emperor Showa\'s (Hirohito) displeasure with Yasukuni\'s enshrinement 
of Class-A war criminals (in 1978). Soon afterward 
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turned more cautious about the prime minister visiting Yasukuni. As 
this will be Koizumi\'s last visit to the shrine during his term in 

office 

compromise on the matter. 


When he visited the shrine in April 2002 

following comment: \"Insisting on visiting on or around August 15 
raising concerns and tensions both within and outside Japan 

my intention.\" 


It also became known recently that Chief Cabinet Secretary Abe 
considered the most likely candidate to replace Koizumi 
Yasukuni this April. Some observers are of the opinion that 
Koizumi\'s homage on August 15 was intended in part to lay the 
groundwork for the next prime minister to continue visiting 
Yasukuni. 


Both China and South Korea are opposed to the prime minister 
visiting Yasukuni 

with Tokyo since April 2005 and November 2005 

argued in response: \"It\'s strange to refuse to hold a summit just 
because opinions are different on one issue.\" A summit in the days 
before Koizumi steps down appears unlikely. 


It also appears that Yasukuni will become an issue in the LDP 
presidential race 

not the prime minister should visit but also the enshrinement of 
Class-A war criminals and the idea of turning Yasukuni Shrine into a 
nonreligious corporation. 


When he visited Yasukuni on August 13 

carefully took into account the domestic and international 

situations and decided on my own to avoid August 15 in making my 
visit.\" Koizumi later visited the shrine on April 21 

14 


4) Prime Minister Koizumi determined to visit Yasukuni Shrine today 
61st anniversary of end of World War II 


TOKYO SHIMBUN (Top Play) (Excerpts) 
August 15 


Prime Minister Junichiro Koizumi yesterday decided to visit Yasukuni 
Shrine on August 15 

Il. Koizumi has visited the shrine five times -- once a year -- 

since becoming prime minister in April 2001. However 
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the first time for him to visit Yasukuni on August 15. China and 
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South Korea are bound to oppose his visit 


Campaign pledge for LDP presidential election to be implemented 


After attending a cabinet meeting at the Prime Minister\'s Official 
Residence starting 10:00 a.m. 

at the Chidorigafuchi National Cemetery. He will then attend a 
national memorial service for the war dead at the nearby Budokan 
Hall. He is expected to visit Yasukuni either before or after these 
official events. 


Koizumi pledged to visit Yasukuni Shrine on August 15 during a 

campaign for the LDP presidential race on April 2001. However 

meeting opposition from China and South Korea 

of the enshrinement of Class-A war criminals there 

shrine on August 13 that year. Since then he has visited it during 
the spring or autumn festivals 

of World War Il. 


5) Ruling 
day marking end of WWII 


NIHON KEIZAI (Page 2) (Full) 
August 15 


Ruling and opposition parties issued statements in commemoration of 
the day marking the end of World War II. 


Liberal Democratic Party: Japan must positively develop 
peace-oriented diplomacy through international cooperation based on 
the Japan-US alliance. It is also necessary to deepen friendly 
relations with neighboring countries and play a role as a 

responsible member of the international community. 


New Komeito: It is important to create a facility where all the 
people can pay homage to the war dead without any hesitation and 
pray for peace 

peaceful country 


Minshuto: Blindly following the United States 

administration has taken a stance that has led to undermining the 
achievements and confidence in East Asia and the rest of the world. 
We would like to renew our resolve to do our best to create peace 
under global cooperation and make utmost efforts to that end. 


Japanese Communist Party: Japan will inevitably find itself isolated 
in Asia and in the world as long as (the prime minister) continues 
to visit Yasukuni Shrine. We are determined to defend the 
Constitution drawn up on the basis of reflection on Japan\'s past 
military aggression. 
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Social Democratic Party: A person in a position of leadership must 
pay attention so as not to fan parochial nationalism. 


6) South Korean premier: \"Government will lodge strong protest\" if 
Prime Minister Koizumi visits Yasukuni 


NIHON KEIZAI (Page 2) (Excerpts) 
August 15 


Hiroshi Minegishi 
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Amid speculation that Prime Minister Junichiro Koizumi will visit 
Yasukuni Shrine on Aug. 15 

South Korean Prime Minister Han Myeong Sook said yesterday: \"The 
prime minister\'s Yasukuni visits have undermined future-oriented 
relations between South Korea and Japan.\" He thus tried to 
discourage Koizumi from visiting the shrine on that day. He added 
that if Koizumi visits the shrine 

lodge a strong protest 


7) LDP\'s Kato calls on Prime Minister Koizumi to refrain from 
visiting Yasukuni Shrine 


SANKEI (Page 5) (Full) 
August 15 


Former Liberal Democratic Party (LDP) Vice President Taku Yamasaki 
said yesterday on a TBS program: \"I think (the prime minister) will 

pay homage at Yasukuni Shrine (on Aug. 15) in order to keep his 
campaign pledge.\" Former LDP Secretary General Koichi Kato 
appearing on a Fuji TV program 

Koizumi to cancel his planned visit to Yasukuni (on Aug. 15) 

stating 

the heart 

historical viewpoints.\" 


8) Abe announces candidacy for LDP presidency to father at family 
grave 


YOMIURI (Page 4) (Full) 
August 15 


Chief Cabinet Secretary Abe yesterday announced his candidacy for 
the Liberal Democratic Party presidential election in September to 
his father 

grave in Nagato City 

wife Akie 
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tomb. Later 

expected by many people as a prime ministerial contender. | am 
determined to brace myself and make efforts to tidily perform duties 
for the sake of the nation.\" 


Speaking before about 100 residents 

service held by the community for my father 15 years ago 
sang the school song Furusato or hometown. In this song 
these lyrics: \"I will return to my hometown sometime after 
accomplishing my aim.\" With this feeling 

best.\" 


9) Chief Cabinet Secretary Abe intends to include constitutional 
revision in manifesto for LDP presidential race 


TOKYO SHIMBUN (Top Play) (Excerpts) 
August 15 


Chief Cabinet Secretary Shinzo Abe will release a manifesto for the 
Liberal Democratic Party (LDP) presidential election on Sep. 1. It 
was learned yesterday that his manifesto will include revising the 
Constitution. The specific wording has yet to be determined. 
However 

and the need for legal consolidation for constitutional revision 

based on the fact that enacting an independent constitution has been 
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the LDP\'s policy since its formation. With Abe 
the race to replace Koizumi 
constitutional revision 


Since he was elected in 1993 for the first time 

conviction has been to establish an independent constitution. When 
the LDP drafted a new constitution 

acting chairman of the preamble sub-committee of the drafting 
committee. 


10) LDP\'s Yamasaki 


NIHION KEIZAI (Page 2) (Full) 
August 15 


The expectation is that Taku Yamasaki 

Party (LDP) faction 

will back Finance Minister Sadakazu Tanigaki in the LDP presidential 
election. Yamasaki and Kato failed to field a candidate from the 
anti-Koizumi forces after Yasuo Fukuda announced he would not run in 
the race. The two veteran lawmakers have determined that Tanigaki 
who has pledged that he will refrain from visiting Yasukuni Shrine 
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is their best choice for the next LDP president. 


In the form of responding to questions from reporters in his home 
constituency of Fukuoka Prefecture 

he would not run for the presidency. He said of Tanigaki: \"| have a 
good feeling toward him.\" 


Kato 
\"Mr. Tanigaki is a former associate 
mine.\" 


11) Former Prime Minister Mori: Nakagawa 
be suitable persons to become next cabinet secretary 


SANKEI (Page 5) (Full) 
August 15 


Appearing on a TV Asahi program on Aug. 13 

Yoshiro Mori 

prediction about the lineup of the next cabinet on the premise of 
Chief Cabinet Secretary Shinzo Abe becoming the next prime 
minister. 


As suitable persons to serve as the next secretary general 

take charge of the next summen\'s House of Councillors election 
mentioned the names of LDP policy chief Hidenao Nakagawa 
Secretary General Makoto Koga 


SIPDIS 

and Defense Agency chief Fukushiro Nukaga. Mori said 

can talk frankly with Upper House LDP Chairman Mikio Aoki and 
Secretary General Toranosuke Katayama is appropriate.\" 


SIPDIS 
12) Takebe 


SANKEI (Page 5) (Full) 
August 15 


Ruling Liberal Democratic Party Secretary General Tsutomu Takebe and 
Tetsuzo Fuyushiba 

New Komeito 

Vietnam. In Australia 
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expected to meet with Prime Minister John Howard and Foreign 


Minister Alexander Downer. They will exchange views with the 
Australian leaders in an attempt to have Pyongyang return to the 
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six-party talks at an early time. 


13) METI quoting reply from Chinese government: China has yet to 
start production in Chunxiao gas field 


ASAHI (Page 3) (Excerpts) 
August 15 


Takuya Sumikawa from an Asahi Shimbun helicopter 


China is preparing to develop the Chunxiao gas field near the 
Japan-China median line in the East China Sea. China National 
Offshore Oil Corp. indicated the other day that China has already 
started production 

production as of now. The Ministry of Economy 

(METI) said yesterday it has obtained through diplomatic channels a 
reply from the Chinese government saying that China has yet to start 
production. 


In the Chunxiao gas field 

of the mainland of Okinawa 

considered to have already been completed 
was visible. 


But exploitation work has already started on the Duangiao gas field 
located about 18 kilometers north-northeast of Chunxiao 
Chinese flag fluttering atop a rig and an orange flame visible. 


SCHIEFFER 
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The team visited various other irrigation diversion and 
control structures and the Nurek dam and hydroelectric power 
station 


5. Meetings with Tajik officials including the Minister of 

Water 

relationship between the two groups. Throughout the country 
the Tajiks welcomed their Afghan counterparts with open arms 
bestowed on them traditional Tajik gifts and of course treated 
them to the requisite large lunch and dinner feasts 

which included five main courses of meat. In deference to their 
Afghan colleagues 

the usual vodka toasting. A shared language and common culture 
will help to facilitate communication and ease future exchanges 
of technical experts. 


TWO MOUS ARE BETTER THAN ONE 
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6. Tajikistan\'s State Committee on Environmental Protection\'s 
Agency for Hydrometeorology drafted a draft Memorandum of 
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Understanding for Nezami proposing the establishment of water 
gauging stations along the Amu Darya and Pyanj rivers. Staff 
gages and manual water measurements were once used 

Tajiks have been unable to access the Afghan side of the border 
for manual measurements for the last 15 years. Water 
measurement is crucial for developing water allocation options 
between the republics and for planning of projects and 
implementing measures to prevent massive flooding 

lives 

millions of dollars worth of damage each year. Modern gauging 
stations will provide needed data for future projects such as 
large dams and irrigation diversion structures to regulate and 
manage the water flow. The two governments are currently 
negotiating the MoU\'s terms. No major hurdles are foreseen and 
it is expected that both governments will sign a final MoU in 

the near future. 


7. The Tajik Ministry of Water and Land Reclamation is 
preparing an overarching MoU on joint cooperation for projects 
along the Amu Darya for Afghan consideration. The draft MoU 
will serve as a basis for future cooperation and will include 
items such as Tajik assistance in design of dams and structures 
and agreement to collaborate on future infrastructure projects 
along the Pyanj and Amu Darya. This point is particularly 
salient for the proposed Dhasti-Jhum hydroelectric dam project. 
In order for the dam to be constructed and to be successful 
both countries need to reach an official understanding of water 
use and sharing along the river. Afghan and Tajik officials 

also discussed submitting joint proposals to international 
financial institutions for development projects which would 
benefit both countries. 


U.S. ASSISTANCE NEEDED 


8. The United States plays a strong leadership role on water 
sharing issues in Central Asia. In meetings with EmbOffs 
Afghan First Deputy Minister of Water Nezami and Tajikistan\'s 
Minister of Water and Land Reclamation Nazirov both requested 
U.S. support in facilitating transboundary water cooperation. 
Afghanistan and Tajikistan do not have the technical or 

financial capacity to train specialists 

water management 

United States can provide assistance by: 
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-- Developing exchange programs to send Afghans and Tajiks 
specialists to the United States for technical training; 

-- Supporting specialists from the United States to work in 
Afghanistan and Tajikistan in advisory roles on water management 
issues; 

-- Providing political support for worthwhile joint proposals of 
project development along the Pyanj and Amu Darya River; and 

-- Identifying financial resources to fund dams 

facilities 


9. Transboundary water issues in Central Asia are politically 
sensitive. Afghanistan has no water sharing agreement with 
Tajikistan 

to prevent international conflicts over water in the Amu Darya. 
Dushanbe and Kabul have gotten off to a good start and with 
assistance from the United States should be able to develop 
practical bilateral water sharing agreements. Once this is 

done 

more complex issues of water sharing with Uzbekistan and 
Turkmenistan. The Tajik Minister of Water and the Afghan First 
Deputy Minister for Water specifically requested U.S. assistance 
in facilitating long term regional agreements equitable to all 
countries. 


10. Post considers this visit a significant step forward 
particularly in terms of the South and Central Asian regional 
integration initiative. In a region beset by narcotics and 
terrorism 
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or funding decisions. If Afghans and Tajiks can develop working 
relationships on water 

parlay those relationships to other sectors. The water 
cooperation will also help realize the region\'s hydropower 
potential and lead towards the economic integration necessary 
for long-term stability. 

HUSHEK 
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with NGO 

and separately briefed Pol/C. The PNP claimed to have 
\"solved\" two cases 

killings since the formation of TF Usig in May. There is 

broad agreement on the need for new efforts to improve 
rewards and witness protection procedures 

expedite court proceedings 

problem. On August 13 

(AFP) tied the New People\'s Army (NPA) to the increased EJKs 
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by revealing the contents of the so called \"Bushfire\" 
documents 

Communist Party of the Philippines (CPP) to the NPA to purge 
its ranks of informants and other \"disloyals.\". End Summary. 


2. As she had indicated to A/S Hill during their July 31 
meeting (ref C) 

set a deadline for the PNP to \"solve\" at least ten cases of 
extrajudicial killings (EJKs) 

at least ten cases. Contrary to her initial plans for a one 
month deadline 

which will expire on October 15. 


3. In order to promote greater cooperation and improve 
effectiveness 

will be monthly \"multisectoral meetings\" with representatives 
from leftist groups 

Commission on Human Rights 

business groups 

TF Usig Commander (and Deputy PNP Chief for Administration) 
General Avelino \"Sonny\" Razon 

and poloff at our request on August 10 about this meeting and 
provided an update on TF Usig\'s activities since his last 
briefing (ref d). General Razon admitted that the meeting 

with civil society groups was lively 

inputs 

that the GRP needed to examine ways to improve PNP\'s meager 
rewards system and DOu\'s witness protection program 

which are poorly funded and little utilized. Responding to 
complaints about delays in the judicial process 

representative assured the group that DOJ would work to 
expedite court cases involving EJKs. General Razon explained 
that part of TF Usig\'s goal is to instill a greater sense of 

\"civic responsibility\" in order to encourage witnesses to 

come forward and testify. He also promised that the work and 
findings of TF Usig would be transparent and promised \"to 
show that our (PNP) records are open.\" 


4. Since the creation of TF Usig 

cases involving journalists 

suspects 

however 

rather than actual media-related EJKs. He predicted that TF 
Usig would solve another two cases within a week. He added 
that he would be setting targets for regional PNP units on 
numbers of cases to solve within the deadline as well. He 
noted a preponderance of cases in Central Luzon 
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and parts of Mindanao 

concentration of New People\'s Army units in those areas. He 
explained that TF Usig\'s crime and information management 
system was drawing up better maps indicating the place and 
time of the occurrence of EJKs so that the PNP could have a 
better handle on how to allocate its resources and set 
priorities to solve. 


5. Additional actions that TF Usig has undertaken include: 
-- Planning a new re-registration program for all firearms 
by the end of 2006 

Interior and Local Government Puno. PNP plans to use the 
fees from the re-registration to fund improvements in its 
database of EJKs cases 

regional police headquarters and should eventually be 
accessible by provincial and local police as well; 

-- Improvements in the database of Warrants of Arrests from 
all courts; 

-- Greater coordination with the National Bureau of 
Investigation and consideration of inter-connectivity of its 
database of cases and suspects. 
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6. General Razon 

cases of EJKs have taken place since the formation of TF 
Usig 

of these already. TF Usig has also continued its 
investigation into earlier cases (as described in ref d) and 
has been able to rule out some of these as EJKs 

those in which innocent civilians were killed in the course 
of \"legitimate\" AFP or PNP operations. The revised TF Usig 
statistics for the 2001-2006 period now show: 

Party List Members: 

-- 107 cases 

-- 35 cases have identified perpetrators or suspects; 20 are 
NPA-related 

-- 27 cases have been filed in court 

cases and surrenders in two cases 

at large in 22 others; 

-- 80 cases are still under investigation. 


Members of the Media: 

-- 26 cases 

-- Nine cases have identified perpetrators who are AFP or 
PNP-related; 

-- 21 cases have been filed 

cases 

-- In a May 22 slaying of a radio commentator and former vice 
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mayor 

one day after charges were filed against him -- he is now in 
custody awaiting trial; 

-- Five cases are still under investigation. 


7. General Razon insisted that the PNP would not trump up 
charges or bypass proper procedures in order to meet 
President Arroyo\'s deadline. He gave assurances that PNP 
remained committed to justice and to ensuring that TF Usig\'s 
handling of these cases would \"build confidence\" in the 
community. 


8. General Razon confirmed media reports of the existence of 
the \"Bushfire\" documents 

Philippines (AFP) recovered on May 23 after an encounter with 
NPA forces in Tagcawayan 

contain apparent orders from the Communist Party of the 
Philippines to the NPA to purge its ranks of would-be 
informants. He speculated that this would account for some 

of the party list slayings. 

Jones 
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reporting such attacks. Experience shows that the Chadian 
government may very well arm or otherwise support the Fur in a 
campaign to keep the Sudanese government busy fighting on their own 
soil in an effort to prevent further Sudanese military engagement 
against Chad. 


Possible suggested ideas for immediate action to support: 


Sensitization programs in the camps regarding the consequences of 
the existence and storage of weapons at the household level. 


Internally displaced persons (IDP) service provider capacity by 
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international non-governmental organizations (INGOs) established and 
developed in the rural areas (perhaps in coordination in key village 
locations 


Provision of essential services to existing and newly displaced 
populations. Such services would include shelter provision 
assistance 

provision. 
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Establishment of funding for Quick Impact Projects that would allow 
for supporting innovative ideas like those above and others 
developed by DFO partners. 


Should violence come to state capitals and force international NGOs 
to retreat 

likelinood 

dramatically reduced due to access problems. If just DCHA is forced 
to withdraw to Khartoum 

in a more difficult operating environment. 


If violence increases to the point where even local organizations 
have difficulty accessing areas outside of state capitals or even in 
state capitals 

entirely. 


DCHA Response: 


In Darfur 

displacement camps located near urban areas 

detriment of vulnerable communities and IDPs in more remote 
locations. DCHA will continue to provide shelter 

sanitation 

areas of displacement. Efforts will be made to provide more 
assistance to conflict-affected rural areas to stabilize communities 
and to lay the foundation for large-scale IDP returns. 


Humanitarian agencies are doing what they can 

located. Health and water are the most needed services 

add that food assistance is needed. Partners have sufficient 
flexibility within existing programs to extend a response both 
within a sector and within a state if the implementing agency has 
the capacity to meet the additional need/caseload. 


Protection issues loom large 

suffering violations at the hands of militias 

(SLA/M) 

address protection issues through coordinated activities and 
mainstreamed NGO interventions. 


Protection and VAW programming will likely remain focused on large 
camps where DCHA can leverage its assistance for greatest possible 
impact and where there is more consistent over-land access. 


More \"political\" work such as supporting nascent peace processes is 
limited primarily to regional capitals 

partners have good networks in areas outside of the capitals. More 
experimental programming in more rural population centers will be 
difficult 

region remains limited and access to rural areas unreliable. 


Column 3 
Conclusion: 


The Darfur security situation may deteriorate until opposition 

forces complete their realignment (three SLAs 

Chadian government and Sudanese government support to individual 
groups in each country may determine whether violence increases or 
decreases. A vital and credible force is needed to secure Darfur. 
The Government of National Unity (GNU) must seriously start 
supporting humanitarian operations. Fighters must be kept outside 
IDP camps. 


(End text) 
HUME 
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their students for the future where they can \"do just works 
and be accountable to God.\" He and his staff told poloff 
that the Koran said that all Muslims who see knowledge must 
\"pick it up.\" Jafri added that Islamic knowledge stretched 
as far as Seville and Cordoba 

Muslims \"to retrieve their lost knowledge and heritage.\" 


7. (SBU) Poloff asked the Jamaat Islami-affliated Jafri if he 
intends to run for a seat in the upcoming parliamentary 
election. Jafri said that he would not 

an academician. 


8. (SBU) Note: Jafri is principle of the sprawling Jamiya 
Kashemia maddrassah which we visited on in December 2005 
(reftel). 

BUTENIS 


74872 

74873 

again.\" Charge explained that the judicial process had thus 
far not convinced the embassy nor the international community 
that the defendants were guilty. There was nothing in the 
video portion 

in the audio portion 

900 pages of written testimony the prosecution had not made 
its case. Meles countered that there is evidence in the 900 
pages as well as in the video and the audio. Some of the 
evidence he said was in English. For example 

Shawel called for the change in institutions such as the 
National Electoral Board 

overthrow of the constitution. | pointed out that it was not 
clear that Hailu\'s words could be considered illegal. Meles 
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said that it was clear that he intended to use violence. 


3. (C) Charge also suggested to Meles he consider Yacob\'s 
formula of suspending the sentence if the defendants were 
found guilty and returning them to jail if they violated the 

law. Meles turned that down saying that the courts decide on 
the sentence. He had never heard of a suspended sentence. | 
then ask if he would review the conditions of the two 
detainees in solitary confinement because according to 
Muluneh it was completely dark in the solitary cell. Rather 
like the conditions of the count of Monte Cristo suffered 
Charge said. Meles replied that the jails in Addis Ababa are 
not like the Count\'s; but he would check. He implied that we 
all believe too many stories from the detainees. 


4. (C) Charge then asked Meles to meet with UEDF/OFDM leaders 
Beyene Petros 

problems had arisen in the joint EPRDF/UEDF/OFDM visit to 
Ambo. Meles said he would consider my request 

was increasingly concerned that Merera was allowing the Oromo 
Liberation Front (OLF) to use and expand the Oromo National 
Congress (ONC) constituency. Charge said all the better 

reason to meet with Merera and warn him of his concerns. 
Meles said that he will meet with CUDP leaders Temesgen and 
Ayele as well as with Lidetu Ayalew of the UEDP-Medhin. 
Although he disagrees with their philosophy -- in fact his 

political position is closer to Merera\'s -- they had now 

proven that they were prepared to respect the rule of law. 


5. (C) Comment: No more can be done on the detainee issue for 
the moment. Hopefully in the fall 

will be able to continue our conversation with Yacob and 
others. It was unfortunate that despite Charge\'s agreement 
with Yacob 

our meeting was on the internet. This demonstrates that some 
of the CUD detained leaders are not interested in dialogue 
perhaps hoping that if they are found guilty the government 
will be forced by domestic and/or international events to 
pardon them. This is quite unlikely because Meles believes 
that the worst that can happen is for the domestic public 
perception to be that it doesn\'t matter what is done outside 
the law. Meles feels strongly -- despite what seems to us as 
lack of evidence -- that they are guilty. We are not aware 

of whether Merera is fronting for the ONC 

government becomes convinced that this is the case 

trouble ahead for him. End Comment. 

HUDDLESTON 
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stream\" gas pipeline coming from Turkey and heading to 
northern Italy providing gas for the EU. This pipeline 
would then be the base for other routes to Macedonia 
Albania 

Serbia as a transit country and not merely the end of the 
chain. Dinkic expects that Serbia could receive EUR 200 
million per year from transit revenues 

specifics of the future agreement. 


4. (U) Dinkic announced two possible options for the future 
arrangement with Gazprom. In the first scenario 

would invest the aforementioned amount 

revenues would be divided 75/25 in favor of Gazprom. Dinkic 
mentioned a second option with vague language about a 
strategic partnership for other gas projects in Serbia. 

This statement most likely refers to a potential strategic 
partnership in the Banatski Dvor underground gas storage 
facility (reftel). In his statements 

the MOU is the result of a political deal between Kostunica 
Tadic and Putin 

justified. 


5. (U) Milan Saramandic 

in Srbijagas 

general framework that enables various forms of arrangements 
among signatories. The MOU offers possible financing of gas 
pipeline construction by the Russians without specifying the 
exact route of the pipeline from the Bulgarian border to 
Croatia. Saramandic said that the gas storage facility at 
Banatski Dvor is not mentioned in the MOU but the gas 
pipeline Nis-Dimitrovgrad will be a starting point of the 

transit route. 


NO TENDERS TO BE ISSUED 

6. (SBU) Zorana Mihajlovic Milanovic 

to former Deputy Prime Minister Miroljub Labus 

FSN that Gazprom executive Alexandar Medvedev accepted the 
GOS\'s conditions presented by Labus on January 27 that both 
projects would be tendered. Milanovic said that the 

Russians were being courted as the desired strategic partner 
for the Nis-Dimitrovgrad gas pipeline 

would be dangerous to give them partnership in the gas 
storage facility. Milanovic explained that Banatski Dvor is 

an attractive investment because it could become a central 
storage facility. In addition to its full capacity of 850 

million cubic meters 

facilities with a total capacity of 750 million cubic meters 

that could be connected to it. Milanovic said that Serbia 

could have seven to nine additional storage facilities in 

the future. 
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7. (SBU) The ongoing problem with Banatski Dvor is the lack 
of funds to complete the investment and resolve the gas 
supply problem in Serbia (reftel). The GOS finally approved 
EUR 11.1 million for the technical phase of the facility 

which should be finished in February 2007. This will enable 
storage of 150 million cubic meters of gas. The remaining 
problems are finding an additional EUR 30 million needed to 
fill the facility with Russian gas and finding a strategic 
partner to complete the facility by 2014. Given the current 
indebtedness to the Russians 

played into the deal with the Russians. (However 

of Finance sources have told econoff that Srbijagas will 
have enough money to pump in gas for the first phase of the 
storage reservoir.) 


INDEBTEDNESS TO THE RUSSIANS 

8. (SBU) Milutin Prodanovic 

Enterprises in the Ministry of Energy 

organizations like the World Bank and EU kept stressing the 
importance of the gas storage facility and Nis-Dimitrovgrad 
gas pipeline 

their construction. On the other hand 

Gazprom USD 235.3 million for gas 

pressed to repay this debt. Prodanovic said that it was 
only a matter of time before eventual acceptance of 
Gazprom\'s offer 

Otherwise 

Bulgaria 

transit revenues. He sees no need for tendering these two 
projects since two intergovernmental agreements between 
Russia and former FRY already exist. 


9. (SBU) Clearly 

obtain additional gas supply routes from Bulgaria and 
Romania 

currently serves Serbia 

security and potentially becoming a transit country 

well. However 

cabinet 

Srbijagas and Austria\'s OMV. They believed that the MOU 
would give OMV a privileged position and send negative 
signals to other potential strategic partners 

the Russians. The purpose of that MOU was to enable a 
connection to the Nabuko gas pipeline 

projected to bring Caspian gas across Turkey to Europe 
thereby decrease dependence on Russian gas. However 
pursued a different approach and signed a protocol on 
cooperation with the Romanians in May that will allow access 
to Nabuko. 
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10. (SBU) Branka Tubin 

Regulatory Agency 

opaque process 

the Russians is the top-down manner in which the agreement 
was drafted. Usually an MOU is drafted by ministry experts 
and then passed to other Ministries for recommendations 
followed by presentation to the government for approval. 

This was the case with the OMV MOU 

document 

Serbian government.. 


COMMENT 

11. (SBU) Although this MOU may have some legal basis in 
Milosevic-era intergovernmental agreements 

tendering process for these large projects and the 
methodology used for developing the MOU expose the GOS to 
accusations of impropriety and backroom deals. The Russians 
are clearly interested in establishing a foothold in the 

Serbian energy market and are exploiting these agreements 
made with the FRY to position themselves in two strategic 

gas projects. 


POLT 
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advised the North Oil Company (NOC) to try to rebuild a 
three-day reserve of crude oil immediately 

that Bayji refinery stays operational should the pipeline 
again go down. 


4. (C) DPM Saleh called Howijah a \"security black hole 
alleging that senior Ba\‘athist leaders are operating in the 
area 

agreed 

villages around Howijah profits from the trucking that 
becomes necessary when the infrastructure is down. Ona 
flight over al-Riyadh August 11 

how this \"poor\" village is now crowded with new homes 
with four or five new cars parked out front. Large tanks in 
the yards ensure that fuel is always available to local 
inhabitants 

profit. Rubaie said the situation in other nearby villages 

is the same. Rubaie said the problem is much more than just 
security in this area 


BAGHDAD 00002965 002 OF 003 


the rampant corruption there. 
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5. (C) DPM Saleh said that paying off local people to protect 
infrastructure had proven ineffective in the past. He warned 
that it would lead to a cycle of increasing payments to 
address increasing insecurity. NSA Rubaie added that the 
very troops assigned to protect the infrastructure are 
complicit in its destruction. The Strategic Infrastructure 
Battalions (SIBs) were all recruited from tribes living in 

the areas they are assigned to protect. According to Rubaie 
there is general agreement that several companies are 
\"totally not trusted 

that \"is not right.\" In fact 

explosion on the 26\" crude line occurred between two manned 
guard towers and 

two to three people at least an hour to prepare the 
explosives. SIB commanders routinely claim that leaks are to 
blame despite expert assessments to the contrary. 


6. (C) Turning to specific things that can be undertaken 
immediately 

speak directly to their Turkish counterparts to address the 
limited amount of fuel coming into Iraq via Habur Gate. 
Senior GOT officials have agreed to help Iraq 

but lower level functionaries fail to comply. The GOT 
accuses lraq\'s Kurds of being unhelpful 

undertook to talk to KRG officials about Turkish concerns. 
He asked that the U.S. follow up Iraqi calls to their 
ministerial counterparts in Turkey via our embassy 

sought U.S. support with governments in Saudi Arabia 
and Kuwait as well. The Ambassador agreed to relay the 
request (reftel). PM Maliki told the Ambassador subsequently 
that he had been promised \"full support\" in conversations 
with Turkish PM Erdogan 

Sultan of Saudi Arabia 

said that MoO Hussein Shahristani is currently in Iran 
attempting to resolve transportation and border issues to 
facilitate fuel shipments through Iran to Iraq. 


7. (C) Minister of Finance Jabr said that the Council of 
Ministers decided the week of July 31 to double Iraq\'s 
monthly fuel expenditures from $213 million/month to $416 
million/month. Jabr stressed that these funds will come from 
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money budgeted for fuel purchases in November and December. 
Regular payments of $72.5 million will continue on schedule 

until Iraq\'s agreed-upon debt to Turkish shippers is fully 

paid. DPM Saleh agreed to aggressively follow up to ensure 
additional letters of credit are quickly opened to fund new 
purchases 

We urged the GOI to stick to its plan of negotiating 

resolution of the disputed Turkish arrears in August. 


8. (C) Recognizing the importance of unleashing private 
sector businesses to help fill demand 

intends to see the fuel import liberalization legislation 
passed \"the very first day\" of the new session of parliament 
-- a victory he hopes to bring to the IMF simultaneously with 
the news of lraq\'s budgetary transgressions. Anticipating 
the law\'s rapid passage 

drafting regulations and licensing requirements 

shaving off an estimated two months before the first shippers 
can be licensed and fuel can begin to move. Future fuel 
price increases must coincide with increased supply 
Saleh\'s view. Jabr disagreed 

already paying $3.80/gallon for fuel on the black market in 
Baghdad and more than four times that in the Kurdish areas. 


9. (C) The GOI agreed with us that Iraq\'s state-owned 
enterprises (SOEs) still receive an inordinate amount of 
fuel 

being used in (in some cases) defunct factories. Minister of 
Industry and Minerals al-Hariri protested that there were 
180 

function better if they got more than the fraction of their 
fuel and electricity needs than they currently receive. He 
backed down 

the state sector was rife with individuals who siphon off 
official fuel supplies for sale. Al-Hariri acknowledged 
however 
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Ambassador agreed to DPM Saleh\'s request for Embassy 
assistance in assessing the problem and developing an action 
plan to distribute effectively and equitably the limited fuel 
supplies. 

KHALILZAD 
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Editor-in-chief Anmed Al-Jarallah\'s article on the front page of the 
pro-government Arabic-language daily Al-Seyassah 


\"Instead of serving the national interests of Lebanon 
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excuses are aimed at helping Iran to achieve its goals. The 
short-term goal of Hezbollah is to give Tehran an opportunity to 
escape the pressure of the international community 

Iran time until the end of August to end its uranium enrichment 
program and comply with the regulations of the IAEA.\" 


-- Liberal writer Mr. Abdul Latif Al-Duaij stated in progressive 
Arabic daily Al-Qabas under the title \"Why Lebanon?\" (8/15): 


\"Because Lebanon is the most democratic and free of the Arab 
regimes. Because Lebanon has the most educated and cultured of Arab 
peoples. Because Lebanon is the fastest growing and most developed 
Arab country. Because Lebanon is a real life example of 
self-development. Because Lebanon is a threat to its neighbors; its 
Christianity is dangerous 

dangerous 

and tourism are dangerous.\" 


-- "Moment of Test\" was the title of the opening piece on the front 
page of moderate Arabic daily Al-Watan in which the staff 
editorialized (8/15): 


\"It is the moment of test for Hezbollah in Lebanon and its 

sympathizers in all countries 

Hassan Nasrallah announced that he would help refugees and those who 
were harmed 

delay of the discussion of disarming Hezbollah and tied it to the 

Shebaa farms 

Nasrallah continues with his demands 

vicious circle.\" 


-- In \"Nasrallah and the Arab Street\'s Victory\" Abdul Mohsen Mohamed 
Al-Hussainy commented in moderate Arabic daily Al-Watan (8/15): 


\"What we are seeing today in Lebanon is not much different from what 
we saw during the Kuwait and Iraq liberation wars. In the beginning 
Saddam would deliver an enthusiastic speech threatening and 
promising to annihilate the invaders and return them to their 

countries in coffins. We all saw how the Saddam who promised and 
threatened was found in a lowly hole in the ground.\" 


-- \"The More Important Question\" is what Dina Al-lssa posed in 
moderate Arabic daily Al-Watan (8/15): 


\"If Israel was to carry out a military act against us 

do? Do we remain helpless and watch the violations 
displacement. Do we turn the other cheek so as to win America\'s 
sympathy and say to them 

pillaging our countries?\" 


-- In Khalid Al-Obysan\'s \"Master of Arab Resistance\" in 
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pro-government daily Al-Seyassah 


\"If Mr. Hassan Nasrallah was Jesus himself 

the last of the prophets [note: meaning Muhammad] 

have stopped those who accepted the position of disgrace and 
desertion 

resistance 


-- \"Israel\'s Quagmire 
Khalid Ayed Al-Jinfawy\'s piece in pro-government Arabic daily 
Al-Seyassah where he remarked (8/15): 


\"What is to come for the region during the next weeks and months may 
be worse and harsher than before. Israel\'s loss in its barbaric war 
against Hezbollah and its destruction of Lebanon will make it the 
laughing stock of the Middle East. This will not be accepted by 

Israeli voters and most political leaders who will begin sharpening 

their knives for Olmert who is seen by many as hesitant.\" 
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mentioning anticipated criticism from China and South Korea 
which was not long in coming. Although 56 Diet members also 
visited Yasukuni Shrine later in the day 

politicians 

all opposition parties criticized Koizumi\'s decision to pay 
respects at Yasukuni on August 15. End Summary. 


2. (U) Dressed formally in morning clothes 

Koizumi departed his official residence at 7:30am 

en route to Yasukuni Shrine 

Japan\'s war dead of the last 150 years 

convicted Class-A war criminals from World War Il. At the 
shrine 

Junichiro Koizumi 

premier in 21 years 

pay respects at Yasukuni on the anniversary of the end of 
World War Il. 
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3. (U) Koizumi\'s official visit to Yasukuni Shrine 
surprised very few in Japan. He had made a public pledge 
when campaigning for the Liberal Democratic Party (LDP) 
presidency in 2001 

Since that time 

every year 


4. (SBU) In remarks to the press after visiting the shrine 
PM Koizumi took an unrepentant \"damned if | do 

don\'t" attitude. He cited three basic criticisms of his 

visit -- Yasukuni\'s enshrinement of Class-A war criminals 
the Japanese constitution 

South Korea. In response to anticipated opposition from 
China and the ROK 

countries\' refusal to hold bilateral summits 

despite their opposition to Japan\'s UN Security Council bid 
he would not refuse to engage in dialogue. Deploying a line 
of reasoning he has used in the past 

even if President Bush had told him not to go 

visited the shrine anyway 

President would say such a \"childish\" thing in the first 
place. (Note: In its coverage of Koizumi\'s press 
conference 


5. (U) As expected 

coming. Japanese media reported that the Chinese Foreign 
Ministry issued a blistering statement 

visit an action that undermined bilateral relations and 
challenged international justice. \"The Chinese Government 
expresses strong protest toward this measure 

feelings of people in countries that were victims of the 
Japanese militarists\’ war of invasion 

political basis for Sino-Japanese relations.\" Japanese 
television broadcast the Japanese Ambassador in Seoul being 
called into the ROK Foreign Ministry 

statement reportedly expressing \"deep disappointment and 
indignation\" over Koizumi\'s Yasukuni visit. In addition 
President Roh reportedly used his liberation day speech to 
lambaste Japan on historical issues and called for Japanese 
leaders to \"settle\" the issue of visits to Yasukuni. 


6. (U) Koizumi took plenty of broadsides at home 

including some from members of his own party and despite the 
fact that 56 Diet Members of the LDP and Democratic Party of 
Japan visited Yasukuni later in the day. Koizumi\'s coalition 
partner 

the visit as \"extremely regrettable 

every opposition party offered equally critical statements. 
However 

neutral stance 
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represented no more than a \"personal\" decision on his part. 


7. (C) Comment: Neither Prime Minister Koizumi\'s visit to 
Yasukuni Shrine on August 15 

it engendered 

surprise would have been if Koizumi had not gone. With the 
immediate fireworks over 

the LDP presidential election in September. Between now and 
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then 

intends to do with regard to Yasukuni if 

certain 

his performance today 

and remain non-committal on whether he will visit Yasukuni as 
Prime Minister. 

SCHIEFFER 
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more transparent 

urging Governor Matsuzawa to visit San Diego to see 
first-hand how safety was assured. 


5. (SBU) Asked if there were any chance of a conventional 
aircraft carrier being deployed to Yokosuka 

replied 

were being eliminated from the fleet 

efficient CVNs. Matsuzawa next asked if the U.S. planned to 
build any new conventionally powered carriers. \"No 

be nuclear-powered 

Ambassador observed that North Korea\'s July 5 missile 
launches had underscored the importance of the deterrence 
represented in the U.S.-Japan alliance 

governor 

emphasize how integral the CVN deployment is to that 
deterrence. 


Cultural Exchange Center 


6. (SBU) Turning to the subject of relations between USFJ 
personnel and their host communities 

that Kanagawa Prefecture was host to 15 major USFJ 
installations. Compared with Okinawa 

Kanagawa enjoyed little economic benefit from the bases 

there was little direct relationship between the local 

economy and the bases. He said that a Kanagawa Prefecture 
\"cultural exchange center\" was needed to increase interchange 
between USFJ personnel and their families and local 
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residents. Ambassador Schieffer said he supported any 
efforts to foster better relations between U.S. military 

families and local communities. In response to Matsuzawa\'s 
comment that local governments were seeking funding for this 
purpose from the central government 

such a decision would be up to the Government of Japan. 


Environment 


7. (SBU) Governor Matsuzawa turned to environmental issues 
saying the strictest laws of the U.S. and Japan should apply 
both outside and inside U.S. bases. Citing his position as 
head of the National Governors Association Committee on 
Base-Hosting Communities 

possible to stipulate environmental provisions in the SOFA. 
He observed that the SOFA had originally been written 45 
years ago 

Ambassador responded that USFJ shared these concerns on 
environmental matters and that its personnel 

same water and breathed the same air as people in the 
surrounding communities 

said he would be happy to convey the governor\'s concern to 
the U.S. Government 

concern had been expressed. 


Comment 


8. (C) The Governor\'s office called us shortly after the 

meeting to say how pleased they were with how the meeting had 
gone. We anticipate 

Governor will make his first official pronouncement accepting 
the deployment of the CVN USS George Washington. 
SCHIEFFER 
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state monitors past September 1. The Swedes 

Finns plan to withdraw their monitors in the north and east 
as aresult. The Norwegians and Icelanders will remain for 
the time being 

continue to function with reduced numbers and in sucha 
climate. 


12. (C) GSL interlocutors consistently told US officials 
that the government was taking measures to investigate 
abuses and reach out to the Tamil community 

provided no specific examples of the latter. GSL 
representatives asked that the international community 
continue to pressure the Tigers to negotiate 
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thanks for US influence in bringing about the EU ban on the 
LTTE. 


13. (C) When you meet with GSL officials 

reiterating the points former PDAS Camp and A/S Boucher 
made 

not cease 

viable long-term solution that ensures a permanent peace. 
You should also address humanitarian concerns 
protection for NGO officials and facilitation of their 

access to conflict-affected areas to assess needs and 
provide aid. Finally 

GSL to address Tamil concerns and provide a true 
alternative to the LTTE for the many who feel 
disenfranchised. In light of the Mullaithivu bombing that 
killed upward of 60 Tamil youth 

we and the GSL often criticize the LTTE for recruiting 
child soldiers. You might wish to add that it\'s 


unacceptable that large numbers of youth become the victims 
in conflict situations 
the perpetrators. 


14. (C) You will also have a meeting with politicians from 
the Tamil National Alliance (TNA) 

number of Tamil political parties aligned to the LTTE 
through choice and others through fear or necessity. TNA 
politicians will relay your message to the Tigers 

should strongly condemn the use of terrorist tactics 
including the recruitment of child soldiers 

assassinations 

and the capture of civilian water supplies. You should 
note that the onus is on the LTTE to renounce terror in 
word and deed if it seeks to change its status as a Foreign 
Terrorist Organization in the eyes of the US 

Canada. You should also elicit the TNA representatives\' 
views on the August 14 claymore mine attack in Colombo 
asking whether the LTTE might now specifically target 
foreigners. 
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Access for Students\" (GILAS). Senator Manuel Roxas 
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behind PCPS when he was the Trade and Industry Secretary 
President and CEO of the Ayala Corporation 

signed on as co-chairs of GILAS. The vision of the project is to 
install computer labs in all of the Philippines\' high schools by 
2010. President Gloria Macapagal-Arroyo endorsed this initiative 
and committed her team to working with GILAS for the program\'s 
successful outcome. 


5. Dell Chairman Michael Dell inaugurated the GILAS program in 
Pasay City East High School near Manila in March 2006. Dell has 
donated a total of seven computers and provided training to high 
school students and teachers. Dell employees 300 individuals in its 
new Manila call center 


6. In a meeting with Ramon Sales 

Information and Communications Technology 

GRP earmarked 270 million pesos (1 USD = 52 Philippine Pesos) for 
this project in the 2005-06 budget. Over 800 high schools 
throughout the country are connected 

expected on-line by year-end. Each lab contains 20 computers; 15 
dedicated for student use and five for the teachers and 
administration. 


7. USAID\'s Computer Literacy and Internet Connection (CLIC) has 
complimented the GILAS program in the Autonomous Region in Muslim 
Mindanao and other conflict-affected areas of Mindanao by 

introducing computer and internet education into 330 high schools. 
CLIC will provide 270 more schools with up to ten computers 

software 

microwave-based internet connections. 


8. USAID has partnered with several U.S. companies 

Microsoft 

software 

Mindanao high schools. To date 

have benefited from CLIC. USAID\'s arrangement with the Ayala 
Foundation enabled internet connections for 45 high schools in this 
province with computers from the GILAS program. 


MANILA 00003412 002 OF 002 


Column 3 


9. These ambitious programs are a good start to help compensate for 
poorly stocked 

educational standardization 

enable high school graduates with their job searches. Corporations 
seeking to start or expand call centers in the Philippines 

has done 

commitment to supply and connect Mindanao high schools add to this 
tremendous momentum. 
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upcoming \"fact-finding\" trip to Washington and Ft. Worth to 
discuss the Joint Strike Fighter (JSF) program. 
Parliamentary supporters and critics alike voiced concerns 
during an August 14 lunch with the Ambassador 

U.S. political commitment to the program and affiliated 
budget discussions 

Dutch business 

price of the aircraft 

unmanned aerial vehicles 

valley\" in the Netherlands. End summary. 


2. (U) Ambassador Arnall met August 14 for lunch with members 
of the Parliamentary Defense Committee delegation traveling 

to Washington and Ft. Worth on Aug. 27-30 to discuss the 

Joint Strike Fighter (JSF) program. In attendance for the 

Dutch were Parliamentary Defense Committee Chair Nebahat 
Albayrak (Labor Party) 

Pim Fortuyn) 

Roland Kortenhorst (Christian Democrats) 

Beek and Zsolt Szabo (VVD) also will participate in the trip 

but were not able to attend the lunch. U.S. attendees 

included ODC Chief COL David Kelly and polmiloff Jason Grubb. 


3. (C) Amb. Arnall stressed that the purpose of the lunch was 
to sound out parliamentary concerns in order to ensure 
Washington and Lockheed Martin were prepared to answer their 
questions during their upcoming trip. Albayrak noted that 

the delegation was maintaining an \"open-mind 

use the trip as a fact-finding mission in order to arrive at 
\"well-informed \" positions on the program. She explained 
that JSF is a somewhat controversial issue 

discussed in the campaign leading up to the parliamentary 
elections scheduled for November 22. She added that while 
delegation members Kortenhorst 

attend the meeting 

opposing the mission were represented in the attendance of 
Herben and Blom. (Note: Szabo 

support the JSF program. End note.) 
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Supporter\'s Concerns 


4. (C) Herben stressed that he was a strong supporter of the 
JSF program 

\"no one doubts that JSF is the best bang for the buck 

said. He believed that the program was \"healthy 

benefit the Dutch. He added that he was in favor of signing 
the follow-on MOU in the near future. However 

he did have some concerns -- most of them related to the U.S 
political process. He described various JSF budget 
discussions in Congress and the deliberation over the second 
back-up engine as vexing -- he hoped to receive a strong 
indication during meetings in Washington that the USG was 
strongly committed to the program. He also raised the issue 
of technology transfer -- like the United Kingdom 

Netherlands would like access to technology such as strategic 
software 


Critic\'s Questions 


5. (C) Blom presented a critical assessment of the program. 
While he agrees JSF is the \"best plane for the best price 
he said his Labor Party would prefer to buy the plane off the 
shelf rather than participate further in the program. In his 
mind 

these concerns could be turned to \"orange or even green 
for now 

that he hoped would be addressed during the trip included: 


-- Prospects for Dutch business: Blom argued that Dutch 
industry had not received enough contracts to warrant further 
participation in the program. He dismissed claims that 
non-participation in the program would signify the demise of 
the Dutch aerospace industry 

were going to Dutch industrial giant Stork rather than Dutch 
small- and medium-sized businesses. Amb. Arnall and COL 
Kelly noted that Stork had subcontracted out to 40 Dutch 
industries 

Nevertheless 

give us more contracts 

the program thus far has not generated any new additional 
jobs for Dutch industry. 


-- Strategic Defense: Blom noted that the Labor Party 
supported Dutch military deployments to Iraq and Afghanistan 
and will likely support future deployments overseas to places 
like Africa. He questioned 
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weapons system needed for such missions 

more sense to continue to upgrade the Dutch F-16s fora 
number of years 

vehicles. He reiterated that he supports buying JSF 
aircraft 

should come first at the expense of JSF. 


-- Technology transfer issues: Blom repeated arguments made 
by Herben that the Dutch should be granted access to critical 
program technologies like strategic software. 


-- Aircraft Unit Price: Blom said he has repeatedly asked USG 
and Lockheed Martin representatives for the unit price of the 
plane 

plane will be approximately 40-50 million euros. Blom 
questioned whether this was accurate 

line versions of the aircraft are estimated to be three times 
more expensive 

General Accounting Office (GAO) report. He has asked 
frequently for the \"end of the road 

cost of the plane -- \"just tell me the ceiling 


-- Other technological advances: Blom noted new advances in 
unmanned aerial vehicles (UAVs) might suggest that the Dutch 
delay or even forego purchasing JSF. Polmiloff said the 
delegation would receive a brief in Washington making clear 
that UAVs were complimentary to -- but could not replace -- 
manned systems. 


Maintenance Valley; Grippen Fighter? 


6. (C) Albayrak suggested that the program was more 
complicated than just a Dutch-U.S. bilateral issue 

pointed to Dutch discussions with other European partners to 
potentially form a European footprint \"maintenance valley\" in 
the Netherlands. Blom and Albayrak acknowledged that a 
maintenance valley could be a factor in determining whether 
the Labor Party could support the JSF program. However 
questioned what the maintenance valley would entail. He 
argued that a facility focused on just engine maintenance and 
sustainment might mean an additional 300 new jobs for the 
Netherlands 

participation in the program. However 

to involve development and production of the second back-up 
engine 

-- this would be hard to ignore. Albayrak also said that 

Dutch parliamentarians are interested in discussions with 
Norway regarding a new Grippen \"Nordic\" fighter 

the technical air optimization report would be released by 

the end of 2006. 
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Transatlantic Ties 


7. (C) While Herben agreed that JSF program participation 
exceeded just the U.S.-Dutch relationship 

pointed to the program\'s significance to the transatlantic 
relationship. Blom stressed that he was a strong proponent 
of transatlantic ties 

program should not cast any doubts in that regard. 


Interpreter Requested 


8. (U) Blom noted that his English was perhaps not as strong 
as other delegation members. Given the importance of the 
trip 

be available during the delegation\'s meetings. 
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Yasukuni to pray for Class-A war criminals\" 


(2) Yasukuni Shrine - where next? (Part 6): Official visits by the 
prime minister may wane; Emperor\'s absence not missed 


(3) Yasukuni Shrine - Where to go now (Part 7): Japan-China economic 
relations and summit meetings; Gulf between political and business 
circles over Shinkansen project 


(4) Abe to place junior and midlevel lawmakers in key posts in 
positive way if he becomes prime minister 
factional influence 


(5) This summer marks 61st year of post-war politics part 1: Japan 
China jolted between friendship and confrontation over view of 
history 


ARTICLES: 


(1) Gist of prime minister\'s statement on his visit to Yasukuni 
Shrine: \"It makes no difference which day | go;\" \"I did not go to 
Yasukuni to pray for Class-A war criminals\" 


YOMIURI (Page 2) (Full) 
Evening 


The following are the main parts of Prime Minister Koizumi\'s 
statement on his visit to Yasukuni Shrine 


Column 3 
(Motives for his Yasukuni visits) 


Japan has reflected on the past war. We should never wage war again. 
The peace and prosperity of the Japan of today are not wholly 
ascribable to those people who are alive today. The Japan of today 

is also built on those who sacrificed their precious lives during 

the war. | visit Yasukuni Shrine with heartfelt respects for and 

gratitude to those who sacrificed their lives during the war for the 

sake of their fatherland and families. There is no change in my 
feelings this year either. 


Shortly after | became prime minister 

visit Yasukuni Shrine on August 15. | therefore have avoided August 
15 

always criticized. So if it makes no difference which day | go 

thought it was appropriate to visit the shrine today. | will visit 

the Chidorigafuchi National Cemetery and a national memorial service 
for the war dead at the Budokan Hall 


(Form of visit) 


\"I will go to both the Chidorigafuchi National Cemetery and a 
national memorial service for the war dead dressed in this attire 
(formal tailcoat). It is better if pay my respects at the main hall 
of the shrine. Otherwise 

because there are many visitors. 


| visited Yasukuni Shrine as Junichiro Koizumi 
to be prime minister. | did not go there in my official capacity. 
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(Counterargument) 


Arguments critical of my Yasukuni visits can be boiled down to 
three. One is that | should not visit the shrine 

South Korea are opposing it. | am an advocate of a view calling for 
maintaining friendly relations with China and with South Korea. | 
have been friendly toward both countries since coming into office as 
prime minister. It is not good not to hold a summit just because 
there is a difference in views only over one issue or to hold a 
summit if | do not visit Yasukuni Shrine. | do not necessarily agree 
with the view that if | listen to China and South Korea 

diplomacy will go smoothly. Even if US President Bush told me not to 
visit Yasukuni 

never say such a childish thing. 


The other argument is on the issue of the enshrinement of Class-A 


Column 3 

war criminals. | do not go Yasukuni to pay my respects to specific 
people. There are soldiers who suffered during the war and there are 
those who did not go to war but still died. We should offer sincere 
condolences to those victims. This is our country\'s culture. | do 

not go to Yasukuni Shrine to pay my respects to Class-A war 
criminals. 


Class-A war criminals were punished 
war. There are two different issues here. 


Third 

infringes on the Constitution. | would like those people to read 
Article 19 and 20 of the Constitution. | do not pay my visit to 
Yasukuni in order to encourage Shinto religion 

past wars. It is a matter of the heart. 


(2) Yasukuni Shrine - where next? (Part 6): Official visits by the 
prime minister may wane; Emperor\'s absence not missed 


MAINICHI (Page 2) (Abridged slightly) 
August 11 


On July 29 

win in the House of Councillors election 

Makiko Tanaka called on him at the Prime Minister\'s Official 
Residence. 


Tanaka briefed Koizumi on her meeting five days before with Chinese 
Foreign Minister Li Zhaoxing. She told Koizumi: \"Do you visit 

Yasukuni Shrine because you promised the Japan War-Bereaved Familie: 
Association you would do so? | want you to reconsider it so as not 

to damage Japan\'s national interests.\" Koizumi 

the couch in a relaxed manner 

going because | had pledged to go. | am going because I\'m a public 
figure. | don\'t take orders from anyone.\" 


Koizumi then went to Yasukuni on Aug. 13 two weeks later. Asked by 
reporters about whether he visited the shrine as prime minister or 

as a private citizen 

Junichiro Koizumi 

copied the way the late Takeo Fukuda used to reply when he was prime 
minister. Koizumi looks up to Fukuda as his mentor. 


Former Prime Minister Takeo Miki 

to have paid homage at Yasukuni 

private citizen. Since then 

the prime minister is visiting the shrine as an official figure or 
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as a private citizen. Fukuda 

it any mind. | am going as the prime minister.\" Breaking three of 
the \"four principles\" for private visits to Yasukuni that Miki had 
proposed 

by taking an official government view. Fukuda\'s Yasukuni visit was 
an official one in effect 

visit. Koizumi took on Fukuda\'s style. 


Those groups promoting official visits to Yasukuni by the prime 
minister greatly praised Koizumi\'s Yasukuni visit in 2001 as being 
the first one in 16 years. Since then 

wearing in a morning suit in 2001 

visited the shrine in formal Japanese attire (haori and hakama). In 
2005 

pocket money. 


Over his five years in office 

homage at the shrine. Surprisingly 

Koizumi ever came from the groups advocating the prime minister\'s 
visits to Yasukuni. The term \"official visit" was erased from the 
2006 leaflet issued by one group that had sought the prime 
minister\'s Yasukuni visits to be done on Aug. 15. The groups shifted 
their stance. 


The group in question had a bitter experience. In the first half of 

the 1980s 

the Emperor to visit Yasukuni because the Showa Emperor had 
discontinued his Yasukuni trip after 1975. Commemorative ceremonies 
were still being conducted until the fall of 1979 

anniversary of the shrine 

were growing anxiety and displeasure among those who had pressed for 
visits by the emperor. Three senior group members called at the 
Imperial Household Agency 

official said 

prime minister is unable to go peacefully.\" 


The Yasukuni supporters positioned prime ministerial visits as the 
way for bringing about visits by the Emperor 

visits have now become their only significant objective. One of the 
significant turning points was when then Prime Minister Yasuhiro 
Nakasone gave up on future visits to the shrine after making an 
Official visit in 1985. The sole objective of the group responding 

to the souls of the war dead has become visits by the prime minister 
and cabinet ministers. The view now heard is that the prime minister 
has supreme command in the postwar period and his visit will suffice 
in consoling the souls of the war dead. 


Yasukuni Shrine seems to be getting used to the 31-year vacuum of 
visits by the Emperor. The Emperor is special for the Shinto shrine 
which enshrines those who died for the Showa Emperor. 


Column 3 

The links between the Emperor and Yasukuni occur when an imperial 
envoy is sent to attend the spring and fall festivals. After the 

revelation of a former Imperial Household Agency chief memo 
expressing the Emperor Showa\'s displeasure with the enshrinement of 
Class-A war criminals in Yasukuni 

more than ever the existence of such an Imperial envoy. An Imperial 
court source said 

even send the envoy to the shrine due to the fuss?\" 


Koizumi made a comment on the memo: \"People have different views. 
Whether (the Emperor) visits or not visits the shrine is up to him 
because that\'s his choice.\" The Emperor's absence from Yasukuni 


TOKYO 00004629 004 OF 008 


Shrine 
the shrine by the prime minister 
who promote official visits to Yasukuni. 


(3) Yasukuni Shrine - Where to go now (Part 7): Japan-China economic 
relations and summit meetings; Gulf between political and business 
circles over Shinkansen project 


MAINICHI (Page 2) (Slightly abridged) 
August 12 


Influential business leaders held a round-table meeting with Prime 
Minister Junichiro Koizumi at the Hotel Okura on the night of Aug. 
31 

consortium had won a bid for constructing high-speed railway cars. 
Prime Minister Koizumi told the group: \"It was good that Japan was 
able to win the contract.\" 


Mitsubishi Corporation advisor Minoru Makihara promptly replied: 
\"But if the situation is left unchanged 
part in the Shinkansen or bullet train project.\" 


(Then) Fuji Xerox Chairman Yotaro Kobayashi chimed it: \"China hopes 
that the prime minister would refrain from visiting Yasukuni 

Shrine.\" Kobayashi headed the Japanese representatives for the New 
Japan-China Friendship Committee for the 21st Century 

panel set up by the governments of Japan and China a year earlier. 


Other participants echoed Kobayashi\'s sentiments 

remarking: \"| want you to create an atmosphere to enable the leaders 
of Japan and China to hold a summit meeting.\" China has cut off 
summit meetings with Japan since Prime Minister Koizumi paid homage 
at Yasukuni Shrine on New Year\'s Day of 2004. 


Encircled by business leaders 


Column 3 

somewhat excited voicet: \"Since | visit the shrine based on my own 
political conviction 

is a matter quite separate from economic relations.\" 


The Shinkansen project referred to by Makihara is a plan to 
construct high-speed railways between Beijing and Shanghai. China 
has made preparations for the plan in a full-scale way since 1994. 
Japan 

national prestige at stake. 


In January 2004 

Jintao as president 

railway network project. The railway net will stretch across China 
covering an area of 12 

between Beijing and Shanghai (1 

is estimated to be worth over 10 trillion yen. China plans to 
complete by 2020 the project to build railways exclusively for 
passenger trains with a maximum speed of 300 kilometers per hour 
the same as that of Japan\'s Shinkansen bullet trains. But the 
project pointed to by Prime Minister Koizumi in the meeting was 
another project to upgrade the existing trains operated in an area 
of 20 

200 kilometers per hour. 


The Japanese government had initially regarded receiving the 
contract as \"the symbol of friendly relations between Japan and 
China.\" Seeing the scale of the project expanding further 

the prime minister 
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circles began to cooperate in an effort to turn Japan into the 
successful bidder. Many business leaders were worried about the 
impact of Koizumi\'s Yasukuni visits. 


On Sept. 13 

Minister Koizumi 

Chairman Hiroshi Okuda met with Chinese Premier Wen Jiabao in 
Beijing as the head of the Japan-China Economic Association. That 
was the 30th visit to China by the association. 


Premier Wen broached in the meeting: \"We must bring the bilateral 
relationship to a mature phase.\" Apparently keeping in mind Prime 
Minister Koizumi\'s visits to Yasukuni Shrine 


\"On the political front 

the two countries. China did not cause such problems. A few Japanese 
politicians remain unable to deal with historical issues on their 

own responsibility 

In an attempt to dispose of serious problems pending between Japan 


Column 3 
and China 


In the Japan-China summit in Bangkok in October 2003 

expressed concerns about the Japanese prime minister\'s Yasukuni 
visits for the first time. Prime Minister Koizumi replied: \"Learning 
the lessons from history 

to the future.\" But only two months later 

shrine on New Year\'s Day in 2004. China directed its anger at 
Japan\'s business leaders. 


The Japan Business Federation has sent a delegation to China every 
year since 1994. In meetings with Chinese senior officials 

delegation expressed Japan\'s willingness to extend cooperation for 
the Shinkansen project. Since 2004 

has not been taken up. The Japanese business community set up in 
Keidanren a \"council on cooperation in the project to construct a 
Beijing-Shanghai high-speed railway\" in April 2003 

has suspended activities since May 2004. 


In the Japan-China summit meeting in Santiago 
2004 

visiting the shrine 

were \"a matter of the heart 

Yasukuni Shrine. 


(4) Abe to place junior and midlevel lawmakers in key posts in 
positive way if he becomes prime minister 
factional influence 


SANKEI (Page 5) (Full) 
August 15 


Chief Cabinet Secretary Shinzo Abe decided not to accept in 
principle recommendations from factions in the Liberal Democratic 
Party (LDP) in selecting the three top LDP executives and cabinet 
ministers 

assume the prime minister\'s post 

he runs for the presidency 

former Prime Minister Yoshiro Mori. By making the appointments 
without giving consideration to factional balance 

follow the method adopted by Prime Minister Junichiro Koizumi. 
Koizumi carried out surprise personnel changes. Abe 

be proactive and appoint junior and mid-level lawmakers. 
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Abe is concerned that if he gives consideration to factional balance 
in choosing persons to key posts 
the prediction that the LDP would face an uphill battle in the House 


Column 3 

of Councillors election next summer 

stress the differences with the main opposition party Minshuto 
(Democratic Party of Japan) 

system of party management by President Ichiro Ozawa 
President Naoto Kan 


Since former Chief Cabinet Secretary Yasuo Fukuda and Defense Agency 
Director General Fukushiro Nukaga gave up on running in the race 
various LDP factions have announced their support for Abe. With an 

eye on the next Upper House election 

on him to take into account an all-party arrangement. Abe\'s aide 

said 

on the lineups of LDP executives and cabinet members on his own 
judgment. 


Regarding cabinet posts for Upper House members and posts to the New 
Komeito 

The idea is being considered that cabinet ministers will pick their 

own senior vice ministers and state secretaries. 


(5) This summer marks 61st year of post-war politics part 1: Japan 
China jolted between friendship and confrontation over view of 
history 


NIHON KEIZAI (Page 2) (Slightly abridged) 
August 12 


This summer marks the 61st anniversary of Japan\'s defeat in the war. 
What are disputes over Prime Minister Junichiro Koizumi\'s Yasukuni 
Shrine visits questioning Japan\'s post-war politics? The Nihon 

Keizai Shimbun probed into this question 

eye witnesses. 


Former Ambassador to China Sakutaro Tanino (70) was ordered to learn 
Chinese in Taiwan when he was 24 years old 

interest was the USSR. As a diplomat 

Japan-China relations 

manner against his will. 


In 1973 

Japan and China 

Embassy in Beijing. At that time 

friendship slogans 

eldest son went to a local school. He grades were all A\'s. His 
teacher seriously said 

friendship.\" 


Leadership of top personnel 


China launched efforts to normalize its ties with Japan in 1972 
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when the Great Cultural Revolution was at the peak and anti-Japanese 
sentiment was deep-rooted. At work behind China\'s move was 
confrontation with the USSR 

in 1968. Improving relations with the US and building friendship 

with Japan became China\'s national policy. The Chinese government 
contained anti-Japanese sentiment with the influence of Chairman Mao 
Tsetung and Premier Zhou Enlai. In Japan 


SIPDIS 
Tanaka persuaded pro-Taiwan forces 
party on my own responsibility.\" 


TOKYO 00004629 007 OF 008 


Before China started talks with Japan 

surprise visit to China in 1972. Tanino still remembers Zhou Enlai 
at that time. Zhou had Chinese government officials in charge of 
Japan affairs attend his talks with the US without fail 

them: \"Listen very carefully to our talks with the US. What you 
heard in talks now is bound to be of help in talks with Japan in 
future.\" 


In China 

self-reliance to a reform and liberation policy shortly after the 

late 1970s - early 1980s period. In 1978 

Class-A war criminals there. Tanino served as secretary to prime 
minister in the timeframe between the revelation of the enshrinement 
of Class-A war criminals and the spring of 1985. During this 
timeframe 

including that by Zenko Suzuki 


China never fully protested about prime ministerial visits to 

Yasukuni until Prime Minister Yasuhiro Nakasone visited the shrine 

on the August 15 anniversary of the end of World War Il. At that 

time 

by the Great Cultural Revolution. Economic development was essential 
in stabilizing the domestic situation. It had high hopes for Japan\'s 
economic assistance. Such circumstances were observable in China\'s 
stance. 


However 

General Secretary Hu Yaobang 

trust with Nakasone 

said to be that his pro-Japanese stance incurred opposition from 
conservative forces. The end of the Cold War also affected China\'s 
policy toward Japan. Its patriotic education 

1990\'s 


China-being-a-threat argument gaining ground 
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Japan\'s view of China also changed in a delicate way. Commenting on 
the Tiananmen Square Incident in 1989 

general of the Asian Affairs Bureau 

all European countries imposed stern sanctions on China 

insisted on its position 

an argument regarding a fast-growing China as a threat has gained 
ground in Japan. 


In 1995 

Tanino 

hard to draft the Prime Minister Murayama statement 

severe self-criticism and a heartfelt apology. It was then Minister 

of International Trade and Industry Ryutaro Hashimoto 

to include in the statement the word \"the defeat in the war\" instead 
of \"the end of the war.\" 


China highly praised Japan\'s stance. However 

shrine in 1996 (on his birthday 

criticism of visits to Yasukuni Shrine by the Japanese prime 

minister. China was supposed to have sorted out its stance toward 

(its view of history) as: \"Some militarists in Japan caused the war. 
The Japanese people were the victims of the war as were the Chinese 
people.\" However 

politicians conflicts with the account China has hitherto given to 

the people. Due to the dissemination of the Internet 

government is now unable to control anti-Japanese sentiment as in 
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the past. 


Tanino stepped down as ambassador to China in 2001 

Koizumi became prime minister. Looking back on his career 

\"Lam glad | have been involved in China affairs.\" But he also 
noted 

suspicion. It is most important for top leaders to exchange views. 
China\'s way of doing things is childish.\" When the ties of bilateral 
relations were normalized 

sentiment and China contained its anti-Japanese sentiment. Tanino 
hopes that two countries will return to that starting point.\" 


SCHIEFFER 


74886 

74887 

with honking horns and cheering Shia making a ruckus on the 
nearby Beirut corniche. Jumblatt predicted that 

the physical losses and casualties to Lebanon 

impossible to reverse the appalling image of a victorious 
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Hizballah 

than expected. Jumblatt sharply criticized Israeli actions 
claiming that the Israelis had succeeded only in weakening 

the state and \"turning Siniora into Abu Mazen 

increasing Hizballah\'s appeal in Lebanon and beyond. 
Admitting to having no good ideas 

how to overcome Hizballah\'s now transparent defiance about 
disarmament. Hamadeh in particular worried about news 
stories that Hamadeh interpreted as death threats to March 14 
politicians and Ambassador Feltman. The Lebanese predicted 
that a scheduled speech by Syrian President Bashar al-Asad on 
8/15 would escalate internal Lebanese tensions. 


2. (S/NF) The Syrian-lranian-Hizballah line 

argued 

egged on Israel to strengthen themselves at the expense of 
their opponents 

punished. This line of reasoning makes it difficult for the 
cabinet and parliamentary majority to confront Hizballah 
directly 

the Christians 

against Hizballah\'s weapons 

second thoughts 

still provides Hizballah Christian cover 

including Saad Hariri 

clashes to stand firm. Terrified March 14 Christians will 
soon start rebuilding links with Syria. Jumblatt vowed to 
continue to speak the truth about Hizballah 

deeply pessimistic about whether he would have much of an 
impact or even survive. End summary. 


DOWNBEAT MARCH 14 MOOD 
WHILE HIZBALLAH CELEBRATES 


3. (S/NF) Minister of Telecommunications Marwan Hamadeh 
(Druse 

three-hour dinner and downbeat discussion on 8/14 for Walid 
Jumblatt 

Hariri) 

Ambassador Bernard Emie. The evening started with the guests 
watching 

Nasrallah\'s televised \"victory speech.\" Almost immediately 
after the speech 

honking horns and cheering Hizballah supporters 

-- for hours -- the victory declared by their leader. The 
ebullient mood on the streets outside Hamadeh\'s seaview 
apartment contributed to the unrelentingly bleak mood of the 
March 14 figures inside 

Hamadeh 

evening to express fear -- and 
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quit Lebanon altogether. While the three Lebanese agree with 
the two ambassadors that it was 

claim victory in a war that cost Lebanon thousands of 
casualties and billions of dollars in physical loses 

also insisted that it will be impossible to reverse the 
impression of victory over Israel. 


NASRALLAH\'S SPEECH SEEN 
AS COUP D\'ETAT THROUGH AID 


4. (S/NF) Hamadeh 

interpretation of Nasrallah\'s speech: \"\\etat 

Jumblatt quoted Napoleon. This \"coup d\'etat\" was symbolized 
by Nasrallah\'s financial commitments to give each displaced 
persons thousands of dollars to rebuild homes 

furniture 

While Jumblatt vowed to raise his voice asking where 

Nasrallah is getting such lavish sums 

he would have much impact on those who will see Nasrallah as 
their savior 
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In terms of reconstruction 

state in passing 

greater 

lamented. The Lebanese will remember who built their home 
who paid for rent on temporary shelter 

lost furniture -- and while the state struggles to find funds 

to rebuild roads and vital infrastructure that will take 

longer to replace and not be seen as gifts by the population 
gratified by Hizballah\'s cash subsidies. \"You might as well 
forget working in the south 

Ambassador Feltman; \"Hizballah will be finished by the time 
you get moving.\" 


PERCEIVED THREATS IN SPEECH 
INTERNET ARTICLE 


5. (S/NF) The Lebanese also worried that Nasrallah\'s speech 
contained an implicit threat against the March 14 

politicians 

ministers who had questioned \"the resistance\" in cabinet 
sessions. While pleading with his guests not to let his 
long-term 

distributed a text he said was from a Syrian internet site 

that was more explicit in the threat. According to this 

text 
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Haim Ramon 

whereabouts of Hassan Nasrallah 

in order to kill Nasrallah. The enormous explosions (that 

even shook the embassy compound 

southern suburbs were 

Hamadeh\'s messages to Ambassador Feltman. (We will send an 
informal Embassy translation of this article septel.) 


6. (S/NF) Jumblatt and Khoury also raised the first issue 
of al-Akhbar 

that morning and is presumed (accurately 

Iranian funding. In an article nestled next to a glowing 
profile of 

editor Ibrahim Amin wrote that Hamadeh 

Affairs Nayla Mouawad 

Gemayel are a \"Golani brigade\" within the GOL that 
coordinates with Ambassador Feltman how to disarm the heroic 
resistance. Hamadeh interpreted these articles as \"death 
threats\" to himself 

Ambassador Feltman. 


RUMORS THAT THE MARCH 14 MOVEMENT 
PLOTTED THE ISRAELI ATTACKS 


7. (S/NF) Noting that Syrian President Bashar al-Asad is 
scheduled to deliver a speech on 8/15 

that the rhetoric would escalate 

internal conflict inside Lebanon. The theme of the 
Hizballah-Syrian-lranian arguments 

March 14 politicians had helped the Israelis plan the war in 
order to strengthen themselves at the expense of Hizballah 
and the Shia. An Israeli-American-March 14 plot had wrecked 
Lebanon. The kidnapping of the two soldiers was a pretext 
seized by March 14 politicians and the Israelis to implement 
a script written out long before. Now that the Israelis have 
failed to disarm Hizballah 

trying to find ways to do it themselves. All of these 
arguments 

politicians physically. All the Syrians have to do is kill 

eight MPs 

parliament disappears. How ironic 

March 14 politicians are being blamed for the Israeli 

actions 

loser in this whole affair.\" 


FLUMMOXED ABOUT HOW 
TO GET HIZBALLAH TO DISARM 


8. (S/NF) During much of the evening 


Column 3 

among themselves about what to do regarding Hizballah\'s now 
clear refusal to disarm 

of UNSCR 1701 and Siniora\'s seven points. Khoury noted that 
Nasrallah\'s speech had one advantage: Hizballah\'s position 
was no longer ambiguous. While Nasrallah talked about the 
resistance\'s support for the LAF and how Hizballah would 
cooperate with the LAF 

disarmament with sedition. Addressing Ambassador Feltman 


BEIRUT 00002643 003.2 OF 005 


the three Lebanese noted that Nasrallah in his speech 

continued to use Shebaa Farms as a pretext 

view) \"you blocked a solution\" to Shebaa. The Ambassador and 
the Lebanese rehashed the familiar arguments over Shebaa 
Farms 

inexplicably incapable of seeing how our position 

strengthened Hizballah 


9. (S/NF) Jumblatt thought that the Israelis were in \"too 
much of a hurry to leave 

Lebanon 

removed. In Jumblatt\'s view 

right now to attack the IDF 

the Israelis inside is an embarrassment to Hizballah. \"We 
can ask 

explained. The Israelis no longer seemed insistent on 

waiting until the arrival of an expanded UNIFIL 

said 

general who had participated in an IDF-UNIFIL-LAF meeting in 
Naqoura earlier that day. Hamadeh said that many Israelis 
had already departed Lebanon and wanted to begin a more 
formal handover to UNIFIL as early as 8/16 

new UNIFIL troops would be ready to go. \"How is it that 
Israel can insist on a new multinational force 

end up just leaving the same old UNIFIL to take over?\" Khoury 
asked. (Note: Emie did not comment 

UNIFIL sources that some new French troops might 

ready as early as this week. End note.) 


WONDERING WHETHER LAF DEPLOYMENT 
IS A GOOD IDEA 


10. (S/NF) So the March 14 politicians face a difficult 

choice 

supporting LAF deployment 

deployment that seems to be going more quickly than they had 
thought it would. Given that Hizballah fighters have surely 
melted back into the returning population and have not turned 
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over their heavy weaponry 

address for the next Israeli military strike against Lebanon 

-- meaning that the LAF will be either destroyed or turned 
into an antagonist on the side of Hizballah. Or the March 14 
politicians could try to get the cabinet to delay LAF 
deployment 

opportunity to deploy the LAF to the Blue Line and would 
allow restoration of the status quo ante 

charge. The political cost of reversing a cabinet decision 
that showed promise of getting Israelis out of Lebanon would 
be unacceptably high 

crowd up to more charges of collusion with Israel. 


11. (S/NF) Emie and Ambassador Feltman talked about the 
deployment of the beefed-up UNIFIL being linked to some kind 
of Hizballah disarmament 

shrug 

Israelis have already departed anyway. \"So what if the new 
UNIFIL never comes? The Israelis are out. The army is in 

the south.\" Emie and Ambassador Feltman also reminded the 
Lebanese of the UN Secretary General\'s requirement to report 
within a week on the cessation of hostilities and within a 

month on the broader issues 

The 30-day report will certainly focus on the disarmament 
question. Clearly not expecting an answer 

whether the Secretary General\'s new report will have any more 
force than the previous reports on UNSCR 1559. Emie and 
Ambassador Feltman prodded the Lebanese on a \"moment of 
truth\" regarding Hizballah\'s arms 

Khoury thought that provoking that moment of truth now would 
hand Hizballah a clear victory. \"We need to wait at least 

until \'the celebrations\' are over 


HIZBALLAH\'S ORGANIZATIONAL SURVIVAL 
GREATER THAN ANTICIPATED 


12. (S/NF) The Lebanese also spoke in frightened awe of the 
organizational abilities of Hizballah. Despite having so 

much of the Hizballah physical infrastructure destroyed -- 
office buildings 

all in ruins -- Hizballah was nevertheless able to mobilize 
bulldozers to clear roads in the south. Pointing to the 
Lebanese television coverage of the situation in the south 
flickering in the background of the post-dinner discussion 

they noted that Hizballah flags were displayed everywhere 
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bulldozers 
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moral victory of Hizballah is so overwhelming that \"nothing 
else matters 

movement of IDPs home was not as spontaneous as had been 
initially reported. Surely 

encouraged people to move home 

and to provide cover to Hizballah fighters remaining. 


\"THE ENEMY OF MY ENEMY 
... IS NOT MY FRIEND\" 


13. (S/NF) Jumblatt then launched into sharp criticism of 
Israel\'s actions during the month-long conflict. By shutting 
down the airport and making Lebanese ministers \"beggars\" for 
transportation to international conferences such as Rome 
Israelis made the GOL appear impotent. Government ministers 
had to focus entirely on the delivery of essentials 

fuel 

for the inevitable showdown with Hizballah. The Israelis 
engaged in \"wishful thinking\" in believing that imposing 
hardship on the entire Lebanese population would turn them 
against Hizballah. Instead 

intense 

\"everywhere.\" (Note: We see this phenomenon even with 
long-term Embassy FSNs. End note.) 


14. (S/NF) Israel \"doesn\'t learn 

saying that GOI actions had so weakened state institutions 
and state authority -- never much to begin with 
ambassadors pointed out -- that they have \"turned Siniora 
into Abu Mazen.\" \"Didn\'t they learn anything from 
Palestine?\" Nasrallah now appears to be a hero in Lebanon 
and beyond. Asked by Emie and Ambassador Feltman what in his 
view the Israelis should have done 

ground offensive of the last couple of days of the conflict 
had a higher chance of success than the airstrikes that 
terrified all Lebanese. Jumblatt pointed to the continued 
closure of the airport as another sign that Israel \"still 
doesn\'t get it." Hizballah is permitted to declare victory 
send its people down south 

the south 

than a promise to cooperate with the LAF 

allowed to open the airport. Jumblatt acknowledged that he 
wasn\'t entirely comfortable with security management of the 
airport 

\"minor\" security concerns compared to hte security issues 
associated with the Syrian-Lebanese border. 


URGING UNITY AGAINST HIZBALLAH\'S MESSAGE 
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15. (S/NF) Emie and Ambassador Feltman tried to get 
Jumblatt 

reassuring message about the need to build a state and the 
need for the state to have primacy 

Siniora\'s 7 points 

Most Lebanese 

message of unity and state-building reassuring 
ambassadors predicted. Surely 

politicians can subtly refute the messages being sent by 
Nasrallah. Jumblatt agreed that 

Christians would stand together 

about a confrontation. But he then lashed out at Michel Aoun 
(\"still in bed with Nasrallah\") as well as the March 14 
Christians and the Sunnis led by Saad Hariri. Opportunistic 
and interested in survival 

will soon start drifting back toward Syria 

Syria is on the ascendency. And the Sunnis are just timid 
afraid of that Sunni-Shia tensions will turn violent. 


16. (S/NF) The Lebanese mused about what Parliament Speaker 
Berri\'s opinion of the Nasrallah speech might be. Berri was 
probably appalled 

his own political stature at the expense of Hizballah. But 

Berri would be too frightened by Nasrallah\'s speech to 
contemplate any kind of break with Hizballah in order to 

cooperate with the March 14 alliance. Nevertheless 

agreed to try to guage whether Berri might be a quiet ally in 
chipping away at the monolithic victory Nasrallah declared. 


17. (S/NF) Before sneaking out of Hamadeh\'s apartment via a 
service stairway 

tell the truth 

anyone would listen. And 
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longer | will be around 

death threats. His last question before disappearing down 

the darkened stairwell was to Ambassador Feltman: \"whatever 
happened to my visa waiver?\" he asked. 


COMMENT 


18. (S/NF) One should not underestimate the impact of 
Nasrallah\'s words last night on the mood of the country here: 
the Shia and the pro-Syrians are now ecstatic with their 
so-calld victory 

despondent. The despair expressed by Jumblatt 

Khoury is shared by others we\'ve contacted by phone. Many of 
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our contacts seem almost paralyzed with fear of what Syria -- 
and Hizballah -- will do to respond to UNSCR 1701. (Our 
dinner host Marwan Hamadeh 

of Syria\'s response to UNSCR 1559 

barely -- the 10/1/04 car bomb attack against him.) 


19. (S/NF) Certainly 

Hizballah and its allies are in the ascendency 

and March 14 descend into that box called irrelevance 
(according to some 

that this is a temporary phenomenon: as the Lebanese 
discover the real extent of the destruction to their country 
surely the glow of Hizballah\'s \"victory\" will fade 

especially if -- as we hope -- the March 14 crowd pulls 

itself together in favor of a unified message asking about 
whether the \"victory\" was worth the cost. We hope that the 
moderate Arab states 

were by Nasrallah\'s performance 

Syria to knock off any nefarious plans and to Saad Hariri and 
Fouad Siniora to maintain steady nerves and courage in the 
weeks ahead. 


20. (S/NF) But we have an immediate problem in need of a 
creative solution: as Nasrallah made clear in his speech 
Hizballah does not intend to disarm 

IDF withdrawal 

proceeding despite Nasrallah\'s suggestion that disarmament 
equals sedition. We expect that Hizballah will bide its time 
for now 

Israeli retaliation. So 

fine 

quo ante is not being restored in any case -- LAF deployment 
to the south 

we\'ve long demanded -- the dangers Hizballah\'s arms pose to 
Israel and to the Lebanese state seem likely to remain. From 
the Lebanese perspective 

element to solving this problem. But of course an Israeli 
withdrawal from Shebaa (if possible at all) would only take 
place after the very disarmament the Lebanese say they need 
Shebaa \"liberation\" in order to accomplish. We will see PM 
Siniora 

days to come to get a better sense of the options facing 
Lebanon and facing UNSCR 1701 implementation. 
FELTMAN 
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The CDAemphasized USG commitment to the Central Luzon are through 
economic development 

American business commitmen to the region 

that dayplus the many other U.S. companies with operationsin Clark 

and Subic economic zones. He discussedUSAID programs on HIV/Aids 
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prevention 
th active Peace Corps\' involvement in teacher trainin and 
education. 


6. Comment: This trip was on of a series demonstrating the USG\'s 
outreach toall provinces in the Philippines 

business programs of many USG agencies and ourshared history and 
values 


JONES 
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Chief Editor Ayman Safadi writes on the back-page of independent 
centrist Arabic daily Al-Ghad (08/15): \"Hardly any speech by an Arab 
leader is void of talk about the challenges that face his country 
and the region. There is the challenge of the Iranian influence in 
the Arab area; there is the challenge of the Israeli expansion and 
aggressiveness 

extremism and terrorism. There is also non-stop talk about 
economic 

for one moment that only few are talking about the danger of the 
fact that most Arab regimes are cocooned in archaic dictatorial 
systems and almost alone bear the responsibility of the failure for 
which the Arabs have paid in backwardness 

marginalization.... Let us agree that these challenges that the 
general Arab regime has not stopped talking about are priorities. 
Let us then ask about the plans that the Arab decision-makers are 
setting to deal with these challenges. The answer is catastrophic. 
The Arab regime has turned into a lamenting entity mourning a 
present and doing nothing to change it.... The Arab political 
action is at best a reaction to events imposed on the region. 
Dealing with the Israeli war on Lebanon was a bright example of 
that.\" 


-- \"Hizbollah\'s victory\" 


Columnist Yaser Abu Hilala writes on the op-ed page of independent 
centrist Arabic daily Al-Ghad (08/15) says: \"The victory that was 
achieved by Hizbollah in Lebanon is going to have earthshaking 
repercussions on the regional level and not just in Lebanon. The 
upcoming generation of young Arabs have witnessed a model that is 
attractive as opposed to other models that are not. They view the 
party\'s victory without sectarian or political barriers: young men 

of few numbers and few weapons stood fast in the face of the most 
fierce force ever known in the region.... What Hizbollah did is an 
extension to what the resistance did in Palestine 

Afghanistan. The Arab and Muslims persons see one battle 

as Bush sees it 

president who does not hesitate to use the description of \'Muslim 
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fascists\' to describe the accused in the plane plot. The Arab and 
Muslim youth do not see in Hizbollah\'s battle a Farsi Shiite battle 
although many opponents of the party tried to describe it like that. 
It is the battle of the nations of Arabs and Islam against the 
nation of Israel and America.... The lost dignity is not an 
occupation by a foreign enemy 

inside enemy. The arena of the next battle in the nation of Arabs 
and Islam is internal 

foreign enemy.\" HALE 
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citizenship 

Although the king emphasized the importance of voting as a 
national duty 

GOM to take care of citizens. (Note: The GOM is the king\'s 
government by the constitution 

2005 

\"instrumental\" in helping to implement National Initiative of 
Human Development (INDH) projects. He outlined GOM attempts 
to encourage development and said that they would not be 
fully achieved until Moroccans show \"greater entrepreneurship 
and become 

economy and boosting productivity.\". The king also \"reminded\" 
everyone that the battle against unemployment required 
\"collective endeavors.\" Changing his tone this year 

king said that the GOM would \"liberate\" people from \"poverty 
exclusion and marginalization 

GOM\'s responsibility rather than that of the people. The 

king implied that those who suffer from these \"social ills 

i.e. 

chance to \"enjoy their rights or fulfill their obligations.\" 


3. (C) The king made educational reform a \"top priority\" in 
his 2005 speech with the creation of the Higher Council for 
Education; however 

frustrated with the lack of progress. This year he stressed 
that the need for educational reform is \"urgent.\" For the 
king 


4. (C) With the 2007 parliamentary elections approaching 
the king emphasized the importance of political 

participation. This year he stressed that voting is a 
\"constitutional right 

\"obligation\" of citizens. The king said that \"democracy 
would have little meaning without the citizens\' involvement 
and he emphasized the direct link between citizens and those 
they elect to manage public affairs. In the past 

only encouraged citizens to enhance democracy through 
realizing \"community spirit." (Comment: In 2002 
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turnout was 34.6 percent of the eligible voters. Seventeen 
percent of the ballots cast were spoiled or blank. In 1997 
voter turnout was over 50 percent. Because of the poor 
turnout in 2002 

20. End Comment.) 


5. (C) Although the king has mentioned deepening regional 
and international partnerships in past speeches 


outlined in great detail his hopes for deepening Morocco\'s 
relationships with the Arab Maghreb Union (AMU) 

Union (EU) 

referred to Africa and Lebanon as Morocco\'s \"sisters 
Palestine as \"brother.\" (Note: August 7 French language 
press reported that twenty-five African countries 
representatives 

festival 

(AU). End Note.) 


6. (C) In 2005 

with countries to the \"North\" and the \"South 

and Africa 

This year 

Lebanon. He said: \"I ... strongly condemn the Israeli war 
machine\'s blatant act of aggression against Palestinian 
civilians and their vital infrastructure and institutions.\" 
And 

ask the international community to fully shoulder its 
responsibility in order to stop the violation of holy shrines 
and to ensure that the legal status of Al-Quds al-Sharif is 
respected.\" Concerning Lebanon 

condemn the Israeli aggression against our sister nation 
Lebanon .. . and (I) call on the United Nations to take 
decisive action in order to prevent any escalation or 
widening of military operations . . .\" 


7. (C) The king\'s tone on the Western Sahara changed 
significantly. He used much less colorful language and was 
less aggressive than in his 2005 speech. For example 
2005 

Morocco the \"compassionate 

speech 

the Western Sahara. This year 
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grant the territories \"autonomous rule 

of the kingdom\'s sovereignty 

integrity 

only after \"meaningful negotiations\" and a UN-backed 
solution. 


8. (C) Several ideas have seemingly grown in importance 

based on an analysis of the frequency of certain words in the 
king\'s speech. For example 

\"confidence\" amongst citizens and in Morocco\'s government and 
future 

times in 2005 and none in 2004. Other words he emphasized in 
the 2006 speech included \"development\" (24 times compared to 
17 times in 2005 and 19 times in 2004) 

compared to none in 2005 or 2004) 

2006 

times in 2006 

(6 times in 2006 

While the king stressed \"confidence\" and the \"future 

focused less on words such as \"reform\" (6 times in 2006 
compared to 9 in 2005 and 19 in 2004) and \"patriotism\" (1 

time in 2006 compared to 6 times in 2005 and none in 2004). 


9. (C) The king\'s approach in this year's speech was to 
emphasize not only his role as the leader of the country but 
also the importance of the community of all Moroccans. He 
obligated citizens to take responsibility for the realization 

of his plans and \"to create new momentum.\" Emphasizing 
Morocco\'s integration into the AU and its relationships with 
the EU underscores the king\'s desire that Morocco play a 
substantial role internationally. Use of such words as 
\"confidence 

speech communicates the management of terrorism-related 
issues. He presents the Western Sahara autonomy plan as a 
\"fait accompli\" and as having international support 

he fails to define the plan. 
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Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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These trials are ongoing and subsidized by the 
Government. Current trials mix 10 percent ethanol 
with gasoline. In China\'s North 

corn are used to produce ethanol 

used in the South. 


7. (SBU) Chen said he had recently returned from 
Inner Mongolia where he inspected a major wind farm. 
Wind turbines currently in use are the product of 
cooperation with Denmark and Spain 

capacity. China hopes to increase cooperation with 
the United States in this area. Another area for 
potential increased cooperation is in development of 
solar technology. China is planning to discuss this 
with the U.S. Department of Energy in upcoming 
consultations 


8. (SBU) Asked by Senator Stevens about estimated oil 
import costs 

stand at 130 million metric tons per year. Projected 
increases in oil imports over the next five years will 
nevertheless not see China exceed 150 million metric 
tons of crude oil imports per year. Sheng Huaren 
spent much of his career in China\'s oil industry 
interjected that China\'s total crude oil imports eight 
years ago were 60 million tons per year. With world 
oil imports rising from 3.2 billion metric tons per 

year eight years ago to 4.3 billion metric tons today 
China\'s contribution to increased oil imports over the 
past eight years is around eight percent 

stated. 


9. (SBU) Senator Murray asked Chen about development 
of nuclear power and China\'s capacity to handle spent 
fuel. Because China\'s current nuclear power 

production is so limited 

handle its nuclear waste. After storage 

buried deep in a remote area. In the future 

increases its nuclear power capacity 

waste disposal will no longer be viable 

Regarding nuclear power development 

plan is to introduce third generation (3G) nuclear 
technology. The United States and Japan are competing 
against France to win the contract. Beijing\'s 
requirement is that the provider be willing to 

transfer technology to China. 


Column 3 

10. (SBU) Senator Coleman asked about increasing 
passenger auto transport and its implications for 
energy usage 

infrastructure. Chen said China currently has over 20 
million cars and acknowledged that the number is 
increasing rapidly. However 

Government has recently enacted measures to limit 
private car purchases and develop public 
transportation. By the 2008 Beijing Olympics 

auto manufacturers will be obliged to comply with EU3 
or EU4 emissions standards. The Government has 
eliminated subsidized loans for automobile 
manufacturers and is promoting the development of 
railroads and public transportation. Special 
incentives are being provided to cities with 
populations of over one million to develop public 
transportation infrastructure. 


11. (SBU) Production of automobiles decreased in 

2005 

approximately ten percent per year in automobile 
production would be desirable. The Government is 
encouraging auto manufacturers to develop new 
technologies. Some of these involve switching to 

natural gas at low speeds 

hybrids. Two Chinese companies have developed hybrid 
technology 

experimental stage. 


12. (SBU) Senator Stevens asked about China\'s 
commitment to hydro power in the wake of Three Gorges 
Dam construction and attendant problems. Chen said 
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that China is committed to further developing its rich 
hydropower resources 

provide for environmental protection. Chen said he 
noted that the United States had made extensive 
efforts to eliminate dams in a number of areas. He 
understands 

constructed in the United States. He said he hopes to 
learn more about the U.S. experience with hydropower 
in upcoming consultations with USG officials. 


PARTICIPANTS 


13. (U) U.S. Participants: 
Senator Ted Stevens 
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Ambassador Clark T. Randt 
Senator Patty Murray 
Senator Thad Cochran 
Senator Arlen Specter 
Senator Mark Dayton 
Senator Lamar Alexander 
Senator Norm Coleman 
Senator Richard Burr 
Senate Staff 

Embassy notetaker 
Interpreter 


Chinese Participants: 

NPC Vice Chairman Sheng Huaren 

NDRC Vice Chairman Chen Deming 

NPC Foreign Affairs Committee Vice Chairman Lu Congmin 
NPC Deputy Secretary General Wang Wanbing 

NPC Foreign Affairs Committee Director Peng Fang 
Chinese Embassy in Washington Counselor Chen Guomin 
Notetakers 

Interpreter 


14. (U) CODEL Stevens did not have the opportunity to 
clear this message. 
RANDT 
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from Terrorist Acts 

parliament in the final days of the legislative session that 
expired at the end of July. 


3. (C) The draft bill experienced intense criticism in the 
elected lower house Council of Representatives from Sunni and 
Shia parliamentary blocs 

their constituencies. The Sunni Islamist deputies argued 

that the government was pursuing the law in order to please 
outside countries (read the U.S.) by cracking down on Sunni 
Islamists as part of the global war on terror. Shia deputies 
maintained that the government would use the law to pressure 
and control Shia political activists and their followers. In 

their view 

handed tactics the government employed during the years of 
civil strife in the 1990s. 


4. (U) Article 1 (of a total of 32 articles) of the law 
defines terrorism as (informal Embassy translations 


Column 3 
throughout): 


\"Any use or threat of the use of force 

means that constitute a crime punishable by law 
a criminal plan 

disrupting the state system 

of the Kingdom to danger 

security of the international community 

harming people 

freedom and security to danger 

the environment or national economy or public and private 
properties or confiscating them 

doing their work or preventing or obstructing state 
authorities 

doing their work.\" 


5. (U) Subsequent articles explain the various types of 
crimes that constitute terrorism and establish punishments 
for them 

crimes mentioned specifically in the text are attacking 
people 

groups 

commission of terrorist acts 

organizations 

organizations. 


Plugging a Hole by Criminalizing Conspiracy 


MANAMA 00001507 002 OF 003 


6. (SBU) Article 18 of the law criminalizes conspiracy to 
commit terrorist acts 

law. Article 157 of Bahrain\'s penal code (of 1976) 
criminalizes conspiracy to commit a crime 

was found to be unconstitutional in a recent case against 
members of a Sunni extremist cell originally arrested in June 
2004 on charges of plotting bomb attacks on government 
economic 

the CT law reads: 


\"Punishment of imprisonment or fine shall be imposed upon a 
person with knowledge of a terrorist crime 

plans 

and who does not inform the authorities about this knowledge.\" 


The law sets no specified penalties other than the 
\"imprisonment or fine\" language. 
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7. (U) Human rights and political activists have joined 

Sunni and Shia bloc MPs in criticizing the law. The 
dissolved but still active Bahrain Center for Human Rights 
issued a release August 2 expressing concern that the law 
could place restrictions on the activities of human rights 
activists 

freedom of expression and association. The Center views 
language in the definition of terrorism referring to 
\"preventing or obstructing the work of state authorities\" and 
\"harming national unity\" as problematic and possible avenues 
for government abuse. 


8. (C) The Human Rights Center release quotes Mary Lawlor 
director of the Dublin-based human rights foundation Front 
Line 

international concerns about this law 

Bahrain is a member of the new UN Human Rights Council.\" It 
also says that Martin Scheinin 

Human Rights and Counter-Terrorism 

parliament to review the law. Local human rights activists 
have complained to EmbOffs that the law is an example of the 
government attempting to reassert control over political 
activity in the country. 


9. (C) In an August 12 conversation with EconOff 

of Justice Under Secretary Shaikh Khalid bin Ali Al Khalifa 
said \"the new counter-terrorism law is a good one.\" On 
concerns raised by human rights groups that the law could be 
used to repress legitimate freedom of expression 

\"We have taken a close look at these things - the law gives 
the government discretion in the application of its 
provisions.\" He said this flexibility given to the 

government would ensure that while Bahrain has a strong 
counter-terrorism law 

satisfy the international community that human rights were 
being protected. He commented that much of the local 
opposition to the law had been expressed by parliamentarians 
eager to win support from their constituencies ahead of 
upcoming elections. 


10. (C) Turning to the now-dropped court case involving the 
Sunni \"Bahrain Six\" extremist cell (Ref B) 
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said he was not surprised that the Constitutional Court had 
found Article 157 of the Penal Code to be unconstitutional. 
He viewed the wording of the article as prone to challenge. 
Language in the Court\'s ruling on Article 157 

not necessarily imply that Article 18 of the CT law could 
also be found unconstitutional in a possible future 
challenge. Shaikh Khalid said that he saw no obvious 
vulnerability in the new law. 


11. (C) As Shaikh Khalid said 

counter-terrorism law is a good one. The first few drafts 
delivered by the government to parliament were dead on 
arrival 

review. This last 
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result of consultations between parliamentary leaders and 
government officials 

Defense 

the full Chamber. In contrast with the also recently 
implemented Anti-Money Launder/Combating Terror Financing 
Law 

fighters\" resisting occupation from the provisions of the law 
(Ref A). 


12. (C) Comment continued: The greatest possible 
vulnerability of the CT law is Article 18 

conspiracy. Opponents of this article say it criminalizes 
thoughts and sets no clear limits on the government\'s use of 
this provision to harass its opponents. Given the very 

recent ruling on the Penal Code\'s conspiracy clause 

18 could well be the subject of a near-term constitutional 
challenge. Both Bahrain and the United States have a strong 
interest in seeing that it is upheld 

GOB to be as prepared as possible for any potential legal 
case. 
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Visit Embassy Manama'\'s Classified Website: 
http://www.state.sgov.gov/p/nea/manama/ 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkk 


ZIADEH 


74899 


Column 3 

While the Christian Democrats are in favor of REITs 
members of the Social Democrats have been actively publishing 
position papers and opinion articles in which they label 
REITs as \"locusts\" and dangerous for the German housing 
market. Industry experts believe that the legalization of 
REITs could reinvigorate Germany\'s currently sluggish 
although potentially lucrative 

real estate market is valued at an estimated USD 9.5 
trillion). The finance and investment industry is especially 
paying attention to the REITs debate 

outcome could be an important indicator of how other 
finance-related legislation evolves. END SUMMARY. 


REITS: TWO YEARS IN THE MAKING 


2. AREIT is a property investment fund that allows real 
estate holdings to be packaged as publicly traded companies 
that pay dividends from rent proceeds and property sales. 
The increased liquidity and transparency of being listed ona 
stock exchange is expected to attract a new class of 
investors 

proponents look to the success of the REITs model created by 
the United States in the 1960s and the experiences of several 
European countries that 

Estate Association (EPRA) study 

(France 

effective 1 January 2007 

officials claim that 

market would be the largest in Europe; one estimate puts the 
potential market value of REITs in Germany at up to USD 290 
billion. The Finance Ministry 

committee to discuss REITs in 2004 

REITs into the market by 1 January 2006. Several firms 

as UBS 

preparing to offer German REITs in the expectation of its 
legalization 


3. Political opposition to the introduction of REITs stems 
from a fear that foreign investors will descend on Germany 
like \"locusts\" and \"prey\" on the German real estate market in 
search of profits -- to the detriment of local residents and 
the federal government. (Note: The term \"locusts\" in 
reference to foreign investment companies was originally 
coined during the 2005 election cycle 

Party\'s former Chairman Franz Muentefering called foreign 
private equity firms in Germany \"locusts\". The word has 
since been used not only to criticize the legislation 
introducing REITs but also to call for greater regulation of 
the hedge fund industry (reftel). End Note.) Under pressure 
from the new Left Party 
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Party have taken the lead on criticizing the plans for 
legalizing REITs 

increase the cost of rents to unaffordable levels and force 
middle-class residents to seek cheaper housing elsewhere. 
Even Chancellor Merkel has weighed in on the REITs debate 
noting that the \"social consequences\" of REITs must be taken 
into consideration. Additionally 

the potential losses the government will assume as a result 
of lost taxation revenue. With the on-going struggle to 

close financial holes in the budget 

resonance in certain government circles. Through REITs 
investment firms can avoid high corporate taxation rates by 
distributing all REITs profits to investors 

individually taxed at a lower rate. Critics have also 

pointed to the potential loss of government revenue as yet 
another example of how foreign investment firms are taking 
advantage of the German system. 


4. Tensions within the \"Grand Coalition\" over the 

legalization of REITs escalated just before the beginning of 

its summer recess in June. After discussion in a Coalition 
working-group on the REITs issue 

Christian Democrat Leo Dautzenberg 

disagreements over the legalization of REITs had been 
resolved and that the Finance Ministry would begin drafting 
the REITs law. His statement provoked an angry response from 
SPD leaders that the group had not agreed on moving forward 
and claimed that critical obstacles to the legalization of 

REITs remained. Social Democrats went so far as to call 
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Dautzenberg\'s announcement a \"betrayal of trust\" within the 
Grand Coalition. 


REITs INGERMANY: ILLUSORY OR SOON TO BE REAL? 


5. Embassy contacts at the Finance Ministry are hopeful of a 
successful legalization of REITs in Germany 
acknowledge the political outcome is too uncertain to 
predict. If all goes according to the Finance Ministry\'s 
plan 

law 20 September 2006 

it 19 October 2006 

give its opinion on the law 29 November 2006 

Bundesrat will pass it 15 December 2006 so that the new 
legislation can come into effect in the first part of 2007. 
Coalition leaders and REITs advocacy groups 

doubtful that REITs will be legalized before the end of the 
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year. Christian Democrats are supportive of the REITs 
legislation and note that their legalization is now dependent 

on whether Social Democrats decide to support REITs. Despite 
the Finance Ministry\'s concrete plans 

the Bundestag claim the REITs issue is currently at a \"very 
vague state 

to assess. 


6. Further complicating prospects for the legislation is the 
recent negative press given to high-profile American private 
equity firms investing in Germany\'s real estate market. In 

late July 

Texas-based private equity firm has been buying up mortgage 
debt in Dresden and hiking the interest rates to the point 
where families could no longer afford their monthly mortgage 
payments. Other critical news stories have emerged to 

tarnish the real estate investment industry. Finance 

Ministry State Secretary Thomas Mirow also noted at a German 
conference recently that REITs would inevitably suffer from 

an image problem in Germany because of the general public\'s 
deeply-rooted 

investment industry. 


7. Industry experts are especially anxious about the outcome 
of the REITs debate in Parliament as the REITs draft bill is 
the first opportunity for the industry to determine the 

political parties\' true positions on legislation for 

promoting Germany\'s financial industry. Industry experts 
hope that the introduction of REITs will be the first of 
several finance industry-friendly laws passed under 
Chancellor Merkel\'s watch. As early as this fall 

Finance Ministry plans to propose to Parliament a wholesale 
revision of the current investment laws in Germany 

current hedge fund regulation laws 

reducing the regulatory burden on investment firms and 
fostering Germany\'s finance industry (reftel). 
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conscience.\" Foreign Minister Li told Japanese 
Ambassador Miyamoto that PM Koizumi\'s visit undermines 
the political foundation for relations between Tokyo 

and Beijing. Chinese authorities beefed up security 

at Tiananmen Square and Japanese diplomatic facilities 
in Beijing. About two dozen demonstrators appeared in 
front of the Japanese Embassy within hours of PM 
Koizumi\'s visit to the shrine. The protesters 

dispersed peacefully after about 20 minutes. PM 
Koizumi\'s visit to Yasukuni took place too late to 

make China\'s morning papers 

portals gave the story top billing. Online discussion 
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forums buzzed with harsh commentary. Our contacts 

said the Propaganda Department has not yet handed down 
coverage guidelines and forecast a predictably 

negative media reaction. End Summary. 


MFA: PM Koizumi Offends China 


2. (SBU) China strongly condemned the visit by 
Japanese PM Koizumi to Yasukuni Shrine on the August 
15 anniversary of the end of World War Il. Ina 
statement (full text para 7) 

said PM Koizumi\'s visit \"gravely offends\" the people 

in countries victimized by Japan\'s World War Il 
aggression and accused PM Koizumi of \"challenging 
international justice and trampling human conscience.\" 
PM Koizumi\'s sixth visit to Yasukuni Shrine undermines 
the political foundation of China-Japan relations and 

will damage Japan\'s credibility and national 

interests 


3. (C) Japanese Ambassador Miyamoto heard a similar 
rebuke from FM Li when he was called to the Foreign 
Ministry to receive China\'s official protest at 11:00 

a.m. 

Endo. FM Li\'s demarche echoed the points made by the 
Foreign Ministry public statement and reported by 
Xinhua 

\"no harsher nor more lenient\" than China\'s previous 
rebukes over PM Koizumi\'s Yasukuni visits 

calling them \"about what we expected.\" FM Li\'s 
remarks and the Foreign Ministry statement left room 
for improvement in bilateral relations once PM Koizumi 
leaves office 

that China is \"confident\" the Japanese people will 
\"help put China-Japan relations back on the track of 
normal growth at an early date.\" MFA Japan Division 
Deputy Director He Zhenliang told poloff that the MFA 
would have no comment beyond the official statement. 


Small Protest 


4. (C) Amid beefed up security 

protesters gathered in front of the Japanese Embassy 
in Beijing at about 10:00 a.m. chanting slogans and 
criticizing PM Koizumi\'s shrine visit 

protest dispersed after 20 minutes without damage or 
disruption. Although press lingered in front the 
Japanese Embassy throughout the day 
demonstrations occurred. Several dozen plainclothes 
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police and People\'s Armed Police officers were 
stationed around the Embassy area 

leading to the Japanese Ambassador\'s residence was 
blocked off. Security around Tiananmen Square was 
noticeably enhanced 

Police troops parked nearby in reserve. 


An Angry Media Reaction 


5. (C) The shrine visit occurred too late to make 
China\'s morning papers. Not long after PM Koizumi 
visited Yasukuni 
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gave the story top billing. The tenor of the coverage 

was negative and highlighted the statement from the 
Ministry of Foreign Affairs. The headline from the 
popular Sohu.com news site read 

Affairs: Koizumi\'s persistent homage tramples on the 
conscience of mankind.\" The Propaganda Department has 
not yet provided specific coverage guidelines 

Tao (protect) 

School of Journalism and Communications. Nonetheless 
he predicted a wave of negative commentary to appear 
over the coming days. \"The visit is no surprise 

that does not mean the criticism in the media will not 

be very strong 


6. (C) Netizens have already started expressing irate 
opinions. Online discussion forums were filled with 
hundreds of posts condemning PM Koizumi and Japan. 
One typically heated post read 

atomic bomb to be dropped on Koizumi and to kill this 
emotionless dog without mourning.\" Less extreme but 
still angry chatters called for China and South Korea 

to break off economic relations with Japan and to 
boycott Japanese goods. But the forum participants 
confined their wrath to Japan. We saw no comments 
linking Japanese actions with U.S. support or 
encouragement 

expressions of indignation against PM Koizumi. 


Full Text of Foreign Ministry Statement 


7. (U) The text of the MFA statement follows. 


Today 
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another visit to the Yasukuni Shrine where the 

Japanese class-A criminals of WWII are remembered. 
The Chinese Government hereby lodges a strong protest 
against this act that gravely offends the people in 
countries victimized by the war of aggression launched 
by Japanese militarists and undermines the political 
foundation of China-Japan relations. 


The top Japanese WWII criminals who are remembered in 
the Yasukuni Shrine planned and launched Japanese 
militarist aggressions and were responsible for 
committing untold atrocities in Asia and the world in 
modern history. By insisting on paying homage to the 
Yasukuni Shrine where these war criminals are 
remembered in disregard of the concern and oppositions 
from the international community 

neighbors and the people in Japan 

Koizumi is challenging international justice and 

trampling human conscience. 


China was the biggest victim of the war of aggression 
launched by Japanese militarists 

suffered enormously from Japan\'s War of Aggression 
against China. To see this part of history for what 

it was and handle it accordingly is the political 
foundation for the resumption and growth of China- 
Japan relations in the post-War period. It is also an 
important prerequisite for China and Japan to pursue a 
common future. Prime Minister Koizumi has repeatedly 
offended the Chinese people over the history issue. 

In doing so 

internationally 

Japanese people and damage Japan\'s national image and 
interests. 


The sound growth of China-Japan relations serves the 
fundamental interests of the two peoples and will 
promote peace and stability in Asia and beyond. The 
Chinese Government and people will continue to work 
untiringly with all Japanese statesmen and people who 
value and are committed to China-Japan friendship on 
the basis of the three political documents and act in 
line with the spirit of \"drawing lessons from history 

for the benefit of future relations\" for the peaceful 
co-existence 

common development of our two countries. We are 
confident that the Japanese people 

foresight 

remove the political obstacle and help put China-Japan 
relations back on the track of normal growth at an 
early date. 
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lodged by the defense on August 8 (ref A). They refuted the 
defense arguments point by point 

transferred from Timika to Jakarta in accordance with the law 
and that the indictment conformed to legal standards. They 
concluded by requesting that the Judge set aside the 
\"exception\" and allow the trial to proceed. Asterida remains 
confident that the judges will rule against the \"exception\" 
and allow witness examination to begin whether or not the 
defendants cooperate. 


3. (U) As in previous sessions 

a public display of support in the courtroom 

singing the Papuan national anthem as the defendants were 
brought in. The trial continues to attract attention from 

the Indonesian media. The next session is scheduled for 
August 29. 

PASCOE 
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RESOLUTION\" BUT IS SKEPTICAL ABOUT PROSPECTS FOR ITS 
SUCCESSFUL IMPLEMENTATION. MFA WEST ASIA AND NORTH AFI 
DEPARTMENT LEVANT DIVISION DIRECTOR CHEN WEIQING SAID A 
15 THAT EFFECTIVE IMPLEMENTATION OF UNSCR 1701 WILL DEPE 
RESOLVING THE FOUR DIFFICULT ISSUES OF DISARMING HEZBOL 
RESOLVING THE SHEBA FARMS ISSUE 

HEZBOLLAH PRISONERS AS WELL AS DEPLOYING AN INTERNATIOI 
PEACE-KEEPING FORCE. THESE QUESTIONS MUST BE SEEN WITH 
BROADER CONTEXT OF THE IRANIAN NUCLEAR ISSUE AND THE LA 
ISRAEL-PALESTINE CONFLICT 

HEZBOLLAH WILL EXIST AS LONG AS THE ARAB-ISRAELI CONFLICT 
EXISTS 

BE QUICKLY OR EASILY DISARMED. DURING THE CONFLICT 
URGED SYRIA AND IRAN TO USE THEIR INFLUENCE IN THE REGION 
A POSITIVE WAY. ASSISTANT FOREIGN MINISTER CUI TIANKAI WIL 
CERTAINLY RAISE LEBANON AND THE IMPORTANCE OF NOT DISRL 
REGIONAL STABILITY DURING HIS CURRENT VISIT TO TEHRAN TO 
DISCUSS THE IRANIAN NUCLEAR ISSUE. END SUMMARY. 


DISARMING HEZBOLLAH IS THE BIGGEST CHALLENGE 
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2. (C) POLOFFS MET AUGUST 15 WITH MFA WEST ASIA AND NORTH 
AFRICA DEPARTMENT LEVANT DIVISION DIRECTOR CHEN WEIQIN( 
FORMER DEPUTY DIRECTOR OF THE IRAN DIVISION WHO CHANGE 
THREE WEEKS AGO. CHEN SAID BEIJING HAS NOTED THE 
CONSTRUCTIVE U.S. ROLE IN ACHIEVING CONSENSUS ON UNSCR 
AND COMMENTED THAT THE PRC UN MISSION REPORTED FAVOR/ 
COOPERATION WITH USUN IN DISCUSSIONS LEADING TO THE 
RESOLUTIONS ADOPTION. HIGHLIGHTING CHINA\'S SUPPORT FO 
QUICK END TO FIGHTING IN LEBANON 

IMPLEMENTATION WILL BE HAMPERED BY SEVERAL COMPLICATEI 
INTERRELATED PROBLEMS. DISARMING HEZBOLLAH 

SHEBBA FARMS ISSUE 

HEZBOLLAH CUSTODY AS WELL AS LEBANESE PRISONERS CAPTU 
ISRAEL AND DEPLOYING AN INTERNATIONAL PEACE-KEEPING FOF 
MAJOR QUESTIONS THAT MUST BE ADDRESSED FOR EFFECTIVE 
IMPLEMENTATION OF 1701 


3. (C) AFTER READING RECENT REPORTS FROM THE PRC EMBAS& 
BEIRUT STATING SUPPORT FOR HEZBOLLAH COMES NOT ONLY FF 
RELIGIOUS EXTREMISTS BUT FROM BOTH LEFTIST AND RIGHTIST 
INTELLECTUALS 

HEZBOLLAH WILL BE VERY DIFFICULT. IN HIS OPINION 
HEZBOLLAH WILL EXIST AS LONG AS THE LARGER ARAB-ISRAELI 
CONFLICT CONTINUES. EVEN IF HEZBOLLAH IS SIGNIFICANTLY 
DISARMED 

ARISE TO FILL THE VACUUM 

PERSONAL VIEW AND NOT AN OFFICIAL POSITION. 


4. (C) THE BEST WAY FORWARD IS TO CONTINUE TO ENCOURAGE 
HEZBOLLAH TO DEVELOP AS A POLITICAL PARTY BY GIVING IT THE 
\"SPACE TO DEVELOP 

HEZBOLLAH REFUSED TO DISARM FOR SIX YEARS SINCE ISRAEL\* 
WITHDRAWAL FROM LEBANON AND CHOSE TO PROVOKE THE CUI 
CRISIS. THE PROBLEM IS NOT A LACK OF OPPORTUNITY FOR 
HEZBOLLAH TO MAKE THE TRANSITION TO A POLITICAL PARTY 
RATHER A LACK OF DESIRE 


5. (C) THE LARGER ISSUES IN THE MIDDLE EAST AND THE CURREN 
CONFLICT IN LEBANON ARE ALL RELATED TO ISRAELS CONFLICTS 
WITH PALESTINE 

MUST BE EXAMINED IN THIS BROADER CONTEXT 

EXTERNAL SOURCE OF TENSION IN LEBANON IS THE IRANIAN NUC 
ISSUE. CHEN SAID INTERNATIONAL PRESSURE IS NECESSARY TO 
BRING IRAN BACK TO THE FOLD 

EVEN A RABBIT WILL BITE 

VIABLE \"WAY OUT.\" WHEN POLOFF POINTED OUT THAT IRAN HAI 
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ALREADY BEEN GIVEN SEVERAL OPTIONS FOR \"WAYS OUT\" BUT 
EXPRESSED NO INTEREST IN TAKING ANY OF THEM 

IRAN HAS A SPECIAL BACKGROUND AND HISTORICAL BURDENS. Ff 
LIKENED DEALING WITH IRAN TO DEALING WITH A PERSON WITH / 
DELICATE EGO AND TOO MUCH PRIDE 

ATTENTION TO THE \"WAYS AND MEANS\" OF DEALING WITH IRAN 
NOT TO ENFLAME THAT PRIDE. 


6. (C) IRAN 

DIALOGUE WITH THE U.S. AND THIS WOULD BE THE MOST DIRECT 
TO RESOLVE DIFFERENCES 

THE EU AND RUSSIA IN THE DISCUSSION CAN SOMETIMES CLOUD 
ISSUES AND CREATE CONFUSION IN IRAN ABOUT THE \"TRUE\" U.S 
POSITION. DISAGREEING 

IRAN IS NOT INTERESTED IN HONEST DIALOGUE WITH THE U.S. AN 
IRAN HAS NOT BEEN AT ALL RECEPTIVE TO RECENT 

STEPS BY THE U.S. TO FIND A WAY FORWARD. 


SHEBBA FARMS 

7. (C) CHEN SAID CHINA\'S OFFICIAL POLICY ON THE SHEBBA FARN 
ISSUE IS THAT THE CONCERNED PARTIES SHOULD CONSULT ABO 
ISSUE TO REACH A BALANCED RESULT. POLOFF NOTED THAT THI 
APPEARS TO BE SHIFT FROM 2000 

ENDORSEMENT OF ISRAEL\'S PULL-OUT FROM SOUTHERN LEBAN( 
ASKED WHY BENING NOW SEES THE ISSUE AS OPEN FOR DISCUS 
AND WHETHER THE PRC IS CONCERNED ABOUT SETTING PRECEL 
ITS OWN DISPUTED BOUNDARIES 

THE JOB AND REPEATED THAT THE ISSUE IS ONE TO BE RESOLVE 
THE INTERESTED PARTIES. 


CHINA TALKS TO SYRIA AND IRAN 


8. (C) DURING THE CONFLICT 

SYRIA AND ALSO MET SEVERAL TIMES WITH IRAN 

CHEN. CHINA URGED SYRIA TO USE ITS INFLUENCE IN THE REGIC 
IN A POSITIVE WAY 

THE CONFLICT. BEIJING CONVEYED SIMILAR MESSAGES TO TEHF 
SAID CHEN 

VIEWS\" ON THE ISSUE. ASSISTANT FOREIGN MINISTER CUI TIANK 
IS CURRENTLY IN TEHRAN TO DISCUSS THE IRANIAN NUCLEAR IS<¢ 
AND WILL CERTAINLY DISCUSS LEBANON DURING HIS VISIT. 


UNIFIL 


9. (C) BEIJING HAS NOT YET DECIDED WHETHER IT WOULD 
PARTICIPATE IN AN EXPANDED UNIFIL PEACE-KEEPING OPERATIO 
AND IN FACT 

PEACE-KEEPERS CURRENTLY IN LEBANON. POLOFF STRESSED T 
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IMPORTANCE OF AN EXPANDED AND CREDIBLE UNIFIL TO SUCCES 
IMPLEMENTATION OF UNSCR 1701. 

RANDT 


74907 

declarations that the cease-fire marked a Lebanese victory 

highlighted the heavy losses incurred by Lebanon because of 
Hezbollah\'s intransigence. Another columnist in \"Al-Khaleej\" warned 
the Lebanese against holding Hezbollah accountable for the recent 
conflict even after they helped defend Lebanon from Israeli 
aggression; instead 

accountable. Finally 

that the winner of the war was ultimately the Lebanese 

freedom they have achieved is worth any price. End Summary. 


2. On 08/15 
in his daily column in the Abu Dhabi-based semi-official 
Arabic-language daily \"Al-Ittinad\" (circulation 65 


\"Instead of investigating the catastrophe that has hit our Lebanese 
brothers and preparing Arabs to accept the reality of this tragedy 
some Arab voices have seen fit to declare it an overwhelming 
military victory for Lebanon over Israel. These Arabs forget that 

the million Israelis that have spent the past several weeks in 

shelters will tomorrow or the day after return to their homes 

whereas the thousands of Lebanese that have been killed will remain 
in their mass graves... Those who describe the tragedy in Lebanon as 
a victory over the Zionist military machine ignore the blood gushing 
from the Lebanese body 

alone. Victories are not mere slogans 

issued via satellite TV; instead 

hard figures 

sovereignty.\" 


3. On 08/15 
editorial in the Sharjah-based Arabic-language daily \"Al-Khaleej\" 
(circulation 90 


\"Even before the cease-fire came into effect 

voices were demanding that Hezbollah be held accountable for its 
actions in abducting the two Israeli prisoners and dragging the 

country into an unwanted war. And after the cease-fire 

voices are getting louder 

are still lying under wreckage and Lebanese blood is still pouring 

out 

Lebanese and Arabs across a wide range of ideologies. The Lebanese 
fighters showed courage in defending their country... It is a 

historical achievement 

able to stand so resiliently against Israeli aggression 

many other Arab nations remain constrained by their governments from 
fighting back or resisting the enemy. At the end of the day 
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Hezbollah is one of the groups that so valiantly defended Lebanon... 
Many of those that blame Hezbollah for Lebanon\'s destruction 
Hezbollah waged a sectarian or civil war in Lebanon and were not the 
victims of U.S.-Israeli aggression 

should be held accountable to whom? Shouldn\'t the resilient 
Lebanese hold the Arabs accountable for their impotence ?\" 


4. On 08/15 the Sharjah-based Arabic-language daily \"Al-Khaleej\" 
published the following in a lead editorial: 


\"Some ask who has own the war. | say Lebanon. This country 
represented by the Phoenix 

will not let anyone defeat it or displace its people... There is a 
difference between the flood of martyrs\' blood and the flow of 
poisonous words. The former stays 

Victory is priceless to those who understand what it means.\" 
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Classified By: Amb. B. Lynn Pascoe 


1. (C) SUMMARY: S/P Director of Policy Planning Dr. Stephen 
Krasner met on August 11 with Indonesian Foreign Ministry 
officials for a strategic dialogue on U.S.-Indonesian 
relations. Led by Secretary General Imron Cotan 
Indonesians stressed their desire to expand and deepen 
bilateral cooperation and announced Indonesia 

&elevate the relationship to a strategic level.8 Cotan 

listed maritime security 

in persons 

disaster and pandemic response 

Early Warning System as potential areas of cooperation. 
Cotan emphasized the constructive role the United States 
could play in ensuring the success of Indonesia 

democracy 

exchanges and a streamlining of the visa clearance process. 


2. (C) Cotan stressed Indonesia 

presence in Southeast Asia to counterbalance the rising 
influence of China and India 

maintain its tradition of nonalignment. Cotan said Indonesia 
was ready to work together to interdict vessels in its 
territorial waters and exclusive economic zone but restated 
GOI reservations about joining the Proliferation Security 
Initiative (PSI). He pushed for greater USG engagement to 
bring an end to the violence in the Middle East 

Indonesia 
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following an eventual settlement 

considering Indonesia as a candidate for the UN Security 
Council. 


3. (U) Per the request of Dr. Krasner 
summarises the Indonesian views presented during the talks 
and was not cleared by him. End Summary 


SHARED VALUES AND EXPERIENCES 


4. (C) Foreign Ministry Secretary General Imron Cotan 
initiated the policy planning talks by underlining the 
similarities and shared values between the two countries. 
Cotan pointed out the United States and Indonesia were the 
world 

and shared similar experiences as former colonies 

nations 

a common interest in combating extremism. 


5. (C) Cotan said Indonesia hoped to accelerate the pace with 
which bilateral relations were improving 

continuing to &expand and deepen ties 

attributed to the Foreign Minister and repeated throughout 

the discussion. 


AREAS FOR ASSISTANCE 


6. (U) Though optimistic about the state of U.S-Indonesian 
relations 

midst of a democratic consolidation process. The average 
Indonesian remained skeptical of the GOI 

translate hard earned political freedoms into better lives 
for its people. In this respect 

help lay the foundation for a stable 

by intensifying joint efforts to improve good governance 
eradicate corruption 

investment and trade 

and build the capacity of local governments. Indonesia would 
also be receptive to suggestions about how it could better 
position itself for assistance through the Millennium 
Challenge Account. 


7. (U) Noting the presence of over a dozen U.S.-educated 
Ministers in the current GOI cabinet 

the most important contributions the United States could make 
to the future of Indonesia and U.S.-Indonesian relations was 
through educational and cultural exchanges. Cotan argued for 
a more robust program 

scholarships for Indonesian nationals. In addition 
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asked the United States to re-evaluate current visa policies 
for Indonesia and study ways to simplify and expedite the 
clearance process. He asked that the United States devise a 
more sophisticated and balanced approach to visitors arriving 
to the United States with Muslim names. He said Indonesians 
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routinely were subjected to unnecessarily harsh treatment 
upon arrival to the United States 

had endured such treatment from U.S. border and security 
officials. 


8. (C) Turning to bilateral cooperation on terrorism 

cited the strong partnership between the two countries in 
support of the Indonesian request for access to Hambali. 
Cotan asked that the United States reconsider the Indonesian 
request 

Indonesian officials at least brief access to him 

them to portray the relationship as one of mutual cooperation. 


AREAS FOR COOPERATION 


9. (U) Stressing the significance of resuming bilateral 

military ties 

cooperation and partnership. He said Indonesia would welcome 
the opportunity to negotiate an MLAT with the United States 
enhance cooperation on extradition issues 

consular notification agreement and create the legal basis 

for exchanges of prisoners. 


10. (U) Cotan expressed confidence the United States and 
Indonesia could continue as partners on terrorism issues. He 
urged that bilateral cooperation increase in such areas as 
maritime security; combating drug smuggling 

trafficking in persons 

logging; improving natural-disaster and pandemic response and 
developing an Early Warning System for tsunamis. Addressing 
specifically the question of trafficking 

International Security and Disarmament Hasan Kleib thanked 
the USG for its continued assistance on trafficking issues 

and argued Indonesia 

been accurately reflected in the most recent Trafficking in 
Persons Report for Indonesia (Note: Indonesia was designated 
as a Tier 2 Watch List country). 


11. (U) On the subject of economic cooperation 
articulated a desire to conduct an economic dialogue with the 
United States. He acknowledged it was important that 
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Indonesia continue to tackle &pervasive corruptions in 

order to enhance the Indonesian business climate and attract 
investment; Indonesia hoped the United States would continue 
to work together with Indonesia to this end. Addressing the 
issue of international trade 

Doha Round had greatly disappointed Indonesia and would cost 
the country an estimated $1.8 billion. 


12. (C) Cataloguing this extensive list of potential issues 
for cooperation 

to its traditional nonalignment meant Indonesia could not 
allow itself to align itself one-sidedly with the United 
States. 


UNILATERAL VERSUS MULTILATERAL AND THE UN 


13. (C) On Indonesia 

Cotan said Indonesia preferred to exercise its influence 
through multilateral and regional fora 

concentric layers that included institutions and fora such as 
ASEAN 

Nations. Noting America 

hegemonic power 

America 

issues but emphasized the hope that the United States would 
also use its power to build consensus in multilateral fora as 
well. 


14. (C) In a discussion about UN reform 

for considering Indonesia as a candidate for the UN Security 
Council. As the world 

largest democracy 

United States on the UNSC and would seem to merit closer 
consideration 


PROLIFERATION SECURITY INITIATIVE (PSI) 


15. (C) Responding to U.S. urging that Indonesia join the 
Proliferation Security Initiative (PSI) 
Indonesia 
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groupings that lay outside multilateral fora 

United Nations and other international organizations that 
were open to all countries. Joining PSI 

membership 

policy of nonalignment. Kleib also alleged weakened U.S. 
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support for international WMD conventions (NPT 
in recent years had undercut their effectiveness. 


16. (C) Taking a different tack 

Indonesia was solely responsible for guarding its own 
territorial waters and its exclusive economic zone. 
Australia had interdicted Indonesian ships (mostly fishing 
vessels) in Indonesian waters (near the island of Roti 

of Timur) some 300 times 

the negative consequences of international enforcement 
regimes for the transport of people and goods in its own 
waters. Indonesia was ready to cooperate with the United 
States on exchanging intelligence and developing capacity 
toward interdiction 

with Indonesia 

strong stance on nonproliferation was evidence of its 
commitment to PSI objectives. 


THE MIDDLE EAST 


17. (U) On the Middle East 

two-state solution with Israel and Palestine living 
side-by-side in peace within internationally recognized 
borders 

in bringing hostilities between Israel and Hezbollah to a 
close. Noting the outpouring of support in Indonesia for the 
plight of Muslims in Lebanon and Palestine 

situation had radicalized the public discourse in Indonesia 
and had momentarily given militant groups an upper hand. 
Cotan appealed for a more balanced approach by the United 
States to the Palestinian and Lebanese problems 

what was perceived to be one-sided support for Israel 

help Indonesia contain Islamic extremism. 


18. (U) Cotan reiterated Indonesia 

plans to mobilize an Indonesian peacekeeping battalion that 
could be dispatched to the Middle East as soon as needed. 
Cotan stressed Indonesia could contribute such a force only 
under Chapter Six of the UN Chapter. 


19. (U) U.S. Participants: 

S/P Director Dr. Stephen Krasner 
Ambassador B. Lynn Pascoe 

Acting Political Counselor Daniel Turnbull 


Embassy Notetakers: Eric Kneedler and Michael Turner 


Indonesian Participants: 
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MFA Secretary General Imron Cotan 

MFA Deputy Director General of Policy Planning and 
Development Suprapto Martosetomo 

MFA Director of North American Affairs Harry Parwanto 

MFA Director of International Security and Disarmament Hasan 
Kleib 

MFA Director of International Treaties Arif Hava Oegroseno 
MFA Director of the Center for Policy and Planning 
Development - American and European Region Sjahril Sabaruddin 
Political Counselor to the Indonesian Embassy to the U.S. 

Arko Hananto Budiadi 

Notetakers 
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Terminate PKK/KONGRA-GEL Activities in Northern Iraq\" (ref a) 
lists Turkey\'s desired outcomes prior to and following 
US-Turkey-lraq trilateral talks on the PKK. The list 

includes political and public affairs 

other measures focused on curbing PKK activities in northern 
Iraq and elsewhere. The GOT\'s goal is a reduction of PKK 
attacks in Turkey through the removal of PKK encampments 
across the border in Iraq and the general hindrance of PKK 
activities in northern Iraq. In the following paragraphs we 
analyze Turkish desiderata in terms of their contribution to 
reducing PKK violence in Turkey. We should move quickly to 
bilateral talks and focus our -- and Turkey\'s -- attention 

on those measures that can be agreed on and implemented in 
the immediate post-trilat period to hinder PKK activities 

while fostering cooperation and mutual confidence between 
Turkish and Iraqi security forces 

Summary 


2. (S/NF) Before trilateral talks begin 

authorities 

condemning the PKK and endorsing the termination of the 
presence of the PKK in northern Iraq as the agreed goal of 
the talks. The GOT\'s goal is to create the atmosphere and 
political cover it believes are essential to entering into 
direct discussions with the Iraqi government and Kurdish 
authorities 

likely to continue. We should encourage Iraqi authorities 
including Kurdish leaders 

to close PKK front offices and dissuade PKK members from 
terrorism by articulating in a clear and public fashion their 
opposition to PKK terrorism prior to trilateral talks. 
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3. (S/NF) The GOT\'s desired outcomes for the immediate 
post-trilat period fall into several categories: 


-- KRG actions in northern Iraq 

front offices 

Turkey 

b) indicates Kurdish leaders have begun to take these 
promised measures. We need to ensure follow through and 
publicity for the actions taken -- preferably through the 

Iraqi and then Turkish media 

would not have the same impact. (Comment. We note there is 
some discrepancy between what Talabani reportedly promised 
the Turks and what he has told U.S. officials the KRG is 
committed to doing 

mobility). 


-- Security measures 

forces 

border area and ultimately throughout northern Iraq. This 
includes joint activities by Turkish and Iraqi forces to 

secure the border and the use of Iraqi and U.S. military 
action if other means fail. These measures constitute a 
continuum ranging from getting PKK out of the border area to 
their ultimate elimination from Iraq. 


-- Legal measures 

provide for the extradition to Turkey of PKK leaders and 
cadres 

cutting off of financial support 

This can build on our existing initiatives in Europe. 


-- Other measures 

propaganda 

cooperation 

These measures are not directly relevant to disabling the PKK 
but reflect ambitions to establish more routine cooperation 

in security matters. 


4. (S/NF) The GOT has provided us a menu of actions 
which can be achieved in the short term and others of which 
including the total removal of PKK camps and terrorists in 
northern Iraq 
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Turkish officials have made clear to us that their immediate 
and primary interest is that Talabani and Barzani implement 
in a concrete and public fashion 

PKK political activities and mobility in northern Iraq 

that PKK forces and encampments are removed from and kept out 
of the immediate border area. While such initial measures 
will not completely stop PKK terrorism in Turkey 

contribute to its reduction and will calm hysteria here. To 
date 

have done enough 

hard message to the PKK that its activities in northern lraq 
can no longer be tolerated. 


5. (S/NF) Security in the immediate border area is the other 
Turkish concern. PKK camps within 10-12 kilometers of the 
border constitute for the Turks a flagrant provocation and a 
nearly irresistible target for unilateral 

military action. A main goal of trilateral talks should be 

to find a mechanism whereby Turkish and Iraqi (probably 
largely KRG) security forces can cooperate to rid the 
immediate border area of PKK elements and impede the movement 
of PKK terrorists from Iraq to Turkey and back. A means to 
establish security in the border area 

stretches of difficult terrain 

fashion may be a reasonable deliverable for the trilateral 
talks. 


6. (S/NF) An initial bilateral meeting should review the 
state of play and the kinds of actions that could reasonably 
be taken to hinder PKK mobility and limit its cross border 
activities. We should avoid a line-by-line discussion of 
Turkish desiderata and focus instead on those actions with 
the greatest potential to have a short-term impact on PKK 
terrorism emanating from Iraq. Our longer-term agenda should 
be to foster direct coordination between GOT and Iraqi 
(including KRG) security forces that will build confidence 
and lead to more intensive bilateral counter-terror and 
security cooperation. 


7. (S/NF) Senior Turkish officials have spoken of the need to 
have the PKK declare a unilateral cease-fire 

complete and permanent cessation of hostilities. Some 
official efforts are underway 
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with imprisoned PKK leader Abdullah Ocalan and Turkish Kurd 
political figures 

chances are slim that the PKK will declare a cease-fire 

absent some immense concession on the GOT\'s part 
outcome would greatly ease the challenge before us. 
Meanwhile 

special representative and engagement in the trilateral 
process as soon as possible. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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list to Coalition forces. He said from April 1 to June 1 

that 189 IP members were killed and 384 wounded in Kirkuk 
province. He did not have statistics yet for June and July but 
believed those numbers have increased significantly in the past 
two months. He noted this as a specific problem because these 
officers were not being replaced and this loss weakened the 
police to a high degree. 


PRIMARY GROUPS RESPONSIBLE FOR ATTACKS 


5. (C) Mujahedeen Company: This organization was well 
organized with a strong budget 

composed from former elements of the Iraqi police and army under 
Saddam. He said the group received funding from former Ba\'ath 
party members 

receive support from their former enemy (Iran) 

the recent capture of Iranian intelligent agents in Kirkuk. He 
stated that under questioning the agents said they were willing 

to provide support because the failure of the coalition forces 

was more important than their hatred for each other. Qadir said 
that this sentiment was reinforced from several other sources 
including terrorist leaders who stated that the Ba\'athists were 
working with lranian support and that they have two major goals: 
to defeat the American forces and to cause sectarian strife in 
Kirkuk. (Note. There have been recent reports that the 
Mujahedeen Company has expelled Shia citizens from Hewija 
Sunni stronghold in Kirkuk. End Note.) Led by former army 
officers it also contains elements of Saddam\'s Fedaydeen 
according to Qadir. 


6. (C) Al-Tawhid al-Jihad (unified for holy war): This wing of 
the Al-Qaeda network was headed by Zarqawi and primarily used 
IEDs in their attacks according to Qadir. He noted this was a 
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group of Sunni hardliners who supported a small number of 

foreign fighters in Kirkuk city and Hewija. Qadir explained 

that this group (although perhaps not formally aligned with 

al-Qaeda at that time) was organized in Iraq prior to OIF and 

was tolerated by Saddam in order to seem accommodating to 

Islamic fundamentalism. He made reference to an incident where 
Saddam\'s son Uday beheaded several \"immoral women\" as a way of 
showing support for this group. 


7. (C) Ansar al-Sunna: A mixed ethnic group loosely affiliated 
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with Al Qaeda that works primarily for money. This group was 
formed on a Sunni ideological basis at the higher levels but the 
majority of its members in Kirkuk were not driven by ideology 

but by payment according to Qadir. Their primary methods 
included kidnapping for ransom and cells were organized to carry 
out static bombings. According to Qadir 

fight face to face. 


8. (C) Ansar al-Islam: According to Qadir this was a Kurdish 

group based out of the Halabja area. Qadir said the Kurd who 

was killed with Zarqawi was a known member from the Kahler 
district of Kirkuk. Qadir believed this group was still run 

from Norway by Najmuddin Faraj Anmad (Mullah Krekar). He stated 
that the group received funding and arms from al-Qaeda. The 
group was responsible for many attacks in Kirkuk and controlled 
villages in the Biyare area of the Surren Mountains between 

Halabja and the Iranian border where approximately 700 members 
including dozens of foreigners 


9. (SBU) Takferyeen: The smallest of the groups but one of the 
most dangerous according to Qadir. This organization encouraged 
suicide operations 

nature. He said that this group was not interested in money and 
felt that they had a religious duty to conduct jihad. Qadir 

noted that this group was also connected to Al-Qaeda. 


BIOGRAPHIC NOTE 


10. (SBU) Brigadier General Serhad Qadir has survived three 
assassination attempts 

sweets provided by a newly married colleague. After the 
poisoning he was rushed to Germany. After he recovered he 
returned to his position in Kirkuk. His brother 

member of the IP 

in the last three years. He joined the Peshmerga in 1982 
graduated from the Erbil police academy in 1992 
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subsequently held progressively responsible positions in the 

Erbil police department. He was the coordinator between Kurdish 
and Coalition forces in Kirkuk during OIF. He is supported by 

the KDP and maintains a close liaison with the KDP Asayish head 
in Kirkuk. 
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the enemies of Iraq and that Kirkuk would never become part of 
Kurdistan.\" Sherko said historically there has never been a 
problem between Shia and Sunni in Kirkuk but that Shia were now 
being expelled from the Hewija area. Sherko believed there were 
many Ba\'ath members in the police force. When asked about the 
de-ba\'athification process he avoided the question and said 
actually the main problem was that he had no power to fire 
policemen. He also complained that it took six months to hire 
new officers because of approvals needed from the MOI in 
Baghdad. When asked about the ethnic breakdown in the 
department Sherko said that Kurds patrol Kurdish areas and Arabs 
control Arab areas. He also admitted that he had not been in 

the Arab areas of Kirkuk Province in Hewija for years. General 
Sherko complained that the police couldn\'t do their best work 
because they are constrained by human rights issues and could 
not arrest or beat known terrorists. 


(C) POLICE CHIEF'S RETIREMENT 

2. (C) In March 2006 

General Sherko\'s retirement from the police force. At that time 
the council also heard speeches from 12 replacement candidates 
for the position of police chief. The council\'s action in March 
was taken only after several months of postponements and after 
three separate notices from the MOI in Baghdad insisting that 
Sherko retire. When asked about the process Sherko became 
defensive and said he would not retire and would remain in his 
position indefinitely. 


(C) LEADERSHIP ASSESSMENT 

3. (C) IPAO recently met separately with five top security 
leaders in Kirkuk including the heads of PUK and KDP Asayish 
the Turcoman Deputy Police Chief 

police 

varying degrees all commented that General Sherko was 
ineffective. Comments ranged from \"worthless\" and \"an under 
zero rating\" to derogatory references to his age and to the fact 
that he was useless. All leaders privately agreed without 
reservation that it was time for him to retire but noted that 

they were not willing to say anything publicly because they 
believed President Talabani protected him and that the American 
military preferred he remain. (Note. Sherko has on several 
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occasions produced a letter from the coalition saying he should 
remain in his position. End Note.) All five leaders stated he 
had little control over the force and that the regular police do 
not respect Sherko\'s orders. However 

be replaced there was little agreement as to who his successor 
should be. 
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the Iraqi side 

and give more legitimacy to the Iraqi government 
underscoring that its foreign relations had more dimensions 
than just its bilateral ties with the United States. 


Afghanistan 


4. (C) Basescu flew to Afghanistan directly from Iraq August 
11 to review the second of Romania 

of soldiers. Basescu met Afghani President Hamid Karzai and 
other Afghani officials 

the International Security Assistance Force (ISAF) and 
Operation \"Enduring Freedom\" (OEF) 

troops deployed in Kandahar 

Basescu had wanted to see the troops in Qalat especially as 
they had just redeployed to what he termed a \"more risky 
active region\" where they had seen fifteen attacks in their 
first ten days. 


5. (C) During his meeting with president Karzai 

praised Afghanistan 

Romania 

democratic institutions. Basescu promised Romania would 
continue to provide expertise in the field of civilian 
reconstruction and offered to train Afghani specialists in 
Romania. Stoian said 

agreed upon. Stoian said Karzai accepted Basescu 

visit Romania. The two presidents also discussed ways to 
enhance economic relations between the two countries. Stoian 
said they were impressed with the Afghani cabinet ministers 
and expected to increase contact with them during visits to 
Bucharest of the Economic and Defense Ministers. He said 
that Romania was invited to take part in projects related to 

the building of cement factories 

and irrigation systems and in the rehabilitation of roads and 
bridges. Basescu also invited an Afghani military delegation 

to come to Bucharest to explore how Romania could support the 
equipping of the Afghani Army. Stoian said there would be 
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movement in the coming month on establishing long-term 
military cooperation between the two countries. 


6. (C) Stoian reported the Romanian President had reaffirmed 
in a meeting with the commanders of the ISAF and OEF 
Romania\'s determination to fulfill its commitments towards 

its allies and to continue to contribute to the efforts of 
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the international community to re-establish the security and 
the stability of Afghanistan. According to Stoian 

also said that Romania would consider a NATO request to 
increase the number of its troops stationed in Afghanistan. 
(Note: Local UK Embassy contacts have told us that the 
request was for an additional company-sized unit 

reserves. End note.) 


7. (C) The local press continued to focus on Basescu 

remarks on the equipment of Romanian troops after recent 
declarations of Defense Minister Teodor Atanasiu that Romania 
could no longer properly fulfill its missions abroad due to 

old and unreliable equipment. Basescu was driven from the 
Kandahar airport to the military bases in a U.S. military 
Humvee vehicle. He told journalists accompanying him that 
Humvees would replace the Romanian military 

Basescu said this was an agreement he had made with U.S. 
Secretary of Defense Donald Rumsfeld during his recent U.S. 


SIPDIS 

visit. Basescu noted that his intervention brought the 
American vehicles \"into the field\" for the troops 

use. 


8. (C) Comment: President Basescu 

Afghanistan was likely designed to remind Romanians -- as 
well as the President\'s political antagonists -- of his role 

as commander-in-chief and principal architect of Romania 
foreign and security policies. This was particularly useful 

in the wake of recent calls by his Prime and Defense 
Ministers for a Romanian troop withdrawal from Iraq. 
Basescu 

Romanian firms 

who have charged that Romanian military deployments were 
doing little good for Romania 

broker deals or convince more business ties 

limited by both Romanian perceptions of the dangers of 
working in lraq as well as the lack of direct leverage that 

the President has over GOR economic policy. End comment 
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9. (U) Amembassy Bucharest\'s reporting telegrams are 
available on the Bucharest SIPRNET Website: 
www.state.sgov.gov/p/eur/bucharest. 
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of weak and contradictory actions on the part of the Home 
Minister. The incident did little to reassure Mukherjee 
already concerned about the GON\'s passivity in the face of 
Maoist abuses against Indian business people in Nepal. End 
Summary. 


TROUBLE ERUPTS IN BIRGUNJ; INDIAN CONSULATE THREATENED 
2. (C) On August 14 

told the Ambassador about the GON\'s mishandling of a serious 
threat earlier that day to the Indian consulate in the Nepali 
border city of Birgunj. The trouble began on August 13 after 

a Nepali bus driver carrying pilgrims across the border ran 

into a bike or motorcycle and injured the Indian cyclist. A 

mob of angry Indians pulled the bus driver from the bus and 
beat him up. Indian police intervened 

the bus made it back across the border to Nepal 

bus driver had dinner and promptly died. On the morning of 

the 14th 

believed to be Maoists 

in Birgunj and began to chant anti-Indian slogans and hurl 
rocks. Nepal police pushed them back for a time 

returned and planted a Maoist flag on the gate of the 

Consulate. Mukherjee told the Ambassador that at that point 
he instructed the Consulate\'s Indian security personnel to 

take \"whatever steps are necessary\" to protect the Consulate 
staff. 


GOVERNMENT OF NEPAL DITHERS 

3. (C) Mukherjee was particularly troubled by Home Minister 
Krishna Prasad Sitaula\'s failure 

entreaties 

police to secure the Consulate. The Indian Ambassador said 
it was not until he called Nepali Finance Minister Ram Sharan 
Mahat and threatened to cancel the signing by Mukherjee and 
Mahat of nearly USD 22 million in direct Indian budgetary 
assistance to Nepal that he got action. Only then did local 
law enforcement remove the body and disperse the protesters. 
According to press reports 

will pay compensation to the bus driver\'s family and \"will 
punish the (Indian) culprits.\" 


MAOISTS THREATEN INDIAN BUSINESSES 
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4. (C) The Indian Ambassador also voiced his anxiety 

regarding continued Maoist extortion and coercion of Indian 
businesses in Nepal. Mukherjee stressed that the Nepal 

Police should be acting firmly to ensure law and order 

including preventing Maoist abuses. His complaints 

the highest levels 

Ambassador suggested that Mukherjee should inform the Maoist 
leadership that the Government of India would hold them 
accountable for their cadres\' actions. 


COMMENT 

5. (C) The trouble in Birgunj appears now to be over 

poor showing by the GON in protecting a foreign diplomatic 
mission underscored the lack of direction on the part of 
Nepal\'s police. Sitaula\'s failure to take a hard line with 

the Maoists in his dual capacity as Home Minister and the 
Government\'s peace negotiator is undermining confidence in 
the GON by India 

Koirala. We will remind the GON that its temerity in 
addressing Maoist threats could end up putting foreign 


missions at some risk. 
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equipment.\" 


2. (C) This agreement to accept the EDA also solves a 
transportation problem for 500 night vision goggles the GON 
previously accepted for shipment. Since funds for a 
dedicated aircraft had been allocated by the GON for the EDA 
the same aircraft can also be used for the night vision 


goggles. 


Comment 


3. (C) The PM\'s decision presumably was driven partly by a 
desire not to lose the valuable equipment. The decision also 
reflects the GON\'s growing unease about Maoist intentions. 
MORIARTY 
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the efforts of the Government 

far unwilling to change the tax law. He elaborated that the 
Finance Ministry had been working on two tracks: one to 

change the existing law 

comprehensive law. When the Ambassador brought up a specific 
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case regarding a U.S. company 

answered that an official interpretation of the tax law 
published by the Council of Ministers 

should have resolved that case in the U.S. company\'s favor. 
After making a phone call to an assistant 

his answer 

court system 

Council of Ministers\' interpretation should be applied. 
Humaidhi at first stated that the interpretation was already 

in effect 

in which the interpretation had actually been applied. In 
summarizing the tax issue 

the problems with the existing tax policy but feared that 

with \"too many issues to manage\" the National Assembly was 
unlikely to change the law. 


3. (C/NF) The new Commerce Minister also said that any 
changes in tax policy would ultimately be up to the National 
Assembly. He referred to the draft law which would lower the 
maximum tax rate on corporations from 55% to 15% 
reiterated that its passage would be a matter for the 

National Assembly to decide. In the same meeting 
Undersecretary of Commerce Rashid Al-Sayed Yousef 
Al-Tabtabaei expressed his belief that the Council of 
Ministers\' interpretation had largely resolved the tax issue. 


4. (U) Referring to recent reporting in the local press 

the Ambassador asked the Minister of Commerce whether the 
Government was considering the implementation of a 
consumption tax. The Minister indicated that there had been 
no significant movement on this matter and that discussions 
were still in a very early stage. 
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cancer to eliminate it. Zeev claimed that Israel can confirm 
that it has killed at least 273 Hizballah fighters 

it has the names of the dead. He suggested Israel has 
probably killed more than 400 fighters. At the conclusion of 
his remarks 

moral and material support during its war with Hizballah and 
Hamas. 


Column 3 
4. (C) Responding to questions 


-- On Iran 

Iran had entered Lebanon over the previous few hours. He 
said that Israel hopes that the UN Security Council will be 
more effective on Iran than in its dealings with other 
matters presented to it. Zeev said that sanctions -- 
including on things like Iranian VIP travel to Europe 

the participation of Iranian scientists in international 
conferences -- can be effective. He listed the main 
questions as 

of Russia?\" Zeev called for the creation of a coalition of 
the willing to block Iranian-sponsored terrorism and prevent 
Iran\'s acquisition of a nuclear capability. 


-- On Syria 

and isolate it. Zeev said Israel is quite certain that 

President Assad is \"nothing like his father 

adventurist. He suggested that more human contact with Syria 
might be what is needed right now to moderate its behavior. 
Zeev claimed that Khalid Masha\‘al in Syria ordered Hamas in 
Gaza to kidnap the Israeli soldier 

-- On the Shebaa Farms 

Israel from Syria during the Six Day War. Zeev said there is 
a \"big debate\" about who it belongs to. He said Israel does 
not want Shebaa farms referred to in the UN Security Council 
resolution because it will allow Hizballah to declare 

victory. Zeev said that Syria says Shebaa Farms should be 
\"given\" back to Lebanon because Syria does not recognize 
Lebanon as a sovereign country. 


-- On the multinational force that would enter southern 
Lebanon 

Zeev said he expects that UNIFIL will be strengthened 
that there will be no embargo on shipments of weapons to 
Hizballah. He said Israel is not very optimistic about the 
situation. 


-- On the war with Hizballah 

iceberg.\" Zeev referred to President Bush\'s speech earlier 
in the week in which the President said that any solution 
must address the roots of the conflict. Zeev predicted that 
Israel will emerge victorious from Lebanon: \"If we do not 

it will be a failure for the free world.\" 


-- On terrorist cells in Israel 
West Bank 
Palestinians and Israeli Arabs. 


5. (C) Congresswoman Nancy Johnson strongly suggested to Zeev 
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that Israel needs to do a better job of making its case in 
the public arena. While Israel remained silent 

she observed -- was succeeding in getting the images it 
wanted out to the international public 

the aggressor 

victims. She cautioned that many people did not understand 
the link between Hizballah and Iran and Syria 

that Israel take some risks and make the case by revealing 
the evidence -- including captured weapons and prisoner 
testimony. Even if this involved revealing sensitive 
classified information 

silent. Several of the representatives implied that it would 
help them to address the concerns of increasingly vocal 
Lebanese-American constituents 

pressuring them on the basis of one-sided coverage of the 
war. Zeev responded drawing on long-standing Israeli 
positions regarding the release of classified information 
and media coverage of the war 

almost impossible to do what Congresswoman Johnson 
recommended. He nevertheless undertook to convey her 
suggestions to the appropriate officials. (NOTE: On August 
14 

captured during operations in southern Lebanon 

their Iranian and Syrian origins. END NOTE.) 


6. (C) At Tadiran Electronic Systems\' facility in Holon 
members of CODEL Miller received a briefing on Israel\'s 
missile defense system by Israel Missile Defense Organization 
(IMDO) Director Arieh Herzog. The briefing -- which took 
place in the IMDO\'s Active Defense Battle Lab -- showed how 
Israel's MD umbrella consisted of two layers: an outer 
umbrella -- the Arrow anti-missile system 

umbrella 

Detection of incoming missiles relies on a sophisticated 
over-the-horizon Green Pine radar and a network of 

satellites. The architecture can also incorporate naval 

assets like an Aegis-class guided missile cruiser. Herzog 
stressed that Israel's MD system is configured to detect and 
destroy incoming long-range ballistic missiles (e.g. 

and Shahabs) from countries like Iran and Syria. He said the 
system\'s operations crews are working 24/7 because of the 
Israel-Hizballah conflict. Herzog claimed that Iran is now 
developing longer-range missiles with sophisticated decoy 
capabilities designed to counter the Arrow missile system 

and to carry nuclear payloads. 


7. (C) Herzog noted that Israel's MD system cannot intercept 
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smaller Katyusha and Qassam rockets as they fly below the 
horizon. He said that the IMDO started a feasibility study 

with the U.S. Missile Defense Agency (MDA) in 2005 which has 
produced a possible solution to the Katyusha threat. He 
expressed IMDO\'s hope that the U.S. Congress will invest more 
in this area in 2007 

defense against short-range missiles and artillery rockets by 
the end of next year. In response to a question 

that Israel's MD system incorporates know-how and technology 
from several U.S. defense contractors and companies. 
Lockheed Martin supplies the radar seeker for range 
management 

electro-optical detectors 

is the main contractor. Herzog said that 50 percent of the 
Arrow missile components are produced in the U.S. 
Congressionally-funded co-production is key to the Arrow 
missile system. 


8. (C) The CODEL also watched two short film presentations 
that described how EUCOM assets deploy to Israel and take 
part in bi-annual Juniper Cobra missile defense exercises. 
The Juniper Cobra exercises of 2005 involved a U.S. 
Aegis-class guided missile cruiser and Patriot batteries. 

The next round of Juniper Cobra exercises are scheduled to 
take place 23 February - 30 March 2007. 


9. (C) At the Ministry of Defense in Tel Aviv 

received a tour d\'horizon on Israel's neighborhood from MOD 
Political-Military Bureau Head Major General (Res.) Amos 
Gilad. Gilad stressed that cooperation with Jordan was 
excellent and surpassed Israel\'s expectations in all areas. 
He suggested that Israel does not have to worry about 
terrorists entering Israel from the East 

stopped in Jordan. Gilad said that the relationship with 
Egypt is improving 

area was made as a result of having to coordinate with Egypt 
over the Israeli evacuation of the Philadelphi corridor 
between Egypt and Gaza. 


10. (C) Gilad said that Iran is the main threat to Israel now 

due to its regional superpower ambitions 

program 

including Hizballah and Hamas. Gilad laid out for his guests 

his view of the region 

strongholds -- \"Hamas-stan\" in Gaza 

southern Lebanon -- from where they plan to make their pushes 
against Israel. He said that Iran uses terrorism as a 
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strategic weapon 

support for Hamas and Hizballah representation in 
parliaments. On legitimacy 

unwillingness to declare Hizballah a terrorist organization 
benefits Iran. Gilad warned that an unacceptable situation 
will be reached when Iran demonstrates a nuclear capability 
thereby empowering it to unleash terrorist groups in the 
region 

nuclear deterrence. In view of this possible scenario 
stressed that Israel is grateful for U.S. leadership on the 
Iran nuclear crisis 

war against Hizballah and Hamas. 


11. (C) In their responses 

the USG and American people\'s support for Israel in its war 
with Hizballah. Representative Nancy Johnson made her case 
that Israel should do more to publicly demonstrate the role 

of Iran and Syria in Israel's war with Hizballah. She said 
Israel and western countries need to demonstrate that they 
have plans to rebuild Lebanon and its education system. 


12. (U) The participants in the various meetings on August 9 
included: 


ISRAEL 

MFA Deputy Director General Yoram Ben Zeev 

MFA Counselor Eyal Sela 

MFA Counselor Iris Sapir 

Israel Missile Defense Organization Director Arieh Herzog 
MOD Political-Military Bureau Head Amos Gilad 


U.S.A. 

Rep. Jeff Miller (R-FL) 

Rep. Nancy Johnson (R-CT) 
Rep. Clay Shaw (R-FL) 

Rep. Don Sherwood (R-PA) 
Rep. Edward Royce (R-CA) 
Rep. Henry Waxman (D-CA) (only at the lunch) 
Mrs. Waxman 

Mrs. Marie Royce 

HASC Staffer Doug Roach 
POL-MIL Officer (notetaker) 


13. (U) The CODELs did not have an opportunity to clear on 
this cable. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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The lead editorial in center-right O Estado de S. Paulo (8/12) 
maintained: \"Almost five years from the unprecedented September 11 
attacks 

futility and the boomerang effect of the war the US under the Bush 
administration has declared on terrorism. After the British secret 
service succeeded in aborting a plan to explode a dozen of 
commercial flights on their way to the US 

of the alternative way to fight the terrorist threat - not with 

bombs 

by legal means - has become equally evident.... In the current war 
planned violence and suicide attempts by enemies of civilized 
societies result not only in death and destruction 

collective hysteria 

defending them against barbarism 

opinion by authoritarian leaning governments such as the Bush 
administration.\" 


2. \"Our Man In Havana\" 


Economist Eliana Cardoso 

(MIT Press 

(8/14): \"Fidel Castro overthrew Fulgencio Batista\'s dictatorship in 
1959 to replace it with another dictatorship.... The old tyrant\'s 
methods still have a follower in Hugo Chvez and his unquenchable 
thirst for power.... Cuba\'s current economic situation is improving 
thanks to the high price of nickel 

assistance.... But the commander is dying. His legacy is still 
uncertain. An idyllic scenario would be that of Cuba\'s gradual 
reinsertion into the Latin American community 

of democratic elections supported by economic growth. However 
those who believe in Raul Castro\'s pragmatism doubt that he is 
planning a democratic transition.... Some say Raul is a good 
administrator and 

reinforce the economy even while preserving a regime that does not 
respect human rights. But Raul is too old and does not have Fidel\'s 
popularity. Speculations about his succession will soon begin. It is 
hard to believe that an island less than a 30-minute flight from 
Miami will continue to be impermeable to political changes following 
the dictator\'s death.... The Cuban economy needs shock therapy 
its success depends on the US\'s change of posture from confrontation 
to cooperation. The first US step should be lifting the commercial 
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embargo. Such embargos generally do not meet their goals and 
case of Cuba 

mobilize the world\'s sentiment against the US.... A second step 
would be Cuba\'s admission as a member of the World Bank and the 
IMF.... The transition of Central Europe\'s communist nations 
indicates that there is life after communism.\" 

McMullen 
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Liberal 

editorialized: \"Following a month of fighting and more than a 
thousand deaths 

the Israeli Army and Lebanese militia Hizbullah. Both were 
defeated.... The Israelis have found out that to partially leave the 
West Bank and build a fence surrounding the Palestinians is not 
enough to protect them from enemies. Hizbullah\'s situation is not 
better.... The militia suffered major losses.... It is true that the 
Lebanese united around the group 

against the attacker. But it will not take much time until 
two-thirds of non-Shiite Lebanese begin to realize that they were 
attacked because of Hizbullah. It will not be a surprise if 

things become calm 

emerge. Let\'s hope that their respective defeats are able to lead 
both sides to take concrete steps towards peace.\" 


2. \"War In Lebanon Will Cost Dearly To AIl" 


An editorial in business-oriented Valor Economico (8/15) opined: \"If 
unexpected developments - always a risky premise in the Middle East 
- do not occur 

multilateral force will replace Israeli soldiers who will have to 
withdraw.... The effects of the use of devastating force by Israel 

are far from being restricted to the physical destruction of 

Lebanon.... Israel counted on the US\'s total support and the 
sympathy of the immense majority of Israelis to invade Lebanon. This 
support was not sufficient because the military mission\'s goal of 
destroying Hizbullah\'s operational capability was unrealistic... 
Supported by Syria and Iran 

the ceasefire... Hizbullah seems to be stronger and more united 

than the Lebanese political force 

on the group. If the Israeli rightwing becomes strengthened and the 
trends of destruction of Lebanon are confirmed 

of US policy for the region will occur.\" 
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3. \"Rural Cuba\" 


Agronomist Xico Graziano commented in center-right O Estado de S. 
Paulo (8/15): \"With Fidel Castro\'s illness 

happen when Cuban socialism collapses.... Insecurity threatens Cuba. 
The loss of the commander may open the door to expectations and 
there is no feasible way to meet them. There will be popular 
frustration. The island will need help. Like a vulture 

Venezuelan caudillo 

bankrupted sugar plants. Poor Cuba. It gets rid of Fidel Castro\'s 

long and monotonous speeches 

claws of Bolivar\'s reincarnation. It is too unlucky.\" 


McMullen 


74930 

74931 

Doctorate degrees. Ruling party MP - and Rector of the 
University of Languages - Samad Seyidov told Poloff that this 
draft pushes much-needed educational reform and does not 
\"play games.\" Seyidov told PAO that the GOAud is already 
planning steps towards reform 

a first time western-style system of course credits for the 
entire University of Languages and for part of the State 
Economic University. 


3. (C) Although this draft has a new spin - the Council of 
Europe component - educational reform is an issue that 
Parliament has been discussing for years. Independent MP 
Gultakin Hajiyeva told Poloff that this issue causes the 
Azerbaijani public to view Parliament negatively 

\"keep discussing it but cannot come to a decision.\" She said 
that this is a very straightforward issue - that the GOAJ has 
committed to the Bologna Process 

with its commitment. Azerbaijan\'s education system is rife 
with corruption 

educational reform and 

Education. Over the past few months 

in the name of educational reform 

medical faculties in private universities 

this as another opportunity for the Ministry of Education to 
make a profit. Political analyst Rasim Musabeyov told Poloff 
that the main voice of opposition to this draft within the 
Parliament is that of the President\'s uncle 

Opposition MP Panah Huseyn confirmed that Aliyev is opposed 
to this draft 

health 

make the issue \"less complicated.\" 


LAW ON POLITICAL PARTIES 
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4. (C) The second most talked-about potential draft 

on Political Parties 

political parties. Under the current system 

parties do not receive funding from the GOAJ. The draft would 
also change the current process of registration for political 
parties. Independent MP Asim Mollazade told Poloff that the 
GOAJ must financially support political parties to keep them 
from falling prey to influence from Russia and Iran. Ina 
meeting with Poloff 

(thought to be closely aligned with the GOAJ - see ref a) 
agreed that GOAd financing would help stabilize political 
parties 

GOAJ 

registration process for political parties. He further stated 

that the new law would give the GOAu greater control over 
political parties 

principles of freedom of assembly. In a separate meeting with 
Poloff 
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that in most countries 

government to fund political parties. He shared his concern 
however 

GOAJ 

funding. 


OTHER POTENTIAL LEGISLATION 


5. (C) In conversations with Poloff 

the possibility of draft legislation on other topics. Ruling 
party MP Malahat Hasanova said that there are gaps in the 
current Law on NGO Registration 

during the fall session. Hasanova also mentioned that 
Parliament may examine the National Security Strategy (still 
to be completed by the GOAJ) and the National Military 
Doctrine (also pending completion) 

requirements. Independent MP Gultakin Hajiyeva agreed 
told Poloff that there is a \"real opportunity\" to discuss 

this during the fall session because the Speaker of 
Parliament 

interested in doing so. Hajiyeva also said that changes to 
the Law on Mass Media may be proposed 

Asim Mollazade echoed. MP Iqbal Agazade told Poloff that 
Parliament may consider changes to Azerbaijan\'s Election Code 
to better conform to international standards 

that of the Council of Europe. Agazade also mentioned the 
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possibility of a law that would reimburse savings that 
Azerbaijanis lost during the Soviet era 

mentioned by several other MPs. Many MPs also indicated to 
Poloff that much time - perhaps up to a month - would be 
spent discussing the GOAu\'s budget. 


AZERBAIJAN\'S DRAFT LAW PROCESS 


6. (C) Azerbaijan\'s system of adopting draft legislation 
makes it difficult to discern whether a draft actually exists 
or is merely a rumor. Although Parliament has the power to 
initiate legislation 

President\'s office. The public is not included in the draft 
process; in fact 

drafts. A draft is read aloud three times on the floor of 
Parliament 

reading. Opposition MP Jamil Hasanli told Poloff that MPs 
will be given the agenda for the fall session approximately 
one week before the session begins. Until that time 

is certain what issues will be discussed. It is also common 
practice for the agenda to be odified once Parliament is in 
session 


COMMENT 


7. (C) The fact that MPs - including ruling party leaders who 
serve as commission leaders - are still in the dark about the 

fall legislative agenda speaks volumes about the role played 

by Parliament in Azerbaijan. Little to no legislation 

originates within the Parliament 

viewed as being a weak and ineffective \"rubber stamp\" 
institution - a sentiment echoed by many MPs themselves. 
Newly elected Speaker of Parliament Ogtay Asadov says that he 
would like to change Parliament\'s role and sees the new USAID 
Parliamentary Assistance Program as a key part of the reform 
process. 

HYLAND 
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demands 

brutal aggression.\" The SARG has generally couched its 
disagreements with 1701 in support for Lebanon\'s \"national 
consensus\" and the Lebanese government\'s \"reservations\" with 
1701. The SANA statement issued August 13 also noted that 
UNSCR 1701 contained several items that impinged on \"internal 
Lebanese affairs 

1996 is the framework for judging any \"field confrontations 

that could emerge\" in the coming days. The Asad speech 
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repeated many of these reservations and points but wrapped 
them in a conspiratorial view of 1701 and the cluster of 
Lebanon-related resolutions that began with UNSCR 1559 
describing them as favoring American-lsraeli interests and 
directed \"against the Arabs.\" 


3. (C) DIPLOMATS WORRY ABOUT SARG TROUBLE-MAKING: Conta 
we have spoken with are pessimistic about the prospects of 
any positive SARG role that could contribute to 
implementation of 1701. The French DCM Nicolas Suran told 
the Charge August 12 that he did not expect Syria to be very 
helpful in the coming weeks 

interests were being ignored.\" Suran noted SARG 
disappointment that had set in during the diplomatic 
negotiations over the UNSCR 

had held out the hope that there would be more consensus for 
reaching out to Syria and ending its isolation. 


4. (C) Other diplomats here expressed similarly pessimistic 
assessments. Austrian DCM Doris Danler 

European viewpoint heard in Damascus 

not re-engage with Syria and take into account its interests. 
She too noted that the SARG is capable of playing a very 
subversive role in Lebanon and speculated that although it is 
likely to stand aside or express a degree of support for 

initial UN efforts 

fomenting violence against any international stabilization 
force. Danler saw less SARG disappointment than Suran with 
the diplomatic maneuvers that led up to 1701 

there was growing support from a part of the EU 

Spain 

Germany -- for ending Syria\'s isolation and reaching out to 
it. (Note: The German FM is scheduled to visit Syria within 
days 

accounts.) 


5. (C) SARG CONTENT TO LET HIZBALLAH DEFY UNSCR: Syrian 
contacts insisted that although the SARG had been caught a 
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bit off-balance by the diplomatic negotiations on 1701 that 

had seemingly ignored its interests 

\"military successes 

return the spotlight to the situation on the ground. 

Independent MP Basil Dahdouh told A/DCM the situation was \"a 
stand off.\" Dahdouh did not expect the Hizballah to actually 
attack any international troops 

necessary since they would likely be sufficiently intimidated 

by Hizballah\'s presence on the ground. Dahdouh added that in 
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his view it is unlikely that Hizballah forces will leave 

southern Lebanon or give up their weapons there. He pointed 
to the rapid return of Lebanese civilians to the south as an 
obviously Hizballah-orchestrated effort to create conditions 
where its forces could blend into the civilian population. 

Israel would \"control the heights\" to stop missiles from 

being fired across the border and would not likely withdraw 
soon 

so 


6. (C) SARG PLAN B CALLS FOR \"TREATING CRISIS WITH A 
CRISIS\": Foreign affairs analyst Imad Shueibi 

ties to Syrian intelligence and other senior figures in the 
regime 

but that in its official position it would \"stay within the 
international consensus on the resolution.\" Shueibi added 
however 

on the ground 

implementation phase. Concurring with Dahdouh 

that Hizballah would not leave the area and added that the 
Lebanese armed forces 

would not be able to disarm the militia. Any effort to put 

UN troops on the Syria-Lebanon border \"would not be accepted\" 
and would precipitate \"a coup d\'etat in Lebanon 

ominously. He described the current situation in Lebanon as 
\"an open crisis 

a crisis with a another crisis.\" While acknowledging the 
dangers of such an approach 

dangerous \"to put a country in the corner and ignore its 
interests.\" He called the current U.S. approach a mistake 
that would cause it problems in Lebanon as well as in lraq 
where \"Muqtader a-Sadr is so close to Nasrallah.\" Thus far 
a-Sadr \"has not moved in Iraq\" 

easily 

that Syria had influence it could use there if its interests 

in Lebanon were ignored. Shueibi pointed to the \"incredible 
popularity\" of Nasrallah in the Arab world as a brake on any 
regional support for U.S. efforts in Lebanon. 


7. (C) COMMENT: The SARG seems persuaded that 
term 

capable of standing its ground in the implementation phase. 
If Hizballah 

developments and external pressure 

circumstances are driving it towards a weaker position that 
might involve withdrawing from territory in the south or 
giving up its weapons 

active position 

of violence in the south by its proxies against any 
peace-keeping efforts and fomenting of instability in 
Lebanon. Meanwhile 
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advantage of the crisis to silence any opposition 

internal atmosphere has made clear the Syrian population is 
focused on Lebanon\'s suffering and Hizballah\'s \"victory 
rather than on criticizing the regime\'s repressiveness and 
corruption. The regime clearly hopes that the crisis will 
sideline the Brammertz investigation into the Hariri 
assassination. As countries within the EU move towards 
re-engaging with the SARG 

condition that engagement on specific positive steps by the 
SARG 

society 


CORBIN 
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THE MPS HAS YET TO CONDUCT THE INTERVIEW IT REQUIRES BEI 
ACTUALLY ALLOWING DEPARTURE FROM CHINA. 


SAUERBREY: BEIJING MUST ABIDE BY OBLIGATIONS 


3. (C) REVIEWING DISCUSSION WITH THE PRC ON NORTH KOREAN 
THE GLOBAL ISSUES FORUM (GIF) 

DOBRIANSKY INSIST BEIJING MUST LIVE UP TO ITS OBLIGATIONS 
UNDER THE REFUGEE CONVENTION AND ITS 1967 PROTOCOL. TH 
URGED CHINA TO ALLOW UNHCR TO PERFORM ITS MANDATED FU 
OF PROTECTING REFUGEES AND DETERMINING WHO IS A REFUGI 
WHO IS AN ECONOMIC MIGRANT 

HELPFUL TO THE PRC. 


UNHCR: PRC CONTINUES TO STONEWALL 


4. (C) CHOOSIN HIGHLIGHTED THAT UNHCR CONTINUES TO BE DE 
ACCESS TO THE BORDER AREA NEXT TO THE DPRK AS WELL AS T 
INDIVIDUALS. DURING HIS MARCH VISIT 

GUTERRES URGED CHINA TO STOP DEPORTATIONS OF NORTH K( 
CREATE A "HUMANITARIAN SPACE" IN NORTHEAST CHINA FOR N( 
KOREANS AND ALLOW UNHCR ACCESS TO INDIVIDUALS SEEKING 
PROTECTION. NOTING THAT THE PRC WAS NOT RECEPTIVE 

SAID THAT UNHCR WILL NEED A GREAT DEAL OF INTERNATIONAL 
SUPPORT TO GET BENING TO CHANGE ITS POLICY. A/S SAUERBR 
EXPRESSED STRONG U.S. SUPPORT FOR HIGH COMMISSIONER G! 
POSITION 

WILL SEEK ASYLUM AND THAT WE WILL REFER THOSE WHO APPR 
TO UNHCR 


NORTH KOREANS WHO APPROACH UNHCR 
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5.(C) IN RESPONSE TO A/S SAUERBREYS QUESTION 

THAT MOST NORTH KOREANS WHO APPROACH UNHCR ARE REFE 
NGOS 

THAT WHEREAS IN THE PAST 

INVOLVE ITSELF IN CASES WHERE NORTH KOREANS ENTERED UN 
PREMISES 

TO ASSERT PROTECTION OVER NORTH KOREANS WHO MADE COI 
BEIJING AND EVEN OTHER PARTS OF CHINA. ASKED ABOUT THE 
NUMBERS OF NORTH KOREANS WHO MIGHT WANT TO SEEK UNH( 
ASSISTANCE 

PROVIDED THE PRC AGREES. HE NOTED THAT UNHCR HAS RECE 
MORE APPROACHES SINCE WORD SPREAD THAT SOME NORTH K( 
REFUGEES HAD GONE TO THE UNITED STATES. ASKED ABOUT HC 
MIGHT WANT TO GO TO THE UNITED STATES COMPARED TO THE 
CHOOSIN SAID THAT MANY OF THE NORTH KOREANS SEEKING AS 
ALREADY HAVE RELATIVES IN SOUTH KOREA. HOWEVER 
PERCEPTION THAT GOING TO THE UNITED STATES WAS POSSIBLI 
MIGHT BE FASTER THAN GOING TO THE ROK WOULD ATTRACT M4 
NORTH KOREANS. 


\"PERSONS OF CONCERN" VICE REFUGEES 


6. (C) IN RESPONSE TO A/S SAUERBREY\'S QUESTION ABOUT HOW 
UNHCR DETERMINES REFUGEE STATUS FOR NORTH KOREANS 
SAID THAT UNHCR DOES NOT DO A FORMAL REFUGEE STATUS 
DETERMINATION. IN ADDITION TO THE PRC\'S REFUSAL TO PERMI 
DEPARTURE OF NORTH KOREANS IDENTIFIED AS REFUGEES 
SAID THAT UNHCR FOLLOWS THE HIGH COMMISSIONER\'S GUIDEL 
THAT NORTH KOREANS IN CHINA ARE ALL \"OF CONCERN TO UNH! 
BECAUSE OF THE POSSIBILITY OF VERY SEVERE PUNISHMENTS IF 
FORCIBLY RETURNED TO THE DPRK 

KOREANS IN CHINA ARE POTENTIAL PROTECTION CASES 

OF WHETHER OR NOT THEY ENTERED AS ECONOMIC MIGRANTS. 
RESPONSE TO SPECIAL ADVISOR PONTICELLI'S QUESTION ABOU" 
STATUS OF NORTH KOREANS WHO MOVE BACK AND FORTH TO Ct 
TRADING ACTIVITIES 

THE KEY FACTOR IS WHETHER NORTH KOREANS RETURN TO THE 
THEIR OWN OR ARE FORCIBLY HANDED OVER TO PYONGYANG\'S 
FORCES. IF THE LATTER 

SEVERE PUNISHMENT CREATES PROTECTION CASES. 


PRC/UNHCR LEGAL DISCUSSIONS? 

7. (C) A/S SAUERBREY ASKED ABOUT THE STATUS OF THE AGREEI 
BETWEEN HIGH COMMISSIONER GUTERRES AND CHINESE OFFICI, 
HOLD DISCUSSIONS ON RESOLVING CONTRADICTIONS BETWEEN 
SOVEREIGNTY AND THE OBLIGATIONS UNDER THE REFUGEE CON 
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AND ITS 1967 PROTOCOL. CHOOSIN SAID THAT AFM CUI TIANKAI H 
AGREED TO LEAD A PRC TEAM TO HOLD TALKS IN GENEVA ON HIS 
TO THE INAUGURAL MEETING OF THE HUMAN RIGHTS COUNCIL. 
HOWEVER 

ANOTHER DELEGATION HEAD WHO WAS NOT FAMILIAR WITH THE 
UNHCR HAS BEEN UNABLE TO FIND A SUBSEQUENT TIME CONVEN 
FOR CUI 


ROK ADMISSION POLICY 


8. (C) IN RESPONSE TO A/S SAUERBREY\'S QUESTION 

THAT THE ROK WILL NOT ACCEPT NORTH KOREANS WHO EXPRES 
DESIRE TO GO TO A COUNTRY OTHER THAN SOUTH KOREA. HOW 
IF THEY ARE FOUND INELIGIBLE FOR REFUGEE STATUS BY OTHEF 
COUNTRIES 

ALLOW THE NORTH KOREANS TO \"CHANGE THEIR MINDS\" AND S 
DESIRE TO RESETTLE IN SOUTH KOREA. 


OTHER REFUGEES 


9. (C) REVIEWING OTHER UNHCR ISSUES IN CHINA 

THAT THIRD COUNTRY OR \"URBAN\" REFUGEES ARE A MAJOR FO: 
THERE ARE CURRENTLY APPROXIMATELY 300 FOREIGNERS IN CH 
HAVE APPROACHED UNHCR 

PAKISTAN AND SRI LANKA. UNHCR HAS DETERMINED ABOUT 150° 
REFUGEES AND IS REVIEWING THE CASES OF THE OTHER 150 
ACCORDING TO CHOOSIN 

COOPERATIVE ON THESE CASES. UNFORTUNATELY 

IS LIMITED ONLY TO ALLOWING THEM TO STAY IN CHINA AND TO 
DEPART ONCE THEY HAVE BEEN OFFERED RESETTLEMENT. THE 
DOES NOT ALLOW THIRD-COUNTRY REFUGEES OR THOSE WHOSI 
ARE PENDING TO WORK OR HAVE ANY KIND OF LEGAL STATUS TF 
WOULD PERMIT THEM TO GET MARRIED OR GO TO SCHOOL. CHC 
SAID THAT UNHCR HAS REFERRED MANY SUCH CASES TO THE UN 
STATES FOR RESETTLEMENT. 


10. (U) A/S SAUERBREY CLEARED THIS CABLE. 
RANDT 
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REF: BEIRUT 2643 

Classified By: Ambassador Jeffrey Feltman for reason 1.4 (d) 
1. (S/NF) Reftel noted that Minister of Telecommunications 
Marwan Hamadeh -- who survived one assassination attempt 


already 
targeted. He heard a veiled threat in the 8/14 \"victory 
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speech\" by Hizballah Secretary General 

that he and two other ministers were described as members of 
the \"Golani brigade 

new Beirut newspaper presumed to be Iranian-funded. In 
handing a copy to the Ambassador on 8/14 and warning the 
Ambassador to \"be careful\" (as the Ambassador was also cited 
in the text) 

Syrian website as the most threatening of all. \"This is a 

death sentence 


2. (SBU) Below is the Embassy\'s informal translation of the 
article in question: 


BEGIN ARTICLE 
HEADING: \"THE TRUTH BULLETIN\" from Nizar Nayuf 


TOP LINE: Minister Marwan Hamadeh reveals Nasrallah\'s 
position in a new report from the Israeli journalist Naseem 
Aluuni (poss: Alwani) 


SUMMARY LINE: Hamadeh informs the Israelis that Hizballah 
sent dozens of tank snipers and elite forces to the south and 
has given the order to Hizballah fighters to continue 
confronting Israelis as long as they remain in Lebanon after 
cease-fire - the violent afternoon raid on Dahiyyeh (southern 
suburbs 

information in a message giving the whereabouts of Nasrallah. 


Tel Aviv: from Naseem Aluuni (poss: Alwani) 


Official Israeli sources close to Minister of Justice Haim 

Ramon revealed that the Israeli government received a message 
from Minister of Communications Marwan Hamadeh 

American Ambassador in Beirut Feltman 

SYG Hassan Nasrallah was in the southern suburbs (ad-dahiyyeh 
al-jannubiyyeh) of Beirut. The message 

verified through obtaining a document of a \"diplomatic\" 
character from one of the European missions in Tel Aviv 

proving it 

(about 2:30 p.m. Middle East time on August 13) in the 

Ruweiss area of the southern suburbs.\" The message also said 
that Hassan Nasrallah gave orders to dozens of tank snipers 
and hundreds of elite forces 

participated in the battles 

line in the south to clash with Israeli troops following the 

agreed upon cessation of hostilities at 8 am tomorrow (August 
14) morning.\" The message went on 

duped all of us. While he was telling us that his fighters 

will not prevent the deployment of the army (LAF) in the 

South 
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the cessation of hostilities to mean the cessation of fire 
across the border - Israeli air raids over Lebanon and rocket 
attacks on Israel. Apart from this 

affected so long as one Israeli soldier remains on Lebanese 
soil.\" 


According to the Ramon sources 

Israeli air force\'s \"lightening\" strike (coming ten minutes 
after the message) on the area indicated by Minister Hamadeh 
which was hit with 38 missiles. It is known that 18 bombers 
participated in the attack 

minutes. The sources revealed that the missiles which were 
used were of the bunker buster variety which had yet to be 
used and which Israel received from the United States this 
week via British airports. 


The sources described the raid as \"the most violent of its 
kind since the destruction of the city of Dresden in World 
War Two. The explosives weight was 31 tonnes 

buildings completely...\". Unconfirmed information indicates 
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that the explosives that were used were of depleted uranium 
type... (omitted material describes material destruction of 
loss of life of attack). 


An official statement from Hizballah denied that Nasrallah 
nor any other leaders 

Israeli attempt to assassinate Nasrallah at the beginning of 
the war in Bourj al-Barajneh area of Beirut) 


Did the Americans participate directly in today\'s attack? 


According to currently available information 

confirmed for obvious reasons 

logistical 

Military satellites and from American naval units in the 
Mediterranean. The sources in Tel Aviv say that the missiles 
were used in the raid 

capability of the Israeli air force to direct them with the 
necessary precision without relying on American space 
logistical support.\" Whatever the correctness of this point 
nevertheless what the American journalist revealed in the New 
Yorker today 

indicates that Israel and the U.S. coordinated the attack on 
Hizballah \"before Hizballah carried out the kidnapping of the 
two Israeli soldiers 

participated in preparing the attack on Hizballah 

would help in its preemptive strike on Iran. 


Column 3 
(Underlined) Accompanying the report was the following remark: 


Contrary to the normal journalistic professional principle 
\"the Truth\" announces that it is prepared to hand over the 
\"diplomatic document\" referred to above to any independent 
commission of inquiry 

civilians 

Lebanese minister is classifiable under the framework of 
\"helping to commit war crimes.\" And \"The Truth\" stresses 
Minister Hamadeh decides to pursue the publishers of this 
report 

presented in this report 

that. 


END ARTICLE. 
FELTMAN 
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finalize a deal. Ovcharov told Ambassador Beyrle on August 9 
that he was not sure if they could come to a final agreement. 
He also said the Russians have agreed to a phased-in period 
of price increases over five to six years 

transit fees. Aside from the price 

include the quantity of gas to flow through Bulgaria to third 
countries after 2010 

either this summer when heating prices are not as sensitive 
an issue 

October 22 presidential election; or in late fall after the 
election 

already burdened with heating costs. Ovcharov also stressed 
that Gazprom is pushing for a long-term agreement - possibly 
20 years. In addition 

more favorable financial terms in return for a stake in 
Bulgargaz\' pipeline 

will not agree to. 


4. (C) On the Turkey-Greece-ltaly Interconnector (TGI) 
Ovcharov offered that Bulgaria is interested in the project 
and would try to hook up the relatively short 70-75 KM 
distance from the Greek portion. He said Bulgaria has not 
discussed this with Greece 

for the origin of the gas 

him that Russia and Iran are working together to block a 
Trans-Caspian pipeline 

can be built on the Caspian without the agreement of all 
parties. Ovcharov has spoken publicly about the threat of 
Russian gas interests to Europe 

countries to be part of a common energy policy. But he has 
also said recently that Bulgaria must take care of its own 
problems 


Column 3 
Turkey 
Gazprom immediately. 


B-A PIPELINE: CAT AND MOUSE WITH THE RUSSIANS 
5. (C) Ovcharov told us not to expect activity soon on the 
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Burgas-Alexandropoulous (B-A) oil pipeline. The Russians are 
analyzing the financial aspects of the project 

feasibility studies 

Greece for 90 percent Russian ownership 

each for the host countries. Bulgaria wants to step up and 
build the pipeline 

and not for only a 5 percent share. Bulgaria sees its 

interests as strategic 

in the pipeline could give a bit more leverage in gas and 
nuclear plant talks. 


6. (C) Ovcharov also said that Bulgaria and Greece will float 
the idea of constructing the pipeline without Russian 
participation. Ovcharov recognizes that it will be nearly 
impossible to get financial backing without the promise of a 
Russian supply 

particularly in order to push Russia back off its recent grab 
for 90% control of B-A. Bulgaria also holds out some hope 
that Chevron might be interested in the project. On Caspian 
Pipeline Company (CPC) 

the Russian Minister of Energy who said Russian interest in 
CPC is to expand output 


BELENE NUCLEAR PLANT: RUSSIAN OFFER IS LEADING 


7. (C) The GOB closed the Belene bid review process on July 
22. Even before seeing the final recommendations from the 
National Electric Company 

Parsons Engineering is coordinating the bid process 

requested the two bidders provide better prices and faster 
timetables. Ovcharov is particularly interested in new 

prices from the Russian bidder 

sub-contractor for the Instrumentation and Control (I and C) 
Framatom 

offer for the | and C portion of the Skoda bid. Ovcharov is 
confident he will get acceptable prices 

to reconsider the viability of the project if not. When 
Ambassador Beyrle described the strengths of the Westinghouse 
proposal 

Kozloduy nuclear plants here 

\"Framaton/Arveal and the EU\" with a resigned shrug. Ovcharov 


Column 3 
also stressed that Bulgaria was not negotiating with Gazprom 
on the Belene deal. 


8. (C) Ovcharov has pointed to the technical superiority of 

the Atomstroyexport proposal 

as the one Russia is building in China. He described the 
Czech offer as fine 

20-year old technology. It is unclear 

GOB would allow a \"mix-and-match\" by switching Westinghouse 
in as the | and C portion of the plant. The real risk in 

this situation is if Gazprom bank or another Russian energy 
player were to become a major financial stakeholder in Belene 
- something that the GOB currently says will not happen. The 
GOB hopes to begin final negotiations with the winning bidder 
in early September. 


THE HIDDEN INTERESTS 


9. (C) Gas supplies 

Belene are intertwined. Russian interests 

back to Gazprom 

projects 

the Bulgargaz distribution grid if that were to be 
privatized. Ovcharov has denied that there is any linkage 
between the projects 

believe. In addition 

crime figures 

high-level GOB officials in bid-rigging 

illegal behavior in the energy sector (septel to follow.) 
Ovcharov 

professional career working with Russian energy interests 
took pains to describe to us measures he is taking to limit 
the activities of such players. His protestations are at 
least in part self-serving given the murky world behind the 
closed doors of a non-transparent negotiation process. 


COMMENT 


10. (C) While Bulgaria is a small player in Europe\'s energy 
market 
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Eastern gas and oil is potentially large. The increasing 
hunger of Gazprom and other Russian interests to play a 
larger role in almost all aspects of the Bulgarian market 
makes it very difficult for Bulgaria to isolate the Russian 
pieces in this Rubik\'s Cube. 


11. (C) We regularly stress to the President 
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and Minister of Energy the need for Bulgaria to diversify 
energy sources away from Russia. They agree 

pains to figure out how. Without a coordinated and serious 
European effort to address what appears to be a comprehensive 
strategy of Russia and/or Gazprom to reassert its interest in 
the region 

able to escape the Russian energy orbit. We strongly 
recommend a September visit by DAS Bryza to offer our 
strategic vision and energy outlook to help stiffen 
Bulgaria\'s resolve in the face of unrelenting Russian 
pressure. 

KARAGIANNIS 
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initiative to repair all damaged houses and give a hand to their 
owners as soon as possible.\" Nasrallah said that talk about 
Hizbollah\'s arms demands great responsibility and keenness. \"It 
is not in the interest of Lebanon to shift discussion about 
sensitive things from closed-door rooms to open dialogue; this is 
a big mistake. We refuse to enter into disputes that don\'t serve 
Lebanon\'s interest 

has achieved victory and said that those who want to disarm the 
resistance are going far beyond what the US and Israel have 
demanded from Lebanon and that the Lebanese army and 
international troops are incapable of protecting Lebanon against 
any Israeli assault. Nasrallah said that the coming days will 
uncover the losses of the enemy. He stressed that Lebanon\'s power 
lies in its resistance and national unity and called for 

resumption of national dialogue. 


Papers also reported a special session by the Israeli Knesset 
during which Israeli PM Olmert acknowledged that Israel has 
received painful and tough blows during its aggression against 
Lebanon 

resistance caused Israel great losses and made Israel pay dearly 
for its aggression. Olmert held himself responsible for the war 
against Lebanon 

Hizbollah\'s members at all times and in all places. \"I will not 

ask permission from anybody to do that\" he claimed 

UNSC Resolution 1701 as a political achievement for Israel. 


Papers also reported that Syrian Deputy Foreign Minister Dr. 

Faisal al-Miqdad discussed the latest developments in the Middle 
East and the Israeli aggression against Lebanon and Israeli 
practices against the Palestinian people with Rolf Mutzenich and 
Neils Annen 

German Parliament. Dr. Miqdad briefed the German MPs on Syrian 
policy vis-a-vis the situation in the region 

continuing Israeli occupation is the basis of problems in the 
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region. The MPs thanked Syria for facilitating the evacuation 

of German nationals from Lebanon through Syrian territory. They 
also voiced interest in continuing contacts between Germany and 
Syria 

in establishing a just and comprehensive peace in the Middle 
East. 


End of summary. 


2. Selected Headlines: 

\"President Asad today delivers a speech before the Journalists 
Union Conference on latest political developments in the region\" 
(Government-owned Tishreen 

\"Nasrallah 

Lebanon and the Arab nation [Umma]; talk about dismantling the 
arms of the resistance is harmful and exceeds the enemy\'s 
demands\" (Government-owned Tishreen 

\"The questioning stage commences in Israel. Israeli PM Olmert 
acknowledges painful blows from the national resistance. Israeli 
calls for investigation committees\" (Government-owned Tishreen 
8/15) 

\"Displaced Lebanese start to return to their homes. The enemy 
leaves behind presents for Lebanon\'s children: mines and cluster 
bombs\" (Government-owned Tishreen 

\"PM Otri reviews with a delegation of Arab engineers their role 

in rebuilding Lebanon\" (Government-owned Al-Ba\'th 
\"Information Minister Bilal: Israel responds to peace initiatives 
with more terrorism and massacres\" (Government-owned Al-Thawra 
8/15) 

\"Berri 

with the national resistance. Former Lebanese PM Hoss: The 


Muhammad Khayr al-Jammali 
Al-Thawra 
its war against Lebanon.... 


\"Illusions of power and arrogance led Olmert\'s government far 
from reality. It believed that its war against the Resistance 
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would take three days to one week at the longest to accomplish 
all its objectives 

removing its threat and arranging the situation in Lebanon in 
line with the new Middle East plan 

would be forced to sign a new capitulation agreement posing a 
more serious threat to Lebanon 

and its historical relations with fraternal Syria and its Arab 
surroundings than the threat posed by the 17 May 1983 agreement 
which was imposed on Lebanon under the spears of the Israeli 
occupation. 


\"That was Israel\'s major strategic mistake 
matter how powerful 
resistance with the will to fight and stand fast....\" 


Khalaf al-Jarrad 

wrote (8/15): \"Condoleezza Rice revealed that the main goal of 
the war against Lebanon was giving birth to a \'new Middle East\' 
by caesarian section through the \invincible Israeli army.\' 
Having done that 

their faltering operation. However 

one week after another did them no good 

Middle Rift [the writer uses the word \"sharkh\" meaning rift 
instead of \"sharq\" meaning East]--died before seeing 
daylight... 


\"We bet that the Zionist leadership 

has committed a fatal strategic mistake by expanding its ground 
offensive on Lebanese soil. In fact 

has taken a suicidal step for its army 

further north to the Litani River 

fall into the trap of the resistance. At that point 

Israeli soldiers will find themselves and their tanks in 

ambushes and faced by acts of confrontation and surprise 
attacks. The Zionist army will not leave the \'Lebanese quagmire\' 
crowned with laurels 

leave covered with disgrace 


Abbud As\'ad Abbud 
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Thawra 

acts of collusion in history 

of verbal 

opportunities for revenge and to complete the commission of the 
crime. 


\"But all of this trickery 

always been in Israel\'s favor. On the contrary 

been counter to its interests. Israel surprised its fans and 
supporters among those engineering the resolution that its 
capacity for revenge and vengeance was not at the previous 
level 

ability to reject oppression and to resist is far greater than 
Israel\'s capabilities. 


\"Mr. Kofi Annan 

represented by the Security Council 

stopping the aggression against Lebanon until after the passage 
of a whole month. This is what you announced during the session 
of the collusive resolution. And | respect the pain that you did 

not announce 

the United Nations that must be. | believe it is the right of 

the oppressed peoples on Earth to create another organization of 
nations. Perhaps it will be able to keep them safe from US 
hegemony and oppression. 


\"As for the delivery of Dr. Condoleezza Rice 
labor pains earlier 
deformed... 


Have we won? Yes and 

Arab history.... We are the ones who have created Israel. We 
created our affliction with our own hands. Who claims that 
Israel is a state that cannot be defeated? Who claims that its 
army is the strongest army in the world? It is Arabs 

they let Israel practically leave them behind and triumph over 
them in every battle.... 


\"Today we are on the threshold of new horizons with new givens 
and truths that have been confirmed by the Hizbollah fighters. 

It is a victory that is not influenced (and will not be 

influenced) by fighters sitting down on the banks of the Litani 

or on the banks of the Mediterranean. Has Hizbollah ever 
mentioned that its cultural concept of resistance stops at the 
boundary of a river or a sea? 


\"Oh you Israelis 

the illusion has fallen. We have exchanged places. So go look 
for the illusion of victory and Rice\'s disfigured baby while we 
celebrate for the resistance and for the new truths....\" 
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Charles Kamleh 

wrote (8/15): \"One who views the details of UNSC Resolution 1701 
discovers without any great effort or abundance of intelligence 
its shortcomings 

deceptive humanitarian scene. It leads to a result that says 

that the pressures that Washington and Paris have exerted to 
come up with a resolution such as this were 

acknowledgment of the failure to achieve the objective or policy 
of the aggression on the battlefield. [That objective] is to 

make the war a Lebanese-Lebanese war 

stage for accomplishing the US-Israeli plan... 


\"This resolution is a diplomatic achievement that serves 
Israel\'s interests.... It has absolutely absolved Israel of the 
consequences of its war crimes.... 


\"Did the resolution deal with the heart of the conflict? With 
Shab\'a Farms 

in parallel with the Israeli prisoners? Did it deal with the 

issue of compensation for the losses that Lebanon has suffered 
because of this US-Israeli civilization? Moreover 

resolution\'s intentional neglect of the issue of holding Israel 
accountable for its mass crimes. 


\"The limitless justification of any of Israel\'s measures under 
the banner of self defense is an international shortcoming that 
Israel uses whenever it wants. So the observer cannot but say 
that Resolution 1701 has not been an international resolution 
but an Israeli-US resolution carried out by the United Nations in 
the manner of Resolution 1559....\" 


Omar Jaftali 

wrote (8/15): \"When Israeli Foreign Minister Livni says that no 
power on earth can disarm Hizbollah 

about a bitter Israeli experience that Israel has not faced 

since the glorious October war about 33 years ago. The Israeli 
Minister is most aware of the military defeat Israel has 
suffered 
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and deadly and conventional weapons. Nevertheless 

failed in the real test 

useless without a confrontation in the field.... The enemy was 
the first to admit before the media that only fighters with 
excellent fighting experience and high resolve could engage in 
this type and method of fighting... 

\"Therefore 

resistance era par excellence 

against the neo-imperialist protectors of Israel 

been shocked to see the humiliation of their protege 

created to serve as their disciplining stick in the region. 
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force the government to steal our votes\" than give Chavez an 
easy victory. Alcantara argued that many members of the 
party believe they should fight for more transparent 

electoral conditions while supporting the single opposition 
candidate. Allup responded publicly to the criticism by 
insisting on August 10 that AD would not support Rosales\' 
candidacy since current conditions do not allow for a 
transparent electoral process. 


4. (C) The decision to boycott the election was not reached 
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through an AD consensus 

told poloffs on August 11 that prior to the August 7 

convention 

with promoting abstention and suggested opening up debate at 
the convention. During the convention 

quashed any substantive debate or dissent with his proposal 
forcing Marquina 

to deviate from the abstention position. Alcantara also said 

a significant faction within AD supports participating in the 
December vote 

who want to better position themselves for future 

legislative 

Alcantara opined that the abstention route did not benefit 

the opposition during the 2005 legislative presidential 

election and said that in a recent conversation 

opposition spokesman Pompeyo Marquez admitted the same. 
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5. (C) Ramos Allup is known to be abrasive 

unwilling to defer to other party members who dispute his 
positions (Ref A). AD\'s leadership has long been fractious 
and its recent inability to come to a consensus--even on an 
issue as critical as participating in the presidential 
election--is no surprise. Marquina also reportedly opposed 
withdrawing from the parliamentary elections and has long 
been at odds with Ramos Allup (Ref B). 


6. (C) AD insiders tell us that opposition presidential 
candidate Manuel Rosales may be able to sway some AD members 
into his camp and convince them to vote even if the National 
Electoral Council does not accede to all opposition demands 
for improved electoral conditions. According to the local 
press 

ranks with Ramos Allup and expressed their support for 
Rosales. Alcantara also said pro-participation AD members 
will work with Rosales 

candidate 

opposed to Chavez and revive the AD party machine. Both 
Poler and Alcantara 

over AD\'s position going into the election 

in their conversations with poloffs regarding the future of 

the party. Poler claimed that party membership has grown of 
late 

\"re-activating.\" 


7. (C) Ramos Allup still appears to be unilaterally driving 

AD policy 

leaders. He has become one of the most outspoken advocates 
of abstention since the 2005 legislative elections 

decision to boycott the December vote 

subsequent backlash 

tendency to hijack the decisionmaking process. AD\'s ongoing 
public debate will not lead to an AD split 

the continued leadership struggles that have plagued 
Venezuela\'s opposition. Nevertheless 

most to gain from the AD division if the former AD leader can 
attract the support of AD dissidents. 

WHITAKER 
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be needed to send Turkish peacekeepers to Lebanon. Turkish 
Parliament\'s summer recess will end on October 1 

speculate that an extraordinary session could be held on September 
19. Zaman reports Foreign Minister Abdullah Gul is expected to visit 
Syria 

possible deployment of Turkish peacekeeping troops to south Lebanon. 


Fikret Bila commenting in the mainstream Milliyet explains why 
Turkey is holding off on making a decision on participating in a 
peacekeeping force: \"According to Justice Minister Cemil Cicek there 
are three reasons why Ankara is waiting: 1) the UN resolution 
doesn\'t openly say \'ceasefire\' but says \'ending clashes;\' 2) the 
positions and attitudes of the countries involved are not clear; and 

3) the purpose and size of the force the UN will request is still 

not clear. It is obvious that Ankara would prefer to wait for a 

second and more concrete UN resolution before reaching a decision on 
troop deployment to Lebanon. It seems Ankara would prefer to 
participate diplomatically and professionally in regional and 
international issues 


Writing in mainstream Sabah 

participation: \"Will the troops sent there protect Lebanon or 

indirectly protect Israel by stopping terrorist infiltration from 

Lebanon? Do we send our children to military service to protect our 
borders or Israel\'s borders? As a UN member if we need to comply 
with the UN decisions 

the UN where they were when the PKK was coming through Lebanon\'s 
Bekaa Valley to attack Turkey?\' 


Rahim Er argues in favor of participation in the daily nationalist 
Turkiye 

\"Israel\'s one month long massacre ended yesterday with a UN 
decision. Now 

peacekeeping force in the region. There is no doubt that Turkey 
will send troops to this peacekeeping force and that the government 
is just waiting for a more concrete road map from the UN. When all 
is confirmed 

sent to Korea 

these peacekeeping forces is a well known fact globally. Turkey 
should take the lead in this peacekeeping force in Lebanon because 
we share almost the same culture and the same religion with this 
region. The people in the Middle East will trust Turkish troops and 
trust is everything.\" 


Ceasefire in Lebanon 

All papers say both sides in the Lebanon conflict claim victory 
despite the devastation. 

All papers report that Hezbollah leader Nasrallah said we have won 
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\"a great victory\" over Israel. Several papers note Israel is 
debating the reasons for its failure. Thousands of Lebanese 
displaced by war are returning home. Yeni Safak says Israel 
withdrew unsuccessfully 

devastated buildings. 


Israeli Prime Minister Ehud Olmert\'s scheduled to visit Turkey at 
the end of this month has been cancelled. Israeli sources said 
Olmert has cancelled all his visits to foreign countries because of 
the ongoing war in the region 

ceasefire. Two small groups of intellectuals and writers held a 
peaceful demonstration in front of the US missions in Ankara and 
Istanbul to protest against Israel. A mass anti-Israel rally will 

be held in Istanbul on August 20 with participation of NGOs 
academics 


Erdogan Marks AKP Fifth Anniversary 

All papers report Prime Minister Recep Tayyip Erdogan issues 
political messages at a press conference held yesterday to mark the 
fifth anniversary of his ruling AK Party 

determined to fight PKK terrorism 

patience in this issue should not be tested. He warned the 
international community not to provide shelter to the terrorist 
organization. Erdogan said AKP had started a new era for Turkey 
over the last five years. The PM also shrugged off criticism that 

his government had \"sold\" Cyprus. \"We gave away nothing in Cyprus; 
on the contrary 


Diyanet Opens Family Advice Offices 

Milliyet reports the state body overseeing religious affairs 

Diyanet 

religion-based solutions to family problems. Diyanet officials said 
six offices currently working to resolve conflicts between husbands 
and wives 

advise on issues such as honor killings had already drawn 
considerable interest. An official said in conservative societies 

the best way to reach out to people would be through clerics. 


TV Highlights 

NTV (8 A.M.) 

Domestic News 

- The ruling AK Party government submitted to President Sezer\'s 


approval a proposal to award outgoing Chief of Turkish General 
Staff 
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the third Turkish top military commander to receive the medal. 


- Iranian Petroleum Minister Kazem Vaziri Hamaneh and an 
accompanying delegation arrived in Ankara Tuesday morning to meet 
with Energy Minister Hilmi Guler to discuss Iran\'s exports of 

natural gas to Europe via Turkey. 


- Former UN spokesman Timur Goksel said Turkey should send to 
Lebanon a battalion of military engineers instead of peacekeeping 
troops. 


- Three people were injured in a small blast on Monday in the heart 
of Istanbul\'s main tourist district of Sultanahmet. The blast was 
caused by an explosive substance left in a bag under a park bench in 
the district. 


International News 


- The UN Human Rights Council is to send a special commission to 
Lebanon to investigate Israeli war crimes against civilians. 


- The PKK opened a new office in Baghdad after the terrorist 
organization\'s extension Democratic Solution Party was closed down 
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by lraqi authorities. 


- Iranian Foreign Ministry spokesman rejected claims that lran\'s 
nuclear program was at an impasse. 


- An American reporter and another unidentified journalist 
from Fox News TV 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
WILSON 
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crossing\" period in September 2005 

were allowed to switch parties 

293. The ANC also won 66 percent of the vote nationally in 
March 2006 local elections. The Democratic Alliance (DA) is 
the largest of several small opposition parties in 

parliament 

in all nine of South Africa\'s provinces. 


4. (SBU) The ANC is part of a tripartite alliance whose other 
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members are the South African Communist Party (SACP) and the 
Congress of South African Trade Unions (COSATU). The ANC-led 
alliance is a broad-based political movement in which schisms 
have appeared in recent years 

and COSATU\'s opposition to the government\'s economic 
HIV/AIDS 

likely to hold together 

their dissatisfaction with many ANC policies 

COSATU leaders remain intensely loyal to the ruling party and 
prefer to lobby for change from inside the alliance. They 

also likely calculate that splitting from the alliance and 

fielding candidates independently could have catastrophic 
electoral results. 


5. (SBU) President Mbeki remains securely at the ANC\'s helm 
but currently is embroiled in managing internal party 
tensions related to succession 

decisionmaking 

corruption trial. Mbeki\'s popularity 

high levels of crime 

HIV/AIDS crisis 

Africa\'s majority population 

five-year term. However 

percent of South Africans approve of the job he is doing 
figure almost identical to that of Nelson Mandela at the same 


point in his Presidency. Mbeki\'s standing within the party 

has taken a beating during the past year. Supporters of 

Jacob Zuma accuse Mbeki of conspiring against his party 
deputy; using charges of rape (on which Zuma was acquitted in 
May 2006) and corruption to ensure Zuma does not become the 
next ANC president. Many within the party\'s grassroots think 
Mbeki does not listen to or consult with ANC structures 

before making decisions 

selection of several hundred local candidates by ANC branches 
to ensure gender parity on party lists for the March 2006 

local elections. 


6. (U) South Africa has taken a high-profile role in 

promoting Africa\'s development. South Africa served as the 
first chair of the African Union until July 2003 and helped 

to establish continental institutions such as the Pan-African 
Parliament (which sits in South Africa) 

Security Council. President Mbeki is the driving force 

behind the New Partnership for Africa\'s Development (NEPAD) 
an African-developed program to strengthen economic and 
political governance across the continent and a framework for 
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productive partnership with the international community. 
South Africa led the negotiations which ended the conflicts 
in Burundi and the Democratic Republic of the Congo 

is playing a leading role in the mediation in Cote d\'Ivoire. 


7. (SBU) South Africa recognizes that 

regional political 

responsibility to participate in peace support operations. 
Approximately 2 

AU Missions in Burundi 

Ethiopia/Eritrea. While the U.S. has a strong policy 

interest in seeing South Africa expand and enhance its peace 
support capabilities 

has been limited by the suspension of FMF and IMET (about $7 
million per annum) military assistance because of the lack of 

an Article 98 agreement with South Africa. One positive 
development is South Africa\'s decision to participate in the 
African Contingency Operations Training and Assistance 
program (ACOTA) through which we can work together to enhance 
the capacity of the South African National Defense Force 
(SANDF) for robust participation in multilateral peace 

support operations. The first ACOTA training exercise will 

take place in late August. 


8. (SBU) Zimbabwe remains a continuing 

frustrating 

clear that South Africa wants political and economic reform 
in Zimbabwe 

behind-the-scenes talks has failed to produce results. SAG 
officials argue that additional pressure 

would have little effect on President Mugabe and could 
destabilize Zimbabwe (with spillover effects in South 
Africa). In recent months 

concerned about the deteriorating economic situation in 
Zimbabwe. 


9. (SBU) While overall U.S.-South African relations are 
positive 

issues that run counter to U.S. interests. For example 
South Africa abstained on the IAEA Board of Governor\'s 
resolution to refer the dossier on Iran\'s nuclear program to 
the UN Security Council. As current chair of the G-77 and 
former head of the Non-Aligned Movement (NAM) 

has taken up the cause of a greater \"South\" voice in 
international institutions 

an expanded UN Security Council 
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10. (SBU) As the dominant and most developed economy in 
sub-Saharan Africa 

other countries of the region. It is a middle income 
emerging market economy with GDP per capita of $5 

akin to Chile 

government\'s fiscal and monetary policies are excellent. The 
ANC government steadily reduced the fiscal deficit from 
nearly 6 percent of GDP in 1994-95 to a nearly balanced 
budget in 2005-06. The forecast for the 2006-07 fiscal 
deficit is 1.5 percent as a result of expansionary policies. 


The South African Reserve Bank (SARB) is independent and 
committed to low inflation. CPIX (CPI minus mortgage cost) 
inflation has fallen from 12.4 percent at the beginning of 
2003 to 4.8 percent (June 2006) 

to 6 percent target. Real GDP growth in 2005 climbed to 4.7 
percent from 4.5 percent in 2004 as a result of strong 
consumer spending. Analysts expect growth to slow to 4.2 
percent in 2006. 


11. (SBU) South Africa\'s single greatest economic challenge 

is to accelerate growth. Moderate growth since 1994 

averaging 3.2 percent a year 

address widespread unemployment and reduce poverty. The 
official unemployment rate 

recently begun to decline 

black South Africans than among whites. Income inequality 
between white and black South Africans remains high. Poverty 
is widespread. Fifty-six percent of black South Africans 

but only four percent of whites 

Nevertheless 

transfer payments and public services to close the gap. 

Nearly 1.5 million low-cost homes have been built to provide 
shelter to six million people 

provided with electricity 

to clean water. The government\'s broad-based Black Economic 
Empowerment (BEE) program provides ownership and employment 
opportunities to blacks and has helped the black middle class 
double in size since 1994. 


12. (U) Since 1994 

contributed approximately $1.217 billion toward South 
Africa\'s development 

Currently 

HIV/AIDS and strengthening the healthcare system 
unemployment through job-skills training and education 
creating models for efficient service delivery 
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gender-based violence as part of the President's Women\'s 
Justice and Empowerment Initiative (WJEI). A wide range of 
U.S. private foundations and NGOs are also at work in South 
Africa. Among them are the Gates Foundation (HIV/AIDS) 
Ford Foundation (higher education) 

Foundation (adult education). 


13. (U) Nineteen U.S. agencies 

Customs 

Africa: Embassy Pretoria and the three consulates in Durban 
Cape Town and Johannesburg. The Mission has 281 U.S. 
employees 

Mission staff provide regional services to other U.S. 
embassies in Africa. The Mission has embarked on an 
ambitious program to build safe office facilities. In FYO5 
we completed the new Consulate compound in Cape Town 
FY06 we will award the design/build contract for the new 
Consulate building in Johannesburg. 


14. (SBU) U.S.-South Africa trade grew 7 percent in 2006 
totaling $9.5 billion. U.S. exports were up 22 percent at 
$3.6 billion 

States declined 1 percent at $5.8 billion. In 2005 

Africa was the 35th largest trading partner of the United 
States 

U.S. export market in sub-Saharan Africa 

Nigeria and equal to Russia or Argentina. South Africa was 
the third largest beneficiary of AGOA in 2005. Its AGOA 
exports grew strongly in 2003 and 2004 but fell 17 percent in 
2005 due to declines in vehicle 

exports. Over 600 U.S. firms have a presence in South Africa 
with 85 percent using the country as a regional or 
continental center. South Africa\'s stable government 

fiscal and monetary policy management and 

standards 

U.S. businesses. South Africa has 

attract a proportionate share of foreign direct investment 
since 1994. Reasons include: crime 

Economic Empowerment policies 

and the slow process of privatization. The U.S. is the 
second largest foreign direct investor in South Africa ($4.9 
billion at year-end 2004). 


15. (SBU) Following six rounds of negotiations over three 
years 
South Africa 
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agreed in April that they could not conclude negotiations on 

a free trade agreement (FTA) by their target date of December 
2006. Negotiators subsequently agreed to deepen the 

bilateral relationship through a Trade and Investment 
Cooperation Agreement. The U.S. and SACU may meet later this 
year to develop the specifics of the agreement. 


16. (U) South Africa has the second largest number of HIV 
infections in the world. HIV/AIDS is the country\'s leading 
cause of death. Five to six million South Africans are 
HIV-positive 

estimated 800 

300 

millions of orphans and generate additional social and 
economic disruption. The number of AIDS-related deaths and 
AIDS orphans is expected to climb by 2010 to 5.2 million and 
1.5 million respectively. South African public health 

facilities suffer from an acute shortage of skilled personnel 
and laboratory and clinical infrastructure. Considerable 
investment in human resources and infrastructure is necessary 
to expand the national antiretroviral treatment program. 


17. (SBU) It is estimated that approximately 200 

five to six million HIV-positive South Africans are receiving 
antiretroviral (ARV) treatment. At the end of 2003 the SAG 
prepared and endorsed an operational plan to treat AIDS using 
ARVs in public facilities. Implementation of the plan has 

been slow in all provinces except Gauteng and Western Cape. 
It is likely that ARV drugs will not be widely available 

through government programs until late 2006 or 2007. South 
Africa has been a major recipient of Global Fund resources 
with major grants awarded to the Western Cape Health 
Department and a public-private consortium in KZN. Both 
provide some treatment funding. 


18. (SBU) The President\'s Emergency Plan for AIDS Relief 
(PEPFAR) is beginning its third year of implementation 

working with public and private sector prevention 

and care programs. To date 

$239 million through PEPFAR to support HIV/AIDS programs in 
South Africa 

Plan resources. The FY 2006 PEPFAR budget in South Africa is 
$221 million. After three years of funding 

Plan supports nearly 75 

programs in all provinces. In addition 

military has expanded prevention programs and publicly 
collaborates with the U.S. military and NIH on ARV-based AIDS 
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treatment research. The Cabinet has endorsed a comprehensive 
public sector HIV/AIDS treatment plan. 


19. (U) South Africa has the strongest research and training 
capacity of any country in the region 

partner in the fight against HIV/AIDS. USG agencies 
(including USAID 

with national and provincial health departments 

military 

care 

President Bush and President Mbeki confirmed last July a 
mutual commitment to expand HIV/AIDS collaboration 
particularly through the Emergency Plan. The mission has 
prepared 

strategic plan focused on treatment 

care 

vulnerable children. 
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the kidnapping of Gilad Shalit on June 25 

Palestinians have been killed and more than 790 injured in 
the course of IDF operations. Among those killed were 58 
Palestinians under the age of 18 and 25 Palestinian women. 


5. (SBU) In the West Bank 

a raid into the Askar refugee camp in Nablus 

Fatah activists. During the operation 

Palestinian woman reportedly died from heart complications 
due to tear gas inhalation. The IDF arrested at least two 

others 

entrance to the Ibrahimi Mosque/Tomb of the Patriarchs in 
Hebron. Palestinian militants also opened fire on IDF units 
operating in the northern West Bank on August 14. There were 
no reported injuries. 


Humanitarian Update 


6. (SBU) The Rafah crossing is closed August 15 
according to USAID Gaza-based staff. Rafah was last open 
August 11. 


7. (SBU) The Karni/al-Mintar and Nahal Oz crossings are 
open August 15 

reported that between June 25 (the date of the abduction of 
Israeli soldier Gilad Shalit) and August 15 

has been open 26 of 45 normal working days 

the time. 
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8. (SBU) All ten electricity feeder lines from Israel 
into Gaza are operational on August 15 
Gaza-based staff. 


DUFFY 
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recovery.\" END SUMMARY. 


2. (C) D/PolCouns and PolOff delivered Ref A demarche on 
August 10 to Ambassador Pieter Swanepoel 

Foreign Affairs Director for Mexico 

Andean Community & the Caribbean. Swanepoel 

African Ambassador to Mexico 

Cuba have \"very cordial\" relations 

the historical support the Castro regime provided the African 
National Congress (ANC) during the anti-apartheid struggle. 


3. (C) While South Africa \"appreciates and respects\" the U.S. 
position on promoting democracy in Cuba 

admitted that South Africa will never comment publicly on 
Cuba\'s internal political transition. Even in private 

meetings 

Cuba or raise difficult issues (even when the two governments 
disagree). Their bilateral meetings are \"relaxed\" and focus 
on \"common denominators\" 

avoiding contentious issues. To give a flavor for the tone 

of the meetings 

discussed at length at their January 2006 Joint Bilateral 
Commission meeting in Hermanus how South Africa might lobby 
other African states to support Cuba on U.N. Human Rights 
Commission votes. 


4. (C) In Swanepoel\'s opinion 

and Cuba will remain strong (\"business as usual\") even if 
President Fidel Castro hands over power to his brother or 
someone else. Because of the close historical nature of the 
relationship 

two countries will not change. President Mandela felt 
strongly that the ANC should not criticize those who 
supported the liberation movement during the anti-apartheid 
struggle 

ANC and SAG. 
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5. (C) South Africa is following President Castro\'s health 
closely 

regular updates on the situation 

responsible for compiling 

is severely shortstaffed and is able to provide only minimal 
information. President Mbeki sent two unpublicized personal 
notes to President Castro recently 

well message. Swanepeol read from the text of the get well 
note 

conveyed his support for the decision to hand power to Raul 
Castro so that that Fidel would have the \"necessary space for 
a full recovery 

Cuban people. 


6. (C) Swanepoel observed that the flow of official visitors 
between South Africa and Cuba continues despite Castro\'s 
illness 

scheduled to travel to Havana shortly 

numbers of provincial and local government officials. The 
two governments are currently discussing the idea of Cuba 


sending technical experts to South Africa to assist with 
public works projects (even if opposition leaders in the 
South Africa question the value of such assistance). 
Swanepoel also noted that the medical exchange program (Ref 
B) is winding down 

coming to South Africa on shortened contracts (three years 
vice five). The previous program 

since many of the doctors did not return to Cuba at the end 
of their service. (Note: under South African law 

who reside in South Africa for five years have the right to 
apply for permanent residence. End Note.) 


7. (C) The Cubans are working very hard to make the upcoming 
NAM Summit in Havana a success 

to be devoting enormous energy to the Summit and will try to 
\"revitalize\" the organization 

ineffectual in Swanepoel\'s opinion. President Mbeki and FM 
Dlamini-Zuma will attend the Havana Summit 

leads Cuba in September. 


8. (C) Only twelve years after the end of apartheid 
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ANC-led South African Government remains intensely loyal to 
President Castro and the Cuban leadership 

funded them during the anti-apartheid struggle. Swanepoel is 
a reliable Embassy interlocutor and has attended virtually 
every senior-level bilateral meeting with Cuba the SAG has 
held over the past four years. We trust his assessment that 
South Africa is unlikely to actively support calls for 
democracy in Cuba or to comment on Cuba\'s internal political 
situation either in public or in private discussions with 

Cuban officials. 


9. (C) That said 

are deeply committed to global democracy promotion and will 
find it uncomfortable to support a transition in Cuba which 
flies in the face of their democratic ideals and rhetoric. 

We will continue to stress the Ref A theme of support for a 
transition led by the Cuban people in which they determine 
their future through free and fair elections in our 
conversations with SAG officials at all levels. We encourage 
Washington to do the same in communications with South 
African interlocutors. 

Bost 
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launchers) 

Swedish contractor Ericsson (radars). The MBDA team submitted two bi 
offering their Mistral missile system. The MOD will make a recommend 
missile system package it prefers to the Government in the coming wee 
recommendation should at least earmark the company that will win the 
anticipate a formal announcement by the MOD in September. 


8. (SBU) The Embassy has been actively cultivating a solid relations 
and adapting to their needs. To date 

favorable position through the technical and financial phases of the 
confident that if the decision is based on performance and price 
outright. However 

Reviewing MBDA\'s strategy in previous competitions 

every resource at their disposal 

order to gain the necessary influence to force a favorable selection. 


SUGGESTED POINTS 

9. (U) During your meeting with Prime Minister Andrus Ansip you may 
-- Express appreciation for Estonia\'s ongoing support in Iraq and Afg 
critical time and encourage Estonia to extend its troop commitment in 
December 31. While Estonian contributions are small in absolute numb 
have provided staunch support in the GWOT. Estonian troops are on th 


international efforts to stem the heroin trade from Afghanistan. 


-- Note Estonia\'s formidable economic progress and its high ranking i 
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Economic Freedom. Underscore importance of maintaining continued tra 
investor-friendly environment to further economic success. 


-- Encourage a fair and transparent decision process for the short ra 
missile system tender that is based on performance and cost. As this 
military tender 

not prejudiced by politics. 


WOS 
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the Security Council against the Arabs. While the resolution 
had some positive points 

killing of innocent people 

resistance 

said Asad. While he did not express outright opposition to 
the resolution 

interest trump international resolutions 

to fighting or war.\" 


3. (U) Asad noted that the diplomatic efforts that preceded 
the passage of 1701 indicated that \"the Arabs have no weight 
in international forums.\" He also stated that 1701 is part 

of a cluster of Lebanon-related UNSCR\'s 

1680 that legitimized Israeli and U.S. interests at the 
expense of Arab interests. In Asad\'s view 

help of the UNSC 

meets the demands of Israel 

victory and compensate for its military defeat. Asad claimed 
that it was Hizballah\'s military strength and the facts on 

the ground that helped improve some of what he termed the 
worst aspects in the initial draft resolution. He drew from 
this claim the larger point that Arabs cannot rely on \"the 
international situation\" but must find ways to obtain 
positions of strength. 


4. (U) Asad expressed concern for the implementation phase 
and urged Arabs support Lebanon and \"turn the military 
victory into a political gain 

process.\" He added that \"the battle starts now in Lebanon 
and noted that \"not only we in Syria are standing with the 
resistance (Hizballah) 


5. (C) Asad attacked unnamed Arab leaders (clearly 
understood to be those of Saudi Arabia and Egypt) for 

initially describing Hizballah\'s abduction of the two Israeli 
soldiers as adventurous. He made several broader points that 
cannot have been well-received in those capitals: 


-- Arabs have failed in the peace process because they did 
not maintain other options besides peace 
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option of war 


-- We ask the Arabs to stand with us 
vision 
what is appropriate; 


-- Arab officials should side with their people and with the 
resistance; and 


-- The steadfastness of the resistance compelled Arab foreign 
ministers to change their divergent positions and adopt a 
unified position in Beirut. 


6. (SBU) Asad also attacked the March 14 group in Lebanon 
indicating at one point that some in it had encouraged Israel 
to attack Lebanon and bore responsibility for the war and the 
destruction in Lebanon. Mentioning the March 14 group in the 
same context as the short-lived May 17 

between Lebanon and Israel 

has used in many of his speeches over the past year) seemed 
to hint -- according to some analysts -- that the current 
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government of Lebanon is an agent of Israel. 


7. (SBU) Asad called the American role in the peace process 
essential but added that peace could not be achieved under 
the current American Administration. He attacked Israel in 
unprecedentedly strong language for him 

not in favor of Israel and that future Arab generations will 

find a way to overcome and \"get rid of\" Israel. 


8. (C) COMMENT: Regional Arab commentators commenting on 
Arab satellite TV described the speech as defiant and in 
essence suggesting Bashar\'s readiness to accept serious 
friction with several key neighboring regimes and long-time 
allies 

Some described him as looking tired and nervous at the 
beginning of the speech 

speech seems to point to Bashar\'s renewed self-confidence. 
Most of Asad\'s speeches since the issuance of the first 
UNIIIC report last fall have been combative and defiant and 
this one was no exception. An Egyptian diplomat commented 
that the speech 

received here 


CORBIN 
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operations\" are not involved in music piracy in Turkey. 
Most often MUYAP has encountered small 

operations consisting of three to five people. 


3. (SBU) Recently 

piracy in Turkey from street sellers and shops to the 
illegal distribution of music files online. The spread 
of the Internet and the small size of individual song 
files 

(commonly known as MP3\'s) 

greater ability to easily download song files illegally. 
As connection to the Internet has become faster and 
easier 

for people looking to illegally obtain music. Kilic 
admitted to us that Internet piracy is hard to monitor 
and that the legal aspect of pirated music online is 
more complicated 

to the industry today is the Internet. 


4. (SBU) MUYAP focuses its activities on three core 
sectors: lobbying and legislation 

and street operations. In terms of street operations 

prior to April 2005 MUYAP had difficulty achieving 
success. In April 2005 MUYAP joined forces with AMPEC 
the Turkish branch of the MPA (Motion Pictures 
Association) and has found greater success as a result. 
AMPEC manages street operations for both organizations 
and has full authority for MUYAP in the operations. 
Operations now occur year-round and Kilic stated that 
there are generally between eighty and a hundred raids a 
month. MUYAP does not physically accompany the police on 
the raids 

MUYAP believes there is a piracy problem in a given 
province 

representatives from the association 

municipalities 

2005 there were 709 operations resulting in the seizure of 
335 

2006 

seized in raids. 


5. (SBU) Despite recent successes 
focus should be moved away from raids and towards shop 
inspections and licensing. A current problem is legal shop 
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owners selling illegal CD recordings from downloaded MP3\'s. 
This poses a problem for law enforcement and MUYAP because 
the shops are legally registered and pay taxes 

warrant is needed to search the premises. He expects that a 
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new certification law would be promulgated in 2007 providing 
for the licensing of shops by the Ministry of Culture. 

Although he did not elaborate 

licensing regime \"will help 

real people who make MP3 CD recordings as a profession.\" 


6. (SBU) MUYAP dedicates a separate section to Internet 
piracy and has reportedly been successful 

\"213 sites through court decisions\" and making other 

sites amend their site content by issuing warning letters. 
Kilic noted that previously there was no legal source to 
download MP3\'s in Turkey. That situation has now changed 
and licensing agreements have been signed with DEM (Dogan 
Elektronik Muzik) for the website www.muzikplay.com and 
PowerClub for the website www.powerclub.com.tr 

70 

and download. He proclaimed that \"compared to some other 
European countries 

down pirated music websites 

Internet-based piracy was \"hard to monitor.\" Sites may be 
closed 

facilitating peer-to-peer sharing\" 

Additionally 

shut down 

continue to offer pirated music. Of particular difficulty a 

re website forums which facilitate peer-to-peer exchange 
but don\'t offer the music themselves. Moreover 
\"responsibility is ambiguous\" and \"it is hard to see when 
legality ends and illegality begins.\" Kilic noted that 
difficulties with Internet piracy are not limited to 

Turkey 

legal basis\" to combat the problem. 


7. (SBU) Kilic explained that there has been recently a lot 

of progress in terms of legislative infrastructure against 
piracy. \"Legislation is very good 

where we should be.\" One issue however 

\"implementation might be a problem\" since there is a social 
aspect to the criminal cases brought against pirates. 
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\"There is a debate ongoing 

differentiation (in terms of fines) between the little guys 
and the big guys 

let him free because they feel that the sentence is too 
harsh 


8. (SBU) By joining forces with AMPEC 

more successful in combating retail level piracy. MUYAP 
appears to have also achieved some success in shutting 
down illegal music file distribution on the Internet 
however it is clear that MUYAP will continue to face 
difficulties combating online music piracy. Nonetheless 
Kilic is optimistic and believes MUYAP can become more 
successful in its anti-piracy efforts. 

OUDKIRK 


2. (SBU) In January 2006 the GOE passed its National 
Action Plan (NAP) to combat trafficking in persons 

(TIP). One of the key elements in the NAO was for 
greater GOE consultation and cooperation with Estonian 
NGOs. However 

many NGOs have criticized the GOE\'s efforts 

called for greater transparency 

in development of TIP policy. On July 19 

a roundtable which brought together the leading Estonian 
TIP NGOs to assess the strengths and weaknesses in the 
GOE\'s efforts to combat TIP. 


3. (U) The discussion centered on the lack of formal and 
regular channels of communication between GOE and civil 
society. A recent case mentioned by the NGOs highlights 
this lack of cooperation and information. In July an 
Estonian minor (a sixteen year old girl) was approached 
in Tallinn to be an au pair in Turkey. When she 
contacted the Estonian Embassy in Ankara 

unable to refer her to the NGOs that specialize in 
providing background check information for those 
interested in working abroad. It was only by the 

minor\'s initiative that she was able to find the 

relevant NGO and be informed of the dubious nature of 
the job offer. As most young people cannot be counted 
on to check out job offers this thoroughly 

were concerned by how many trafficking cases could be 
prevented by a better referral system. 
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A little help from new American friends 


4. (U) Immediately after the roundtable 

conducted to bring together the Estonians NGOs at the 
roundtable and two US based anti-TIP NGOs (\"SOS Boat 
People\" and \"Polaris Project\"). The DVC focused 
primarily on an exchange of information and best 
practices in three areas: fostering a positive 
relationship with the government; approaching non- 
governmental agencies (i.e. 

assistance/funding; and victim assistance. Because the 
tradition of non-governmental organizations is a 
relatively new notion for Estonia 

were eager to find out how their American counterparts 
ensure successful operation in combating TIP and 
securing regular funding. The most serious obstacle 
Estonian NGOs face is insufficient funding. Estonian 
NGOs are still heavily dependent upon sporadic funding 
from the GOE and hesitant to seek alternative funding 
from the private sector (i.e. 

foundations 

studiously peppered their U.S. counterparts on this 
topic and found their methods (from fund-raising to cost 
cutting) extremely topical and helpful. 


5. (SBU) Due to Estonia\'s small population 

still communicating with the GOE and law enforcement 
agencies based on personal connections rather than any 
institutionalized mechanism. As a result 

officials change positions or NGO advocates leave their 
organizations 

often lost and need to be recreated. The American NGOs 
encouraged their Estonian counterparts to explore the 
possibility of concluding a written memorandum of 
understanding (MOU) with the GOE and to work out a 
formal victim referral mechanism with the GOE. Not only 
would this greatly enhance NGO-government cooperation 
but also assist in TIP-prevention and victim assistance. 
Polaris described an inter-agency task force in the 
Washington 

governmental representatives 

According to Polaris 

in coordinating local DC government efforts as well as 
institutionalizing the communication and coordination 
between government agencies and NGOs. 
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6. (U) The U.S. NGOs also shared a number of concrete 
practical tips for improving victim\'s assistance. For 
example 

the funds to maintain a 24 hour hotline 

volunteers to act as \"duty officers\" and have the 

hotline redirected to their cell phones on a rotating 

basis. 


7. (SBU) Comment. As the Estonian NGO community is 
still relatively new 

merely criticize the GOE without offering realistic 
alternatives or areas of cooperation. During the 
roundtable and DVC 

common ground with the GOE and consider tangible and 
feasible cooperation efforts. The Estonian NGOs made 
great use of their opportunity receive tips from the 

U.S. NGOs. One of the Estonian NGOs 

Tomorrowm\" 

counterparts to get contact information of additional 

U.S. NGOs working on TIP. End Comment. 
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that they are no longer viewing daily images of Lebanese 
civilian casualties and destruction. The Cabinet August 13 
released a statement hailing Lebanon\'s \"heroic solidarity and 
solid resistance.\" The statement also welcomes UN Security 
Council resolution 1701. The press continues to cover the 
activities of a delegation representing seven political 
societies on its visit to Damascus and Beirut 

members met with Hizballah MPs and other Lebanese 
politicians. Shia contacts have told us that the United 
States undermined its interests in the Arab world by 
supporting Israel and not taking serious action to implement 
an early ceasefire. Press commentary remains vitriolic 
saying the U.S. is trying to create a new Middle East through 
death and destruction in Arab countries. The cessation of 
hostilities greatly relieves pressure that had been building 

in Bahrain 

its focus to domestic issues in the run-up to the fall 
parliamentary and municipal elections. End Summary. 
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2. (C) Many Bahrainis have reacted with joy and relief to 
implementation of a cessation of hostilities in Lebanon - joy 
at what is perceived to be Hizballah\'s \"historic victory\" and 
relief that the violence has ended and graphic images of 
Lebanese civilian casualties and destruction have stopped. 
The Cabinet August 13 issued a statement \"greeting the 
Lebanese people for their heroic solidarity and solid 
resistance to Israel\'s brutal offensive on civilians and 
infrastructure.\" The Cabinet also \"values the tremendous 
efforts exerted by the Lebanese government and the UN 
Security Council in reaching resolution 1701 

for a halt of military operations 

positive political step toward ending the cycle of violence 

in Lebanon that claimed huge losses in human lives and 
material damage.\" 


3. (SBU) Following Hizballah Secretary General Nasrallah\'s 
public pronouncement of victory the evening of August 14 
people took to the streets to celebrate 

There were car parades in the heavily Shia areas of Manama 
Sitra 

Budaiya. A Bahrain On-Line chatroom participant posted an 
item saying that residents of the village of Jid Ali 

distributed candy and sweets until plain-clothes police told 
them to stop. Rarely seen before the conflict 

flags are now a common sight. Participants in demonstrations 
and marches carry them 

for Lebanon. Hizballah stickers on car windows have begun to 
appear. 


4. (U) The press is closely following the activities of a 
delegation representing seven local political societies to 

Syrian and Lebanon. After meeting with Lebanese refugees and 
relief groups in Damascus for several days 

traveled to Beirut early Monday morning and met with 
Hizballah members of the Lebanese parliament and former PM 
Salim Al Hoss 

Berri Tuesday. In a front-page news item 

(and leading Shia opposition society Al Wifaq foreign 

relations director) Saeed Al Majed said the group was ina 
meeting with Hizballah deputies when Israeli jets bombed 
neighboring buildings in south Beirut just before the 

ceasefire took effect August 14. 


5. (C) Bahraini Shia contacts have told us that their 
community is united in its anger at the situation in Lebanon 
and frustrated that the U.S. did not do more to achieve an 
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early ceasefire. They believe that the U.S. response 


undermined many of our interests and policy objectives in the 
region. Nizar Al Baharna 

Chamber of Commerce and Industry and a leader of Al Wifaq 
told Pol/Econ Chief that the United States acted as \"judge 
and jury\" by supporting Israel and postponing serious moves 
to reach an early ceasefire. Any attempts to revive the 

peace process will fail because \"people will only remember 
Israel's aggression.\" 


6. (C) Nizar Al Qari 

(Shura) Council and a self-identified member of the society\'s 
liberal wing 

relief\" at word of the UN Security Council resolution. He 
said the Al Wifaq leadership had taken a policy decision to 
keep a lid on demonstrations. People were encouraged to 
express themselves through marches 

events such as poetry readings 

engage in any confrontations or violence. 


7. (C) The closest call 

in the vicinity of the U.S. Embassy (Ref E). Al Wifaq 
deployed some representatives to the demonstration to urge 
participants to disperse. In the event 

few isolated clashes between police and protesters. Al Qari 
said that in the past 

sometimes fighting with police 

region. Now the organization is firmly committed to 
pro-actively promoting its domestic agenda. Al Wifaq 
stated 

refuses to be led by external events and actors. Al Qari 
said that he personally views Hizballah and Nasrallah as 
extremists. 


8. (U) Press commentary remains strongly anti-Israel and 
U.S. 

create a new Middle East through death and destruction in the 
Arab world. Al Wasat editor-in-chief Mansour Al Jamri 
complained August 15 about the \"new Middle East 

us in the Arab world and the region 

chaos and disorder... All disasters come with this secret 
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word. The U.S. Administration gave legitimacy to the Israeli 
aggression on Lebanon to destroy an entire country 

the aggressor 

While many commentators welcome UNSCR 1701 
columnist Fawziya Rasheed argued August 15 that the 
resolution is unfair to the \"Lebanese resistance and its 
weapons that protected Lebanon and the Arab nation\" from 
Israel. 


9. (U) Akhbar Al Khaleej writer Mahmeed Al Mahmeed published 
an open letter to the Ambassador August 15 asking for an 
explanation of the map of the new Middle East which 

many other border changes 

independent sovereign country. This map 

current geopolitical map of the region 

\"countries\" as Greater Lebanon 

Sacred State 

Baluchistan. Al Mahmeed asked 

map accurate and real? Is this map made by the American 
government or by an unofficial institution or group?\" (Note: 
An Internet search reveals the source of the map to be Army 
LTC (Ret) and author/pundit Ralph Peters 

\"Never Quit the Fight\" advocates redrawing Middle Eastern 
borders to better reflect demographic realities on the ground 
in the region.) 


10. (C) Whatever the longer term consequences of what we 
view to be Bahrainis\' misplaced \"victory\" celebrations 
implementation of the cessation of hostilities has relieved a 
tremendous amount of pressure that had been building in 
Bahrain. The pain that both Sunni and Shia Bahrainis felt 
seeing daily images of Lebanese civilian casualties and 
destruction is over for now. Although Bahrainis are holding 
their breath that the ceasefire holds 

turn back to domestic politics. Director of the Bahrain 
Transparency Society Jasim Al Ajmi told APAO that politicians 
are gearing up for the fall parliamentary and municipal 
elections. Lebanon is unlikely to be an issue in the 


elections 
likely witness the return of local concerns such as education 
and unemployment back to center stage. 
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leaders. To continue public awareness about the new plan and 
to amplify Iraqi participation 

committee of Sunni and Shia tribal leaders and clerics 

police 

will meet on Aug 16 to hold elections for representatives to 

the committee. As the situation normalizes in Al Doura 

DAC members reported that citizens are returning to the 
streets for the first time in weeks and shops are beginning 

to re-open. However 

to return to Al Doura. With security returning to the area 

the DAC members quickly returned to the familiar refrain of 
inadequate municipal services 

return of residents 

individuals 

the DAC\'s development of a new committee as a very positive 
step and 

cross-pollination effect to other districts in Baghdad. END 
SUMMARY. 


NORMALIZATION BEGINS 

2. (C) On Aug 15 

Plan initiatives began on Aug 7 in Al Doura 

with Al Rasheed DAC Chairperson Sabeeh Radhy LA Kaaby and 
members Malek Al Sayed Hussien and Setar Selman Hassan. 
During the meeting 

satisfaction with the initiative and requested that it be 

expanded to include the entire district of Al Rasheed. With 

the area normalizing 

to the market and shops have started to re-open. 


COMMUNITY SUPPORT FOR THE BSP 

3. (C) Following BSP initiatives 

Sunni and Shia tribal leadership 

issued by local tribal leadership 

under the auspices of leading Sunni cleric Abdul Ghafour Al 
Sammrraie. The statement called for an end to violence 
mutual respect for all groups 

forces. A similar statement was also released jointly by the 
Sunni and Shia religious leadership in the area. 


4. (C) In order to bolster support for the initiative in the 
community and maintain positive relations with the CF 
Rasheed DAC decided to form a committee of Sunni and Shia 
tribal leaders and clerics 
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intelligence 

members will be held during the DAC\'s weekly meeting on Aug 
16. If successful 

interlocutor for US Mission and CF officials on security 

issues on the local level. 


SECURITY AND SERVICES NECESSARY FOR IDP RETURN 


markedly 

internally-displaced persons (IPDs) have returned to the 
area. He seemed to think that IDPs would not begin to return 
until 

had improved. He listed trash collection 

distribution 

area livable again. 


6. (C) The DAC members used the discussion on IDPs to segue 
into complaints about \"innocent detainees 

members of the clergy and tribal leaders. They appealed for 
civility and respect when making necessary arrests 

sake of the families.\" 


COMMENT 

7. (C) The Al Rasheed District's appreciation of and support 

for the newly beefed up community security is extremely 
positive. The home-grown plan to have a community committee 
to engage specifically on this issue also demonstrates a 
new-found level of Iraqi ownership in community security 

which may replicate well to other districts. It is 
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particularly welcome if it continues to evolve as a 
cross-sectarian effort. That said 

Chairman\'s assessment that IDPs will likely not return to the 
area until they are assured of continued security and 

reliable municipal services. END COMMENT. 
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the deadline for announcing its support. If sufficient 
support is not forthcoming 

deal would not go forward to get Cabinet approval for 
Parliamentary action in September 

agreement. Thus 

future of the July 1 softwood lumber agreement. 
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2.(SBU) Because of their dominant position in Canadian 
lumber 

be key in determining whether Emerson gets the significant 
industry support he needs to recommend the agreement to Prime 
Minister Harper and to Parliament. The areas of industrial 
concern are pretty clear 

these can be addressed satisfactorily (or fudged up) in the 
\"clarifications\" that Emerson is now discussing with the 
industry 

discontent 

Minister\'s strong support 

choose between the July 1 agreement as written anda 
continuation of trade conflict 


3. (SBU): Comment: The engagement 

summer Parliamentary recess 

week\'s Toronto talks underscores the importance of the 
softwood lumber issue for the Harper government. While 
resolving the dispute is not on the government\'s formal list 

of objectives 

both to improving Canada-U.S. relations and to demonstrating 
the Harper team\'s ability to marshal business support behind 
a major trade policy initiative. End comment and summary. 


Toronto Meeting with the Industry 


4.(U) On August 9 

Emerson 

Minister Jim Flaherty met in Toronto for two hours with 

almost two dozen Canadian lumber executives to discuss 
industry concerns regarding the U.S.-Canadian softwood lumber 
agreement that was concluded by Emerson and USTR Susan Schwab 
on July 1. After the meeting 

was \"optimistic\" that Ottawa would get \"significant\" industry 
support for the agreement by August 21 

would decide whether to recommend to the Prime Minister and 
Cabinet that the deal should be submitted to Parliament for 

its approval after the end of the summer recess on September 
18. Emerson warned that he would not move the deal forward 
without significant industry support. The Minister described 
the Toronto meeting as constructive 

continue to meet with the industry 

USTR in coming days to \"clarify\" wording and definitions in 
the July 1 agreement in an effort to address industry 

concerns 

Qconcerns 

not be opened for re-negotiation as some called for. 


August 21 Deadline and Next Parliamentary Hearing 
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5. (SBU) We understand that Minister Emerson\'s August 21 
deadline was dictated by the amount of time the GOC needs to 
draft the legislation to implement the export tax component 

of the agreement in time for Parliament\'s review in late 
September. A senior advisor in the Prime Minister\'s office 
opined that another reason for the date is that it\'s time for 

the industry \"to fish or cut bait.\" Perhaps coincidentally 
August 21 is also the date of the final hearing of the House 

of Commons Standing Committee on International Trade that is 
reviewing the July 1 agreement. At an earlier hearing on 

July 31 

that if the July 1 agreement is rejected 

that another one can be renegotiated for at least three 

years 

be \"ugly.\" Expected witnesses at next Monday\'s hearing 
include the CEO of Domtar; senior officials from Canfor and 
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Weyerhaeuser; the Presidents of the British Columbia (BC) 
Lumber Trade Council; the Ontario Lumber Manufacturers\' 
Association 

attorney Elliot Feldman. The hearing would be an opportunity 
for major industry players to present their definitive views 

on the July 1 agreement. 


6. (SBU) In recent days 

discussed Emerson\'s August 9 announcement with government and 
industry contacts. Policy advisors in the Prime Minister\'s 

office expect Harper to continue to support Minister 

Emerson\'s refusal to re-open the July 1 agreement to 

amendment 

provisions. However 

were split on whether the GOC will or will not receive 

sufficient industry support in coming days to go forward with 
implementing the agreement. 


Optimists Versus Pessimists 


7.(SBU) The \"optimistic\" view of industry observers is: 
\"The deal is absolutely essential not just for the industry 

but for Canada-U.S. relations and in order to demonstrate 
that this government has the ability to complete an 
international treaty. It won\'t be easy and there will be 

lots of acrimony 

parties will sign on to work the backrooms 

companies 

agreement is based on national interests rather than on party 
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lines.\" On the other hand 

\"It will only take one company to scuttle this deal and there 
are several that can do it. Some of those firms have an 
interest in dragging out the dispute so that they can pick up 
distressed assets from their failed competitors. This 
industry has repeatedly shown that it just cannot speak with 
one voice - the regional and business diversity is just too 
great for that to be possible.\" There also seems to be a 
split on the agreement depending on company size. Large 
companies with interests in both the U.S. and Canada (e 
Weyerhaeuser and Canfor) favor the agreement whereas some 
smaller Canadian only companies do not. 


The View From Quebec 


8. (SBU) In an August 14 conversation with our Consul 
General in Quebec City 

Quebec Forest Industry Council 

play: 


-- the Quebec lumber industry believes that it could reach an 
agreement with the U.S. without much difficulty 

BC industry is the real problem. 

-- What Quebec is looking for is \"souplesse\" or flexibility 

in three areas: 1) \"circumvention\" - the existing agreement 
says that any changes to the \"forest industry regime\" under 
the agreement are an infraction. In Chevrette\'s view 

is an overly broad provision as there are some changes that 
Quebec may need to execute that would have nothing to do with 
softwood lumber 

an \"infraction\" of the July 1 agreement. He cited as an 
example that the GOQ will need to address how it handles poor 
quality lumber within the province. The Quebec industry does 
not want needed changes in the province to be held hostage to 
the softwood lumber agreement. 

2) interpretive annexes - the Quebec industry feels that 

adding interpretive annexes would give it the flexibility it 

needs to sign off on the agreement. 3) the Quebec industry 
Qneeds to sign off on the agreement. 3) the Quebec industry 
wants a mechanism that would extend the 23 month limit of the 
agreement for some additional months. For example 

side wanted to withdraw from the agreement 

give that party 2-3 months to announce who would be members 
of its delegation that would discuss the intention to 

withdraw; then a few more months to file an intention to 
withdraw; and so forth. The idea would be to draw out the 
disengagement process by several months: \"giving up a billion 
dollars is a lot for an agreement that only lasts 23 months.\" 


9. (SBU) Chevrette thought that BC in fact doesn\'t want an 
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agreement at all. They\'ve got their pine beetle infestation 
disease ravaging their wood 

an agreement 

softwood instead. The Quebec industry will meet on August 18 
to come to agreement on its position. 
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Ontario 


10. (SBU) According to Consulate General Toronto soundings 
the language on running rules - prospective versus 
retrospective - and monthly quotas are problematic in the 

July 1 agreement. Ontario\'s lumber producers are quite 
concerned about the agreemenit\'s provision to divide Canada\'s 
export quota into monthly allotments. Under the present 
agreement text 

the monthly quota 

carried forward. An Ontario Ministry of Natural Resources 
official said that province\'s industry would prefer a rolling 
quota over three months 

production in a given month could be made up in subsequent 
months. 


11. (SBU) While many contacts have either been silent about 
what happened at the August 9 meeting or have been 
unreachable 

Emerson\'s meeting was \"very productive 

Ontario Premier McGuinty told the Ambassador on August 14 
that the BC industry\'s position will be key to determining 

the Canadian industry\'s support of the July 1 agreement. 


The Prairies 


12. (SBU) There has been little reaction to Emerson\'s 
meeting from industry leaders in Manitoba 

Saskatchewan. The lumber industry in these provinces is an 
important sector 

In the past 

choice but to \"go with the flow\" and support the positions of 
the bigger players in BC 

Conservative Alberta MP had a different take on the current 
situation. He told the DCM that he heard that the lumber 
industry in his province favored the status quo of endless 
litigation over the July 1 agreement. 


British Columbia 
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13. (SBU) A key Consulate Vancouver contact was pessimistic 
about the outcome of the Emerson meeting. The industry in 
the west is not on board with the July 1 agreement and 
believes that the GOC is maneuvering the BC companies to kill 
the deal and then have them take the blame. This outcome 
would also avoid the deal becoming the subject of a 
Parliamentary vote of confidence in the fall 

force a new election if the Conservatives lost. The BC 

industry was told that their list of demands for 

modifications in the July 1 agreement was too long and should 
be shortened. At the August 9 meeting with Emerson 

industry said it wanted: 1) a 12 month standstill; 2) running 
rules (i.e. 

order is placed versus when it actually crosses the border) 
should be prospective rather than retrospective; 3) border 

tax adjustments should be reviewed quarterly rather than 
monthly; and 4) BC\'s coastal logging should not be subject to 
a duty (in concert with the rest of the province). 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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the ceasefire lasting. He said that disarming Hizballah and 
deploying a more robust UNIFIL force would be difficult. The 
FM also said that the Lebanese people 

are deeply angered by the level of destruction and the need 
to re-build their country. He said that Nasrallah\'s pledge 

to re-build Lebanon could only be achieved through Iranian 
support. Finally 

call to Secretary Rice 

Secretary Rice \"handled the resolution deftly.\" 


SIPDIS 
Gfoeller 
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approach to the GOC 

talks on GOC demilitarization of two departments*Caqueta and 
Putumayo. The FARC apparently envisions these departments 
enjoying only a loose territorial association to Colombia. 

He said the FARC is alarmed by U.S. indictments of over 50 
FARC leaders 

the GOC and the U.S. in any process. Still 

FARC leaders believe they have absorbed the Colombian 
military 


Column 3 

pressure to engage in more than tactical discussions. 
Restrepo speculated that the Colombian military would need to 
kill or capture one or two secretariat members before the 
FARC would consider serious peace discussions. 


WOOD 
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in contact with his family. END SUMMARY 


2. (C) Post received information from General Uson\'s wife 
detailing threats of physical harm against Uson and other 
political prisoners held at Ramo Verde 

Uson\'s wife reported that she has received information over 
the last month indicating her husband\'s \"physical or mental 
integrity\" was in danger. She claimed that prison 
authorities were mounting an effort to \"eliminate\" certain 
prisoners who were an \"annoyance\" to this government. 
Specifically 

not go out to do his exercises alone or let his guard down 
while in his cell. 


3. (C) At the time of Uson\'s initial detention and trial 
there was considerable debate as to whether or not Uson 
should be tried in a civil or military court. The argument 
centered around Uson\'s status as a retired general and 
whether or not he was under the jurisdiction of military 
courts. Uson was ultimately tried and convicted in a 
military court for defaming the military through his 
description of the use of a flame thrower during a fire 
thereby implying military involvement in the alleged 
punishment-related deaths of two soldiers (reftels). His 
lawyer stated at the time that given the length of the 
sentence (five and one-half years) 

Uson tried in a military court 

Ramo Verde military prison were much superior to those of 
civilian prisons and that 

receive excellent treatment. 


4. (C/NF) Taking advantage of an already-existing 
appointment 
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Phil Gunson (a stringer for the Economist and the Miami 
Herald) (protect) on August 4 to gauge what knowledge he may 
have of Uson\'s situation 

received. Gunson informed PolCouns that these threats were 
news to him 

visited upon Uson after an interview he had given a couple of 
weeks prior. Uson had spoken to major television outlet RCTV 
about the general political situation plaguing Venezuela. 
Gunson characterized the interview as \"quite brave 
circumstances.\" (NOTE: It is not unusual for political 
prisoners to be granted access to the media for interviews 
along with certain other privileges 

telephone 

They pay for these privileges 
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their pockets with the proceeds. END NOTE) 


5. (C) Poloff also discussed Uson\'s situation August 9 with 
retired Vice Admiral Rafael Huizi. Huizi was aware of the 
threats against Uson and believes they are part of a 
calculated effort to separate Uson from other voices of 
dissent within the military prison system. As part of a good 
behavior program 

sanctioned lectures to lower ranking incarcerated military 
officers. According to Huizi 

developed a significant following and 

other high-profile military detainees 

leadership role potentially threatening to prison 
administrators. Huizi said the threats against Uson may 
provide the BRV an excuse to relocate Uson to another 
facility under the guise of protecting Uson\'s safety. 


6. (C) Uson is one of several political prisoners Post is 
following. His treatment by the BRV is consistent with 

Chavista efforts to intimidate high-profile opponents. Post 
raises political prosecutions regularly with interested NGOs 
media outlets 

sends a representative to politically significant trials 

encourages other diplomatic missions to do likewise. Such 
proactivity reinforces our democracy promotion efforts and 

helps to expose some of the human rights abuses of the Chavez 
government. 


WHITAKER 
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September. 

- Argentina and Brazil plan to stop using the dollar as commercial 
exchange currency advances. 

- GOA beef export ban has caused USD 147 million in export losses. 

- The IMF publishes the article IV review of Argentina. 

- Economic Minister Felisa Miceli said that inflation will be 

significantly lower than in 2005. 

- Commentary of the Week: \"There is a subtle change in monetary and 
exchange rate policy\" 


Argentina President Nestor Kirchner reacted negatively to possible 
GSP exclusion. 


1. On August 8 

negatively to the announcement that Argentina could lose benefits 
from the Generalized System of Preferences (GSP) program. The GSP 
grants duty-free treatment to US imports of goods from developing 
countries 

Representative Susan Schwab 

whether certain countries should be excluded from the GSP program 
and asked for public comments on whether the benefits should be 
limited or withdrawn from certain countries 

criteria. Kirchner said that Argentina is an independent country 

that is not going to be pressured by \"not too serious actions 
comparing them to \"old theories proper of the Roman Empire.\" He 
appears to have - as did many journalists - interpreted the GSP 
review as retaliation against countries that didn\'t support the US 

to reach an agreement in the Doha Round of global trade talks and to 
form a Free Trade Area of the Americas 

Argentina for its closer ties to Venezuela and actions at the Mar 

del Plata Summit in November 

the Argentine Ambassador to the US 

Exporters Chamber all said that this review should not be 

interpreted as retaliation. 


Argentina and Venezuela \"Southern Bond\" could be issued in 
September. 


2. On August 9 

approved a joint bond sale between Argentina and Venezuela. The 
so-called \"Southern Bond\" could be issued during the first two weeks 
of September for USD 1 billion and 

response 

The \"Southern Bond\" will be a combined asset 

Argentine Boden 2012 
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The first issuance will be offered in the Venezuelan market 
sold to locals and possibly external secondary markets. 


Argentina and Brazil plan to stop using the dollar as commercial 
exchange currency advances. 


3. On August 7 

in Uruguay 

Meirelles (President of Brazil Central Bank) agreed to start working 
on a project to begin using their local currencies in bilateral 
commercial transactions (Argentina-Brazil bilateral trade is 
currently worth about USD 16.5 billion a year). As of now 
country purchases dollars to buy exports from the other partner 
while in the future both countries will operate in Argentine pesos 
and in Brazilian reales. According to Argentine officials 

of this procedure will not be obligatory and a joint commission will 
gather to start working on the project on August 14. 


4. According to the National Food and Animal Health Inspection 
Service (SENASA) 

half of 2006 

percent y-o-y). By volume 

[On March 8 

and raised export taxes on boned cuts and heat-processed beef from 5 
percent to 15 percent in an attempt to keep inflation under control. 

On May 29 the GOA eased the ban through an export quota system.] 


5. On August 9 

Argentina. The IMF praised Argentina\'s fiscal tightening after the 
economic crisis 

process. However 

2006 

measures to encourage investment. According to the IMF 
controls in Argentina are affecting the business environment and 
creating capacity problems in some sectors. Some of the IMF\'s 
recommendations were: for the GOA to curb the growth of primary 
spending 

allow for a greater upward flexibility (i.e. 

appreciate) of the exchange rate. The complete review can be found 
at http://www.imf.org/external/np/sec/pn/2006/pn 0693.htm. 
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The Chamber of Deputies approves an amendment to the Consumer\'s 
Defense Law and increases the power of the Secretary of Internal 
Commerce. 


6. On August 9 
the Consumen\'s Defense Law that will increase the powers of the 
Secretary of Internal Commerce Guillermo Moreno. Under the 


SIPDIS 

amendment 

million on companies that do not comply with consumer affairs 
regulations. Opposition deputies from the PRO party and businessmen 
criticized the amendment 

charge of arranging price agreements with companies as well as 
applying fines to those same companies. The bill now goes to the 
Senate 


Economic Minister Felisa Miceli said that inflation will be 
significantly lower than in 2005. 


7. On August 9 

to the private sector that inflation this year is likely to be 
significantly lower than in 2005. Miceli also said that the GOA is 
committed to maintain the fiscal primary surplus of at least 3.3 
percent of GDP in 2006 and to follow a similar strategy in 2007 

to keep a \"competitive\" exchange rate. During the same event 
Planning Minister Julio de Vido stated that the GOA is not going to 
change its utilities\' tariff policy and that power supply during the 
upcoming years is assured. 


8. After meeting with members of the real estate sector to talk 

about rising rent prices 

Moreno will try to reduce the cost of mortgage loans. Moreno talked 
to BCRA President Martin Redrado to seek an overall reduction in 
monthly mortgage payments and will meet with private bank directors 
shortly to ask them to increase the supply of mortgage loans (i.e. 
lower mortgage rates). According to the National Bureau of 
Statistics (INDEC) 

the CPI increased 4.9 percent. 


Consumer Confidence Index down 3.3 percent m-o-m. 
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9. The consumer confidence index -- measured by Torcuato Di Tella 


University -- decreased 3.3 percent m-o-m in August. All three 
index components decreased: consumer sentiment toward the 
macroeconomic environment (-3.1 percent m-o-m) 

to purchase durable goods and real estate (-7.4 percent) and 
improvement in personal situation (-0.2 percent m-o-m). The index 
has still risen 7.3 percent y-o-y. The index is based on surveys of 
individuals and consumer willingness to purchase durable goods 
houses and cars. 


10. The GOA will gradually increase transportations fares. For 
medium and long distance buses 

percent fare increase and another 

7. For domestic airfares the increase scheme is 10 percent now and 
an additional 10 percent on September 7. Finally 

taxis will be implemented in two steps reaching a 23 percent 
increase by September. 


Argentina Supreme Court unlikely to readdress the \"pesification\" 
decree while vacancies remain. 


11. According to Argentina Supreme Court justice Carmen Argibay 
until new judges are named to the Supreme Court or the Congress 
reduces the number of seats on the bench 

reach the absolute majority needed to reach a statement on the 
\"pesification\" issue. The Argentine Supreme Court currently has 
nine seats; at present the Supreme Court has seven judges 
positions are divided on this issue. On October 26 

Supreme Court ruled against a court injunction 

decree which converted dollar deposits into pesos 

was not taken as binding by the lower courts. 


Labor union leaders propose a 19 percent increase in the minimum 
retirement pensions. 


12. Labor union leaders proposed to the GOA a 19 percent increase 
in the minimum retirement pensions 

members are organizing a demonstration for August 23 to support this 
request. According to union leader Hugo Moyano 

Kirchner in a private meeting committed himself to improve minimum 
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retirement pensions before the end of 2006. 


13. On August 8 

selective pension increases established by the GOA 

this action infringes the National Constitution 

the case of pensions above ARP 1 

Court member Ricardo Lorenzetti 

should be solved in the short term 

Budget. Private consultants estimate that if the GOA applies 
pension mobility 

5.2 billion annually 

Nestor Kirchner asked to include this issue in the Congress 2007 
Budget debates. 


14. On August 7 

aim of this measure is to increase local supply and avoid further 
increases in domestic glass prices. The GOA justified its decision 
by noting that there has been a \"significant increase\" in the 
domestic price of glass and an 85 percent y-o-y increase in glass 
exports during the January-May period. 


15. The BCRA consensus survey reduced its 2006 inflation forecast 
from 11.5 percent to 10.9 percent 

after July CPI figures turned out to be lower than expected (+0.6 
percent m-o-m). The BCRA consensus survey includes the forecasts of 
17 banks 

centers 


Italian court rules against Banca Nazionale del Lavoro for selling 
Argentine bonds. 


16. The Tribunal of Cuneo 

Nazionale del Lavoro bank for \"irresponsible selling\" of Argentine 
bonds to some of their clients. The Italian banks will have to pay 
EUR 154 

Argentine public bonds under consideration are those which the GOA 
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defaulted on during its 2002 economic crisis. 


June wage index increased 1.23 percent m-o-m -- below market 
expectations. 


17. The National Bureau of Statistics (INDEC) announced that the 
wage index increased 1.23 percent m-o-m in June 

expectations of 1.40 percent 

This index defines wages as a price 

worked or special payments for productivity gains. This index 
surveys the formal and informal private sector and the public 

sector 

respectively. The consensus survey forecasts a 16.9 percent 
increase in the wage index for 2006. INDEC also announced that the 
basic food basket -- used to measure indigence -- decreased 0.21 
percent m-o-m and the total basic basket -- used to measure poverty 
-- increased 0.25 percent m-o-m in July. 


18. The BCRA received ARP 1.9 billion in bids at its August 8 Lebac 
and Nobac auction 

due during the week. It accepted ARP 577 million in Lebac bids and 
ARP 533 million in Nobac bids. The yield on the 168-day Lebac 
remained at 8.50 percent and 

364-day Lebac 

of 252-day were withdrawn because of the BCRA\'s decision to not 
accept the yield proposed by the market 

of more than 364 days were withdrawn due to lack of interest. The 
spread on the one-year Nobac decreased from 2.03 percent to 1.57 
percent and the two-year Nobac from 3.72 percent to 3.43 percent. 
The Badlar rate (the base rate for Nobacs) is currently at 9.6 
percent. Accepting almost all Lebac bids and rejecting more than 
half of Nobac bids seems to be a new BCRA policy 

week. 


The peso is unchanged against the USD this week 
ARP/USD. 


19. The peso remained flat versus the USD this week 

3.09 ARP/USD. The BCRA is not reporting daily transactions in the 
dollar market. The peso exchange rate has depreciated 1.3 percent 
since the beginning of the calendar year. The BCRA\'s reserves stood 
at USD 27.1 billion as of August 9 

billion 
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January 2. 


Commentary of the Week: \"There is a subtle change in monetary and 
exchange rate policy\" 
in El Cronista Comercial on July 24. 


20. The exchange rate in Argentina has remained stable in recent 
months 


the Central Bank continues carrying out its monetary program and its 
objective of accumulating reserves. Is something changing with 
respect to monetary policy? What can be expected in the coming 
months? 


21. At first it would seem the Central Bank has changed its 
exchange policy. To the surprise of many 

Argentina has not allowed the exchange rate to surpass ARP 
3.10/dollar during the period of financial turbulence 

least five occasions it sold dollars on the market to avoid a 
depreciation of the peso. 


22. This change appears to be a side effect of price controls 
given that in the current context an increase in the exchange rate 
could motivate businesses to request price readjustments in areas 
subject to agreements. If this interpretation is correct 

expect an adjustment in exchange rate policy from now on 

only is the impact of the peso\'s depreciation on the level of 
competitiveness evaluated 


23. This change could also complicate the Central Bank\'s ability to 
accumulate reserves though currency market intervention. This means 
that a greater part of foreign currency purchases would have to be 

paid through a fiscal surplus or government debt. A possible 
alternative 

limit controls on the inflows of capital. 


24. It would also appear that the Central Bank is adjusting its 
monetary policy 

the M2 policy targets set for this year. But to be able to continue 
meeting its goals for all of 2006 

the growth of monetary aggregates in the second half of the year 
coinciding with the period in which demand for money increases for 
seasonal reasons. 


25. In fact 

of reverse repos since the beginning of the year 

rates are already at a rate of 12 percent annually. Short-term 
interest rates in the inter-bank market also reflect the new 
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financial situation 

percent and wholesale fixed-term rates are already at 9 percent 
almost twice what they were at the beginning of 2005. 


26. The new measures taken by the Central Bank - where reserve 
requirements for sight accounts rose by two percentage points and 
fell for CD deposits of more than six months 

inclusion of cash in banks to meet the reserve requirements is 
limited -- will have a significant contractionary effect. This will 
surely affect the growth of monetary aggregates 

transaction aggregates 

program is met. 


27. lt is also true that the new measures are expected to raise 
interest rates because they will reduce liquidity in the banking 
system. What is becoming clearer is that the monetary goals 
although they were fairly loose for 2006 

as a limiting element in the handling of monetary policy and unlike 
in previous years 

monetary objectives 


28. Without a doubt 

the monetary base has been a significant step in the right 

direction. In fact 

a way 

market instruments like interest rates as much as this year 

that it could be managed through changes in reserve requirements and 
with the greater use of reverse repos and Lebacs. 


29. Everything indicates that we are beginning to see a subtle but 
significant change in monetary and exchange rate policy 

appear to head in the right direction. We also anticipate that the 
Central Bank will fulfill its monetary program for 2006 

will mean a smaller excess of liquidity in the banking system and 
new increases in short-term interest rates. On the other hand 
exchange policy certainly will not change in any significant way in 
the coming months. 


30. The Central Bank\'s next challenge will be the 2007 monetary 
program 


it continues to maintain its gradual policy 

ceiling under 20 percent. (Note: We reproduce selected articles by 
local experts for the benefit of our readers. The opinions 
expressed are those of the authors 
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and immigration authorities will refuse entry to anyone without a 
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valid visa. All Brazilian visas are considered invalid regardless 
of validity if not used within 90 days of issuance. 


3. Visitors should be current with all immunizations required for 
Brazil. Those arriving from flights that do not originate in the 
United States are advised to ensure that their yellow fever 
vaccination is up to date 

with them to prove it. If you require a yellow fever vaccination 
and it is for the first time 

least 10 days before travel to be effective. Please consult with 
appropriate medical authorities before traveling. 


4. The U.S. Embassy continues to receive reports from official 
visitors and tourists of recent VARIG domestic and international 
flight cancellations due to the airline\'s financial difficulties. 

These cancellations continue to result in missed connecting flights 
in Sao Paulo and Rio 

Although the airline has been purchased by a new buyer 
domestic and international flights are likely to operate at a 
significantly reduced confidence level during their restructuring 
period. 


U.S. citizens should keep this in mind when making travel plans. 
5. All official visitors must attend the RSO Security briefing. 


6. Mission understands that no Embassy assistance is required. 
Embassy points of contact for this visit is: 


-- Science Counselor Patricia Norman 
(55)(61) 3312-7646 (Science Section) 
9965-1439 


7. Please find below information needed for the cities to be 
visited: 


- Brasilia - 

The United States Embassy in Brasilia is located at Avenida das 
Nacoes 

011+(55)(61) 3312-7000 

3312-7676. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(61) 3312-7400. 


- Rio de Janeiro - 

The United States Consulate General in Rio de Janeiro is located at 
Avenida Presidente Wilson 147 B. Castelo 

U.S.) 011+(55)(21) 3823-2000 

011+(55)(21)3823-2003. Emergencies and calls after normal business 
hours may be directed to Post One at 011+(55)(21) 3823-2029. 


- Sao Paulo - 
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The United States Consulate General in Sao Paulo is located at Rua 
Thomas Deloney 

U.S.) 011+(55)(11) 5186-7000 

5186-7099. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(11) 5181-8730. 


8. Persons entering Brazil under the USG auspices have an important 
role to play in strengthening U.S. - Brazil cooperation. Please 

keep this priority in mind during your visit and inform the embassy 

or nearest consulate promptly of any opportunities or problems that 
arise. As a result of the imposition of biometric enrolment of the 
US-VISIT program 

and photographing arriving U.S. citizens in January 2004. Present 
GOB policy is not to fingerprint U.S. travelers arriving on official 

or diplomatic visas. It is possible 

visitors could be asked to submit to a fingerprinting through 
administrative error. The Embassy hopes that visitors will comply 
with reasonable requests from the Brazilian immigration authorities. 
Any unusual delays or unreasonable treatment should be brought to 
the attention of the Management Officer so they can be relayed to 
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the GOB. Full cooperation with the identification procedures is 
advisable. 


9. MEDICAL EVACUATION 


Direct Hire employees (not contractors) of the Department of State 
USAID 

employees of other U.S Government Agencies must provide their 
control officer by cable or e-mail a name and 24-hour point of 
contact for their agency that can authorize medical evacuation. For 
employees whose agencies are not authorized to fund medevacs 
individuals will be responsible for obtaining their own medevac 
insurance and providing the information to their control officer 


The USG does not cover contract employees for medevac. Therefore 
all USG contractors (regardless of the government agency they are 
contracted to) must provide their control officer prior to arrival 

the name 

provider(s) for use in case of emergency. 


Contractors do not have access to services in the Health Units at 
Post. In an emergency 

to care on the local economy or facilitation with their medevac 
provider. Contractors need to be advised that for any medical care 
needs they will need to use services provided on the local economy. 


10. Please find below some information on Administrative procedures 
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and requirements: 


A. Each visitor 

fiscal data to pay for direct costs of the visit. Each agency 
organization or visiting delegation will be charged for the actual 
costs attributed to its visit. Direct charge costs include 

not limited to: 


-- American and LES overtime (for such services as airport 
expediting 

representational event support); 

Travel and per diem costs incurred by post personnel in support of 
visitor\'s field travel; 

-- Rental of vehicles and other equipment; 

-- Long distance telephone calls; 

-- Office supplies; 

-- Gasoline and other vehicle maintenance costs; 

-- Departure tax and other airport fees. 


Post will not provide service if fiscal data is not provided for the 
direct charges. 


B. For TDYers remaining at post over 30 days 

ICASS support services. This charge is for the following ICASS 
services and will be billed thru the ICASS TDY module 
per-capita-basis 

TDY visit by one USG employee of 06 months\' duration would be 
counted as 0.5: 

-- Basic Package; 

-- Community Liaison - CLO; 

-- Health Services. 


C. If your sponsoring agency is not signed up for ICASS services at 
post 

document for ICASS support services upon arrival. The agency should 
provide post with a written communication generated by the 

traveler's headquarters that confirms the agency will pay ICASS 
charges for the TDYer. The communication should include the agency 
ICASS billing code to which the TDY support should be charged and 
authorize the traveler to sign the ICASS invoice generated by the 

TDY module. Agencies will not be billed until the accumulated 

invoice cost for TDY support exceeds Dols 2 

Where travel is urgent 

with him/her to ensure there are no interruptions in the provision 

of service. Post will not provide any service to a TDYer staying in 
excess of thirty days without provision of this documentation before 
day 31 of the TDY. 


11. Crime is the principal and real threat to visitors to Brazil. 
The crime threat level in Brasilia 
Recife is critical. Armed street robberies are common in these 
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cities. The area in and around the hotel sector in Brasilia is 
extremely dangerous 

been robbed under gunpoint while walking on the street. Taxis and 
private vehicles should be used to move about. 


12. In addition 
extremist groups operate in the tri-border area between Brazil 
Paraguay and Argentina - this includes the Iguacu falls area. 
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Official visitors contemplating travel to this area should contact 
the Embassy before doing so 

Embassy Buenos Aires if they plan to cross into Paraguay and/or 
Argentina. 


13. Visitors should practice common sense preventative security 
techniques 

of the more important tips that you should follow to avoid becoming 
a crime victim are: 


-- Do not carry or wear valuable items that will attract the 
attention of thieves. If you need to wear expensive jewelry or 
carry a camera; conceal it until you arrive at your destination. 


-- Be aware of the street environment and avoid contact with those 
who may be looking for robbery targets. Seek a safer location. Go 
into a store 


-- Do not physically resist any robbery attempt. While this is a 
personal decision 


-- Do not answer your hotel room door until you positively confirm 
who is on the other side. Look out the peephole 
desk to confirm the visitor. 


-- Do not walk on the beaches after dark. Assaults are common. 


-- Avoid city buses. Many pass through high crime areas and are 
susceptible to robberies. 


14. Visitors who intend to bring U.S. Government portable 
microcomputers into the embassy or consulate must obtain prior 
approval from the systems manager and the RSO/PSO. The use of 
privately owned computers is discouraged in any government 
facility. 


SOBEL 
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Jamaica\'s domestic affairs.\" As expected 

declined to offer any information regarding the visit. Prime 
Minister Portia Simpson Miller and members of her government 
received Chavez and his delegation in Montego Bay rather than 
in Kingston. 


3. (SBU) On August 14 

accompanied by Foreign Minister Nicolas Maduro and Energy and 
Petroleum Minister Raphael Ramirez 

Jamaica during which he signed agreements with the GOJ 
totaling USD 563.3 million. Of that figure 

purchased a 49 percent equity position in the GOJ-owned 
PetroJam refinery 

construction of a highway from Spanish Town (near Kingston) 

to Ocho Rios 

USD 13.3 million. 


4. (U) Jamaica 

entirely dependent upon foreign suppliers. At the same time 
the country has one of the highest energy intensity rates in 
Latin America and the Caribbean (due in part to high usage in 
the bauxite/alumina sector) 

a doubling of per capita consumption 

boe. When this rising consumption is combined with 
ever-increasing prices 

two-thirds of every dollar earned on merchandise exports goes 
to pay the country 


5. (U) Jamaica has been refining crude oil since 1964 at the 
Kingston Harbor facility. In 1982 

Petroleum Corporation of Jamaica acquired the refinery from 
Esso Standard Oil. It is a hydroskimming refinery with a 
current capacity to refine 36 

Liquid Petroleum Gas (LPG) 

kerosene 

heavy naphtha. 


6. (U) Jamaica currently imports approximately 26 million 
barrels of petroleum per year (Note: 2004 is the most recent 
year for which reliable statistics are available. End note). 

Of this 

sourced primarily from Mexico 

remaining 20.5 million barrels were refined products 
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largely from Trinidad and Tobago 
from Venezuela. 


7. (U) Under the PetroCaribe bilateral 

to a quota of 21 

Where the per barrel price is USD 40 or greater 

of the cost must be paid within 90 days (attracting two 
percent interest for the 60-90 day period). The remaining 40 
percent attracts interest at one percent and is repayable 
within 25 years. The agreement was signed on August 23 
2005. The Ministry of Industry 

Commerce (MITEC) estimate that at a price of USD 50 per 
barrel over a 12-month period 

benefit to Jamaica of USD 176 million. 


8. (SBU) Venezuela\'s purchase of a 49 percent stake in the 
PetroJam refinery has significant implications for the 

Jamaican energy sector. Although Mexico has historically 
been the main supplier of crude oil to Jamaica 

increasing levels of Venezuelan supply. In 2003 

sourced 1.1 million barrels from Venezuela. In 2004 

figure jumped 65 percent to 1.67 million barrels. While that 
increase came primarily at the expense of Ecuadoran crude 
Mexico\'s supply remained static 

Venezuelan imports will outstrip Mexico\'s for 2005 and beyond. 


9. (C) The upgrade of the Kingston Harbor refinery will only 
exacerbate this trend. Currently 

three types of crude oil from Venezuela: the medium grades 
Leona and Lago Treco 

addition to increasing the capacity of the facility to 50 

bpd 

of Canada 

unit 

facilities. According to Winston Watson (protect) 

Director of the PetroJam refinery 

efficient processing of heavier crudes such as Merey and 
Boscan produced by Venezuela. 


10. (C) Currently 

to begin in the first quarter of 2007 (designs are expected 
to be completed and approved by February). While still 
accepting tender offers 
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Lavalin and Foster Wheeler of New Jersey. 


11. (U) Additionally 

amendment protocol to the PetroCaribe Bilateral which will 
increase the quota that Jamaica received from 21 

23 

fuel supplied to Air Jamaica. This agreement is effective 
from June 2006 to June 2007. 


12. (C) According to a GOJ Green Paper entitled \"The Jamaica 
Energy Policy 2006-2020\" 

of the energy supply favors strengthening 
government-to-government energy agreements. Therefore 
paper argues: \"The Government\'s foreign trade policy will 
seek to strengthen bilateral relationships with energy 

supplying countries(especially Venezuela(\" Repeated 
conversations that econoff has had with high level contacts 

in MITEC has revealed that the GOJ considers it inconceivable 
that Venezuela would \"betray\" them. They also argue that \"it 
would not make business sense\" to willfully disrupt the 
petroleum flows to Jamaica (ref. A). 


13. (U) A USD 260 million soft loan for the construction of a 

leg of \"Highway 2000\" between Spanish Town and Ocho Rios has 
aring of the familiar. In 1999 

P.J. Patterson announced the original road construction 

project 

growth and development.\" Once the first leg was completed in 
2002 

\"Don\'t Stop the Progress.\" 


14. (U) The highway was originally intended to connect 

Kingston and Montego Bay. In a joint venture with the French 
firm Bouygues Travaux Publiques 

construction would cost USD 850 million utilized over a 

five-year period. Funding was sourced through equity and 

loans from Bouygues 

Road Operating and Construction Company (NROCC). However 
Bouygues and ENROCC became embroiled in a dispute over the 
financing arrangements. Venezuela\'s loan offers a low-cost 
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alternative source of funds in the face of Bouygues\' 
reluctance to commit more resources to the project. 


15. (C) Under the deal with Venezuela 

130 million immediately to begin work on the project 
additional sums of USD 65 million in March 2007 

million in May 2007. Contacts at both NROCC and at the 
Ministry of Finance and Planning 

these negotiations were \"as premature as they come\" 
repayment terms and details had yet to be agreed upon. 


16. (C) The Jamaica Labor Party (JLP) has publicly voiced 
concern over the GOJ entering into these agreements with GOV 
and has insisted on knowing what strings are attached. 
Poloff spoke to Karl Samuda 

stated that even though PetroCaribe is beneficial 
economically 

a close relationship with Chavez. Samuda said that the JLP 
does not want the GOV on the UNSC because Chavez is an 
obstructionist and he may try to meddle in Jamaica 
domestic affairs 

Bolivia and his attempt to destabilize Peru. Chavez 

stated 

back to the time of the Cold War. Samuda concluded by 
stating that \"Chavez is a flipping disaster\". 


17. (C) Given the JLP 

domestic politics (ref. B) 

Prime Minister P.J. Patterson 

have had a \"private meeting\" with Chavez. 


18. (C) On August 14 

State at the Ministry of Foreign Affairs and Foreign Trade 
and asked if Franklyn could share the agenda or any details 
of the Chavez visit. Franklyn responded that \"he was not in 
a position to do so\" at that time 

emboffs have received from a range of GOJ contacts. 


19. (U) Smaller agreements initialed during meetings between 
senior representatives form both governments include the 
construction of the final phase of a sports complex in 
Montego Bay (USD 9.3 million) 

a civic center in Port Maria (USD 2.3 million) 
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provision of a line of credit of USD 2 million for the 
Jamaica Mortgage Bank 


20. (C) These announcements come at an opportune time for a 
Simpson Miller administration that has been reeling from 
scandals in the cement sector 

at high-ranking People\'s National Party officials 

public perception that her leadership has been ineffective. 
While it will offer a temporary respite 

to take the figures provided with a pinch of salt. The 

highway loan has not yet been completed 

bring the deal to a halt. 


21. (C) The PetroJam upgrade offers greater cause for 
concern. Although a minority shareholder at 49 percent 
deal will place Jamaica\'s energy supply future ) at least 
partially - at the whims of the GOV\'s foreign policy 
imperatives. At the very least 

if the actual funds were transmitted after the UNSC vote. 


22. (C) Chavez\'s \"private\" meeting with P.J. Patterson could 
have taken place because they are good old friends; however 
some speculate that Patterson desires to play a role in 
national politics despite that he no longer holds office. 
Patterson may attempt to continue his involvement through his 
free consulting services to the GOJ through his consulting 

firm Heis Consult (sic). Post will continue to track this 

issue and press Embassy contacts for more information. End 
comment. 
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photographs of Venezuelan President Hugo Chavez\'s August 13 
three-hour bedside visit 

ailing Fidel Castro. Raul Castro was present 

first time was pictured with Chavez. Another image shows 
Castro and Chavez together gripping an object 

replica of Simon Bolivar\'s dagger that Chavez gave Castro. 
Another shows the two Castros and Chavez gathered around a 
1959 painting of Fidel by Mexican artist David Alfaro 

Siquieros. In the video released by state media hours later 
Raul tells Fidel that the (extremely valuable) painting was 
found in a Communist Party warehouse 

birthday present. Chavez says that he was working on a 
painting of Fidel all night 

time. Chavez criticizes the Mexican painter\'s rendering of 
Fidel\'s nose 

and here 
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end.\" \"Maybe it needs surgery 
\"what 

saying it has a \"perfect Greek profile.\" 


...Charged with Messages 

3. (C) \"Granma\" billed the event as an \"unforgettable visit 
among brothers.\" The video shows a vigorous Chavez leading a 
teasing 

weak as he responds supine from his bed. Both are wearing 
identical 

and the corresponding flags. Raul is in uniform off to the 
side 

reminisce while looking at a photo album of their visits 
together. Toward the end of the video 

impart advice to Chavez as the latter grasps his hands and 
listens intently (there is no audio recording at this point 

just melancholy music). The camera focuses on Fidel\'s 
wrinkled 


Comments 

4. (C) The images 

that the regime is preparing for Fidel\'s imminent departure 
from power 

important insights into the regime\'s intentions. Raul 
Castro 

is anointed as Cuba\'s caretaker once Fidel is gone. The 
associated film footage of Raul greeting Chavez at the 
airport brought this home even more vividly. More 
importantly 

anointment of Chavez as the new 

standard-bearer. 


5. (C) The identical red shirts are intended to cast Fidel 

and Chavez as brothers. Their grasping the dagger together 
is intended to show virility (Chavez even tells Fidel to 

\"hold it up straight\"). Chavez\'s grasping the painting of 

the young 

with the youthful Fidel. 


6. (C) The visit made clear that Chavez is Castro\'s 
heir-apparent. (Not Evo Morales 

visit here last week was not given much publicity.) We can 
expect a variation on this theme to play out on a bigger 

stage when Cuba hosts the NAM Summit next month. Our sense 
is that the whole deal will quickly unravel after Fidel dies. 

Raul Castro and Chavez view each other as rivals. 

Furthermore 

whom they view as less cultured. There is rife resentment in 
Cuba of Venezuelans\' perceived usurpation of university seats 
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and hospital beds 

doctors currently working in Venezuela. Our new immigration 
initiative should help exploit this weakness. 


PARMLY 
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3. (U) From 1976-1978 

Sciences Department of the College of the Bahamas. Bethel 
worked for the United Nations as Assistant Social Affairs 
Officer in the Centre for Social Development and Humanitarian 
Affairs (CSDHA) from 1980-1983. She joined the Ministry of 
Foreign Affairs in 1983 

Mission to The Bahamas mission to the UN until 1988 

moved to the same position for The Bahamas\' mission to OAS. 
She cites her chairing the Consultative Committee of UNIFEM 
as a highlight of her tenure at OAS. She began working for 
OAS directly in 1994 

where she oversaw fellowship and training funds and a private 
endowment fund. Ms. Bethel returned to The Bahamas in 1997 
to work as Vice President of Administration for Montague 
Securities International 

financial services firm. From 2000 to 2003 

risk management and compliance operations for Cardinal 
International Corporation 

firm. She was appointed to be The Bahamas Permanent 
Representative to the United Nations in January 2003. 


4. (C) Dr. Bethel is a closely connected Progressive Liberal 
Party (PLP) insider. Milo Butler 

founders of the PLP and The Bahamas first Governor General 
was her uncle. She is the sister of PLP Minister of Energy 
and the Environment Dr. Marcus Bethel. She is the 
sister-in-law to PLP Minister of Health Dr. Bernard Nottage 
and sister-in-law to PLP Minister of Education Alfred Sears. 
Her brother 

Securities firm with whom she worked 

Director of the PLP Financial Services Secretariat beginning 
in 1990. She is not related to The Bahamas\' New York Consul 
Ed Bethel. She is single and has one daughter 


5. (C) Dr. Bethel also has less desirable connections. Her 
sister Ruby Nottage and brother-in-law Kendall Nottage have 
been indicted in the US for money laundering related to 
notorious drug trafficker Robert Vesco. Cardinal 
International 

Bethel worked from 1997-2000 

under investigation by the Securities Commission of The 


Column 3 

Bahamas for mismanagement of funds 

mismanagement that occurred during Dr. Bethel\'s tenure 
overseeing company compliance. 


6. (C) During her tenure in the UN 

heavily involved in UN Reform issues 

began service as Vice Chair of the Open-Ended Working Group 
(OEWG) on the Question of Equitable Representation on and 
Increase in the Membership of the Security Council 

supporting the G-4 proposal for expansion. She is chair of 

the International Association of Permanent Representatives. 
She regularly speaks on behalf of CARICOM nations 

done so on UN reform 

disarmament and other matters. Dr. Bethel is actively 

involved in Small Island Developing States (SIDS) issues and 
fora. She has been vocal in opposition to US possession of 
nuclear weapons on several occasions 

Cuba 

remarks to the Non-Proliferation Treaty Preparatory Committee 
in 2004. NOTE: While her prepared remarks were less direct 
oral additions to those remarks were reportedly sharply 

critical of the US. END NOTE. 


7. (C) Bethel clearly plays an important role in the 
development of Bahamian UN policy 

Mitchell. Mitchell noted in a December 2005 speech that he 
relies particularly on Bethel on issues involving Haiti and 

United Nations Reform. Given Bethel\'s role as PLP party 
insider 

positions articulated by the Foreign Minister. CARICOM and 
Non-Aligned Movement (NAM) analysis also significantly inform 
MFA decisions on UN issues. 


8. (C) In June 

UN decisionmaking. Following The Bahamas\' vote for Cuba on 
the UN Human Rights Council 

under criticism from Post 

The Bahamas\' vote 

memorandum is prepared by staff in New York and cleared by 
the Permanent Representative before being forwarded to the 
Foreign Ministry. At the Foreign Ministry 

staff review and clear the suggested positions. Mitchell 
asserted that decisions 

are part of \"package voting\" within country voting blocs 
presumably CARICOM and NAM. 
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Foreign Minister Mitchell\'s Participation 


9. (C) Minister Mitchell is likely to be well-informed on UN 
issues. Mitchell is the recent head of COFCOR 

foreign minister group 

figure in the region as he continues to expand The Bahamas\' 
international profile. He plans a meeting with Secretary 

Rice on the margins of UNGA 

on key issues. 


10. (C) The General Assembly comes in the midst of 
increasingly vigorous political campaigning for coming 
elections. A close battle is anticipated 

that the elections -- required no later than May 2007 -- will 
be held in Winter. Post has raised concerns privately and 
publicly about limited Bahamian support for positions 
advocated by the US in the UN. Mitchell knows The Bahamas\' 
actions at the UNGA will likely be closely monitored at home 
in the context of elections 

heightened sensitivity to local scrutiny of UNGA. Post will 
forward a updated biography cable regarding Mitchell in 
advance of UNGA. 


11. (C) Prime Minister Christie has not been engaged on UN 
and international issues. Sometimes criticized for failing 

to attend international events 

Foreign Minister Mitchell to oversee Bahamian foreign policy. 
Mitchell\'s relationship with PM Christie remains strong 
though he is not in Christie\'s inner circle and there is no 
personal bond between them. Christie appears to trust 
Mitchell\'s formulation and handling of foreign policy. 

Though Christie has been privately critical of Mitchell on 
occasion 

Bahamas\' stance on UN and other foreign policy matters. 
HARDT 
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significant benefit of retaining an ownership position\". 


4. (SBU) The refinery\'s sale does not come as any surprise. 
The sales price also seems to be reasonable given the 
previous offers of around 5 billion USD for the entire 
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refinery. Although Citgo is still trying to sell its two 

U.S. asphalt refineries 

present that the BRV and PDVSA are seriously trying to sell 
Citgo. Given the substantial profits that it is generating 

as well as the fact that it is the ideal platform for the 

BRV\'s subsidized heating oil/propaganda program 

expect the BRV to change its stance on Citgo in the near 
future. 

WHITAKER 
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14 with both current and potential contributors. The purpose 

of these meetings was to discuss next steps required to 

quickly generate and deploy a beefed-up force for UNIFIL. 
DPKO discussed force needs in general terms and addressed 
several specific concerns of existing UNIFIL TCCs. During a 
separate bilateral meeting on August 15 

shared with USUN a notional plan for force generationplanning 
purposes which was developed for internal UN use following 
informal contacts between the UN Secretariat and various 
countries 

that no country has provided a formal commitment thus far 

this notional plan envisions France 

as providing at least two battalions each ) consisting of 
mechanized infantry and/or infantry troops ) while 

Indonesia 

DPKO would welcome an exchange of information with the USG 
about potential troop contributions. (Note: PM A/S Hillen 

will meet with DPKO August 16-17.) USUN also confirmed that 
DPKO U/SYG Guehenno is in discussions with Germany about the 
possiblity of German bilateral assistance to the GOL )- 
independent of the UNIFIL force structure -- to help secure 
Lebanon 

Hizballah. DPKO will convene another meeting of NY-based 
representatives of potential TCCs on August 17 to brief on 

the proposed Concept of Operations 

force generation needs. A decision on French participation 

is crucial for DPKO to complete its plan. End Summary. 


DPKO Requests Help With Planning 


2. (C) During recent meetings with current and potential 

TCCs 

military planners to augment current DPKO staff. (NOTE: US is 
providing one officer in accordance with DPKO\'s request who 
will arrive o/a August 18. As of August 15 

that France and Italy have already provided officers for this 
team. Retired French Brigadier Francois Dureau 

serving as the head of DPKO\"s situation center 
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been dispatched to Beirut to liaise with UNIFIL Force 
Commander Pellegrini. END NOTE.) The planners would assist 
in finalizing the plan and then some of them would deploy as 

part of a larger advance party. There is no firm timeline 

thus far for initial force deployment but the DPKO plan now 

is to deploy a planning team to UNIFIL HQ in Naqoura o/a 
August 27 in order to facilitate an initial force of two or 

three battalions that would be the lead elements. The team 
would consist of a team of DPKO officers augmented by some of 
the military planning officers to be provided by member 

states. As to next steps 

of Operations (CONOPs) by midweek and to present the proposed 
CONOPs 

\"formal\" TCC of NY-based representatives on Thursday August 
17. 


Generic Force Needs 


3. (U) Without going into numbers 

11 and 12 what they would ask for in the force generation 
phase: mechanized infantry units 

facilitate mobility 

assets (light/medium trucks) 

two hospital. There will be a need at the outset for 

Explosive Ordinance Disposal (EOD) and demining units which 
will be critical to facilitate rapid return of IDPs. There 

should also be a maritime component to the operation for 
interdiction purposes. Additionally DPKO wants to establish a 
UNIFIL Liaison Team of two or three officers in Beirut. They 
also plans to set up a \"hot line\" between UNIFIL 

the LAF 

meetings between UNIFIL 


4. (C) Some existing UNIFIL TCCs 

continue to voice concerns about their current troop 
deployments and what is going to be required of them in the 
near term. The representative from the Indian mission has 
repeatedly pointed out that no one should expect the existing 
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UNIFIL to take on the new mandate until additional forces are 
deployed 

TCCs would continue to participate in the new UNIFIL. During 
the August 11 meeting 

TCCs would be consulted about follow-on participation 

the meantime their troops would not be expected to carry out 
new mandates in UNIFIL\'s existing configuration. 
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DPKO Seeks Collaboration with USG 


5. (C) During a separate meeting August 15 

to U/SYG Guehenno Salman Ahmed (protect) showed USUN a 
notional internal DPKO document outlining the types of 
contributions the Secretariat might expect from individual 
member states. Ahmed said the document reflects DPKO 
assessment of member state capabilities as well as a sense of 
what these states might be prepared ) with some cajoling by 
the USG and other interested parties ) to contribute. The 
document suggested France 

called upon to provide at least two battalions ) consisting 

of mechanized infantry and/or infantry troops ) while 

Indonesia 

battalion each. These countries 

Norway 

other kinds of forces besides infantry. 


6. (C) Ahmed acknowledged that DPKO 

efforts will depend in large part on whether France decides 

to lead the expanded UNIFIL force. He expressed some 
frustration that the French military still had qualms about 
committing large numbers of new forces under a blue helmet 
lead 

would play a primary role. Ahmed also referred to press 
report citing Italian officials wno had expressed concerns 

that UN forces require approval from New York to open fire 
which Ahmed said is categorically untrue. He appealed to the 
USG to remain in close touch with both France and Italy 

well as other contributors 

part in the new force 

U/SYG Guehenno to update European audiences on DPKO practices 
and procedures. 


7. (C) In addition to the countries listed on the notional 
internal DPKO document 

in discussions with Germany about possible German bilateral 
assistance to Lebanon to secure its border with Syria to 
prevent rearmament of Hizballah 

customs officials as well as a training and equipping 
program. Ahmed described his understanding that any Germany 
assistance would be independent of UNIFIL 

reported German reluctance for German officials to be 
stationed on the Israeli-Lebanese border. He admitted that 
this proposal -- wherein UNIFIL would not be directly 
responsible for monitoring arms trafficking on the Syrian 
border -- was preferable to DPKO. USUN urged DPKO to 
consider how to support GOL efforts to ensure that arms will 
not be smuggled into Lebanon\'s air and seaports in order to 
reassure Israel and thereby facilitate their prompt 
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reopening. 


8. (C) Ahmed assured USUN that DPKO is firmly committed to 
ultimately generating a force of roughly 15 

Acknowledging earlier reports that A/SYG Annabi and DPKO 
Military Advisor General Mehta had determined that the 
enhanced UNIFIL force might be able to accomplish its mission 
with fewer soldiers (approximately 7-8 

that DPKO had received USUN\'s earlier message about the 
political sensitivity of suggesting a dramatically lower 

number. He noted that Mehta is worried about the initial 
absorptive capacity of UNIFIL and the LAF and is considering 

a rolling deployment. Of particular concern is how UNIFIL 

can help the LAF deploy given the current environment (e.g. 
destroyed bridges and roads). Ahmed said the TCC meeting on 
August 17 would focus on reassuring potential contributors 
that the UN would establish a clear command and control 
structure for the force 

the necessary budgetary and equipment support. He also said 
DPKO would reassure current and potential TCCs that the 
mandate in UNSCR 1701 is sufficiently clear and flexible to 
enable the force to carry out its mission. 


9. (C) Finally 
task of rapidly expanding and deploying UNIFIL was to move as 
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fast as possible. He said this pace means it can\'t be 

business as usual at the UN 

support for DPKO to seek flexibility in such areas as 
procurement and authority to commit budgetary resources. He 
also said that DPKO is inclined to keep Pellegrini in place 
noting the UNIFIL force commander has the confidence of all 
parties and that changing the leadership structure at this 

stage could delay deployment. 

BOLTON 
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14 with both current and potential contributors. The purpose 
of these meetings was to discuss next steps required to 
quickly generate and deploy a beefed-up force for UNIFIL. 
DPKO discussed force needs in general terms and addressed 
several specific concerns of existing UNIFIL TCCs. During a 
separate bilateral meeting on August 15 

shared with USUN a notional plan for force generationplanning 
purposes which was developed for internal UN use following 
informal contacts between the UN Secretariat and various 
countries 

that no country has provided a formal commitment thus far 
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this notional plan envisions France 

as providing at least two battalions each ) consisting of 
mechanized infantry and/or infantry troops ) while 

Indonesia 

DPKO would welcome an exchange of information with the USG 
about potential troop contributions. (Note: PM A/S Hillen 

will meet with DPKO August 16-17.) USUN also confirmed that 
DPKO U/SYG Guehenno is in discussions with Germany about the 
possiblity of German bilateral assistance to the GOL )- 
independent of the UNIFIL force structure -- to help secure 
Lebanon 

Hizballah. DPKO will convene another meeting of NY-based 
representatives of potential TCCs on August 17 to brief on 

the proposed Concept of Operations 

force generation needs. A decision on French participation 

is crucial for DPKO to complete its plan. End Summary. 


DPKO Requests Help With Planning 


2. (C) During recent meetings with current and potential 

TCCs 

military planners to augment current DPKO staff. (NOTE: US is 
providing one officer in accordance with DPKO\'s request who 
will arrive o/a August 18. As of August 15 

that France and Italy have already provided officers for this 
team. Retired French Brigadier Francois Dureau 

serving as the head of DPKO\'s situation center 

been dispatched to Beirut to liaise with UNIFIL Force 
Commander Pellegrini. END NOTE.) The planners would assist 
in finalizing the plan and then some of them would deploy as 

part of a larger advance party. There is no firm timeline 

thus far for initial force deployment but the DPKO plan now 

is to deploy a planning team to UNIFIL HQ in Naqoura o/a 
August 27 in order to facilitate an initial force of two or 

three battalions that would be the lead elements. The team 
would consist of a team of DPKO officers augmented by some of 
the military planning officers to be provided by member 

states. As to next steps 

of Operations (CONOPs) by midweek and to present the proposed 
CONOPs 

\"formal\" TCC of NY-based representatives on Thursday August 
17. 


Generic Force Needs 


3. (U) Without going into numbers 

11 and 12 what they would ask for in the force generation 
phase: mechanized infantry units 

facilitate mobility 
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assets (light/medium trucks) 

two hospital. There will be a need at the outset for 

Explosive Ordinance Disposal (EOD) and demining units which 
will be critical to facilitate rapid return of IDPs. There 

should also be a maritime component to the operation for 
interdiction purposes. Additionally DPKO wants to establish a 
UNIFIL Liaison Team of two or three officers in Beirut. They 
also plans to set up a \"hot line\" between UNIFIL 

the LAF 

meetings between UNIFIL 


4. (C) Some existing UNIFIL TCCs 

continue to voice concerns about their current troop 
deployments and what is going to be required of them in the 
near term. The representative from the Indian mission has 
repeatedly pointed out that no one should expect the existing 
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UNIFIL to take on the new mandate until additional forces are 
deployed 

TCCs would continue to participate in the new UNIFIL. During 
the August 11 meeting 

TCCs would be consulted about follow-on participation 

the meantime their troops would not be expected to carry out 
new mandates in UNIFIL\'s existing configuration. 


DPKO Seeks Collaboration with USG 


5. (C) During a separate meeting August 15 

to U/SYG Guehenno Salman Ahmed (protect) showed USUN a 
notional internal DPKO document outlining the types of 
contributions the Secretariat might expect from individual 
member states. Ahmed said the document reflects DPKO 
assessment of member state capabilities as well as a sense of 
what these states might be prepared ) with some cajoling by 
the USG and other interested parties ) to contribute. The 
document suggested France 

called upon to provide at least two battalions ) consisting 

of mechanized infantry and/or infantry troops ) while 

Indonesia 

battalion each. These countries 

Norway 

other kinds of forces besides infantry. 


6. (C) Ahmed acknowledged that DPKO 

efforts will depend in large part on whether France decides 
to lead the expanded UNIFIL force. He expressed some 
frustration that the French military still had qualms about 
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committing large numbers of new forces under a blue helmet 
lead 

would play a primary role. Ahmed also referred to press 
report citing Italian officials wno had expressed concerns 

that UN forces require approval from New York to open fire 
which Ahmed said is categorically untrue. He appealed to the 
USG to remain in close touch with both France and Italy 

well as other contributors 

part in the new force 

U/SYG Guehenno to update European audiences on DPKO practices 
and procedures. 


7. (C) In addition to the countries listed on the notional 
internal DPKO document 

in discussions with Germany about possible German bilateral 
assistance to Lebanon to secure its border with Syria to 
prevent rearmament of Hizballah 

customs officials as well as a training and equipping 
program. Ahmed described his understanding that any Germany 
assistance would be independent of UNIFIL 

reported German reluctance for German officials to be 
stationed on the Israeli-Lebanese border. He admitted that 
this proposal -- wherein UNIFIL would not be directly 
responsible for monitoring arms trafficking on the Syrian 
border -- was preferable to DPKO. USUN urged DPKO to 
consider how to support GOL efforts to ensure that arms will 
not be smuggled into Lebanon\'s air and seaports in order to 
reassure Israel and thereby facilitate their prompt 

reopening. 


8. (C) Ahmed assured USUN that DPKO is firmly committed to 
ultimately generating a force of roughly 15 

Acknowledging earlier reports that A/SYG Annabi and DPKO 
Military Advisor General Mehta had determined that the 
enhanced UNIFIL force might be able to accomplish its mission 
with fewer soldiers (approximately 7-8 

that DPKO had received USUN\'s earlier message about the 
political sensitivity of suggesting a dramatically lower 

number. He noted that Mehta is worried about the initial 
absorptive capacity of UNIFIL and the LAF and is considering 

a rolling deployment. Of particular concern is how UNIFIL 

can help the LAF deploy given the current environment (e.g. 
destroyed bridges and roads). Ahmed said the TCC meeting on 
August 17 would focus on reassuring potential contributors 

that the UN would establish a clear command and control 
structure for the force 

the necessary budgetary and equipment support. He also said 
DPKO would reassure current and potential TCCs that the 
mandate in UNSCR 1701 is sufficiently clear and flexible to 
enable the force to carry out its mission. 


Column 3 
9. (C) Finally 
task of rapidly expanding and deploying UNIFIL was to move as 
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fast as possible. He said this pace means it can\'t be 

business as usual at the UN 

support for DPKO to seek flexibility in such areas as 
procurement and authority to commit budgetary resources. He 
also said that DPKO is inclined to keep Pellegrini in place 
noting the UNIFIL force commander has the confidence of all 
parties and that changing the leadership structure at this 

stage could delay deployment. 

BOLTON 
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Fidel Castro and \"reaffirm cooperative efforts\" with the 
Government of Cuba. Though it appears that Ortega did not 
actually meet with Castro (reftel) 

to promote programs to benefit Nicaraguans and to campaign -- 
making frequent announcements from Cuba on \'Radio Ya 
Sandinista-owned station managed by Ortega\'s son. 


2. (C) Ortega has made plain in his public announcements 
that if he wins in November 

cooperative relationship and collective programs that 
Nicaragua enjoyed with the Cuban government in the 1980 
Specifically discussed with Cuban officials were medical 
treatment 

Nicaraguans. Ortega has also told the international press 
that Castro is active and making government decisions. 


3. (SBU) FSLN founder and National Assembly Deputy Tomas 
Borge echoed Ortega\'s sentiments in an open letter to Fidel 
that was published in local newspapers over the weekend. He 
mentions several supporters of Castro and their continuing 
concern for his health. Borge writes that he will not 

celebrate his own birthday -- coincidentally the same as 
Castro\'s -- but instead attend the masses organized by 
thousands of Nicaraguans to pray for Castro\'s recovery. 
Borges\' paean ends with the statement that Castro is beloved 
by millions and that his ideas will endure for centuries. 


4. (C) COMMENT: While the other political parties have 
largely been quiet about Casiro\'s illness 

attempting to use the situation to his advantage to proclaim 
his solidarity with Castro 

heritage 

interventionism. END COMMENT 
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in its fight against Hezbollah 

toward Israel has made its \"New Middle East\" program a castle in the 
air. An editorial in the limited-circulation 

English-language \"Taipei Times\" slashed at the U.S. and British \"war 
on terrorism 

possible attacks to cow their citizens \"into grudgingly accepting 
legislation that has taken away many of their constitutional rights 

and freedoms.\" End summary. 


3. Israel-Hezbollah Combat 
\"Where Arms Alone Are Not Enough to Be Presumed On\" 


Columnist Antonio Chiang noted in the mass-circulation \"Apple Daily\" 
[circulation: 500 


\"The battle between Israel and Hezbollah is asymmetrical 

viewed militarily or politically. It will be a victory for 

Hezbollah as long as it can survive and not be wiped out. But for 
Israel 

political 

agreement offers an easy retreat for both sides who otherwise have 
no way to back down. But Israel is obviously the loser 

fact that both the international and domestic situations are not 
favorable for it. The United States\' image in the Arab world is 

also severely damaged. ... 


\"The bloody scenes created by Israel\'s air strikes sparked outrage 
in the Arab world. Support for Hezbollah soared quickly 

Lebanon to publicly support it. Iran 

position on its nuclear weapons 

its influence on Lebanon. The United States\' over-tilted position 
toward Israel in this war will make its \'New Middle East\' program a 
castle in the air. Israel will face a more severe challenge than 
before in terms of its security. ...\" 


4. GWOT 
\"Nothing to Fear But Fear Itself\" 


The pro-independence 
30 


\"... The threatened attacks may have been real 

are becoming increasingly skeptical over the way events like these 
are being handled 

episode in a campaign by the authorities to keep the population 
enveloped in a blanket of fear. Such fear allows the British 
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government to continue pursuing its hawkish foreign policy in 
countries like Iraq and Lebanon while pushing through draconian 
security measures that curtail civil liberties at home such as 
biometric ID cards. ... But when it comes to employing the tactics 
of fear 


\"Since the September 11 

of US President George W. Bush has used the threat of al-Qaeda and 
possible attacks to cow US citizens into grudgingly accepting 
legislation that has taken away many of their constitutional rights 
and freedoms. Instead of using these terrible attacks as impetus 

for finding solutions to the Middle East problem and tackling the 

root causes of Muslim extremism in a bid to prevent future attacks 
the Bush administration 

terror.\' The fear generated by this \'war\' and the subsequent hatred 
of the West that coalition behavior in Iraq has spawned have been 
used by Bush to keep the vast majority of people from questioning 
policy decisions like the invasion of Iraq 

have been unmasked as the folly it turned out to be. ... 


YOUNG 
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be used to manufacture weapons of mass destruction (WMD). 
The document also identifies a U.S. chemical company in 
California as the possible manufacturer of this chemical. 

The Foreign Minister said his government is extremely 
concerned by the report and asked that the United States 
provide \"technical assistance\" in dealing with the report. 


B. (U) Red Mercury is a well-known scam material 
frequently purported to be important in the manufacture of 
nuclear weapons but having no applications in the 
manufacture of weapons of mass destruction 

explosives 

its alleged properties. It has been utilized by con- 

artists throughout the world in scams targeting terrorist 
organizations and rogue states desiring WMD capabilities. 
Although numerous reports from U.S. and Russian experts 
have stated that the existence of Red Mercury is a hoax 
contradictory comments from other Russian scientists and 
various inflammatory television shows and books have helped 
perpetuate the myth 

by ignorant entities seeking to acquire WMD. 


2. (S-Rel Sri Lanka) In response to request in paragraph 3 
of Ref 

Washington has no credible information that \"Red Mercury\" 
is a WMD threat and is unable to identify or locate the 

U.S. chemical company specified in the Sri Lankan report. 
Given these factors 
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document not to be credible and believe that there is 
nothing to be concerned about in regard to this report. 


3. (S-Rel Sri Lanka) However 

there have been illicit trafficking cases where 

documentation citing Red Mercury has accompanied authentic 
nuclear material. So although the Sri Lankan report has 

been assessed to be ascam 

smuggling should be thoroughly investigated in order to 

rule out the existence of any material that could be a 

threat. Embassy should ask Sri Lanka to continue to share 
similar reports in the future. 
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partially in Bangkok and Chiang Mai 

US air strike against terrorists in Rangoon raised misguided 
hopes of US military intervention among Burmese opposition 
groups (reftel). 


5. According to a member of the Rambo pre-production crew 
Thai Film Board fears the movie could provoke Burmese wrath and 
has asked that Rambo\'s base country not be identified. 


CAMP 
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3) However 

Japan\'s relations with China 

4) Business leaders fear that buoyant Japan-China economic relations 
may now turn cold 

5) Government took secret opinion poll prior to decision on 
Koizumi\'s Yasukuni Shrine visit 

6) 258 

years 

7) Cabinet 

Yasukuni Shrine 


Foreign policy agenda: 

8) Government planning post-Koizumi administration push to repair 
ties with China 

or other forums 

9) Japan 

earthquake 


Political issues: 
10) Yasukuni issue certain to be main campaign issue in upcoming LDP 
presidential race 
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11) Former LDP Secretary General Koichi Kato\'s parental home 
destroyed by fire that may have been arson 


Articles: 


1) China 
Yasukuni visit 


YOMIURI (Page 2) (Excerpts) 
August 16 


China 
Tetsuya Suetsugu 


In its protest against Prime Minister Koizumi\'s visit to Yasukuni 
Shrine on Aug. 15 

underlining its eagerness to improve relations with Japan under the 
post-Koizumi administration to be inaugurated in September. China 
expects that if it tries to minimize the negative impact of the 

prime minister\'s Yasukuni visit and not to cast a damper on the 
current trend toward improving bilateral relations 

minister would refrain from visiting Yasukuni Shrine. 


Chinese Foreign Minister Li Zhaoxing called in Ambassador to China 
Yuji Miyamoto to the Chinese Foreign Ministry in Beijing yesterday 
and criticized Koizumi\'s Yasukuni visit 

minister: \"Prime Minister Koizumi ignored the people\'s strong 
opposition.\" By singling out Koizumi for its criticism 

minimize the damage to be caused to relations between Japan and 
China. 


Emphasizing the stance of placing importance on relations with 
Japan 
efforts to put Japan-China relations back on a normal development 
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course.\" This remark is intended to tacitly ask the next prime 
minister to refrain from visiting Yasukuni as the precondition for 
improvement in bilateral ties. 


South Korea 

Kyoji Fukushima 

In a speech at the ceremony for the anniversary of the birth of 
South Korea on Aug. 15 


\"Japan must reflect on its past conducts with its whole heart.\" He 
did not refer to Prime Minister Koizumi\'s visit to Yasukuni Shrine 
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but just reiterated the need for Japan to take measures to settle 
such issues as Yasukuni Shrine 

school textbooks. 


The draft speech is composed of about 150 lines 

toward North Korea 

United States 

six lines were devoted to that topic 

when the prime minister visited the shrine in October 2005. 


According to a South Korean government official 

importance to relations with the post-Koizumi administration with 

just a month to go before Koizumi steps down. The official said that 

his reference to Yasukuni and Takeshima/Dokdo issues is in a sense a 
message to the next prime minister. 


2) US says \"Prime Minister Koizumi\'s visits to Yasukuni is domestic 
Japanese issue\" 
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Washington 


White House Deputy Press Secretary Dina Perino told reporters about 
Prime Minister Junichiro Koizumi\'s visits to Yasukuni Shrine: \"We 
understand that there are complicated historical issues in Asia. We 
hope that the region will resolve them with concerted efforts.\" 

Perino then revealed Washington\'s view 

minister\'s Yasukuni visit is an internal Japanese matter. The US 

will not interfere with this issue.\" 


In their meetings with US President George W. Bush 

President Hu Jintao and South Korean President Roh Moon Hyun have 
criticized Koizumi\'s Yasukuni visits 

come around to them. Bush has hedged 

with other friends brings benefit to us as well.\" 


3) US concern broadening about Japan\'s icy ties with China 
Prime Minister Koizumi\'s paying homage at Yasukuni Shrine; US urges 
dialogue to resolve issue 


NIHON KEIZAI (Page 2) (Excerpt) 
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In the aftermath of Prime Minister Junichiro Koizumi\'s paying homage 
at Yasukuni Shrine on Aug. 15 

war 

parts of Asia 

between Japan and the Republic of Korea will continue. 
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President Bush has already expressed his expectation that bilateral 
dialogues between Japan and China and between Japan and South Korez 
will go forward. The Bush administration 

East situation and by busily occupied with anti-terrorist measures 

wants to avoid complicating its Asia diplomacy by a worsening of 
Japan-China 

such issues as the North Korea missile and nuclear programs. 


4) Prime Minister Koizumi visits Yasukuni Shrine: Business leaders 
concerned Japan-China relations will become cold both politically 
and economically; Next administration urged to improve situation 
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Following Prime Minister Koizumi\'s visit to Yasukuni Shrine 
yesterday 

visit will negatively affect the increasingly close economic 

relations between Japan and China. According to informed sources 
many business leaders want the next administration to improve 
relations with China and South Korea. 


For Japan 

the US. The Finance Ministry\'s statistics show substantial growth in 
bilateral trade 

2006 reaching 4.9552 trillion yen 

the previous year and imports at 6.5219 trillion yen 

the same period. 


JFE Steel and Toyota Motor have recently started joint venture 
companies in China. Oji Paper has obtained approval to build a large 
paper plant in Jiangsu Province. Retailers 

Department Store and Ito-Yokado 

outlets. 


However 

worsening political relations with China affecting major projects 
involving the government 

development of gas fields in the East China Sea and the high-speed 
railway system Japan is now trying to sell to China 

for a Japanese trading company put it. 


Nobuo Yamaguchi 

Industry 

is a major task for the next administration.\" Many business leaders 
thus hope the post-Koizumi administration will make efforts to 
repair relations with China. 
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The next administration is also urged to rebuild trade strategy 
toward Asia. 


5) Government carried out secret opinion polls prior to Prime 
Minister\'s paying homage at Yasukuni Shrine; Careful preparations 
aiming at avoiding strong reactions 
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It was learned yesterday that the government prior to Prime Minister 
Koizumi\'s paying homage at Yasukuni Shrine on Aug. 15 
carried out two opinion polls as part of the careful preparations 
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for the event. The aim seemed to have been to avoid as best as 
possible negative reactions from the public. 


A commercial pollster was entrusted with carrying out the polls 
with only one question: \"What do you think of the Prime Minister 
paying homage at Yasukuni Shrine on Aug. 15?\" The result of the 
first poll showed that the approval rate was just slightly above the 
disapproval rate. 


When the Prime Minister saw the report of the first poll in late 

July 

memo of late former Grand Steward Tomohiko Tomita of the Imperial 
Household Agency had revealed that the Showa Emperor was displeased 
that Class-A war criminals were enshrined at Yasukuni Shrine. There 
thus was a possibility of a growing mood of caution about the Prime 
Minister making a shrine visit 


The Prime Minister seemed to have made the judgment that by 
commissioning another poll 

Tomita memo on public views. In the second poll 

August 

visit. 


Upon hearing the results 
positively explaining his real intentions for visiting Yasukuni by 
the 15th. 


6) 258 
since 2000 
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Approximately 258 

estimate) on Aug. 15 

pay homage to the war dead. This was the highest number of daily 
visitors that the shrine has recorded since 2000 

keeping started. The public affairs division of the shrine 

explained 

paying homage that drove up public interest.\" 


On Aug. 15 
shrine 
approximately 40 


on that day in 2002 

There was a large-scale event in 2005 (60th anniversary of the end 
of the war) attended by many related groups 

visitors jumped to 205 

than last year even though a light rain fell in the morning. 


7) Objections to Prime Minister\'s Yasukuni visit also erupting from 
cabinet 
challenge 
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Prime Minister Koizumi\'s visit to Yasukuni Shrine on Aug. 15 has 
brought into the forefront again the weighty issue of \"history\" to 
politicians in both the ruling and opposition parties 

members of the Koizumi cabinet 
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and the chief cabinet secretary. How should Japan improve its 
strained ties with other Asian countries over this issue 

should it address the issue of historical views? In response to the 
visit 

as well as from cabinet ministers and senior ruling party members 
highlighting that no consensus has yet to be built on historical 
views even 61 years after the end of World War Il. 


In order to maintain favorable relations with Asian countries 
should Japan resolve the thorny historical issue? Finance Minister 
Tanigaki has taken the typical position of postwar mainstream 
conservatism 

Democratic Party election 

the shrine if elected prime minister. 


In a cabinet meeting yesterday 
question that Japan must improve its strained relations with 
neighboring countries; and (2) No settlement has been reached on the 
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issue of Yasukuni enshrining Class-A war criminals and ways of 
honoring the war dead. Later 


\"The issue of enshrinement of Class-A war criminals is tantamount to 
a boned stuck in the throat. There might have been some legal 
problem with the judgments handed down at the International Military 
Tribunal for the Far East 

settlement measure.\" 


Minister for Economic and Fiscal Policy Yosano 
separately enshrining Class-A war criminals 
similar to Tanigaki\'s. He said: 


\"The Tokyo War Crimes Trials was indisputably an abnormal situation 
but it was an important arena in order for Japan to show 
internationally that the issue of Japan\'s culpability for the war 

has been settled. Since Japan totally accepted the judgments at the 
Tokyo Trial under the Treaty of San Francisco 

for the government to legally interpret them as being war 

criminals.\" 


In contrast 
\"judgment should be entrusted to historians.\" 


In a NHK TV program last night 


\"It is impossible to change the fact that Japan was allowed to 
return to the international community because it accepted the 
rulings at the Tokyo Trial. ... It is apparent that Class-A war 
criminals did not violate Japanese law.\" 


The New Komeito has underlined the stance of expecting the 
post-Koizumi administration to alter the current policy line. In 
reference to the prime minister's Yasukuni visit 

said: \"It is quite regrettable 


\"I think that in China and South Korea 

resignation on the Koizumi administration 

expect the post-Koizumi administration to make efforts to improve 
Japan\'s Asia diplomacy.\" 


The opposition camp lashes out at the prime minister\'s historical 
view itself. Minshuto (Democratic Party of Japan) Secretary General 
Yukio Hatoyama commented: 
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\"Should a person who has the same views as Prime Minister Koizumi on 
Yasukuni Shrine and history become prime minister 
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with China and South Korea will unavoidably become more strained.\" 


Japanese Communist Party Chairman Shii said: 


\"The prime minister picked the day of reflection on the nation\'s 
past military aggression and colonial rule as the day for his last 
visit to Yasukuni Shrine as prime minister. This fact has made the 
problem more serious.\" 


Social Democratic Party President Fukushima remarked: 


\"He might be trying to change August 15 from the day of vowing for 
peace into the day of vowing for death of the country.\" 


8) MOFA aims for summits with China 
following inauguration of post-Koizumi administration: Such settings 
as APEC eyed 
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Following Prime Minister Koizumi\'s visit to Yasukuni Shrine 
yesterday 

to hold summits with China and South Korea. The aim is for the next 
administration to normalize ties with both countries shortly after 

its inauguration. With Chief Cabinet Secretary Abe 

likely to Succeed Koizumi 

Economic Cooperation (APECS) forum summit to be held in Hanoi in 
November and the ASEAN+3 summit scheduled for December as venues 
such talks. During a symposium on exchange between Japan and China 
on Aug. 3 

countries 

discussions through direct dialogue so that individual issues will 

not affect the development of overall relations between Japan and 
China.\" He has visited Yasukuni Shrine every year on Aug. 15 

did not go this year. The dominant view is that it is a message 

giving consideration to China and South Korea in view of his 
becoming prime minister 

source also said that since Abe already visited the shrine in April 

he has \"made his trip for the year.\" Some 

that Abe wants to pave the way for resuming summits with China and 
South Korea by forgoing another Yasukuni visit before the end of the 
year. 


A senior MOFA official yesterday indicated his ministry\'s intention 
to make a change of administration an occasion to normalize 
bilateral ties with both countries. Judging that it would be 

difficult for top leaders to mutually visit each other\'s country in 
view of public opinion in China and South Korea 

international conferences as the setting for summit meetings. 
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The Chinese side has also indicated a desire to resume summits with 
Japan at an early date 

meeting with Japanese Ambassador to China Yuji Miyamoto 

can visit your country at an appropriate time if conditions are 

met.\" South Korean Foreign Affairs and Trade Minister Ban Ki Moon on 
Aug. 9 visited Chief Cabinet Secretary Abe and told him 

abnormal that Japan and South Korea are unable to hold a summit.\" 
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9) Northern Territories: Japan 
tsunami observation; Expert meeting likely to be as early as autumn 


SIPDIS 
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The governments of Japan and Russia will cooperate on earthquake and 
tsunami observation in the Northern Territories. They will hold an 


SIPDIS 

expert meeting as early as this fall to work out specific measures 

for the realization of an observation system by the end of next 

year. Both countries want to minimize damage from such disasters by 
improving the accuracy of forecasts based on latest data on the 
ground in the region. The aim is also to find a breakthrough in the 
stalemated talks on the Northern Territories 

cooperative activities. 


There are no observation bases on the four northern islands where 
Japan can obtain data on geological conditions. Since facilities 

there are also insufficient compared with Japan\'s 

necessity to improve disaster-prevention measures. Prime Minister 
Junichiro Koizumi and President Putin during the G-8 Summit (St. 
Petersburg Summit) in July agreed that the two countries would 
cooperate on quake and tsunami measures in the area centered on the 
Northern Territories. 


In addition to jointly collecting and sharing quake data 

Moscow will consider the possibility of improving local observation 
equipment and experts holding regular meetings and mutually visiting 
related facilities. They thus want to minimize damage from quakes 
and tsunami by swiftly determining the epicenter and magnitude of a 
quake and the possibility of tsunami. 


Tokyo views that improving observation data will make it easier to 
forecast the impact of an earthquake in the region on Hokkaido and 
Tohoku. The advantage for Russia is that it will be able to use 
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Japan\'s observation technology introduced on the Northern 
Territories in other parts of the country. 


Behind the background of the two countries\' cooperation on 
earthquake measures is the shared awareness that international 
cooperation is important in dealing with natural disasters and has 
deepened following the Indian Ocean tsunami in December 2004. 


10) LDP presidential race: Yasukuni unavoidably becoming campaign 
issue; Urgently need to close rifts with China 
prime minister\'s shrine visits 
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The Chinese and South Korean ambassadors called at the Foreign 
Ministry yesterday afternoon to each register a strong protest 
against Prime Minister Junichiro Koizumi\'s visit to Yasukuni Shrine 
yesterday morning 

The two ambassadors had repeatedly called on the prime minister to 
refrain from visiting the Shinto shrine for the reason that the 

shrine honors Class-A war criminals. With Koizumi\'s visit to 
Yasukuni on Aug. 15 

Seoul has now become a task of pressing urgency. It is now certain 
the Yasukuni issue will become a major campaign issue in the Liberal 
Democratic Party (LDP) presidential election in September. 
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\"For better or worse 

conducted during the presidential election campaign 

not be fully satisfied 

Kato. This view is widespread in the LDP. How should Japan console 
the souls of the war dead 

be removed from Yasukuni 

built 

likely become issues for debate in the LDP presidential election. 


11) Koichi Kato\'s home in Tsuruoka City burned down; Man believed to 
have set fire to the house 
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At around 5:55 p.m. yesterday 

wooden house of former Liberal Democratic Party (LDP) Secretary 

General Koichi Kato\'s mother in Daito Town 

Prefecture. The house and Kato\'s local office burned down. A man 
believed to have stabbed himself was found collapsed in front of the 
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house. Police are now investigating to find out if the man stabbed 
himself after setting fire to the house. The man incurred burns on 
his face and the inside of his mouth 

will question him after he becomes conscious. 


Kato had repeatedly criticized Prime Minister Junichiro Koizumi\'s 
visits to Yasukuni Shrine 

should not visit the shrine 

that paying homage at the shrine is a matter of the heart. This is a 
diplomatic issue.\" Yesterday when Koizumi visited Yasukuni 
appearing on some TV programs. The prefectural police are carefully 
investigating links to his remarks on Koizumi\'s Yasukuni visits. 


According to police 
the fire started. The man is believed to be in his 50s and 60s. A 
firefighter found him on the premises. He was taken to a hospital. 


SCHIEFFER 


2.(U) The existence of a large informal economy in Mongolia has 
long been known 

observers have asserted that the \"shadow\" economy is equal to the 
size of the formal one. Mongolia\'s NSO currently adjusts its 

official GDP estimates by incorporating shadow economic activity in 
three sectors: retail (non-automobile) 

transport (taxis). This adjustment amounted to only about 11% of 
total GDP in 2004. 


3. (U) To get a more accurate assessment 

Economic Policy Reform and Competitiveness Project (EPRC) worked 
with the NSO and the Open Society Forum to fund the Informal Sector 
Household Survey (ISHS) 

households. The IRIS Center of the University of Maryland designed 
and administered this survey. IRIS interviewed a sample of more 
than 2% of Mongolia\'s 596 

employment activities 

objective of the ISHS was to obtain estimates of the size 

distribution of informal economic activity not counted in the 

nation\'s estimated GDP. 


4. (U) These projections were reported in IRIS\'s 2005 report \"The 

Size and Character of the Informal Sector and Its Shadow Economy in 
Mongolia\" and in a May 2006 EPRC/USAID report \"Mongolia\'s Informal 
Economy-Projections 

ISHS.\" The first report generated estimates of the size of the 

informal sector relative to Mongolia\'s gross domestic product (GDP); 
the second report generated estimates of the size of household 
income-national 
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EPRC/USAID compared the two sets of estimates by converting the 
EPRC/USAID estimates of household income into their equivalent gross 
value added (GVA) to compare the two sets of estimates with 
Mongolia\'s GDP. 


The Findings: Economy Half Again As Large 


5. (SBU) The two sets of estimates supported the conclusion that 

the informal economy in 2004 was about 45% to 50% the size of 
Mongolia\'s formal economy 

the NSO\'s limited adjustment suggests. These findings are in line 
with a 2002 IMF publication citing typical ranges for shares of the 
shadow economy as a percentage of GDP for different groups of 
countries. The range for developing countries was stated by the IMF 
to be 35-44% (as opposed to 21%-30% for transition economies 
14-16% for OECD countries). The new figures for the size of 
Mongolia\'s informal economy indicates the 2004 GDP estimate of 1.9 
trillion MT (about US$1.61 billion) is too low. This GDP figure 

implies a per capita income of US$644 (including the current 11% 
adjustment for the informal economy); the new estimates derived from 
the ISHS would imply a per capita income of US$845. Nonetheless 
Mongolia would remain classified as a \"low income\" country in the 
World Bank\'s country classification. 


Implications 
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6. (SBU) These figures are not yet for public distribution; EPRC is 
now working with NSO to ensure official acceptance of the sharply 
higher figures for the informal economy and to discuss how to 
release the findings to donors and others. Official approval for 

these more accurate appraisals is essential 

of the informal economy is needed in the larger effort to bring 
Mongolia\'s national accounts in compliance with the United Nations 
Standards for National Accounts (SNA-93). These revisions could 
have implications for a broad range of GoM policies. Ratios that 

use GDP as a denominator would need to be substantially revised for 
Mongolia; these include debt ratios 

as a percent of GDP 

recently enacted tax laws may need to be examined 

reexamination of strategies for tax enforcement. One aim of the new 
tax laws is to help bring more of the economy into the official 

sector 

reduced tax rates 

Mongolia\'s economy. 
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train police 

select individuals on the local 
Women\'s NGOs 

issues 

and educating the public. Since 1995 
instrumental in increasing awareness 


9. There are progressively more awareness projects targeting rural 
districts. TAF is funding a joint project with NCAV and the MWFA 
that is directed at four predetermined urban and rural regions. It 

will provide a more extensive account of abuse trends throughout the 
country and will promote understanding on a local level through 

radio broadcasting 

training and the development of \'multidisciplinary teams.\' These 
teams are composed of social 

representatives who learn to function independently of NCAV and thus 
serve as a local base for future programs and community support. Of 
current total of the three teams 

help. 


10. NCAV is the primary organization involved in providing services 

to abuse victims and coordinating organization between local 
governments 

build new branches and gain a greater presence in local communities. 
The increased awareness regarding legal rights has generated a 
greater number of people using the available counseling and 
protection services. Ms. Munkhsaruul of NCAV told emboff that the 
frequency of domestic violence has not declined significantly 

said that more women are asking for psychological support and legal 
advice in person and through the NCAV hot line. She estimates NCAV 
works with seven new women everyday. Men are also beginning to call 
to report potential abuse cases both on their own part and on the 

part of neighbors. In the last 18 months 

counseling and 245 received psychological counseling from NCAV. 


Women\'s Shelters 


11. There are four independently operating women\'s shelters in the 
country 

The locations are kept hidden so women must generally approach the 
police in order to contact a shelter. The one shelter located in 
Ulaanbaatar -- which has a population of one million -- is set up to 

hold 20 women and is reported to be filled consistently. The 

shelters located outside the city range in size 

20 beds but these do not regularly reach their maximum capacity. 

The number of women fluctuates seasonally with few women looking for 
help during the summer months. They prefer to look to friends and 
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relatives for support and lodging. During the winter months 
will travel as far as 200 miles for the safe and warm shelter 
environment. However 

resources available. 


12. NCAV estimates that one woman enters a shelter daily and 

on paper shelters demand women leave after a period of 2-3 weeks 
they typically spend up to three months. Coupled with the fact that 
all children under the age of 13 must accompany their mothers 
overcrowding is quickly becoming a more serious issue. NCAV is 
beginning to turn their attention to the children of families with 
abusive members. They have established protection and counseling 
services similar to ones provide for abused adults and are in the 
process of constructing a shelter specifically for the children of 
abused mothers. There is a recognized demand to provide the women 
with vocational training but this has yet to happen on a consistent 
basis. Women often return to their abusive husbands for financial 
reasons. 


Funding a Problem 


13. Funding remains the most limiting factor for continued activism 
in both the city and countryside. Despite the success of many 
programs 

the past few years. NGOs continue to rely upon donor bodies and 
collaborative efforts to support projects on a proposal-to-proposal 
basis. The lack of funding hinders the geographical range of NGO 
activity 


14. Ms. Kherlen told emboff that the lack of collaboration among 

NGOs is a hindrance to the fight against domestic violence. She 

believed there is too much reliance upon donor bodies to formulate 

the projects. TAF is hoping to work with new NGOs to expand their 
current partner base and through that base 

collaboration and project creativity. A similar effort is being 

headed by Ms. Amgalan of the \"Open Door\" Family Development Center 


Signs of Progress 


15. The responses to the efficacy of the law have been varied 

more pronounced in wealthier and more educated areas. All 

interviewed for this report agreed that the passage of the new law 

is indicative of an increasing awareness and interest in the cause. 
MWLA\'s Ms. Oyuntsetseg commented that positive legal changes are duc 
both to the new law and to NCAV\'s training seminars for officials 

and said that these changes have facilitated both civil and criminal 

law cases. One sign of progress: All 37 domestic violence cases 

that were brought to court this year were tried successfully. 
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The U.S. Role 


16. Using EPF money 

$172 

promoting coordination among NGOs and government ministries. This 
funding will continue through April 2008 but there is no definite 

follow-up grant at present. Using $25 

proceeds of wheat donated by USDA 

aimag helped NCAV establish a shelter in 2005; the Ambassador helped 
inaugurate the shelter. 


Slutz 


74985 

74986 

74987 

former Chairman\'s unwillingness to consult field commanders and 
establish meaningful subsidiary positions within the faction 
provided additional impetus for his removal. (Note: septel provides 
translation of an August 1 letter from Shafi\'s group with a fuller 
explanation for the ouster. End note.) 


4. (SBU) Responding to ARC officer\'s queries on the views and 
anticipated next steps of the new faction 

Shafi\'s appointment is only temporary 

conference\" where members will be selected for key positions. Shafi 
is currently in Asmara 

agenda. Shafi\'s intent is to return to Darfur within the \"next week 

or so 

general conference to occur soon after Shafi\'s return 

the vicinity of Jebel Mara. 


5. (SBU) Fadul repeatedly stated that peace is a strategic goal of 

the new faction. Explaining why Shafi\'s group 

the Darfur Peace Agreement (DPA) 

with the provisions on compensation and Janjaweed disarmament 
well as the inadequate allocation of executive authorities for the 
position of Senior Assistant to the President. Ninety percent of 

the agreement is acceptable 

be possible until these outstanding issues are addressed. The 
commander offered that the Darfur-Darfur Dialogue and Consultation 
(DDDC) could serve as a useful tool for generating popular buy-in to 
the DPA 

necessary for the process to produce a meaningful outcome. Fadul 
reiterated that SLA-Shafi remains committed to upholding its 
obligations under the 2004 Ndjamena Humanitarian Ceasefire Agreement 
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(HCFA) 

provisions with the international community. (Comment: Based on 
Fadul\'s discourse and conversations ARC officer had with other 
SLA-Shafi commanders 

supporters felt that the former Chairman had lost too much 
credibility within the Fur population and the international 
community to remain an effective negotiator. For this reason 
others 


6. (SBU) Fadul contended that Shafi\'s faction had no intention of 
joining the National Redemption Front (NRF). He explained that the 
group\'s focus was on Darfur 

agenda espoused by members of the NRF (i.e. 

JEM). Fadul added that the Abdel Wahid\'s ouster was well known 
throughout the Fur community 
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opinions on the development. He held that there were no \"hard 
feelings\" toward Abdel Wahid 

and could even regain the Chairmanship should the commanders so 
decide at the general conference. (Comment: A general conference 
convened by Shafi 

agenda established by the new Chairman 

favorable outcome for Abdel Wahid. End comment.) 


7. (SBU) Fadul 

differences between his new SLA-Shafi faction and the international 
community could be bridged. Like most other Darfurians 

supports the rapid deployment to the region of UN peacekeepers 
he believes would create the necessary security conditions to 
facilitate returns of internally displaced persons (IDPs). Fadul 
appeared realistic regarding the unlikely prospect of re-opening the 
DPA 

concerns with the accord were addressed. 


8. (SBU) ARC Officer and Poloff spoke with other prominent Fur 
political activists in Nyala 

Abaker 

previously met with the CDA in late June. (Biographical Note: Dr. 
Mohamed Ahmed is a physician currently working at the teaching 
hospital in Nyala. He is Chairman of the Fur Committee in Nyala and 
a key player in its efforts to organize politically. He has strong 

ties to both Abdel Wahid and Shafi. Originally from the Jebel Mara 
he has one brother working as a lawyer in Saudi Arabia. Mahdi Bosh 
is the Executive Officer of the GNU-sponsored Commission for the 
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Eradication of Abduction of Women and Children and a former 
prosecutor general in Darfur. Dr. Mohamed Eisa Alaj is a pharmacist 
-- who owns at least one pharmacy in Nyala -- with strong ties to 
Abdel Wahid. He has one brother in New Jersey. All three 
individuals speak English. End note.) 


9. (SBU) The prevailing sentiment of the Fur leaders was one of 
frustration with Abdel Wahid\'s leadership and his inability to 
advance Fur interests more effectively. They noted the glaring 
absence of a \"political plan\" for the SLA and expressed confidence 
that Shafi would be able to provide greater direction and 
organization for the movement. The activists highlighted oft-cited 
\"shortcomings\" in the DPA 

international oversight and lack of credible mechanisms to ensure 
GNU compliance. Dr. Mohamed Ahmed 

six-point discourse on means to improve the DPA. He argued that: 


-- An acceptable UN official should be appointed to impartially 
mediate between Darfurians and the GNU. 


-- The GNU must quickly make public its disarmament plan of the 
Janjaweed 

international community and the rebel movements. (Note: ARC officer 
informed Dr. Mohamed Ahmed that a plan had been delivered to AMIS 
which was reviewing it. Additionally 

involvement in the verification of Janjaweed disarmament. End 

note.) 


-- Adequate compensation must be paid expeditiously to Darfurians. 
(Note: ARC Officer stressed that the initial GNU $30 million 
contribution was only a down payment and would very likely be 
increased as payments were disbursed. End note.) 


-- Darfurians deserve greater political representation at both the 
state and national levels. Ahmed held that only thirty percent of 
the legislative and executive positions in Darfur should be filled 
by non-Darfurians 


-- The DDDC 

under the auspices of the UN. Ahmed proposed that the first stage 
of the DDDC should be a discussion among \"educated\" Darfurians 
inside and outside of Sudan to better define the nature of the 
relationship between Darfur\'s states and the central government. 
Later stages of the dialogue could then address issues of regional 
reconsolidation 

disputes. 


-- The Senior Assistant to the President position currently filled 

by Minni Minawi provided insufficient executive authorities. Anmed 
argued that the Special Advisor has no power to directly influence - 
politically or fiscally - the Walis of Darfur and 
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excluded from key decision-making processes on security and military 
matters. 


10. (SBU) Dr. Mohamed Ahmed remarked that he is leading an effort to 
create a Fur \"working group\" in South Darfur to promote political 
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and humanitarian objectives. The group consists of four committees 
and thirteen sub-groups 

mission or tasks of the various components. The doctor noted that 
more than 23 tribes are represented in the working group 

includes IDP 

pressed to provide greater detail about the working group or its 

plan to become more public 

its inchoate form or sensitivities about organizing such a group 

given the intolerant political environment created by the GNU. End 
comment.) 


11. (SBU) In a separate conversation 

Civil Affairs in South Darfur 

Fur 

SLA rift. Based on his interaction with Fur IDP representatives 
there was no clear majority opinion in terms of which rebel leader 
to favor. He outlined the UN position that in order for the DPA to 
truly work 

board. Notwithstanding Abdel Wahid\'s removal 

continues to hold sway and serve as a symbol for many Fur 
suggests that efforts by the GNU 

community must continue to gain Abdel Wahid\'s support for the DPA. 


12. (SBU) Hassan opined that recent developments have had a mixed 
effect on Abdel Wahid\'s position. On the one hand 

strengthened by the obvious lack of DPA implementation and the 
on-going violence in Darfur. On the other hand 

been obviously weakened by his ouster as Chairman 

new rebel factions 

to the President. The change of circumstances for Abdel Wahid 
suggests that the international community may now have more leverage 
to pressure him into signing the DPA. Hassan posited that the UN 

and other key stakeholders should make a public pronouncement 
denouncing Shafi\'s faction 

the ground and undermines Fur solidarity (and 

prompt Abdel Wahid to give support to the DPA). ARC officer 
responded that it may be more prudent to determine where Shafi stood 
on the DPA before making definitive statements 
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Abdel Wahid\'s recent silence and diminished stature. 


13. (SBU) While the Fur leaders and UNMIS officials with whom ARC 
Officer and Poloff spoke generally believed that Abdel Wahid\'s 
marginalization was a positive development for the SLA 

remained some ambiguity on the extent of field commander support for 
Shafi. Fadul remarked that the July 27 letter revealing the SLA 

split listed a number of supporters who 

the ouster. He added that the August 1 declaration was the 

definitive list of SLA military and political officials who endorse 
Shafi\'s chairmanship. Still 

Darfur 

leaders 

Abdel Wahid. With his leadership challenged and significant support 
lined up behind Shafi 

present an opportunity for the international community to be ina 
stronger position to encourage his support for the DPA. The further 
division of the SLA may very well add to the complexity of the 
security 

Darfur. End comment. 


HUME 


74988 

liberal Asahi editorialized (8/16): \"The tragedy in 
Lebanon has come to an end for the time being following 
the acceptance by Israel and Hezbollah of a unanimous 
UNSC resolution calling for the cessation of 

hostilities. ... However 

will likely take several weeks to reinforce the United 
Nations Interim Force in Lebanon (UNIFIL) 

monitoring the ceasefire. The Lebanese government 
meanwhile 

the country. We wonder whether this combination will be 
able to disarm Hezbollah 

resolution. Additionally 

a complete end to Israel's cross-border operations but 
for a halt to \'‘offensive operations 

administration 

for this language in the Security Council. Hezbollah has 
declared that it will not cease its attacks as long as 
Israeli troops are in Lebanon 

between the two on the first day of the ceasefire. 


2. \"With the situation as it is 
ceasefire could trigger renewed fighting. Steps must be 
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taken to resolve the conflict in order to prevent the 

current peace from being an illusory one. The first step 
should be a quick expansion of UNIFIL in order to create 
the conditions that would allow Israel to withdraw.... 

The second step should be opening the way for Hezbollah 
to release the Israeli troops it has abducted and for 

Israel in return to release the Hezbollah fighters it has 
captured. For this to be accomplished 

of the United States and European countries is 
indispensable.... Third 

compromise politically in order to coexist with Israel. 

The same could be said of Hamas. We would like to propose 
an international conference that would revive the Middle 
East peace process that was begun 15 years ago after the 
Gulf War. While calling for restraint from Israel 

inflexible demands of Hezbollah will be unraveled one at 

a time. We would like such a diplomatic effort to unfold 
through the cooperation of various countries. \" 


SCHIEFFER 
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specifically citing the U.S. as France\'s number one trading partner 
outside of Europe. A detailed report on Q-2 GDP growth will be 
published by INSEE on August 22. 


Government Trumpets Good News. . . 

5. Finance Minister Thierry Breton proclaimed INSEE\'s Q-2 GDP 
growth data was \"exceptional 

better than the forecasts of 2.4 and 2.8 percent originally 

predicted by the Bank of France and private economists 

respectively. Breton confirmed that GDP growth was running at a 3.0 
percent annualized growth rate as of the end of the first semester 

of 2006. 


6. Breton also said that other economic indicators 

business and household confidence 

doing much better. The unemployment rate decreased to 9.0 percent 
in June - much earlier than expected. Despite oil price increases 
inflation remained moderate. Consumer prices actually decreased 0.2 
percent in July compared to June 

with July 2005. 


... But Remains Cautious 

6. Breton is confident that 2006 GDP growth will be higher than the 
official 2.0-2.5 percent estimate 

revision as \"life has taught us to be cautious.\" In preparing the 
2007 economic forecasts 
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considering higher oil prices (USD 75-100 per barrel versus USD 63 
in 2006) 

U.S. 

economies. They are also taking into account the implementation of 
VAT increases in Germany in 2007 

foreign trade (reftel). 


Comment 


7. The growth registered in Q-2 means the government will meet its 
2006 GDP growth forecast. However 

the second semester 

be long over by then. The recovery of consumer spending in Germany 
and Italy 

raises doubts about the continued growth of French exports. Rising 
interest rates 

do not bode well for the French economy. 

The government is likely to stick to the same \"cautious\" GDP growth 
estimates of 2.0-2.5 percent in 2007 

earlier this year. 


HOFMANN# 
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THE 1990S 

THE PRC. SHIH TOLD THE DIRECTOR THAT TAIWAN BUSINESS AN 
GOVERNMENT LEADERS SHOULD HAVE SAT DOWN TOGETHER IN 
EARLY 1990S TO DISCUSS WHAT KIND OF CROSS-STRAIT ECONOK 
POLICY WOULD BE BEST FOR TAIWAN 

SUPPORT FROM THE PEOPLE OF TAIWAN. 


CROSS-STRAIT TECHNOLOGY TRANSFER RESTRICTIONS CHAFE 


5. (C) SHIH COMPLAINED OF CURRENT RESTRICTIONS ON CROSS- 
STRAIT TECHNOLOGY TRANSFER 

SEMICONDUCTOR SECTOR PREVENT TAIWAN FIRMS FROM INVES: 
TECHNOLOGY IN THE PRC THAT IS SEVERAL GENERATIONS OLD. 
ARGUED THAT TAIWAN FIRMS WOULD KEEP THEIR MOST ADVANC 
TECHNOLOGIES IN TAIWAN OUT OF SELF-INTEREST. HOWEVER 
SHOULD BE PERMITTED TO TRANSFER TECHNOLOGY WHOSE VAL 
STARTED TO DEPRECIATE TO PARTNERS IN LESS-DEVELOPED MA 
BEFORE IT EVAPORATES ENTIRELY. HE SAID THAT USING 
TECHNOLOGY TRANSFER TO DEVELOP LONG-LASTING PARTNERS 
WOULD BE BENEFICIAL TO BOTH SIDES. ACCORDING TO SHIH 
ARGUED FOR THIS KIND OF TECHNOLOGY TRANSFER TO SOUTHE 
ASIA IN THE 1980S AND 1990S 

RECEIVED IN TAIWAN. HE COMMENTED THAT TODAY 
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COMMERCIAL TIES WITH THOSE COUNTRIES ARE NOT AS CLOSE / 
THEY WOULD HAVE BEEN IF HIS PROPOSAL HAD BEEN ACCEPTED 


ECONOMIC VISION 


6. (C) OUTLINING HIS VISION FOR TAIWAN AND ASIA\'S FUTURE 
ECONOMIC PROSPERITY 

CONCEPT 

LEADERS IN TAIWAN. SHIH\'S \"SMILE CURVE\" SHOWS THAT THE 
HIGHEST VALUE-ADDED OCCURS AT THE BEGINNING AND THE EN 
THE PROCESS OF DESIGNING 

PRODUCT. SHIH BELIEVES TAIWAN FIRMS SHOULD FOCUS ON HIC 
VALUE-ADDED PROCESSES 

BEGINNING OF THE \"SMILE CURVE\" AND BRAND MANAGEMENT 


MARKETING AND SALES AT THE END 
BUSINESS OF LOW-COST MANUFACTURING AT THE BOTTOM OF T 
CURVE. 


7. (C) IN THAT VEIN 

WORK AS A VENTURE CAPITALIST. SHIH SAYS THAT HE IS EAGER 
TO LINK INDIAN SOFTWARE KNOW-HOW WITH TAIWAN IT HARDW/ 
MANUFACTURING EXPERTISE. HE WANTS TO USE INDIAN AND TAI 
EXPERTISE TO PRODUCE NEW IT EQUIPMENT THAT HAS SOME 
FEATURES OF COMPUTERS BUT IS MORE SPECIALIZED. HE CITED 
RETAIL SALES AND MEDICAL SERVICES AND INDUSTRIES THAT W¢ 
BE PARTICULARLY GOOD TARGETS FOR THIS KIND OF SPECIALIZE 
EQUIPMENT. HE ALSO SUGGESTED THAT THE PRODUCTS COULD 
SPECIALIZED FOR USE IN ASIAN COUNTRIES. 

YOUNG 
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recent strains in the bilateral relationship and to focus on 
future cooperation. Jekshenkulov attributed recent problems 
to \"forces that want to come between us 

wanted to pursue a balanced foreign policy. Jekshenkulov 
encouraged strategic investments from the U.S. 
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in energy 
made a pointed plea for continued U.S. Government support of 
Kyrgyzstan\'s Drug Control Agency (DCA). 


6. (C) A/S Boucher noted that recent negative Kyrgyz 
Government actions had come as a surprise to us and had 
raised doubts in Washington about the Kyrgyz Government 
intentions. The U.S. had responded with steps it thought 
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necessary 

working together on issues in common 

Base agreement 

officials to demonstrate their support for the agreement. 
Boucher also raised regional integration efforts 

the Kyrgyz to work with AES on its feasibility study of power 
lines to Afghanistan. Finally 

was committed to moving forward with the Millennium Challenge 
Account program 

direction in which Kyrgyzstan is moving. 


7. (C) Parliamentary Speaker Marat Sultanov told A/S Boucher 
that he would give parliament a \"50-50 grade\" for how well it 
has fulfilled its oversight responsibilities vis-a-vis the 

president and the government. Regarding constitutional 

reform 

authoritarianism\" meant that a strong presidential form of 
government was dangerous; similarly 

had disadvantages 

fragile to survive the infighting of shifting party alliances 

that would accompany such a system. Sultanov concluded that 
he favors a middle-ground mixed form of government 

that he believed President Bakiyev and many members of 
parliament were also beginning to lean more towards the mixed 
form as well. A/S Boucher suggested that Sultanov consider a 
trip to the United States. 


8. (C) In an August 11 meeting 

chair of the constitutional working group Azimbek Beknazarov 
spoke mainly about the role of the judiciary and the issue of 
corruption. Beknazarov said that he was troubled by the 
absence of rule of law in Kyrgyzstan. Referring to the 

return of five Uzbek refugees to Uzbekistan 

Kyrgyz Government would do anything to please Karimov 
that the refugee return was likely a \"present\" to the Uzbek 
president in the lead up to Bakiyev\'s visit to Tashkent later 
this year. 


9. (C) During a meeting at the Central Mosque in Bishkek 
Mufti Muratala aji Jumanov 

University 

gratitude for the warm relationship with the Embassy and the 
Muslim Outreach programs 
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leaders to the U.S. While pleased with these close ties 

Mufti candidly shared his concerns about the misleading 
portrayal of the Islamic faith by the U.S. Government and 
Western media 

are often stereotypically labeled \"Islamic terrorism.\" When 
asked about Hizb-ut Tahrir (HT) 

that the fundamentalist organization does not have popular 
support among Kyrgyz citizens. He said he opposed the 
group 

asserting that Kyrgyzstan must operate within the confines of 
its constitution. When asked about the recent killing of 
Imam Muhammadrafiq Kamalov during a police operation in Osh 
the Mufti and rector felt that an investigation by the 
authorities was needed 

was linked to terrorists. 
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10. (C) During a roundtable discussion with representatives 
from American civil society implementing partners (Freedom 
House 

Institute 

participants were skeptical that the constitutional reform 
process would bring substantive change 

hope that a form of proportional representation in parliament 
would emerge 

political parties more viable. Bakiyev was consolidating his 
power over the government 

increasingly weak 

society actors. 


11. (C) Five Kyrgyz civil society leaders noted that civil 
society has a real voice in Kyrgyzstan and engages with the 
government in policy debate and discussion. As Kyrgyz 
political parties were not well developed 

organizations actually played more of an oppositionist role 
than did the parties themselves. Kyrgyz business leaders 
suggested that the U.S. continue to help with constitutional 
reform and rule of law and also increase direct investment 
particularly in the energy sector. They called the conditions 
in Kyrgyzstan still \"unsettled.\" 


12. (C) Each group agreed that corruption was the single 
largest problem facing the country. When asked how best to 
address the issue 
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was not possible 

too weak 

ties made for multiple conflicts of interests. They argued 

that a step-by-step approach 

improvements and reducing rent-seeking opportunities was more 
likely to have an impact. 


13. (U) On August 11 

Government-financed forensic training center at the Kyrgyz 
Academy for Traffic. In his remarks at the opening ceremony 
Boucher emphasized the role of the center -- and of a 
well-trained police force -- in promoting the rule of law and 
combating corruption Kyrgyzstan. Interior Minister Murat 
Sutalinov thanked the Assistant Secretary for the many 
contributions that the U.S. has made recently to strengthen 
Kyrgyz law enforcement efforts. 


14. (C) The Assistant Secretary\'s visit focused attention on 
several key issues 

relationship 

constitutional reform transparent 

integration efforts. Kyrgyz Government interlocutors clearly 
wanted to move past the recent strains in the bilateral 
relationship and to talk about areas of future cooperation 
especially economic assistance and investment. In that 
regard 

discussion of Kyrgyz cooperation with AES and the efforts to 
resolve the American University of Central Asia 

As other interlocutors pointed out 

on how the government manages the constitutional reform 
process and how it addresses the problem of corruption. END 
COMMENT. 


15. (U) A/S Boucher has cleared this message. 
YOVANOVITCH 
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(i.e. the previously negotiated rate for Russian wheat) 

bread and flour prices would remain more or less constant in 
Lebanon. The Syndicate has also approached the Embassy of 
France with a similar proposal 

U.S. wheat as \"more suitable\" for Lebanese flour products. 


Column 3 
Proceeds from the sale could then be used by the GOL for 
reconstruction or humanitarian concerns. 


5. Previously 

humanitarian wheat programs 

In the most recent wheat shipment 

Christian Charities (IOCC) NGO received 50 

which was then sold at auction to local Lebanese mills. The 
IOCC used the proceeds to support its local education 
initiatives. There is no current PL-480 program for Lebanon 
as its per-capita income is too high. Under current USDA and 
USAID rules 

to originate from a U.S.-based NGO and be coupled with 
Embassy Beirut\'s endorsement. 


6. ACTION REQUEST: Based on suggestions from the agrifood 
sector and the GOL on grain shipments 
the Department engage with USDA and USAID to: 


--Investigate the possibility of donating 25 
tons of \"#2 U.S. Hard Red Winter Wheat\" to the GOL for 
re-sale and distribution as described above. 


--Arrange for shipment of the wheat by U.S.-flag transport 
vessels 


--Liaise with the Government of Israel to clear the shipment 
through the sea blockade 


7. Comment: Maintaining bread and flour proces at current 
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levels and insuring the supply of wheat in the short-run will 
alleviate domestic economic pressure on the Siniora 
government. The visibility of USG efforts to stave off a 
potentially crippling crisis of a bread and flour shortage 

would go far to demonstrate USG support for the GOL and the 
Lebanese people. While there are several NGOs who could 
handle such an operation under normal circumstances (Mercy 
Corps 

have turned to meeting the immediate humanitarian needs of 
Lebanon\'s inernally displaced persons (IDPs). Allowing the 
GOL to be the receiver of such a shipment would secure 
immediate and efficient distribution of the grain upon 

arrival and bolster the private sector\'s confidence in the 

GOL. 


8. Comment continued: Given the time needed to get a ship 
of wheat loaded and to Lebanon 
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be approved and acted upon as promptly as possible. As in 
fuel 

blackmarketeers while hurting the average Lebanese consumer 
-- and damaging the credibility of the Siniora government. 

We should not underestimate the impact 

otherwise 

have 

FELTMAN 
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as board director of both the state-owned Central Trust of China and 

the private Taipei Bank. Since earning a Ph.D. in Economics from 
National Taiwan University in the mid-1980s 

economics 

served as a commissioner of the Fair Trade Commission. In 2005 

Shih was nominated as a commissioner to the National Communications 
Commission (NCC) 

opposition-controlled Legislative Yuan. 


TSE Chairman: Chen Shu (Gorden) 


SIPDIS 


3. Prior to his current appointment 

Vice Minister of Finance for four and a half years. Chen\'s career 

has been closely linked to securities issues 

two years when the Financial Supervisory Commission (FSC) in July 
2004 took securities supervision away from the Ministry of Finance. 
During the three-year period before he was promoted to Vice Finance 
Minister in 2002 

Fourth Department 

sector 

Taiwan\'s Securities and Futures Commission (SFC) (the predecessor of 
the Securities and Futures Bureau) for three years (1992-1995) and 
SFC Chairman for one year and three months (February 1995 - May 
1996). He was removed as SFC Chairman because he spoke to media 
without authorization about a plan to extend the stock trading 

times. However 

Vincent Siew (under the KMT administration) appointed him as 
Director of the EY Secretariat and subsequently promoted him to 
Director of the EY\'s Fourth Department in January 1999. Chen joined 
the SFC in 1979 after earning an MA in Public Finance from National 
Chengchi University. He earned a Ph. D. in Accounting Science from 
National Taiwan University in 1996. Chen 

cautious 


YOUNG 
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partner.\" Throughout the meeting 

right things about cooperation and moving forward 

words also demonstrated that his decisions are subject to 
change and review 

END SUMMARY. 


2. (C) On August 11 

and Central Asia Richard Boucher met with President Bakiyev. 
Ambassador Yovanovitch and Senior Advisor Hayden accompanied 
Boucher. Foreign Minister Jekshenkulov and Foreign Policy 
Advisor Ibragimov accompanied Bakiyev. The Assistant 
Secretary\'s other meetings in Bishkek were reported reftel. 


SIPDIS 


3. (C) The President welcomed A/S Boucher and noted that the 
bilateral relationship had been a good one for the past 15 
years and that Kyrgyzstan appreciates the assistance the U.S. 
provides. He turned straight to business issues 

a number of large business projects are on the horizon 

as Kambarata 1 and 2 

investors. He said that when there are close economic ties 
all other questions in the bilateral relationship are more 
easily resolved. He noted the Kazakhs and the Russians are 
interested in Kambarata 1 and 2 

the talks. Moreover 

project may prove too big for a single investor; it would be 
good if the U.S. were involved too. The President noted that 
since Kambarata 1 and 2 are not part of the Cascade 

be easier to finalize the legal aspects with parliament 

which he expects to do in the fall. On economic issues 
President said that economic growth is good 

revenues are flowing to the budget 

corruption has been successful. Morale in Kyrgyzstan is 
high 

American presence in this area should be stronger. 


4. (C) Bakiyev noted that the bilateral relationship is 

strong in other areas as well and said the recently concluded 
base agreement had provided a good result. \"| understand the 
threats we face. From the beginning 

he said. He added that \"some politicians\" had given the 
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impression that Kyrgyzstan did not want the Base 

President 

country can fight terrorism alone. Later in the meeting 
Bakiyev said that the July agreement that Kyrgyzstan would be 
granted the right to provide 50% of the fuel could become a 
problem 
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President said that no Kyrgyz company has the capacity 
since fuel supply is a military issue 

it should be treated as such. Certain bureaucrats had made 
the fuel part of the July agreement 

wanted to make business\" on the side 

President. He concluded that people had criticized former 
President Akayev for profiting from past fuel contracts 

he did not want the same criticism leveled against himself. 
In sum 

supply 100% of the fuel. 


5. (C) Boucher responded that a reliable fuel supply is most 
important 

flexibility on this issue. Boucher added that the U.S. would 
appreciate a public demonstration of support for the Base and 
suggested visiting on September 11 

the attacks on the U.S. President Bakiyev agreed. 


6. (C) On internal affairs 

constitutional reform was moving forward and would be 
finished in the fall. He did not think it was necessary for 

the Constitutional Assembly to decide on every article; they 
should merely make their views known regarding which form of 
government they prefer. Then there would be further 
consultations with the Parliament. He said he is ready to 
proceed with reform of the judicial system and law 
enforcement agencies 

\"We are on the threshold of reform 


7. (C) Boucher responded that his purpose in coming to 
Kyrgyzstan was to find out what was happening in the country 
and where it was headed. He said that the last time he had 
spoken to the President 

conclusion to the base negotiations. This had happened 

the U.S. was fulfilling its obligations as agreed in July. 

For his part 

the level of conflict with the opposition and involve civil 
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society in the constitutional reform process 
done this successfully. 


8. (C) Boucher reviewed the good cooperation that the U.S. 
and Kyrgyzstan have enjoyed over the years 

the U.S. had been stymied by the two PNGs and the SNB 
operations against the Surveillance Detection Team. Boucher 
stated that the Kyrgyz had acted on false information and 
incorrect interpretation. He said we have taken reciprocal 
measures by PNGing two Kyrgyz diplomats and do not plan on 
taking further steps. Boucher said that we are working with 
Kyrgyz Ministries to re-establish the Surveillance Detection 
Team in an atmosphere of complete transparency. Boucher 
concluded that the U.S. and Kyrgyzstan will overcome this 
difficult period in bilateral relations 

should take the lesson that false information 

third parties 

The PNGing of two U.S. diplomats was a serious 

unfriendly 

Boucher said. 


9. (C) On other issues 

actively promoting regional integration. On north-south 
energy integration 

attended the U.S. Trade and Development Agency-sponsored 
conference on hydro-electricity in Istanbul in June 

had been useful 

in Dushanbe in October. He raised AES\' interest in working 
in Kyrgyzstan 

which the U.S. is financing 
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work with AES 

President nodded. Boucher said he had appointed a senior 
officer to his staff to convert the idea of integration into 

the reality of roads and electrical lines. On trade 

noted the big markets in Pakistan 

said that Kazakhstan would be holding a conference on trade 
integration shortly. In the end 

region makes economic sense. 
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10. (C) On the situation in southern Kyrgyzstan 

President said that religious extremism has been building for 
the last ten to fifteen years. He cited recent incidents in 
Batken 

Mohammadrafiq Kamalov earlier in the week and said that the 
Government of Kyrgyzstan had information that not only 
Kamalov 

International Center for Islamic Cooperation (Note: and 
former International Visitor Program participant. End Note.) 
were extremists 

should be behind bars. He said that the religious extremists 
were now no longer limiting themselves to disseminating 
literature 

how to overthrow the government. The Kyrgyz government is 
working with \"real\" Islamic clerics to provide support in the 
South 

would \"deal harshly\" with terrorists in the South. He noted 
that the capacity of the law enforcement agencies needed to 
be increased. The Kyrgyz Government had requested assistance 
from the Russians and wanted the U.S.-donated helicopters to 
go to the SNB 


11. (S) Boucher responded that the U.S. wants to continue 
security cooperation with the Kyrgyz and has generally 
experienced good cooperation. The U.S. wants good relations 
with the SNB 

information about the U.S. and U.S. activities in Kyrgyzstan 
and our bilateral cooperation program with the SNB has 
expired. We would like to reactivate our cooperation 

both countries would benefit. Boucher added that the U.S. is 
not trying to push any country 

Kyrgyzstan; our goal is to support Kyrgyz goals and Kyrgyz 
sovereignty. When Kyrgyzstan cooperates with many countries 
it provides competition 


12. (C) Boucher continued that he had just been in 
Uzbekistan 

relationship 

on areas of specific interest. He noted it cannot be as 

broad a relationship as with Kyrgyzstan 

Karimov had expressed interest in cooperating in the areas of 
security 
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there could still be a positive relationship with the U.S. if 
Uzbekistan works at it. Boucher noted that when Bakiyev 
meets with Karimov 

rather than the other way around. With a grin 

that Karimov is \"very hard 

conversation with him in Minsk 

constructive their meeting will be. Boucher responded that 
this would be a shame for Uzbekistan 

off. As Bakiyev nodded 

only one door open 
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13. (C) Bakiyev said he hoped that the U.S. would provide 
assistance in getting Kyrgyzstan into the Highly Indebted 

Poor Countries program (HIPC). Kyrgyzstan was debating the 
issue 

Kyrgyzstan and the President would appreciate if the U.S. 
could help in restructuring the debt burden. The Ambassador 
responded that it had always been U.S. policy to support 
Kyrgyzstan\'s entry into the program. 


14. (C) Bakiyev said that he had one final wish 

Assistant Secretary Boucher support Millennium Challenge 
Account Threshold Status for Kyrgyzstan. Boucher responded 
that the U.S. is interested in going forward with judicial 

reform and will address this quickly when he returns. He 
stated that given the events of the past month and a half 
questions had been raised about the direction of the country 
and the direction of the relationship 

Kyrgyz would see the benefits of cooperation and reform. 


15. (C) Bakiyev replied that he had no doubts that the 
relationship would develop further. \"Kyrgyzstan 

\"is a country that does not waver. We will be a stable 
reliable partner. We won\'t switch priorities and we don 
switch partners.\" Turning to the PNG issue for the first 
time in the conversation 

two PNGs was not his idea. \"Let\'s forget that. Intelligence 
is intelligence. | didn\'t decide this issue 

Minister didn\'t approve this action.\" Boucher thanked the 
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President and concluded that the President should not let 
this happen again. 


16. (C) Bakiyev came very well prepared to the meeting with 
Assistant Secretary Boucher. The Kyrgyz goal was to put the 
tensions of July behind us 

he has been put on notice that the relationship cannot afford 
another PNG situation. He is clearly most interested in the 
economic relationship 

to hear on constitutional reform and on the Base. 


17. (C) Bakiyev succeeded in surprising everyone -- including 
his own advisors -- when he announced that the Kyrgyz would 
not follow up on the July agreement to provide 50% of the 

fuel to Manas Air Base. He clearly reveled in catching even 
his own staff off guard 

trying to figure out what this means: does it mean that 
Kyrgyzstan will not participate at all or does it mean they 

will participate in the open tender for 100% of the fuel 
deliveries 

believes 

Security Council Secretary Niyazov told us that he would 
clarify this with the President when the latter returns from 
Sochi on August 17. He advised us to postpone for now the 
Defense Energy Support Center fuel team scheduled to arrive 
on August 15. We reminded Niyazov that if taxation was the 
goal 

Niyazov agreed. 


18. (C) On the Highly Indebted Poor Countries program 
President apparently saw no irony in requesting assistance 
from the United States on this issue 

Foreign Ministry had issued a public reprimand to the 
Ambassador for \"interfering in internal issues\" when she 
commented on it. During this part of the conversation 
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Foreign Minister was determinedly studying the ceiling and 
would not meet the Ambassador\'s eye. 


19. (C) We also found it interesting that the President made 
a point of telling us that it was not the Foreign Minister 

nor the President himself 

the SNB. First 

-- and what virtually everyone else in Bishkek is telling us. 
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Second 

policy if neither the President nor the Foreign Minister 
decide a question of such import. 


20. (C) The President's comments were constructive and 
forward-looking. Nevertheless 

including the news regarding the fuel deal 

essentially using U.S. talking points 

demonstrated that decisions are subject to repeated review. 
No decision is final 

to a certain extent 


21. (U) A/S Boucher has cleared this message. 
YOVANOVITCH 
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conditions\" during his most recent visit to Tehran in late 
June. The FM did not overtly commit SAG support for 
Guatemala\'s UNSC bid 

arguments and appreciates our concerns. 

Gfoeller 
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FOR ENERGY 

AND IS HOME TO A GROWING NUMBER OF VEHICLES. NOW THAT 
OF THE POLLUTANTS THAT MAKE UP THE REGION'S HAZE ARE 
BEGINNING TO BE SCIENTIFICALLY MEASURED 

ALARMING. HOWEVER 

IS DEEMED TO BE OF HIGHEST CONCERN FOR PUBLIC HEALTH -- I 
NOT MEASURED. THOSE LOBBYING FOR ITS INCLUSION IN AN IND 
OF POLLUTANTS CONCEDE THAT INCLUDING A POLLUTANT WHOS 
CURRENT LEVELS WOULD MEASURE SO FAR ABOVE ACCEPTABLE 
STANDARDS WOULD BE POLITICALLY DIFFICULT. IT MAY BE TOUG 
FOR LOCAL OFFICIALS 

ACHIEVEMENTS 

CONCERNS WHEN IT CONFLICTS WITH THE NEED FOR ECONOMIC 
GROWTH. END SUMMARY. 


2. (SBU) ANYONE WHO HAS SPENT TIME IN SOUTH CHINA IS ALL T( 
FAMILIAR WITH THE BROWN HAZE THAT FREQUENTLY OBSCURES 
PEARL RIVER DELTA (PRD) REGION. ECONOFF AND VISITING 
EMBASSY SCIENCE FELLOW -- WHO IS WITH THE U.S. ENVIRONME 
PROTECTION AGENCYV\'S (EPA) OFFICE OF AIR QUALITY PLANNING 
STANDARDS -- INA TWO-PART SERIES OF CABLES LOOK AT THE 
CURRENT STATE OF AIR POLLUTION IN SOUTH CHINA (PART 1) 
EVALUATE SOME OF THE MEASURES BEING TAKEN BY LOCAL ENT 
TO COMBAT THE PROBLEM (PART II). 


CHINA: A NATION OF POLLUTERS PAYING THE PRICE 
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3. (SBU) CHINA IS GROWING INCREASINGLY INFAMOUS AROUND T 
WORLD FOR ITS HIGH LEVELS OF POLLUTION. POLLUTION HAS 
BECOME SUCH A LARGE PROBLEM THAT CHINESE OFFICIALS ARE 
ACKNOWLEDGING THE CHALLENGE IT PRESENTS; PREMIER WEN. 
SURPRISED MANY EARLY THIS YEAR WHEN HE ADMITTED THAT 
ENVIRONMENTAL PROTECTION HAS BECOME THE WEAKEST ASPE 
CHINA\'S SOCIAL AND ECONOMIC DEVELOPMENT. THE DEPUTY Ct 
OF THE STATE ENVIRONMENTAL PROTECTION AGENCY (SEPA) SA 
PUBLICLY THAT DAMAGE TO CHINA\'S ENVIRONMENT IS COSTING © 
GOVERNMENT APPROXIMATELY 10% OF CHINA\'S GDP (APPROXIM 
USD 200 BILLION). A HARVARD SCHOLAR PREDICTED THAT BY 20% 
15% OF CHINA\'S GDP WILL BE LOST TO THE INCREASED HEALTH 
COSTS AND MORTALITY DUE TO DOMESTIC ENVIRONMENTAL POL 
A YALE SCHOLAR ESTIMATED THAT MORE THAN HALF OF CHINA\'S 
ANNUAL GDP GROWTH WOULD BE ELIMINATED IF THE FULL COST 
ENVIRONMENTAL DEGRADATION WERE TAKEN INTO ACCOUNT. 


ESPECIALLY WHEN IT COMES TO AIR POLLUTION 


4. (SBU) CHINA IS HOME TO SEVEN OF THE TEN MOST AIR-POLLUT 
CITIES INTHE WORLD. A WORLD BANK REPORT NOTED THAT CHI 
HEAVY INDUSTRY AND RESIDENTIAL COAL BURNING -- WHICH 
PROVIDES ROUGHLY 70% OF CHINA\'S ENERGY -- TOGETHER WITH 
INADEQUATE POLLUTION CONTROLS 

SHARP INCREASE IN THE NUMBER OF MOTOR VEHICLES ARE ALL 
FACTORS THAT CONTRIBUTE TO AIR POLLUTION. WANG JINNAN 
CHIEF ENGINEER AT THE CHINESE ACADEMY ON ENVIRONMENTAI 
PLANNING 

ADMINISTRATION (SEPA) 

DWELLERS CURRENTLY LIVE IN CITIES WITH LEVEL TWO OR HIGH 
POLLUTION 


HEALTH 


5. (SBU) THE VICE MINISTER OF SEPA 

2005 INTERNATIONAL CONFERENCE THAT WORSENING AIR QUALI 
ESPECIALLY IN MAJOR CITIES 

SERIOUS\" HEALTH PROBLEMS. HE ADDED THAT THE LEVEL OF Al 
POLLUTION EMISSIONS IN CHINA MAY INCREASE 4-5 TIMES IN THE 
NEXT 15 YEARS UNDER A BUSINESS-AS-USUAL SCENARIO. ZHEuI/ 
UNIVERSITY\'S PROFESSOR CEN KEFA -- A HIGHLY-RESPECTED MI 
OF THE CHINESE ACADEMY OF ENGINEERING WHO COLLABORATE 
CLOSELY WITH U.S. EPA SCIENTISTS -- SAID PUBLICLY IN MARCH 
2006 AT AN INTERNATIONAL CONFERENCE THAT CHINA\'S CO2 
EMISSIONS IN 2001 WERE THE SECOND HIGHEST IN THE WORLD A 
THE UNITED STATES 

HIGHEST. 
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AND IN SOUTH CHINA AS WELL 


6. (SBU) IN THE PRD 

DEVELOPMENT 

IN MOTOR VEHICLES HAVE ALL LED TO SMOGGY AIR AND REDUCE 
VISIBILITY THROUGHOUT THE REGION. THE PRD IS OFTEN REFER 
TO AS THE WORLDS FACTORY FLOOR 

MANUFACTURING INDUSTRIES HAVE CREATED AN ECONOMIC BO( 
THE REGION 

INFRASTRUCTURES THAT SUPPORT THEM -- TYPICALLY USE 
INADEQUATE OR NO POLLUTION CONTROL TECHNOLOGIES AND T 
GENERATE CONSIDERABLE AIR POLLUTION. A MARCH 2006 STUD’ 
PUBLISHED ON ENVIRONMENTAL SCIENCE AND TECHNOLOGY ON| 
NEWS REPORTED THAT THE REASON EXPORT GOODS MANUFAC1 
THE PRD ARE SO CHEAP -- AND HENCE SO DESIRABLE -- IS BECAU 
THE REGION LACKS POLLUTION CONTROLS. THE PIECE ESTIMATE 
THAT A \"SIGNIFICANT PERCENTAGE" OF SO2 

MATTER (PM) IN THE AIR CAN BE DIRECTLY ATTRIBUTED TO THE 
PRODUCTION OF EXPORTS. 


7. (SBU) THE GUANGDONG METEOROLOGICAL BUREAU\'S DEPUTY 
DIRECTOR SAID PUBLICLY THAT THE POOR AIR QUALITY IN 
GUANGZHOU WAS ATTRIBUTABLE TO THE SO2 AND NOX DISCHAR 
POWER PLANTS AND EMITTED FROM AUTOMOBILES. (NOTE: BEC 
OF VARYING ENVIRONMENTAL STANDARDS 

MANUFACTURED IN CHINA EMIT MUCH HIGHER CO 

AND HYDROCARBONS THAN U.S. AND JAPANESE MODELS 

A GEORGETOWN UNIVERSITY-PUBLISHED STUDY 

ADOPTED EURO3 EMISSION STANDARDS FOR NEW VEHICLES. EN 
NOTE.) THE CONCENTRATION OF SO2 IN GUANGDONG\'S ATMOSF 
FOR EXAMPLE 

THE PAST FIVE YEARS 

EVEN THOUGH THE REST OF CHINA 

DECREASED OR SEEN A LEVELING OF SO2 EMISSIONS. A U.S. 
DEPARTMENT OF ENERGY/ARGONNE NATIONAL LAB STUDY 
REPORTED THAT NATIONAL LEVELS HAVE STARTED TO INCREASE 
OVER THE PAST TWO YEARS. 


GUANGDONG: A TOP CONSUMER OF DIRTY COAL 


8. (SBU) GUANGDONG\'S ENERGY CONSUMPTION IS BY FAR HIGHE 
THAN ANY OTHER PROVINCE IN CHINA. MOST OF THIS ENERGY IS 
CREATED BY BURNING COAL (43% IN 2003 

STUDY BY A HONG KONG THINK TANK) 

MORE POLLUTING EMISSIONS THAN EITHER GAS OR OIL. COAL IS 
LIKELY TO REMAIN THE MOST IMPORTANT ENERGY SOURCE FOR 
FORESEEABLE FUTURE. GUANGDONG\'S POOR AIR QUALITY IS 
EXPECTED TO FURTHER DETERIORATE BECAUSE THE PROVINCE 
STARTED TO USE COAL OF INFERIOR QUALITY (I.E. WITH A HIGHEI 
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SULPHUR CONTENT) TO RUN POWER PLANTS AND INDUSTRIAL BC 
DUE TO SHORTAGES OF LOW-SULPHUR COAL. ACCORDING TO P( 
INDUSTRY SOURCES 

IS SMALL-SCALE 

USED BECAUSE OF ENERGY SHORTAGES IN THE RAPIDLY-GROW| 
REGION 


INDUSTRIAL BOILERS. ONLY 12% OF GUANGDONG\'S COAL PLANT 
HAVE EMISSION-CONTROL TECHNOLOGIES SUCH AS FLUE-GAS 
DESULPHURIZATION 

EQUIPMENT OFFLINE TO CUT COSTS 

PEOPLE\'S COUNCIL ON SUSTAINABLE DEVELOPMENT AS REPORT 
AN ENGLISH-LANGUAGE NEWS MAGAZINE. FURTHERMORE 
POWER SHORTAGES AFFECTING THE REGION MEAN THAT UP TO 
MANUFACTURING PLANTS IN THE REGION USE BACKUP ELECTRIC 
GENERATORS 

POLLUTING THAN GRID POWER. 


HAZY SKIES -- MEASURING THE TOXIC COCKTAIL OF POLLUTANTS 


9. (SBU) IN THE PRD 

CAUSED BY HAZE HAS RISEN IN RECENT YEARS; GUANGZHOU 
EXAMPLE 

VISIBILITY EACH YEAR 

COMMENDABLY 

POLLUTION 

JOINTLY LAUNCHED A GROUNDBREAKING PRD REGIONAL AIR QU/ 
INDEX (RAQI) IN LATE 2005 (SEE REFTEL OR THE RAQI WEBSITE A1 
WWW.GDEPB.GOV.CN AND WWW.EPD.GOV.HK FOR MORE INFORN 
MEASURE THE FOUR MAJOR REGIONAL AIR POLLUTANTS. THE FC 
POLLUTANTS WHICH CONTRIBUTE TO THE VISIBILITY DEGRADATK 
(AS WELL AS A HOST OF HEALTH PROBLEMS) AND ARE REPORTEL 
THE RAQI ARE: RESPIRABLE SUSPENDED PARTICULATES (PM10) 
SULPHUR DIOXIDE (S02) 

(03). MR. ZHONG LIUJI 

ENVIRONMENTAL MONITORING CENTER (GDEMC) 

2006 INTERNATIONAL CONFERENCE THAT THE PROJECTED PRD A 
QUALITY BETWEEN 1997-2010 IS EXPECTED TO HAVE A SIGNIFICAI 
INCREASE IN THE EMISSIONS OF TWO OF THESE POLLUTANTS -- € 
(BY 40%) 

SCENARIO. 


10. (SBU) ONE OF THE MOST HARMFUL ASPECTS OF SOUTH CHIN 
AIR POLLUTION IS THAT IT CONTAINS VERY HIGH LEVELS OF 
RESPIRABLE SUSPENDED PARTICULATES 

SMALL SOLIDS AND LIQUID DROPLETS ALSO KNOW AS PARTICULA 
MATTER 

BASED ON THE SIZE OF THE PARTICLES -- PM10 

10 UM 
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ACCUMULATES IN THE LUNGS 

AND DECREASED LUNG FUNCTION 

PM2.5 

THE PARTICLES ARE SMALLER AND CAN ENTER MORE DEEPLY INI 
LUNGS 

THE FREQUENCY OF CHILDHOOD ILLNESSES SUCH AS CHRONIC 
BRONCHITIS 

CARCINOGENS 

ILLNESSES SUCH AS HEART ATTACKS AND HEART BEAT 
IRREGULARITIES 

HARVARD AND OTHER RESEARCH INSTITUTES. PM2.5 IS ALSO TH 
PRIMARY CULPRIT FOR VISIBILITY DEGRADATION BECAUSE IT 
SCATTERS AND ABSORBS SUNLIGHT. 


11. (SBU) IN 2002 

SAID THAT \"FINE PARTICLE (PM2.5) IS THE MOST SERIOUS 
POLLUTANT OF CONCERN FOR PUBLIC HEALTH AND THE ENVIRON 
IN OCTOBER 2005 

UPDATED GUIDELINES TO INCLUDE PM2.5 AS A KEY POLLUTANT A 
LISTED SUGGESTED ANNUAL AND DAILY AVERAGE PM2.5 LEVELS 
TOGETHER WITH INTERIM TARGETS. IN GENERAL 

IN GUANGDONG ARE TYPICALLY 5-10 TIMES HIGHER THAN THE 
SUGGESTED WHO GUIDELINE LEVELS 

EVEN THE FIRST-TIER INTERIM WHO TARGETS. THE RAQI 

DOES NOT EVEN MONITOR (AND THUS DOES NOT INCLUDE) PM2.5 
THE LIST OF POLLUTANTS. HONG KONG OFFICIALS HAVE PUBLICI 
ACKNOWLEDGED THE IMPORTANCE OF MONITORING PM2.5 IN THI 
INDEX 

CURRENT LEVELS ARE SO FAR ABOVE ACCEPTABLE STANDARDS 
SITUATION THAT IS NOT LIKELY TO IMPROVE ANY TIME SOON -- 


WOULD BE POLITICALLY DIFFICULT. CHINA CURRENTLY HAS NO 
PM2.5 STANDARD. HOWEVER 

THE GUANGDONG ENVIRONMENTAL MONITORING CENTER (EMC) ° 
CONGENOFFS THAT IF HONG KONG ADOPTS PM2.5 STANDARDS 
GUANGDONG WILL VERY LIKELY FOLLOW SUIT. 


COMMENT: DIRTY AIR -- THE PRICE OF 
BREAKNECK ECONOMIC GROWTH? 


12. (SBU) AIR POLLUTION IN SOUTH CHINA IS BAD AND GETTING 
WORSE 

IT IS ASAD IRONY THAT THIS REGION OF CHINA -- SEEN AS A 
BEACON FOR POOR MIGRANTS WHO WANT TO FIND FAME AND FC 
- HAS ACTUALLY BECOME HARMFUL TO THOSE MIGRANTS\' AND OQ 
HEALTH. OFFICIALS WILL HAVE TO DETERMINE HOW HIGH A PRIC 
IN TERMS OF THE ENVIRONMENT AND HEALTH THEY ARE WILLING 
PAY TO SUSTAIN THE REGION\'S REMARKABLE GROWTH. THUS F, 
THEY HAVE SHOWN THAT ECONOMIC GROWTH TAKES PRIORITY 
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THIS MAY BE CHANGING. FOR EXAMPLE 

PLAN 

\"ECONOMIC GROWTH\" AS BINDING INDICATORS TO EVALUATE TE 
PERFORMANCE OF PROVINCIAL AND LOCAL GOVERNMENTS. OFF 
ARE NOW TOUTING THEIR PLANS TO IMPROVE THE SITUATION DU 
THE NEXT FIVE YEARS. WHAT IS CERTAIN IS THAT WHILE SOUTH 
CHINA\'S GROWTH AND DEVELOPMENT IS WIDELY ADMIRED THRC 
THE COUNTRY 

MANIFESTLY UNENVIABLE. 


MARTIN 
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involvement in maintaining peace in the East Asia region. 
Chen acknowledged that the PRC would ultimately stifle the 
two draft resolutions that Taiwan\'s allies plan to introduce 
at the next meeting of UNGA 

the two resolutions as a \"step forward\" from previous 
proposals. He stressed that while maintaining the \"Republic 
of China\" designation initially 

participation refers to \"Taiwan\" throughout the rest of the 
text. Chen insisted the shift to using \"Taiwan\" was not 
\"ideologically\" driven 

clear picture of what the \"ROC\" represents and to make 
\"Taiwan\" more conspicuous. (Note: Director-General Chen made 
these comments in the course of AIT\'s presentation of the 
talking points in Ref A. End Note.) 


2. (C) Director-General Chen continued by noting that this 
time around Taiwan was not actually applying for \"membership\" 
per se but rather for UN \"recognition\" of the fact that the 
ROC has sovereignty over the territory of Taiwan and its 
outlying islands. This 

but one which he admitted still has membership as its 
ultimate aim. Chen also highlighted the change in the second 
proposal for maintaining peace and security in the East Asia 
region vice in the Taiwan Strait as in previous years. 

Arguing that this would be more widely accepted 

the US to support the \"peace proposal 

acknowledge that the proposal\'s focus on the PRC military 
buildup across the Taiwan strait would intensify PRC 
objections to the measure. 


3. (C) Director-General Chen told AIT that MOFA is reviewing 
other measures it could bring forward in the UN this year or 
next 

directly to the UN Secretary General. He explained that such 
a proposal 

letter from President Chen Shui-bian directly to UNSG Kofi 
Annan. (Note: This would apparently be in addition to the 
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current proposal put forward by Taiwan\'s formal diplomatic 
allies for \"recognition\" conveyed by TECRO-Washington to 
AlT-Washington on August 4 (Ref B) and publicly announced on 
August 11. End Note.) 


4. (C) MOFA Section Chief for UN Affairs Bob Chen (Lung-chin) 
told AIT in a separate discussion that MOFA officials have 

been under great pressure from President Chen Shui-bian\'s 
administration to push bolder 

the UN. He characterized the August 11 proposal as \"more 
moderate\" than other actions MOFA had debated undertaking. 


5. (C) Comment. Section Chief Bob Chen may have been 
referring to proposals to drop \"Republic of China\" completely 
from this year's UN draft resolution and to use only 

\"Taiwan 

the yearly Taiwan UN bid ritual and could have been read by 
Beijing as crossing a \"red line\" toward independence. Local 
media and some AIT contacts from the pan-Green camp had told 
AIT last week that an embattled President Chen was 
contemplating such a move in an effort to shore up his 
deep-Green base. In a speech on August 12 

himself publicly suggested that Taiwan should apply to join 
the UN directly under the name of \"Taiwan 

\"serious\" review of current policies and suggesting the 
administration would continue to pressure MOFA officials to 
push the envelope on Taiwan\'s accession to the UN. End 
Comment. 

YOUNG 
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from a different perspective 

efforts that Vietnam has already undertaken in preparing for its 
candidacy 

about the role and responsibilities of a UNSC member. 


5. (SBU) Begin text of diplomatic note: 


The Ministry of Foreign Affairs of the Socialist Republic of Vietnam 
presents its compliments to the Embassy of the United States of 
America in Hanoi and has the honor to inform the latter that the 
Government of the Socialist Republic of Vietnam has decided to 
present its candidature for a non-permanent seat of the UN Security 
Council (UNSC) for the term 2008-2009 

held at the 62nd Session of the General Assembly in 2007. 


This important decision stems from Vietnam\'s foreign policy of peace 
and its strong commitment to the United Nations noble goals as well 
as Vietnam\'s wish to make greater contribution to cooperation among 
countries in the world to promote the role of the United Nations in 
international political life 
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international peace and security. Vietnam currently stands as the 
only Asian candidate for the 2008-2009 term and has the consensus 
support from members of the Association of South East Asian Nations 
(ASEAN) and from many countries from different parts of the world. 


Based on the excellent relations between the two countries within 

the bilateral framework and at international fora 

requests the Government of the United States of America for the 
valuable support of Vietnam\'s candidature as a non-permanent member 
of the UN Security Council (UNSC) for the term 2008-2009 at the 
elections to be held in 2007. 


The Ministry of Foreign Affairs of the Socialist Republic of Vietnam 
has the pleasure to enclose herewith an Aide-Memoire on Vietnam\'s 
candidature. 


The Ministry of Foreign Affairs of the Socialist Republic of Vietnam 
avails itself of this opportunity to renew to the Embassy of the 
United States of America in Hanoi the assurances of its highest 
consideration. 


End text of diplomatic note. 
6. (SBU) Begin text of aide memoire. 
AIDE MEMOIRE 


The Vietnamese Government presents its candidature for the 
non-permanent member of the United Nations Security Council (UNSC) 
of the 2008-2009 term for which elections will be held at the 62nd 
Session of the General Assembly in 2007 in New York. Vietnam\'s 
candidature was officially presented in 1997 and is currently the 

only Asian candidature for the 2008-2009 term and has the consensus 
support from members of the Association of South East Asian Nations 
(ASEAN) declared at the 35th ASEAN Ministerial Meeting (AMM) held in 
Brunei in July 2002 and from many countries from different parts of 

the world. 


Vietnam is strongly committed to the principles and purposes of the 
United Nations 


--Vietnam has always and strongly been committed to the principles 
and purposes of the UN Charter 

law and has firm confidence in the central role of the United 
Nations in maintaining international peace and security. 
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--Vietnam supports the strengthening of multilateralism and 
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considers multilateral approaches 
organizations 

of common interests. 


--Vietnam fully realizes the importance of reforms of the UN and the 
Security Council so that the United Nations can become more 
effective in dealing with the new challenges of the 21st century. 
Vietnam will do its utmost to make active contribution to this 
significant process. 


Vietnam always tries its utmost to contribute to the work of the 
United Nations 


--Vietnam has always fulfilled the obligations of a UN member state 
including the financial contribution to the UN budget. Vietnam has 
participated in the most responsible manner in discussions over 
different issues of the international community\'s interests such as 
development cooperation 

resolution. Vietnam is also highly appreciated for its 

determination in fulfilling obligations of international treaties 

and programs and plans of UN agencies. 


--Vietnam has actively taken part in UN policy-making activities in 

the positions as Vice-President of the UN General Assembly in 1997 
2000 and 2003; member of the UN Economic and Social Council (ECOSC 
in the 1997-2000 term; President of the 33rd General Assembly of the 

UN Food and Agriculture Organization (FAO); member of the UN Human 
Rights Commission in the 2001-2003 term 

Council of the UN Development Program (UNDP) and the UN Population 
Fund (UNFPA) in the 2000-2003 term; member of the Board of Governors 
of the International Atomic Energy (IAEA) in the 1991-1993 

1997-1999 

Universal Postal Union (UPU) of the 1999-2004 term and of the 
International Telecommunication Union (ITU) in the 2003-2007 term. 


Vietnam is strongly committed to the consolidation of international 
peace and security 


--Vietnam supports the peaceful resolution of conflicts and disputes 
through dialogue based on the fundamental principles of 

international law and the UN Charter and a comprehensive approach to 
international peace and security. 


--Regarding anti-terrorism 

international community towards effective measures to counter 
international terrorist activities and eliminate terrorism in 
accordance with the United Nations Charter 

principles of international laws and in full respect of national 
sovereignty. Vietnam is willing to cooperate with other countries 
in the world in combating and eliminating terrorism. Vietnam has 
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acceded to key international treaties on anti-terrorism. Vietnam 
works closely with other countries and international organizations 
in enforcing those multi-lateral treaties of which Vietnam is a 
member 

Vietnam has fulfilled all the obligations 

to submit national reports in accordance with the anti-terrorism 
Resolution No. 1373 (2001) adopted by the Security Council. 


--Vietnam supports general and complete disarmament. Vietnam is 
party to important treaties on disarmament including the 
Non-Proliferation Treaty (NPT) 

(BWC) 

Nuclear Test Ban Treaty (CTBT) and adheres to the UN Register for 
Conventional Weapons. Vietnam has signed the Southeast Asian 
Nuclear-Weapon-Free-Zone Treaty (SEANWFZ). Vietnam has fully 
complied with the UN Security Resolution 1540 (2004) on 
non-proliferation. 


--Vietnam is an active member of the Non-Aligned Movement (NAM) and 
makes effective contribution to the International Organization of 
Francophonie (OIF). Vietnam was the host of the 7th Francophonie 
Summit (1996) 

Meeting (2004) and Vietnam will host the Asia-Pacific Economic 
Cooperation Summit in November 2006. 


On the strength of these records 

believes that in the position of a non-permanent member of the UN 
Security Council 

constructive role in maintaining international peace and security in 
service of the common interests of member countries. The Vietnamese 
Government highly appreciates the valuable support of member states 
at the elections to be held at the UN General Assembly 62nd Session 

in the year 2007. 


End text of aide memoire. 
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all the concerned parties to implement the resolution strictly and 
take practical steps to restore peace to the region 

concluded. 


MARINE 
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Australia 

likely come up at a working lunch of the Economic 
Ministers of those sixteen countries on August 

24 

creation of an \"academic study group\" to examine 
that concept. The Foreign Ministry official 
however 

pursue the idea would emerge from the August 24 
lunch 

endorsement of the ASEAN Plus 6 proposal (for a 
study only) might emerge from the East Asian 
Summit meeting in December. End summary. 


ASEAN Plus 3 Econ Ministers To Recommend Next 
Step Toward FTA 


2. (SBU) ECOUNS and Econoff met August 14 with 
Atsuyuki Oike 

Partnership Division of Japan\'s Ministry of 

Foreign Affairs (MOFA). Oike oversees all 

Japan\'s FTA and Economic Partnership Agreement 
(EPAs) negotiations and has been kept in the job 
for over two years already -- a relatively long 

time in MOFA terms -- because of his expertise. 
Oike will also be MOFA\'s representative on the 
delegation to the ASEAN Economic Ministers 
meeting in Kuala Lumpur the week of August 21. 
(Note: Economy 

Toshihiro Nikai will head the Japanese 

delegation. End note.) 


3. (SBU) Oike said that the ASEAN Plus 3 
Economic Ministers 

multinational academic study group 

decide to recommend to their respective leaders 
the creation of a formal intergovernmental study 
group as the prelude to possible FTA negotiations 
among the 13 ASEAN Plus 3 countries. The actual 
establishment of the intergovernmental group 
however 

Plus 3 leaders themselves who will meet during 
the annual ASEAN summit/East Asian Summit in 
December. The intergovernmental study would be 
expected to last about two years before 
substantive negotiations would begin. 
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4. (C) Asked about Chief Cabinet Secretary 
Abe\'s apparent endorsement two weeks ago of the 
\"ASEAN Plus 6\" (ASEAN Plus 3 

Australia 

by Minister Nikai earlier this year 

that Japan\'s policy was the same as explained at 
the U.S.-Japan sub-cabinet working group in June. 
Nonetheless 

working lunch of the Economic Ministers of the 
sixteen \"ASEAN Plus 6\" countries on August 24 
according to Oike. At that event 

propose the creation of another academic study 
group 

Australia 

question of wider participation in any regional 
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FTA. However 

statement has been prepared for that meeting 
has Japan raised this proposal directly with the 
other participating countries. Consequently 

was not confident that a decision to launch an 
academic study group on the ASEAN Plus 6 idea 
would emerge from the August 24 lunch. Oike did 
acknowledge the possibility that an endorsement 
of the proposal (for a study only) might come out 
of the EAS meeting in December. As of now 
thought India would enthusiastically support the 
idea 

Zealand would fall somewhere in between. 


Japan Relatively Weak Entering Discussions 
in the End 


5. (C) Oike admitted that Japan could very 
easily become isolated in an intergovernmental 
study group on an ASEAN Plus 3 FTA because of its 
insistence on inclusion of provisions related to 
deregulation and investment. The Chinese and 
Koreans 

their model for advancing regional integration 

i.e. 

liberalization focused on tariff reductions and 
gradually increasing the scope of liberalization. 
(He said the Chinese 

opposed to making commitments on \"behind the 
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border\" issues like deregulation and investment.) 
Japan 

for regional economic integration and was much 
more capable of achieving what it wanted on a 
bilateral basis rather than through inevitably 
complicated negotiations with ASEAN collectively 
-- let alone ASEAN plus China and Korea -- Oike 
noted. 


6. (C) Oike confessed that Japan\'s own 
discussions with ASEAN had not gone well because 
Japan wanted to have a more comprehensive 
package. That said 

some leverage in the ASEAN Plus 3 discussion 
because 

could not be easily excluded -- there is no 

\"ASEAN Plus 2 

particular 

regional economic accord. 


7. (C) Apart from the lack of a Japan-ASEAN 
agreement 

any sort of economic agreement or understanding 
with China 

negotiations with South Korea were suspended 
few rounds of discussions had 

place and a basis had been laid for further 

talks. No such foundation exists with China 
however. 


8. (C) Oike indicated that the start of the 

ASEAN Plus 3 intergovernmental FTA study group 
would not affect Japan\'s ongoing bilateral FTA 
negotiations with ASEAN members. He expressed 
confidence that Japan would sign the long- 
negotiated agreement with the Philippines in the 
very near future 

Koizumi leaves office in September. (Oike added 
that the main sticking point with the 

Philippines 

to investment measures and not to the movement of 
workers.) In contrast 

pushing to sign the agreement with Thailand 


TOKYO 00004660 003.2 OF 003 


Column 3 

text of which has been completed for several 
months 

become an issue in Thai domestic politics during 
the current political uncertainty in that 

country. Oike also noted that the negotiations 
with Indonesia 

personally 


9. (SBU) The engagement of the United States in 
the process of East Asian economic integration 
remained important 

recognized that APEC continued to be the main 
institution through which the United States 

wished to exercise its influence. Oike added 

that Japan also valued APEC and would 

be hosting APEC in the year 2010. 


10. (C) Oike was fairly frank regarding Japan\'s 
weak prospects at Kuala Lumpur of further slowing 
down the move toward an ASEAN Plus Three FTA. 
Nevertheless 

the interests 

of keeping Japan active in the process is also 
probably correct. Consequently 

will be the extent to which the Japanese are 

willing to bargain hard to secure their interests 

on deregulation and investment in the face of 
political pressures and practical impediments 

that would tend to push the process toward a 
\"lowest common denominator\" deal on trade in 
goods alone. Another issue is whether the "ASEAN 
plus 6\" idea will get enough steam behind it to 
eclipse the ASEAN plus 3 project 

the latter falters. 


SCHIEFFER 
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the tightened security checks at U.S. airports to the calls by some 
Taiwan businesses to open the three links across the Taiwan Strait 
saying that Taiwan\'s pro-China politicians should be ashamed for 
failing to safeguard Taiwan\'s national security. An opinion piece 

in the limited-circulation 
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\"Taipei Times\" criticized former AIT Director Douglas Paal\'s recent 
speech at the Brookings Institution 

real motives. End Summary. 


A) \"Look at Contention over Three Links in OurNation from Security 
Checks at U.S. Airports\" 


The pro-independence \"Liberty Times\" [circulation: 600 
editorialized (8/16): 


\"... It is true that time is money 

security or lives. How can one live as a free man when one\'s 

country loses its sovereignty? American people and American 
businesses are clearly aware of this logic. But look at Taiwan: 

China arbitrarily passed the \'Taiwan Invasion Authorization Act\' 
(namely 

shame that pan-Blue people have been vying to visit China 

DPP government has also maintained a continuously relaxed policy 
toward cross-Strait relations. Not only that 

also hosted the second Economic Development Advisory Conference in 
the hope of significantly easing the island\'s restrictions on 

investment in 

conference was changed to the \'Conference on Sustaining Taiwan\'s 
Economic Development\' afterwards. But one would feel ashamed if he 
recalled the scenes in which Taiwan businessmen 

their personal interests 

direct cross-Strait transportation 

people 

checks [at airports] just for the needs of their national security. 

We want to show our respect to the U.S. Government for its 
responsible attitude towards safeguarding the nation 

feel ashamed for some Taiwan businessmen and pro-China politicians. 
In short 

consciousness. But what has the government done in this aspect over 
the past six years? Yet it is still not too late to take 

precautions. We hope the DPP 

this opportunity to learn from the United States 

and correct its previous mistakes.\" 


B) \"Paal Has Forgotten China\'s Real Motives\" 


Winston Dang 
of International Affairs 
English-language \"Taipei Times\" [circulation: 30 


\"In his speech at the Brookings Institution on July 13 
Reflections on My Time in Taiwan 

Taiwan director Douglas Paal said that China\'s intent to restrain 
Taiwan lay behind its rapid military buildup. ... Paal seems to 
feel that the policies of the US and China regarding Taiwan 
although articulated differently 
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of maintaining peace in the Taiwan Strait. ... With deep regret 

must conclude that Paal\'s assessment of cross-strait circumstances 
is far removed from reality. Taiwan is constantly under the threat 

of invasion by China because of its pursuit of peace and democracy 
and its attempts to establish itself in the international arena. 

China has never renounced its ambition to attack Taiwan. This was 
the reality for decades before Lee\'s Cornell visit. Beijing\'s goal 

is to become a hegemonic power 


\"I disagree with Paal\'s mentioning the democratic US and the 
dictatorial China together against a background of military 
expansion and understanding of peace and democracy. ... | also 
disagree with Paal\'s understanding that Taiwan\'s long-time wish to 
ink a free trade agreement (FTA) with the US as soon as possible 
stems from political consideration alone. ... Taiwan\'s democratic 
achievements and economic prosperity are built on universal values. 
Don\'t let China\'s saber rattling wipe out all the hard work the 
Taiwanese people have invested in their democracy and freedom.\" 


YOUNG 


75011 

IN RESPONSE TO AIT\'S REPEATED URGING THAT TAIWAN RESTRI: 
TRADE WITH NORTH KOREA AND 

EXPRESSION OF CONCERN OVER NORTH KOREAS JULY 4 MISSILE 
(SEE REFTEL). KEY MEASURES INCLUDE ADDING 340 ITEMS TO TF 
SENSITIVE COMMODITY LIST (SCL) AND INCREASING REQUIREMED 
FOR DPRK VISA APPLICATIONS. LEE ALSO STRESSED THAT THIS 
INTERAGENCY DRAFT WAS INTENDED TO DEAL ONLY WITH NORT 
AND THAT THE MINISTRY OF ECONOMIC AFFAIRS (MOEA) IS IN THE 
PROCESS OF DRAFTING A BROADER TAIWAN POLICY ON PROLIFE 
AND EXPORT CONTROL. (COMMENT: THE NON-PAPER ACTUALLY 
MENTIONS IRAN IN ONE INSTANCE. END COMMENT.) 


2. (S) BEGIN TAIWAN NORTH KOREA NON-PAPER (GRAMMAR AS IN 
ORIGINAL ENGLISH VERSION PRESENTED TO AIT): 


ON JULY 10 

KOREA\'S RECENT MISSILE TEST. IN RESPONSE 

INTRA-AGENCY MEETING ON JULY 26 TO DISCUSS THIS IMPORTAN 
MATTER. 


THE MEETING REVIEWED THE EXISTING MEASURES THAT WE HAV 
REGARDING NORTH KOREA IN THE FOLLOWING AREAS: EXPORT 
CONTROLS; MOVEMENT OF PEOPLE 

FLIGHTS TO AND FROM NORTH KOREA; FINANCE CONTROLS; AND 
TRANSNATIONAL CRIMES. 


WE HAVE DECIDED TO TAKE THE FOLLOWING MEASURES IN THE 
AFOREMENTIONED AREAS: 
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(1) EXPORT CONTROLS 


SOME 340 ITEMS WILL BE ADDED TO THE SENSITIVE COMMODITY | 
(SCL) FOR EXPORTS TO NORTH KOREA AND IRAN. 


OUR LAW ENFORCEMENT AGENCIES HAVE INVESTIGATED THE CC 
INVOLVED IN THE 10 CASES SUSPECTED OF VIOLATING THE STRA 
HIGH TECHNOLOGY COMMODITY (SHTC) LIST. WE HAVE PUT THE 
COMPANIES ON THE LIST OF HIGH-RISK COMPANIES THAT ARE TC 
CLOSELY MONITORED TO PREVENT THEM FROM IGNORING EXPOI 
CONTROL MEASURES ON SHTC. 


OUR CUSTOMS OFFICIALS WILL REINFORCE INVESTIGATION PROC 
IN ACCORDANCE WITH THE NEWLY REVISED OPERATIONAL DIREC 
FOR THE CLEARANCE AND MANAGEMENT OF TRANSSHIPMENT GC 
CONCERNING TRANSSHIPMENT TO NORTH KOREA. 


(2) MOVEMENT OF PEOPLE 


WE ARE RAISING THE CLASS OF VISA APPLICATIONS BY NORTH K¢ 
VISITORS FOR THE NEXT 6 MONTHS FROM THE EXISTING LEVEL T 
(COUNTRIES UNDER OBSERVATION) TO THE STRICTEST LEVELS F 
AND FIVE (COUNTRIES OF HIGH RISK.) VISA APPLICATIONS BY 

NORTH KOREA NATIONALITIES MUST NOW BE APPROVED BY MOF 


IRREGULAR NORTH KOREAN SHIPS AND THOSE SUSPECTED OF C 
SHTC ARE LIKELY TO BE GRANTED PERMISSION TO ENTER OUR 
HARBORS. (NOTE: MOFA SUBSEQUENTLY ADVISED AIT THAT 
\"IRREGULAR\" MEANS OCCASIONAL OR UNSCHEDULED. END NOTI 
HOWEVER 

DISEMBARKING THE SHIP AND ENTERING THE COUNTRY. OUR LA' 
ENFORCEMENT AGENCIES WILL ALSO MAKE THEIR BEST ENDEAV( 
INVESTIGATE ALL POSSIBLE ILLEGAL ACTIVITIES 

VIOLATIONS OF SHTC REGULATIONS 

SHIPS TO KEEP UNAUTHORIZED PERSONNEL FROM LEAVING OR 
APPROACHING THE SHIP. 


ANY CHARTERED FLIGHT TO AND FROM NORTH KOREA REQUIRES 
APPROVAL IN ADVANCE BY OUR AUTHORITY. THERE HAS BEEN N' 
APPLICATION OVER THE PAST 4 YEARS. SHOULD THERE BE ONE | 
THE FUTURE 


(3) FINANCE CONTROLS 
BASED ON LISTS OF TERRORISTS AND TERRORIST-CONNECTED 
FINANCIAL ORGANIZATIONS PROVIDED BY YOUR SIDE 


REQUIRED OUR MONETARY ORGANIZATION TO STRENGTHEN THE 
MONITORING OF FINANCIAL TRADES WITH NORTH KOREA. ALL 
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SUSPICIOUS TRANSACTIONS ARE TO BE IMMEDIATELY REPORTEL 
BUREAU OF INVESTIGATION. 


OUR LAW ENFORCEMENT AGENCIES WILL FORCEFULLY INVESTIG 
PROSECUTE CASES OF SUSPICIOUS FINANCIAL ACTIVITIES RELAT 
TO NORTH KOREA IN ACCORDANCE WITH THE MONEY LAUNDRY C 
ACT. VIOLATORS OF THE ACT CAN BE INCARCERATED FOR UP TC 
YEARS. 


(4) TRANSNATIONAL CRIMES 


A COMPREHENSIVE MONITORING NETWORK HAS BEEN BUILT BY ¢ 
COAST GUARD TO PREVENT POSSIBLE CRIMINAL OR ILLEGAL 
ACTIVITIES INOUR TERRITORIAL WATERS. IT INTEGRATES RADAF 
MONITORING WITH AIR AND SHIP PATROLS ALONG THE COASTLIN 
WILL CONTINUE TO REINFORCE THE NETWORK. SHOULD ANY ILL! 
ACTIVITY BY A NORTH KOREA SHIP BE DETECTED 

IMMEDIATELY STOP THEM. 


WE WILL CONTINUE TO IMPROVE OUR EFFICIENCY IN COUNTERIN 
TRANSNATIONAL CRIMES (SUPER NOTES 

ETC.) (NOTE: MOFA SUBSEQUENTLY ADVISED AIT THAT \"SUPER 
NOTES\" MEANS DPRK COUNTERFEIT LARGE-DENOMINATION U.S. 
CURRENCY. END NOTE.) THIS HAS BEEN ACCOMPLISHED IN THE F 
THROUGH THE ENHANCEMENT OF EXISTING COOPERATION WITH 
SIDE AND THE DESIGNATION OF A SPECIFIC PROSECUTOR TO HAI 
SUCH CASES. 


END NON-PAPER. 
YOUNG 
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difficult to deal with. 


4. (C) Lim said Teheran continued to push for the Sultan to 
accept its invitation to visit lran 

to advise the Sultan not to do so. Ambassador urged that the 
Sultan not visit Iran 

closed doors 

supported their position on nuclear enrichment and other 
issues 

choice of either tacitly accepting that characterization or 
publicly calling his hosts liars. 

SKODON 
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could handle 

the Ambassador \"Don\'t quote me on this 

saying that the GOB did not want to send its troops on a 
\"suicide mission.\" Ambassador pointed out to Yasmin that the 
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mandate for the new UNIFIL was spelled out in some detail in 
UNSCR 1701. Yasmin acknowledged this 

GOB wanted to see the new ROE for UNIFIL and more details on 
its mandate before making a final commitment. 


5. (C) Following receipt of ref A demarche instructions on 
August 16 

to Foreign Affairs and Trade Minister II Pehin Lim 

them to ensure that Brunei\'s UN Mission in New York attend 
the DPKO briefing on August 17 at which UNIFIL ROE would be 
discussed per ref B. 


6. (C) Comment: Yasmin\'s caution is not unreasonable given 
the RBAF\'s lack of PKO experience outside its immediate 
neighborhood in Southeast Asia. The fact remains 

that the Sultan is on record as having made a political 
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commitment to the OIC to join Malaysia and/or Indonesia if 
they contribute troops to UNIFIL 

through would be a significant loss of face. We expect the 
Sultan\'s commitment will trump practical concerns within the 
MOD and RBAF 

to UNIFIL 

Comment. 


7. (C) Action Recommendation -- USUN: Embassy recommends 
that USUN New York encourage DPKO to invite Brunei\'s UN 
Mission to send a representative to August 17 briefing for 

UNIFIL Troop Contributing Countries so that it can report 

details on proposed ROE and CONOPS back to its capital. 


8. (C) Action Recommendation -- Department: Embassy 
recommends PM and EAP ensure that Brunei Embassy Washington 
is invited to A/S Hillen\'s August 16 briefing on UNIFIL force 
generation. If the opportunity arises 

specifically named as one of those countries that has 

publicly expressed interest in a UNIFIL contribution 

order to underscore that the Sultan's commitment has been 

widely noted and that we hope it will be fulfilled. 

SKODON 
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Plus Japan\" Foreign Ministers meeting held June 2006 in 
Tokyo. No new assistance packages are contemplated. MOFA 
advised that Japan shares the concerns of the international 
community regarding democratization and human rights in 
Uzbekistan and that the Prime Minister will discuss these 
concerns frankly with President Karimov. MOFA will publicly 
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announce the visit on August 17 but wanted to provide advance 
notice to the U.S. and E.U. END SUMMARY. 


2. (C) MOFA Central Asia and Caucasus Division Director 
Hideki Uyama requested an appointment with PolOff August 16 
to provide advance notice that Prime Minister Koizumi will 

visit Kazakhstan and Uzbekistan on August 28-30. The 
possibility of such a visit has been mentioned in the press 

for the past few weeks 

confirm it. Uyama said that an official announcement would 

be released on August 17 but that MOFA wanted to give the 
United States and the E.U. advance notice. 


3. (C) While the final details have yet to be settled upon 
Uyama advised 

will arrive in Kazakhstan on August 28 

President Nazarbayev and remain overnight. On August 29 he 
will fly to Uzbekistan for a meeting with President Karimov 
and again will spend the night. He will depart Tashkent the 
evening of August 30 and return to Tokyo in the early morning 
hours of August 31. In addition to the Prime Minister 

highest level official to accompany will be Deputy Chief 
Cabinet Secretary Seiji Suzuki. No other ministers will 
participate. 


4. (C) The purpose of the trip 

ever by a Japanese Prime Minister to Central Asia 

follow up on last June\'s second Foreign Ministers meeting of 
the \"Central Asia Plus Japan\" group 

that meeting an action plan was produced; this visit will 
reinforce Japan\'s commitment to Central Asia. Tokyo 
considers Central Asia to be a critical region for 
geopolitical/strategic reasons and also because of its vast 
energy resources. Japan has consequently sought to enhance 
both bilateral and multilateral relations with the countries 

of the region. Kazakhstan and Uzbekistan were selected for 
the visit because Tokyo views them as the two major players 
in the Central Asia region. 
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5. (C) With regard to Uzbekistan 

aware of and shares the concerns of the international 
community concerning the country\'s slow pace of 
democratization and poor human rights record 

the Andijan incident of May 2005. Japan uses every 
opportunity 

level 

them to alter their conduct. Accordingly 

Koizumi intends to convey directly to President Karimov the 
concerns of the international community and will urge him to 
do more to foster democratization and to strengthen human 
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rights protections. Uyama stated that even though Uzbekistan 
has a problematic record 

important to maintain a constructive dialogue and is fearful 

that if Tashkent\'s relations with the U.S. 

were to sour 

Uyama promised to provide a full readout of the PM\'s meetings 
once the visit has been concluded. 


6. (C) Uyama said Japan has no plans to announce new 
assistance programs during the visit. Kazakhstan is too 
wealthy to qualify for either yen loans or direct grants 

the only possible assistance Tokyo could render would be to 
send technical experts or to host Kazakhs for training 
through Japan\'s JICA program. No such exchanges will be 
announced during the visit. Concerning Uzbekistan 

already providing yen loans to support two projects -- 
improvements to an electrical power plant in Tashkent 

the construction of a railway in the southern part of the 
country. These projects are ongoing and will continue. 
Although Japan is considering offering loans to assist 
several small health care projects 

been made. No new assistance will be announced during the 
visit. Uymama said. 


7. (C) Koizumi\'s visit to Central Asia less than a month 
before he leaves office is intended to highlight Japan\'s 
interest in playing a key role in the region. 

SCHIEFFER 
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Australia 

likely come up at a working lunch of the Economic 
Ministers of those sixteen countries on August 

24 

creation of an \"academic study group\" to examine 
that concept. The Foreign Ministry official 
however 

pursue the idea would emerge from the August 24 
lunch 

endorsement of the ASEAN Plus 6 proposal (for a 
study only) might emerge from the East Asian 
Summit meeting in December. End summary. 


ASEAN Plus 3 Econ Ministers To Recommend Next 
Step Toward FTA 


2. (SBU) ECOUNS and Econoff met August 14 with 
Atsuyuki Oike 

Partnership Division of Japan\'s Ministry of 

Foreign Affairs (MOFA). Oike oversees all 

Japan\'s FTA and Economic Partnership Agreement 
(EPAs) negotiations and has been kept in the job 
for over two years already -- a relatively long 

time in MOFA terms -- because of his expertise. 
Oike will also be MOFA\'s representative on the 
delegation to the ASEAN Economic Ministers 
meeting in Kuala Lumpur the week of August 21. 
(Note: Economy 

Toshihiro Nikai will head the Japanese 

delegation. End note.) 


3. (SBU) Oike said that the ASEAN Plus 3 
Economic Ministers 

multinational academic study group 

decide to recommend to their respective leaders 
the creation of a formal intergovernmental study 
group as the prelude to possible FTA negotiations 
among the 13 ASEAN Plus 3 countries. The actual 
establishment of the intergovernmental group 
however 

Plus 3 leaders themselves who will meet during 
the annual ASEAN summit/East Asian Summit in 
December. The intergovernmental study would be 
expected to last about two years before 
substantive negotiations would begin. 
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No Diplomatic Groundwork for Nikai Proposal 


4. (C) Asked about Chief Cabinet Secretary 
Abe\'s apparent endorsement two weeks ago of the 
\"ASEAN Plus 6\" (ASEAN Plus 3 

Australia 

by Minister Nikai earlier this year 

that Japan\'s policy was the same as explained at 
the U.S.-Japan sub-cabinet working group in June. 
Nonetheless 

working lunch of the Economic Ministers of the 
sixteen \"ASEAN Plus 6\" countries on August 24 
according to Oike. At that event 

propose the creation of another academic study 
group 

Australia 

question of wider participation in any regional 
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FTA. However 

statement has been prepared for that meeting 
has Japan raised this proposal directly with the 
other participating countries. Consequently 

was not confident that a decision to launch an 
academic study group on the ASEAN Plus 6 idea 
would emerge from the August 24 lunch. Oike did 
acknowledge the possibility that an endorsement 
of the proposal (for a study only) might come out 
of the EAS meeting in December. As of now 
thought India would enthusiastically support the 
idea 

Zealand would fall somewhere in between. 


Japan Relatively Weak Entering Discussions 
in the End 


5. (C) Oike admitted that Japan could very 

easily become isolated in an intergovernmental 
study group on an ASEAN Plus 3 FTA because of its 
insistence on inclusion of provisions related to 
deregulation and investment. The Chinese and 
Koreans 

their model for advancing regional integration 

i.e. 

liberalization focused on tariff reductions and 
gradually increasing the scope of liberalization. 
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(He said the Chinese 

opposed to making commitments on \"behind the 
border\" issues like deregulation and investment.) 
Japan 

for regional economic integration and was much 
more capable of achieving what it wanted on a 
bilateral basis rather than through inevitably 
complicated negotiations with ASEAN collectively 
-- let alone ASEAN plus China and Korea -- Oike 
noted. 


6. (C) Oike confessed that Japan\'s own 
discussions with ASEAN had not gone well because 
Japan wanted to have a more comprehensive 
package. That said 

some leverage in the ASEAN Plus 3 discussion 
because 

could not be easily excluded -- there is no 

\"ASEAN Plus 2 

particular 

regional economic accord. 


7. (C) Apart from the lack of a Japan-ASEAN 
agreement 

any sort of economic agreement or understanding 
with China 

negotiations with South Korea were suspended 
few rounds of discussions had 

place and a basis had been laid for further 

talks. No such foundation exists with China 
however. 


8. (C) Oike indicated that the start of the 

ASEAN Plus 3 intergovernmental FTA study group 
would not affect Japan\'s ongoing bilateral FTA 
negotiations with ASEAN members. He expressed 
confidence that Japan would sign the long- 
negotiated agreement with the Philippines in the 
very near future 

Koizumi leaves office in September. (Oike added 
that the main sticking point with the 

Philippines 

to investment measures and not to the movement of 
workers.) In contrast 

pushing to sign the agreement with Thailand 
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text of which has been completed for several 
months 

become an issue in Thai domestic politics during 
the current political uncertainty in that 

country. Oike also noted that the negotiations 
with Indonesia 

personally 


9. (SBU) The engagement of the United States in 
the process of East Asian economic integration 
remained important 

recognized that APEC continued to be the main 
institution through which the United States 

wished to exercise its influence. Oike added 

that Japan also valued APEC and would 

be hosting APEC in the year 2010. 


10. (C) Oike was fairly frank regarding Japan\'s 
weak prospects at Kuala Lumpur of further slowing 
down the move toward an ASEAN Plus Three FTA. 
Nevertheless 

the interests 

of keeping Japan active in the process is also 
probably correct. Consequently 

will be the extent to which the Japanese are 

willing to bargain hard to secure their interests 

on deregulation and investment in the face of 
political pressures and practical impediments 

that would tend to push the process toward a 
\"lowest common denominator\" deal on trade in 
goods alone. Another issue is whether the "ASEAN 
plus 6\" idea will get enough steam behind it to 
eclipse the ASEAN plus 3 project 

the latter falters. 

SCHIEFFER 
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government. At the recent ASEAN ministerial in Malaysia 
Vietnam was among the members expressing concern about 
political developments in Burma 
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members should continue to engage with the Burmese 
government. Hien suggested that Thaksin\'s visit was a normal 
bilateral development between two ASEAN member states 
consistent with ASEAN members\' agreement to continue to 
engage with Burma. 


2. (C) Within ASEAN 

non-interference in the internal affairs of other member 
states 

matter that only the Burmese people can decide 

moves towards becoming a more closely linked community 
necessary to act in a responsible manner for the benefit of 
the region. Hien said that Vietnam enjoys good relations 
with Burma and affirmed that Vietnam will continue its \"soft 
evolutionary approach\" in dealing with the situation there. 
MARINE 
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HSPD-6 MOU\" 


1. (U) SUMMARY: Post has seen progress on several fronts in 
advancing the HSPD-6 Terrorist Screening Information 
Initiative. Post\'s inter-agency working group on HSPD-6 has 
been working closely to identify and educate key GOJ 
contacts 

June 6 

Memorandum of Understanding (MOU) for HSPD-6 to jump-start 
substantive discussions on the exchange of terrorist 

screening information. Post awaits a formal response on the 
proposal. While an agreement to allow one point of contact 
for terrorist screening data exchange and information 
feedback seems unlikely 

motivated to find a solution and begin information exchange. 
Post\'s newly arrived Consular Visa Chief will take over as 

the main point of contact for this initiative as of August 

14 


PROGRESS 

2. (SBU) The HSPD-6 process in Japan continues to advance in 
a positive direction 

The multiple Mission agencies involved formed a working group 
in 2005 and invited key Japanese contacts to the Embassy for 
presentations on the HSPD-6 process and to discuss issues 
involved with information sharing. Each Mission agency has 
also deliberated formally and informally on key issues with 
respective Japanese agency contacts. 


3. (U) Post has identified Rokuichiro Michii 
Foreign Affairs (MOFA) Foreign Policy Bureau 
Counter-terrorism Cooperation Division Director 
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of contact for discussions regarding advancement of HSPD-6 
objectives. In hopes of jump-starting substantive dialogue 

on June 6 

Memorandum of Understanding (MOU) for consideration (ref B). 
He stated that he would initiate coordination among the 

relevant ministries and agencies 

would likely include MOFA lawyers who will also want to study 
the issue. 


4. (SBU) Post is trying to pursue a single comprehensive 
agreement that will allow exchange of terrorist screening 
data between the United States and Japan and provide one 
point of contact for information requests and feedback 
between the Terrorist Screening Center (TSC) and the 
Government of Japan (GOJ). While the GOJ agrees 
principal 

tool in the fight against terrorism 

concerns that regulatory and institutional limitations will 
necessitate several points on contact. However 
enthusiastic support of individual Japanese agencies 
exploring alternative solutions 

separate agreements with the various Japanese agencies are 
being explored. Post awaits formal feedback from Michii on 
the MOU in order to pursue these alternatives 


OBSTACLES 


5. (SBU) Reciprocity and Process of information exchange: In 


TOKYO 00004663 002 OF 002 


June 2006 

amount and redundancy of information that may be given in 
exchange for U.S. data. While we encouraged Japan to share 
as much data with us as possible 

do not expect to receive the same amount of data from Japan 
that we will provide to it. He also noted that the GOJ 
interpretation of information sharing provisions restricts 

the Japanese Immigration Bureau (JIB) from sharing 
immigration information with non-immigration services. This 
poses a problem because JIB 

organization 

anyone other than immigration officials in the Department of 
Homeland Security. One possible solution would be for a JIB 
official to serve as Japan\'s POC (thereby offering JIB a 
direct channel of communication to the TSC) but 
inter-ministerial rivalries (explained below) would likely 
hamper JIB\'s ability to manage the flow of information. 


6. (SBU) Limits of Information Sharing: Sensitivities and 
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institutional limitations within GOJ for sharing information 
across GOJ agencies will make designating any one agency as 
POC unlikely. This would require an institutional shift 

within the GOJ to expand the inherent limits of inter-agency 
cooperation and such a shift would take time. While the hope 
is that HSPD-6 will encourage Japanese agencies to improve 
cooperation to allow information sharing and designation of a 
singular point of contact in the long term 

solution may be needed to achieve the immediate goals of 
HSPD-6 information sharing. 


POC CHANGE 

7. (U) The Consular contact for HSPD-6 has changed. Michael 
Garrote 

issues as of August 14 

SCHIEFFER 
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and demanded that Wadi tender his resignation within 24 hours. 
Mutharika was annoyed that Wadi had discontinued the case 
without consulting him 

that Muluzi no longer had a case to answer. For that reason 
Mutharika said 

asking him to resign.\" 


4. (U) Wadi was at that moment traveling in South Africa and 
reportedly had no idea that he was about to be fired. He has 
since returned to the country 

resignation. 


5. (SBU) Two weeks ago 

Bureau Director Gustave Kaliwo for arresting Muluzi without 
the president's consent 

opposition over the passage of the national budget. Kaliwo 
submitted his resignation on August 11 

announced a replacement 

committee. 


Sharp Criticism 


6. (U) The Malawi Human Rights Commission and the Malawi Law 
Society issued strong statements criticizing Mutharika\'s 

actions. The Law Society said that the president violated 

both the Corrupt Practices Act and the Constitution by not 
providing sufficient justification for the dismissals. 

Ordinary Malawians have criticized the manner in which Wadi 

was fired in public 


Column 3 
Comment 


7. (SBU) Mutharika is struggling to maintain his anti- 
corruption credentials 

firings will be to weaken the institutions that are his chief 
corruption-fighting weapons. The personnel changes will 
certainly cause a loss of momentum in the ACB and the DPP. 
Given the dearth of legal professionals in Malawi 

few capable candidates available to fill these vacancies. 

Even if competent replacements are found 

very cautious in their handling of sensitive corruption cases 

in light of what happened to their predecessors. 


8. (SBU) Of greater concern is Mutharika\'s authoritarian 
tendencies and his lack of appreciation for the basic 
constitutional principles of separation of powers and the 
independence of the judiciary. In his speech 

rhetorically \"How can you [Wadi] be independent from the 
person who has appointed you?\" He further stated 
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appoint himself. He is appointed under the Constitution by 
me. And I\'m also the Minister responsible for Civil Service... 
There is a breach of faith and breach of trust 

breach of allegiance to me.\" The president suggested 
ominously that Wadi had been \"Perhaps obeying other forces 
an apparent reference to Wadi\'s ties to former president 
Muluzi. 


9. (SBU) From these statements and others it is clear that 
Mutharika views the DPP and the ACB Director 

officers 

appointed them 

branch serve at the pleasure of the president. What Mutharika 
evidently doesn\'t see is how damaging his actions are to the 
rule of law and the fight against corruption in Malawi. 
EASTHAM 


75021 

75022 

75023 

haircut (loss) on non-performing debt or reselling it at a 
discount could be accused of causing a financial loss to the 
state 

An international advisor at the Finance Ministry tells us 

that Bank Mandiri has been waiting for President Yudhoyono 
to sign the government regulation allowing state-owned banks 
to take haircuts on debt 


Column 3 
the end of July. 


10. (SBU) Getting rid of the NPLs is only half the battle 
however. Resident expatriate economists note that because 
an excess of NPLs reflects a bank governance problem 
management must be improved to prevent them from 
accumulating anew. Besides allowing the state-owned banks 
to resolve NPLs using techniques employed by commercial 
banks 

professional management practices of their private sector 
counterparts. The package calls for the State Ministry of 
SOEs to \"ensure the commitment of state-owned banks\' 
management to corrective measures in governance and risk 
management and to efforts for resolving problem loans.\" The 
medium specified for achieving this is the signing of 
management contracts on these subjects with the boards of 
directors of state-owned banks 

producing results. 


11. (SBU) The Finance Ministry advisor characterized Bank 
Mandiri as \"very cooperative\" in reform efforts. A senior 
contact at Mandiri also pointed out that the bank\'s new 
president 

heads at the bank 

not replacing key staff 

undertaken 18 months ago 

commissioners. The IMF notes that BNI is bloated in terms 
of personnel 

the latter is still non-transparent about its NPLs. 


12. (SBU) An international banking consultant told us that 
it is not only the old legacy loans that are problematic 

such as the Mandiri loans that have been the subject of 
headlines in the past year. New loans are going bad at a 
worrisome tempo because banks do not have proper risk 
assessment procedures. The consultant lamented that at 
least a third of Mandiri\'s employees are corrupt 
incompetent 

of new SME loans are going bad because Mandiri still does 
not have good risk managers or account officers. 


13. (SBU) Though the Financial Sector Package aims to 
improve the banks 

inherited from the New Order 

capitalism was that it was understood that state-owned bank 
loans did not always need to be repaid. Our senior contact 
at Bank Mandiri told us in confidence that after Bank 

Mandiri tried a \"name and shame\" strategy earlier this year 
publishing the names of problem-loan holders 

had started to pay 

who could pay have a bad attitude and are refusing to. 


Column 3 

Mandiri\'s actions provoked a backlash from some companies 
that reached out to Palace contacts in an attempt to get the 
President to intercede 

Finance Minister Mulyani. We heard a similar story about 
debtors with bad attitudes from the Finance Ministry 
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advisor 

a few cash deposits that were used as collateral on 
nonperforming loans. In one instance 

complained to the police 

Mandiri staff members including a director for questioning 
until 4 a.m. The advisor noted that in the past 

would have just made the problem go away by paying the 
police more than the client had 

is to work things out through proper channels. 


Bank Consolidation 


14. (SBU) The Financial Sector package includes an item 
designed to encourage the consolidation of Indonesia\'s 131 
banks required under BI\'s Indonesian Banking Architecture 
vision. The matrix calls for Bank Indonesia to provide 
\"incentive\" for banks to merge over the next two years 
does not explain what the incentive will be. BI has had 
trouble energizing its bank consolidation program 

owners of small private banks like being bank proprietors 
do not want to sell or close their banks 

to respond to rational incentives. The large state-owned 
banks 

year or so in merging with each other 

undesirable prospect of too much banking sector 
concentration in precisely the segment that is most poorly 
managed. BI has rebuffed these proposals. However 
recently announced \"single presence\" policy 

ahead 

stake in more than one bank. Designed to encourage 
consolidation (and possibly to mollify nationalists piqued 
at foreign investment in Indonesian banking) 

whether the policy would apply to the government 

holds controlling stakes in the country\'s three largest 
lenders measured by assets-Mandiri 

Indonesia (BRI). 


15. (U) The third section of the package deals with non-bank 


Column 3 

financial institutions 

industry. (Note: Indonesia\'s insurance sector is in bad 
health and poorly regulated. Some domestic insurance 
companies were merely appendages of conglomerates. End 
Note.) The matrix calls for improved implementation of 
\"Know-Your-Customer\" principles across the non-bank sector; 
general moves to strengthen the pension fund sector 
including drafting a development road map for the industry 
and good governance guidelines; and MOF decrees on 
strengthening the capital structure 

supervision of finance companies and venture capital firms. 
Both insurance pension industries are underdeveloped in 
Indonesia 

capital that could be invested in infrastructure. The 
insurance industry is small 

January 2005 

6 percent of total financial sector assets. The industry is 
also highly concentrated 

firms dominating three-quarters of the sector. The pension 
sector is similarly small 

of financial system assets. 


16. (SBU) Indonesia\'s insurance industry has made progress 
since international insurers Manulife (in 2002) and 

Prudential (in 2004) 

Indonesian court system on spurious grounds. Now the GOI is 
wrestling with genuinely bankrupt insurance firms 

particular 

insurance company. Bumiputra 1912 is \"totally bankrupt 
according to our insurance industry contacts 

collected today being paid out tomorrow in claims. It 

should theoretically be shut down 

teachers and similar professions in the lower-to-middle 

class 

consequences if the firm were allowed to fail. Upon 
discovering that Bumiputra 1912 is incorporated as 
Indonesia\'s only mutual life insurance company 
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PASCOE 


75024 
continue to endeavor to perfect the policies 
regulations 


Column 3 

institutions and the financial industry 

others 

financial sector. This measure is necessary so that our 
economy has a growing elasticity and resistance to 
fluctuations and uncertainties.\" 


3. (U) This is the third of three economic policy packages 
that included Infrastructure (issued in February) and the 
Investment Climate (issued in March). The package is 
divided into four principal chapters: 

A) Financial system stability; 
Banking institutions; 

Non-bank financial institutions; 


B 
C 
D) Capital markets. 


Sere arr 


A short 

the privatization of state-owned enterprises and 
establishment of a National Export Financing Agency. The 
time horizon of the package runs through December 2007 
most measures are slated for action in 2006. Several 
tougher issues such as a tax policy for the financial 

sector 

financing were deleted but may reappear in a follow-on 
package next year. The Coordinating Minister plans to issue 
in 2007 a medium-term package mapping out financial sector 
reforms through the end of President Yudhoyono\'s term in 
2009. A decree is in the works to establish an oversight 
committee to monitor Package implementation. 


4. (SBU) Minister Boediono 

President Megawati 

these to show Indonesia\'s commitment to reform after 
completion of its IMF program in December 2003. This 
package has been carefully designed to include achievable 
action items 

items simply call for the MOF to \"improve\" a regulation or 
issue a decree 

a certain subject. In this respect 

partly succumbs to the tendency of the bureaucracy to 
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measure implementation in terms of issuing official decrees 
although we do not doubt the commitment of Coordinating 
Minister Boediono and in particular of Finance Minister Sri 
Mulyani to effecting tangible change. 


Improving Financial System Stability and Oversight 


Column 3 


5. (SBU) The first section of the package deals with 
financial system stability 

currency mini-crisis of August 2005 

by a lack of coordination between the fiscal and monetary 
authorities. Our contacts at the International Monetary 
Fund (IMF) say it is unclear whether the package will 
actually improve policy coordination 

tendency to \"create domestic problems out of international 
shocks through a slow policy response.\" The package calls 
for the drafting of a Financial Sector Safety Net Law and 

its submission to Parliament by December 2006. In addition 
the matrix echoes goals laid out in the State Ministry for 
National Development and Planning (BAPPENAS) National Medium 
Term Development Plan for 2004-2009 (issued as a 
Presidential Regulation in January 2005). 


6. (SBU) The new package calls for the establishment of a 
long-discussed Financial System Stability Forum (FSSF) 
whose members will include the financial supervisory and 
regulatory agencies including BI 

and Financial Institutions Supervisory Agency (BAPEPAM-Lk) 
and the Indonesian Deposit Insurance Agency (LPS). The FSSF 
will be charged with conceptualizing an Indonesian Financial 
System Architecture and establishing a Macro Early Warning 
System for disturbances in the financial sector. A senior 
international advisor in the Finance Ministry told us that 

the FSSF would normally sit within the Central Bank 

because Sri Mulyani does not trust BI 

and took two years of negotiations to finalize. Bank 

Indonesia and LPS signed an MOU to develop the FSSF on 
December 30 

of Finance also issued a Decree on the Financial Safety Net 
(No 135/PMK 05/2005) 

place. 


7. (U) The proposed Financial Sector Safety Net Law would 
enhance the existing LPS law to help protect depositors from 
bank failures as well as protect the government from the 
risk of future bailouts. It also creates a formal mechanism 
between BI 

for dealing with troubled banks. The GOI has been working 
on a financial sector safety net 

last resort 

mechanism for dealing with distressed banks 

financial crisis of 1997-98. Building blocks of the safety 

net have been covered by other laws 

of blanket deposit insurance (completed) and creation of a 
consolidated regulatory and supervisory agency for the 
financial sector (not yet completed). (Note: The Financial 
Services Authority 


Column 3 
Note.) 


Strengthening State-Owned Banks 


8. (SBU) The main policy goal of this part of the package is 

to improve the performance of state-owned banks by resolving 
their NPLs. Bank Mandiri and Bank Negara Indonesia (BNI) 
are the principal targets of the measures elaborated in the 
package 

of lax governance 

management. The package includes smaller policy programs to 
professionalize the banking sector 

certification testing for basic banking operations 

including risk management; improving methodologies for risk- 
based banking supervision; implementing formal Good 
Corporate Governance standards for commercial banks; and 
bringing Indonesia\'s new credit bureau 

into line with international standards and expanding its 

access to information. BI Deputy Governor Maman Somantri 
told us he expects the credit bureau will be privatized in 
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two years. After the nascent mutual fund industry suffered 
losses of 70 percent last year over non-transparent pricing 
and risk 

transparency for banking products and other consumer 
protection measures. These include a standardized system 
for consumers to file complaints and the establishment of an 
independent dispute mediation body. 


9. (SBU) Although Bank Mandiri and BNI lobbied BI to be 
allowed to establish special purpose vehicles that would 

take NPLs off their books 

amend the rules governing NPLs. They will allow state-owned 
banks to work around state laws that have thus far prevented 
them from resolving bad loans using techniques commonly 
employed by commercial banks. Existing laws 

2003 State Finance Law 

\"state\" assets. As a result 

haircut (loss) on non-performing debt or reselling it at a 
discount could be accused of causing a financial loss to the 
state 

An international advisor at the Finance Ministry tells us 

that Bank Mandiri has been waiting for President Yudhoyono 
to sign the government regulation allowing state-owned banks 
to take haircuts on debt 

the end of July. 


Column 3 

10. (SBU) Getting rid of the NPLs is only half the battle 
however. Resident expatriate economists note that because 
an excess of NPLs reflects a bank governance problem 
management must be improved to prevent them from 
accumulating anew. Besides allowing the state-owned banks 
to resolve NPLs using techniques employed by commercial 
banks 

professional management practices of their private sector 
counterparts. The package calls for the State Ministry of 
SOEs to \"ensure the commitment of state-owned banks\' 
management to corrective measures in governance and risk 
management and to efforts for resolving problem loans.\" The 
medium specified for achieving this is the signing of 
management contracts on these subjects with the boards of 
directors of state-owned banks 

producing results. 


11. (SBU) The Finance Ministry advisor characterized Bank 
Mandiri as \"very cooperative\" in reform efforts. A senior 
contact at Mandiri also pointed out that the bank\'s new 
president 

heads at the bank 

not replacing key staff 

undertaken 18 months ago 

commissioners. The IMF notes that BNI is bloated in terms 
of personnel 

the latter is still non-transparent about its NPLs. 


12. (SBU) An international banking consultant told us that 
it is not only the old legacy loans that are problematic 

such as the Mandiri loans that have been the subject of 
headlines in the past year. New loans are going bad at a 
worrisome tempo because banks do not have proper risk 
assessment procedures. The consultant lamented that at 
least a third of Mandiri\'s employees are corrupt 
incompetent 

of new SME loans are going bad because Mandiri still does 
not have good risk managers or account officers. 


13. (SBU) Though the Financial Sector Package aims to 
improve the banks 

inherited from the New Order 

capitalism was that it was understood that state-owned bank 
loans did not always need to be repaid. Our senior contact 
at Bank Mandiri told us in confidence that after Bank 

Mandiri tried a \"name and shame\" strategy earlier this year 
publishing the names of problem-loan holders 

had started to pay 

who could pay have a bad attitude and are refusing to. 
Mandiri\'s actions provoked a backlash from some companies 
that reached out to Palace contacts in an attempt to get the 


Column 3 
President to intercede 
Finance Minister Mulyani. We heard a similar story about 
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debtors with bad attitudes from the Finance Ministry 
advisor 

a few cash deposits that were used as collateral on 
nonperforming loans. In one instance 

complained to the police 

Mandiri staff members including a director for questioning 
until 4a.m. The advisor noted that in the past 

would have just made the problem go away by paying the 
police more than the client had 

is to work things out through proper channels. 


Bank Consolidation 


14. (SBU) The Financial Sector package includes an item 
designed to encourage the consolidation of Indonesia\'s 131 
banks required under BI\'s Indonesian Banking Architecture 
vision. The matrix calls for Bank Indonesia to provide 
\"incentive\" for banks to merge over the next two years 
does not explain what the incentive will be. BI has had 
trouble energizing its bank consolidation program 

owners of small private banks like being bank proprietors 
do not want to sell or close their banks 

to respond to rational incentives. The large state-owned 
banks 

year or so in merging with each other 

undesirable prospect of too much banking sector 
concentration in precisely the segment that is most poorly 
managed. BI has rebuffed these proposals. However 
recently announced \"single presence\" policy 

ahead 

stake in more than one bank. Designed to encourage 
consolidation (and possibly to mollify nationalists piqued 
at foreign investment in Indonesian banking) 

whether the policy would apply to the government 

holds controlling stakes in the country\'s three largest 
lenders measured by assets-Mandiri 

Indonesia (BRI). 


15. (U) The third section of the package deals with non-bank 
financial institutions 
industry. (Note: Indonesia\'s insurance sector is in bad 


Column 3 

health and poorly regulated. Some domestic insurance 
companies were merely appendages of conglomerates. End 
Note.) The matrix calls for improved implementation of 
\"Know-Your-Customer\" principles across the non-bank sector; 
general moves to strengthen the pension fund sector 
including drafting a development road map for the industry 
and good governance guidelines; and MOF decrees on 
strengthening the capital structure 

supervision of finance companies and venture capital firms. 
Both insurance pension industries are underdeveloped in 
Indonesia 

capital that could be invested in infrastructure. The 
insurance industry is small 

January 2005 

6 percent of total financial sector assets. The industry is 
also highly concentrated 

firms dominating three-quarters of the sector. The pension 
sector is similarly small 

of financial system assets. 


16. (SBU) Indonesia\'s insurance industry has made progress 
since international insurers Manulife (in 2002) and 

Prudential (in 2004) 

Indonesian court system on spurious grounds. Now the GOI is 
wrestling with genuinely bankrupt insurance firms 

particular 

insurance company. Bumiputra 1912 is \"totally bankrupt 
according to our insurance industry contacts 

collected today being paid out tomorrow in claims. It 

should theoretically be shut down 

teachers and similar professions in the lower-to-middle 

class 

consequences if the firm were allowed to fail. Upon 
discovering that Bumiputra 1912 is incorporated as 
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Indonesia\'s only mutual life insurance company 
an exception for mutual life insurance firms in the solvency 
law to avoid having to close Bumiputra down. 


17. (SBU) Our insurance industry contacts note some concern 
among foreign insurance firms that GOI will ask them to 
rescue bad firms. The Minister of Finance apparently only 
learned recently that Bumiputra 1912 was insolvent 

she and Isa Rachmatarwata 

LK 

international advisor in the Finance Ministry commented that 
Director Isa \"has inherited a real rat\'s nest\" in the 

insurance sector 


Column 3 

advisor told us that Isa has conferred with a World Bank 
actuary on the Bumiputra problem and believes the firm\'s 
deficit to be at least $500 million 

interest in buying into the firm should help resolve the 
situation. (Note: As part of the MOF\'s reorganization 
Capital Market Supervisory Agency 

with the MOF\'s Directorate General of Financial 
Institutions 

other non-bank financial institutions 

consolidated regulator for all these institutions 

called BAPEPAM-LK 

transitional step toward the formation of the fully 
consolidated and independent regulatory body for financial 
services or OJK 


Capital Markets 


18. (U) The section on capital markets includes a slew of 
measures to \"develop 

infrastructure 

program aims to develop the secondary market for bonds 
including better price discovery mechanisms 

bond repo market 

for government bonds. All these measures would further GOI 
efforts to broaden and deepen the domestic capital market 
for better GOI debt management and deficit financing options 
in future. The MOF has already completed one action item on 
the matrix 

government retail bond (ORI). Most Indonesian citizens put 
their money into very short-term time deposits of 30 days. 
The government is promoting the three-year retail bonds to 
encourage the development of an \"investment society\" that 
will help finance national development through the capital 
markets. The small retail bond issue 

to raise only about $230 

The GOI accepted all bids for a final issue of over $360 

at the August 9 auction. 


Privatization of SOEs 


19. (SBU) The last section includes a couple of measures to 
further the politically sensitive 

privatizing State-Owned Enterprises (SOE). According to the 
matrix 

Presidential Decree this month 

privatization should be drafted by November. Our foreign 
advisor contact in the Finance Ministry described Minister 

of State Owned Enterprises Sugiharto as a stumbling block to 
privatization efforts 


Column 3 

create a Temasek-style holding company and will not sell any 
SOE if he can help it. The advisor said that Sugiharto has 
had to cede some power 

committee will no longer be chaired by Sugiharto but by 
Boediono. 


Comment: Less and More 


20. (SBU) The matrix contains less than earlier drafts the 
Embassy had seen. This may not be a bad thing 

the GOI was criticized for slow implementation of earlier 
measures which were announced with great fanfare. It would 
be better for the GOI to take small steps which build 
credibility in its ability to deliver 
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strokes which are ultimately realistic. We believe many 
elements of this new package are feasible 
specific benchmarks and targets to measure results. 


21. (U) This cable was researched and drafted by TDY 
Economic Officer Juliet Berger. 


PASCOE 


75025 
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PSI 

participate in the exercise 

statement of interdiction principles. We will follow-up and 
report on the ROK\'s decision and any developments. 
STANTON 


75027 

decide based on whether or not a Turkmenistan-specific resolution is 
tabled. If a resolution is tabled 

to support Venezuela. Turkmenistan has all the information it 
requires for this issue 

candidacy is unlikely to have any traction here. 


BRUSH 


2. (C) Sitting in his study surrounded by a stunning 
collection of Greek Orthodox icons 
Ambassador that senior LAF and IDF officers met on 8/14 at 


Column 3 

UNIFIL headquarters in the southern city of Naqoura to 
coordinate the deployment/withdrawal 

Israelis behaved \"sweetly\" and asked if the LAF \"could come 
tomorrow.\" Murr was amazed that the Israelis had already 
pulled most of their troops out of the South 

LAF and UNIFIL-plus might still be several days away from 
deploying. Murr complained that the vacuum left by the 
Israeli \"defection on the ground\" is being rapidly reclaimed 
by Hizballah. In addition 

poor Israeli military performance 

two days of conflict when dozens of Israeli soldiers were 
killed 

mood. \"The IDF put us in a difficult situation 

Murr 

in the world.\" 


3. (C) Murr said that Hizballah now believes that since it 
apparently fought the mighty IDF to a standstill on the 

ground 

Lebanese what terms it would and would not accept. Whereas 
it appeared only a week ago that Hizballah had seemingly 
agreed to the LAF deployment and the group\'s disarmament 
south of the Litani 

in such a generous mood 

Cabinet session. Nasrallah\'s speech on the evening of Monday 
8/14 only further strengthened this feeling that Hizballah 

as the putative \"victor\" in the conflict 

make concessions. \"Nasrallah thinks of himself as stronger 
than Abdel Nasser and bigger than Asad 

\"Hizballah carries the banner of having beaten Israel. 
Nasrallah will be very aggressive now.\" 


\"NO KNEES\" 


4. (C) Murr admitted that the prospect of deploying the LAF 
into a zone still crawling with armed Hizballahis is not 

ideal and that 

the army to become \"a filet\" between Hizballah and Israel. 
Murr said that if the decision were to come down to him 
would rather resign than deploy into that kind of situation. 
However 

final go-ahead for deployment 
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he thinks the question of Hizballah\'s weapons in the South 
will unfortunately remain unresolved. Murr said that he had 
pressed the disarmament issue during the Cabinet session on 
Saturday August 12 


Column 3 

wanted to pursue the matter at that time. \"My recommendation 
blew up the government in the last meeting.\" He said that 
Hizballah Minister for Energy and Water Mohammad Fneich had 
replied to a question about arms 

protecting Lebanon from Israel? Come take them by force.\" 
(Comment. As he claims 

issue during the last Cabinet session. An editorial by 

Ibrahim Amin 

August 14 edition of Al-Akhbar newspaper noted that the 
\"Minister of Defense said that he was prepared to deploy the 
Army to the South 

except the army.\" End Comment.) 


5. (C) Murr hopes that the disarmament issue causes the 
next Cabinet session 

\"explode.\" Unfortunately 

to go face-to-face against Hizballah in the Cabinet are 
himself and non-Sunni March 14 members Joe Sarkis 
Gemayel 

lamented 

against Hizballah. \"Saad (Hariri) should have been tougher 
from the beginning 

asked Murr to be \"firm but smooth\" about the disarmament 
issue 

the meeting Murr took a call from PM Siniora 

to call back once the Ambassador had left. Inviting the 
Ambassador to stay 

minutes. The Prime Minister wanted to know what the 
Ambassador had said regarding the deployment. End Note). 
While the Sunni March 14 members want Hizballah to disarm 
said Murr 

exacerbating Sunni-Shi\'ite tensions 

Christians and Druze take the lead. Unleashing an arsenal of 
expletives 

the problem with the Sunna 

of others.\" 


STRENGTHEN THE ARMY 


6. (C) Acknowledging that the deployment of the army will 
likely go ahead 

South will likely be put on hold for the time being 

said that the best option is to strengthen the LAF and the 
UNIFIL-plus force as much and as soon as possible. 
Otherwise 

Nasrallah did during his televised August 14 speech 

army is not sufficiently equipped and is therefore incapable 
of defending Lebanon. Murr wants to snatch away this trump 
card from Hizballah and its Iranian and Syrian backers. 
Hizballah 
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Korean anti-tank missiles modified in Iran to pierce the 
Merkava tank armor 

also needs to be \"sSuper-equipped\" in order -- and clearly 
here he was referring to both Hizballah and Israel -- \"to 
resist 

if the LAF could be supported and rapidly equipped 

in \"three months\" the Lebanese can come to the negotiating 
table and tell Hizballah thank you 

longer needed in defense of the country. Murr basically 
explained that he saw the LAF gradually gaining the upper 
hand over Hizballah in the south by a combination of new 
equipment to the LAF 

enforcement of weapons shipments to Hizballah. 


7. (C) Regarding the monitoring of the border between 
Lebanon and Syria 

move 7500 LAF troops there and to erect towers and radar 
equipment 

Ambassador asked how Murr planned to get Cabinet support for 
this plan 

\"enforcement of the border doesn\'t need Cabinet approval.\" 


COMMENT 


8. (C) While his comments on border monitoring without 
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Cabinet approval are clearly unrealistic 

finally be getting a grasp on the complexities involved in 
LAF deployment to the South (Note. See reftels for his 
earlier 

facing the Lebanese government -- don\'t deploy the LAF at 
all 

South 

last is obviously the preferred choice. Murr prefers this 
option as well 

if so directed by the rest of the Cabinet. His argument is 
that Lebanon should not lose the historic opportunity to get 
the army to the south 

adding in the beefed-up UNIFIL) will tip the balance of power 
in the south to the LAF\'s favor. 


9. (C) Murr\'s comments on Sunni reticence to challenge 
Hizballah highlight a real concern in the current political 
bartering in Lebanon. Unless Siniora and others from March 
14 are willing to stand as one -- Maronite 

-- and compel Hizballah to disarm in the South now 
disregarding all of Hizballah\'s and Syria\'s attempts to paint 


Column 3 

them as \"traitors\" in league with the \"Zionist entity 

it looks as though the GOL will have to settle for the second 
option -- with the LAF 

and in the same bed 

Line. We have noted that the Maronite March 14 members 
remain outspoken on the issue of disarmament 

implicit death threats against them in the Hizballah-allied 
media 

add to these calls during a press conference scheduled for 
August 17. The one weak point remains the Sunnis -- as well 
as Nabih Berri who 

openly confront the group -- and we will work on stiffening 
the backbones of PM Siniora 

March 14 members to join in the fray 

least in the Cabinet 

in the South now. As we will report septel 

met with Siniora on 8/16 -- a day after the conversation with 
Murr -- and Siniora is moving to retake the initiative in a 
step-by-step approach to UNSCR 1701 implementation. 
FELTMAN 
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Columnist Oraib Rantawi writes on the op-ed page of center-left 
influential Arabic daily Ad-Dustour (08/16): \"Whoever listened to 
President Assad\'s \'great victory speech\' would have thought for a 
split second that the 34 day battles had gone on in the Golan 

Heights and that Mr. Hassan Nasrallah is no one but a reserve member 
in the Socialist Arab Ba\'ath Party and that Siniora is the prime 

minister of Syria and not Lebanon.... Lebanon\'s strongest 
characteristics in peacetime is its democracy and the strength of 

its society 

popular foundations. Where is Syria from all these lessons? Why 
does not Assad establish a stage of strengthening the society and 
democratizing the state? Why does he not launch the Syrian national 
and Islamic resistance that he so admired on the Lebanese front? Why 
does he not reproduce it on the Syrian level? And when the 

Palestinian and Lebanese people are waging the most honorable of 
resistance battles and wars and they are doing that in word and 

deed 

right and duty?\" 


-- \"Assad\'s resistance\" 


Chief Editor Ayman Safadi writes on the back-page of independent 
centrist Arabic daily Al-Ghad (08/16): \"Assad spoke as if he had 
just returned from the battlefront. He lectured about the 
steadfastness and the resistance as if the Golan itself was on fire 
in the face of the occupation. He forgot that people have memories 
and ears and eyes that did not register any Syrian action of 
resistance for decades and that have not seen from the Syrian 
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anything other than empowerment over Lebanon and the Syrian people 
and subordination to Israel. Today 

destructive war throughout which they preserved their unity and 

their steadfastness in the face of the Israeli war machine 

comes out before them and the Arabs with a speech of betrayal and 
instigation that stirs dissention in Lebanon and plants the seeds of 
fighting and chaos.... The funniest part in Assad\'s speech is when 

he spoke about the resistance. The road to achieve peace 

Syrian president says 

the resistance in its various forms will constitute the alternative. 

Well 

resistance? The Syrian regime has not right to employ the Lebanese 
resistance as ammunition for its verbal and rhetorical arsenal.... 

The Syrian regime should have stayed silent since the war on Lebanon 
has removed its mask of nationalism.\" 


-- \"31 days changed everything\" 


Columnist Fahd Fanek writes on the back-page of semi-official 
influential Arabic daily Al-Rai (08/15): \"The sixth Israeli-Arab 

war 

or a vanquished 

and the end of an old era. Pre-war Israel is not post-war Israel 
and pre-war Hezbollah is not post-war Hezbollah. So are Lebanon 
the Arab world 

been cut down to size. Its image as a strong nation that possesses 
an invincible army has been shaken 

Arabs and the world 

Arab states have correctly reconsidered their position 

bridge the gap that has widened between the Arab governments and 
their peoples 

military failure 

proved its unity and effectiveness on all levels - something that 
has not been expected. If it is true that Iran was behind this 

crisis with the aim of dangling its cards and deflecting attention 
from its nuclear program ... then the course of events has turned 
against Iran and its project to spread its influence in the Arab 
region has received a strong blow.... The Iranian influence in 
Lebanon and the rest of the region after the war is different to 
what it was before the war. The bubble has burst. It has turned 
out to be an air bubble. By the way 

bubble that has burst or the only myth that has fallen. \" 

HALE 
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Amin\'s piece in progressive Arabic daily Al-Qabas in which he 
commented (8/16): 


\"Fascism has become a description of all those who adopt or express 
views that run contrary to liberal ideology. Many use it to 
discredit political rivals and accuse them of being anti-democratic. 
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George Bush used this term to describe Islamists. While the United 
States of America is regarded as a great democracy 

question remains: who are the fascists?\" 


-- \"Wish you had Cognizance 
Latif Al-Daij\'s piece in progressive Arabic daily Al-Qabas in which 
he penned (8/16): 


\"Followers of Hezbollah in Kuwait issued a press release calling for 
people to adopt the culture of resistance and anti-normalization. 
This press release is a serious invitation to spread the culture of 
violence through civil society. They want to transform Kuwait in 

its entirety into an official terrorist cell. They want to spread 
anti-Americanism through all of society and [enmity toward] what 
they call the Zionist entity.\" 


-- In \"Master of War and Peace 
editorialized in progressive Arabic daily Al-Qabas (8/16): 


\"Lebanon came out of the battle victorious thanks to God 
leadership of the master of resistance 

Lebanese 

war ended but the guile of night and day will not 

the Jews and American conspiracies will not stop 

spread new webs.\" 


-- In \"Shame on you 
daily Al-Rai Al-Aam (8/16): 


\"Every time | hear a Lebanese or Arab \'politician\' calling for 
disarming Hezbollah and deploying the Lebanese army in the south 
remember the Palestinian Security Forces in their underwear after 
the Israeli army forced them to remove their uniforms. This was 
done to humiliate them after the Israeli army stormed their 
headquarters in Ramallah and stripped them of even their light 
weapons. This scene would have been repeated were it not for 
Hezbollah in the south.\" 


-- Under the title \"Has the Struggle with Israel Entered a New 
Stalemate or is there a Settlement in the Horizons?\" Political 
Science professor Dr. Shafiq Nazem Al-Ghabra inquired (8/16): 


\"The current generation of Israelis that participated in this last 

war is a generation that grew up in conditions of economic 

affluence. This generation fought against Hezbollah and has respect 
for the courage of Hezbollah\'s fighters. At the same time 

fought a war that they have never seen before or prepared for. Is 
Israel readying itself for more wars 

possibility of settlement with all its adversaries; Palestinians 
Lebanese 

settlement with the Arab world or will it continue to fight to no 
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end 
it?\" 


-- \"The Grand Conspiracy 
in moderate Arabic daily Al-Watan where she held that (8/16): 


\"Those denying the conspiracy theory against the Muslim world are 
either short-sighted and ignorant to what is happening around the 
world or they are blinded by self-serving or ideological purposes. 

In the violent war in Lebanon 

not 


-- Columnist Mahmoud Karam inquired in pro-government Arabic daily 
Al-Seyassah under the title \"The Victors in the Culture of Death\" 
(8/16): 


\"Have you asked yourselves [referring to Arab leaders] until when 
you will lie and why do you not confess to your peoples that you 
lost the wars? And 

seek. Why do you not try to confess your mistakes and losses 

not say that you have carried on a war for sixty years and achieved 
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nothing?\" 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait's Classified Website: 
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rights issues.\" 


MARINE 
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and fully\" disagree with that idea 

others in the EU had also objected strongly (Christensen 
reported that French FM Douste-Blazy told Moeller in New York 
that he had called his Finnish counterpart to register his 

fierce disapproval). 

CAIN 


Column 3 


75035 

75036 

NGOs criticize as being too difficult to prove in 

court with prosecutors relying on lesser violations 

like \"pimping\" to prosecute TIP cases). While the GOE 
has not indicated plans to introduce TIP specific 
legislation 

open hearing this autumn to discuss the problem of TIP 
in Estonia. 
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immediate post-hostilities period 

steps after the multinational force is deployed. Gilad 

claimed that Iran is pumping money into Hizballah coffers so 
that Iran and Hizballah can make maximum gains on what he 
termed the Lebanese people\'s desperation. He said Saudi 
Arabia and the Gulf states want to counter this with their 

own funds 

Gilad cautioned that he fears that Saudi Arabia and the Gulf 
states may mobilize too slowly. Gilad said that Gaza remains 
a source of frustration for Israel 

Chairman Abu Mazen appears alone in his efforts to 
\"reconstruct\" the PA. On Syria 

Assad views himself as strong 

carefully watching the Syria military 

might threaten Israel over the Golan Heights. END SUMMARY. 


2. (C) In an August 15 meeting at the Israeli MOD 

urged Israeli MOD POL-MIL Bureau Head MGEN (Res.) Amos Gilad 
to take quick steps to address the needs of the Lebanese 

people in the wake of the cessation of hostilities 

demonstrate the international community and the GOL\'s 

concern 

Hizballah addressing their needs and winning over their 

support. Specifically 


-- permit the clearance of unexploded ordnance and allow 
minimal repairs necessary at Beirut International Airport 
(BIA) to allow flights into the airport; 


-- allow humanitarian cargo and passenger shuttle service to 
fly into BIA from Amman and Cairo as soon as possible; 


-- allow the temporary importation of bridging equipment into 
southern Lebanon to facilitate Lebanese Armed Forces (LAF) 
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deployment and the withdrawal of the Israel Defense Forces 
(IDF); and 


-- expedite the delivery of assistance via sea 

lifting the blockade of shipments from reputable humanitarian 
assistance organizations. The Charge suggested that it would 
be better to reverse the current formula from \"blanket 

refusal with exceptions 

right to refuse. \" 


3. (C) The Charge urged that the GOI act on these 
suggestions 

earlier 

countered. Gilad indicated that he had discussed some of 
these proposals a few days earlier with the Ambassador 
said that Israel\'s preference is to wait until the 

multinational force (MNF) is deployed in southern Lebanon 
before taking the proposed actions. Gilad stressed that he 
understood U.S. thinking on the issue 

looking at it from a strategic point of view: \"The main 

issue is who will reconstruct Lebanon. Lebanon has charity 
funds that are dominated by the Islamic Revolutionary Guard 
Corps and Hizballah. Iran is determined to help. We have 
information now that Iran is flooding Hizballah with cash 
because we destroyed Hizballah\'s banks. The one who wins the 
right to reconstruct Lebanon will win its future. Nasrallah 
understands this.\" 


4. (C) Regarding the sea blockade 

Minister\'s Office had determined that it is legal to continue 
the blockade as long as the MNF remains outside of southern 
Lebanon. He also claimed 

explanation 

brought in by ship would not merit lifting the blockade 
quickly. On a positive note 

with LAF liaison officers in a meeting organized by UNIFIL in 
Naquoura 

deployment could occur rapidly: \"We will wait until the MNF 
is deployed in a few days.\" 


5. (C) Gilad claimed that Saudi Arabia and the Gulf States 

are determined to counter the in-flow of Iranian funds to 
reconstruct Lebanon by sending their own reconstruction funds 
to the Government of Lebanon (GOL). He expressed concern 
however 

in which case 

they might also arrive late: \"The problem with the Gulf 
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States is that there is a gap between understanding and 
implementation.\" He observed that Hizballah is giving 
financial assistance directly to the Shiite population from 
the affected areas. Any funds coming from the GOL will be 
coming from Sunnis 

getting assistance to needy Shiite victims. In this case 

Iran has the advantage.\" 


6. (C) The Charge pressed again 

the field.\" Gilad responded that Israel should be able to 
re-open BIA within 20 hours. He said that Saudi Arabia is 
ready to begin reconstruction 

facilitating visits by Saudi representatives to Beirut. 

Gilad nevertheless cautioned that the Saudis are Sunnis 
the Shiites will not likely welcome their offers of 
assistance. 


7. (C) Responding to the Charge\'s question about IDF 
withdrawal 

a compromise with the GOL to facilitate IDF withdrawal from 
Lebanon. The compromise 

as to permit \"no visible showing of arms\" by Hizballah in 
southern Lebanon. This 

that former PLO Chairman Yasser Arafat used successfully in 
the past. Hizballah 

disarming. Gilad said that Hizballah is not interested in a 
confrontation with the GOL: \"It will seek a compromise with 
the GOL so as to stay a part of it. It wants legitimacy.\" 
Gilad said that Israel agrees with the U.S. that \"most of the 
GOL\" should be strengthened. 


8. (C) Responding to the Charge\'s question about what Israel 
expects from the UN Secretary General\'s (UN SYG) upcoming 
report on the ceasefire 

hear the UN SYG say that kidnapped Israeli soldiers should be 
released in accordance with UNSCR 1701. He acknowledged that 
the issue is not covered in any of the UNSCR\'s operative 
paragraphs 

through the GOL. 


9. (C) Gilad said Israel expects that the UN SYG will also 
address the Shebaa Farms issue. He suggested that Israel 
would not welcome this 
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response.\" Regarding potential violations of the ceasefire 
Gilad said that Israel would want a trilateral mechanism to 
monitor and report such violations: \"They are important 
matters.\" 


10. (C) Turning to Gaza 

continuing 

Defense Minister Peretz had ordered the opening of the 
crossing between Egypt and Gaza at Rafah against the wishes 
of the Israeli Security Agency (ISA) and the IDF 

that any opening will allow terrorists to be smuggled across 
the border. Gilad claimed that some terrorists did attempt 

to enter Gaza 

Authority 

\"prominent terrorist\" succeeded in leaving Gaza 

these kinds of exits were necessary so that the Palestinian 
Authority can consolidate power. Gilad said that the PA is 
suffering significant internal problems: \"Dahlan is against 
Abu Mazen 

Israel would welcome the \"reconstruction of the PA\" by Abu 
Mazen and the Presidential Guard 

unity government 

problem is that Abu Mazen is alone. The younger generation 
needs leadership. Even though Hamas is incapable of ruling 
and chaos prevails 


11. (C) Gilad noted that the number of Kassam rocket launches 
from Gaza into green-line Israel has decreased 

attributed this to vigilance and operational successes on the 
part of the Israeli security services. He said that it is 
important that kidnapped Israeli soldier Gilad Shalit is 
released 

to be made in Damascus. Gilad said that Syrian President 
Assad is looking smug and feeling content 

Syria will threaten Israel about the Golan Heights soon. He 
said that the alert level of the Syrian army was 
unprecedented since the Yom Kippur War 

Israeli \"takes it coolly.\" 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 
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You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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TROOPS AND WHICH COUNTRIES MIGHT BE CONSIDERING MAKIN‘ 
CONTRIBUTIONS. WU SAID CHINA WAS SERIOUSLY CONSIDERING 
CONTRIBUTING TROOPS TO THE NEW UNIFIL 

DIFFERENT VIEWS IN THE CHINESE GOVERNMENT REGARDING TH 
ISSUE. WU STATED THAT AFTER THE DEATH OF THE CHINESE 
PEACEKEEPER \"CHINESE MILITARY AGENCIES ARE VERY RELUCT 
SEND MORE TROOPS. ACCORDING TO WU 

CONSIDER THE MANDATE OF THE ENHANCED UNIFIL. EXPRESSIN 
RENEWED CONDOLENCES ON THE DEATH OF THE CHINESE UNTS 
OBSERVER AND THE INJURY OF SEVERAL OTHERS 
UNDERSTANDABLE THAT CHINA WANTS TO CAREFULLY CONSIDE! 
INCREASING ITS CONTRIBUTION TO UNIFIL. 


5. (C) NOTING THAT CHINA CONTRIBUTES APPROXIMATELY 200 TR 
TO THE EXISTING UNIFIL FORCE 

FROM \"ENOUGH TO MAINTAIN PEACE.\" HOWEVER 

BEIJING WAS CAREFULLY CONSIDERING THE ISSUE OF INCREASII 
UNIFIL CONTRIBUTION. 


6. (U) ACTION REQUEST. PLEASE PROVIDE ANY AVAILABLE 
INFORMATION TO RESPOND TO DIRECTOR GENERAL WU\'S REQU! 
REGARDING OTHER COUNTRIES\' TROOP COMMITMENTS. END OF 
REQUEST. 

RANDT 
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Diplomats.\" The article says peace is \"fragile 
threatening to retaliate against Israeli or U.S. attacks. FM 
Douste-Blazy is in Beirut to discuss the deployment of an 
international force 

French command. 


Interior Minister Nicolas Sarkozy 

evening 

is now satisfied with the new hope for peace in the region 

lies solely in diplomacy.\" He also mentioned that France could lead 
the international force 

hands of the President.\" 


Le Figaro characterizes Bachar al-Assad\'s speech as \"a discourse of 
war\" in which he announces a \"New Middle East\" \"defined by 
Hezbollah\" to stand as \"a rival of America\'s \'Greater Middle East.\'\" 
There are extensive quotes from the speech 

the Bush Administration 

peace.\" France is also criticized 
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initiated the UN resolution on Syria.\" But the journalist writes 
that \"under these attacks 

fears and concerns about regional boundaries. 


Liberation and Le Figaro 

citizens convert to Islam every year 

accusations made in the British press that the British government is 
proceeding with \'profiling\’ methods when screening travelers at 
airports. Speaking about the foiled terrorist attempts during his 
televised interview 

attacks in London 

\"terrorist threat in France remained high and permanent.\" He also 
mentioned that a meeting between the British 

Interior Ministers would take place on Wednesday to \"discuss the 
terrorist threat in Europe and to harmonize European policies. \" 


As part of its series on \"born again\" cities around the world 
Figaro looks at Kabul. Correspondent Adrien Jaulmes 
Embassy Paris helped facilitate interviews in Afghanistan 
optimistic portrait of a \"prosperous city.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 


\"Frightening Hezbollah\" 

Yves Threard in right-of-center Le Figaro (08/16): \"The support of 
Hezbollah by returning Lebanese is indeed frightening 

tone of Nasrallah\'s victory speech in which he hailed the victory of 
the \'anti-Zionist resistance.\’ Jus as frightening are the reaction 

of lran\'s officials and the nature of Al-Assad\'s speech... Although 
the weapons have been put down 

contrary... Western democracies carry their own responsibilities for 
having allowed the Iranian revolution to take place... and for 

having fraternized with Saddam Hussein\'s lraq ... as well as having 
tolerated the rise of fundamentalism... The result stands before our 
eyes 

fascist movement: few are the western leaders who acknowledge 
this... The true threat comes from Iran more than the birth of a 
\'Shia crescent.\' Lebanon paid the price of our silence. It is time 
we engaged and demanded the disarmament of the militia... Otherwise 
Iran will feel it has a free rein.\" 


\"French Diplomacy to the Rescue\" 

Hubert Coudurier in regional Le Telegramme (08/16): \"Philippe 
Douste-Blazy is back in Beirut... where Condoleezza Rice is 
unwelcome. France is imposing itself in the Middle East peace 
process as it tries to adopt a balanced stance between the American 
and Israeli interests on one hand 

its two cumbersome tutors 

Douste-Blazy is cautious and is insisting on adding Muslim soldiers 
to the French and other western soldiers of the international 

force... The Foreign Minister\'s previous remarks about Iran playing 
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a stabilizing role elicited a certain degree of irony among his 
detractors. Nevertheless 

keep Syria out of the equation... France has no choice 

to play its score 

forcing Douste-Blazy to soften his initial remarks about lran\'s 
nuclear ambitions 


\"The U.S. Worried About Iran\'s Strategic Advantage\" 

Guillemette Faure in right-of-center Le Figaro (08/16): \"The U.S. is 
worried about the strategic advantage which Iran has gained from the 
conflict... U.S. military experts are astounded at Hezbollah\'s 
resistance 

While the White House is trying to portray the cessation of 

hostilities in a positive light for Israel 

of the State Department said it was not realistic on the part of the 
U.S. to expect a complete victory from Israel... Others say that 
America\'s concern is not only based on the direct threat which 
Hezbollah holds over Lebanon and Israel 

advantage that Hezbollah provides for Iran. Meanwhile President Bush 
insisted that Lebanon and Iraq are the two fronts of the same war 

the war against terrorism aided by Iran.\" 


\"Lebanon and Gaza: Two Different Stories\" 

Left-of-center Le Monde in its editorial (08/16): \"The situation in 
Lebanon cannot be compared to the one in Gaza. What isn\'t working in 
Gaza is Israel\'s unilateral pullout. The Lebanese issue is 

different: Israel has no conflict with Lebanon 

armed party 

was negotiated... and Hezbollah has violated the terms of the UN 
resolution. The first case requires a resumption of talks with the 
Palestinians. The second requires the end of the war and disarming 
Hezbollah. The withdrawals are not at issue here.\" 


\"The Peoples\' Voice\" 

Dominique Quinio in Catholic La Croix (08/16): \"The public debate in 
Israel is telling: Nobody can ignore what the war will have cost 

and everybody can see that 

did not achieve its goals... The ceasefire\'s ramifications for 
Lebanese opinion are more difficult to determine. But one thing is 
certain: military options lead to an impasse... They do not 

eliminate the enemy; they reinforce him.\" HOFMANN 


75041 

75042 

75043 

POLITICAL CIRCLES 

CHINA ACADEMY OF SOCIAL SCIENCES (CASS) 

THE MFA-AFFILIATED CHINA INSTITUTE FOR INTERNATIONAL 
STUDIES (CIIS) AND LIANG YUNXIANG OF BEIJING 

UNIVERSITY TOLD POLMINCOUNS AND POLOFFS IN AN AUGUST 
16 MEETING. MEDIA SPECULATION ABOUT THE DETAILS OF 
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KOIZUMI\'S VISIT AND CHINA\'S RESPONSE HAD BEEN 
PREVIEWED FOR NEARLY THREE WEEKS 

SOME VIEWED THE MFA\'S STATEMENT CRITICIZING THE VISIT 
(REF A) AS SOFTER THAN CHINA\'S REACTIONS TO KOIZUMI'S 
FIVE PREVIOUS YASUKUNI VISITS 

JIN. BUT THOSE WHO BELIEVE THAT WHEN KOIZUMI STEPS 
DOWN IN SEPTEMBER THERE WILL BE LASTING IMPROVEMENT IN 
CHINA-JAPAN RELATIONS ARE \"OVERLY OPTIMISTIC 

SAID. 


BILATERAL TENSIONS TO CONTINUE AFTER CHANGE IN PM 


3. (C) THE TENSIONS BETWEEN CHINA AND JAPAN OVER 
HISTORY RUN DEEPER THAN KOIZUMI\\'S YASUKUNI VISITS FOR 
SEVERAL REASONS 

FRICTION OVER HISTORY IS NOT PERSONAL TO KOIZUMI 
REFLECTS THE LACK OF A STRATEGIC BASIS FOR COOPERATION 
BETWEEN BEWING AND TOKYO 

SAID. SECOND 

AND RELATIONS WITH CHINA MAY BE TOUGHER THAN 

KOIZUMI\'S 

FAMILY HISTORY AND ADDED THAT ABE IS MORE IDEOLOGICAL 
THAN KOIZUMI. ABE\'S OUTSPOKEN ADVOCACY OF DEMOCRACY 
AND HUMAN RIGHTS COULD FURTHER COMPLICATE JAPAN-CHINA 
RELATIONS. FINALLY 

JAPAN'S HISTORY TO WHETHER CHINESE LEADERS WILL MEET 
JAPANESE LEADERS 

BEEN MADE 

EVEN AFTER KOIZUMI IS OUT OF OFFICE 


POST-KOIZUMI TRANSITION A SHORT-TERM OPPORTUNITY? 


4. (C) STILL 

SUCCESSOR AS PRIME MINISTER COULD PROVIDE A SHORT-TERN 
OPPORTUNITY FOR JAPANESE AND CHINESE LEADERS TO MEET 
PERHAPS AS SOON AS THE NOVEMBER APEC LEADERS MEETING 
IN HANOI 

VISITED YASUKUNI IN APRIL AND HAS REFUSED TO COMMENT 

ON HIS FUTURE PLANS (OR EVEN TO CONFIRM HIS APRIL 

VISIT) 

PROVIDES A FACE-SAVING OPPORTUNITY FOR BOTH SIDES 
ACCORDING TO BEIJING UNIVERSITY\'S LIANG. 


5. (C) IN THE LONGER TERM 

POLITICAL CONSIDERATIONS WILL FORCE ABE TO CLARIFY HIS 
POSITION SOMETIME IN 2007 ON WHETHER HE WILL VISIT 
YASUKUNI AS PM. ON THE CHINESE SIDE AS WELL 

TIME THAT GOES BY 

CLARITY REGARDING ABE\'S INTENTIONS. CHINESE LEADERS 
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WILL HESITATE TO MEET ABE IF THEY FEAR HE MIGHT VISIT 
YASUKUNI. THE CHINESE SCHOLARS WE MET DO NOT BELIEVE 


ABE WILL BE ABLE TO FIND A WAY TO STOP MAKING SHRINE 
VISITS WITHOUT ALIENATING HIS CORE CONSTITUENCY. IF 
ABE VISITS YASUKUNI AS PM 

IMPROVEMENT IN BILATERAL ATMOSPHERICS WILL QUICKLY 
EVAPORATE 


6. (C) CHINA AND JAPAN ARE UNLIKELY TO BE ABLE TO 
IMPROVE RELATIONS IN ANY SUBSTANTIVE AREA UNLESS AND 
UNTIL YASUKUNI ISSUES ARE RESOLVED 

ATMOSPHERICS ARE IMPORTANT TO CHINA AND JAPAN 

SAID. RESOLVING THE YASUKUNI ISSUE IS NOT 

ENOUGH TO IMPROVE CHINA-JAPAN RELATIONS 

BEIJING UNIVERSITYS LIANG. BUT WITHOUT RESOLVING THE 
YASUKUNI ISSUE 

OTHER AREAS 

THE ATMOSPHERE FOR ANY TALKS 


CHINA URGES THE U.S. TO TAKE BEIWING\'S SIDE 


7. (C) ALL THREE SCHOLARS URGED THE UNITED STATES TO 
TAKE A MORE ACTIVE ROLE IN RESOLVING CONFLICTS BETWEEN 
JAPAN AND ITS NEIGHBORS OVER HISTORY. THE UNITED 
STATES NOT ONLY HAS AN INTEREST IN BETTER RELATIONS 
BETWEEN ITS JAPANESE ALLY AND OTHER ASIAN COUNTRIES 
LIANG SAID 

THE GLOBAL ARCHITECTURE ARISING OUT OF JAPAN\'S WWII 
DEFEAT. POLMINCOUNS RESPONDED THAT THE UNITED STATES 
HOPES THE COUNTRIES IN THE REGION CAN WORK OUT THESE 
ISSUES THROUGH DIALOGUE. 


8. (C) LIANG OFFERED THAT THE BEST CHANNEL THROUGH 
WHICH TO IMPROVE CHINA-JAPAN RELATIONS IN THE NEAR 
TERM IS A MULTILATERAL ONE THAT INCLUDES CHINA 

JAPAN AND THE UNITED STATES. ANOTHER POSSIBILITY FOR 
RESOLVING THE YASUKUNI ISSUE IS TO CHANGE THE NATURE 
OF THE SHRINE ITSELF 

THE GRAVES OF THE CLASS A WAR CRIMINALS FROM YASUKUNI 
WOULD NOT SATISFY CHINA AND KOREA 


OTHER ISSUES TAKE A BACK SEAT TO HISTORY 


9. (C) CHINA AND JAPAN HAVE MANY COMMON ECONOMIC 
INTERESTS THAT COULD BE PROMISING TOPICS FOR LEADERS 
TO DISCUSS IF RELATIONS IMPROVED 

CHINESE OFFICIALS HAVE BEEN EAGER TO WORK WITH 
JAPANESE ON ENERGY AND TRADE ISSUES 
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CONSERVATION 

GAO OFFERED. POLITICAL ISSUES 

NORTH KOREA 

THE UN SECURITY COUNCIL AND TERRITORIAL DISPUTES IN 
THE EAST CHINA SEA ARE FAR MORE DIFFICULT 


WHY NO MASS DEMONSTRATIONS? 


10. (C) ALL THREE SCHOLARS AGREED THAT THE CHINESE 
GOVERNMENT IS NOT LIKELY TO PERMIT LARGE-SCALE ANTI- 
JAPANESE DEMONSTRATIONS SUCH AS THOSE THAT BROUGHT 
TENS OF THOUSANDS ACROSS CHINA INTO THE STREETS IN 
APRIL 2005. THEY JOKED ABOUT THE BRIEF AND PUNY 
DEMONSTRATION IN FRONT OF THE JAPANESE EMBASSY AUGUST 
15 (REF B) 

ANY LARGE-SCALE DEMONSTRATIONS BUT IT WOULD HAVE BEEN 
IT WOULD HAVE BEEN AWKWARD FOR BEIJING IF THERE HAD 
LITERALLY BEEN NO DEMONSTRATIONS AT ALL. UNLESS A NEW 
ISSUE ARISES 

OF JAPANESE PERMANENT MEMBERSHIP ON THE UNSC 
COMBINED WITH THE HISTORY ISSUE TO PRODUCE THE LARGE 
APRIL 2005 RALLIES 

TAKE TO THE STREETS IN FUTURE OVER VISITS TO YASUKUNI 
SHRINE 

RANDT 
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2. (C) Indonesia 

unit to the Middle East as part of UN peacekeeping operations 
for Lebanon continue to move forward. Since plans were first 
announced in late July 

grown from under 600 to 1 

initial stay of 12 months 

force 

consist of 850 troops plus 150 support staff 

and guard units. Led by a Colonel Surawahadi 

the 17th Brigade of the Indonesian Army 

of elements of the Marines 

Forces (KOSTRAD) and Air Force Special Forces. The Army 
contingent includes cavalry 

comprises a mechanized company and a logistical company with 
armored vehicles and unarmored personnel carriers. 
Engineering elements will be included as well. 


3. (C) Although publicly the force is said to be ready for 
deployment 

described it as 75 to 80 percent ready 

deployment in the region in October. It is not clear whether 
the force is receiving special or advanced training in 
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preparation. Military contacts admit to needing money for 
repairing the equipment that is to be used and have confirmed 
that the Indonesian military has requested to use 32 armored 
vehicles from France for the operation. 


4. (C) Current plans call for personnel to be flown and 
equipment to be shipped by sea to the Middle East. Contacts 
in the Indonesian military acknowledge that the military does 
not have the capability to provide adequate 

for the operation. So far 

U.S. assistance in transporting either troops or equipment to 
the theater of operations. 


5. (C) The French DATT 

received a request 

capitals 

no decision had been made on the request but saw no reason 
why it should not be approved. Indonesian Presidential 
Advisers Dino Patti Djalal also confirmed to us that 

Indonesia had requested APC\'s from France. 


6. (C) Indonesian President Yudhoyono has announced that 
Lebanese Prime Minister Fouad Siniora and French President 
Jacques Chirac called him on August 13 to request 

Indonesia 

The French DCM in Jakarta has told us 

Yudhoyono requested to speak with Chirac so that Yudhoyono 
could convey Indonesia 


7. (U) Domestically 

deployment as a fruit of Indonesian diplomatic actions. Ina 
state of the union speech to the House of Representatives on 
August 16 

struggle of the Palestinian people to realize an independent 
and sovereign Palestinian state had led Indonesia to take 
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\"proactive measures to end the Israeli aggression on 
Lebanon.\" Indonesia and Malysia had initiated the convening 
of an emergency summit of the OIC in Kuala Lumpur 
produced a declaration urging the United Nations to end the 
conflict in Lebanon. Indonesia therefore welcomed the 
adoption of UNSC Resolution 1701. As evidence of its 
commitment 

force \"in order to protect the Palestinian and Lebanese 
peoples from Israeli attacks.\" 


8. (C) In remarks to the press 
International Security and Disarmament Hasan Kleib stressed 
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Indonesia was participating only under Chapter 6 of the UN 
Charter 

would be reimbursed and Indonesian forces would not be placed 
under another country 

Minsitry officials have called the resolution six-plus-plus). 
Separately 

the deployment should be approved by the Budget Commission of 
the House of Representatives (DPR) since the funding was 
above the approved national budget. 

PASCOE 
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other possibilities. He noted 

possibilities were few given the large Dutch deployment in 
Afghanistan and smaller deployments in lraq 

Africa. \"We are fully committed\" in other missions 

said. \"We have never been committed so fully.\" He added 
that the new Dutch ambassador in Washington 

Kroner 

the Secretary during his presentation of credentials August 
15. 


2. (C) Stokvis\'s comments were consistent with what 
Ambassador Arnall was told in meetings this week and last 
with Prime Minister Balkenende 

Minister Kamp 

B and C). All suggested that the Dutch were \"stretched too 
thin\" in current operations 

would detract from the GONL\'s ability to successfully carry 
out these missions -- especially in Afghanistan. That said 
these interlocutors told Ambassador Arnall that the Dutch 
would consider a small 

force 


3. (C) Embassy will remain engaged on this issue at the 
highest level. 


BLAKEMAN 
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itself today in religious 

links throughout the Burma-Thailand-Laos-China quadrangle. 
Yunnanese Muslims have used family connections in northern 
Thailand to secure limited slots on the hajj pilgrimage. End 
summary 


2. (U) In recent years as northern Thai Chinese became more 
financially and politically able to travel to China and send 

their children to Mandarin courses 

reemerged. One prominent Chiang Mai family that includes the 
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current chairman of the Provincial Islamic Committee (PIC) has 
uncovered its family relationship with Ming dynasty explorer 
Zheng He. Others have helped their Chinese relatives travel to 
Saudi Arabia 

hajj pilgrims. 


3. (SBU) [In addition to Muslims who began arriving from 

Yunnan in the 19th century 

includes Chinese Nationalist or Kuomintang (KMT) troops who came 
to Thailand through Burma after the 2nd World War 

by the KMT\'s 93rd Division. The two groups live in many of the 
same border communities; officials and others see no religious 

or ideological contradiction in this combination and are quick 

to connect Yunnanese of all types with drug trafficking and 

other illicit activities.] 


The Road to Mecca 


4. (SBU) According to Praman Mooktaree 

Chiang Mai PIC and the Central Islamic Committee of Thailand 
Saudi authorities permit 10 

hajj each year 

the number of slots allocated to Chinese Muslims. Praman 
explained that Yunnanese Muslims unable to get in on the Chinese 
quota had for some time been traveling to Mecca through Chiang 
Mai and Bangkok. (Thai government contacts cite reports from 
Chinese authorities that some 100 Chinese Muslims per year cross 
the Burma border at Mae Sai under the pretext of pilgrimage.) 


5. (SBU) Last year 

practice 

Saudi Arabia while a disappointed thousand more cooled their 
heels in Thailand. Praman claimed that most of the successful 
pilgrims traveled under the care of a non-profit hajj operator 
who worked with the Chiang Mai PIC to screen for those with 
family or kinship ties in northern Thailand. He blamed the 
crackdown on overly profit-oriented Thai hajj operators 

focus on business made them less credible to the Saudi 
officials. 


Roots of the Muslim Jin Haw Community 


6. (U) The current chairman of the PIC 

is the grandson of a Muslim Yunnanese caravan trader who moved 
to Chiang Mai in 1905 and built a house that was used to unload 
goods and rest pack animals from China. The house 

stands today across from the Ban Haw mosque a block from the 
Night Bazaar 

stilt construction. A large wooden plaque with the Chinese 
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family name is flanked by pictures of the King of Thailand and 
the Kaaba in Mecca. 


7. (U) This family 

Zheng He museum as the Thailand branch of the explorer\'s 
descendents 

merchants and good citizens 

eventually being awarded a title by the King and the Thai family 
name of Wongluekiat In keeping with its origins 

environs where mule caravans once unloaded is now a parking area 
for stalls from Chiang Mai\'s Night Bazaar. 


Caravans to Tour Buses 


8. (U) Chiang Mai\'s Night Bazaar 

its origins in a small trading post set up by Muslims from 
Yunnan fleeing the suppression of a rebellion there in the 19th 
century. By the late 1890s 

established in Chiang Mai and other urban centers of north 
Thailand as well as in more remote rural areas. Known as Ban 
Haw (or Ho) 
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weekly Yunnanese market in the compound of the century-old 
Wongluekiat house. Villagers from Fang\'s Ban Yang mosque as 
well as other communities travel every Friday to sell vegetables 
and other goods at this market. 


9. (SBU) Yunnanese Thai Muslims are woven throughout northern 
Thai commerce 

trade at Mae Sai. The president of Mae Sai\'s Al Nur Mosque is 
one of the wealthiest men in town 

along the Mekong 

The largest locally based tour company in Chiang Mai 

Tour 

trips to China and Taiwan as well as bringing mainland and 

Taiwan tourists to northern Thailand. Company head Songwit 
Itthipattanakul has served as chairman of both the Chiang Mai 

and national Yunnanese Associations. His inauguration last year 
as chairman of the Tourism Business Association of Chiang Mai 
was attended by the entire staff of the Chinese Consulate as 

well as by top government and Thai Rak Thai (TRT) leaders. 
Songwit is considered the province\'s leading Yunnanese 
businessman and reportedly played a behind-the-scenes role in 
last year\'s controversial PIC election 

Yunnanese Muslim Palangkun Wongluekiat - - in alliance with TRT 
MP Pakorn Buranupakorn 

chairmanship over the previous chairman 
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descent (ref a). 


Mosque Remains Predominantly Chinese 


10. (U) Chiang Mai\'s central Ban Haw mosque is a center for 
Muslims from Yunnan; an estimated 70 percent of the members are 
of Chinese ancestry. A municipal historical marker on the main 
road of the Night Bazaar reads 

Inthawichayanon (1870-1897) 

and built the mosque \'Hidayatun\’ in 1887 as the center of their 
community.\" 


11. (U) Another prominent Chiang Mai mosque 

pictures of Kunming as well as Mecca and displays the mosque 
name in Chinese as well as Arabic 

at the mosque\'s school study both Chinese and Arabic. Farther 
north in Fang at a rural mosque headed by a Yunnan-born Imam 
two-classroom school teaches Thai 


Comment: Integration and Identity 


12. (U) Many Yunnanese Muslims in northern Thailand have 
married non-Muslim Thais 

Thai-language and even Christian schools. They are usually 
grouped - often in a negative connection with the infamous drug 
trade that gave this border region its Golden Triangle 

reputation -- with the KMT troops and civilians who moved into 
northern Thailand after the Communist takeover of the mainland; 
in fact many of the newcomers from Yunnan moved into the 
communities of the earlier Muslim settlers. Despite this 
successful integration 

identity 

even a city historical market. 


13. (U) During the visit of Thai-American Imam Rahmat Phyakul 
to Mae Sai (ref b) 

to recite the opening chapter of the Koran in a Yunnanese 

accent 

Eastern-accented recitations just completed. Although 

initially reluctant 

found new pride in his native roots through this action 

exclaiming afterward \"I grew up with a Thai accent 

develop a Middle Eastern style 

recited with a Yunnan accent.\" The Imam explained that \"This is 
the first time in our lives to listen to the recitation in 

Yunnanese accent. It brought happiness and peace to our hearts.\" 
CAMP 
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a one-year period 

passenger aircraft will serve international routes 30 hours per 
month. Representatives of TSA declined to comment until the 
agreement was signed. However 

legislation that regulates Tajikistan\'s airspace 

of Tajikistan are allowed to be a member of crew. It is unclear 
how an international crew under \"wet-lease\" would be able to 
operate an aircraft. 

3. (SBU) Tajik Air has long toyed with the idea of leasing 
either Boeings or Airbuses to upgrade their aging fleet of 
Soviet-era Tupelovs and Yaks. President Rahmonov is rumored to 
want new Western planes flying under a Tajik flag at any cost 
particularly before Tajikistan\'s 15th anniversary of 
independence September 9. Despite much talk about leasing 
Boeings 

government and Boeing\'s representative in Moscow 
representatives have not disclosed any concrete plan to lease 
any particular aircraft (Reftel A). The Sister Trading Company 
previously reported to be located in Dubai 

backers 

personal connections to Tajik Air. 


4. (SBU) The current structure of Tajik Air may be designed to 
serve President Rahmonov\'s needs first 

second. At present 

President Rahmonov\'s trips. He travels once or twice per month 
on average 

per year. Were Tajik Air to privatize 

have long recommended 

of the budget or from the \"President\'s account\" for his trips. 
The current organization of Tajik Air makes it possible for 
President to travel for \"free\" as Tajik Air fully covers the 
President\'s expenses. 


5. (SBU) The European Bank for Reconstruction and Development 
(EBRD) offered Tajikistan a $5 million commercial credit to 
modernize its operations months ago 

audit requirements and fully take advantage of the assistance. 

The EBRD project includes a component for training pilots for 
western carriers 

upgrading the fleet 

could also help Tajik Air operate profitably with leased jets. 
However 

according to the Dushanbe EBRD representative 

need to reform business practices and reduce costs by over 50% 

in order to become profitable. 

KHUJAND AIR TERMINAL OPEN FOR BUSINESS - TWO YEARS AFTE 
COMPLETION 

6. (U) On August 5 

international terminal in the northern city of Knujand. The 
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terminal was completed in 2004 

bureaucratic wrangling and political jealously 

involving the President\'s family demanding a significant share 
in the company (Reftel B). Nurullo Usmonov 

\"Noorafshon\" 

his inaugural remarks that the terminal would provide jobs for 
300 people and hoped to host transit flights with Indian and 
British air companies. The new international terminal includes 
a zone for duty-free trade 

connected to Internet 
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7. (SBU) COMMENT: The opening of the Khujand international air 
terminal and the announcement about leasing Airbuses from a 
little-known trading company do not represent real progress in 
Tajikistan\'s airline sector 

only happen after the right palm has been greased. Leasing 
planes under a hurry-up wet lease agreement will ultimately 
hemorrhage money and instead of demonstrating that Tajik Air is 
modernizing 

to reform. END COMMENT. 

HUSHEK 
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for the U.S. candidate 

Suurpaa explained that since the candidate list often changes 
in the days before the election 

choice from among the many well-qualified candidates until 
just before the election on September 7. 

WARE 
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subjugation and humiliation 

has turned into an illusion 

Washington\'s goal of helping to shape what it calls a new 
democratic Middle East. \"It is evident after six years of this 
(US) administration that there is no peace and there will be 
none in the foreseeable future 

Israel must return the Arab land it has occupied since 1967 
face more insecurity 

Israel to coming generations. \"The Israeli leadership ... is at 
an historic crossroads. Either it moves toward peace and gives 
back rights 

generation comes and puts an end to the issue\". The Syrian 
President said that Lebanon\'s anti-Syrian parliamentary majority 
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is responsible for Israel's war on Lebanon and accused it of 
inciting strife in the country by asking Hizbollah to lay down 

its arms. \"Saving the present Israeli government is among the 
tasks of these (March 14) forces. After the failure of this 

war 

to disarm the resistance 

14 forces \"barely waited for the blood to dry before they 
started speaking of removing the arms of the resistance. But 
they have failed 

ones who bear responsibility for the war and the destruction 
Asad charged in his hard-hitting speech. The Syrian leader 

his first major public address since Israel launched its 
offensive against Lebanon on July 12 

for a \"new Middle East\" has collapsed after Hezbollah\'s 
successes in fighting against Israel. He said the region had 
changed \"because of the achievements of the resistance.\" Asad 
also lashed out at Arab regimes 

criticized Hizbollah for kidnapping two Israeli soldiers and 
starting the war. Saudi Arabia 

the United States--criticized Hezbollah\'s actions at the start 

of the conflict. \"We do not ask anyone to fight with us or for 
us; but he should at least not adopt the enemy\'s views 

said. He accused Israel of using Hezbollah\'s capture of two 
soldiers as a pretext for launching its massive assaults 

that the Jewish state does not want peace. \"Peace would involve 
Israel returning occupied lands to their owners and restoring 
their rights 

failed since its inception 


Papers also featured a statement by the Syrian Foreign Ministry 
that German Foreign Minister Frank-Walter Steinmeier\'s visit to 
Damascus 

canceled at his request because of divergent views between the 
two sides on the assessment of Security Council Resolution 1701 
and its repercussions on Lebanon 

in the region 

aggression on it. 


Papers also reported that President Asad reviewed the situation 

in the region with a delegation from the Organization of the 

Islamic Conference (OIC) headed by Malaysian Foreign Minister 
Hamed al-Bar. Discussion also focused on UNSC Resolution 1701 
regarding the cessation of aggressive actions in South Lebanon 
and the withdrawal of Israeli forces from all Lebanese 

territories beyond the blue line. Talks during the meeting also 
dealt with ramifications of the Israeli aggression on Lebanon 

and means of supporting Lebanon 

solving issues of the region. 


End of summary. 
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2. Selected Headlines: 


\"President Asad addresses the Fourth Conference of the 
Journalists Union: We have to transform military victory of the 


resistance into political victory. The May 17th team has failed 
to undermine the resistance. The aggression was a defeat for 
Israel and its allies. The US and Israel don\'t seek peace\" 
(Government-owned Tishreen 

\"Information Minister Bilal: President Asad represented the 
impulse of the Arab street and expressed the dignity of the Arab 
people\" (Government-owned Al-Ba\'th 


\"President Asad reviews repercussions of the Israeli aggression 
against Lebanon and means of supporting Lebanon with an OIC 
delegation\" (Government-owned Al-Thawra 


\"Foreign Ministry source: Cancellation of the visit of German 
Foreign Minister Mr. Steinmeier was due to different points of 

view regarding the assessment of UNSC Resolution 1701. Foreign 
Minister Mouallem discusses the situation in Lebanon and the 
necessity of establishing a just and comprehensive peace in the 
region with the Norwegian Foreign Minister.\" (Government-owned 
Tishreen 


\"A US report unveils Israeli losses in the war against Lebanon: 
343 Israelis were killed 

destroyed. American pilots participated in the war\" (Government- 
owned Al-Thawra 


\"New US troops dispatched to Iraq. Scores of fatalities and 
injuries during various attacks in Iraq\" (Government-owned Al- 
Thawra 


\"More than 8 Palestinians injured during an Israeli assault 
against Gaza\" (Government-owned AI-Ba\'th 


3. Editorial Block Quotes: 


Umar Jaftali 

wrote (8/16): \"Although the terrorist Israeli aggression 

against Lebanon has stopped 

suggest that the occupation of Lebanese territories has ended or 
that the Israeli-American conspiracy against Lebanon has 
stopped... 
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\"Lebanon offered many martyrs in the war; the real compensation 
for these martyrs will be that the victory of the national 

resistance over the enemy of Lebanon and the nation not be 
wasted... 


\"The enemy was forced to stop the fight as a result of the heavy 
losses that its forces and settlements suffered. It did not 

stop until an American-international effort to defeat Lebanon 
from within began 

Hence 

Resistance victory help implement what suits Israel 

since Resolution 1701 absolved it of the consequences of the 
aggression on Lebanon....\" 


Isam Dari 

(8/16): \"Some Lebanese continue to adopt the same hostile 
approach toward Hizbollah 

confrontation 

political defeat on Israel and the United States and established 
new facts in the region... 


\"What happened calls for a new Lebanese political discourse and 


a new Arab political and media address. It is inconceivable and 
unfair to continue with the wretched old discourse that is based 
on ready and impotent arguments like \'the eye cannot resist the 
awl\' and \'we must bow to the storm.\' And it is inconceivable 
that we today find a team seeking -- in order to serve its own 
interests and in implementation of the will of others -- to stab 
the Resistance in the back after it achieved victory for Lebanon 
and the Arabs. Perhaps this is the first time in the history of 
wars and nations that the victor is asked to raise the white 

flag and lay down the weapon that protected Lebanon from 
treacherous aggression and from serious colonial plans....\" 


Ali Qasim 
(8/16): \"The Israeli army suffered a military defeat that will 
leave its impact on the position of the Israeli government 
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voices have begun to rise 
the political and military performance.... 


\"There is confusion and blunder in the Israeli positions and 
attempts to find excuses to cover the failure.... The frenzied 
political attempts that some international parties are making to 
turn the whole situation to Israel\'s favor will fail 

the military action failed 

plans to conclude a deal here and a semi-agreement there.... 


\"Some people are playing roles that converge with the desire of 
known international parties to steal the victory that the 
Resistance achieved. These people do not realize that the 
victory that the blood and heroism of the Resistance fighters 
achieved will remain too strong to be harmed.\" 


As\'ad Abbud 

wrote (8/16): \"Hizbollah\'s victory showed the Arab peoples the 
huge potential they have and their ability to defeat Israel and 
regain their rights. But what prevents Arabs from doing this is 
the official Arab order 

the battle 


\"The Arab order deceived us for long years and showed us as 
backward peoples with limited resources 
bargaining and surrender 


\"Arab peoples must unleash their potential in the long 
confrontation 
Arab order itself....\" 


Dr. Faysal Kulthum 

Center 

part of an Israeli-Western plan prepared in advance to create a 
new Middle East against the will of the peoples of the 

region... 


There is a conflict between two visions: The American-Western- 
Israeli vision and that of its allies and followers from among 
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the Arab regimes 

and Islamic peoples 

including the resistance movements in Lebanon 
Iraq and the countries that have chosen resistance 


Syria 

peoples of the world 

against Lebanon has failed.... A new Middle East is indeed being 
born 

not the Americans 

Corbin 
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2. (C) On August 13 

poem entitled \"Letter to Bush\" in Al-Jazeerah newspaper 
which condemns the U.S. President and U.S. foreign policy 
regarding Lebanon 

rhetoric and metaphor 

currently felt by many Saudis toward the Bush administration. 
Al-Jazeera journalists told Riyadh contacts that their 
newspaper is receiving many angry letters voicing opposition 
to the U.S. 

publish very few. This poem is noteworthy as it was the 

first one of its kind published in a mainstream newspaper 
since the start of the Lebanon crisis. 


3. (C) COMMENT: In classical Arabic poetry 

rules for couplets and rhyme. This poem 

in a more modern style influenced by western free verse 
although it is still filled with much sophisticated rhyming 

and alliteration. While the poem is not violent in tone 
message is harsh and reflects the increasing criticism by the 
Saudi people of U.S. policies in the region. Due to the 
inherent constraints encountered in translating literary 

verse from Arabic to English 

approximation of the original text. END COMMENT. 


4. (U) BEGIN TRANSLATED TEXT OF POEM: 


Sorry if | have exceeded my limits 

And asked you for a response 

Is the one who asks for a \"right\" a \"terrorist?\" 

Does Palestine-- the occupied land 

Have no people or freedom? 

Do those who immigrated to it from Poland 

Have the legitimate right to the land? 

The legitimate right to expel the inhabitants of the land 
As if they were red Indians? 

Chased and driven out with malignity and fiery clusters of 
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anger 

From their land 

Torn apart and divided 

To dilute the case of having a \"right?\" 


RK 


You promised the people of the Middle East of freedom 
What freedom? And for Whom? 

Freedom of the herdsman? Or the right of the herd? 
A creative freedom of chaos? 

Bush 

Or is chaos but oppression and coffins? 

Ask the Statue of Liberty in New York 

If it would answer you 

It would have answered in anger and wailing 
(Freedom is not built by injustice and skulls 

Freedom would never be justly served by a tyrant) 


KKK 


Bush 

Weapons of mass destruction that never existed 
Was your excuse for invading the land of Iraq 
To destroy Iraq 

You left in it thousands of corpses 

Bodies torn by white phosphorous 

If not plagued by cancerous diseases... 

Tens of deaths every day 

And your soldiers around the dead smiling 
And your soldiers torturing 

What freedom do you speak of? 


RK 


In Lebanon your stupid dummy (Israel) 

Took over the matter while you are the actor 
Thousands upon thousands of missiles 

Of bombs 

Thrown by Israel with the hatred of killers 
Leaving no stones no trees 

No people or animals 

Even the roads for those who want to run for safety 
Were destroyed and were not saved 

From the tyranny of the occupier...nor longer 
There are any roads 

Those who want to flee would only die 


KKK 


You did not do justice to a free and democratic Lebanon 
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You didn\'t have mercy on Lebanon of the varied denomination 
and religions 

You left the summer wind of death blowing in Lebanon 
You were the one who gave the orders 

But not the one who ordered the killing to stop 
What did you give since you came? 

Our big world is oppressed...scared 

You said big exaggerated words: 

\"If you are not with us you are against us\" 
Which terrorist should be crushed? 

Is the whole world a terrorist but you? 

Bush 

You have money 

But you don\'t have the Rightness 

You don\'t follow the Truth 

Let the other live without your guardianship 
We know that the UN has become American 
Rice is hers 

Bolton orders and he gets answered 

Bush 

There isn\'t in the dictionary of freedom 

A herdsman and a herd! 


END TRANSLATED TEXT. 
OBERWETTER 
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\"changed everything.\" The Charge told Tekeda that she too 
was concerned about Eritrea\'s destabilizing effect on the 
region 

the EEBC meeting. The Charge recommended that Ethiopia begin 
demarcation on the 85 percent of the border it does not 
contest to start a process of dialogue. In the very least 

the Charge argued 

tactical move to demonstrate its willingness to resolve the 
border conflict to the international community. Tekeda 
concluded by saying Ethiopia\'s strategic objectives were 
unchanged and that putting the crisis with Eritrea behind it 
and overall peace in the region were still its goals 

decision on whether to attend the meeting will \"not be easy.\" 


5. (C) PolEcon Chief explained to the Foreign Minister that 

the U.S. Agency for International Development (USAID) planned 
to fund an election monitoring program at the African Union 
(AU) that would require IFES personnel to visit Ethiopia and 
asked for Tekeda\'s assistance with the visa process. Tekeda 
said that in light of what transpired with IRI 

during the election period 

amongst several federal agencies. (Note: IRI 

were asked to leave Ethiopia for reasons related to their 

work during the 2005 elections. End Note.) Tekeda indicated 


Column 3 

Ethiopia was in a unique situation in that a multilateral 
organization like the AU is located with its borders and 
recognized that the GOE may need to overcome its objections 
to facilitate non-Ethiopian focused AU programming. 
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6. (C) Charge informed the Foreign Minister about the USG\'s 
offer to supply tents 

meals to those affected by the flooding in and around Dire 
Dawa. (Note: The Combined Joint Task Force-Horn of Africa 
(CJTF-HOA) will convoy the materials from its facilities in 
Djibouti to the Dire Dawa area. End Note.) Tekeda welcomed 
the assistance and asked that post keep in touch with the 
Prime Minister\'s office to ensure no confusion when the 
convoy travels from Djibouti to Dire Dawa. 


7. (C) At the meeting\'s conclusion 

Charge that Libya has been lobbying Ethiopia to join CEN-SAD. 
Tekeda added that Qadhafi was \"fixated\" on Ethiopia joining 
the organization and went as far to invite the Ethiopian 

First Lady to Libya and pass a CEN-SAD resolution calling for 
Ethiopia to join. Tekeda said that Ethiopia was reluctant to 

join the organization because it is dominated by Muammar 
Muhammed al-Qadhafi and Ethiopia would have to accept \"all of 
his decisions.\" Though 

as a mechanism to stop Libya from \"meddling in its affairs\" 
and address Qadhafi\'s willingness to fund the Eritrea 
government. 

HUDDLESTON 
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\"changed everything.\" The Charge told Tekeda that she too 
was concerned about Eritrea\'s destabilizing effect on the 
region 

meeting 

begin demarcation on the 85 percent of the border it does not 
contest to start a process of dialogue. In the very least 

the Charge argued 

tactical move to demonstrate its willingness to resolve the 
border conflict to the international community. Tekeda 
concluded by saying Ethiopia\'s strategic objectives were 
unchanged and that putting the crisis with Eritrea behind it 
and overall peace in the region were still its goals 

decision on whether to attend the meeting will \"not be easy.\" 
Nevertheless 


5. (C) PolEcon Chief explained to the Foreign Minister that 
the U.S. Agency for International Development (USAID) planned 
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to fund an election monitoring program at the African Union 
(AU) that would require IFES personnel to visit Ethiopia and 
asked for Tekeda\'s assistance with the visa process. Tekeda 
said that in light of what transpired with IRI 

during the election period 

amongst several federal agencies. (Note: IRI 

were asked to leave Ethiopia for reasons related to their 

work during the 2005 elections. End Note.) Tekeda indicated 
Ethiopia was in a unique situation in that a multilateral 
organization like the AU is located with its borders and 
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recognized that the GOE may need to overcome its objections 
to facilitate non-Ethiopian focused AU programming. 


6. (C) Charge informed the Foreign Minister about the USG\'s 
offer to supply tents 

meals to those affected by the flooding in and around Dire 
Dawa. (Note: The Combined Joint Task Force-Horn of Africa 
(CJTF-HOA) will convoy the materials from its facilities in 
Djibouti to the Dire Dawa area. End Note.) Tekeda welcomed 
the assistance and asked that post keep in touch with the 
Prime Minister\'s office to ensure no confusion when the 
convoy travels from Djibouti to Dire Dawa. 


7. (C) At the meeting\'s conclusion 

Charge that Libya has been lobbying Ethiopia to join CEN-SAD. 
Tekeda added that Qadhafi was \"fixated\" on Ethiopia joining 
the organization and went as far to invite the Ethiopian 

First Lady to Libya and pass a CEN-SAD resolution calling for 
Ethiopia to join. Tekeda said that Ethiopia was reluctant to 

join the organization because it is dominated by Muammar 
Muhammed al-Qadhafi and Ethiopia would have to accept \"all of 
his decisions.\" Though 

as a mechanism to stop Libya from \"meddling in its affairs\" 

by funding the Somalia UIC via Eritrea. 


8. (C) Comment: By early next week Ethiopia should have 
made the decision on the EEBC. The Secretary\'s call 
Charge mentioned to Meles 

about Ethiopia\'s attendance at the August 24 meeting and 
parallel talks. End Comment. 

HUDDLESTON 
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1. (U) Summary: President Mutharika has again lashed out at 
foreign tobacco buyers 

at the state-run auction. The president singled out for 
criticism the manager of the local subsidiary of an American 
tobacco company 

Buyers reacted nervously 

will scare away international customers and damage Malawi\'s 
weak investment climate. End summary. 


Declaration of \"War\" 


2. (U) In a reprise of his fiery performance at the opening of 
tobacco season in March (reftel) 

again attacked foreign tobacco buyers over the low prices that 
Malawi\'s smallholder farmers are receiving at the state-run 
auction. In a speech opening the annual Agricultural Fair in 
Blantyre on August 10 

\"stealing from us\" and \"exploiting us\" by paying low prices at 
the auction. 


3. (U) The president focused his criticism on the manager of 
Limbe Leaf 

Universal Leaf. Mutharika declared the manager \"and his 
cohorts\" should pay higher prices or leave the country 
eliciting a roar of approval from the crowd. The president 
continued 

someone has to leave 

me.\" 


4. (U) Ratcheting up the tone 

war. And in any war 

like them to stay 

terms. They will stay on my terms.\" 


Tough Words Won\'t Fix the Problem 


5. (U) Malawi tobacco prices are depressed for a number of 
reasons 

Thanks to good rains and GOM fertilizer subsidies 

has produced a record tobacco crop of approximately 158 
this year. Production has risen steadily in the past 10 years 
since the liberalization of the sector in the mid-1990s. 

Prior to that time 

law under the Banda-era Special Crops Act. Under that law 
permits were issued to friends of the regime who grew tobacco 
on large estates. Production quantity was controlled 

was good 
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act and the liberalization of the sector 
smallholder farmers have entered the market 
increasing the quantity of tobacco produced 
quality has fallen. At the same time 

tobacco has been flat. 


6. (U) A further problem is the inefficient method by which 
smallholder tobacco is sold through the government-owned 
auction 

farmers\' meager profits. Smallholders must also pay steep 
fees for transporting their product to market 

warehousing it at the auction. Operators of larger farms who 
grow tobacco on contract (thereby avoiding the auction) do 
command higher prices. But the vast majority of producers are 
trapped in the auction system. The GOM is 

reluctant to change a system that provides considerable 
revenue and a large number of patronage jobs. 


7. (U) With all of these factors 

Malawian smallholders are not commanding the kind of prices 
they would wish for. For several years now 

farmers have only been able to break even growing tobacco. 


Buyer Reaction 


8. (SBU) Local tobacco company executives told us the reaction 
to Mutharika\'s speech was swift 

next day from nervous customers as far away as the U.S. and 
Japan. One local buyer was hosting a group of overseas 
clients who decided to cut short their visit and depart 


LILONGWE 00000719 002.2 OF 002 


fearful of public reaction to the speech. Buyers are anxious 

and concerned that the president\'s remarks will prompt another 
disruption in the market 

Following Mutharika\'s earlier outburst in March 

at the auction in the first two months of the season were 
seriously depressed 

precipitously. Since June 

settled down 

lower average prices. 


Comment 


9. (SBU) Mutharika\'s remarks on this and other occasions 
reveal a basic misunderstanding of the global tobacco market 
and the impediments to smallholder tobacco production in 
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Malawi. His attack on Limbe Leaf is particularly curious 

since the majority shareholder in the company is the locally- 
owned Press Corporation 

by none other than the Government of Malawi (American company 
Universal Leaf owns less than 50 percent of Limbe). 


10. (SBU) Mutharika\'s tough talk may go down well with the 
masses 

foreign 

people have told us of their fears that 

attitude 

of contracts or nationalize assets. 


11. (SBU) In the case of tobacco 

particular risk in attacking the foreign buyers. Both of the 
major foreign buyers 

investments and spare capacity elsewhere. Universal has 
expanded its operations in Mozambique in recent years 
company executives have told us that their new processing 
plant in Mozambique has room for expansion. Malawi is also 
competing against low-cost 

Brazil. If the GOM continues to show a hostile attitude 

those companies might well look to expand their operations 
elsewhere. With 60 percent of the country\'s foreign exchange 
income derived from tobacco 

that 

economy go up in smoke. 
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where minorities collect the same reparations as Muslims for 
wrongful death. Inheritance laws also favor Muslims over 
minorities. The Muslim child of a minority father obtains all of 
his father\'s inheritance. His wife and other children get 
nothing. To reclaim property seized during the Islamic 
Revolution 

a nearly impossible task. In contrast 

prominent Ayatollahs and MPs he contacts to support more 
egalitarian laws respond positively. Motamed also receives 
support for the Jewish community from some conservative MPs. 


6.(C) Motamed said after Israeli Independence Day (late May) a 
magazine published photos of Israeli and American synagogues 
draped with Israeli flags. The magazine claimed the synagogues 
were from Tehran and Shiraz. Motamed protested in the Majles and 
speaker Gholam Ali Haddad-Adel supported him 

magazine. Motamed said this constituted the first time a Majles 
speaker supported the Jewish community against anti-Semitism. 
Still 
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Shiraz after the pictures\' publication. Motamed met Shiraz\'s 
Friday prayer leader and intelligence chief who promised to 
ensure the Jewish community would not encounter more problems. 
He said the incident was unusual because anti-Semitic programs 
occur infrequently on television and radio. Recent events in 
Gaza and Lebanon have raised tensions 

has not eroded. Twenty Jews recently returned from visiting 
relatives in Israel without incident 

community takes a clear \"we are lranians first 

approach. Bet Kolia said Assyrians also feel discrimination but 
did not elaborate. 


7.(C) Motamed said President Anmadinejad has tempered his 
holocaust statements after both former president Mohammad 
Khatami and former Majles speaker Mehdi Karrubi objected. 
Motamed claimed he has not been targeted for criticizing 
Ahmadinejad in the Majles and international press over the issue. 


Khatami\'s Improvements 


8.(C) Despite continuing emigration and discrimination 

Kolia and Motamed indicated the climate for Iran\'s religious 
minorities has improved since Khatami\'s 1997 election. Bet Kolia 
said Khatami\'s administration revoked the requirement for 
minority food stores and restaurants to carry a sign indicating 
minority ownership. For instance 

minority restaurant 

Shi\'a consider food touched by non-Muslims unclean and will not 
buy from non-Muslim food stores or eat at non-Muslim 
restaurants. End Note.) Khatami also started appropriating 2 
million dollars per year for minorities to refurbish places of 
worship or sponsor cultural events 

under Ahmadinejad. Bet Kolia and Motamed both reported seeing 
this money used to renovate churches and synagogues in their 
communities 

reported a Christian official in Tehran claimed the city\'s four 
churches may collapse if they do not receive promised funds. End 
Note.) 


Minority Religious Education 


9.(C) Bet Kolia said Assyrian children study the Assyrian 
language and Christianity in school 

classmates learn Qur\an and Islamic history. All pupils study 
secular subjects together. The concours university entrance 
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exam 

applying to college 

as opposed to Islam. Bet Kolia claimed religious education 
occurs in a similar fashion for other religious minorities. 


The Assyrian Community in Iraq 


10.(C) Bet Kolia said Assyrians in Iraq have not been targets of 
violence. General insecurity 
to Syria and Jordan 


Comment 


11.(C) Bet Kolia and Motamed stressed life for recognized 
minorities in Iran is not as bad as sometimes portrayed. Yet 
minorities continue to emigrate and tread lightly because of 
legal inequality and periodic discrimination. Indeed 

Kolia and Motamed said they have thought about emigrating. 
BRYS 
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Uzbekistan 

enter Uzbek airspace from air traffic control no less than 
ten minutes before crossing the State Border 

provide information on its call number 

and the estimated time remaining before crossing the State 
Border of Uzbekistan. The Ministry requests that the Embassy 
convey this information to the appropriate U.S. officials and 
take measures to prevent such violations in the future. The 
Ministry avails itself of this opportunity to renew to the 
Embassy assurances of its highest consideration. 


-- End unofficial translation. 


4. (SBU) Action Request: Post requests that the Department 
bring this information to the attention of appropriate 
American and Continental Airlines officials. 

PURNELL 
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and the UAE.\" 


2.(U) The press release received limited coverage in UAE English 
language newspapers and quoted El Omari as saying there are 320 
Iranian companies registered at RAKFTZ 

of total RAKFTZ entities. Sheikh Faisal also said \"RAKFTZ 
endeavors to enhance and consolidate trade cooperation with Iran 
further by participating in a number of exhibitions held in 

Iran 
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Trade Exhibition 


3.(C) Comment: PolEconoffs visited RAKFTZ in December 2005 (ref 
A) and compared to other free zones in the northern Emirates 
RAKFTZ appears to be the most loosely regulated. In fact 

Sharief Habib Al Awadhi 

Zone 

regulation (ref B). 


SUTPHIN 
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on August 8. They adopted a \"threatening tone 

when discussing the Constitutional Court\'s opinion upholding 
the Justice and Peace Law. Pizarro reported that Canadian 
and Swiss assistance helped establish CNRR offices in 
Medellin and Sincelejo. End summary. 


3. (C) Pizarro said the 37 former paramilitary leaders with 
whom he met at the \"Villa Esperanza\" on August 8 expressed 
their willingness to begin reparations in advance of judicial 
orders. Para leaders claimed they had already turned over to 
the GOC the equivalent of USD 52 million in properties 
vehicles 

asserted they planned to return 60 houses to victims in 
Medellin and 22 property titles in Uraba. They had already 
returned 12 houses in Barrancabermeja to the proper owners in 
July. Pizarro said they agreed the commission would work 
with every demobilized bloc to assist with reparations in 
communities where they exercised influence. 


4. (C) Pizarro noted there was a consensus that the easiest 
and quickest reparation mechanism is extrajudicial. If there 
were assets where victims had been identified 

easier to return the asset without waiting for a judical 

ruling 

reluctant to accept their properties back because they would 
owe back property taxes and utility payments. The CNRR may 
ask Congress to exempt returned proporties from such back 
payments. 


5. (C) Pizarro told para leaders the CNRR understands that 
reparations should not be just a check. The former 
paramilitary leaders agreed to select 20 municipalities most 
affected by paramilitary actions for \"community reparations.\" 
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This community reparation would include demobilized 
paramilitaries\' participation in a project that the community 
selected for reparation and reconciliation purposes. Pizarro 
said Japan 

in supporting these projects. The World Bank was interested 
in a project with an indigenous community in Sierra Nevada 
that cultivates organic coffee. This community selected a 
coffee threshing machine as its project. He cited the 
building of a soccer field or a community center as other 
examples. 


6. (C) The former paramilitary leaders agreed to assist the 
CNRR in gathering the truth about the conflict and preventing 
the re-emergence of criminal groups. Pizarro said the para 
leaders accepted meeting with the CNRR\'s Historical Truth 
Commission to obtain its perspective on the conflict. The 
former paramilitary leaders also showed interest in sharing 
information with the CNRR\'s Commission for Demobilization 
Disarmament 


7. (C) The meeting also raised the CNRR\'s plans to 
participate in facilitating reconciliation talks in prisons 

with the different illegal armed group members. The first 

one will take place in the high security prison in Itagui 

where Diego Murillo AKA \"Don Berna\" is located. Don Berna 
and other paramilitary 

participate. Among the topics to be raised include efforts 

to organize an anti-personnel mine campaign in Antioquia 
Department. 


8. (C) Pizarro voiced concern with the former paramilitary 
leaders\' threatening tone regarding the Constitutional 
Court\'s opinion upholding the Justice and Peace Law. The 
para leaders said the Court\'s decision undermined the 
political agreements made by the GOC during negotiations 
which had led to their demobilizations. The Court did not 
take into account that this was a peace process. They 
claimed the Court intended to \"take away all of their 
possessions and leave them in misery.\" If the GOC complied 
with the Court\'s decision 

negotiating table. 


9. (C) Pizarro said para leaders demanded assistance from 
the GOC to control criminality and assist with reparations. 
Para leaders complained the GOC pressure to dismantle their 
military and political structures simultaneously had led to 
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their inability to control their demobilized forces. By 
dismantling their political structures so suddenly 

has weakened the para leaders\' ability to influence 
disgruntled paramilitaries. Para leaders warned that the 
rise of criminality in former paramilitary controlled areas 
should not suprise anyone. The GOC must boost efforts to 
dismantle these criminal groups before they get out of hand. 
Para leaders said the reason their presence was \"requested\" 
in the regions was because of the lack of state presence; as 
a result 

only the paramilitaries 


10. (C) Pizarro came away impressed with \"Villa Esperanza 
the paramilitary leaders\' new meeting place near Medellin. 
He was surprised to see many professors and students from 
Antioquia\'s National University serving as volunteers. The 
paramilitary leaders presented a PowerPoint presentation that 
outlined the following goals for \"Villa Esperanza\": 


Begin unofficial translation 


- A place where national and international communities can 
meet fraternally. 

- A place that encourages willingness to work for peace as 
the ultimate goal. 

- A place that promotes a democratic 

Critical 

- A place where the National Demobilized Paramilitary 
Movement can establish an open dialogue with war victims. 
- A place that supports the constructive compilation of 
historical truth 

reparations. 

- If we abandon the idealistic views of a society 

we can begin to understand that the paramilitary and 
guerrilla leaders are more useful to the country leading 
productive projects...than being behind bars so the 
detractors can be satisfied. 

- Those of us who were at war yesterday have given a sincere 
step for reconciliation today. 


End unofficial translation. 


11. (C) Pizarro said the Commission would have six regional 
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reparations and reconciliation offices 

Sincelejo 

regional offices are to convoke civil society to become 
involved in reconciliation efforts; create databases on 
information about expropriated lands; guide victims through 


the judicial process; and assist in the return of assets 

through extrajudicial means. With the support of Canada and 
Switzerland 

the Sincelejo office in September. The Medellin office will 
serve as a pilot. 


12. (C) The CNRR would like to become a source of 
information and assistance for victims. The Commission 
approached the Catholic Church to gain access to its national 
registry of victims and asked the United Nations for the 
software capability to create its own victims database. 

Pizarro said the government had approved 1 

(USD 770 

Moreover 

\"genetic bank 

those killed by the paramilitaries. The Commission will also 
be suggesting to judges the appropriate indemnification 
amount for victims. The current recommendations by 
Colombia\'s penal code are seven times smaller that the ones 
suggested by the Inter-American Human Rights Court. 
WOOD 
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the responsible ministries for legislative reforms and has an 
active public relations campaign. On the \"micro level" AMPEC 
is directly involved in anti-piracy efforts 

operations with the police and 

tracking court cases to conclusion. 


3. (SBU) While noting that it is impossible to be certain 
Sapancilar estimated there are at least 3 million pirated 
copies of music and movies in the Turkish market. She also 
noted sales of pirated music are becoming less prevalent as 
the Internet increasingly becomes the source for illegally 
obtained music. Pirated movie downloading is a recent 
phenomenon linked to the introduction of high-speed Internet 
and AMPEC is seeing an increase in illegal movie downloads. 
In previous years 

Turkish market 

production. Pirated movie production is done through 
organized rings that are usually family or regionally-based. 
Sapancilar commented that a certain gang known to operate in 
Istanbul\'s Tahtakale district is from the city of Kayseri 

while another in the Kadikoy district is made up of people 
from eastern Turkey. Legal production facilities are also 
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involved in illegal production 

ongoing criminal case against a legitimate factory that also 
produced illegal copies. 


4. (SBU) When asked how she views the current anti-piracy 
legislation 

2004 

was one passed in 2001 

implementation 

prosecutors were reluctant to punish poor pirates. 

it\'s different 

scale of penalties. Sellers now can get up to three months in 
jailora5 

receive a 50 

jail. Lastly 

create the holographic stickers used to mark merchandise as 
genuine products 

jail or a 250 

adequate when applied properly. 


5. (SBU) AMPEC initiates anti-piracy raids based on 
information received from their hotline or from in-house 
investigations and inspections. Once AMPEC determines that 
pirated materials are present at a location 

request a warrant from a judge. Armed with the warrant 
works with the police to organize a raid. Following a 
successful operation 

public prosecutor against the defendant. In Turkish courts 
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additional parties may petition to join the case if they feel 

that they have been harmed by the defendant. AMPEC takes 
advantage of this mechanism to aid the prosecution by 
testifying and filing complaints during the court 

proceedings. AMPEC lawyers follow cases to their conclusion 
including through the appeals process. 


6. (SBU) Sapancilar told us that 95% of operations lead to 
criminal charges. The few that do not lead to charges are 
usually because \"the pirate runs away or is not present 
legal case cannot be brought against them.\" She noted that 
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cooperation on the part of the police has improved. AMPEC 
arranges training seminars for police and municipal officials 

to teach them the current law and to train them in spotting 
pirated goods. This training has been effective 

claims that there has been \"an 80% drop in pirated copies in 
the market.\" She underscored that police are cooperative 
judges 

reality of the damages of piracy. AMPEC works most frequently 
with the Istanbul Police since it feels that municipal 

authorities and market police (zabita) lack the will and 
capability to crack down on piracy. Unfortunately 

the Istanbul police officers AMPEC has worked with have been 
sent elsewhere in Turkey 

effort on AMPEC 

for September 5. 


7. (SBU) Despite the vast majority of raids resulting in 
criminal cases 

low. Sapancilar noted that prosecutions are lengthy and in 
the meantime 

This is a significant problem for AMPEC and a topic of 
discussion with the MPA. Sapancilar stressed that AMPEC 
biggest difficulties are the backlog of cases and the long 
duration of court cases. 


8. (SBU) Another problem is the difficulty AMPEC faces in 
destroying seized goods. Normally 

either in warehouses run by AMPEC or by the public 
prosecutor\'s office during the trial. However 

conviction is obtained 

destroy the pirated copies 

commented that it \"takes a long time to get those decisions 
so in the meantime the warehouses are filled up and they have 
run out of space to store the seized goods.\" Due to the lack 
of space to store seized goods 

stopped raids. 


9. (SBU) AMPEC sees \"implementation getting better and better 
everyday 

year and a half ago 

but things are better now and improving.\" Improvement does 
seem to be the message. AMPEC seminars appear to be creating 
awareness of the seriousness of the problem and a more 


Column 3 

cooperative police force. AMPEC views legislation as 
adequate 

it takes to adjudicate a case impair effective 
implementation. Additionally 

destroying seized pirated goods is not adequate 
storage space makes it impossible for police to continue 
anti-piracy raids. 

SSOUDKIRK 
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added that the GOSL \"needs to defend itself.\" In response to 
EU approaches to the GOSL on the need for NGOs to have free 
access to internally displaced persons in the north and east 

of the country 

the role of NGOs. Suikkanen reported that NGOs had received 
limited access to disputed areas to investigate the recent 
deaths of aid workers. Finland would like to raise Sri Lanka 

in the Human Rights Council when it reconvenes September 18 
to obtain a stronger investigative mandate for the HRC 
representative in Colombo 

that human rights could not be violated with impunity. 

WARE 
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his current cell with Professor Mesfin Wolde-Mariam 

in a block of cells containing 13 other prisoners -- a 
significant change from his previous detainment with 250 
prisoners. Asked what he does during the day 

explained that the prison grounds are small and there is 
little to do other than read. He said he looks forward to 
weekend visits from family and friends 

about guards monitoring family conversations. The 
conversation then turned to the CODEL visit 

recalled seeing a recent state-run television broadcast 
quoting Payne observing that the May 2005 elections were 
\"free and fair.\" Congressman Payne stated that in his 
opinion the run-up to the elections were transparent 
afterwards is when the country had problems. 


5. (C) Berhanu then moved on to political matters affecting 

the region 

Somalia 

that they shared concerns about USG policies toward Somalia. 
Asked about possibility of reconciliation with the former CUD 
colleagues who have taken their seats in parliament 

became more heated 

Coalition for Unity and Democracy Party (CUDP) was a plot by 
the ruling (EPRDF) to divide the CUD. He then claimed that 
the USG \"abandoned\" the CUD following the elections. 
(COMMENT: DOS has closely monitored the detainees 
Embassy. Charge has visited Berhanu Nega twice and Embassy 
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has been in contact with their family members. Improvements 

in prison conditions and attention to health concerns have 

resulted from Embassy\'s intervention. END COMMENT.) CODEL 
raised Payne\'s co-sponsorship of the \"Ethiopia Freedom 
Democracy 
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detailed its provisions as Berhanu said that media reports 
presented few details of the substance. Following this 
Berhanu politely excused himself 

were waiting to see CODEL and Poloff. Berhanu expressed 
appreciation of Post 

of his trial and hoped it will continue once the trial 

resumes in October. 


6. (C) The next detainee brought in was Professor Mesfin 
Wolde-Mariam. Seventy-six year-old Mesfin walks with a cane 
and needed assistance from prison guards to make it up the 
steps to the meeting room. However 

health and prison conditions 

say. Despite a spinal cord injury sustained many years 

prior 

about the matter and that no additional treatment is 

necessary. He said that otherwise his health is stable and 
prison conditions are no worse than could be expected. (NOTE: 
Mesfin was previously detained on treason charges in 2001 and 
held for several months. END NOTE.) CODEL informed Mesfin 
that he has been awarded a lifetime achievement award by the 
National Academy of Sciences and that there will be a 
ceremony in his honor in September. Mesfin expressed regrets 
that he would not be able to accept in person 

daughter would attend on his behalf. 


7. (C) When CODEL queried Mesfin on the current political 
situation in Ethiopia 

philosophical analysis of the circumstances that the EPRDF 
faces 

possible future of the CUD. He explained that he personally 
understands the \"predicament that Meles Zenawi backed himself 
into\" with regards to relations with Eritrea and the EPRDF\'s 
ability to work with the CUD 

put him in a position in which it is difficult to solve 

conflicts with either. Mesfin was not angry when discussing 
political issues 

disappointed and concerned about the situation that Meles now 
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faces. Further Mesfin expressed hope that Ethiopia \"can go 
the way of South Africa in terms of reconciliation 

the GoE and the CUD can finally make amends in the future 
but noted that lack of a \"middle man that is trusted by both 
sides.\" He mentioned that the churches in Ethiopia have lost 
the respect they once had to serve in this capacity and that 
another actor would have to mediate if the two sides are to 
find agreement. 


8. (C) Yacob Haile-Mariam appeared in good condition and did 
not report any significant problems 

the best they can under the circumstances.\" When the topic 
of the trial was raised 

expressing anger and frustration with the prosecution\'s 
presentation of their case. At one point 

videos presented by the prosecution in the initial stage of 
evidence 

the defense attorney in this case 

presenting such videos as defense evidence.\" Despite 
weakness in the prosecution\'s case 

likely be convicted in the end. 


9. (C) Yacob expressed regret that that he was detained at 
all 

US to \"help his country to create a better future\" and still 
wants to do so. He told CODEL that he \"has accepted the 
EPRDF as the legitimate government\" and \"accepted the 
constitution unconditionally.\" He made it clear he is now 
willing to talk to the EPRDF 

want from us8 because \"after the breakdown of talks (in 
2005) 

(detainees).\" Though he cautioned &We are not unanimous in 
this feeling 

from us 

on.\" Yacob concluded by saying that he appreciates the role 
the US has played over the last year in working with the CUD 
leadership 
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following his trial. 
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10. (C) The final prisoner to meet with CODEL Payne and 
Poloff was CUD Vice-Chair Birtukan Mideksa. A former High 
Court judge 

opinions on the evidence presented in the trial and its 
\"predetermined outcome 

prison 

leaders. She began by telling CODEL not to \"expect too much 
fairness in the trial 

decided by the EPRDF.\" She went on to say that the public 
has been \"propagandized to believing that (she and other CUD 
members) are guilty 

prosecutor in the press.\" She told CODEL not to \"expect for 
us to be released\" because the verdict is already decided due 
to the fact that the \"judges had been instructed\" by the 
EPRDF. She also complained about the prison\'s treatment of 
other detainees. She cited complaints made by other 
defendants in the prior session of the trial (reftel) 

well as generally poor treatment by officials in the women\'s 
area of the prison. 


11. (C) None of the four detainees visited by CODEL Payne and 
Poloff complained of their own mistreatment by prison 

officials. In observing their interaction with guards 

seem to be reasonably well taken care of. All prisoners 
outwardly seemed to be in satisfactory condition 

complained of personally being denied healthcare at this 

time. 


12. (C) Each of the four prisoners were equally critical of 

the case the prosecution has presented against them. They 
remarked that the evidence was very weak 

feared that 

the lack of a strong case by the GoE. Conversely 

attitudes toward possible reconciliation ranged broadly. On 
one end Birtukan was very defiant and critical towards both 
the EPRDF and the USG 

conciliatory. On the other end 

that through continued dialogue 

put the events of last year behind them. Mesfin also seems 
to see a possible solution 

positive and somewhat hopeful 

that any resolution was probably not imminent. Berhanu 
while friendly and interactive 

rhetoric toward the GoE he has presented in the past. While 
not directly discouraging any talk of resolution 

continues to be unbending in his attitude towards the EPRDF 
and the CUDP. 


Column 3 


13. (U) CODEL Payne did not have the opportunity to clear 
this cable prior to departure. 
HUDDLESTON 
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shape of Belgium\'s role was still not fixed. 


2. (C) Vindevogel noted that the Belgians were gathering 
further information from a variety of sources 

York 

contribution to the force would probably exercise a decisive 
influence on what the Belgians (and other EU members) finally 
decided to do. Responding to a point raised in reftel 
Vindevogel said Belgium traditionally used its own 
transportation assets for participation in PKO\'s. 


3. (U) In an interview published August 16 

Minister De Gucht indicated dissatisfaction with the lack of 
specifics about the mandate for UNIFIL. He expressed 
particular disappointment with the reported comments of the 
UNIFIL commander suggesting a long lead time before the new 
force reached its authorized strength; the build up should 

run much faster to be effective 

Gucht also said he would like to have seen an explicit 

mention of Chapter VII in the recently passed resolution. 

Imbrie 
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Arab TV channels during war in Lebanon accused Gulf governments of 
being traitors and agents to the West and concluded that this will 

not help restore any occupied land. Al-Khaleej\" wondered when Arabs 
will ever live with dignity and stop complying with U.S. plans. A 
columnist in \"Al-Khaleej\" emphasized that the gauge of victory or 
defeat is not the amount of destruction but the strategic change in 

the political balance of power against the opponent and concluded 

that Lebanon had won the war. Another columnist in \"Al-Khaleej\" 
warned Arabs from getting overly satisfied with the cease-fire 

because Israel\'s history is full of betrayals and the U.S. cannot be 
trusted. A Lebanese columnist in \"Al-Khaleej\" thought that Israel 
would not resume its war against Lebanon; rather that it would wait 

for internal strife to tear Lebanon apart. End Summary. 


2. On 08/16 
in his daily column in the Abu Dhabi-based semi-official 
Arabic-language daily \"Al-Ittinad\" (circulation 65 


\"... Itis strange that some Arab TV satellite channels target the 
Gulf countries and open their doors for anyone wishing to assail 
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them 

on in the world. It will not help to restore any occupied land or 

lost Arab right. Not one Gulf government has ever neglected to 
support its brothers. They don\'t support other countries just to 

show off 

shoulders and any retreat from this responsibility means failure. 

But what more could any Gulf government have done beyond providing 
financial support and exercising pressure on its Western friends to 

end the war?\" 


3. On 08/16 
column in the Sharjah-based Arabic-language daily \"Al-Khaleej\" 
(circulation 90 


\"There continue to be some voices that see declarations of victory 
in Lebanon as too much. These voices ignore the fact that the 
criterion for victory or defeat in a war is not the scale of 

devastation caused but the strategic change in the political balance 
of power with the adversary. This is the goal of any war 

Israel launched its aggression in this case against Lebanon in 
pursuit of two significant goals 

rescue the two abducted men. Ultimately 

to just putting Hezbollah at a distance beyond the Litani river.\" 


4. On 08/15 the Sharjah-based Arabic-language daily \"Al-Khaleej\" 
published the following in a lead editorial: 


\"When will the debate in Lebanon 

the U.S. policy of imposition through iron 

invasion 

policy choices to two basic options: submit or be killed? No. Is 
there not a third option: to live with dignity 

defend oneself 

terrorism that is put forth by the enemy?\" 


5. On 08/16 
in a column in the Sharjah-based Arabic-language daily 
\"Al-Khaleej\": 


\"...It seems that Israel may not resume its war against Lebanon for 
some years... But Tel Aviv can do something more critical: wait for 
the outcome of internal Lebanese affairs and bet on the emergence of 
the sectarian civil war that the military war failed to achieve. 

Portents of such a war have unfortunately begun to appear 

centered on the fate of Hezbollah and its disarmament 

in resolution 1701.\" 


6. On 08/16 
an op-ed in the Sharjah-based Arabic-language daily \"Al-Khaleej\": 


\"The overwhelming satisfaction that dominates the Arabs on the 
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cessation of Israeli hostilities against Lebanon is a temporary (or 
to be more precise) a cautious one. The Zionist enemy cannot be 
trusted. Nor can America 

reaction capable of yielding more Israeli aggression... Even with 
the cease-fire 
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must be taken into account by everyone. The enemy is known for its 
treachery. Such a situation is easily conceivable. What is not 
conceivable is that the Israelis would actually respect the 
international resolution 

Security Council...\" 


QUINN 
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satisfaction\" with the resolution 

a \"first step\" to the return to peaceful efforts in the 

search for a negotiated solution. President Ben Ali on 
August 14 called for an emergency Arab League summit to 
discuss the violence in the Middle East and to pledge support 
for reconstruction in Lebanon and the Palestinian 

territories. Asked about the response of Arab League 
partners to Ben Ali's proposal 

simply that \"we will find out\" at the Arab League Ministerial 
in Cairo on August 18. Embassy has asked the MFA to provide 
information about any ongoing GOT humanitarian aid efforts 
for the Lebanese and Palestinian people. End Summary. 


2. (U) The Tunisian press has widely reported the GOT\'s twin 
reactions to the cease-fire in Lebanon: President Ben Ali on 
August 14 called for an emergency Arab League summit to 
discuss the violence in the Middle East and pledge collective 
support for the reconstruction of Lebanon and the Palestinian 
territories to \"erase the consequences of the large 
devastation.\" On the same date 

expressing its \"great satisfaction\" with the resolution 

saying that it represented a \"first step toward the cessation 
of bloodshed and the return to peaceful efforts in the search 
for a negotiated solution.\" 


3. (C) In an August 16 meeting with Charge on a range of 

issues 

confirmed these GOT responses. When asked about reactions of 
Arab League partners to Ben Ali\'s emergency summit proposal 
Sinaoui shrugged that \"we will find out\" at the Arab League 
Ministerial scheduled to be held in Cairo on Friday 

18. 
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4. (C) The local press continues its periodic coverage of 
Tunisian efforts to provide humanitarian aid to Lebanon and 

the Palestinian territories. For example 

21 telcon between Ben Ali and Prime Minister Siniora in which 
Ben Ali reportedly promised humanitarian assistance 

media reported that a bank account had been opened to accept 
donations from the public. In addition 

were launched 

campaigns. Tunisian media on August 14 reported that Ben Ali 
had asked the Minister of Public Health to send the collected 
blood and other medical supplies as soon as possible to the 
Lebanese and Palestinian people. He also directed that a 
medical team be dispatched to help treat the wounded. Charge 
asked Sinaoui about the status of these and any other efforts 

to provide humanitarian assistance. Sinaoui undertook to 

look into the matter and provide any relevant information. 
BALLARD 
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days of war 

will be crazy to expect UN soldiers to accomplish a mission that 
Israel couldn\'t. Besides 

force but only to a ceasefire. In the past 

Lebanon had to face violent attacks. As an example 

biggest number of military lives in a day since the World War Il 
1983 

headquarters in Beirut. In a suicide attack on the same day 
French headquarters as well lost 60 lives. Therefore 

following the right policy to wait for a second UN resolution to 
determine the duties of the peacekeeping force.\" 


Mustafa Karaalioglu of the Islamist-oriented Yeni Safak believes 
Turkey should help Lebanon: \"All the countries willing to send 
troops to Lebanon 
are not sure if they can trust Israel. In only one month Israel 
presented the whole world with a new crisis. Israel also revealed 
its rather ignorant policies when it bombed the UN office while it 
was hitting Hezbollah in Lebanon. The paradox lies right here: on 
one side there is the necessity of helping the people of Lebanon 
together with whom we cried for their losses during last month; and 
on the other side are Israel\'s tactics and success in involving 
other countries in its own problems. We need to debate the issue a 
little more.\" 


Tan Welcomes a US Special Coordinator for the PKK 
Turkish Foreign Ministry (MFA) Spokesman Namik Tan told the 
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Islamist-oriented Yeni Safak that the anticipated appointment of a 
US special coordinator for the PKK would speed up the struggle 
against terrorism. Tan said a retired military official could be 
named as US coordinator. \"The United States is the first country 
that has declared the PKK a terrorist organization. The US has 
provided Turkey significant help in the capture of Abdullah Ocalan. 
Bearing all that in mind 

meetings with the PKK 


Bush to Meet with Erdogan Early October 

Hurriyet 
responded positively to Prime Minister Erdogan\'s request for an 
appointment at the White House 
October 5-6. Angela Merkel is expected to visit Turkey accompanied 
by Turkish businessmen on that day 
off the German Chancellor\'s visit to the second half of October. 
Sabah notes the upcoming Merkel visit was important due to the 
critical nature of Turkey-EU negotiations 
to make a difficult choice between Merkel and Bush. 


Government 
All papers report that during talks with labor unions which kicked 
off on Tuesday 
employees it is ready to compensate them for losses incurred due to 
rising inflation. Public sector labor unions 
and KESK 
salaries 
in Turkey be raised to slightly above YTL 1 
bargaining talks will be completed in two weeks. 


TV Highlights 

NTV (7 a.m.) 

Domestic News 

- Opposition CHP leader Deniz Baykal warned the dispatch of 
peacekeeping troops to Lebanon would cause serious troubles for 
Turkey. 

- Two Turkish civil servants working on a road renovation project 
in the southeastern province of Bingol were abducted by suspected 


PKK terrorists on Tuesday evening. 


- Two Turkish soldiers have been killed in fighting with the PKK 
terrorists in the southeastern border province of Sirnak. 


International News 


- US State Department has released a statement to note the 22nd 
anniversary of the beginning of the PKK campaign of terrorist 
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violence against Turkey 
actions and lay down arms.\" 


- United Nations is planning to deploy a peacekeeping force of 
15 
deployment on the ground within 10 days 
begun pulling its troops out of southern Lebanon. 


- The Iraqi police on Tuesday closed down the \"Ocalan Institution 
for Literature and Research\" in Baghdad. The office 
political propaganda 
terrorists 
months ago. 


- A truck rigged with explosives detonated outside the offices of 
Patriotic Union of Kurdistan (PUK) in the northern Iraqi city of 
Mosul 


- The Iranian administration has launched a \"Holocaust cartoon 
exhibit\" as a response to cartoons of the Prophet Muhammad published 
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last year. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
WILSON 
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participate in the UNIFIL mission. Cigler understood the 
need for a quick response from participating countries to get 
the force up and running soon 

time for the Slovenian interagency process to work. He 
stated that the process would begin with the Ministry of 
Defense determining what options are available and forwarding 
that information 

Ministry of Foreign Affairs 

Relations Committee to make a formal decision. Cigler said 
that the earliest this would happen would be late next week 
as the government does not return from vacation until August 
24. 


3. (C) Cigler stated that several of the MFA\'s departments as 
well as the MoD\'s Office of International Cooperation are 
working on this issue 

the UN in New York to see what UNIFIL\'s needs are 
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it is certain that Slovenia will contribute in some way. 
Moving from official statement to personal views 

that he believes the Slovenian Armed Forces are stretched 
thin by current participation in operations in lraq 
Afghanistan 

another peacekeeping operation that requires combat 
sophistication would be difficult. He indicated that it is 
possible the MFA would look to other ways to contribute 
including the use of the Slovenian non-governmental 
organizations Together for post-traumatic child social 
services or the International Trust Fund for Demining for 
mine-related activities. Cigler also said the MFA is hoping 
to find money to increase its monetary contribution to the 
Lebanon effort from the current pledge of 20 

total pledge of 50 

ROBERTSON 
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the Israel-Hizballah conflict 

Lebanese civilian deaths and the massive destruction in the 
country 

reports that the SARG has deported four more Iranian-Arab 
Ahwazis back to Iran 

citizen. The Acting UNHCR Representative in Damascus said he 
was waiting for the Syrian MFA to clarify the report. End 
Summary. 


2. (SBU) ABDULLAH TRIAL: Father-and-son activists Ali and 
Mohammed Abdullah were charged August 14 in Military Court 
with insulting Syrian President Bashar al-Asad and security 
Officials 

situation. Charges against the father 

economic articles he had written in regional Arabic-language 
papers 

to an interview with al-Jazira television about the-then 

recent arrest of his father. The President of the 

Paris-based Arab Commission for Human Rights 

Daguerre 

Bensidrine 

unsuccessfully requested from Syrian authorities official 

legal documents detailing charges against the Abdullahs. 
Lawyers Faisal Badr 

present the Abdullahs\' defense scheduled for September 27. 


3. (SBU) FATEH JAMMOUS REMAINS IN CUSTODY: Communist Actio 
Party leader Jammous appeared July 24 in criminal court on 

charges of publishing \"false news that can diminish the 

nation\'s dignity 

(Note: In Jammous\' court appearances earlier this year 

interrogation focused on two public meetings Jammous held in 

Stockholm and London with Syrian expatriates to discuss the 
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situation in Syria 

Jammous\' lawyer at that time 

contained verbatim transcriptions of the discussions during 
those meetings 

recorded and passed on the recordings to SARG authorities.) 
During the July 24 session 

about an interview that he gave in London to a television 
channel 

bail. 


4. (C) DAMASCUS-BEIRUT DECLARATION DETAINEES: Six people 
who signed the Damascus-Beirut Declaration 

intellectual Michel Kilo and human rights lawyer Anwar 
al-Bunni 

of four signatories. SARG authorities have made progress in 
efforts to persuade as many as four other jailed signatories 
to withdraw their signatures 

who remain steadfast 

Organization for Human Rights in Syria (NOHR in Syria). 
Qurabi added that he had visited Kilo in prison recently and 
had found him frustrated over the lack of attention to his 
plight and that of other political prisoners. 


5. (C) TRAVEL BANS: The SARG has prevented in recent months 
civil society and human rights activists from traveling 

(reftel B). Although the bans are often not made public 

have heard from individuals whose travel has been banned or 
restricted 

Labwani 

(although he recently obtained permission for a 24-hour trip 
to London to attend a meeting of the Aspen 
Institute-Germany); and civil society activist and 

intellectual Radwan Ziyadeh 

Center for the Study of Human Rights (although Ziyadeh 
recently obtained permission to travel to Denmark to discuss 
the cartoon crisis. 
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6. (C) DAMASCUS DECLARATION: Despite the ongoing crackdown 
the Damascus Declaration (DD) group has continued to meet 
secretly 


SIPDIS 

detained Damascus Spring MP Riad Seif as its elected head 
well as a media committee and a follow-up committee. In the 
DD elections 

Abdulazeem 

opposition party) and Democratic National Rally spokesman 
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who had to settle for membership in the Secretariat 
according to new DD member and president of the banned Jamal 
Atassi Forum 

Embassy FSN. Pressure on the group continues 

Syrian security shutting down a meeting earlier this month 
despite members\' efforts to change the location of each 
gathering and to communicate via vague telephone text 
messages 

early August 

about the Israel-Hizballah conflict in support of the 
Lebanese \"resistance 

group should explicitly mention Hizballah 

added that this view was widespread in Syria 

civil society activists given the high civilian death toll in 
Lebanon and the widespread destruction of the country\'s 
infrastructure. (Note: Post is seeking a copy of the 
statement.) 


7 (C) NEW AHWAZI DEPORTATIONS?: The British-based Ahwazi 
Friendship Society stated in a news release posted on the 
group\'s Web site that the SARG has deported back to Iran four 
UNHCR-recognized Ahwazi refugees who had been detained in 
Syria. The four refugees are: Faleh Abdullah al-Mansouri 
60-year-old Dutch national; Gamal Obeidy 

student at Damascus University; and brothers Taher Ali and 
Abdulrasoul Ali Mazrae. UNHCR\'s Acting Representative 
Laurens Jolles told Poloff that his agency has formally 
requested the MFA to provide information about the 
whereabouts of the four refugees 

contrary to the Ahwazi society\'s report 

been deported in May around the same time as Saeed Saki 
(reftel C) and the others may still remain in SARG custody. 
(Embassy is still awaiting MFA response to our demarche on 
that deportation and plans to follow up.). 

CORBIN 
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came into office in 2005 

civilian ministry officials involved in corruption--Polyakov 
claimed that UN SYG Annan had rudely dismissed Yushchenko\'s 
personal plea in late 2005 to allow at least the Golan 

Heights mission to go forward 

corruption in Ukraine rather than worrying about deployments. 
Polyakov suggested that this negative experience continued 
to color the General Staff\'s attitude to rejoining UNIFIL and 
might affect the attitude of Yushchenko and the Presidential 
Secretariat. He personally favored an increased Ukrainian 


SIPDIS 
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deployment to Kosovo which could allow a country with troops 
deployed there to reallocate to UNIFIL 

work with the MFA to explore possibilities vis-a-vis UNIFIL. 


11. (U) Visit Embassy Kiev\'s classified website at: 
www.state.sgov.gov/p/eur/kiev. 
Gwaltney 
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the FNC\'s composition would be likely. Mullah guessed that 
most current members of the FNC 

would be listed as electors 

large enough for nearly every reasonably prominent citizen of 
a given emirate to participate. The public announcement of 
the electors 

centers and balance of power in the various emirates. 


5. (C) Mullah said he definitely would not/not run in the 
elections 

weakness and negate his chance of an appointed seat. He 
added that he had a 50% chance of an appointment (since he 
occupied one of Dubai\'s previous eight appointed seats -- 
which will now be limited to four) 

unsure of his chances of winning an election. Mullah 
speculated that many other members would have similar 
attitudes 

when the new FNC is finally seated. 


6. (C) Comment: The indirect election of half the FNC is a 
cautious first step toward introducing democratic principles 
even by regional standards. Nonetheless 

decrees -- along 

with Gargash\'s public assertions that elections would take 
place as previously anticipated before year\'s end (Al Bayan 
headline claims four months) -- indicate that the UAEG is 
serious about the initiative. We expect steady progress 
towards establishing the electoral colleges now that the 
National Electoral Committee has been named 

Gargash told the Ambassador would be a \"trigger...everything 
else will follow quickly (reftel).\" It may be premature to 
assess public reactions to the decrees 

that both government officials and the public were wary of 
elections in general because of their perceived negative 
consequences in Kuwait and Bahrain. Post will continue to 
monitor FNC-related developments. End comment. 

QUINN 
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TOXICITY AMONG INFANTS BORN TO HIV-1 INFECTED WOMEN\" 


Column 3 
REF: STATE 120703 


1. On August 3 

Lucero 

Foreign Affairs (DCTEC/MFA) 

Institutes of Health\'s (NIH) proposed award of a research project 
titled \"Assessment of Safety and Toxicity Among Infants Born to 
HIV-1 Infected Women 

covered in this project is under the direction of Dr. Esau Custodio 
Joao 

Brazil. 


2. The Embassy sees no adverse foreign policy implications with 
respect to this research project. We emphasize the importance of 
complying with Brazilian laws on the export of data and biological 
material. 


3. We are providing this assessment of foreign policy implications 

in advance of receiving approval from the Brazilian Government for 
the proposed research to go forward 

completing the domestic review process. Upon receipt of Brazilian 
approval 
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and directed military and police to respond to \"force with 
force.\" The President reportedly banned payment of any form 
of ransom by government 

and said communities harboring hostage-takers would be 
treated as accomplices. He called the hostage-taking a form 
of terrorism. News sources also reported the arraignment of 
four persons for the July attack and kidnapping from Conoil 
facilities in Bayelsa State. 


9. (C) We continue our coordination efforts with the GON 
diplomatic missions 

and to identify any medical conditions or supplies needed by 
the hostages. End comment. 

BROWNE 
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major textile firms exporting to Europe and the U.S. There is 
also a major new investment on the horizon for an 
export-ready apparel factory established by a Cyprus-based 
company known as Cami Textiles Group. Regarding extension of 
the African Growth and Opportunity (AGOA) third-country 
fabric provision 

which source fabric from abroad strongly favor the extension 
while Tanzania\'s largest vertically integrated textile firm 
Sunflag 

Tanzania (GOT) has come forth publicly in favor of extending 
the provision until 2015 

AGOA eligible countries during the fifth AGOA Ministerial 
meeting in Washington D.C. in June 2006. END SUMMARY. 


Tanzania\'s Textile and Apparel Production Facilities 

2. (U) Tanzania\'s textile industry appears to be moving 
forward in terms of productive capacity and export potential. 
There are currently 12 active textile/apparel manufacturers 
which have a total production capacity of more than 224 
million meters of dyed or printed fabric. Tanzania\'s Ministry 
of Industry 

industry employs approximately 12 

of whom are women. Approximately half of all textile/apparel 
firms are producing garments for the local market 

and \"kitenge\") as well as bed sheets and blankets. The 
following list highlights Tanzania\'s key textile factories 

the main products 

year) and employment figures: 


Factory Product Capacity Employment 
AtoZ Textiles | Garments 1 

Cami Apparel Garments 1 

Cami Suma Garments 320 
EverFit Uniforms 115 

Karibu Textiles Khanga 40 600 
Kilimanjaro Khanga 8 600 

Mbeya Textile Gray Cotton 6 500 


Musoma Textiles  Khanga/bed sheets 12 500 
Mwanza Textiles Khanga/bed sheets 15 1 
NIDA Textiles Khanga/bed sheets 9 800 


Namera Group Gray cloth 18 600 
Sunflag Garments 25 3 
Urafiki Textiles 1 

Yarn 


Gray woven fabric 23 
Printed fabric 24 


TOTAL EMPLOYEES: 12 
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3. (U) Of the 12 main manufacturers 

Textiles 

spinning cotton 

garments. Sunflag\'s fabric 

cotton ring spun and finished into knitted tops for men 
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women and children. Otherwise 

manufacturers primarily source their fabric from Asia: Karibu 
Textiles and NIDA Textiles buy their fabric from India and 
Pakistan 

and Cami Textiles Group buy fabric from China. According to 
the Managing Director of Cami Textiles Group 

fabric sourced from China is the only way to remain cost 
competitive in the low margin textile market that his company 
targets. 


New Textile Investment from Cyprus 

4. (U) Cyprus\' Cami Textiles Group 

six factories in Bulgaria 

investor in Tanzania\'s apparel sector. Cami Textiles Group 

has invested approximately USD 5 million in three factories 

in the Dar es Salaam area. In early 2006 

opened a small and medium sized factory 

Cami Suma respectively. In September 2006 

Group will open Cami Apparel 

factory in Tanzania\'s new Export Processing Zone (EPZ). Cami 
Textiles Group uses Mitsubishi sewing machines from Japan and 
sources the vast majority of its fabric from China. The 

following are the estimated number of machines and employees 
per Cami Group factory: 


Factory Machines (Mitsubishi) Employees 
Everfit 135 115 

Cami Suma 350 320 

Cami Apparel 900 1600 


Tanzania\'s Textiles Target Bargain Market 


5. (U) Currently 
exporting significant quantities under AGOA 
approximately USD 3.8 million worth of exports in 2005. The 
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company targets a low-end market with customers in the United 
States such as WalMart. Both NIDA and Urafiki Textiles 
export apparel to Europe 

market. With its new factory in the EPZ 

intends to begin exporting to the United States under AGOA. 
According to Lezmi 

already well-established relationships between Cami (in 
Bulgaria) and buyers such as WalMart and Champion. The 
remaining textile companies in Tanzania are primarily 
producing African printed fabrics (\"khanga\") as well as bed 
sheets and blankets for the local market. 


Comment: Industry Divided on Extension 

6. (U) While the Government of Tanzania (GOT) supports an 
extension of the AGOA third-country fabric provision 
industry view on the extension of third-country fabric 
provision is divided between those firms which are vertically 
integrated and those which are not. Sekela Mwaisela 

Desk Officer at the Ministry of Industry 

Marketing 

request to U.S. Congress 

eligible countries 

fabric provision from 2007 until 2015. 


7. (U) Because Sunflag is vertically integrated 

own yarns and fabrics 

from an extension of the AGOA third-country fabric provision. 
Rajeev Shah 

support an extension as it will defeat the purpose of 

building regional capacity. We have invested in modernizing 

our plant and machinery with the 2007 deadline in mind. If 

the provision is extended our investment will have no meaning 
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and we will be another tailoring shop exporting cheap labor 
from Africa instead of exporting value added garments made 
from African raw materials.\" Equally emphatic from the other 
side 

third-country fabric provision is not extended 

kill our chances to export under AGOA 

investment here in Tanzania as well as the new jobs our 
largest factory is ready to create.\" 

RETZER 
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is owned by the Ayatawa indigenous community 

reported financial links to the AUC paramilitary 

organization. According to press reports 

is a \"cash cow\" for the AUC. Colombian military and police 
intelligence services report that the FARC 59th Front carried 
out the attack. They noted that the Commander of the Front 
was under pressure by FARC Secretariat member Ivan Marquez to 
step up operations against infrastructure targets in La 

Guajira. The FARC confirmed their responsibility for this 

attack in a press statement 

being a financial front for the AUC. This is the second such 
attack on this cooperative 

stretch of highway between Maicao and the Venezuelan border. 
A previous attack in May 2005 was thwarted by the AUC and 
resulted in no known damage. 


4. (U) Ayatawacoop is one of 11 cooperatives jointly licensed 
by Ecopetrol and Venezuela\'s PDVSA to import fuel from 
Venezuela for distribution in the border region. It was 

started three years ago to stem the tide of smuggled gas from 
Venezuela. The fuel is purchased in Maracaibo at reduced 
prices and then distributed to the 11 cooperatives for sale 

to retail outlets throughout the region. 

WOOD 
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electoral process is illegitimate. Delays in posting results 
from Kinshasa 

whether the CEI can keep its promise of announcing 
provisional results by August 20. If no figures from the 
capital are posted in the next days 
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the self-imposed August 20 deadline become less probable. End 
comment. 
MEECE 
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focusing on supporting and consuming Mozambican products 
including clothing made in Mozambique. For this reason 
extension of the AGOA third-country fabric provisions is 
important to both the private business sector and the 
government. It is a critical component of potential AGOA 
export success and industry development. 


Column 3 
History 


2. (U) At its peak 

compromised 45 facilities 

garment factories 

for domestic consumption and export. However 

once thriving textile and garment industry experienced a 
rapid decline during the early 1990s 

plants were closed. (Note - There are six existing textile 
facilities 


3. (U) There are currently five garment facilities 

operating in Mozambique. Only one 

Maputo Clothing Company 

the US. Maputo Clothing Company employs over 400 
Mozambicans who cut 

maintenance and school uniforms. Maputo Clothing Company is 
responsible for nearly all of Mozambique\'s AGOA apparel 
exports 

(Comment: This represents a decrease from previous years and 
highlights Mozambique\'s struggling garment industry and the 
closure of factories. End Comment.) Maputo Clothing Company 
imports nearly all of the textile inputs for its clothing 

products from Asia 

the third-country fabric provisions end. This is 

particularly significant given the company\'s interest in 
expansion. 


4. (U) The current market for finished apparel products 
imported into the US under AGOA is the chef and other 
uniform market. In other countries the target market is 
also uniform supply 

men\'s dress shirts and sports clothing. Maputo Clothing 
Company\'s expressed interest in expansion would likely 
target department stores in the US for men\'s sport 

and dress clothing 
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were to phone Mubarak directly on this topic. The Ambassador 
noted that the USG was considering sending a senior U.S. 
envoy to Khartoum to raise the issue with the GOS directly 
(refs B and C). Awad strongly endorsed the idea of a visit 

to Bashir by a UN Security Council delegation 

that such a move would offer Bashir good political cover as 


Column 3 
it would show that the UN was willing to listen to his 
concerns. 


3. (C) Comment: Post strongly endorses refs B/C proposals 
to send a senior envoy to the region. Should that happen 
would make sense for the envoy to stop in Cairo to brief 
Mubarak afterwards on the conversation with Bashir 

seek his assistance in pressing the case for the UN Darfur 
transition. End comment. 

RICCIARDONE 


75097 

neighbors 

among others. Asad 

Syrian interests can not be ignored in 

ongoing diplomatic wrangling over the future of Lebanon and 
the region. \"No one likes hearing such attacks and 

criticism 

Negeiry said. While Asad\'s words certainly registered on the 
street where support for Hisbollah and its leader remains 
particularly strong 

the \"realities on the ground\" in Lebanon. Hizbollah is 
weakened 

southern border area of Lebanon 

strengthened. Nevertheless 

statements that could \"humiliate\" Hizbollah 

support in Egypt and elsewhere for the group was so palpable 
and since Hizbollah\'s disarmament had yet to take place. 


3. (U) Egypt\'s August 16 pro-government daily Al Gumhouriya 
responded to Asad\'s speech with disdain 

from a \"strategy of escalation\" that would damage Syria\'s 
interests. The front-page unsigned editorial accused Asad of 
\"getting high on someone else\'s victory\" and of 
hypocritically seeking to take advantage of the destruction 

in Lebanon. Furthermore 

doors 

did Syria take action to liberate the Golan or even defend 
Lebanon from Israel earlier when Syrian troops were there. 
Lebanese 

another civil war in Lebanon to pave the way for a Syrian 
return. At least one editorialist in opposition paper Al 

Wafd also criticized Asad for his \"boastful statements\" that 
he asserts could lead to another civil war in Lebanon and to 
angry reactions from Arab capitals. 


4. (SBU) Echoing popular sentiment among rank-and-file 
Egyptians 

the Egyptian Bar Association and MB Parliament members have 
been quick to endorse Asad\'s comments publicly and to repeat 
the major accusations that are leveled in his speech. Such 
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comments are likely to find voice in Friday mosque sermons 
and other Islamist channels of communication. 
RICCIARDONE 
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consider looking into some of his possible financial 
improprieties 

Oil-for-Food scandals. End Summary. 


THE COCK\'S CROW 


2. (C/NF) Uncowed and highly energized 

has moved to her sister\'s apartment 

own 

Israelis had made a mess of things by waiting so long to 
start the land invasion of southern Lebanon 

seems eager to leave Lebanon as soon as possible \"without 
doing anything\" to stop Hizballah\'s filtering back into the 
area. (Comment. This is acommon refrain we are hearing 
from the March 14 crowd. End Comment.) Their poor 
performance has emboldened the opponents of the March 14 
movement inside and outside Lebanon 

Hizballah-Syria-lran triumverate. In the wake of Hassan 
Nasrallah\'s smug 8/14 speech and Bashar al-Asad\'s bullying 
8/15 speech 

league with Israel 

about her safety 

a lesser extent Bashar\'s -- as merely a \"cock\'s crow\" 
following the \"victory\" over Israel. She is used to such 
things 

the \"Golda Meir of Tripoli\" during a Syrian-engineered 
campaign against her in 2002 in northern Lebanon. 


NEED TO BEAT THE IRANIANS IN REBUILDING 


3. (C) Moawad added that Nasrallah is playing an \"obvious 
political game\" to stem annoyance with Hizballah\'s war 
particularly by offering a $10 

that lost a home destroyed in the conflict. Acknowledging 
that Nasrallah has done an end run around any GOL-led 
rebuilding campaign 

vision for reconstruction within the Siniora government -- 
\"Fuad does not have a very professional outfit.\" She singled 
out Siniora reconstruction advisor Nabil Jisr and head of the 
Higher Relief Council Yehya Raad as especially incapable. 
Siniora needs to come up with an overall plan to present to 
the nation soon 

Hizballah will take control. She asked that the Ambassador 
give Fuad a \"morale boost.\" (Note. The PM told the Ambassador 


Column 3 

later that he is appointing a new 

of reconstruction efforts and will address the nation on the 
evening of 8/16. End Note.) 


4. (C) Moawad said that the GOL should concentrate on 
rebuilding the South 

penetrating 

Hizballah. Fairly brimming with ideas for rebuilding -- 
including low interest loans for housing and microcredit 
schemes for small businesses -- Moawad said she has been 
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trying to sit down with Siniora and others to discuss the 
effort 

theoretically oversees housing as part of its portfolio 
known to be in the pocket of Speaker Nabih Berri. End 
Comment.) \"It\'s urgent we show the government is here 
beat the Iranians 

action.\" She also suggested the GOL hire a professional 
advertising firm -- \"like Saatchi and Saatchi\" -- to get the 
message out to the people about all that the government 
opposed to Hizballah 


SYRIAN ALLIES RECEIVING SUPPORT 


5. (C) Moawad worries that if the March 14 movement does 
not get on track 

tip back in Syria\'s favor. She suspects that Defense 
Minister Murr 

game\" by stalling on LAF deployment and is in fact moving 
closer to his ex-father-in-law 

believes that her political rival in the murky world of 

northern Maronite politics 

Hizballah and being armed by Syria. (Note. On the way to 
the meeting 

sporting pictures of Nasrallah and Frangieh. End Note) She 
added that Frangieh is also receiving money from the 
half-Lebanese 

She believes that others in the pro-Syrian March 8 camp -- 
such as Wiam Wahhab 

receiving money 

Iranians. \"There is a flow of Iranian money 

\"The other side is acting 

the money they want.\" 


6. (C) While the March 8 camp is being buoyed by Syria 
claimed Moawad 
and financially. Claiming that Marwan Hamadeh and Walid 
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Joumblatt are \"both depressed 

one on the ground.\" Asking that the Ambassador keep this 
information quiet 

sell off the last of her father's property 

of her assassinated husband 


GO AFTER LAHOUD 


7. (C/NF) Moawad sees the removal of President Lahoud 
Syrian proxy and the most constitutionally-powerful Lebanese 
as the solution to what ails Lebanon. She urged that the USG 
\"be firm\" with Lahoud 

of his shady financial involvements. She mentioned 
particularly the Bank al-Medina scandal in which she believes 
Lahoud is deeply involved. (Comment. The extensive 
corruption involved in the Bank al-Medina scandal has never 
quite come to the surface in Lebanon 

threatens to bring down so many powerful Lebanese. End 
Comment) Moawad suggested the USG might be interested in it 
from a money laundering or terrorist financing angle 

could ask Interpol to look further into it. The Ambassador 
remarked that the Lebanese Prosecutor-General 

may have many documents related to Bank al-Medina which he 
would have to provide. Moawad also noted the oft-cited 
rumors that Lahoud\'s son Emile Emile was involved in the 
Oil-for-Food scandals 

documents related to OFF might be mined for incriminating 
evidence against the Lahouds. 


COMMENT 


8. (C/NF) We had expected Moawad to be dejected and 
frightened by the belligerent speeches of Nasrallah and Asad. 
Yet it was clear from the meeting that \'Sitt Nayla\' has a 

lot of fight left in her. Conspiracy theories abound in 

Lebanon 

what is rumor in all that she had to say about Syrian and 
Iranian support for opponents of the March 14 movement. But 
what is more important now is that the Siniora government 
appear organized and responsive to its citizenry 

allow Hizballah and Iran to fill the role of primary 
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benefactor in the South. Moawad\'s central point about 
needing to rally the GOL reconstruction effort is key to 
building up a strong 

continue to ask Siniora and his ministers about his needs for 
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getting this effort on track 

with Sami Haddad 

Safadi 

Siniora\'s pick for a new reconstruction coordinator 
Tahar 

work immediately. 

FELTMAN 
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behind schedule 

other contacts have told us the pipeline is complete 
delay is due to slow construction of the oil loading 
facilities at Port Sudan. End comment.) Ramadan was 
somewhat critical of the Malaysians 

the Chinese execute their contracts on time.\" However 
Ramadan said he is optimistic that the production from Blocks 
3 and 7 will start flowing at 130 

end of August and reach 200 

bring production to about 500 

(Comment: other industry contacts are less optimistic in 
their projections. End comment.) 
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6. (C) When asked if the Joint Committee conducts any 
inspections 

revenues 

the figures provided by the Ministry of Energy and Mining. 
He said the committee might conduct an audit at the end of 
the year. When asked if forward sales of petroleum were 
being considered or conducted 

confused by the question 

sold on the spot market. He noted that Sudan\'s Nile Blend is 
sold at a discount of \"4 or 5 dollars\" per barrel to the 
world benchmark (Brent crude) price. 


7. (U) Note: Reftel provides production and revenue figures 
drawn from notices printed in the local press. These figures 
are the same as those for which the Joint Technical Committee 
has signed. End note. 


8. (U) Bio note: Ramadan is from the town of Wau. His 
grandfather came from the north of Sudan 

family are southerners. He regards himself as a southerner. 
He is an accountant and worked for several years in Nigeria. 
HUME 
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frequently raised the issue in his conversations with President 
Bush. U.S. companies were now beginning to show interest in 
ethanol 

investors had entered the market 

of the firm Pacific Ethanol. Furlan stated that Brazil was actively 
seeking partners overseas and that he personally had traveled to 
Japan 

efforts. Furlan mentioned that President Lula had appointed him as 
the overall coordinator of a bilateral alternative fuels panel with 
Japan 

than the U.S. 


4. (SBU) The Minister remarked that Brazilian producers were 
ramping up 100 new sugar cultivation projects 

forest but land that had previously been devoted to pasture. The 
percentage of new cars sold in Brazil that sported flex-fuel 
technology had now reached 76 percent - versus 22 percent at the 
beginning of 2005 -- while the price difference between flex-fuel 
and traditional cars had dropped to zero. In closing 

pointed out that Brazil's biofuel effort went beyond ethanol and 
included biodiesel (a blend of regular diesel and vegetable oil) and 
H-Bio (a locally designed product in which vegetable oil and diesel 
are refined into a new substance.) 


5. (SBU) Ambassador Sobel noted that in the area of biofuels the 
USG was working hard on new technologies such as producing more 
efficient seeds and manufacturing ethanol from cellulosic matter. 
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Central America and the Caribbean could particularly benefit from 
greater use of ethanol production 

high proportion of income to GDP that a number of countries in those 
regions spend on fuel imports. 


Intellectual Property 

6. (SBU) Turning to the issue of IPR 

they had substantially improved their record on intellectual 

property rights. Enforcement aimed at copyright piracy had been 
strengthened 

inspections registering a marked increase. With respect to patents 
Furlan noted that the Brazilian patent institute (INPI) was working 
to improve its review process. On trademarks 

further advanced 

time required to obtain a trademark by 80 percent. Furlan invited 
the Ambassador to tour INPI facilities in Rio de Janeiro once that 
agency had completed its move to its new headquarters. The combined 
effects of the new building 
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software products 

in a real change in the way INPI does business. For his part 
Ambassador thanked Furlan for his help in ensuring that two of the 
three U.S. pharmaceutical firms threatened with compulsory licensing 
came to an equitable settlement with the GOB and urged Brazil to 
rapidly agree to terms with the third company. 


GSP 

7. (SBU) The Minister felt that U.S. multinationals were doing 
relatively well in Brazil 

ADM 

Indeed 

Paulo 

for low-income families had resulted in increased demand for PC\'s 
and laptops. He also noted that a decrease in grey-market computers 
has increased the sales of legitimate products. The early 2006 
termination of the U.S. copyright industry\'s petition to revoke 
Brazil's GSP benefits reflected an implicit bargain 

i.e. 

enforcement while Washington would maintain Brazil within GSP. 


8. (SBU) If in renewing the GSP the U.S. were now to exclude 

Brazil 

the belt\" and not in keeping with the positive tone of current 

bilateral relations. The Ambassador stated that the Administration 
was currently formulating its options on GSP 

Congress would ultimately decide whether it wanted to include Brazil 
within any renewal of the program or renew the program at all. The 
Ambassador took the opportunity to pass to Furlan reftel demarche. 
(Econ Counselor subsequently passed demarche points to the Ministry 
of External Relations.) 


Investment and Engagement 

9. (SBU) The Ambassador stated that in a prior meeting with one of 
President Lula\'s high-level policymakers 

noted that it was key to bring the benefits of democracy and 
economic growth to all within the hemisphere. The way to do this 
he continued 

capital. The Ambassador stated that he planned to do his part by 
bringing players in U.S. capital markets to Brazil. Minister Furlan 
welcomed the Ambassador\'s remarks 

already afoot in the Sao Paulo Stock Exchange as that entity was 
engaged in merger talks with its Argentine counterpart. The 
Ambassador observed that Brazil could attract greater foreign 
investment - and assist its own private sector in the process - by 
concluding a bilateral tax treaty with the U.S. Minister Furlan 
agreed that such an accord would be desirable 

lead on this issue was with the Finance Ministry. 


Column 3 
Comment 


10. (SBU) In Minister Furlan we have a very useful and practical 
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interlocutor 

about positive solutions on such hot-button issues as compulsory 
licensing of pharmaceuticals. While on many of the items on our 
trade agenda he is not the ultimate decision-maker 

influential in making our dialogue with the GOB friendlier to the 
interests of U.S. businesses. 


Sobel 
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75104 

75105 

75106 

planned to address the Lebanese nation this evening to 
explain the peace 

gain with implementation of UNSCR 1701. Siniora acknowledged 
that he\'s walking a tightrope with Hizballah 

projected confidence that his approach will succeed in the 
long run. The Prime Minister once again asked the U.S. and 
the international community to give him tangible results to 
win the battle for Lebanese hearts and minds 

specifically 

seaports. He said that he sought German help on ports and 
borders (but did not specify what exactly he requested or was 
offered). He seeks international recognition that Shebaa 

will be addressed. Finally 

GOL appeared to abdicate initial reconstruction to Hizballah 
PM Siniora is placing Lebanon\'s reconstruction effort under 
the leadership of Ghassan Taher 

of former Prime Minister Rafiq Hariri. End summary. 


2. (SBU) Prime Minister Fouad Siniora met with the 
Ambassador and poloff at the Grand Serail on August 16. 
Senior advisors Mohammad Chatta and Rola Nouraddine also 
attended the meeting. The Prime Minister was in better 
spirits than we have experienced lately. He expressed 
confidence that things were going relatively well. A number 

of Government Ministers 

Trade Sami Haddad and Minister of Finance Jihad Azour 
departing his office as we arrived. 


PRIMARY MISSION: LAF DEPLOYMENT 
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3. (C/NF) PM Siniora emphasized that most of his energy now 
is directed toward moving the LAF quickly into positions in 

the south 

to the people of Lebanon that a sea change has occurred. He 
stated that if the Army could establish its authority in 

heretofore denied territory 

but to fall back. In his analysis 

afford a clash with Lebanese troops. 


4. (C/NF) Referring to his almost constant communication 
with Speaker Nabih Berri 

already committed itself to two necessary steps: it would 
turn over all of its fixed bases to the LAF 

have no \"conspicuous 

once the army deployed. Siniora also said he had extracted a 
promise that no area of south Lebanon would be \"out of 
bounds\" for the LAF. (Note: For several years 

not been permitted to enter nor overfly certain Hizballah 
\"training areas\" in the UNIFIL area of responsibility. End 
note.) 


5. (C/NF) Speaking metaphorically 

don\'t go to the south 

the south for him.\" Siniora assured the Ambassador that his 
Government was asking more from Hizballah than what most 
observers believed. He indicated that Lebanon\'s army will be 
taking the first steps toward deployment \"within a very few 
days\" and that full deployment would be completed within 
three weeks. He said that he expected to secure cabinet 
approval later that evening for the LAF deployment 

Siniora described as a historic opportunity he did not wish 

to miss. 


CLARIFICATION REQUESTED 


6. (C/NF) PM Siniora complained about two issues: the 
mixed message he says is being put out by the UN and the lack 
of attention being paid to Shebaa. Siniora maintained that 

Geir Pedersen 

Lebanon 

representatives that 

worry\" about disarmament until \"the second phase.\" If this 
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information 
difficult discussions with Nabih Berri that much tougher. 
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7. (C/NF) Siniora also asked exactly when the international 
community was going to address Shebaa in a manner that would 
allow his Government to use the issue as a battering ram 
against Nasrallah. He reiterated that if the international 
community 

Friday 

issue 

instrument they need to crystallize the argument that it was 

the Government of Lebanon that achieved recognition of Shebaa 
through negotiations on the resolution 1701 -- and not 

Hizballah. The Prime Minister strongly stated 

issue 


8. (C/NF) PM Siniora also addressed the deployment of 
\"UNIFIL-plus 

empowering the LAF in its difficult mission. Describing his 
concept of the impending operations in the south 

said UNIFIL should not be overly \"pro-active 

supply those capabilities the Lebanese force still lacked 
especially in the fields of intelligence 

transport. Once again 

confidence in the commitment 

army 

a modern army. He re-emphasized that the first elements to 
enter former Hizballah positions and collect arms would be 
the LAF 


THWARTING NASRALLAH 'S ATTEMPTED COUP D\'ETAT 


9. (C/NF) PM Siniora made clear his awareness that Hassan 
Nasrallah was attempting to achieve in the post-conflict 
phase what Hizballah could not achieve in the war 

virtual coup d\'etat of the Government by assuming 
governmental responsibilities and authorities. Siniora was 
convening a session of his Council of Ministers that evening 
and said he would also address the nation in a televised 
speech. He intended to clearly explain what Lebanon achieved 
and what it suffered. Siniora said he planned to compare the 
costs suffered by both Lebanon and Israel -- and to make the 
point that if this is what \"victory\" looks like 


10. (C/NF) From his remarks 

considers Hassan Nasrallah\'s claims of victory to be absurd 
and almost obscene considering the loss of innocent life. 
Siniora said that the people of Lebanon may still be in shock 
at the violence of the conflict 

enough to understand the high price Nasrallah forced them to 


pay. 


11. (C/NF) The Prime Minister emphasized that his goal 
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tonight was to describe his vision of an \"inclusive\" state 
where an empowered government fulfilled its responsibilities 
to all its citizens in all the country\'s regions. 


RECONSTRUCTION 


12. (C/NF) Faced with the enormity of the imminent 
reconstruction of the country 

his office has too few resources to manage every aspect of 
what appears will be a multi-billion effort. With regard to 
the significant sums of aid being pledged 

states 

states to execute various projects 

to the Government\'s overall plan. 


13. (C/NF) He confided that in the next few days 

appoint Ghassan Taher 

had previously worked closely with former Prime Minister 
Rafiq Hariri 

in the airline sector. In Siniora\'s view 

Shia from south Lebanon 

ministers and Lebanon\'s sectarian communities. He also 
stated that Taher would be assisted in his work by the 
Minister of Finance and Minister of Economy and Trade. 
(Note: Our FSN staff describes Taher in glowing terms. End 
note.) 


14. (C/NF) Siniora said he doesn\'t want all the promised 
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aid to be forced through the \"cube\" of government 
that market forces and the international aid community may 
provide better efficiencies and be more agile. 


BEIRUT INTERNATIONAL AIRPORT -- A SYMBOL 


15. (C/NF) The Prime Minister ended the meeting with a 
renewed appeal to expedite the re-opening of Beirut 
International Airport 

argued that not only were these avenues of commerce 
critically important for economic recovery and the 
reconstruction effort 

national sovereignty. 


16. (C/NF) He insisted that U.S. concerns about Hizballah\'s 
long-standing control of the airport were being addressed as 
he spoke. He asked the Ambassador to discuss the particulars 
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with Minister of Interior Ahmed Fatfat 

principal improvement involved replacement of 
Hizballah-influenced elements of the LAF stationed at the 
airport with more independent (and Sunni dominated) ISF 
personnel. 


17. (C/NF) In a brief meeting with Minister Fatfat 
afterwards 

Yassir Mahmoud (Druze -- someone Walid Jumblatt told us 
separately could be trusted) had been selected by ISF 
Commander General Rifi to serve as the \"president of a 
committee\" that will supervise the security of the Beirut 
airport. That committee took up position today. Fatfat also 
indicated that Cabinet approval was not needed because the 
applicable Ministries of Finance 

had already authorized the appointment. Minister Fatfat said 
these changes were being implemented immediately 

an eventual 400 new ISF personnel already stationed at the 
facility. 


18. (C/NF) The PM expressed deep impatience with the 
Ambassador\'s suggestion that the airport be opened to 
passenger traffic in stages 

being an air bridge to Amman as security procedures were put 
in place. The blockade on the airport 

must be lifted entirely 

and restore a symbol of Lebanon\'s sovereignty. The 
Ambassador asked Siniora about requesting UNIFIL or 
international assistance to help ensure proper security. 
Siniora said that he had already talked with the German 
Foreign Minister about this 

inclined to help. (The PM interrupted the meeting to ask an 
aide to place a call to the Germans.) But Siniora 

line of people waiting to see him 

exactly what the Germans might provide. Walking the 
Ambassador to the door 

not understand that its measures hurt the GOL much more than 
they hurt Hizballah. Hizballah can still sneak people across 
the Syrian border 

beg for spots on French or American helicopters 

the impression of collusion and impotence. 

FELTMAN 
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contribute to an expanded UNIFIL and that he thought it very 
unlikely that this decision would be overturned. (Note: 
Cappagli\'s statements confirm Argentine media reports this 
morning quoting Deputy Foreign Minister Roberto Garcia 
Moritan that the GoA would not contribute to a Lebanese 
peacekeeping force. End note.) Cappagli said official 
instructions to this effect were being conveyed now to the 


Column 3 
Argentine mission in New York. 


2. (C) Cappagli said a number of factors influenced the GoA 
decision. While the GoA was \"very pleased\" with the passage 
of UNSCR 1701 

issues which made Argentine participation \"very difficult.\" 

He mentioned as examples the mandate of the force (\"between 
chapter six and seven\") 

and the timing of troop withdrawals. However 

that ultimately the decision not to participate had been 

based on domestic political reasons. Argentina 

both a large Jewish and Middle Eastern population which 
currently live together harmoniously. The government 

said 

political or security problems through participation in a 

Middle Eastern peacekeeping force. 


3. (C) Charge asked Cappagli about media reports that the 
Argentine decision not to participate was based on Brazil\'s 
reported decision not to contribute to UNIFIL. Cappagli 
denied there was any bilateral connection to the GoA\'s 
decision. 

MATERA 
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events in neighboring Mali. In the separate meetings with 

the DefMin and FM 

visual of 80 parachutists in a region so near the Mali 

border and the possible misinterpretationo of the exercise by 
agitators in the region (creating an unwanted magnet effect). 
Moreover 

confidence) that Libya exerts pressure as it relates to 

Niger\'s military cooperation and that Tandja expressed 
concern about possible support coming from sources in Libya 
to agitators if the exercise were to occur at this time. 

(Note: Libyan Ambassador to Niger Alboukhari Salem HODA is 
the dean of the diplomatic corps. During my courtesy call on 
him 

personal friend of Libyan leader Khaddafi on a political 
appointment as Ambassador to Niger. End note.) Mindaoudou 
stated that the cancellation of this exercise is an anomaly 

that there remains interest in conducting such an exercise in 
the long term 

conducting such an exercise before the end of the fiscal 

year. Further 

partner in the global war on terrorism (GWOT) 

partnership with the USG and very much wants to continue the 
outstanding cooperation it has with the USG on military 
matters and in other domains. (Comment: While no GON 
official has stated the recent crisis in the Middle East had 

an effect on the GON\'s actions 
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may have played a role in Tandja\'s thinking. Local Lebanese 
restaurants around town have been posting graphic photographs 
of the situation in Lebanon and local Islamic leaders have 
held peaceful demonstrations/vigils of support for the 
Lebanese people 

Moreover 

Lebanon-related foreign policy question he received during a 
press conference on a range of issues (primarily with a 
domestic focus) 

diplomatic relations with Israel and that the GON wanted a 
cessation of the violence. End comment.) In sum 

U.S. boots on the ground clearly is too uncomfortable for the 
GON at this time 

similarly uncomfortable with another exercise earlier this 

year 

neither the DefMin nor FM indicated a long term postponement 
of military exercises and suggested that activities could 
resume at a later date 

in the Defense Ministry informed Embassy DATT that they do 
not expect to be able to conduct any \"boots-related\" 
exercises for the remainder of the calendar year. Embassy 
will take advantage of Admiral McCraven\'s imminent visit to 
further discuss with senior GON officials the possible 
timeframe for resumption of military exercises in Niger. End 
summary. 


2. (SBU) Embassy DATT and | met with DefMin Souley (together 
with GON Col. Garba) concerning the scheduled August 15-30 
JCET exercise 

relationship. | expressed USG disappointment that the 

exercise was cancelled at the last minute 

planning time and the tremendous amount of human and material 
resources that would be lost as a result. | emphasized to 

Souley that we consider the GON a strong partner in the GWOT 
that we believed that the planned exercise would have been 
extremely beneficial to both partners. Further 

that we needed clarity (without the sugar coating) as to why 

the exercise had been cancelled 

we can count on partners to follow through with proposed 
activities. | stressed that EUCOM cannot risk planning 

exercises under a cloud of uncertainty and that a lack of 
confidence in the partner could lead to resources and 

training activities being diverted to more certain partners. 
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| added that the USG hoped this was not an indication of the 
GON moving in a new direction. 


3. (SBU) DefMin Souley assured me that the GON is not moving 
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in another direction 

GWOT 

the world. He indicated that the &environmental context8 
caused the GON to cancel the exercise 

concerned that agitators in neighboring countries (most 
notably in Mali) might misread the exercise as a threatening 
operation and result in Niger receiving unwanted attention. 

He stated that | could get a more thorough explanation from 
the FonMin upon her return to the country 

GON is not moving in a new direction. Souley asked about the 
possibility of delaying the exercise a bit and my discussing 
possible alternative time frames with the FM. He also asked 
whether the USG could propose annually a plan of activities 
for GON review. He spoke of other GON military needs (such 
as repair of its C-130). He also suggested that a signed 
annual agreement would be binding on the GON and would be 
consistent with what the GON does with other partners 
(notably France and Morocco) 

military packages piece meal. 


4. (SBU) DATT noted that the Embassy had proposed via 
diplomatic note that an annual plan be developed and that 
until today\'s meeting 

in such a course of action. He pointed out that the Embassy 
does provide a list of proposed activities with as much lead 
time as possible and would prefer to work from an annual or 
longer duration plan of activities. 


5. (C) In reply to the DefMin\'s question about the 

possibility of delaying the exercise to a later period 

DATT and | indicated that the window to conduct the exercise 
was extremely short 

contractual obligations. We stated that we understood 
contractual obligations must be completed before COB 
Wednesday 

the relevant parties whether a few days delay were possible. 
In response to the DefMin 

bilateral mil-to-mil cooperation and other assistance (Such 

as the repair of the C-130) 

remains an obstacle. DATT added that we have managed the 
current level of cooperation under the OEF-TS 
counterterrorism umbrella 

range of cooperation would be possible. | closed by noting 
that it would be useful for both governments to formally 
outline its respective interests 

notes and see what interests we have in common and what is 
doable 

program parameters. DefMin agreed and suggested that | raise 
that matter in my discussion with the FonMin. 


6. (S/NF) | reached GON Foreign Minister Aichatou Mindaoudou 
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(in Paris) by phone on the night of August 14 

disappointment in the GON decision to cancel the exercise. 
Mindaoudou asked me when the exercise was to take place. 
(Note: That information had been sent by diplomatic note to 
the Min. of Defense (MOD) through the Min. of Foreign Affairs 
(MFA) months ago. End note.) | informed the FonMin that the 
team was to arrive this week and that | understood that we 
had a short window to proceed with the exercise due to end of 
fiscal year obligations 

critical date. She asked whether | could look into the 
possibility of delaying the exercise a few days 

would have a better sense of things upon return to Niamey. | 
agreed to her request and we agreed to meet Wednesday 

at 9:00am at the Ministry of Foreign Affairs. At that point 
Embassy remained optimistic that the exercise could possibly 
move forward 


7. (S/NF) In my meeting with FM Mindaoudou this morning 
(August 16) 

called off the exercise due his concerns about the recent 
events in Mali and concerns that the exercise might attract 
the wrong kind of attention from agitators in the area. She 
said the President was particularly nervous about the timing 
of the exercise so close to the recent attacks on the 

military base in Kidal and that he was feeling some pressure 
from Libya. (Comment: Although President Tandja is the 
President of ECOWAS 

of that position to influence matters in the region. End 
comment.) Mindaoudou indicated that the GON remains 
interested in this type of exercise 

down the road. | reminded the FM that this exercise had been 
programmed some time ago 
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the DefMin on August 14 about the extensive preparation time 
and tremendous amount of human and material resources that 
has been expended to date for the exercise. | stressed that 

if there were no possibility to conduct the exercise this 

fiscal year 

for future GON training requests. | added that | hoped this 
was not an indication that the GON was going in another 
direction in the GWOT. | also raised the possibility of 
including the MFA in informational meetings on the various 
military activities/programs that might be feasible for the 

GON 

officer would be available for such meetings. 


8. (S) The FM (as was the case with the DefMin) also 
emphasized that President Tandja wanted it made clear that 
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the GON is still a partner in the GWOT and very much wants to 
continue the outstanding relationship and cooperation it has 
with the USG. She also noted that President Tandja is aware 
the Nigerien military is extremely unhappy about the 

President 

Tandja is adamant that the current timing is not good. She 
reiterated a hope that the exercise could be revived at some 
point at a later date 


9. (S/NF) At both the DefMin and FM meetings 

Admiral McCraven 

opportunity the Admiral\'s visit presents to discuss the 
US-Nigerien mil-to-mil relationship. | reiterated that it 

would be useful for the MFA to be represented in some of the 
military meetings 

communication. The FM indicated that her military liaison 
officer will prepared to attend meetings to which he is 

invited. She also informed me that she will be in town for 

the next ten days and available as needed. 


10. (U) In sum 

proposed exercise to go forward this fiscal year 
potentially for the remainder of the calendar year. Admiral 
McCraven 

will be useful in our dialogue with the Nigeriens on military 
matters. 

ALLEN 
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Republican 

August 14. Claiming that the men\'s detention in two separate 
prisons located far from the capitol was illegal 

they would appeal on that basis 

present its case 

prosecution finished its arguments. While an appeal on the 
basis of the incarceration may have legal merit 

in the defense\'s case would appear to. By writing a 
completely unsubstantiated piece on Niger\'s supposed foreign 
policy \"realignment 

position where the Government of Niger (GON) could use the 
country\'s defamation statute to punish them for their 
previous reporting on corruption issues. The government\'s 
willingness to pursue journalists via libel / defamation law 

has long posed a challenge to press freedom in Niger. It\'s 
recent invocation by Prime Minister (PM) Hama Amadou suggests 
that the GON will continue to respond to the more flagrant 
instances of opposition commentary in the same way 

the government will not move to reform the country\'s libel / 
defamation statutes anytime soon. END SUMMARY 
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THE TRIAL 


2. In a day-long proceeding on August 14th 

presented its case 

dissemination of false news and defamation of the government. 
The prosecution requested eighteen months of imprisonment for 
both men. For its part 

courthouse\'s large and sympathetic crowd of civil society and 
opposition activists with their dramatic walk out. However 

they also seemed to acknowledge the legal weakness of their 
case - Nigerien law permits the government or its officials 

to pursue both criminal and civil penalties for defamation - 

and concentrated instead on the procedural issue of the men\'s 
incarceration. After their initial court appearance and 

indictment on August 8 

to two separate prisons 

km distant from Niamey. Only their immediate relatives and 
lawyers were allowed to visit them. The defense team claims 
that this made it difficult for them to access their clients 

and that it constituted a violation of Nigerien law 

which defendants undergoing trial are generally kept in the 

civil prison of Niamey. We expect a decision on the appeal to 
be made by the Niamey Court of Appeals within two days. If 
the Court of Appeals rejects the case 

be convicted and sentenced by the Regional Court on September 


3. In a press conference on August 5 

that the libel and defamation laws used to prosecute Abou and 
Keita were a tool that the GON would not put down anytime 
soon. Referring to the Conseil Superior de la Communication 
(CSC) 

PM noted: \"It\'s true that the CSC is there to regulate 

we have believed that there is no regulation. Therefore 

while we wait for the CSC to play its role 

will take its responsibilities: if anyone violates the law 

with respect to the professional code of ethics 

revoke their license 

radio station \'(for example)\' could call people to engage in 
civil war.\" This sentiment 

the defamation case against Abou and Keita suggests that he 
has moved some distance from the stance he adopted in 2004 
and 2005 

libel and defamation. A bill to that effect has been pending 
before the National Assembly for over a year 

sign of progressing toward passage. 
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4. Press freedom in Niger can only advance hand in hand with 
the professionalization of the press. As noted reftel 

and Keita are not being prosecuted for their allegedly 
defamatory article on foreign policy 


NIAMEY 00000865 002 OF 002 


prosecuted for their excellent investigative journalism 

during the PDDE scandal. However 

violated media ethics and 

men opened themselves to prosecution. The same scenario has 
played itself out time and time again 

opposition media organs or journalists in question have been 
far less responsible than \"Le Republican.\" By publishing 
rumor as fact and vitriol as opinion 

media does a disservice to the public and sets itself up for 
one legal fall after another. END COMMENT. 

ALLEN 
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Iraq Federal Region is a done deal.\" He indicated that while a 
final vision for a federal province in south-central has yet to 

be agreed upon the overall concept of a federal region for 
south-central was widely accepted by Shiites and Kurds 
throughout the country. One major detail had apparently been 
resolved though 

that there should be a singular south-central federal region 
comprised of nine provinces and not two or three smaller federal 
regions in south-central Iraq as some had been advocating. He 
went on to add that this \"super\" federal region would be located 
within a unified Iraq and that Baghdad would be a federal region 
unto itself. 


4. (C) \"Shiite leaders consider that they have accomplished 
nothing after the liberation without achieving the federal 

state 

instructions from SCIRI leader 

efforts and people to advocate the necessity and importance of 
establishing the nine-province state. Jalal went on to say that 
Badr had begun applying pressure to those who opposed a 
federalist solution. Jalal noted that the Sadrists and the 
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Fadheela Party remain the primary opponents to federalism and by 
extension the Provincial Councils of Basrah and Missan 

Sadrists and Fadhella control the voting majority on the 

Provincial Councils of these two provinces. Minus the Sadrists 
and the Fadheela Party 

(UIA) members support federalism 

indicated that Badr had already begun massive grass-roots 
initiatives in an effort to pressure these two parties through 

their base. As SCIRI holds the majority rule in seven of the 

nine Provincial Councils in south-central Iraq 

be applied singularly to the provinces of Basrah and Missan. 

Jalal said that within both provinces Abdel Aziz Al Hakim and 

his son have been meeting regularly with community and religious 
leaders for the purpose of advancing their federalist vision. 
Ultimately 

to fight federalism and noted 

the two provinces to see a federal state realized as we (SCIRI) 
hold the majority vote in the Iraqi Council of Representatives.\" 


5. (C) When pressed on a possible time frame for the realization 
of a south-central federal state 

discuss the draft law for a federal system come September. He 
went on to add that a resolution would be passed shortly 
thereafter 

resolution. With the full support of SCIRI 

significant portion of UIA\'s voting block and seven of the nine 
Provincial Councils of south-central Iraq 
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passing a federalism resolution through the COR would be a 
matter of course. When REO staff inquired further on the 
apparent hasty manner in which Badr is handling this critical 
matter 

passage of a resolution primarily because of the real 
possibility 

be able to retain control of the critical seven south-central 
Provincial Councils set to be included in the proposed federal 
region. 


6. (C) Comment: Perhaps most startling was the admission that 
SCIRI may in fact lose governing authority in several provinces 

in south-central Iraq. Such a frank admission suggests that 

SCIRI may be losing favor among the masses and the Sadrists and 
Fadheela Party may be in a position to gain from this disfavor. 

As such 

base in the event that their time line for a final federalist 

resolution falls through. Further 

suggesting that if SCIRI were to lose the majority rule of some 
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or all of the seven south-central Provincial Councils 

under its charge 

such a way that the SCIRI vision of a nine province 
south-central federal state be squashed in its infancy. Though 
Jalal paints a somewhat overly optimistic picture of how 
federalism will spring forth within the coming months 

remains that SCIRI and its federalism allies have the 
legislative muscle to squeeze a federalism resolution out of the 
COR in the time frame Jalal put forth 

efforts are not countered by significant popular or political 
opposition. End Comment. 

FONTENEAU 
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these perceptions persist 

their hopes of an ATPDEA extension. End comment. 
GREENLEE 
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Meanwhile 

particularly those members whose districts include ports where 

Brazilian GSP imports enter. Our interlocutors have also employed 

the argument that dropping Brazil from GSP would simply provide 

China with greater space to increase its exports to the U.S. As far 

as we know 

graduation from GSP is Cummins 

USDOC. Others may make their views known as the debate progresses. 
End Summary. 


GOB Reaction 

2. (SBU) In an August 8 meeting with the Ambassador (reported 
septel) 

said that in the wake of all that the GOB had done positively on 
copyright piracy 

policymakers here would take this badly. The early 2006 termination 
of the U.S. copyright industry\'s petition to revoke Brazil's GSP 
benefits reflected an implicit bargain 

would continue to improve its performance on IPR enforcement while 
Washington would maintain Brazil within GSP. Furlan noted that 
recently Brazil and the U.S. had improved their trade relations 
through the Commercial Dialogue that he and Secretary Gutierrez had 
inaugurated during the latter's June 2006 visit to Rio de Janeiro. 

He worried that a negative decision on GSP might halt momentum as 
Brazil would see this as \"hitting below the belt.\" 


3. (SBU) On August 9 

this line in a conversation with the Ambassador 

USG were to withdraw GSP benefits from Brazil such a move would 
reinforce \"negative elements\" within the government community with 
respect to the United States. Brazilian Ambassador to the U.S. 
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Roberto Abdenur has made similar comments in various meetings with 
USG policymakers. 


Private Sector Views 

4. (U) Industry officials repeat the line that withdrawing GSP 
would be contrary to the spirit of our mutual commitments on IPR. 
As one influential private sector spokesman asked us 

local business community is leading the fight against IPR piracy 
why punish Brazil now? Meanwhile 

of Commerce (the largest AmCham in the world) estimates that Brazil 
could face losses of US$300 million to US$ 400 million a year if 
removed from the GSP. The AmCham is taking its case against 
graduation directly to the U.S. Congress as it has just sent letters 
to 55 representatives and 38 senators informing them of the 
importance of GSP imports from Brazil for the companies in their 
district. The AmCham has 

districts include ports which receive Brazilian GSP imports. 


5. (U) For instance 

AmCham notes that in the 11th Customs District (comprising ports in 
the Philadelphia area) 31.36 percent of its GSP imports 
(representing US$126.7 million) come from Brazil. The principal 
Brazilian GSP products exported to the 11th Customs District 
included wood 

nuclear reactor parts. The AmCham noted that duties for Brazil\'s 
GSP exports to the district ranged from 0.4 percent to 29.8 percent 
with the averaging tariff coming in at 4 percent. All told 

AmCham calcualates 

over US$4.8 million because of Brazilian eligibility for GSP. The 
AmCham presented similar figures for the Customs Districts of 
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Baltimore 
New Orleans 


The Possible Impact of China 

6. (SBU) Finally 

shown increasing concern about the impact domestically of rising 
imports from China. Given their worries about GSP 

broadening their focus to argue that graduating Brazil from GSP 
would only further Chinese penetration (at their expense) into the 
U.S. import market. In a recent meeting with the Ambassador 
Roberto Gianetti da Fonseca of the influential Industrial Federation 
of the State of Sao Paulo employed precisely this line of thinking 
observing that Brazilian exports would simply be replaced by Chinese 
goods. As the debate here progress on these issues 

other interlocutors will reiterate this point. 
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the armed gang members and entice them to lay down their 
weapons. Alexis acknowledged the HNP\'s inability to combat 
the insecurity in the capitol city and announced his support 

for the creation of an additional armed force 

gendarmerie. The chamber of deputies and the senate both 
pushed for the re-establishment of the army (abolished by 
former President Aristide) noting that an armed force was 
constitutionally mandated. Alexis\' appearance seems to have 
quieted parliamentary criticism of the government and 
MINUSTAH -- after most parliamentarians were prepared to 
boycott UNSYG Annan the previous week (ref A) -- and 
redirected parliamentary debate on security toward the issue 
of a new armed force. End Summary. 


3. (U) The CSPN 

ministers of interior and justice 

the inspector general of the Haitian National Police (HNP) 

and the secretary of state of public security appeared before 
the chamber of deputies and the senate on August 10-11 
twice delaying their appearance and generating much criticism 
within parliament. Prime Minister Alexis answered 
parliamentary questions about the rise in violence one day 
after President Preval announced his ultimatum to the gangs 
&give up your arms or face death.8 (ref B). 


4. (U) Alexis attributed the rise in violence to criminal 

gangs 

deportees. He stressed that the government was prepared to 
use force to confront the armed gangs. He acknowledged that 
the disarmament program had not yielded positive results 

but that the government was leaving a door open to dialogue 
wanting force to be its last resort 

plan as the \"carrot and stick.\" 


5. (U) Alexis said that Preval was in contact with all 

sectors; MINUSTAH 

the political class to accomplish disarmament and create a 
more stable society. Alexis admitted that the HNP was not 
equipped to take on the gangs and the government was in the 
process of creating a plan for reforming the police. He 
additionally announced the executive\'s support of a \"new 
force that would guarantee the peace of the country.\". He 
emphasized the necessity to have reform in the justice system 
and to create social programs for those living in 

impoverished slums to treat the problem of insecurity from 
several angles. 
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6. (U) The chamber\'s president of the public security 
commission applauded the CSPN 

advocated for a deadline to gang members. Several members 
also encouraged the creation of a Haitian army 

the constitution established both a police force and a 

national army. The deputies agreed to allocate funding for 

this force in the upcoming budget and asked the PM to present 
a plan to create an armed force. 


7. (U) The members of the Senate defense 

security commission submitted a proposal to the CSPN 
recommending the creation of a Ministry of National Defense 
and several changes in the MINUSTAH mandate to facilitate the 
immediate preparation of this armed force. These 
recommendations included: 

-- a MINUSTAH contingent of instructors and experts with more 
specific qualifications to train the contingents of a 

national security and defense force; 

-- donation of basic military equipment to the defense and 
security units newly formed under the supervision of the 
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United Nations; 

-- withdrawal of MINUSTAH only when new Haitian forces are 
fully operational; 

-- establishment of a timetable for the training of new 

defense units by MINUSTAH; 

-- increased involvement of MINUSTAH in social and public 
works; 

-- Establishment by MINUSTAH of two new training centers for 
police in the North and the South. 


8. (SBU) Comment: Following on Preval\'s much more aggressive 
public stance against the gangs (ref) 

appears to have mollified the parliamentary criticism of 
government inaction on crime that reached its peak during 
Annan\'s visit 

statement in support of a gendarmerie and with a significant 
group in parliament 

supporting re-establishment of the army 

parliament may now occupy itself with the a debate over the 
structure of a new armed force. Beyond the PM\'s statement of 
support 

appetite or capability to work through the complexities of 
establishing a new force in the near term 

grapples daily with the armed-gang issue. Curbing violence 

in Port-au-Prince will continue to depend on MINUSTAH and the 
HNP. 

SANDERSON 
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Vibe explained the ELN idea was not new and Norway could not 
\"reward\" the terrorist group in this way. However 

was willing to consider other creative proposals to help 

sustain the ELN during a cease-fire if the process was 

serious and the GOC and international community approved. 


4. (C) Vargas predicted the parties would approach the next 
round of talks in Havana (likely to take place after the 
September 14-15 NAM Summit in Cuba) in a creative way. Both 
Restrepo and Garcia appeared willing to \"break the mold\" of 
traditional peace talks 


5. (C) Vargas noted the complex relationship between the 
fledgling ELN and possible FARC peace talks. He said the 
Pastrana administration relegated the ELN process to a 
secondary level because it wanted to concentrate on 

delivering a FARC deal. In recent weeks 

impression the GOC was doing the same. Now 

said the GOC appeared ready to test the ELN\'s commitment to 
peace with a serious proposal. If FARC talks eventually got 
underway 

in combining the processes 


6. (C) Vargas said Garcia and other ELN leaders had long 
been interested in a political role 

necessarily have expectations of being able to run for office 
themselves. Political participation would be difficult to 

imagine while the ELN remained an armed group. He indicated 
one possibility if talks were successful might be lower-level 

ELN members running for mayor or local councilor positions. 
Vargas did not rule out an ELN interest in competing in 2007 
local elections 

process would probably not be concluded by then. 
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7. (C) Vargas confirmed the ELN had not yet begun to 
consider the price it might have to pay to participate in 
politics. The guarantors are planning a series of workshops 
at the Casa de Paz on this issue. Vargas understood that 
future ELN amnesty would likely to be retroactively applied 

to the paramilitaries. He said the ELN would be loathe to 
have that as its legacy. Vargas suggested that Galan 
understood better than other ELN leaders the importance of a 
\"justice\" component to a future peace deal. 


8. (C) Norwegian MFA representative Vibe said Restrepo had 
asked Norway 

interlocutor on the ELN talks from their respective capitals. 
Vibe\'s impression of Restrepo\'s request was that the Peace 
Commissioner regarded the accompanying countries as too soft 
on the ELN and wanted to encourage stiffer action from 
capitals. Vibe was the Norwegian designee 

had Ambassador Didier Pfirter following the process. In 

Vibe\'s view 

accompanying country following Spanish Vice President 
Fernandez de la Vega\'s recent comments in Bogota saying the 
Spain-ETA talks were only possible because ETA had not killed 
anyone for three years. This could tie Spain\'s hands 
suggested. 


9. (C) Vibe said his meetings with Galan at the Casa de Paz 
had convinced him Galan did not have authority to commit the 
ELN. He was an \"antennae 

contrast 

angry during previous rounds of talks and was prepared to 
show it. His soft spoken image and status as a self 

proclaimed poet masked a tough negotiator. Guarantor Vargas 
said the ELN Central Command (COCE) had apparently elected 
its 5th member to replace one who died; the identity of the 

new COCE member would tell us something about the 
organization\'s leanings on peace talks. 

WOOD 
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to solicit an immediate Uruguayan troop contribution to the 
United Nations Interim Force in Lebanon (UNIFIL). Herrera 
implied that the GOU was inclined to support UNIFIL\'s 
request 
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Deputy Minister of Defense Jose Bayardi who was \"looking to 
see if some troops could be pulled from the Congo in order to 
provide a decent offer.\" Herrera said she would communicate 
further information to the Charge after she spoke with 

Bayardi 

had approached the MFA on the matter of soliciting troop 
contributions for UNIFIL. 

Nealon 
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ruling on the Justice and Peace Law 

willing to submit themselves to justice. Baez called for a 
\"constituent assembly\" or a new law to address para concerns. 
End summary. 


2. (C) Following his August 14 statement instructing 
paramilitary leaders to turn themselves in 

ordered the Police to escort 26 such leaders into custody. 
Police Intelligence officials told us that as of mid-day on 
August 16 

were ordered to find 

Mancuso 

and Julian Bolivar. The Police were taking the para leaders 
to the central police commands in the areas where the AUC 
leaders where found until further notice from the President. 
The COLMIL\'s Director of Intelligence told us August 15 that 
if Uribe gave them the green light 

pre-established plan to attack 23 identified paramilitary 
locations around the country. 


3. (C) A GOC official familiar with the dynamics behind 
President Uribe\'s press statement on August 14 said Uribe was 
motivated by his frustration with para objections to the 
Justice and Peace Law and his determination to lock the 
paramilitaries into the justice phase of the process. 

(reftel). Uribe issued his statement after heavy public 
criticism of a leaked draft of the Justice and Peace Law 
implementing decree 

leaders were unwilling to accept conditions of imprisonment. 
Uribe said he was no longer willing to tolerate any 

additional conditions from the para leaders. The official 

told us Uribe\'s threat to extradite paras who do not comply 
with his statement showed his determination to move the 
process forward. 


4. (C) The official said the GOC\'s next step was to issue 

the implementing decree 

issued 

lists of the paramilitary members who have requested to be 
processed under Justice and Peace to the Prosecutor General\'s 
Office (Fiscalia). After the Fiscalia receives the lists 
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the prosecutors will begin taking the paras\' debriefings or 
\"version libres.\" Immediately after taking the version 

libres 

GOC. The prosecutor must then notify a Justice and Peace 
magistrate 

the defendant of the charges to be investigated. The 
prosecutor then has up to 60 days to investigate the 
accusations and to formally charge the defendant. The 60-day 
time period can be extended to up to 120 days by court order 
upon joint petition of the parties. 


5. (C) In response to Uribe\'s statement on August 14 
paramilitary spokesperson Ernesto Baez publicly warned that 
the peace negotiations with the GOC were in a \"grave crisis.\" 
Baez said the paras were willing to submit themselves to the 
tribunals as long as the government is able to guarantee 


\"judicial security.\" He added that in view of the 
Consitutional Court\'s July 13 ruling on the Justice and Peace 
Law 

justice. Baez called for a \"constituent assembly\" or a new 
law to address para concerns. Despite the perceived \"grave 
crisis\" among the paramilitaries 

Rendon 

last faction of the Elmer Cardenas Bloc composed of 745 
members. 

WOOD 
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Valle 

\"Hombres de Negro\" (350) in Arauca 
(300) in Catatumbo. Some of these 
Rastrojos 


6. (C) Many gang members are former AUC who chose not to 
demobilize because of prior crimes for which they would have 
to serve jail time. Many gang leaders are ex-AUC mid-level 
commanders who fall in this category. A smaller component is 
believed to be \'recycled\' AUC 

returned to delinquency before completing the reinsertion 
process. Although the latter share is estimated to be as 

high as 30% 

persons of the over 30 

to recruit ex-AUC from the reinsertion process 

with generous remuneration to exploit their area knowledge 
and operational know-how. Reinsertion monthly stipends (USD 
160) end after 18 months. If the former paramilitaries have 
not found gainful employment at that time 

could rise. 
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Expansion of State Authority 


7.(C) The security forces and other government authorities 
occupy most of the areas of former paramilitary influence 
especially in urban and populated areas. The COLMIL/police 
has greater coverage today than when demobilization began in 
2003 

extension of a police presence to all municipalities. 

Coverage is not total 

exploit gaps. The gangs are mostly small 

decentralized -- requiring greater intelligence collection to 
guide operations. The police have established 48 substations 
in zones of former paramilitary influence to prevent the 
demobilized from forming criminal groups. The police 
recently organized specialized units of 150 officers to 

target and eliminate emergent narco-criminal gangs. 


8. (C) A major battleground for post-para influence among 
terrorists 

Garrapatas in the north of Valle de Cauca Department. The 
Canon pass connects the coca-rich valley between the Andean 
ranges to the rivers Atrato and San Juan 

transport to the Pacific 

such 

Following the demobilization of 556 members of the AUC\'s 
Bloque Calima in December 2004 

Maldonado Mobile Column to infiltrate the Canon. To counter 
the FARC 

a river-based 400-man counterinsurgent unit. The FARC was 
also outnumbered by cartel leaders Don Diego\'s 500 Machos and 
the Varela\'s 250-strong Rastrojos 

ex-paramilitaries. Clashes occurred between the FARC and TF 
Darien as well as between the FARC and the competing 
narcotrafficking gangs 

effort and dismantle the new column. 


9.(C) Narino department 

Colombia 

outlets to the Pacific and access to the porous Ecuadorian 
border. The GOC has never been strong in the region 

AUC\'s Libertadores del Sur (677 members) did not have a sure 
hold. After the bloc\'s disarmament in July 2005 
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activity has increased 

\"Organizacion Nueva Generacion\" (ONG; 400 men) has entered 

FARC and ELN territories. While the FARC and ELN#zI$QQ\\]&&]/Q(]6ati 
by CD brigade and special forces units. Still 

only region of Colombia where all illegal groups are growing 

in numbers of combatants. 


10. (C) The Uraba region of northern Choco department offers 
access corridors to the border with Panama and trafficking in 
every form of contraband 

imports of weapons. The independent (non-AUC) Bloque Elmer 
Cardenas demobilized 800 members in August 2006 

large potential vacuum which all parties are lining up to 

fill. The COLAR has deployed a newly created mobile brigade 
(16th BRIM) of 300 soldiers and a task force of about 400 to 
deter reentry of the FARC 57th front. 


11. (C) The Catatumbo region in Norte de Santander 
department is a strategic area bordering Venezuela 

lucrative opportunities for trafficking of fuel and coca. 

Illicit activities are so widepread that the AUC\'s former 
Catatumbo Bloc funded a significant portion of paramilitary 
operations nationwide. The Catatumbo Bloc fought the FARC\'s 
33rd Front for over five years 

complete control over the region. With the demobilization of 
the bloc\'s nearly 1 

reestablished a dominant presence. Rangel asserted that 
the former paramilitary areas 

FARC is strongest. Peace Commissioner Restrepo told us the 
FARC intimidated the population by murdering local leaders 
collecting taxes 

and asserting control over legal/illegal trade. Restrepo 

said there is little public support for the security forces 

due to fear of FARC reprisals. The COLAR\'s 30th Brigade is 
deployed to the area 

said an additional problem is the Venezuela border 

particular the Venezuela Guardia Nacional 

asserted is complicit with the FARC. 

WOOD 


has added a new 29th brigade to focus on Narino 
the low military penetration and the growing criminality in 
the region. Short-term operations have also been stepped up 
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by CD brigade and special forces units. Still 

only region of Colombia where all illegal groups are growing 
in numbers of combatants. 


10. (C) The Uraba region of northern Choco department offers 
access corridors to the border with Panama and trafficking in 
every form of contraband 

imports of weapons. The independent (non-AUC) Bloque Elmer 
Cardenas demobilized 800 members in August 2006 

large potential vacuum which all parties are lining up to 

fill. The COLAR has deployed a newly created mobile brigade 
(16th BRIM) of 300 soldiers and a task force of about 400 to 
deter reentry of the FARC 57th front. 


11. (C) The Catatumbo region in Norte de Santander 
department is a strategic area bordering Venezuela 

lucrative opportunities for trafficking of fuel and coca. 

Illicit activities are so widepread that the AUC\'s former 
Catatumbo Bloc funded a significant portion of paramilitary 
operations nationwide. The Catatumbo Bloc fought the FARC\'s 
33rd Front for over five years 

complete control over the region. With the demobilization of 
the bloc\'s nearly 1 

reestablished a dominant presence. Rangel asserted that 
the former paramilitary areas 

FARC is strongest. Peace Commissioner Restrepo told us the 
FARC intimidated the population by murdering local leaders 
collecting taxes 

and asserting control over legal/illegal trade. Restrepo 

said there is little public support for the security forces 

due to fear of FARC reprisals. The COLAR\'s 30th Brigade is 
deployed to the area 

said an additional problem is the Venezuela border 

particular the Venezuela Guardia Nacional 

asserted is complicit with the FARC. 
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Meanwhile 

some heat for not entering congressional candidates 
instead to immediately convoke a constituent assembly to 
change the constitution. The proliferation of presidential 
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candidates will make elections more complicated to administer 
and ensure continued political fragmentation. End Summary. 


Seventeen Presidential Candidates Registered 


2. (U) Seventeen presidential candidates 

disproportionate number of the major contenders hailing from 
Guayaquil 

six in 1998) 

who reentered the race at the last minute and told the press 
that he felt obligated as a centrist to offer a 

non-traditional candidacy in opposition to Rafael Correa. 
Going further 

the bible in hand would beat his cowardly adversaries. 
Current registered candidates 

popularity according to recent polls 


1. Leon Roldos (24%) 
Movement. VP Ramiro Gonzalez (ID) 


2. Cynthia Viteri (17%) 
Ernesto Davalos. 


3. Rafael Correa (10%) 
Lenin Moreno. 


4. Alvaro Noboa (10%). Institutional Renewal Party of 
National Action (PRIAN VP Vincente Taiano. 


5. Fernando Rosero (3%) 
VP Susy Mendoza. 


6. Gilmar Gutierrez (n/a) 
VP Leonardo Escobar. 


7. Jaime Damerval (1%) 
(CFP) Party. VP Lida Moreno. 


8. Luis Macas (1%) 
Movement (PK). VP Cesar Sacoto. 


9. Luis Villacis (1%) 
VP Cesar Buelva. 


10. Marco Proano Maya (1%) 
Vindication (MRD). VP Galo Cabanilla. 


11. Marcelo Aguinaga (n/a) 
(MCN). VP Jorge Norero. 
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12. Marcelo Larrea (n/a) 
Movement (ALBA). VP Miguel Moran. 


13. Franklin Munoz (n/a) 
Citizens 


14. Pedro Roura O. (n/a) 
Vladimir Roura. 


15. Carlos Sagnay (n/a) 
Luis Tuaran. 


16. Lenin Torres (n/a) 
Participation (MRPP). VP Maria Pareja. 


7. Julio Pincay (n/a) 
Movement (MIPE). VP Glenda Garcia. 


Correa Criticized as Aspiring \"Dictator\" 


3. (U) PAIS presidential candidate Rafael Correa did not 
register congressional candidates under the PAIS movement 
banner 

institutional crisis. PSC leader Leon Febres Cordero (LFC) 
publicly criticized Correa\'s decision as undemocratic: 
\"Correa says that he will run for president 

list of congressional representatives. Doesn\'t that mean he 
is running for dictator?\" Congress President Wilfredo Lucero 
(ID) chimed in publicly 

14 

constituent assembly dissolving itself was ludicrous. Any 
such assembly implies constitutional changes 

support of a 2/3 majority in Congress. Furthermore 

members of any assembly would \"not be any more qualified or 
representative 

Congress. While PAIS is not offering congressional 
candidates 

presidential bid is. 


Congressional Lists Run Gamut 


4. (U) LFC heads the PSC Congressional list in Guayas 
PSC heartland and province with the largest population 

will certainly be re-elected 

personally in Congress for years 

PSC hopes to win 12 representatives in Guayas and between 
26-28 in the country. PSC presidential candidate Cynthia 
Viteri\'s sister 

Meanwhile 
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difficulty agreeing on a coordinated division of candidates 
in Guayas 

alliance. The alliance therefore agreed to run separate 
congressional lists in Guayas 

Paez top the ID/RED list in Pichincha. The PRIAN list in 
Guayas is headed by Alvaro Noboa\'s wife 

two other women 

out the top three spots. 


5. (U) Four parties on August 15 also registered candidates 

for the Andean Parliament. The PSC nominated former 
congressman Marcelo Dotti 

Union (UDC) selected former president Sixto Duran Ballen and 
Elsa de Mena 

Administration. PRIAN chose Hector Solorzano 

former private attorney. Roldos\' ID-RED 

its national president 

Parliament. Former trade minister and Ecuadorian ambassador 
to the U.S. 


Comment 


6. (SBU) Noboa\'s re-entry into the race will alter the 
status of forces. Though he left the race a month ago with 
only 10% support 

and the TSE\'s likelihood of ruling out the Gutierrez ticket 
on technicalities could allow Noboa to rise to challenge 
Viteri for second place. Regardless 

election with five different races 

and now 17 presidential contenders will challenge the TSE 
making USG election support all the more critical. Adding a 
15-question referendum 

would make it all but unmanageable. 

JEWELL 
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Khan (currently incarcerated in New York awaiting trial) is 
blackmailing those whom he helped protect during the 
2002-2004 crime spree. Khan may need funds to pay his legal 
bills or to finance his vulnerable drug trafficking 

operation. Ramsaroop told Charge that Lall refused these 
demands and as a result was fearful of becoming a target. In 
this scenario 

killed the Kaieteur News employees to send a clear message to 
others who do not want to pay up. 
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3. (S) Minister of Home Affairs Gail Teixeira met with Charge 
and UK and Canada Chiefs of Mission August 11 to discuss 
Guyana\'s deteriorating security situation in the run-up to 

the August 28 general election. Teixeira outlined the GoG\'s 
interpretation of the killings and recent turmoil -- they are 

part of a centrally orchestrated terror campaign by the 
PNC/R\'s security committee. She alluded to information that 
suggests the perpetrators\' motive is to make people afraid to 
participate in the election and/or provoke a constitutional 
crisis by forcing an election postponement past the September 
2 deadline. She is convinced that leader of the PNC Robert 
Corbin at least concurred with the attacks. 


4. (S) Teixeira lamented that the joint services -- the 

Guyana Police Force (GPF) and the Guyana Defence Force (GDF) 
-- are reluctant to see a political hand in the violence 

although that opinion is now changing. Teixeira said that 

armed Afro-Guyanese gang members (commonly referred to as the 
\"Buxton resistance\") are essentially available for hire and 

are trying to embed themselves in new places now that the 

joint services have cracked down on their traditional refuge 

in Buxton. 


5. (C) PolOff met August 13 with Glenn Lall to discuss the 
killings. He believes the attack was politically motivated 

-- although not necessarily directed by Corbin himself. 
Lall\'s paper is not especially pro-government (he professes 
to support the upstart Alliance For Change). Instead 

thinks that the gang targeted Kaieteur because it is such a 
public and high-profile institution 

intimated that the attackers may have expected to find 
weapons at the printery. (Note: The Kaieteur News is said to 
have the highest circulation of Guyana\'s three dailies; it 
offsets its tabloid style and lurid crime coverage with a 
vibrant 

knows some of the gang members 


6. (C) The paper has been targeted in the past. Lall 

described a grenade attack a few years ago when his printery 
set on fire -- apparently the work of drug kingpin Brahmanand 
Nandalall\'s men who objected to the Kaieteur News\' coverage 
of Nandalall\'s kidnapping. Lall himself has an interesting 

past 


7. (C) Lall acknowledged rumors that he had hired ex-members 
of Roger Khan\'s so-called Phantom Squad -- connected to 
former Home Affairs Minister Ronald Gajraj -- that carried 
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out extra-judicial killings in 2002-2003. He dismissed the 
rumors 

from the President\'s and Prime Minister\'s details as security 
for his office and his wife\'s shoe business. 


8. (C) Lall said he does not think Khan is still pulling the 
strings of his criminal organization now that he is in New 
York awaiting trial. Lall said two or three people are 
taking it over. 


9. (C) Both Teixeira and Lall said that some of those who 
killed the Kaieteur News employees are also responsible for 
assassinating Agriculture Minister Sawh in April 2006 (refs B 
and C). These attacks bore similarities in terms of tactics 
and dress. One of these joint suspects 

Charles 

12. It is unclear whether the GPF found him or Lall\'s 
privately hired \"security\" men did and then handed him over. 


10. (C) Inmates in Guyana\'s main Camp Street prison 

in central Georgetown 

between August 8 and August 14. Teixeira said that she had a 
week\'s advanced notice that something would happen at Camp 
Street 

Although the disturbances were ostensibly over poor prison 
conditions 

with attacks on the outside are credible. Guards shot and 
injured two prisoners who were trying to escape August 13. 
This is an especially raw issue for Guyanese because of the 
2002 prison break-out that led to a widespread crime spree. 


11. (U) Bandits carried out a series of bank robberies August 
11 in Rose Hall 

Amsterdam) 

are in league with the \"Buxton resistance\" and those who 
committed the attack on Kaieteur. Since the bank heists 

joint services manhunt has killed three suspected robbers and 
recovered three AK-47s identified as part of the thirty 

stolen from the GDF storehouse in February 2006 (refs D and 


Comment 
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12. (C) Guyana is prone to grand conspiracy theories -- so it 
does not surprise us that the GoG and Lall are connecting the 
dots between the PNC/R leadership and the Kaieteur killings 
prison unrest 

in 2006. While PNC/R leader Corbin is morally capable of 
such machinations 

we do agree that gang members connected with extreme elements 
of the PNC/R are pursuing a vague political agenda. If that 

is the plan 

scared and many middle and upper-class Guyanese are leaving 
the country for the election period (and thus will not be 

able to vote). But the criminals have not yet provoked an 
election delay and constitutional crisis. The PPP government 
spin machine has even turned the August 8 attacks into a 
positive campaign issue. Two days later 

Jagdeo and Bernard Kerik (CEO of the Kerik Group 

former New York Police Commissioner and failed nominee to 
head DHS) agreeing to a deal to assist in the IDB-funded 
US$20 million GPF restructuring. END COMMENT. 


Thomas 
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Defence Forces on a United Nations Observer post in southern 
Lebanon on 25 July 2006 

United Nations military observers.\" 


The Government of Honduras calls on countries involved in the 
military conflict to halt hostilities 

action to be taken to avoid continued civilian casualties 
displacement of civilians and the destruction of their homes 
and for efforts to be made to reach a solution which 

satisfies the parties and guarantees international peace and 
security. 


Directorate for International Communication 
3 August 2006 


END TEXT 
3. Post is still waiting for GOH\'s official reaction to the 
UNSC Resolution 1701 and will communicate the response in a 


septel to follow. 


END TEXT 
FORD 
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JOB.\" 
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Classified By: Ambassador Charles Ford for reasons 1.4 (b) and (d) 


1. (C) Summary: Central Bank President Gabriela Nunez is 
content with Honduras\' macro-economic situation 

stable exchange rate and declining inflation. Nunez was 
sanguine (perhaps too much so) on the likely impact on the 
economy of the recent mammoth wage increase granted by the 
GOH to teachers and its implications for the GOH\'s agreement 
with the International Monetary Fund. Nunez does not foresee 
a drop in remittances 

Honduran currency 

Presidential candidate -- recognizes the need for fiscal 
discipline 

on the issue 

teachers\' unions wield in the electoral process. Nunez has 
concrete plans for gradual improvements in BCH operations 
and would welcome proposed U.S. Treasury support on improving 
budgeting procedures. End Summary. 


2. (C) In an August 11 meeting with Ambassador and 
EconChief 

expressed confidence in the state of the Honduran economy 
and described her surprisingly low profile as \"quietly doing 
my job.\" Nunez has previously been a Minister of Finance 
and was one of the leading vote-getters in the Liberal Party 
primaries for President in 2005. It is widely expected Nunez 
will resign her position at the Central Bank of Honduras 
(BCH) over the next year or so and devote her efforts to 
another run for the Presidency. During the meeting 

did not discuss her future plans 

wide range of policy issues and implicitly criticized the 
Zelaya team for some of its missteps. 


3. (C) Asked whether she thought the exchange rate is 
overvalued (ostensibly a managed float within a seven percent 
band 

lempiras per dollar for the last several months) 

no. Falling inflation in Honduras and rising volumes of 

foreign exchange (forex) reserves (currently approaching USD 
2.3 billion) have helped keep the lempira strong 

formula by which the GOH determines target exchange rates. 
That formula is based on the difference in inflation rates in 

the U.S. and Honduras 

result 

exchange rate. Were the GOH to move to a flexible exchange 
rate regime 

currency to appreciate 

disadvantage. (Note: Exporters disagree that the currency 
would or should appreciate 
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not eliminate the entire inflation differential and that 
a result 

decade. According to this view 

depreciate 

Japan agrees 

declined to invest in Honduras 

overvalued currency. End note.) 


4. (C) Nunez said that one of the few circumstances that 
could prompt a depreciation would be wholesale capital 

flight 

macroeconomic framework and a halt to the increase of the 
interest rate spread between the U.S. and Honduran rates. 
(Honduran interest rates have dropped over 400 basis points 
this year to around 7 percent as the Central Bank has 
undersupplied the bond market and encouraged private banks to 
inject capital into the real economy. At the same time 
interest rates over the last three years have risen from 0.75 
percent to 5.25 percent 

Her comments overlook other 

such as the growing fiscal laxity evident in the Zelaya 
Administration\'s increasingly populist tactics. While Post 
does not predict capital flight any time soon 

the increasingly anti-investment tenor of the GOH does not 
inspire investor confidence. 


5. (C) On remittances (the key contributor to the forex 
buildup cited above) 

slowing growth in the U.S. will decrease remittances. (Note: 
There are an estimated one million Hondurans living in the 
United States 

billion this year in remittances to Honduras 

25 percent of the Honduran GDP. The volume of remittance 
inflows has been rising 30 percent or more annually for 
several years 


TEGUCIGALP 00001489 002 OF 002 


earnings for Honduras. End note.) These remittances help 
the overall macroeconomic situation in Honduras 

economic growth through increased consumption 

The multiplier effect of that increased consumption is muted 
however 

imported from abroad 


6. (C) On fiscal policies 

will be \"critical\" for the GOH 

resolves pending wage bills for teachers and doctors 

as identifying funding for proposed dramatically increased 
housing construction. (Nunez did not cite 
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add to that list: funding continuing subsidies to taxi and 

bus drivers; gasoline subsidies for consumers; massive losses 
at state-run electric company ENEE; and sharply dropping 
revenues at state-run phone company Hondutel.) Nunez cited 
as her chief concerns the need for increased efficiency in 
fiscal spending (getting more bang for the buck) 

budget formulation. She also agreed with previous public 
comments from her colleague 

Santos 

to control the growth of public sector wages. (Comment: 

This remark was also an implied criticism of the Zelaya 
team\'s recent resolution of the teacher\'s strike 

striking workers were awarded 7 billion lempiras -- nearly 
USD 380 million -- in increased wages and benefits. That 
raise could break the GOH\'s accord with the IMF; will almost 
certainly cripple other poverty reduction programs by 

diverting scarce resources; and will likely spur other unions 

to similar GOH-paralyzing strike tactics. End comment.) 


7. (C) Focusing specifically on the teachers\' wages issue 
Nunez said the Zelaya administration is looking for a final 
solution 

powerful and disciplined. In a very revealing comment about 
the source of the teachers\' strength 

the polling stations (\"mesas electorales\") are almost always 
in schools and are overwhelmingly staffed by teachers. Asked 
whether the agreement will break faith with the Fund 

told Ambassador that she believes the Fund could accept \"five 
billion lempiras over six years.\" (Comment: Nunez has not 
publicly commented on the teachers\' wage issue. Assuming her 
intention is to run for President again in 2009 

on polling stations likely explains this very low-profile 

stance. As to the Fund\'s views 

the Fund will be nearly so blase about the deal. New IMF 
Resident Representative Mario Garza has only arrived in 
Honduras this week 

the proposed deal. More to the point 

has telescoped dramatically while its total cost has 

escalated 

bill over just three years. That rate of public sector wage 
growth far exceeds GDP growth 

GOH out of compliance with its agreed Fund targets for public 
sector wages. End comment.) 


8. (C) Turning to her recent accomplishments and future 
goals 

moved to a two-year monetary policy 

previously. Nunez also anticipates that the IMF fourth and 
fifth reviews will go well for Honduras (\"assuming the 
teachers\' wages issue is resolved\"). Over the coming years 
Nunez wants to see the BCH move to an electronic auction of 
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dollars; improved administration of reserves; improved 
investment rules; and the publishing of rules to support the 
development of an electronic payments system 

inter-bank transfers. Nunez said the BCH plans to begin 
publishing fiscal and Balance of Payments information next 
year 

calculations. Post will continue to work closely with Nunez 
and is currently supporting a BCH-U.S. Treasury dialogue on 
the possibilities of Office of Technical Assistance (OTA) 
support for improved budgeting. 


Ford 
FORD 
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RESULTED IN THE AUGUST 14 ANNOUNCEMENT OF TWO INVESTIC 
OF SWIFT BY CANADA\'S OFFICE OF THE PRIVACY COMMISSIONEF 
(OPC). ONE INVESTIGATION WAS SELF-INITIATED BY THE PRIVAC* 
COMMISSIONER HERSELF AND THE SECOND WAS REQUESTED BY 
PRIVACY WATCH DOG GROUPS. THE INVESTIGATIONS WILL SEE 
WHETHER THE POSSIBLE DISCLOSURE OF PERSONAL BANKING D. 
ABOUT CANADIANS TO THE USG OUTSIDE APPROVED PROCESSE¢ 
SUCH DATA TRANSFERS (I.E. 

FINTRAC 

MUTUAL LEGAL ASSISTANCE TREATY (MLAT) WAS APPROPRIATE / 
VIOLATED CANADA\'S PRIVATE SECTOR PRIVACY LAW. END SUMN 


2. (U) ON AUGUST 14 

COMMISSIONER (OPC) OFFICIALLY LAUNCHED AN INVESTIGATION 
THE SOCIETY FOR WORLDWIDE INTERBANK FINANCIAL 
TELECOMMUNICATION (SWIFT) 

OPERATES AS A WORLDWIDE MESSAGING SYSTEM FOR TRANSMI 
BANK TRANSACTION INFORMATION IN MORE THAN 200 COUNTRIE 
INCLUDING CANADA. THE OPC SAYS THAT THE PURPOSE OF THE 
INVESTIGATION IS \"TO DETERMINE WHETHER PERSONAL INFORM 
RELATING TO CANADIANS\' FINANCIAL TRANSACTIONS IS IMPROPE 
DISCLOSED BY SWIFT TO FOREIGN AUTHORITIES.\" THE OPC HAS 
NOTIFIED SWIFT OF ITS INVESTIGATION. 


3. (U) PRIVACY COMMISSIONER JENNIFER STODDART NOTED THA 
\"THE RISKS RESULTING FROM PERSONAL INFORMATION FLOWIN( 
BORDERS IS SOMETHING THAT WE HAVE BEEN EXPRESSING CON 
ABOUT FOR SOME TIME. THE SWIFT SITUATION CONCERNS PRIV/ 
COMMISSIONERS WORLD WIDE AND IS SOMETHING WE NEED TO 

IN MORE DETAIL. ALTHOUGH THERE ARE TIMES WHEN WE ARE UI 
TO LAWFULLY INVESTIGATE A COMPLAINT ABOUT SOMETHING TA 
PLACE OUTSIDE CANADA WITH CANADIANS\' PERSONAL INFORMA 
HAVE DETERMINED THAT WE ARE 

INVESTIGATE THIS IMPORTANT MATTER.\" 
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4. (U) BEFORE LAUNCHING ITS OFFICIAL INVESTIGATION 

LOOKED INTO THE SITUATION TO EXAMINE WHAT WAS TAKING PL 
AND TO DETERMINE THE EXTENT TO WHICH IT COULD GET INVOL 
GIVEN QUESTIONS OF JURISDICTION AND THE APPLICATION OF 
CANADA\'S PRIVACY LAWS. BASED ON THE INFORMATION HER OF 
GATHERED 

REASONABLE GROUNDS TO SELF-INITIATE A COMPLAINT AGAINST 
TO SEE IF THERE HAS BEEN A VIOLATION OF THE PERSONAL 
INFORMATION PROTECTION AND ELECTRONIC DOCUMENTS ACT ( 
CANADA\'S PRIVATE SECTOR PRIVACY LAW. 


5. (U) MOREOVER 

CANADA\'S SIX LARGEST BANKS AND THEIR INVOLVEMENT IN THE 
MATTER. THIS WAS TRIGGERED BY A JULY 27 COMPLAINT FILED \ 
THE OPC AGAINST THE ROYAL BANK OF CANADA 
TORONTO-DOMINION BANK 

IMPERIAL BANK OF COMMERCE 

NATIONAL BANK OF CANADA. THE CANADIAN INTERNET POLICY A 
PUBLIC INTEREST CLINIC (CIPPIC) AT THE LAW FACULTY AT THE 
UNIVERSITY OF OTTAWA 

LONDON-BASED SURVEILLANCE AND PRIVACY WATCH DOG 
COMPLAINT. NO TIME FRAME FOR THE COMPLETION OF THE SWII 
INVESTIGATIONS WAS DISCLOSED. 

QINVESTIGATIONS WAS DISCLOSED. 


6. (U) THE WATCH DOG COMPLAINT ALLEGES THAT CANADIAN BA 
DISCLOSURES OF CUSTOMER DATA VIA SWIFT TO THE USG CONS 
A VIOLATION OF PIPEDA 

ADMINISTRATIVE SUBPOENAS OR OTHER REQUESTS OF QUESTIO 
VALIDITY 

ESTABLISHED BY CANADA 

INTERNATIONAL SHARING OF SUCH DATA.\" 


7. (U) EMBASSY COMMENT: WHILE THE PRIVACY COMMISSIONER\ 
ACTIONS AND REPORTS RECEIVE SIGNIFICANT PRESS ATTENTION 
CANADA 
THE GOC 
FUNCTION IS TO ADVISE AND INFORM PARLIAMENT AND ITS VIEWS 
DIFFER FROM THOSE HELD BY THE HARPER GOVERNMENT. END | 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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detail regarding further restrictions on trade with North 
Korea and Iran. End summary. 


Taiwan\'s Export Control System 


3. (S) After receiving ref A comments 

Task Force Head Wally Su (Shi-hwa) told AIT that for export 
control purposes Taiwan divides territories into two 
categories: \"sensitive\" and \"non-sensitive.\" At present 
Taiwan lists eight sensitive territories: China 

Iraq 


4. (S) According to Su 

two categories is that violations of export control 
regulations involving exports to sensitive territories can 
result in criminal penalties 

penalties. 


5. (S) Note: All items on Taiwan\'s Sensitive Commodities 

List (SCL) require an export license prior to export to any 
foreign territory. Taiwan allows U.S. agencies an 

opportunity to review and make recommendations on all export 
license applications prior to approval or denial of the 
application. Strategic High-Tech Commodities (SHTC) 

are derived from the commodity lists included in the 
international export control arrangements (Such as the 
Wassenaar Arrangement) 

commodities on Taiwan\'s SCL. In addition to SHTC 

SCL also includes any weapons components or items that can be 
used in the manufacture of WMD. End note. 


Repaying Libyan Hospitality 


6. (S) After mentioning the recent U.S. removal of Libya 
from its list of state sponsors of terrorism 

that the Ministry of Foreign Affairs and other Taiwan 
agencies want to coordinate with U.S. agencies on the timing 
and procedure for removing Libya from Taiwan\'s list of 
sensitive territories. He indicated that this move was 

partly in response to the welcome Libya showed to President 
Chen in allowing him a stopover and high-level courtesy calls 
there during the President\'s international travels in May. 

Su mentioned that Taiwan is also considering starting an aid 
program for Libya and would be interested in U.S. views on 
providing economic aid for Libya. 


Taiwan Supports U.S Anti-Terror Efforts 
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7. (S) On June 1 

AIT demarches 

additional 87 commodities prior to export to Iran or North 
Korea. Most recently 

support in expressing opposition to the July 4 North Korean 
missile tests 

commodities that will be added to Taiwan\'s SCL for exports to 
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North Korea or Iran (ref B). During his August 15 meeting 
with AIT 

the new measures 

If things go smoothly 

September 15. Su noted that the number of separate 
commodities in the supplemental SCL for North Korea and Iran 
had changed slightly due to recent changes in the Harmonized 
Tariff System 

designated by Taiwan in October 2005 (87 commodities) plus 
all the items designated by U.S. agencies in December 2005 
(346 commodities). 


8. (S) In a separate meeting on August 15 

non-paper to AIT POL that describes the expanded SCL for 
exports to North Korea or Iran 

air and sea transport between Taiwan and North Korea 
commitment to tighten control over financial and other 
aspects of dealing with North Korea (reported septel). 


9. (S) Action request: Please provide Washington agencies\' 
guidance on the appropriate response to Taiwan\'s plans to 
remove Libya from its list of sensitive territories for 

export control purposes and on its plans to start an aid 
program for Libya. 


YOUNG 
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for MCA funding in the future. 


7. (SBU) Tavola said Fiji\'s economy depends heavily on remittances 
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from foreign workers 

therefore very interested in prospects for \"regularizing\" the status 
of foreign workers in the United States. About 2 

\"caregivers\" are currently in the U.S. 
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illegally. Tavola hopes that some consideration for Fiji workers in 
specialized fields like care-giving and nursing could be included in 
future immigration bills. Chairman Hyde said that while there is no 
agreement in Congress about the shape of immigration reform (as 
exemplified by a lively discussion between Representatives 
Rohrabacher and Watt during the meeting) it is clear that changes 
need to be made 

the U.S. 


8. (SBU) Chairman Hyde thanked Tavola for Fiji's support in the UN 
on key counter-terrorism and other issues. Representative 
Rohrabacher expressed hope that Fiji would not support a UN program 
that he said advocates abortion as a means of family planning. A 
spirited discussion followed among several of the congressmen on 
abortion-related issues. Tavola noted that abortion is now becoming 

a hot-button issue in Fiji and that no clear lines of debate have 

yet been drawn 


Meeting with General Uta\'atu 
Tonga Defense Services 


9. (SBU) Brigadier General Tau\'aika Uta\'atu 

Defense Services (TDS) 

Faleomavaega 

August 15. Uta\'atu stopped in Nadi overnight on his way to Mongolia 
to participate in the \"Khaan-Quest\" joint military exercises there. 
General Uta\'atu said that although the Tonga Defense Board has not 
yet made a final decision 

to go forward with a second deployment to Iraq later this year. All 

of the Congressmen expressed their appreciation for Tonga\'s 
peacekeeping activities and especially Tonga\'s participation in the 
U.S.-led coalition in Iraq. 


Comment 


10. (SBU) Codel Hyde\'s visit represents the highest level 
Congressional visit to Fiji in recent years. It afforded the United 
States the chance to once again express thanks and appreciation for 
the efforts of Fiji and Tonga in Iraq 

peacekeeping efforts. If the visit can signify the start of 

increased high-level engagement between the U.S. and the South 
Pacific 

pleased. 


11. (U) Codel Hyde cleared this cable. 
75134 


Tavola argued Australia does not have the capacity to 
\"counter\" that trend. Tavola and Mataitonga suggested the 
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\"evident expanding Chinese presence\" may be benign at the 
beginning 


2. (C/NF) Mataitonga proposed that visits like CODEL Hyde 
need to be repeated - there is no substitute for 

face-to-face 

portion of the meeting by noting that he and Ambassador 
Dinger are working hard 

improve contacts and energize the relationship. In addition 
through visits 

step up its engagement with the Pacific. 


Comment 

3. (C/NF) We have heard expressions of concern before from 
Mataitonga about China\'s expanding role in the South Pacific. 
Cong. Faleomavaega\'s query brought forth Tavola\'s view that 
China\'s rise relates to USG decisions in the mid-1990s for 
USAID and USIA to close down their South Pacific offices. 
Tavola volunteered the comment about Australia not having the 
weight to \"counter\" that trend. We pointed out to CODEL Hyde 
that 

at least by a bit 

September and with prospects for a regional PD position 
expanded DAO operation 

welcome further high-level USG visits to Fiji to foster the 
dialogue Tavola and Mataitonga so strongly urge. 

DINGER 
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Yasukuni Shrine 

5) Yomiuri poll: 53% supported Koizumi\'s Yasukuni visit 

worried about future Japanese relations with China 

6) 60% of public want a memorial for the war dead to be someplace 
other than Yasukuni Shrine: Yomiuri poll 


Russian patrol boat shooting incident: 

7) Government seeking apology from Russia for shooting and killing 
Japanese fisherman in northern waters 

shipmates 

8) Shooting incident makes it unlikely that Northern Territories 

issue can be soon re-addressed 


9) Taiwan group sets sail for disputed Senkaku Islands as protest 
gesture against Koizumi\'s Yasukuni visit 


Defense issues: 

10) Kanagawa governor accepts deployment of US nuclear carried as 
\"inevitable\" 

11) Government floats idea of preparatory meeting to set up Futenma 
consultative body with Okinawa prefecture 
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Campaign trail: 

12) Abe to pledge complete rewriting of Constitution in election 
campaign 

13) Ozawa\'s Minshuto moving closer to party rebel Hiranuma as 
prelude for possible Upper House election cooperation 


Articles: 
1) Cabinet support rate hits 45% 


MAINICHI (Page 2) (Full) 
August 17 


In a nationwide opinion poll carried out on Aug. 15-16 

found the Koizumi Cabinet support rate had risen 1 point from the 
July poll to 45% 

37% . The main reason for supporting the Cabinet 

points higher than last time) was 

seems to be changing 

Prime Minister Koizumi 

reason for not supporting the Koizumi Cabinet 

points) was 


As for political party support rates 

Party rose 1 point to 32% 

(Democratic Party of Japan) dropped 2 points to 17% . The New 

Komeito and the Japanese Communist Party each rose a point to 5% and 
4% 


TOKYO 00004686 002 OF 007 


. Those who chose no party affiliation totaled 37% 
last time. 


2) Abe support rate at 54% ; Tanigaki\'s at 11% in Yomiuri poll 


YOMIURI (Page 2) (Full) 
August 17 


In a spot opinion poll taken after the visit to Yasukuni Shrine by 
Prime Minister Koizumi 

appropriate person to succeed Koizumi 

Liberal Democratic Party candidates in the race. The candidate that 
respondents chose most frequently was Chief Cabinet Secretary Abe 
who received 54% of the tally. Coming in second place was Finance 
Minister Tanigaki with 11% 

7% . Compared to a telephone-based spot survey July 6-7 following 
North Korea\'s launching of missiles 

support 
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support rose 7 points 

Cabinet support rate in the new poll was 52.3% 
the July poll. 


3) Mainichi poll following Prime Minister Koizumi\'s August 15 visit 
to Yasukuni Shrine: 50% approve; 46% critical 
successor making visits is severe 


MAINICHI (Top play) (Excerpt) 
August 17 


Following Prime Minister Junichiro Koizumi\'s paying homage at 
Yasukuni Shrine on Aug. 15 

the Mainichi Shimbun carried out a spot nationwide opinion poll on 
Aug. 15-16 to gauge public reaction. The result was that 50% of 
respondents positively evaluated the visit 

the other hand 

visit Yasukuni 

even in the case of Chief Cabinet Secretary Abe\'s April 15 visit to 
Yasukuni 

public has looked on Prime Minister Koizumi\'s paying homage at the 
shrine in a different light 


4) Kyodo poll: 51% thought the Prime Minister's Yasukuni visit was 
\"good\"; 44% were against it 


TOKYO (Top play) (Excerpt) 
August 17 


Following the visit to Yasukuni Shrine by Prime Minister Koizumi on 
Aug. 15 

carried out a spot nationwide telephone-based opinion poll on Aug. 
15-16 to gauge public reaction. The result showed 51.5% ora 
majority of the public thought the \"visit was good 

about a visit by the next prime minister 

positive ones 

saying that he should. Asked about Class-A war criminal enshrined at 
Yasukuni Shrine 

shrine. 


5) Yomiuri poll: 53% support Prime Minister's paying homage at 


Yasukuni Shrine 
with China 
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YOMIURI (Page 1) (Excerpt) 
August 17 
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Following Prime Minister Koizumi\'s paying homage at Yasukuni on Aug. 
15 

carried out a nationwide spot opinion poll Aug. 15-16 
(telephone-based) to gauge public response. The result showed that 
53% of the public either supported or somewhat supported the shrine 
visit 

different reasons for supporting the visit 

with 35% of the respondents was \"it is only natural that the prime 
minister honor the war dead 

pledge for no more war.\" Among those who did not support the visit 
41% chose the answer 

worsened 

there 

church and state.\" 


6) Yomiuri poll: Asked about where would be an appropriate place for 
a war-dead memorial 
Shrine as it is nowm\" 


YOMIURI (Page 2) (Excerpt) 
August 17 


In this newspaper\'s spot opinion poll following Prime Minister 
Koizumi\'s visit to Yasukuni Shrine 

would be an appropriate place to honor the war dead of the country. 
Over 60% of the respondents chose answers indicating that they 
wanted it to be \"other than Yasukuni Shrine as it is now.\" In 
comparison 

down 

religious association 

Class-A war criminals are removed.\" Another 11% wanted 
\"Chidorigafuchi Cemetery to be expanded and built\" into a war 
memorial cemetery. 


7) Government demands Moscow\'s apology and release of crew member 
of boat shot by Russian patrol boat; \"Japanese fishing boat is 
responsible 


YOMIURI (Top Play) (Excerpts) 
August 17 


A Russian Border Coast Guard patrol boat fired at a Japanese 
crabbing boat 

Kaigara island 

northern territories. Mitsuhiro Morita 

was shot and killed. The Japanese government yesterday called on 
Russia for speedy handover of the body of Morita and immediate 
release of other crew members. The Russian Boarder Coast Guard 
notified the Japanese Consulate in Yuzhno-Sakhalinsk of the handover 
of Morita\'s body soon after inquest on it. The body of Morita will 

be handed over to Japan tomorrow at the earliest. However since 
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Russia has insisted that the Japanese fishing boat is responsible 
for the incident 

will be released. 


According to the consulate 

and are being questioned by prosecutors on Kunashiri 

four northern islands 

fishing operations. The prosecutors are now detaining the three. 
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The Russian Border Coast Guard said 
entered waters on the Russian side. The consulate said 
three will be indicted is unknown at present.\" 


According to the news agency Interfax 

ignoring the Russian patrol vessel\'s command to stop and its crew 
members threw away its catch of crabs and octopus. The Russian 
patrol boat fired a warning shot at the Japanese fishing boat but 
the fishing boat stopped after patrol boat fired a second warning 
shot. The patrol boat found a large amount of crabs 

octopus 


8) Russian patrol boat shoots at Japanese fishing boat; Territorial 
dispute to drag on further; Emotions in Japan and Russia worsen 


TOKYO SHIMBUN (Page 2) (Excerpts) 
August 17 


A Russian boarder patrol boat yesterday fired on a Japanese fishing 
boat 

The incident took place near Kaigara 

With the occurrence of the incident 

Territories dispute will unavoidably be delayed. 


Foreign Minister Taro Aso summoned the charge d\affaires at the 
Russian Embassy in Tokyo and protested strongly 

incident occurred near the Northern Territories 

territory. This absolutely cannot be allowed.\" 


Prime Minister Junichiro Koizumi and Russian President Putin held 
talks last November in Tokyo. Koizumi called for reaffirming the 
1993 Tokyo Declaration 

conclude a peace treaty after resolving the issue of ownership of 
the four islands that constitute the Northern Territories. Putin 
however 

concession to Japan on the territorial issue. 


9) Taiwanese group sailing for Senkaku islets in protest against 
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prime minister\'s Yasukuni visit 


ASAHI (Page 2) (Full) 
August 17 


Nobomi Hayashi 


In a move to protest against Prime Minister Koizumi\'s latest visit 

to Yasukuni Shrine and other issues 

group claiming Taiwan\'s sovereignty of the Senkaku Islands (called 
the Diaoyutai Islands in Chinese) left Taiwan for the islands by 
fishing boat last night. They are expected to arrive at the islands 
this morning. 


One of the members stated before leaving the port: 


\"We criticize Prime Minister Koizumi\'s Yasukuni visit and also 
protest against Japan\'s obstruction to fishing operations by 
Taiwanese fishing boats in waters near the Senkaku islets.\" 


The Taiwanese group was scheduled to arrive at the islets together 
with a group from Hong Kong on Aug. 15 
authorities caught the Hong Kong group members 
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decided to take action independently. 


From Taiwan and Hong Kong 
Senkaku islets in protest in and after 1996. 


10) Kanagawa governor decides to accept US nuclear carrier 
deployment at Yokosuka 


TOKYO SHIMBUN (Page 26) (Full) 
August 17 


Kanagawa Governor Matsuzawa revealed yesterday that the prefectural 
government would accept the United States\’ plan to deploy a nuclear 
aircraft carrier at Yokosuka Naval Base in Yokosuka City 

Prefecture. Matsuzawa said: \"There will be no option but to accept 

it on the condition that systems be firmly established to ensure 

safe operations and prevent accidents.\" 


The governments of Japan and the US agreed last October to deploy a 
nuclear carrier in 2008. In response 
announced this June his government\'s acceptance of the deployment. 


Governor Matsuzawa 
prefecture 
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military this April on the safety of the nuclear aircraft carrier. 
He also feared an accident that would inevitably bring about a 
serious effect on far-reaching local communities. 


Governor Matsuzawa said: \"| was able to confirm the two governments\' 
positive stance to ensure the safety of the nuclear carrier.\" 

Specifically 

Ministry to his inquiries: \"A system has been established to require 

the US military to report even a minor accident to the Japanese 
government and relevant local communities 

accident would be limited to a 3-km radius.\" 


11) Government to unofficially ask Okinawa to hold preparatory 
meeting for establishment of \"Futenma\" council 


ASAHI (Page 3) (Full) 
August 17 


The central government will unofficially ask the Okinawa prefectural 
government today to hold meetings to prepare setting up a council 
tasked with discussing plans to construct a new facility to take 

over the US Futenma Air Station\'s heliport functions. The government 
has set forth the participation of the central government 

prefectural government 

City as the precondition for establishing the council. With no 
agreement reached between the central and prefectural governments 
the idea has been in limbo. The government intends to discuss in the 
three-party preparatory meetings what the council should be 
including whether or not to place the requests from Okinawa on the 
agenda 


Defense Agency Director General Nukaga plans to visit Okinawa this 
week to make a similar proposal to Governor Keiichi Inamine and 
others. 


Deputy Chief Cabinet Secretary Masahiro Futahashi met Defense 
Facilities Administration Agency\'s Facilities Department Director 
General Watanabe and others at the Prime Minister\'s Official 
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Residence yesterday. They decided to unofficially call on the 
relevant local governments to hold preparatory meetings. Watanabe 
will be visiting Okinawa today to convey this idea to relevant 
prefectural government officials. 


12) Abe to propose broad constitutional revision in policy platform 
give priority to growth 


NIHON KEIZAI (Page 1) (Full) 
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August 17 


Chief Cabinet Secretary Shinzo Abe 

Liberal Democratic Party presidential election 

policy platform on September 1. According to an outlined released 
yesterday 

ending the ban on the exercise of collective self-defense. In 
economic policy 

and spending cuts without referring to the timing and size of a hike 
in the consumption tax. The policy platform also stresses the need 
to promote concluding free trade agreements (FTA) with Asian 
countries 

those in the Middle East. 


In the policy platform 

continue the Koizumi administration\'s structural reform line but 
also indicates a willingness to alter parts of the Koizumi policy 

line by specifying program under which the government helps failed 
companies or the employed regain their footing or find another job. 
The platform contains policies of a more conservative bent than 
those of the Koizumi administration. For instance 

educational reform respecting feelings toward families 

and the state 


The policy platform suggests that the current standards in the 
social security system as a safety net should be maintained. In 
order to make the system sustainable 

pension 


On amendments to the Constitution 

with specific proposals 

discussion based on the revision plan drafted by the LDP last year. 
On the controversial issue of revising Article 9 

specifies that Japan will possess a \"Self-Defense Military.\" Abe is 
willing to endorse collective defense not by stating it clearly in 
Article 9 but by changing the government\'s interpretation of the 
article. He proposes rewriting the preamble to clarify that it is 
Japan\'s own Constitution. 


On the diplomatic front 

strengthening the Japan-US alliance and expanding democracy in Asia 
in a bid to apply pressure to China. He also proposes establishing a 
Japanese-version of the National Security Council (NSC) tasked with 
working out diplomatic and security strategies. He will also express 

his determination to resolve the abduction issue. 


Abe will not refer to the Yasukuni issue in the policy platform in 
order to prevent it from becoming a diplomatic matter. 


13) Takeo Hiranuma to lecture Ozawa group next month 
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A group of junior lawmakers from the main opposition party Minshuto 
(Democratic Party of Japan) will hold a study session in September 
in Hakone 

Former trade minister Takeo Hiranuma 

Democratic Party (LDP) after he voted against the government\'s 
postal-privatization bill 

was learned yesterday. 


The study session will be held on Sept. 2-4. Hiranuma is expected to 
give a lecture on Sept. 4 

been carrying out political activities as an independent since he 

left the LDP last October. The Isshin-kai apparently aims to 
strengthen its alliance with anti-postal-privatization LDP rebels 

with an eye on next summen\'s House of Councillors election. 


It is certain that Minshuto and the LDP will clash in the 
single-seat constituency in Hiroshima 

Toranosuke Katayama 

Upper House 

party Minshuto 

party thinks that if its candidate defeats Katayama 

the party wins the Upper House election. Therefore 
looking forward to obtaining support from Hiranuma. 


SCHIEFFER 
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Shimbun editorialized (8/17): \"In order to implement the 
ceasefire between Israel and Hezbollah 

Lebanese Army unit and a similar-sized UN force must be 
quickly deployed in southern Lebanon.... With the warring 
parties still squaring off 

ceasefire will not be an easy task. There are concerns 
that the Lebanese forces lack the ability to keep the 
peace. There must be an orderly command structure 
integrating them with the UN forces in order to prevent 
the exchange of fire between Israel and Hezbollah. Once a 
ceasefire is firmly in place 

the Israeli soldiers it holds 

the Arab youths and Hezbollah fighters it holds. Israel 
should also withdraw its occupation force from the 
farmlands on the Golan Heights. 


2. \"If this peace process proceeds with support from the 
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international community 

Hezbollah and absorb its forces into the Lebanese Army. 
The important question is whether the pro-Israel US can 
change its policy and engage in dialogue with Syria and 
Iran 

Palestinian issue is key to making the ceasefire in 
Lebanon a lasting one. As long as Israel and the US 
engage in a \'display of force\' by fighting with Lebanon 
while at the same time conducting attacks in the Gaza 
Strip 

extremists 


SCHIEFFER 
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between the maximum interest rate for consumer finance 
companies and for banks will be eliminated. He explained 
that FSA is now considering the recommendations they will 
make to the LDP at the end of August. In particular 

is reviewing the pros and cons of various exceptions to the 
interest rate cap that might be allowed and other conditions 
that might be placed on lending by consumer finance 
companies. End Summary. 


2. (SBU) Ambassador Schieffer met with Minister Yosano on 
August 15 to inquire about the state of play on the 
recommendations FSA will make by the end of August for 
revisions to the law governing the consumer finance industry 
the Money Lending Business Law 

subject. Ambassador Schieffer emphasized that there was a 
concern among American financial institutions that a 
reduction in the interest rate would drive borrowers into the 
black market. He left a non-paper with the Minister that 
showed how criminal lending increased in Japan after the last 
reduction. The non-paper showed the same result in Europe 
when usury rates were lowered there as well. 


3. (SBU) Minister Yosano explained that the consumer 
finance industry has been infamous in Japan for charging high 
interest rates. While he understands that some people need 
\"quick\" money 

industry\'s almost monopoly on primetime television 
commercials has turned it into a social issue. He said that 
Supreme Court judgements have confirmed the \"gray zone\" 
nature of lending over 20 percent and outlined the 
requirements for lending above 20 percent to be considered 
legal 

validity of the consumer finance contracts above 20 percent 
uncertain. 
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4. (SBU) Yosano went on to say that the elimination of the 
gray zone will be included in the FSA recommendations to the 
LDP at the end of August. The current interest rate 

structure provides for tiers of maximum interest rates 
between 15-20 percent depending on the amount of the loan. 
The amounts were set 50 years ago and will be increased. 
Some stakeholders argue strongly that a small amount of 
short-term loans should be allowed at higher rates as an 
exception. FSA is considering what exceptions to allow 

that industry will not be affected that much 

He noted that he and the LDP will have to take political 
factors into consideration 

to comments by Japanese and foreign consumer finance firms 
and that they are not taking a hostile attitude toward the 
industry. Finally 

see the issue become highly politicized and hopes to \"stay 
below the antennas.\" Ambassador Schieffer noted the 
difficulty of balancing between not allowing consumers to be 
taken advantage of and ensuring that needed credit is 
available. 

SCHIEFFER 
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gas 

to October due to some technical production issues regarding 
the wells that still needed to be resolved. BP has proposed 
that official First Gas celebrations be held in Baku November 
9-10 

yet approved the date. 


4. (SBU) Woodward explained that the Government of Azerbaijan 
(GOA) was still interested in taking any gas that Turkey 

refused due to the slow construction of the gas pipeline by 
pipeline operator BOTAS. These volumes could then be used 
for Azerbaijan\'s domestic gas needs or for resale to Georgia. 
He added that it was still unclear whether Azerbaijan and 
Georgia had completed discussions on how to divvy up the 

initial Shah Deniz gas volumes that could not be transferred 

to Turkey until the Turkish SCP link was complete. In 

addition 

begun discussions on gas volumes and prices for the 2006/2007 
winter. 


5. (SBU) Woodward noted that AlIOC/BP had informed SOCAR and 
the GOAJ that Sangachal and the AIOC pipelines could handle 
additional gas volumes if Turkey refused some volumes. AlOC 

did not 

structure to determine if it could handle further downstream 

an increase in gas volumes. Regarding the current Shah Deniz 
Phase II well explorations 

been some minor problems as the drilling reached \"deeper 
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horizons;\" however 


BTC RUNNING SMOOTHLY 


6. (SBU) Woodward said that despite some minor \"teething\" 
problems 

problems 

AIOC has been pushing BOTAS to resolve them. Woodward also 
said that he and new BTC Chief Rashid Javanshir would travel 
to Turkey this week in order to complete the negotiations 
regarding the USD 333 million payment that BP had agreed to 
pay to resolve previous construction issues. In addition 

plans to second some executives to the BTC operations in 
order to facilitate pipeline function and improve overall 
performance. 


SOCAR AND NORTHERN EXPORT ROUTE 


7. (SBU) Woodward noted that SOCAR and AIOC had been 
discussing future plans for the northern export route for 
crude oil. AIOC had been actively using this route to export 
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ACG crude prior to BTC completion. The Azerbaijan-Russia 
inter-governmental agreement governing the northern route\'s 
usage is renewed automatically every year. Woodward thought 
that 

route will not be as useful and its usage can transfer 

directly back to SOCAR by the beginning of 2007. 


8. (SBU) As in previous meetings 

BP are continuing to have problems with SOCAR and its 
management team. In particular 

steering committee is always being canceled by SOCAR for 
undisclosed reasons. Woodward did not think SOCAR was doing 
this on purpose 

and lack of management capacity led to meeting cancellations. 


BP STUDY OF GOAJ MINISTERS ENERGY VIEWS 


9. (SBU) Woodward said that BP had commissioned a study of 
GOAJ ministers\' perception of BP 

global energy role 

companies in Azerbaijan\'s energy future. While the report 

was not completely finished 

views provided by GOAJ ministers reflected personal views and 
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opinions. He added that there did not appear to be an 
\"official view\" of BP or Azerbaijan\'s energy strategy 
provided by the ministers. 


HIGH-LEVEL OIL REVENUE MANAGEMENT CONFERENCE 


10. (SBU) BP Public Relations Director briefed on discussions 
with the State Oil Fund to organize a high-level conference 

on oil/gas revenue management 

awareness of the issue. The Oil Fund agreed to the 
conference and wanted a well-known economic speaker 

Jeffrey Sachs. BP proposed the conference occur in the first 
quarter of 2007 

also noted that the Oil Fund and BP had signed a memorandum 
of understanding involving the BP-financed macroeconomic 
quantitative unit at the Oil Fund. 


IRAN\'S ALOV FIELD 


11. (C) Woodward noted that 

while the Iranian \"Alborz\" oil platform was ready to ship and 
be installed 

rig to the disputed Alov field until early 2007. Woodward 

did not know the reason for the delay. Woodward noted that 
BP planned to begin exploratory drilling at the Inam field 
(partially disputed by Iran and close to the Alov field) in 
2007. 

HYLAND 
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recently passed a Law on Credit Institutions 

a provision allowing the Chief Prosecutor (CP) to obtain bank 
records directly from the bank without a court order when 

there is a suspicion of money laundering or an OC offense. 
(Note: To prevent abuse of this provision 

provided CP Velchev with a Best Practices memo on setting the 
level of proof needed to demonstrate an underlying predicate 

of criminal activity.) 

3. (U) Parliament even went a step further 

amendments to the Law on Measures Against Money Laundering 
(LMML) that will expand the circumstances in which law 
enforcement agencies can collect information in potential 
money laundering cases. Previously 

access bank information without a court order when four kinds 
of institutions -- banks 

the Central Depository -- issued suspicious transaction 

reports (STRs). These amendments strengthen the FIA\'s 
investigation capabilities by enabling it to access records 

when 26 additional reporting entities issue an STR 
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casinos 

amendments may have little immediate impact 

all of the STRs are currently only issued by reporting 
entities in the first four categories 

efforts could be significantly enhanced as more of the 
reporting entities start issuing STRs -- long a USG goal. 


4. (SBU) Even with these new legislative measures 
continues to lag in its implementation and enforcement of 
existing legal mechanisms to fight money laundering. Weak 
collaboration within the Government plagues many of its 
initiatives. On July 3 the FIA 

signed a \"joint instruction\" document to improve interagency 
cooperation in money laundering cases. (The FIA lacks law 
enforcement authority and must forward matters which merit 
investigation to the MOI.) The document stipulates 1) that 
the FIA copy the Chief Prosecutor when sending the MOI case 
referral letters (including attachments such as bank records 
FIA analyses 

views regarding any such referral within 30 days of the date 
of referral. The specific details of how these informal 
instructions will be implemented have not yet been worked 
out 

cooperation has not yet been tested. 

5. (SBU) A related problem is that even so-called 
\"specialists\" on money laundering often lack the experience 
and training to be truly effective in investigating and 
prosecuting suspected cases. The FIA is preparing to add 10 
staff in order to better supervise the LMML\'s 30 categories 

of reporting entities 

individuals will be seconded -- probably from Customs and the 
National Revenue Agency (NRA) -- rather than added as new 
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hires 

OTA and USAID\'s Financial Sector Integrity Project (FSIP) 
have explored options to assist in training new inspectors 

our offer has been put on hold given the changed staffing 
arrangement. The MOI plans to establish a money laundering 
unit 

believe the unit will require as many as 60 investigators to 

be fully effective. Within the Prosecution Service 

already includes prosecutors specializing in money laundering 
cases 
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focusing on OC 
these units to those within the MOI. 


6. (U) USG assistance focuses primarily on providing 
guidance in implementation efforts and building enforcement 
capacity. OPDAT\'s focus on financial investigation and 
financial profiling reflects its objective to curb the flow 

of money to human traffickers. OPDAT in particular notes the 
extensive training needed by specialists in the prosecutor\'s 
office and the police forces. Treasury\'s Office of Technical 
Assistance (OTA) has conducted workshops on money laundering 
and financial crimes to train representatives from the MOI 
Prosecution Service 

Forfeiture Commission. The GOB also reports difficulty in 
tracking and investigating money laundering cases. We are 
doing a cost analysis were the USG to provide sufficient 
equipment and software to meet their needs. 


7. (U) Promoting interagency and intergovernmental 
collaboration is also a USG priority 

have urged the GOB to strengthen its emphasis on 
collaboration in money laundering cases. OTA hosts monthly 
meetings of a Financial Crimes Task Force 

reflect a range of law enforcement agencies fighting OC 
including the MOI 

Bulgarian National Bank 

working together to develop a Best Practices Manual to assist 
the MOI and Prosecution Service in the investigation and 
prosecution of money laundering cases. 

8. (U) Bulgarian investigators tracking suspicious money 
trails are often thwarted when criminals launder funds 
through offshore corporations established in Cyprus 

Channel Islands 

enforcement agencies -- including the FBI 

Service 

assistance in joint investigative activities that have a U.S. 
nexus 

layers of shell companies when U.S. incorporation and/or bank 
accounts were used in the laundering process. 


9. (SBU) Most of these recent developments are finally 
surfacing after percolating in interagency negotiations over 
the course of the past several months. Although these 
measures have yet to prove their immediate effectiveness in 
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practice 

up to the bad guys -- OC figures and even highly placed 
officials -- as demonstrated by the June arrest of the former 
head of Sofia Heating Utility on money laundering charges. 
It is unlikely that the prosecution service will be able to 
churn out any high-profile money laundering indictments in 
advance of the EU\'s final monitoring report 

26 

the Government\'s stated commitment to rooting out OC and its 
attendant vices. END COMMENT 


KARAGIANNIS 
# 
KARAGIANNIS 
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secrets 


SIPDIS 

Mirzoyev was one of President Rahmonov\'s closest advisors during 
the Tajik civil war 

opposition 

detrimental to Rahmonov\'s reputation. Mirzoyev claimed he 
murdered several opposition figures on instructions of the 
president\'s administration. Several media outlets also report 

one reason for Mirzoyev\'s imprisonment could be that he was 
involved in the struggle for control of TadAZ 

state-owned aluminum smelter and a primary source of revenue for 
the government. Mirzoyev led the elite Presidential Guard armed 
forces between between 1995 and 2004 

the country\'s anti-narcotics agency before his 2004 arrest. 
Mirzoyev accumulated wealth by privatizing small companies and 
government buildings 

done illegally. He also allegedly profited from drug 

trafficking. As Mirzoyev gained confidence in his power 

publicly opposed Rahmonov and made it clear that he wanted to be 
the next president. 


3. (SBU) COMMENT: Even though Mirzoyev may appeal the 
sentencing 

prison. The government would not risk allowing the \"state 
secrets\" that forced the trial behind doors to be released. 


SIPDIS 

Mirzoyev probably committed many of the charges brought against 
him 

law that suggests political will is driving the case. Mirzoyev 

joins the ranks of Mahmadruzzi Iskandarov 

the Democratic Party of Tajikistan imprisoned for 23 years 

dared to publicly challenge Rahmonov as he approaches the finish 
line at the November presidential election. END COMMENT. 
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rates low during his last election campaign in 2004 
Australians now have a higher debt load than at any time in 
their history. Upticks in mortgage rates hit particularly 

hard because the vast majority of Australian homeowners hold 
adjustable rate mortgages. Members of Parliament and their 
staff confirmed during a series of calls by Poloffs last week 
that higher gas prices were an issue that was beginning to 
worry their electorates 

As a result 

to find a response to the higher prices. (While Howard noted 
correctly that higher prices stem from forces beyond 
Australia\'s control 

alternative fuels such as ethanol or natural gas for 

vehicles). 


POLLS STILL POSITIVE 


4. (C/NF) Although a Sydney Morning Herald poll released 
August 14 indicated 75 percent of voters are dissatisfied 
with the Government\'s response to petrol prices 

noted that the Coalition is the preferred choice ) by 20 
percentage points -- to manage the economy. The poll 
Newspoll published by The Australian newspaper August 15 
showed that Howard is the clear choice for Prime Minister by 
almost 2 to 1 over Beazley. Although the Morning Herald poll 
gave Labor a 53-47 advantage in the two-party preference 
voting 

arrests in London) gave the Coalition the lead 51-49. A 
Coalition aide noted that the Coalition\'s poll numbers have 
dipped midway through the last three governments. He said 
the party out of power needed at least a three percent lead 
in the polls for the results to indicate any threat to the 
Government. 


LABOR SEES TOUGH FIGHT 
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5. (C/NF) Poloffs spoke to several Labor Party Members of 
Parliament and their aides last week about the current 
political situation. They understood they had an uphill 
struggle to defeat the Coalition in the next election and in 
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the words of MP Bob McMullan (Protect) &they weren 
yet.8 Their strategy is to work with the unions to brand 

the new industrial relations law as unfair to the average 
worker (see ref B) and combine that law with rising interest 
rates and petrol prices to show that the average worker is 
not better off. In the words of Chris Bowen (Protect) 
another Labor MP seen as a rising star in the Party 

voter is asked who they trust more to run the economy 
Coalition is favored 70-30 percent 

is who do you believe cares more about the average working 
man 


6. (C/NF) Labor Shadow Foreign Minister Kevin Rudd recently 
told visiting EAP DAS Davies and Charge that he believed 
Labor\'s prospects for gaining government were about 
fifty-fifty. Recent polls 

striking distance 

party\'s fortunes over the past several months. On the other 
hand 

further 

improves during the lead-up to Australian federal elections. 


COMMENT 


7. (C/NF) All Australian elections are close 

to winning the marginal seats ) districts where the 
incumbent\'s margin of victory was less than four percent. 
With Howard at the top of the ticket 

holding marginal seats have been invigorated. While Labor 
politicians have to feel buoyed by the concern over petrol 
prices and interest rates 

struggle given the strength of the economy and the confidence 
the voters have in Howard. 


8. (C/NF) Both sides of Parliament will need to reshuffle 
their front benches prior to the next election to remove 
members who are not seeking re-election. Multiple coalition 
senior staffers confirmed that PM Howard will adjust his 
ministers 

however 

Minister for Health and Aging Tony Abbott 

Alexander Downer 

extremely unlikely to change 

of a significant shake-up. 

Owens 
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mandate. Currently 

job\" because of a \"vague\" mandate inadequate for the task at 
hand. 
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3. (C) Finally 

member states must demonstrate leadership by making 
significant troop contributions to UNIFIL. Because of the 
lead role France has taken (along with the US) at the UNSC -- 
as well as France\'s overall military capacity as compared to 
other EU states -- the French \"have to take a strong role.\" 
However 

suddenly become reluctant to share information with EU 
partners regarding their potential UNIFIL role and 
contributions. \"Most of my information on French thinking 
comes from newspaper reports 

frustration. Germany\'s response thus far has also been 
disappointing 

Minister\'s personal efforts to assure Berlin that \"historical 
factors\" between Germany and Israel are no issue and German 
troops would be welcome. Although individual EU member 
states will make their own national troop contributions to 
UNIFIL (as opposed to EU troops under ESDP) 

planning 

troop contributionswith Germany 

Nordic partnrs in the coming days. 

WARE 
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cheap and easy ceasefire that would lead to an outbreak of similar 
hostilities again. So what has happened as a result of the last few 
weeks of diplomacy is that all the major players--the Israelis 
Lebanese 

Resolution 1701." The Ambassador stressed the United States\' 
commitment to helping the people of Lebanon and Israel 
Secretary Rice has announced that the United States will increase 


SIPDIS 
aid to Lebanon to 50 million USD. 


2. The Ambassador also released an op-ed on the situation in 
Lebanon 

The op-ed was published on August 15 in \"Hayastani Hanrapetutiun 
government-owned newspaper that is widely read by government 
officials and opinion makers. In the op-ed 

\"Helping Lebanon Regain Control 

civilian life but states that he believes Resolution 1701 opens a 

path towards establishing a lasting peace. The Ambassador 
emphasized the need to change the circumstances that led to the 
conflict 

both Lebanon and Israel have said we could not return to the 
situation that allowed Hezbollah to provoke this crisis. A durable 
ceasefire requires changed circumstances so that the government of 
Lebanon 

Lebanon.\" 
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3. Whereas the Armenian media generally do not focus on 
international news 

events 

the large number of Armenians living in Lebanon and the close ties 

of Armenians with the Diaspora community there. Media reports have 
generally focused on condemning the loss of life and destruction in 
Lebanon 

not ending the conflict more quickly. Through his media activities 

the Ambassador has emphasized that the United States is committed to 
helping the people of Lebanon 

a durable and lasting peace needs to be established. 
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neighbors 

among others. Asad 

Syrian interests can not be ignored in 

ongoing diplomatic wrangling over the future of Lebanon and 
the region. \"No one likes hearing such attacks and 

criticism 

Negeiry said. While Asad\'s words certainly registered on the 
street where support for Hisbollah and its leader remains 
particularly strong 

the \"realities on the ground\" in Lebanon. Hizbollah is 
weakened 

southern border area of Lebanon 

strengthened. Nevertheless 

statements that could \"humiliate\" Hizbollah 

support in Egypt and elsewhere for the group was so palpable 
and since Hizbollah\'s disarmament had yet to take place. 


3. (U) Egypt\'s August 16 pro-government daily Al Gumhouriya 
responded to Asad\'s speech with disdain 

from a \"strategy of escalation\" that would damage Syria\'s 
interests. The front-page unsigned editorial accused Asad of 
\"getting high on someone else\'s victory\" and of 
hypocritically seeking to take advantage of the destruction 

in Lebanon. Furthermore 

doors 

did Syria take action to liberate the Golan or even defend 
Lebanon from Israel earlier when Syrian troops were there. 
Lebanese 

another civil war in Lebanon to pave the way for a Syrian 
return. At least one editorialist in opposition paper Al 

Wafd also criticized Asad for his \"boastful statements\" that 


Column 3 
he asserts could lead to another civil war in Lebanon and to 
angry reactions from Arab capitals. 


4. (SBU) Echoing popular sentiment among rank-and-file 
Egyptians 

the Egyptian Bar Association and MB Parliament members have 
been quick to endorse Asad\'s comments publicly and to repeat 
the major accusations that are leveled in his speech. Such 
comments are likely to find voice in Friday mosque sermons 
and other Islamist channels of communication. 

RICCIARDONE 
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of them children -- now work in the sector 


has sharply increased in the last five years. Illegal use of 
mercury is widespread 


study showed 77% of the miners used mercury in the family oven. The 
government lacks the capacity to test for mercury 


pollution 
Three years ago 


population already experiencing symptoms of mercury poisoning but 
since mercury poisoning is a gradual process 


believe the full scale of the epidemic associated with the boom in 
informal mining will only emerge in the next 1-3 years. 


Parliament may pass a law regulating the informal mining sector 
later this year 


use of mercury by ninja miners. An embassy OES grant proposal is 
aimed at improving Mongolia\'s ability to test for mercury 


pollution 


Formal Mining and Mercury: A Problem 


2. Aban on mercury use in the early 1980s dramatically reduced the 
presence of mercury throughout Mongolia 


elimination from standard placer mining techniques. At present 
illegal mercury use in formal placer mining is limited to some 


Mongolian 


Column 3 
3. In a recent discussion with emboff 
noted changes in environmental assessments since Boroo 


began operations in Mongolia in 2004. Local inspectors are using 
Boroo Gold as an example. They have learned to draft the 


internationally standard Environmental Impact Assessment (EIA) 
reports required by Boroo Gold and have thus become more 


familiar with international chemical standards. The hope is that 
this knowledge will travel to other mining regions and 


gradually eliminate the lack of awareness that hampers enforcement 
of the mercury ban in the formal sector. 


4. However 
corruption are problems. The government permits the 


establishment of mining companies financially unable to adhere to 
international or even Mongolian local standards. Regardless 


of their understanding of present environmental concerns 
companies lack the resources to use the correct equipment and 


to adequately monitor the surrounding environment. In addition many 
small and medium-sized placer companies can easily conceal 


their mercury pollution. These environmentally unsound practices 
persist because GOM environmental inspectors are quick to 


forgo inspections for a bribe. 


Informal Mining: A Boom Leads to Significant Abuse 


5. Over the last five years the in the informal mining sector has 
sharply boomed 


mercury use. While there are no firm figures 
number of informal miners -- generally termed \"ninjas\" because 


of the green plastic tubs they carry on their backs -- have grown 
from 10 


summer months. By contrast 
20 


communities to more than triple from their resident populations. 
The ILO estimates that 10-15% of the miners are children. A 


survey conducted by the Mongolian Business Development Agency (MBD 
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identifies the south-central aimags -- Ovorkhangai 


Arkhangai and Bayankhongor Aimag -- as the main areas of activity. 
However 


including fragile environmental areas in the Gobi 
theory 


6. The growing number of \"success stories\" coming from the gold 
fields draws progressively more people. College students pan 


for gold during the summer to cover next year\'s expenses. Other 
factors push large numbers of Mongolians toward informal 


mining. Extreme winter temperatures 
and wildfire have decreased the carrying-capacity of the 


land throughout the country. Especially in years when large numbers 
of livestock die during the winter 


left looking for a source of income within the cities and the mining 
regions. Urban poor often look to mining for temporary 


employment during the summer months. 


Mercury Illegal 


7. Mercury is illegal in Mongolia 
communities near mining operations. An estimated ten tons is 


imported each year with little or no understanding by the general 
population of the environmental health risks. Ironically 


success in combating mercury use elsewhere likely contributes to the 
problem here: mercury eliminated from China 


the United States serves to keep the Mongolian supply abundant and 
prices low. 


8. While the availability of mercury facilitates continued illegal 
use in the formal mining sector 


informal sector. One study indicated that 63% of artisanal miners 
store mercury in their homes 


frying pans to process ores with mercury. Artisanal miners often 
poison themselves by letting the chemical come into contact 


with their bare skin 
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9. The mercury poisoning continues when the mixture is heated. The 
mercury is evaporated into the surrounding atmosphere to 


separate out the gold 
the mercury contamination of the soil and air. Geological 


specialists believe it is only a matter of time before the mercury 
sinks and pollutes the aquifers 


families uninvolved in informal mining 
the area. 


Scale of the Problem Not Measured 


10. Mongolia\'s inability to evaluate current levels of mercury 
pollution poses a challenge in assessing the scale of the 


problem and reporting it to national and international 
organizations. Ministry of Nature and the Environment (MNE) 
official 


Sarantuya told emboff that the lack of laboratory resources 
exacerbates assessment challenges. Sarantuya complained that even 


the central laboratory in Ulaanbaatar 
in the country 


Mongolia\'s only two labs that can test for mercury contamination are 
in Ulaanbaatar. Testing regimens require samples be kept 


cold during transport. This is impossible because mining regions 
(and most of Mongolia for that matter) lack refrigerated 


transport and other vital infrastructure. 


11. MNE relies on a study conducted by the Japan International 
Cooperation Agency (JICA) in 2003 to determine mercury levels. 


The study 
region north of Ulaanbaatar. The JICA-funded study reported 


26% of the survey population to be experiencing symptoms of mercury 
poisoning. The most common symptoms were rheumatism 


headaches 
population had urine whose mercury content was above the 


normal level of 0.035 microgram/ml. 


12. The Swiss government has funded the Support for Artisanal 
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Mining Project (SAM) that will calculate mercury levels 


throughout the country. The project will provide insight on the 
present state of the problem and determine future 


environmental costs. An OES grant proposal by the Embassy (ref a) 
would add to this by funding mobile testing units near 


informal mining areas. 


A Looming Health Crisis 


13. It\'s all too possible that Mongolia will soon have another 
means to measure mercury pollution: an explosion in mercury 


poisoning cases. Mercury poisoning is a gradual process. 
Specialists predict that an epidemic will emerge within the next one 
to three years because of the upsurge in informal mining in the last 


half decade. Exposure to elemental mercury affects 


emotional stability and impairs muscular 
abilities. High levels of mercury exposure can result in death 


due to kidney or respiration failures. Reports of mercury poisoning 
in Mongolia are scarce due because local health officials 


in affected rural communities do not know the signs. 


The Legal Environment for Informal Mining 


14. MNE officials acknowledge that current regulations on informal 
mining are inadequate. Local governments fail to monitor 


artisanal mining activity beyond demanding a biweekly fee from each 
miner. With many miners refusing to pay such fees 


residents claim that police frequently resort to physical abuse 
rather than legal enforcement. These corrupt practices incite 


hostility and future disregard for the law 
regulatory framework. Growing governmental concern has also 


increased the incentive for small-scale miners to conceal their 
mercury usage. 


15. Recent conflict between the ninjas and formal mining companies 
in Zaamar soum 
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Ulaanbaatar 
legislation (ref b). A draft law which may be considered by the 


Fall session of the State Great Hural would allow for the legal 
licensing of individual miners. Juergen Hartwig 


advisor 
individuals rather than rogue ninjas will promote a more 


formal and peaceable enforcement protocol. MNE also hopes the law 
will strengthen implementation of environmental controls 


that they have not had the capacity to enforce in the past. 


16. The law will also promote a more extensive infrastructure by 
encouraging mining communities to designate particular areas 


and individuals responsible for specific activities. In theory 
this would remove the mercury pollution from the immediate 


living vicinity of the miners. However 
believes such a shift is at present unfeasible due to the 


convenience of current home-based extraction procedures and the 
abundance of artisanal miners to whom the new bill would apply. 


Needed: Better Technology 


17. The SAM project aims to reduce mercury pollution by introducing 
new mills and retorts. The project hopes to remove mills 


now being used in ASM communities that effectively demand mercury. 
The new mills produce finer sediment while crushing the 


ore 
mercury for creating the amalgam. The new retorts will 


increase mercury recovery during the heating process so mercury is 
recycled rather than released into the environment -- and 


the mills would remove the amalgam process from miners\' homes. 
Specialists note there should be an economic incentive to use 


the new technology 
versus the 70% yield of current devices. 


Needed: More Awareness Campaigns 
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18. Sans Frontiere Progres director Tumenbayar told emboff that 
education-based efforts are necessary to reduce the mercury 


problem on a more immediate time scale. Tumenbayar worked with 
Peace Corps to develop a mercury awareness project in Bornuur 


soum. School children learned mercury protection and prevention 
methods and produced a 2007 mercury awareness calendar. While 


the project did not eliminate mercury use in the soum 
organizers believe that continuing education is crucial for 


reducing the pollution. One part of the embassy\'s OES grant 
proposal is directed at working with Sans Frontiere Progres to 


raise awareness of mercury dangers in artisanal mining areas among 
both the public and officials. 
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initiatives already underway. G. Balusubramanian 
Secretary at the Indian Embassy in Dushanbe told PolOff August 


SIPDIS 

14 the visit solidified an already positive bilateral 

relationship 

increased trade or anything more than diplomatic 
warm-and-fuzzies. The lack of transit routes between Central 
Asia and India 

make it unattractive for Indian investors or traders. However 
India has been a quiet 

Tajikistan in economic 

several years. As the relationship grows 

counterweight to some of Tajikistan\'s more aggressive and 
demanding allies 

successful non-Western democracy to which Tajikistan might 
relate. END COMMENT. 


2. (C) In addition to the five memoranda (reftel) 
Balusubramanian characterized as \"very generic 

tried unsuccessfully for additional agreements on taxation and 
visas. A Bilateral Investment Promotion Agreement already 
exists 

agreement to avoid double taxation on goods and services. 
However 

that made it impossible for the heads of state to sign the 
agreement. Balusubramanian noted that in attempts to establish 
a visa free regime for official passports 

in a \"legalistic tangle\" as to which paragraphs of the existing 
agreement covering diplomatic passports to amend. 
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3. (C) He reported that the agreement on energy included a 
multi-million dollar grant to rehabilitate the parts of the 

Varzob cascade hydropower station 

U.S. Trade and Development Agency had funded a feasibility study 
in 2005. India had been looking at the project since 2003 

had been limited to $5 million is assistance at the time. 
Balusubramanian thought they would increase the amount to cover 
at least two of the three phases of the project. 


4. (SBU) Several joint Indian-Tajik working groups established 

in previous bilateral meetings hastily met in Delhi the days 

before the state visit 

\"regular\" bilateral meetings. The third Indo-Tajik Joint 
Commission on Trade 

Cooperation meeting took place July 31- August 1 to enhance 
bilateral trade and economic relations. The second session of 
the Joint Working Group on Counter Terrorism met August 3-4 to 
intensify cooperation on counterterrorism and counternarcotics. 


5. (SBU) Indian assistance has been quiet 

assistance in education. India will continue to fund short- and 
long-term scholarships for students and professionals. Through 
the Indian Technical and Economic Cooperation Program 
provides Tajikistan 80 short term exchanges annually. Through 
the Indian Council on Cultural Relations 

study for one to three years. After successfully opening an 
Information Technology center in Dushanbe earlier this year 
Balusubramanian said they would establish a Tool Center at the 
Technical University in the coming year. 
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6. (C) Balusubramanian dismissed press reports estimating 
Indo-Tajik trade between $2 and 12 million 

Rahmonow\'s claims that it had once reached $30 million. 
Although trade spiked when India was sending alumina to be 
processed at the Tajik state-owned aluminum factory TadAZ 
has never been consistently high levels of commerce between the 
two countries. According to Balusubramanian 

who have tried something other than suitcase shuttle trading 
have found Tajikistan a difficult place to do business. One 
importer of pesticides saw his wares held up for weeks because 
Tajik authorities would not recognize his letter of credit. It 
currently takes 60 days 

from India 

Tajikistan 

pharmaceuticals. 

HUSHEK 
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of imprisoned BSDP leader and former presidential candidate 
Aleksandr Kozulin is degenerating 

no plans to replace Kozulin as party leader. They 
characterized the recent cooperation between local chapters 
of BSDP and those of the opposition United Civic Party (UCP) 
and Belarusian Party of Communists (BPC) as a central feature 
of BSDP local campaign strategy for the municipal elections 
planned for January 2007. They insisted that these regional 
agreements did not signify BSDP\'s formal integration into the 
United Democratic Forces (UDF) coalition. However 

senior BSDP party leaders did not rule out further 

unification of forces in the near future. An Embassy request 
for access to Kozulin in jail is still pending. End Summary. 


Kozulin\'s Condition Since the Verdict 


2. (C) On August 7 

independent Belarusian media authorities had transferred 
Kozulin to Volodarskogo Street detention center in central 
Minsk after he was diagnosed with myopia and the cartilage 
disorder osteochondritis (See also \"osteochondritis 
dissecans\"). She blamed poor lighting in the Zhodino 
detention center 

trial 

meeting with Poloffs 

vision loss to head injuries inflicted by Belarusian 
authorities. End note.) 


3. (C) BSDP senior member and human rights attorney Oleg 
Volchek reported to Poloffs on July 28 that the authorities 
had moved Kozulin to Panski prison outside Minsk. He noted 
that the move was surprising because most prisoners are not 
transferred to a different detention facility until the legal 
appeal processes are complete. Volchek explained that Panski 
prison is unusual among Belarusian prisons because the 
authorities maintain strict control of what happens inside 

the prison. In this respect 

for Kozulin 

However 

diseases 

August 8 

requesting access to Kozulin in prison during the month of 
August; on August 11 

receipt 

note.) 


BSDP Legal Actions 
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4. (C) Volchek told Poloffs the BSDP has filed an appeal to 
Kozulin\'s sentence and is almost finished with its list of 
violations committed by the judge 

investigators in the case. Volchek\'s newly created public 
commission is collecting evidence that the court had refused 
to examine during the trial and plans to post the information 
on the BSDP website. The commission also is trying to find 
the birth dates and places of those involved in Kozulin\'s 
prosecution 

Sergey Bortnik (Volchek agreed to pass this information to 
the Embassy). According to Volchek 

claimed that he gave Kozulin the minimum sentence instead of 
the 20 years in prison as demanded by Belarusian law. (Note: 
On August 7 

report that noted more than 30 procedural irregularities 
during the trial. End note.) 


5. (C) Volchek and Kozulin informed Poloffs that BSDP is 
organizing a movement to free Kozulin and raise public 
awareness about Kozulin\'s fate. They observed that many 
Belarusians outside Minsk do not know about Kozulin\'s 
sentence and believe that he has been released. Volchek\'s 
commission is planning a project 

support 

throughout Belarus. 


BSDP Local Election Strategy Focuses on Regional Agreements 


6. (C) On July 28 

Deputy Chair and de facto leader Aleksey Korol told Poloff 
that BSDP is not planning to replace Kozulin 

whose origins Korol ascribed to the imprisoned former BSDP 
activist Nikolai Statkevich. Korol maintained the party 
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continues to function as if Kozulin were \"merely on a 
business trip.\" He said BSDP\'s principal political focus 
would be on the local elections ostensibly scheduled for 
January. (Note: On August 2 

Nistyuk told independent media that BSDP plans to field 100 
candidates. End note.) 


7. (C) Throughout July and August 

strategy concentrated on cooperation with parties of the UDF 
coalition in regions outside Minsk. On July 19 

chapters of the BSDP and the United Civic Party (UCP) signed 
accords for joint campaigns in Grodno and Brest. BSDP and 
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UCP followed up with another such agreement between its 
chapters in Brest. On August 1 

multi-party regional strategy by signing a tripartite 
cooperation agreement among BSDP 

Belarusian Party of Communists (BPC) in the northern city of 
Mogilev. On August 8 

an agreement in Vitebsk. 


8. (C) On August 10 

NGO National Democratic Institute had encouraged such 
regional cooperation agreements among parties to galvanize 
voter support for pro-democracy candidates and platforms in 
key regional cities. 


9. (C) Korol also told Poloff that he had heard erroneous 
rumors that these agreements were within the framework of the 
opposition United Democratic Forces (UDF) coalition. Korol 
maintained that these local agreements were outside the UDF 
and that BSDP was not becoming a member of the opposition 
coalition. He described former opposition presidential 
candidate Aleksandr Milinkevich as a very important symbol of 
the opposition but insisted that the opposition coalition 

must restructure itself before BSDP would join. 


Biographical Notes on Korol 


10. (C) Aleksey Korol (alternate spelling: Aliaksei Karol) 

is BSDP Deputy Chairman and Editor-in-Chief of the 
independent newspaper \"Zgoda.\" He was born on May 29 
Korol\'s son 

Hopkins University in August 2006 and lives with his wife 
Irina 

to Poloff that he might want to immigrate to the U.S. 
someday 

prison. 


11. (C) Charge first met Korol on August 4 as Korol was 
attempting to enter a Minsk courthouse during the criminal 
trial against four leaders of the independent NGO 
\"Partnership.\" Poloff was holding his umbrella over Korol as 
he spoke to Charge during a deluge of rain. The usually 
subdued but pleasant Korol laughed loudly 

cheerfully said 

protects the opposition from the storm.\" 


Comment 


12. (C) Korol\'s and Volchek\'s information regarding 
Kozulin\'s condition corroborates independent media accounts 
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and reaffirms the importance of our request to see Kozulin 
sometime in August. Moreover 

lend valuable insight into BSDP\'s strategy for the local 
elections. The close cooperation of BSDP with other 
opposition parties at the regional level probably will not 
produce many upsets 

the credibility of the opposition movement in the eyes of the 
Belarusian population. Although Korol stressed that BSDP 
does not coordinate its activities with the opposition 
coalition leadership 

could be the first step toward BSDP\'s joining the coalition 
in the near future. 

Moore 
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United Nations belongs to all countries 

Americans.\" He emphasized that his view is shared by an 
overwhelming majority of African 

countries and noted that Belarus has recently intensified 
cooperation with these countries. Lukashenko added 

the level of strategic partnership with China last year. This is 
worth a lot.\" 


3. Opposition Party to Field 100 Candidates in Local elections 


On August 2 

Deputy Chairman Vladimir Nistyuk reported to independent media that 
his party plans to field some 100 candidates and will focus on 

social issues in local elections tentatively scheduled for January. 

He explained 

parliamentary elections are not a competition among party 

ideologies and platforms but rather a fight for votes from specific 
people living in a specific election district." According to 

Nistyuk 

parties. He noted that the Brest regional BSDP party had signed 
cooperation agreements with the local chapters of the pro- 

democratic Belarusian Party of Communists and the United Civic 
Party (UCP) and that a similar accord was reached between BSDP and 
UCP chapters in Grodno. 


4. Opposition Communist Party Ordered to Present Membership List 


On August 1 

Belarusian Party of Communists (BPC) to surrender data regarding 
the membership of its chapters 

According to BPC Central Committee Secretary Valery Ukhnalev 
leadership of the pro-government Communist Party of Belarus (CPB) 


Column 3 

urged the ministry to check the BPC membership. Ukhnalev 
maintained that the order violated Belarus\' Political Parties Law 
which requires parties to present members\' lists to authorities 

only during founding conventions. Last month 

merger with the BPC and persuaded the GOB to re-register BPC 
grassroots organizations as CPB chapters (reftel). Ukhnalev noted 
\"The authorities failed to split the party through the merger 
conference. Now they are going to resort to their usual practice 
and try to liquidate the BPC through court.\" 


5. Lukashenko State Security Council to Set Radio Frequencies 


On July 31 

State Commission for Radio Frequencies overseen by the State 
Security Council (SSC). The new commission is to be headed by 
SSC Deputy Chairman Yuri Kryvasheyev. Previously 

under the Ministry of Communication and Information assigned 
radio frequencies. In effect 

direct control over radio frequencies. 


6. Police Return 85 


On August 2 

85 

that police seized two days before the March 19 presidential 
elections. In April 

editors of Tovarishch that the newspapers were not illegal and 
requested them to recover the newspapers. However 

staff insisted that police return the two tons of paper at the 
GOB\'s expense. 


7. Pro-Government Youth Union Leader Resigns 


On August 1 

government Belarusian National Youth Union (BNYU). Orda did not 
offer an explanation for his resignation. The pro-government youth 
leader had headed BNYU since March 2003. Orda\'s replacement is 
BNYU deputy head Leonid Kovalyov. During the 2000 parliamentary 
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elections 

National Assembly. He remains the Deputy Chairman of the Standing 
Committee on State System Building 

of Procedure. Following the presidential elections 

included Orda on a list of Belarusian officials barred from 
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receiving EU visas because of their involvement in election fraud 
and voter intimidation. 


8. Gomel Beaches Closed after Testing Positive for Bacteria 


Authorities in the southeastern city of Gomel ordered all major 
beaches closed after tests indicated high levels of intestinal 
bacteria. Water samples from the Sozh River showed a high count 
of a type of bacteria commonly found in fecal matter. Ingesting 
such bacteria can cause stomach illness. According to authorities 
high water temperatures and litter caused the water bacteria 
populations to soar. The beaches will reopen only after a 

directive by the city\'s chief sanitary expert. 


9. UN Reports 30 Percent Rise in Sickness among Belarusian 
Teenagers 


On August 1 

(UNFPA) reported that the incidence of diseases among Belarusian 
teenagers rose by 30.9 percent in the last 10 years. Circulatory 
diseases skyrocketed by 114 percent while bone and muscle ailments 
spiked by 83.6 percent. The number of teenagers diagnosed with 
cancer rose by 74 percent. Teenage diabetes cases grew by 23.7 
percent and mental disorders by 40 percent. UNFPA observed a four- 
fold rise in alcohol and drug use among people between 15 and 24 
years of age over the past five years. The organization also noted 
that the sickness rate was higher among girls. According to UNFPA 
the sharp rise in the teenage sickness rate has adversely affected 
Belarusian demography. Belarus\' population shrank by 49 

2005. 


10. Agriculture Ministry Reports 1.8 Million Tons of Grain 
Gathered in Belarus 


According to the Belarusian Agriculture Ministry 

million tons of grain was gathered in Belarus as of August 2 
almost 550 

502 

Grodno region 

the Gomel region 

tons in the Vitebsk region. However 

hectare dropped 296 kilograms to 2 

ministry projects that grain harvesters will collect between 6.7 
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and 7.2 million tons of grain by September 1 
increase from grain collection last year. 


11. Belavia to Offer E-tickets This year 


Belarus\' national airline Belavia signed an agreement with the U.S. 
company Sabre Airline Solutions corporation to begin electronic 
ticketing on December 1 

\"SabreSonic Ticket\" that allows airlines access to reduce costs of 
e-ticket distribution and database maintenance. Moreover 

will establish a link to SabreSonic\'s universal electronic ticket 

hub that connects carriers and their partner airlines. The 
paperless ticket technology will likely require an upgrade of 
Belavia\'s website to allow the sale of tickets via the Internet and 

a frequent flier program. Sabre\'s reservations system is used by 
more than 100 airlines across the world. Some 50 airlines have 
access to the SabreSonic e-ticket system. 


12. While meeting with Belarusian heads of mission abroad on 
August 1 
regarding Western criticism of GOB policies: 


\"You know 

probably paid by our evil-wishers in The Washington Post or some 
other similar paper 

does not benefit our relationship with the United States. We 

should not pay attention to some trifles because it really 

irritates the US Embassy. We should be more responsible and more 
far-seeing. Once again 

criticize 

facts.\" 
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Toyoda explained. Nevertheless Japan would like to cooperate 
with the USG in other ways on this issue and is not opposed 

to taking China to the WTO in principle. Toyoda asked that 

we keep the GOJ closely informed on our discussions with the 
Chinese and our consideration of WTO case 

views of other interested parties such as Canada and the EU. 
DCM and EMIN also raised the issue in a meeting with 
Assistant Cabinet Secretary Hiroyasu Ando on August 14. Ando 
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received our demarche without comment. 
SCHIEFFER 
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speculate on the time required to deploy Irish personnel to 
UNIFIL. (Under the triple-lock policy 

forces overseas if there is a UN mandate for the mission and 
if both the Government administration and Irish Parliament 
approve.) According to Cahalane 

satisfied the UN component of the triple lock. The remaining 
issues 

Government could decide on troop contributions and the 
possible challenge in recalling Parliament 

to reconvene from summer recess until late September. Dawson 
remarked that 

satisfied for Irish participation in UNIFIL 

which Irish forces had served for over 20 years. 
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Politically 

new mandate would require renewed authorization from the 
Government and Parliament. Given these necessary political 
steps 

among the first off the planes in Lebanon.\" 


6. (C) Dawson refuted August 15 Irish newspaper reports that 
Lebanese Prime Minister Siniora had contacted Irish 
representatives directly to request troop commitments. 

Dawson said that a recent discussion in Cairo between the 
Lebanese charge d\'affaires and the Irish ambassador had been 
the only government-to-government communication on UNIFIL to 
date. 


Request: USG Information on Lebanese Forces 


7. (C) Action Request: Cahalane and Dawson asked whether the 
USG might have information on the capabilities and 
vulnerabilities of the Lebanese military (including 

possibly 

with the Irish Government as it considers adding troops to 
UNIFIL. Post would appreciate receiving any such material 
which would help Ireland to determine the specific role that 

it could play in Lebanon. 

BENTON 
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industrial growth that promoted South Korea to the ranks of 


Column 3 

the richest countries in the world. Park 

consistently 

think was the best Korean President. Kim Won-hong 
researcher at Korea Women\'s Development Institute (KWDI) 
state-funded organization 

\"Those who envision a woman president for Korea look to the 
precedents set by Southeast Asian female leaders such as the 
Philippines President Gloria Macapagal-Arroyo and former 
Indonesian President Megawati Sukarnoputri who are also 
daughters of former Presidents.\" 


6. (C) Although Park Chung-hee\'s legacy has been the 
catalyst for Park Geun-hye\'s popularity 

of accomplishments too. After her mother was assassinated in 
1974 

duties of First Lady. In addition 

leadership skills and credited with bringing the nearly-dead 
GNP back to life as GNP Chairwoman from 2004 to 2006. Kim 
Won-hong of KWDI also remarked 

father\'s daughter first and a as a woman second and she does 
not enjoy the kind of support that Roh received from his 386 
generation supporters 

past role as First Lady 

viable candidate.\" (NOTE: 386 generation refers to those who 
are in their 30s 

in the 80s. This generation was instrumental in creating a 
powerful support base for President Roh Moo-hyun. END NOTE.) 


7. (C) Today 

unprecedented numbers 

breaking away from its Confucian-based male-centered culture 
(Reftel). Walter Paik 

Yeouido Institute 

changing society and the younger generation especially are 
open-minded to the prospect of a female President.\" When 
poloff asked whether South Korea could have a female 
President 


DIFFICULTIES REMAIN 


8. (SBU) While social perceptions toward women have changed 
old habits die hard in a society deeply rooted in Confucian 
notions. In April 

was accused of sexual harassment for fondling a female 
reporter\'s breast during a drinking session in February 

(Reftel). While female legislators led a movement to oust 

Choi from the Assembly 


9. (C) Skeptics and opponents of Park Geun-hye point to 
their discomfort at having a woman as commander-in-chief of 
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the armed forces 

North Korea are tense and armed conflict is never a 
far-fetched possibility. Choi Jae-chun 

and former member of the Foreign Affairs Committee told 
poloff 

policy making 

because of the Korean people\'s overriding concerns about the 
Peninsula\'s security environment.\" 


COMMENT 


10. (C) Park Geun-Hye has emerged as a legitimate and viable 
candidate for President 

vastly improved political standing. With sixteen months to 

go before the election 

a long one 

to secure a victory in the party\'s primary race and grab the 
nomination. Not surprisingly 

former Seoul Mayor Lee Myung-bak said that Korea was not 
ready for a woman president. On the other hand 

meeting with Park Geun-hye last March 

Minister Junichiro Koizumi reportedly flattered the GNP 
chairwoman with his remark that Korea may produce a female 
president ahead of Japan 

neverending race with its historic rival. END COMMENT 
STANTON 
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COPYRIGHT PROTECTION PRACTICES 

INTELLECTUAL PROPERTY OFFICE AND THE TRADE FACILITATION 
OFFICE OF THE U.S. EMBASSY IN BEIJING 

THE INTERNATIONAL FEDERATION OF THE PHONOGRAPHIC INDUS 
(IFPI) 

SOFTWARE ALLIANCE (BSA) 

PLACE IN SHENZHEN ON AUGUST 4. 


3. (U) LIU XU 

DISCUSSED THE FIRST TOPIC 

COPYRIGHT CASE FOR INVESTIGATION.\" IN THIS SPEECH 

AN OVERVIEW OF THE NECESSARY REQUIREMENTS AND STEPS F 
PRIVATE COMPANY TO FILE A COMPLAINT OR CLAIM AGAINST AN 
ALLEGED IPR VIOLATOR. LIU STRESSED THAT HAVING SPECIFIC 
EVIDENCE IS OF THE UTMOST IMPORTANCE 

ACCUSATIONS WOULD NOT STAND UP TO REVIEW. WANG GUOBI 
HIS SPEECH 

STRENGTHENING COPYRIGHT JUDICIAL PROTECTION 

SIMILAR BACKGROUND INFORMATION ON THE PRACTICES OF 
INVESTIGATING COPYRIGHT INFRINGEMENTS. 


4. (U) IN \"THE CHALLENGES FOR RIGHTS HOLDERS OF AUDIO- 
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VISUAL 

THE SHENZHEN COPYRIGHT AGENCY CENTER EXPLAINED HOW D 
IT CAN BE TO PROTECT THE RIGHTS OF MEDIA THAT IS SO EASILY 
DISTRIBUTED. THERE ARE MANY WAYS IN WHICH IPR VIOLATIONS 
CAN TAKE PLACE 

REALIZING IT IS HAPPENING 

KARAOKE EQUIPMENT IS SOLD TO A KARAOKE BAR 

PRE-LOADED WITH NUMEROUS SONGS. HOWEVER 

POINTED OUT 

BARS 

SINCE THEY HAVE NO CONTROL OVER WHERE THE PRE-LOADED : 
COME FROM. THUS IPR VIOLATIONS SOMETIMES BECOME SO 
INTEGRATED WITH NORMAL BUSINESS PRACTICES THAT THEY BE 
VERY DIFFICULT TO COMBAT. (NOTE: GUANGDONG OFFICIALS AR 
CONSIDERING INSTITUTING A PER-SONG FEE FOR KARAOKE USEF 
END NOTE.) 


5. (U) THE AFTERNOON PORTION OF THE CONFERENCE FEATUREI 
ADDITIONAL INFORMATION ON HOW THE ADMINISTRATION OF IPR 
PROTECTION WORKS IN GUANGDONG. LI QINGFENG FROM THE 
COPYRIGHT DIVISION OF THE SHENZHEN INTELLECTUAL PROPER’ 
OFFICE DISCUSSED THE \"PRACTICES OF ADMINISTRATIVE PROTE 
OF COPYRIGHT AND CRIMINAL REFERRALS.\" JUDGE LUO JIANQIN! 
FROM THE SHENZHEN INTERMEDIATE PEOPLE\'S COURT EXPLAIN 
A COPYRIGHT CASE IS ADJUDICATED IN CHINA. AND JUDGE JIANG 
BO FROM THE SHENZHEN NANSHAN DISTRICT PEOPLE\'S COURT ( 
INTRODUCTION ON \"PRACTICES OF THE COMBINED CIVIL 

AND ADMINISTRATIVE ADJUDICATION ON IPR CASES.\" 


6. (U) MANY SPEAKERS POINTED OUT THAT EDUCATION IS AN 
IMPORTANT TOOL IN THE FIGHT AGAINST COPYRIGHT INFRINGEM 
AS THE REPRESENTATIVE FROM THE MOTION PICTURE ASSOCIAT 
ARGUED 

RESPECT AND SUPPORT IPR 

ACCORDING TO THESE REPRESENTATIVES 

IPR VIOLATIONS WILL NEVER CREATE TAX REVENUES 
INVESTMENT IN THE PRODUCTION OF FILM AND TV 

CREATIVITY; THE FIGHT AGAINST IPR VIOLATIONS MUST THEREFC 
BE BOTTOM-UP AS WELL AS TOP-DOWN. 


COMMENT 

7. (U) ACCORDING TO AN INFORMAL SURVEY OF THE AUDIENCE 
WHICH WAS MOSTLY COMPRISED OF REPRESENTATIVES FROM P 
ENTERPRISES HAVING TO DO WITH FILM 

TELEVISION 

VIOLATIONS 


CONFERENCE WAS USEFUL. THE CONFERENCE NOT ONLY GAVE 
OVERVIEW OF SPECIFIC IPR PRACTICES IN CHINA THAT THESE 
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COMPANIES CAN LATER USE TO PROTECT THEIR IPR; MANY SPEA 
ALSO SUPPLIED PHONE NUMBERS 

OF IMPORTANT OFFICES THAT DEAL WITH IPR ISSUES. THE FOCU 
OF THE CONFERENCE 

GIVING SPECIFIC INFORMATION 

GOVERNMENT IS MOVING BEYOND THE GENERAL RHETORIC ABO! 
TOWARD HELPING BUSINESSES UNDERSTAND THE PRACTICAL W 
WITHIN CHINA\'S CURRENT LEGAL FRAMEWORK 

PROTECT THEIR IPR. END COMMENT. 


MARTIN 
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assassinations and counted 10 since the beginning of August; 
discord between the local government and security forces 
continues 

province. Abu Muslim\'s greatest concern is about democracy 
building in Iraq. He opined that the best ways to deal with 
obstacles hindering democracy is to eliminate the militias 
within the security forces 

believe in and understand democracy and support moderate 
religious clerics to counter the Islamic extremists now so 
prevalent. 


4. (C) The RC asked Abu Muslim if he could provide the names of 
some of the moderate clerics in Maysan that he believes should 
receive more support. Abu Muslim named the following persons: 


-- Dr. Abdul Jabar al-Rifa\'e is the owner of the "Islamic 
Sector\" newspaper and has written books on religion and 
anti-extremism. He is currently an advisor to the Minister of 
Education. 


-- Mohammed Abdul Jabar Shabut also owns a newspaper 
\"Islamic Democratic\". 


-- Dhiya\' al-Chikarch is another moderate cleric who has written 
books on Islam and democracy. 


Abu Muslim\'s NGO holds weekly meetings to discuss ways to 
promote democracy and find other moderate voices that he can 
work with. 


CONCERNS ABOUT FEDERALISM IN THE SOUTH 


5. (C) Abu Muslim also expressed worries about the Shahid 
al-Mehrab organization 

funding from Iran 

to promote the \"federalism\" idea of the nine southern Shia 
provinces of Iraq joining to become one region. He said that 
al-Hakim was recently in Al-Amarah to promote this concept and 
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met with various tribal 

According to Abu Muslim 

region 

in terms of democracy and stability. He 

moderate leaders in Maysan 

ideas of federalism to educate the people of Maysan. The 
authors of the pamphlet hope that increasing understanding of 
federalism will help deter people from buying in to the ideas 
being touted by the Shahid al-Mehrab organization and others. 


MAYSAN READY FOR PIC? 


6. (C) When asked about Maysan\'s readiness for transition to 
provincial Iraqi control of security 

problems must first be resolved. He compared Muthanna 

has already transitioned 

differences is that in Muthanna the chief of police 

and Iraqi army commander are all from the same party and work 
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well together. In Maysan 

between the Sadr local government and the Badr security forces 
is well known. He said that tensions must be eased and the 
numerous assassinations must decrease. The second difference 
between Muthanna and Maysan is the latter's 275-kilometer border 
with Iran. Abu Muslim said that the border with Iran must be 
better controlled to prevent the flood of weapons that come 
across from lran. He does not believe that the Iraqi security 
forces currently have the ability or the desire to secure the 
border. Until these two issues are resolved 

believe the province is ready for transition to Iraqi control. 


COMMENT 


7. (C) Comment: Abu Muslim is a long-time close REO contact 
always willing and eager to meet with us. His recent work 
behind the scenes was instrumental getting the local government 
to re-engage with coalition forces after an incident between 
British forces and local militias. He works at the grass roots 
level to promote democracy and its importance to the future of 
Iraq through his organization and wields his influence with 
political 

democracy. Before he left 

books Public Diplomacy supplied Arabic language books on 
democracy and other subjects for him to distribute 

dispenses them widely. Educated (he spent several years 
studying Islam in Qom) and moderate voices like his are what is 
needed to counter the growing threat of extremism in the south. 
End comment. 
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75159 
Two Mainstream Newspaper Editors in South China 


(U) This message is sensitive but unclassified. Please 
handle accordingly. 


1. (SBU) Summary. Recent discussions with editors of two 
prominent South China newspapers revealed a conformist 
attitude and a willingness to \"go with the flow.\" Based on 
these two interviews 

journalists must be willing to work within the system in 
order to survive 

End Summary. 


Self-Censorship as Routine 

2. (SBU) On July 7 Congenoffs met with Luo Guiging 
managing editor of the international news section in the 
Guangzhou Daily; and on July 26 

Jiasheng 

was FAO presence at the meeting with Wu 

meeting with Luo. End note.) Both these newspapers 
dailies 

government 

outlets of Guangdong and Fujian respectively. Both 
interviews were striking in that they revealed how 
thoroughly the practice of self-censorship has entered the 
routine habits of these mainstream journalists. 


3. (SBU) Luo admitted that he automatically practices self- 
censorship. For example 

anything negative about religions 

religions in China such as Islam. The paper must always be 
careful with stories concerning Muslims or Muslim countries 
said Luo 

\"national unity 

Any topic that Chinese minorities might relate to must 
therefore be treated gingerly. 


4. (SBU) Wu also demonstrated this self-censorship tendency 
in his comments about Taiwan. Based out of Fuzhou 

Fujian Daily naturally takes a special interest in Taiwan 

affairs. Wu said that Taiwan is a \"complicated issue 

his principal in dealing with it is to be \"objective and 

fair." He said that when covering Taiwanese politics 

paper tries to report on speeches by all politicians 

objectively. Yet Wu also made comments that revealed strong 
nationalist sentiment: while reporting on Taiwan 
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Daily always tries to reflect the \"blood ties\" between 
Fujian and Taiwan 

of China. In addition 

forward\" to reunification. These reporting angles are 
consistent with national policy towards Taiwan. 


Adapting to Reality 

5. (SBU) When asked whether young journalists ever tend to 
try to be bolder in their writing than older ones 

admitted that sometimes new graduates just starting their 
careers are \"nave 

(Luo himself studied in Scotland 

countries 

also common among Chinese journalists trained in Western 
journalism schools. However 

publications 

give up and quit the profession. For many 

prestigious job may be worth compromising some ideals 
working in a mainstream news outlet is extremely 
competitive: according to Wu 

runs recruitment campaigns at universities. Typically they 
have thousands of applicants 

20 get the job. 


6. (SBU) When asked whether he was dissatisfied with the 
situation in China 

and indicated that he was willing to do what he must to have 
a successful career. He said he is not very interested in 
\"fighting the system 

these things.\" He explained that a good journalist is 

active 

idealism.\" 


7. (SBU) Behaving well can yield special privileges 
including access to restricted information from the Chinese 
government. In addition 

the approval of the government 

other journalists do not. He is frequently invited to 

official functions 

diplomats 
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Comment 

8. (SBU) These ingrained biases show how thoroughly 
mainstream journalists have adopted the practice of self- 
censorship. Both editors 
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Congenoffs have met 

need to rigorously monitor the media 

practice self-censorship automatically. These editors said 
they have not attended any special training sessions in how 
to practice self-censorship. It is not marked as a special 

or separate topic 

territory of journalism in China. 


9. (SBU) Luo is typical of highly-placed Chinese 

journalists: educated and worldly professionals who 
nevertheless are content to work within the restricted 
Chinese reporting environment. Luo has numerous foreign 
acquaintances and is widely traveled 

to become somewhat disenchanted with the Chinese system. 
Yet it is this system that allows him to continue to meet 

these kinds of contacts and to travel abroad 

opportunities that a less cooperative journalist would not 
have. End comment. 


MARTIN 
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Explores Foreign Sources of Funds 


Ref: A) GUANGZHOU 20890; B) GUANGZHOU 18191 


(U) This message is sensitive but unclassified. Please 
handle accordingly. 


1. (SBU) Summary: In a meeting between a representative of 
the American philanthropy group the Rockefeller Brothers 
Fund and the publisher of the magazine \"Citizen 

by the Consulate 

were discussed. The Rockefeller representative 

making any firm commitments 

\"Citizen\" to help the magazine find funding opportunities. 
End Summary. 


2. (SBU) On August 7 Econ/Pol Intern arranged a meeting 
between a Rockefeller Brothers Fund (RBF) Representative 
Hao Yuanwen 

(\"Shimin\") 

of the meeting was to help \"Citizen\"\‘s managers learn how to 
take a more business-oriented approach to running a 
magazine. In previous meetings between Congenoffs 

Yao 

a magazine such as \"Citizen 

the end of 2006 (refs A and B). Congenoffs subsequently 
arranged this meeting with the RBF 

program 
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3. (SBU) After the RBF representative gave an introduction 
about the RBF 

\"Citizen 

magazine to obtain funds. Yao suggested that the magazine 
should attempt to expand to overseas Chinese communities 
especially in the US and Canada 

support. The RBF representative urged Yao to reconsider 
this idea 

involved in other sorts of political issues that are not 

what the magazine\'s publisher has in mind. In addition 
amount of funding from overseas Chinese might not be very 
substantial. 


4. (SBU) The RBF representative suggested that \"Citizen\" 
remain focused on China 

and Macao. She said that the magazine\'s priority should be 
finding suitable advertisers 

all its money from private donations. Hao and Yao 

little experience in the magazine business 

advice on how to find advertisers useful. 


5. (SBU) The RBF representative indicated that the RBF would 
likely support one issue as a first step 

issue\'s main focus has to do with the environment and small 
communities 

also said she would explore other funding opportunities for 

the magazine. 


Comment 

6. (SBU) During the meeting 

primarily concerned with looking for donors and 
philanthropists to help fund the magazine 

abroad. The RBF representative\'s suggestion that a more 
long-term solution is to find solid and consistent 
advertisers seemed more sensible. Unfortunately 

Yao 

much experience in the magazine business. It is unclear 
whether they will be able to keep afloat in the competitive 
magazine industry. End comment. 


MARTIN 
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Ref: A) GUANGZHOU 25214; B) GUANGZHOU 20891; C) GUANGZHOL 
20890; D) GUANGZHOU 18191; E) HONG KONG 02908 


(U) This message is sensitive but unclassified. Please 
handle accordingly. 


Column 3 


1. (SBU) Summary: A recent article in the progressive 
magazine \"Citizen\" (\"Shimin\") profiles ten Chinese 
activists 

nature of the \"wei quan\" movement remains unclear 
articles such as this may indicate that various activists 
are trying to set definitions of what exactly the term \"wei 
quan\" means. End summary. 


2. (SBU) An article in the June 2006 issue of the 
progressive political magazine \"Citizen\" (\"Shimin\") profiles 
ten activists 

more information on \"Citizen 

\"Wei quan 

commonly used when referring to lawyers 

rights activists 

as yet has no fixed meaning 

on the various uses of \"wei quan 

\"Citizen\" article 

shows how Zuo attempts to appropriate the term into her own 
specific meaning. 


3. (SBU) In the introduction to the ten activists 

writes that they \"harbor lofty ideals to promote the 
democratic autonomy of communities in China 

safe and harmonious new-style communities where property 
owners coexist in harmony with their neighbors and where 
everyone is well-disciplined and enjoys democracy.\" In 
addition 

movement [gongmin de yundong] - a trigger spurring the 
awakening of civic awareness as well as the awareness of 
democratic self-governance.\" For Zuo 

are concerned with democracy and the autonomy of small 
communities. 


4. (SBU) However 

quan 

no mention of the concerns of other self-professed \"wei 
quan\" activists who see themselves fighting for human 
rights 

from the bottom up 

Zuo 

the \"wei quan\" movement 

definition for it. She then calls it a \"civic movement 
claiming that as such it will spur \"democratic self- 
governance.\" Claiming that this movement has the support of 
the people gives her definition further legitimacy. 


5. (SBU) The ten activists themselves come from various 
backgrounds and diverse interests. Wang Hai 
is primarily concerned with combating the production of fake 
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goods. Shu Kexin is the chief executive of the Haiding 
Harmonious Community Development Center in Beijing 
concerned with \"building harmonious communities in China.\" 
Zou Jiajian is a lawyer who sued a developer for installing 
dangerous elevators in a building. And Cai Ruoyan is a 
businessman who works with other property owners to resolve 
conflicts. These \"activists 

Many are lawyers 

scholars. All of them have their own specific interests 

and there is little evidence that they see themselves as 

part of any kind of \"movement.\" Whether or not they consent 
to be labeled as such 

under the umbrella phrase 

democracy.\" 


Comment 

6. (SBU) The definitions that this article gives to members 
of the \"wei quan\" movement - democracy 

communities 

interests of \"Citizen\"\'s publisher and editors. Editorials 

in \"Citizen\" often link concepts such as \"democracy\" and 
\"freedom\" to seemingly unrelated issues (ref A). A similar 
practice can be seen in this article. As contacts involved 
with \"Citizen\" told Congenoffs in previous meetings 
magazine\'s ultimate goal is to develop a foundation of civic 
awareness in China 

change (refs C and D). With that ambition in mind 

\"wei quan\" as a \"civic movement\" is more appealing than an 
unorganized 

comment. 
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75163 

75164 

75165 

Kim reports that these eight have been in custody for the past 
two weeks. Although he has not seen the individuals personally 
his contacts report that they have been beaten. 


3. (C) Similarly 

province of Dak Nong report that six members of the church also 
have been in police custody for two weeks 

been beaten. The six are being questioned about their 
communications with ethnic minority individuals in the United 
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States. A seventh ethnic minority individual 

head of the SECV in the province 

is not being held. The police are also questioning the group 
about their role in facilitating the transfer of funds from the 
United States to ethnic minority families. While acknowledging 
that at least one member of the group acted as a conduit for the 
transfers 

act to help others in the community and had no connection to 
ethnic minority separatism. 


4. (SBU) Reports of recent police beatings are not restricted to 
the Central Highlands. One HCMC-based political activist told 
us that police had hit him in the neck and head during a recent 
interrogation over his role in the \"8406 Block\" dissident group. 
A house church leader also reported to us recently that in late 
July 

congregation in a rural village in Phu Yen province in central 
Vietnam. 


5. (C) Comment: During HCMC Poloff\'s Washington consultations 
in early July 

had credible information that the Montagnard Foundation had 
instructed its members in the Central Highlands to organize 
protests in advance of the PNTR debate in Congress and the 
President\'s November visit. HCMC-based dissidents are also 
encountering stiffer police push back to their activities (more 
septel). Whatever the pretext 

in police violence against perceived opponents. End Comment. 


WINNICK 
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the Green Line 

and economic services that they previously relied upon in 
Jerusalem. END SUMMARY. 


OCHA REPORT UPDATES 
BARRIER PROJECTIONS 


2. (U) According to a July 2006 report from the United 
Nations Office of Coordination for Humanitarian Affairs 
(OCHA) 

increased from 670 to 703 km. According to the report: 


-- 51 percent (862 km.) of the barrier is completed. The 
completed sections extend from the northern West Bank to 
the Modiin Illit settlement bloc in the central West Bank 
along the Green Line; a section to the north of Jerusalem; 
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a section between Jerusalem and Bethlehem; and two sections 
in the southern West Bank. 


-- 13 percent (88 km.) of the barrier is currently under 
construction. This includes construction in Immanuel 

Ariel 

northern border of the Modiin Illit settlement bloc in 

central West Bank; between Ramallah and Jerusalem; and 
immediately south of the Gush Etzion bloc near Bethlehem. 


-- 36 percent (253 km.) of planned construction around the 
Ariel 
not begun. 


3. (U) The UN OCHA report indicated that according to the 
Israeli Cabinet\'s April 30 
route: 


-- The route will split the Ariel settlement bloc into two 
sections: a northern \"Immanuel\" finger and the southern 
\"Ariel\" finger 

report states that the Ariel and Immanuel \"fingers\" will 
surround more than 25 

one access route connecting this Palestinian population to 
other areas in the West Bank. 


-- The revised route of the barrier will be closer to 
built-up areas of the Alfe Menashe settlement in the 
northern West Bank and Eshkolot in the southern West Bank. 


-- The barrier route will encompass fewer olive trees from 
Abud and Rantis villages in the central West Bank. 


-- The village of Beit Iksa would be removed from the 
Jerusalem side of the barrier and placed within the 
Biddu/Beit Surik enclave in the West Bank. Most of the 
village population has West Bank ID cards. 


4. (C) Despite the revisions in the path of the barrier 

OCHA representative Allegra Pacheco told ConGen Poloff that 
the separation barrier route will still negatively impact 

the surrounding Palestinian population. She noted that the 
revised route will sever the Palestinian villages of Deir 

Ballut 

the West Bank. The barrier route will also encircle the 

village of Wallaja (pop. 900) and cut the village from 
neighboring Bethlehem. According to Pacheco 

Palestinians would be left in \"Seam Zone\" areas between the 
Green Line and the barrier. This category of Palestinian 
residents will require permits to pass through special 

gates to access hospitals 
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West Bank. 


PALESTINIAN ACCESS TO 
FARMLAND IMPEDED 


5. (C) PLO Negotiations Support Unit (NSU) Policy Advisor 


Khaled Elgindy 

of Defense 

United Nations 

revisions to the separation barrier will reduce the amount 
of West Bank land located on the western (Israeli) side of 
the barrier to 9 percent. He noted 

number of Palestinians located on the western side of the 
barrier will increase from 240 

number includes Palestinians living in the West Bank and 
East Jerusalem. End note.) He also indicated that the 
number of Palestinians separated from their farmlands will 
increase from 285 

discussion of the difficulties facing Palestinian farmers 
trying to access land in the Seam Zone). Elgindy noted 
that the barrier 

closures have led to a disintegration of the West Bank 
economy. 


ROUTE AFFECTS PALESTINIAN 
ACCESS TO JERUSALEM 


6. (C) In an August 2 conversation with Poloff 
Alexander 

in Israel (ACRI) 

separation barrier cuts off thousands of Palestinians from 
social services 

She cited the case of a family living in the village of 
Suwahra in East Jerusalem. According the Alexander 
home is within the municipal boundaries of Jerusalem 

is on the West Bank side of the revised barrier route. 
Because they are on the West Bank side of the barrier 
family does not hold Jerusalem residency and cannot receive 
social services from the municipality. Alexander is 
currently petitioning the Israeli Supreme Court to grant 
the family Jerusalem residency permits. 


7. (U) The full text of the OCHA report is available at: 
http://www.humanitarianinfo.org/opt/docs/UN/O CHA/OCHABarrier 
Proj_6jul06.pdf 

DUFFY 
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75168 
DEATHS\" 


Classified By: By Charge Jonathan Moore for reasons 1.4 (b) and (d). 


1. (U) Summary: Approximately 100 

two separate accidents at Belarusian poultry farms since July 
14. The GOB stressed that human error was at fault and 
maintained that Al was not detected. Health officials 
reiterated that the deaths were unfortunate accidents 
assured Poloff that GOB\'s response to the possible Al threat 
was swift. An independent news report 

two accidents were not a coincidence 

effort to cover up a possible Al outbreak. End Summary. 


2. (U) On August 6 

channel BT reported that human error 

for the recent chicken deaths at two Belarusian poultry 
farms. Until announced on TV 

20 

in the Gomel Oblast on August 6. On August 8 

online news source Belorusskiy Partizan (BP) doubted the 
coincidence of the two tragedies 

deaths and official explanations were created to cover up an 
Al outbreak. However 

substantiate this claim. 


3. (SBU) On July 14 

Vitsebskahrapradukt (Drazhna 

blamed the death on suffocation after a temporary electrical 
outrage shut down the ventilation system. When Poloff 
contacted the administration of a nearby pig farm 

secretary confirmed that the large-scale deaths were due to 


SIPDIS 

electrical failure. However 

since been repaired and no more deaths reported. No health 
or security officials were deployed to the farm and no Al 

tests were conducted. (Note: BP noted that authorities used 
the same \"electrical failure\" reason to explain another mass 
poultry death in the Grodno region earlier this year. We 

have not found any information regarding poultry deaths in 
Grodno. End Note.) 
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4. (SBU) On August 6 

poultry farm Asobina in the Buda-Koshelevski region. 
Authorities blamed the deaths on food poisoning. Aleksandr 
Konon 

disease-prevention department with the Chief Veterinary 
Service of the Agriculture Ministry told Poloff on August 9 
that experts from various Belarusian agencies and ministries 
quickly responded 

grounds after conducting three \"complicated\" toxicology 
tests. Some carcasses and samples of bird food were sent to 
Minsk for further testing. 


Food Poisoning the Final Verdict 


5. (C) Poloff on August 11 contacted professor of 

agricultural sciences at the National Academy of Sciences 

Ivan Nikitchenko 

of the intelligentsia 

deaths were a result of poisoning. Nikitchenko explained 

that it was not a rare occurrence 

witnessed similar livestock poisonings when he served as head 
of a regional agricultural executive committee in the Mogilev 
oblast. 


6. (C) Director of Veterinary Science of the Vyshelessky 
Institute of Experimental Veterinary Medicine Boris Birman on 
August 11 also blamed the deaths on food poisoning. Birman 
chief of Belarus\' laboratory responsible for avian research 
and disease analysis 

recipes and added too much of one ingredient (the name of 
which he did not mention) that 

poultry. (Note: On August 15 the GOB announced that the 
chicken feed contained too much calcium 

quantities reportedly causes heart failure among birds. End 
note.) As for GOB response time 

once news of a mass poultry death surfaced 

health and security officials quickly mobilized and 
Minsk-based officials were on their way to Gomel within the 
hour. The region\'s population was notified and the farm 
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quarantined until tests proved negative for Al. 


GOB Health Official: \"Al A Farce!\" 


7. (C) On a side note 
\"scare 


Column 3 

had not once put humans in danger. According to Birman 
those who have allegedly died from bird flu more than likely 
died from another disease 

respective pharmaceutical companies saw the economic and 
political profitability of associating bird flu 

identifiable disease 

stressed more serious and lethal avian diseases existed 

as Newcastle disease 


Comment 


8. (C) Although GOB officials claim Belarus is Al free 
unlikely that Al-infected birds are observing Belarus\’ 
\"no-fly\" zone 

large GOB interest and investment in the poultry industry 
(USD 560 million to increase poultry meat production by 70%) 
and the regime\'s propensity for secrecy 

GOB would admit an Al outbreak 

culling campaign under such pretexts. However 

seen any reliable evidence to counter the claims that the 
tragedies were a result of human error. 

Moore 


75169 

75170 

75171 

smuggling activities 

Elie Obeid 

proven loyalties to the state. The tools that Shuqair used 
to have at his command at the passenger terminal 

the LAF officers 


RIFI ADVOCATES RESUMPTION 
OF PASSENGER FLIGHTS 
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4. (C/NF) These changes were all accomplished without the 
need for the cabinet to act 

formal replacement of Shugair would require cabinet approval. 
Rifi expressed satisfaction that passenger flights can 

safely resume to all destinations. The Ambassador noted 

that 

arms smuggling 

international assistance 

quiet request for a UNIFIL presence at the airport. Rifi 

said that PM Siniora would need to discuss that issue. Rifi 
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did not like the Ambassador's suggestion of phasing in 
flights incrementally 

and Beirut (an idea he described as \"not practical\" -- 
although 


CARGO FLIGHT PROCEDURES REMAIN UNCHANGED 


5. (C/NF) On cargo flights 

Purely cargo flights are handled differently than passenger 
flights; if the latter also carries cargo 

nevertheless handled as passenger flights. For cargo 

flights 

did not have confidence in the loyalties of those assigned 
from either institution to the cargo terminal. In 

particular 

replaced. While Rifi will deploy four elite ISF offices to 

the cargo area under an arrangement worked out by Mahmoud 
Rifi also suggested that the Ambassador talk to Minister of 
Defense Murr and Finance Minister Azour about rotating 
officers. Rifi also said that Minister Fatfat was preparing 

a list of sophisticated cargo screening equipment that Rifi 
said needed to be procured by Arab -- not western -- states 
to prevent the accusation of \"mandate\"-type arrangements over 
Lebanon. (Note: Perhaps mindful of PM Siniora\'s insistence 
that the airport and seaport blockade be lifted completely 

and immediately 

cargo flights remain in place. But that was the implication 

of his message. End note.) 


USG SUPPORT REQUESTED IN GETTING 
10 


6. (C/NF) Rifi asked for USG support in acquiring 10 

AK-47s or equivalent for the expanding ISF. He noted that he 
had just recruited 3 

size of his force to 21 

authorized by the cabinet). His only recruitment problem 

said 

has no weapons 

some internal positions in Lebanon previously occupied by the 
LAF 

Arabia and the UAE have both promised such weapons 

said 

with them. Rifi expressed hope that the USG would send a 
message asking the UAE and Saudi Arabia to provide the guns 
and to work to make sure that the weapons were permitted to 
pass through the blockade. 


COMMENT 
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7. (C/NF) We hope that we can help Rifi with his desire to 
get weapons to the ISF. In general 

connections to Saad Hariri and its heavily Sunni (i.e. 
essentially anti-Hizballah) officer ranks 

fact 

of its basic outlook. But 

failure to prevent the attack on UN House 

question as to how effective the ISF is on the ground. 
Certainly 

positive the changes in terms of passenger processing at the 
airport. (Given institutional rivalries 

some LAF officers will decry the addition of the ISF to a 
traditional LAF stronghold.) We will continue to push for an 
international element and will continue these discussions 
with Minister of Public Works and Transport Safadi and 
Minister of Finance Azour (who oversees customs) today. 
FELTMAN 
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New Komeito member. Based on an analysis 

Gakkai members reportedly shared a sense of crisis that should the 
ruling bloc failed to secure the majority in the Upper House race 

the Lower House would be dissolved for a snap election. 


If the ruling coalition is defeated in that snap election 
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LDP and New Komeito would fall into the opposition. In the study 
session 

we be defeated in the Upper House poll 

would become a lame duck.\" 


Coordination in ruling coalition 


The New Komeito has predicted that if Abe becomes prime minister 
the LDP 

support from conservatives 

the use of the right to collective self-defense in the security and 
foreign policy areas. 


If the New Komeito keeps too much in step with Abe 
his hard-line stance toward China and South Korea 

be raised from among party members 

sect Soka Gakkai. In fact 

speaking 

(who quit running in the presidential race) to Mr. Abe.\" 


Column 3 
Reportedly 
rightward-tilt-policy line by an Abe government was discussed. 


Soka Gakkai has characterized the 80th anniversary of its founding 
in 2010 as a special year for it to make the next leap. Over the 
next four years until then 

and prosperity of its backer 

middle 


The New Komeito has to walk a precarious tightrope 
attention to both sides: the reality that it will have to go along 
with the LDP led by Abe 

politically; and its policy differences with Abe. 


(4) Round-table discussion on prime minister\'s Yasukuni visit on day 
marking end of WWI 
Aug. 15 shrine visit 


ASAHI (Page 12) (Full) 
August 16 


Takeshi Noda: LDP Lower House memberlsao Tokoro: professor 
Sangyo University Kan Sanjun: professor 


-- How do you evaluate the prime minister\'s visit to Yasukuni Shrine 
on Aug. 15? 


Noda: | guess Prime Minister Koizumi supposedly is now satisfied 
having brought about a crowning achievement just before he steps 
down. But Japan\'s relations with Asian countries 

China and South Korea 

in those sets of bilateral relations will be left as a task for the 

next prime minister. In World War II 

mainland China 

Japanese killed in the war. The prime minister has not referred to 
the victims in other countries. We expected the prime minister 
the leader in Asia 

then convey his historical views to the people. 


Tokoro: Politicians must implement what they promised to the 
people 

through with his initial intention. Nonetheless 

minister\'s choice of Aug. 15 to make his visit is undesirable. Aug. 
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15 marks the anniversary of Japan\'s surrender in World War Il 
other words 

it is the day of their liberation. Yasukuni Shrine is a place where 
those who died for their country have been enshrined since the end 
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of the Edo period. Given this 
the shrine during the great spring or autumn shrine festivals. 


Kan: There is much to lose by his paying homage there. The prime 
minister has drawn the curtain on his one-man show at the Koizumi 
Theater based on his own philosophy. But the visit might trigger a 
\"patriot game\" in Asia in the future. The prime minister\'s latest 
visit has made it more difficult for the emperor to visit the 

shrine. 


-- Prime Minister Koizumi has said that he will not be affected by 
angry reactions from China and South Korea. Taking up the 
controversial issue of the enshrinement of Class-A war criminals 
stressed that he has not paid homage to any specific person. 
Regarding the principle of separating religion and state 

freedom of thought. 


Noda: That is a switch in the focus of argument. Such remarks by the 
prime minister have fanned undesirable nationalism or xenophobia. It 
is very dangerous for the leader to say: \"Those who criticize my 
shrine visits are plants from China and South Korea.\" In reference 

to the issue of Class-A war criminals 

that the dead should be treated equally 

discriminates against the dead. Only officers who belonged to 
imperial forces are enshrined 

member 


Then Chief Priest of Yasukuni Shrine Nagayoshi Matsudaira 

decided to enshrine Class-A war criminals 

historical views shown at the Tokyo War Crimes Trials are erased 

the spirit of Japan will never be restored.\" The main purpose of the 
existence of Yasukuni Shrine was changed from honoring the souls of 
the war dead into denying the Tokyo Trials 

complicating the situation. 


Tokoro: Chinese and South Korean peoples certainly have harbored 
bitter feelings. It is inevitable for their governments to criticize 

Japan on behalf of them. But there are even accusations based on 
deliberately exaggerated views or by distorting history 

ill-directed criticism. 


Enshrining the Imperial Army officers was intended for Japan to 
maintain uniformity and justification as a modern state. Saigo is 
not enshrined at Yasukuni 

nation honoring him 

enshrinement of him. 


Kan: In many countries 

their lives for the country. But it is unusual to separate imperial 
force members and rebel army members and give them different 
treatment. There is the issue of Class-A war criminals\' culpability 
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for Japan\'s defeat in the war. Although the Allied Forces handed 
down judgments at the Tokyo Trials 

unresolved in the people\'s hearts. 


It is necessary to consider 

of religion and state is clearly stipulated (in the Constitution). 

The issue of Yasukuni Shrine as a religious corporation is different 
in nature from the issue of customary practices. 


TOKYO 00004720 005 OF 007 


Tokoro: Japanese did not pursue the issue of war leaders\' 
culpability for losing the battles just after the end of the war. On 

the contrary 

management of the Tokyo Trials immediately after Japan became 
independent based on the Treaty of San Francisco. Many were also 
calling for pardoning those labeled as war criminals. The Diet also 
unanimously adopted a resolution calling for it. 


Noda: Prior to the official visit to Yasukuni Shrine by Prime 
Minister Nakasone in 1985 

with then China-Japan Friendship Association Vice Chairman Sun 
Pinghun and others. | explained: \"The prime minister will not pay 
homage to the Class-A war criminals 

was: \"Although we understand the Japanese people\'s feelings 
Chinese have also our own national feelings. The prime minister\'s 
bow on behalf of the people will lead to recovering the honor of the 
Class-A war criminals 


The Chinese government\'s response to Nakasone\'s shrine visit was far 
more modest than recent fierce reactions. Because of such a stance 
though 

complain: \"China has used the Yasukuni issue as a diplomatic card.\" 

| want them to understand that this is a deep 

Chinese government. As some Say: \"There are shrines honoring 
Takamori Saigo in Japan 

him 

adhere to Yasukuni. 


Kan: You said: \"Japanese did not pursue the issue of culpability for 
the lost war 

to try to resolve this issue. Instead 

war of self-defense and that the judgments of the Tokyo War Crimes 
Trials were improper have been brought to the forefront at present. 
People have not seriously considered that this argument creates a 
serious situation. Prime Minister Koizumi has not considered it 
either. 


Tokoro: The Greater East Asia War developed into a total war 
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many Japanese soldiers detained in Siberian labor camps continued to 
die even after the war. These factors contributed to expanding the 
category of those who are enshrined at Yasukuni. The government set 
the criteria 

name list and sent it to the shrine. Yasukuni enshrined the souls of 
listed persons as deities. 


(5) Ruling coalition to field Okinawa Electric Power chairman in 
Okinawa gubernatorial race; Minshuto finds it difficult pick 
candidate 


SANKEI (Page 4) (Excerpts) 
August 17 


The ruling Liberal Democratic Party (LDP) and its coalition partner 
New Komeito decided in a meeting yesterday in Naha City of their 
commissions to chose a candidate for the Nov. 19 Okinawa 
gubernatorial election to field Okinawa Electric Power Company 
Chairman Hirokazu Nakaima 

of Commerce and Industry. 


The top issue for the gubernatorial race will be the relocation of 
US Marine Corps Futenma Air Station to (Ginowan City) as part of the 
realignment of US forces in Japan. Okinawa has opposed the final 
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report agreed by the governments of Japan and the United States. A 
senior LDP member said 

race 

will have a serious impact on the relationship of trust between 

Japan and the US 


The largest opposition party Minshuto (Democratic Party of Japan) is 
focusing on House of Reprehensive member Mikio Shimoji 
representative of the political organ \"Sozo\" made up of independent 
conservative lawmakers 

prefectural government chamberlain. 


Minshuto initially looked into fielding Shimoji in cooperation with 
other opposition parties. The party gave consideration to the 
Japanese Communist Party 

order also to play up standoff with the LDP 

party is considering recommending Yamauchi 

by the Social Democratic Party 

Liberal League. However 

in the race. Coordination will likely be difficult. 


(6) In Japan-US strategic security talks 
keep coming 
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AKAHATA (Page 2) (Abridged) 
August 17 


Japan and the United States held three-day strategic security talks 

at a Tokyo hotel starting on Aug. 9. In the talks - sponsored by the 
Japanese and US military industries - a number of requests were 
presented from the US side 

activities in the Indian Ocean by the Maritime Self-Defense Force 
(MSDF). The US also urged the signing of a general security of 
military information agreement (GSOMIA) to be concluded at an early 
date as measures to prevent leaks of military secrets in order to 
facilitate Japan and the US to jointly promote the development of 

the missile defense (MD) initiative. 


New guidelines 


The Japan-US security strategic talks were held under the 

sponsorship of the Security Parliamentary Council 

Defense Agency Director general Tsutomu Kawara 

Foundation 

was: \"Strategy for new QDR (the Quadrennial Defense Review for 2006) 
and expectations for the Japan-US alliance.\" Participating in the 

talks were former Defense Secretary Cohen and others from the US 
side and those who had once served as Defense Agency (JDA) director 
general 

Liberal Democratic Party 

Party of Japan) head Seiji Maehara 

discussed the policy direction of strengthening the Japan-US 

alliance in response to the new US strategy. 


Keeping in mind the new QDR strategy calling for its allies\’ to make 
more contributions 

theme of US-Japan defense cooperation.\" He then indicated the need 
to rewrite the current bilateral defense cooperation guidelines. 


Cohen first praised the launch of the Japan-US joint MD development 
project this year and stressed: \"It is necessary to alter the 

current state legally and systemically (both in Japan and the US) as 
measures to protect leaks of military classified informationl.\" He 
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reiterated the need for Japan and the US to swiftly conclude a 
GSOMIA 

secrets from being leaked under domestic law. 


SIPDIS 


Jim Auer 
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new QDR 

close allies 

nation is not included in their group.\" He urged Japan 

to totally remove its constitutional restrictions in the military 
area. 


SCHIEFFER 
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support for his candidacy\" and is counting on ASEAN members 
to lobby UNSC states for him. According to Suriya 

Surakiart\'s pitch revolves around his suitability to drive UN 
management reform and his status as a \"bridge builder who can 
be trusted by all parties.\" Nonetheless 

that UNSYG Surakiart would be good for the United States. End 
Summary. 


CAMPAIGN ON TRACK 


2. (C) In an August 17 meeting with poloffs 

Foreign Affairs (MFA) Counselor Suriya Chindawongsae outlined 
the status of Deputy Prime Minister (DPM) Surakiart\'s 

campaign to be the next UN Secretary General. Suriya 

serves as Surakiart\’s campaign manager 

his team are hoping that the race for UNSYG is wrapped up by 
September/October. According to Suriya--who served for three 
years in New York at the UN--some member states are hoping 
that the next UNSYG can overlap with Koffi Annan for a short 
period 


3. (C) Suriya characterized Surakiart\'s campaign as on track; 
\"we are not worried about Asian support for his candidacy.\" 
Following the July 24 UNSC straw poll (ref A) the DPM met 
with the ASEAN foreign ministers and ARF dialogue partners in 
Kuala Lumpur 

Surakiart\'s current strategy is to use ASEAN members to lobby 
UNSC member states for him. ASEAN support for Surakiart is 
solid 

New York explaining that there will be no Singaporean 
candidate. Suriya 

competitors for the post 

Surakiart\'s competition as having \"started late.\" Suriya also 
expressed surprise at the strong showing by the Indian 
candidate in the July strawpoll. 


SURAKIART\'S PITCH 


4. (C) Expanding on the information in ref A 
Surakiart\'s three-point pitch to UNSC member states. The 
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first item on Surakiart\'s agenda would be UN management 
reform. As a UN \"outsider\" with broad experience in 

politics 

Surakiart would be more effective than other Asian candidates 
in accomplishing this mission. Second 

leverage his (self-described) role as a \"bridge builder who 
can be trusted by all parties\" to expand and enhance 
international peace and security efforts. Finally 

Surakiart\'s nationality is a major bonus. Thailand is \"not 

too big and not too small 

horse for any other member states. When asked how this pitch 
was received by UNSC members 

question that most asked was \"how many slots will we get in 
the secretariat?\" 


5. (C) According to Suriya 

list of other areas he would like to tackle as UNSYG 
including an expanded role for the UN in providing disaster 
relief and preventing pandemics 

regional groups such as ASEAN 

partnerships. 


OUR SPECIAL FRIEND 


6. (C) Suriya made a point of emphasizing that 
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Thailand\'s historic role as a friend to the world is a major 
selling point for Surakiart 

the United States should be a key consideration for 
Washington. People should not be worried that Thailand and 
Surakiart are \"too close to China.\" 


SUPPORT ON THE HOME FRONT 


7. (C) Suriya dismissed domestic criticism of Surakiart\'s 
campaign (ref A) as evidence of political bias in the 
English-language Thai press. The antipathy of retired 
foreign policy professionals towards the Thaksin government 
is driving criticism of Surakiart and does not reflect 

national opinion. 

BOYCE 
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Partial owner of INDOSEN. It produces large-gauge thread 
and unbleached fabric; has 148 Sulzer looms (110 to 130 
inch) 


Column 3 
rotors. 


-- INDOSEN (40 percent owned by NSTS): Indian/Senegalese 
joint venture that spins 

prints 

approval for Ex-ImBank financing to import 221 

specialized 

equipment includes 18 

circular and 2 flat knitting machines 

machines 

and 120 cut sewing machines. It has a production capacity 
of 5 million pieces per year; imports poly-cotton blends 

from Asia; expects to launch production in September 2006; 
and will employ 760 full-time staff. 


-- COSETEX: Printing and dying company with two lines of 
non-digital machinery producing 1 million meters of \"fancy 
cloth\" per month. It imports cloth from India 

Nigeria 

West Africa 

is currently prospecting American market and has 80 staff. 


-- SOTIBA: Printing company that employs non-digital 
printing and dying equipment to produce 1 million meters 
per month of \"fancy cloth.\" It imports cotton from India 
for sale in Senegal and has 250-300 full-time staff. 


-- CCV \"Cotonnier du Cap Vert:\" Merged with the former 
SOSEFIL. Activities including ginning 

knitting 

approximately 1 

t-shirts per year; equipment includes 28 non-digital 
sewing machines; 5 knitting machines; and 3 cotton 
spinning machines. It sources cotton in Senegal 

own cloth for t-shirts and dishtowels 

exports to the sub-region 


-- SODEFITEX \"Societe de Developpement des Fibres 
Textiles:\" ISO 9001 certified ginning/cotton fiber company 
with five factories in eastern Senegal 

of 56 

Senegal and exports to Asia 

sources its cotton in Senegal and employs 460 full-time 
and 4 


JACOBS 
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exclusive story on page two with the headline \"DPP\'s Approval Rating 
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in Taipei City Drops to Eight Percent.\" The pro-status quo \"China 

Times 

said \"Tension in Bian-Su Relationship? DPP Senior: Su May Step Down 
Earlier Than Bian Does.\" Several papers also carried the remarks by 
AIT Taipei Director Stephen Young at the ROC-USA Business Council 
Wednesday 

convening the Conference on Sustaining Taiwan\'s Economic Developme! 
and discussing the benefits and risks to Taiwan\'s economy of further 
cross-Strait opening. 


2. In terms of editorials and commentaries 

pro-status quo \"Commercial Times\' discussed the possibility of 
Taiwan signing a free trade agreement (FTA) with the United States 
saying that Taiwan\'s own attitude is the key barrier to the 
U.S.-Taiwan FTA. An editorial in the pro-independence \"Liberty 
Times 

President Lee Teng-hui\'s recent suggestion to replace the expression 
\'nativist regime\' with the term \"Taiwan-centered regime.\' An 
opinion piece in the limited-circulation 

English-language \"Taipei Times\" criticized former DPP Chairman 
Shih\'s campaign to oust President Chen 

toward democracy and the rule of law. End summary. 


3. U.S.-Taiwan FTA 
\"It\'s a Long Way to Get the Wished-for FTA\" 


Journalist Tan Shu-chen noted in the pro-status quo \"Commercial 
Times\" (8/17): 


\"There is hardly any progress with regard to Taiwan\'s long-term 
efforts to seek to sign a free trade agreement (FTA) with the United 
States 

political interference. But to judge from AIT Taipei Director 

Stephen Young\'s speech 

barrier to a Taiwan-U.S. FTA is Taiwan\'s own attitude. The American 
Chamber of Commerce in Taipei reminded the Taiwan government sever: 
times that Congress\' fast-track Trade Promotion Authority will 

expire in July 2007 

Taiwan and the United States to sign a FTA. To increase the 
incentives for the United States to sign a FTA with Taiwan 

firms suggested that Taiwan quickly remove its restrictions on 
cross-Strait trade and let mainland China become a hinterland of 
Taiwan\'s market. Meanwhile 

they know to lobby the U.S. Congress to extend the Trade Promotion 
Authority. 


\"But Taiwan went the opposite direction. What Taiwan has been doing 
is to keep circling in the outer lane. Even if the island has 
mobilized many \‘friendly\' groups to campaign for Taiwan 
still no incentive for the United States to sign a FTA. Asa 
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result 

clarifications. ... It is noteworthy though 

the Conference on Sustaining Taiwan\'s Economic Development 
public generally believe that the Su revisionism 

the possibility of Taiwan easing its restrictions on cross-Strait 
interaction 

his speech] and said he wanted to applaud Su [for that]. At this 
moment 

States has assessed that his leadership is at a critical stage 
Washington has given policy recommendations to Taiwan via Young\'s 
mouth. The DPP government should really give thought to what this 
move indicates after all.\" 


4. Taiwan\'s Political Situation 
A) \"\'Taiwan-Centered Regime\' and \'Taiwan People in a New Era\'\" 


The pro-independence \"Liberty Times\" [circulation: 600 
editorialized (8/17): 


\"Former President Lee Teng-hui said recently that Taiwan is already 
an independent sovereign state 

writing a new constitution are things Taiwan must do. But since the 
expression \'nativist regime\' indicates separatism 

division and confrontation 

\'Taiwan-centered regime\' to replace \'nativist regime\' in the future 
and those who identify with \'Taiwan\' should be regarded as \'Taiwan 
people in a new era. Given the current situation 

political upheaval and confusion over identity and values 

suggestion to replace the expression \'nativist regime\' with 
\'Taiwan-centered regime\' helped to clarify the confusion and may 


even direct Taiwan toward a new way out of the current Blue-Green 
confrontation. ... In other words 

and further consolidation of Taiwan-centered consciousness to move 
from a \'nativist regime\' to a \'Taiwan-centered regime 

\'Taiwan people\' to \'Taiwan people in a new era.\'\" 


B) \"Shih\'s New Campaign Is a Sorry Tale\" 


Linda Gail Arrigo 

and the international officer for the Green Party Taiwan 
the pro-independence 

30 


\"... Corruption has been long ingrained in Taiwan society 

the lowest levels 

to alter the rules. We cannot defend the DPP in general or the 
president in particular in so far as they have taken the easier 
route of continuing past habits 

and perhaps even lining their own pockets with unearned rewards. 
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But [is] his campaign for Chen to step down now 

present mechanisms of impeachment or recall 

democracy and the rule of law? Does it test or improve the present 
legal system? Or would it be a step back to the KMT\'s former easy 
appropriation of state resources and assets 

will rebound again with vengeance if KMT Chairman Ma Ying-jeou 
becomes president? 


\"So why has Shih got involved in politics again? It seems 
anachronistic for him to raise the specter of revolution 

finally the citizens can exercise their right to vote. Does he have 

a long-term vision of what he wants? Does he still stand for 
Taiwan\'s emergence as an internationally recognized nation? Or has 
he abandoned the ideals that he sacrificed 25 years of his life for 
too?\" 


YOUNG 
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his control 

surmised that there may be an outcome as early as January. 
As the Minister explained 

outcome as he is about the court\'s interpretation of law. 
Minister Ali suggested that even if the prosecution loses 

the case 

court\'s interpretation does not set bad precedent. 


5. (SBU) When asked about the Commission\'s other activities 
the Minister launched into a lengthy explanation about the 
Commission\'s work. Federal institutions and the public 
enterprises are within the Commission\'s limited 

jurisdiction. The Commission\'s staff consists of 
approximately 200 employees 

expanded jurisdiction to include NGO\'s. The Minister 
explained that there is great disappointment with NGOs 
because of how money is spent and what he called 
discriminatory hiring practices. (Comment: An expansion of 
the Commission\'s mandate along these lines would raise 
concerns about politically motivated harassment of NGOs. 
End Comment) 


6. (SBU) Minister Ali portrayed the institution as a young 
organization with several priorities: to educate and to 
police the public offices and enterprises. As part of the 
education component 

fight corruption by promoting ethics through school clubs 
and in school curricula. As part of the policing effort 
there are now ethics officers in each public office that can 
accept complaints. The Minister noted that placing 
officials in the public offices has been difficult 

is resistance to their presence. Some officers even need 
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protection. The Commission concentrates on mid-level 
officials 

money and they leave public service to become investors. 
Minister Ali did not provide an explanation of how those 
higher officials generated their initial capital. 


7. (SBU) The procedures to develop a case begin with the 
investigatory branch. When the investigators receive 
information or a complaint 

information and send it to a committee. This committee will 
then decide whether to approve the investigation. If 
approved 

choose to send the case back for further investigation or 
submit it to the courts. Recently the Commission has 
expanded prosecutorial discretion to include immunity for 
lesser crimes. Immunity will only be offered if the 
defendants assist the Commission in exposing the main 
targets 

unlawfully gained funds. The Commission can also delegate 
lower priority cases to the police for regular processing 
through the court system. Under the main Commission are 
four regional Commissions that may also be delegated 
authority to handle cases arising outside of Addis. 


8. (SBU) One of the major Commission functions concerns the 
public enterprises. They investigate 

ensure proper procurement procedures are followed and verify 
that the enterprises have transparent accounting. The 
Commission\'s officers also gather public opinion related to 
the public enterprises 

privatization. Appraisals for enterprises that may be 

subject to privatization are also evaluated by the 

Commission. Officers are especially vigilant with 

institutions and enterprises where large contracts may tempt 
the corrupt. These include among others: customs 
telecommunications 


9. (SBU) Conceding that the public is frustrated with the 
Commission\'s ability to process cases 

explained that the Commission cannot do everything given 
resource constraints. He commented that the Commission is 
however 

to declare or register their assets 

legislation may encounter difficulty in the parliament. The 
Charge advised that similar laws exist in the U.S. and 
commended the Minister\'s efforts to reduce corruption 
noting that corruption levels in Ethiopia 

or Nigeria 


10. (SBU) The commission receives some funding from UNDP and 
would welcome assistance to improve their operations from 
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USAID. 


WILGUS 
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which Bulgaria has a unique comparative advantage. 
According to Atanas Atanassov 

Institute (ABI) 

research 

impose a ban on biotech research. Additionally 

bans production 

other transgenic crops 

and perennial fruit. Fines for violating these bans are 
severe with penalties amounting to 1 million leva (USD 
657 

plants or fruits. This sanction applies also to companies 
that violate the ban by releasing antibiotic-resistant 
plants or seeds into the environment. Additionally 
places tight restrictions on the cultivation of GMOs that 
receive approval from the Bio-Safety Commission by requiring 
a buffer zone of 30 kilometers around transgenic crop 
plantings. This requirement is particularly onerous given 
the country\'s small size and the fact that only 
approximately 30 percent of land in Bulgaria is arable. 


3. (SBU) The law essentially prohibits almost any activity 
related to products of agricultural biotechnology. However 

it does allow an opening for planting of corn 

on the condition that an application and detailed risk 
assessment is submitted and approved by the Bio-Safety 
Commission 

issues. The problem 

Environment has not formed the Commission since the law was 
approved more than a year ago. As a consequence 

related investments are allowed and the work of Bulgaria\'s 
biotech industry is currently \"frozen 

Atanassov. Atanassov told us that the law and the lack of 
the Commission have had a devastating effect on his 
institution and the biotech industry in general. Most of 
ABI\'s biotech projects are currently on hold due to the law 
and the ban on research has set his Institute back 50 years. 
Bulgaria \"would have in been the forefront\" of GM research 
if it were not for the law 


4. (SBU) Until recently 

research on BT corn and BT potatoes with support from U.S. 
firms like Monsanto and Pioneer 

among the best in the field in Eastern Europe. The law 
however 

in Bulgaria. One testament of this is the ever-dwindling 
production of GM corn in the country. In 2001 


Column 3 


before falling to 2 

In 2004 

to suspend an ongoing research project on GM cotton that it 
was doing with the U.S. company Delta. 


5. (SBU) The original draft law 
parliament in late 2004 
scientifically informed. However 
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of the law 

scientists 

more restrictive law. According to Atanassov 

factor for this reversal was the lack of unity among the 
scientific community regarding agricultural biotechnology 
and the fact that the President of the Bulgarian Academy of 
Science (BAS) 

the GMO-friendly law. According to Atanassov 

sent various \"experts\" 

GMOs 

Committees to critique the draft law. These experts 
propagated the view that \"the harmful effects of GMOs on 
human health and the environment is a fact.\" BAS insisted 
on aban on the cultivation of modified crops since \"no 
convincing evidence as to the safety of GMOs\" exists. 
Taking BAS\'s concerns to heart 

priority is \"to protect human health and the environment\" 
regardless of the existing economic interests or the 
unavailability of sufficient scientific data.\" 


6. (SBU) According to an ABI representative 

lobby in Bulgaria is bolstered by an overall lack of 
knowledge regarding biotechnology in the government and 
society. Efforts to reverse this trend have been made more 
difficult by the fact that the perception of GMOs has become 
more negative in recent years 

coverage by the press 

people believe Bulgaria has more to gain economically from 
developing a niche in the organic sector. They argue that 
this sector should be the country\'s first priority because 

the EU market demand for organic products will outstrip the 
demand for genetically modified products 

being that EU member states are firmly anti-GMO. However 
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Atanassov told us that four articles of the law are contrary 

to EU legislation and may have to be amended once Bulgaria 
accedes to the EU. 


7. (SBU) There are a number of crops in Bulgaria that could 
greatly benefit from the use of biotechnology. One is 
cotton 

cotton industry is not likely to survive without the use of 
GMOs because the industry is too labor-intensive and 
expensive for producers to turn a profit. The same applies 
to rapeseed 

yielding and sensitive to the low winter temperatures in 
Bulgaria. Rapeseed is particularly attractive given its 
potential as a source of bio-diesel fuel. These two crops\' 
biggest advantage lies in the fact that they are not food 
products 

attractive as potential GM products. Likewise 

resistant trees and bushes could help to prevent flooding 
which has caused millions of dollars of damage this past 
year. 


8. (SBU) The best chance of changing Bulgaria\'s restrictive 
GMO law 

Environment Minister 

Bio-Safety Commission. At that point the Commission 

is expected to be made up of scientists 

informed debate on the advantages and disadvantages of GMOs. 
Atanassov 

on this front before Bulgaria\'s EU accession (expected in 
January 2007). He and his supporters are currently 
developing a strategy to form a political-science lobby 
group to pressure parliament to amend the law. With the 
support of Deputy Minister of Agriculture Svetla 
Batchvarova 

asking if the law is consistent with EU law. Atanassov 
believes Bulgaria could face penalties if the law is shown 

to be out-of-step with EU policy 

stick GMO supporters here are looking for to convince the 
government to revise the law. We will continue to work with 
local biotech supporters to open the market and research 
opportunities for genetically modified products. End 
Comment 
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opinions differ regarding how low the number of countries 
that recognize Taiwan will or can go before causing serious 
difficulties for President Chen and the Foreign Ministry. 
Taiwan officials 

the Chad break as going beyond the \"normal bounds\" of 
competition 

aggressive behavior may draw away other partners over the 
next year. End Summary. 


The Numbers Game: How Low Will They Go? 


2. (C) With the loss of Chad 

formal diplomatic partners 

and 29 in 2000 

National Chengchi University Institute of International 
Relations Professor Yen Chen-shen told AIT that Taipei 
continues to compete for recognition because the number of 
formal partners is not only symbolic of Taiwan\'s presence on 
the international stage 

of Taiwan statehood and nationalism. Yen doubted the number 
would go below 20 in the next two years 

it reached 22 

would be under pressure to push more radical proposals that 
highlight Taiwan\'s sovereignty. 


3. (C) Politicians from the pan-Green ruling camp have been 
less sanguine about the near-term prospects for Taiwan\'s 
formal diplomatic relations 

live with just a dozen or so formal partners. Democratic 
Progressive Party (DPP) legislator Hung Chi-chang predicted 
to AIT the number would drop to 15 over the next two years 
which he characterized as \"reasonable\" for Taiwan as it would 
allow the government to focus more on its unofficial 

relations. Deep-Green supporters 

President Yao Chia-wen 

with\" only a dozen partners. They have characterized the loss 
of Chad as good because Taiwan could now use its 
international assistance funds to explain Taiwan to the US 
Japan 

as well as for domestic social programs. IIR\'s Yen argued 
that Taiwan\'s \"dollar diplomacy\" would be enough to ensure 
the support of at least 10 to 12 of the smallest 

states--whose combined populations total less than half of 
Taipei city\'s 2.5 million. Such measures 

unpopular as close to 70 percent of Taiwan\'s population does 
not support the use of monetary assistance as a tool for 
maintaining formal diplomatic relations 
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recent poll. 


Key Diplomatic Battlegrounds 


4. (C) Taiwan diplomats on the front-lines of the 

competition with the PRC for recognition 

concerned with maintaining as many official diplomatic 
partners as possible. A primary area of focus is Central 
America and the Caribbean 

diplomatic partners are located. MOFA diplomats are worried 
that the loss of one country in the region could trigger a 
\"domino effect 

Beijing in rapid succession. Complicating that scenario is 
the announced readiness of the Vatican to switch relations to 
Beijing when negotiations are complete 

push the largely Catholic countries of this region to follow 
suit. In meetings last month with AIT 

Central and South American Affairs Ambassador Ko Jai-son 
highlighted the sensitive situation in Nicaragua and 
requested Washington\'s assistance to increase cooperation 
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between conservative presidential candidates to keep Daniel 
Ortega from winning the presidency (See Refs A-B). Ko also 
expressed concerns about Panama 

interests in the Panama canal and the strong influence of 
Beijing\'s commercial office within business circles there 

were making inroads into Taiwan\'s position. Taiwan\'s 
\"co-prosperity\" project 

encourage Taiwan businesses to move into Central America to 
take advantage of NAFTA while helping Taiwan boost its 
commercial relations with key allies 


5. (SBU) Taiwan Foreign Minister James Huang is currently on 
a trip to Panama 

of state and foreign ministers of these key allies. Huang 

will also hold a meeting with the heads of Taiwan\'s missions 

in the region to map out future diplomatic initiatives. 

Huang publicly denied speculation that this trip is an effort 

to shore up relations with shaky allies after the break with 

Chad 

severed ties with Chad on August 6. 


6. (C) The South Pacific 

partners 

According to Professor Yen 

summit with Pacific island allies in Palau next month in an 
effort to counteract Beijing\'s push into the region earlier 
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this year. (Note: Premier Wen Jiabao attended a forum of 
China\'s allies in the region and announced a major aid and 
economic investment package in May. End note.) Solomon 
islands Prime Minister Sogavare arrived in Taipei this week 
a move that local commentators say is meant to counter 
previous speculation that ties with the Pacific island nation 
were unstable after riots in May forced a parliamentary 
election. 


7. (C) Despite the loss of Chad 

remaining African allies appear relatively stable for the 
moment. MOFA officials 

countries of concern. Director-General for African affairs 
Lee Cheng-hsiung said Taiwan is worried that Nigeria\'s 
involvement in the development of oil in Sao Tome could give 
the PRC leverage to use its influence with Abuja to press the 
African island state to switch recognition. The PRC is also 
offering participation in a Free Trade Agreement with South 
Africa as an incentive to persuade Swaziland to switch 
recognition 


Long-Term Trends 


8. (C) Professor Yen told AIT that three long-term 
developments will undermine Taiwan\'s position vis-a-vis the 
PRC. First 

Taiwan has formal relations is outpacing the migration of 
people from Taiwan and creates local immigrant populations 
more likely to support stepped-up relations with Beijing. 
Second 

but particularly in Central America 

pace of investment 

more active than Taiwan in co-opting local elites by using 
\"soft power\" tactics 

scholarship and training opportunities for Africans to visit 
the PRC. If these trends continue 

bound to lose more allies in the coming years. 


Comment 


9. (C) While many local commentators and officials appear 
pessimistic about the prospects for Taiwan holding on to all 
of its remaining 24 official allies 

Taipei has no choice but to continue its quest for additional 
diplomatic partners. In addition to symbolic and domestic 
political utility 

partners serves as a proxy through which Taiwan can raise 
initiatives in international bodies 

The break with Chad 
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foreign policy circles 

introspection that could lead to a reevaluation of how Taipei 
proceeds in its competition with Beijing. The success of 
Taiwan\'s diplomats will in part depend on the effectiveness 
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of MOFA and the Chen administration to convince the public 
that spending on foreign assistance serves Taiwan\'s long-term 
interests. 

YOUNG 
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effort to gain legitimacy 

Faure was succeeding to some degree in giving the impression 
that he would govern Togo in a more enlightened fashion than 
had his father 

Faure\'s more sophisticated approach to crafting his image 
using modern public relations tools 

counselors\' advice. 


4. (C) Boko said he had been approached by the GOT 

of the opposition 

talks 

appeals to his patriotism and his experience 

he preferred for the moment to remain outside the process and 
to establish his family in France. He believed that he could 
serve better as an \"outside 

member of the GOT 

that it would offer him a government job if he joined the 
political dialogue. \"If Faure gets everybody into the 
process 

critic?\" he asked. He said that his role would not be 
destructive. \"I want to hold them to whatever they decide in 
Ouagadougou. If they decide to investigate the hundreds of 
killings at the time of the 2005 elections 

so 

he said. 


5. (C) Boko said he did not want to give the impression 
that he was against the Ouagadougou talks or that he 
discounted their value. The opposition 

what it could and make the most of it. \"Even if opposition 
members in the government have only symbolic powers 
still make a difference 

damage 

regime intended to co-opt as much of the opposition as it 
could 

wilderness 

With a government integrating significant opposition members 
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Faure could credibly claim \"reform 
pressures against him could subside 
what Faure hoped to achieve. 


Togo and France 

6. (C) Boko said that both the Faure regime and the French 
wanted rapid measures that would further entrench the Faure 
regime in power. Progress in Ouagadougou would allow the 
French to receive Faure honorably during his planned 
September 2006 visit to Paris 

opposition and the formation of a \"national unity government\" 
before the May 2007 French presidential election would do 
much to ensure a stable 

before Chirac\'s almost certain exit from the French political 
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scene. Given France\'s long engagement with Togo and the 
Gnassingbes 

former colonies 

relationship with Togo 

firming up Faure\'s status while Chirac was still in office 

was a high priority 

likely view the Faure regime 

France-Togo relations as favorably as has Chirac. 


Still Being Hassled Over Cote d\'Ivoire 

7. (C) Boko commented briefly on the continuing 
repercussions of the bombing incident in Cote d\'Ivoire on 
November 6 

ordered the arrest of the Belarusian personnel involved in 
the attack but then had them released 

GOF\'s intervention 

judge investigating the matter. (A recent series of new 
press reports again highlights Boko\'s role in this affair.) 
Stressing that \"I was the good guy\" in responding to the 
bombing 

threats from those associated with Faure 

he had again requested GOF assistance and protection. He 
indicated that the present threat level was lower than it had 
once been 

with the GOF response. He predicted that the GOF would never 
completely investigate the Cote d\'Ivoire bombing and the 
French role in not pursuing the Belarusians -- \"this touches 
on a matter of state 

investigation that would embarrass France.\" 


Damned if You Do 
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8. (C) Without regretting the actions he took against the 
Faure regime 

that his anti-Gnassingbe stance continued to complicate his 
life. He said that his several applications to work at 
international organizations had not 

prospects. He noted the irony -- African countries that have 
embraced the Faure regime do not want to support his 
applications because they view him as a troublesome dissident 
who did not remain loyal to Eyadema (with whom a number of 
African despots have much in common) 

opposed to Eyadema and Faure view Boko as damaged goods 
because of his service as an Eyadema minister. Boko confided 
that he was seeking to set up an independent law office in 
Paris 

His new office would be loosely affiliated with the French 

firm (with which he remains on excellent terms personally) 

but he and the French firm agreed that it was best that they 
end their official ties -- his presence there was hurting the 
firm\'s business 

sectors seeking opportunities across Africa. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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shipment\" provisions of the accord as the relevant shipping 
documents did not indicate the original dispatcher 

instead the European subsidiaries transhipping the goods. In 
general 

is that preferential treatment should only be accorded those 
goods that are transhipped for \"legitimate transportation 
reasons 

originated in the U.S. and was destined for Morocco. 


2. (SBU) Post notes that this interpretation differs to some 
degree from that applied in other Free Trade Agreements 
would appreciate Department and other agencies view of the 
matter 

applying the provision. End Summary and Action request. 


3. (SBU) Background: The first case involved shipment of 
chemicals from Du Pont DeNemours to Morocco via Du Pont\'s 
European subsidiary; the second a shipment of glass products 
from Solutia 

In both cases 

packaged with other shipments to other European and African 
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destinations 

containers and shipped on to Morocco. Both shipments were 
accompanied by a certificate of origin indicating their 
American provenance. For both shipments 

Moroccan bill of lading showed not the U.S. shipper but that 
shipper\'s European subsidiary as the originator. 


4. (SBU) Maani 

stressed that he is overseeing the International Cooperation 
division on an interim basis 

render a decision but only to convey USG concerns to his 
superiors. He noted that the companies\' appeals had been 
received and transmitted to the Casablanca port for its 

input. Emphasizing the accord\'s three principles that goods 
must figure in the list of those benefitting from its 

provisions 

shipped\" to Morocco 

only one in question. While indirect shipments are permitted 
by the agreement 

given the potential for abuse. In general 

understands that direct shipment may not be practical for 
logistical reasons. If transhipment is undertaken for 
transportation reasons it is acceptable. The shipping 
documents 

U.S. and a Moroccan final destination 

intermediaries. Resale 

treatment other than discharge and reloading under Customs\' 
control. He noted earlier discussions (reftel) regarding a 
shipment of California almonds that were shipped to Morocco 
soon after the Free Trade Agreement entered into force 
were also denied preferential treatment. Those almonds 
noted 

they were stored in Europe in anticipation of the agreement 
and because they were \"bought from an intermediary.\" 


5. (SBU) Asked whether the goods in these two cases should 
not benefit from the EU-Moroccan trade agreement 

is interpreting their origin as European 

the EU agreement stipulates a European certificate of origin 
which could not be provided here. He added that certificates 
of origin are not required under the U.S. accord 

are usually provided. Customs has the right to demand 
additional documents under the U.S. FTA 

done so 

would bring trade between the two countries to a standstill. 
He asked that we inquire about the way in which U.S. Customs 
is applying the provisions 


believes it is operating within the letter and spirit of the 
accord. 
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6. (SBU) Comment: Post notes that other Free Trade Agreements 
(such as that between the U.S. and Jordan) have language 
covering situations where invoices and other documents do not 
show the final destination 

would appreciate Department and U.S. agencies view how the 
issue should be interpreted under the U.S.-Morocco agreement. 
Particularly useful 

Maani 

the agreement to transhipments. End Comment. 

Visit Embassy Rabat\'s Classified Website; 
http://Awww.state.sgov.gov/p/nea/rabat 
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the finish 

Agreement (FTA) negotiations. Foreign Secretary Romulo 
briefed on his recent trip to Burma and expressed optimism 
that the regime would take steps in the right direction. End 
Summary. 


2. (SBU) In a ceremony at Malacanang Palace on August 14 
President Gloria Macapagal Arroyo awarded Senator Daniel K. 
Inouye the Order of Lakandula in recognition of his 
contributions to the U.S.-Philippines partnership 

as a distinguished WWII veteran 

Philippine veterans. She called Senator Inouye \"one of the 
best friends\" of the Philippines. Accompanying the Senator 
were Legislative Director Blanco 

Subcommittee Staff Director Houy 

Affaires 

Affairs Office Director. Joining the President were 

Executive Secretary Ermita 

Secretary Cruz 


SIPDIS 

of Foreign Affairs for the Americas Carandang 

Foreign Affairs North American Division Director De Vega 
well as the former Ambassador to the U.S. Del Rosario and 
former POL/C Lourdes Yparraguirre. 


Domestic Issues 


3. (SBU) In addition to expressing thanks and his sense of 
honor at the award 

\"political courage\" in pushing through many important 
measures 

business people talk of a \"sea change\" in the Philippines and 
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were now more confident about its economic future and 
investment climate. She noted the GRP had exceeded initial 
revenue targets 

dramatically. The National Power Corporation was now running 
without a loss for the first time in years. These fiscal 

returns enabled the GRP to undertake long delayed 
infrastructure investments 

State of the Nation Address (ref A). 


4. (SBU) Charge noted U.S. business representatives were 
pleased that Trade Secretary Favila had requested their views 
on reducing bureaucratic \"red tape.\" President Arroyo 
announced a Summit on Competitiveness would be held in 
September to seek further progress in improving the business 
climate. She voiced strong support for an FTA with the U.S. 
urging that we begin negotiating soon 

time to complete. She also described the important role of 8 
million overseas Filipino workers 

Middle East 


Counterterrorism 


5. (SBU) Senator Inouye praised the Philippine Defense Reform 
(PDR) program 

earlier that day. President Arroyo expressed thanks for U.S. 
defense assistance 

significantly since 2001. Charge noted that the GRP paid the 
vast majority of PDR costs; President Arroyo estimated GRP 
contributions at 5 billion pesos ($97m) per year. (Note: This 
figure likely includes expenditures on the Capability Upgrade 
Program. End note.) 


6. (SBU) Senator Inouye also complimented the GRP strategy on 
counter-terrorism 

combination of military efforts and humanitarian programs. 

The Senator suggested he would encourage more Codels to visit 
and see this model for themselves. President Arroyo called 

it a \"two-handed\" approach 

with a hand of law and order. She noted the three year 

durable ceasefire with the Moro Islamic Liberation Front 

(MILF) and praised MILF cooperation against terrorists 
kidnappers 

National Liberation Front (MNLF) on Jolo 
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offensive by the Armed Forces of the Philippines (AFP) 


against Jemaah Islamiyah and Abu Sayyaf Group leaders 
continues 
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said she had sent AFP Chief of Staff General Esperon to Jolo 
with instructions to \"finish the fight.\". She also praised 

the contributions to peace of USAID\'s LEAP Program in 
reintegrating 28 

that the MNLF now wanted the release of its imprisoned leader 
Nur Misuari 

and allies 

terrorists. She asked Senate President Villar if he would 
support such a move 

Romulo described MNLF opposition to the Philippines\' bid to 
gain Organization of the Islamic Conference (OIC) observer 
status. 


7. (SBU) President Arroyo also commented that 
U.S.-Philippines intelligence cooperation was proceeding 

well. She noted counterterrorism collaboration with the U.S. 
and Australia. Secretary Cruz described on-going Status of 
Forces Agreement negotiations with Australia and predicted an 
agreement with Brunei even sooner. 


8. (SBU) Senator Inouye said he understood that morale was 
improving among AFP troops 

to better and more equipment and improved first aid. 
Secretary Cruz also cited more regular training and practice 


SIPDIS 

as factors. Charge noted that local communities on Jolo also 
were receptive to the AFP during current operations; 
Secretary Cruz agreed this was encouraging. 


SIPDIS 


9. (SBU) President Arroyo noted that Secretary Romulo had 
just visited Burma in one of his first acts since the 

Philippines assumed the ASEAN Chair. Secretary Romulo 
praised President Arroyo\'s consistent leadership on Burma 
including breaking with ASEAN consensus in order to support 
UN Security Council consideration. He reported on his visit 
to the new capital of Burma 

received him. He extended President Arroyo\'s invitation to 
Than Shwe to attend the ASEAN Summit in Cebu in December 
commented that 

that Burma intended to make progress on the roadmap. 
President Arroyo commented that he had stayed away for 
several years 

\"nothing to report.\" Secretary Romulo claimed he also found 
it hopeful that Burma was building a convention center in the 
new capital for completion by 2008 
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might seek ASEAN Chairmanship after Singapore 

advanced on the roadmap. Burmese leaders had assured Romulo 
they would try to convene a national convention and forge 

national reconciliation. He said the Burmese leaders told 

him they had already tried Western democracy and then 

socialist democracy and now wanted to seek another format. 
President Arroyo commented on \"intense debate\" among Burmese 
policy makers 

as a sign of what happens to the defeated. 


10. (SBU) President Arroyo voiced support for release of Aung 
San Suu Kyi and political prisoners. She noted 

that five ASEAN leaders meeting recently in Brunei had 
pondered what role ASEAN could realistically play in 
influencing positive change in Burma 

Powers\" where unable to convince the regime. She said 
ASEAN'\'s influence lies partly in Burma realizing that fellow 
ASEAN members 


11. Senator Inouye did not have an opportunity to clear this 
message. 
Jones 
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Classified By: Ambassador Zalmay Khalilzad for Reasons 1.4 (b) and (d). 


1. (C/REL GBR AUS) Summary: During an August 14 dinner with 
the Ambassador 

MNF-I construct an earthen berm around Baghdad 

gradually expanding the Green Zone walls outward - with the 
ultimate goal of turning the whole of Baghdad into a green 
zone - to better protect Baghdad. Jabr 

Interior Minister under the Ja\'fari government 

assured Ayatollah Sistani that the US is not \"anti-Shia.\" He 
sees the Sadrist phenomena as complex and not under Sadr\'s 
control. Jabr commented on former Prime Minister Ja\‘fari 

and current Interior Minister Bolani (clean 

leadership skills). Jabr blamed the Ja\‘fari administration 

for the current provincial governors\' problems spending 

capital funds. End Summary. 


2. (C/REL GBR AUS) On August 14 

Minister of Finance Interior Bayan Jabr and MNF-I Commander 
General Casey to discuss Jabr\'s proposal to build an earthen 
berm around Baghdad. The proposal would maintain the 22 
existing check points and construct T-walls and additional 
check points to expand the current green zone outward \"rings 
of security\" until the fully expanded green zone meets the 
berm. He would also use natural features such as the Tigris 
River and the Army Canal to slice up Baghdad. At expressway 


Column 3 

off ramps 

check points would ensure that only \"clean\" vehicles and 
people passed into the main business and residential areas. 
This would overcome a major objection he has to the Baghdad 
Security Plan phase II 

criminals have simply left Doura - the first \'cleared\' zone - 
and moved to other boroughs 

Building the berm and the walls/check points would also 
provide employment for young men. 


3. (C/REL GBR AUS) When asked about the perception that the 
US is favoring the Sunni and has turned against the Shi\'a 

Jabr confirmed that he had heard this theme. Recently he was 
in Najjaf talking to Ayatollah Sistani 

thought that the Americans were neutral 

definitely not anti-Shi\'a. The Ayatollah twice intently 

asked him if Jabr really believed this statement 

assured him that this was really the case. Responding to a 
question 

friction between the US and Iran as \"anti-Shi\'a.\" 


4. (C/REL GBR AUS) Jabr sees the \"Sadr phenomena\" as complex 
while the Sadrists conflict with Badr is simple. Moqtada 
al-Sadr really cannot control the Jaysh al-Mahdi (JAM) 

militia 

Some of the JAM members are loyal to Sadr personally 

with Sadr\'s cooperation could be reasoned with. But many 
others are really common criminals who have associated 
themselves with Sadr for their personal gain. The problem is 
how to cause a split in JAM ranks 

belongs in which camp. By contrast 

JAM and SCIRI\'s Badr Corps is 100 percent personality driven 
based on conflicts between the fathers of Moqtada al-Sadr and 
Abdul-Aziz al-Hakim. There is no significant theological or 
philosophical distinction between the two families. 


5. (C/REL GBR AUS) When asked about politics in the unity 
government 

Sunnis made everything more complex. The question is: who is 
the best representative of each major group or faction to 

bring into the government? Harith Al-Dari (of the Muslim 

Ulama Council) is more effective with the Sunnis 

enter the government 

effective with them 


6. (C/REL GBR AUS) As for his successor as Interior Minister 
Jawad Bolani 

clean - but has poor leadership and management skills. 
Bolani has a lack of relevant experience 

the issues during discussions. 
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7. (C/REL GBR AUS) Turning to his current position as Finance 
Minister 

spending the money allotted to them for construction 
projects 

taking office 

right in the middle of the project 

contractors for the work done 

their workers. This caused a delay of eight months in 
construction projects. Recently 

met to discuss how to speed up construction projects. 


8. (C/REL GBR AUS) Corruption takes many forms here 
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said. In the northern Iraq town of Haweija 

30 

and electric power lines that pass through their area. They 
oppose the stationing of troops that might stem the frequent 
IED attacks (and the subsequent need for repairs). They 
directly benefit from chaos 

leaders who are former intelligence officers. 


9. (C/REL GBR AUS) Comment: Jabr was his usual self 
agreeable 

including those of his own ministry 

does have good ties to Sistani and has gained a significant 
amount of experience on the challenges of bringing security 
to Baghdad following his tenure at the Ministry of Interior. 


10. (C/REL GBR AUS) BIO Note: Jabr\'s daughter is married and 
living in New York City. Her husband is a construction 
engineer 

in a NYC firm while finishing his Ph.D. in civil engineering 

at New York University. In 1982 Jabr moved to Damascus 
since he could no longer get Iraqi passports 

government gave him and his family Syrian passports (but not 
Syrian citizen ID cards). His daughter and son-in-law have 
applied for USA Permanent Resident (green card) status 

their petition is pending. She would like to travel to 

Baghdad to see her father 

the US with her green card pending 

return for several years - until - and if - the DHS granted 

her petition. Jabr\'s daughter has a four year-old son 
telephones his grandfather everyday from New York 

another child 


11. (C/REL GBR AUS) Discussing his background 
his grandfather and father were merchants in Iraq. In the 
1970\'s 
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Swiss machinery. In 1982 he moved to Damascus. When he 
returned 

maintenance. However 

square meters of land on the edge of the Mansour district 
and the land is now worth much more than the machinery. 
KHALILZAD 
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Lee is dissatisfied with President Chen and with DPP 
polcies viewed as too much in favor of opening to China. 
Lee has urged TSU candidates to stay to the end in mayoral 
races in Taipei and Kaohsiung 

harder for DPP candidates to win. Some TSU legislators 
though like Lee 

economic ties with China 

with the DPP in the 2007 LY elections. Otherwise 

argue 

Teng-hui\'s objections to Chen 

join calls for Chen\'s resignation. End Summary. 


2. (C) The Taiwan Solidarity Union (TSU) 

of the Democratic Progressive Party (DPP) in the Pan-Green 
camp 

including casting abstentions in the failed Pan-Blue vote in 
the legislature on June 27 to recall President Chen. Former 
President Lee Teng-hui 

instructed the party 

to the DPP 

Lai Shin-yuan. The abstention votes were a first step in 

going its own way 

recent Sustainable Economic Development Conference (SEDC) 
after participating in some meetings in order to express 
opposition. Lee has told the TSU that their candidates in 

the Taipei and Kaohsiung mayoral elections should stay in the 
races to the end no matter what the results and that the TSU 
also should fight to win party at-large seats in the 2007 
Legislative Yuan (LY) elections. (Note: In addition to 

electing district representatives 

ballot for the party of their choice 

apportioned to party at-large legislators in the 113 seat 

LY.) TSU Legislator George Liu (Kuang-ping) told AIT that 
the TSU LY caucus has decided to vote independently from the 
DPP 


3. (C) Lee has told TSU members that he will no longer 
support President Chen 

performance on three issues: economic development 

income inequalities 

Lai 

NSC during the first Chen administration 

DPP was not prepared to govern when it unexpectedly won the 
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presidency in 2000. Although the Chen administration has had 
six years to learn 

developing 

added that Lee Teng-hui 

growing gap between rich and poor in Taiwan 

be the party that represents the disadvantaged in Taiwan\'s 
society. One reason the TSU wants to distinguish itself from 
the DPP is to escape being tarnished by the current 

corruption scandals surrounding President Chen and the DPP. 


4. (C) TSU members have told AIT that TSU relations with the 
DPP deteriorated during the December 2004 Legislative Yuan 
(LY) elections. TSU Deputy Secretary General Liu Yi-te said 
that in these elections President Chen and the DPP departed 
from an earlier more moderate line aimed at winning support 
from Light Green and swing voters. In the 2004 LY elections 
Chen and the DPP 

played up a \"sense of crisis\" and went after Deep Green 
voters with a pro-independence campaign platform 

the support base of the TSU as well as alienating moderate 
voters. The elections did not turn out as the DPP hoped. 
Overall 

it had before 

losing one. 


5. (C) Several other developments have also had a negative 
effect on TSU-DPP relations 

advised Chen to meet with People First Party (PFP) Chairman 
James Soong in 2005 

with the ten-point agreement that resulted from the 
controversial meeting between Green and Blue leaders. Lee 
was also quite unhappy with Chen\'s policies to allow the 
further opening of cross-Strait economic relations. In 
addition 

change in the LY structure disadvantaged small political 
parties 
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6. (C) TSU Legislator David Huang explained to AIT that he 
and some other district representatives believe that 
realistically the TSU and DPP will need to work together on 
the 2007 LY elections or else both parties will suffer as a 
result of competition against each other in addition to 
competition against the Pan-Blue. The lack of such 
cooperation 

cannot survive without legislators. 


Comment 
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7. (C) The restructuring of the LY in 2007 will 

substantially reduce opportunities for independents and small 
parties like the TSU to win seats. While this might suggest 

a need for the TSU to cooperate with the DPP 

are quite leery of associating their party with the DPP 

whose popularity has plummeted as a result of corruption 
scandals. In addition Lee Teng-hui wants the TSU to distance 
itself from the DPP 

open to China. Despite Lee\'s objections to the DPP and Chen 
he has thus far not joined those calling for the President to 
step down. Lee\'s hardline on cooperation with the DPP may 
over time encourage some TSU supporters to break away from 
the party. Given Lee\'s strong sway over the party 

or serious illness (Lee is 83) could trigger a crisis in this 

small party. 

YOUNG 
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See para 5 for statistics pertaining to the JMB 
investigation. End Summary. 


2. (SBU) On August 17 

improvised explosive devices exploded almost simultaneously 
in 63 of Bangladesh\'s 64 districts 

about 20 persons. Thousands of leaflets in Bangla 

and Arabic found at the sites affirmed JMB\'s determination to 
achieve a strict form of Sharia law and reject as 

anti-Islamic democracy and other \"Western\" concepts. The 
leaflets also castigated the U.S. for its Middle East 

policies and its alleged persecution of Islam. 


3. (SBU) After a nearly two-month hiatus 

initiated a new wave of bombings and attacks that targeted 
the legal community 

including two judges 

bloodiest attack occurred on December 8 in Netrokona 
home district of Home Minister Babar 

third attack to employ a suicide bomber 

Bangladesh. 


4. (SBU) On August 17 

Nationalist Party 

Islamist IOJ umbrella party were among those groups who 
organized rallies in Dnaka condemning the JMB attacks and 
terrorism. Some local media headlined the government\'s 
failure to identify the JMB\'s presumed foreign or domestic 
political \"godfathers.\" On August 15 
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had told journalists 

against the persons whose names have been reported to us.\" 
Some newspapers echoed widespread Bangladesh calls for the 
prompt execution of those JMB leaders who 

legitimacy of a non-Sharia court 

against and were subsequently convicted and sentenced to 
death for their role in the attacks. 


5. (C) After a slow start 

success against JMB. When officers of the new 
Counter-terrorism Bureau of the Directorate General-Forces 
Intelligence briefed Ambassador on the JMB investigation 
they provided the following statistics: 


915 JMB members 

leadership council 

37 district commanders 

and 800 of the 5800 general membership. 


Court Cases 


223 cases filed and 103 under investigation. In the four 
cases already adjudicated 

sentence 

years. 


Suicide Bomber Profile 


A single male aged between 16-22 from the lower middle class 
with a 10th grade education from a government or madrasa 
school. Missions were voluntary and conducted away from 
hometowns. 


JMB Activist Profile 


Ahle Hadith Muslim 

Thirty-nine percent were educated in primarily alia madrasas 
(i.e. 

percent were educated in government schools. Sixty-seven 
percent were employed 
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\"agriculture\" and \"manual labor 
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students. Among the employed were Islamic teachers and 
clerics (19 percent); various \"professions\" (from clerk to 
engineer) accounted for 17 percent. 


Note: Most of these numbers have been reported by local media 
with slightly lower figures. 


6. (C) Comment: One year after the August 17 blasts 
nightmare remains firmly embedded in Bangladeshi memories. 
For the opposition 

extremists 

bolder and more violent. For the government 

any JMB attack in the past eight months 

group\'s senior leadership 

isolation underscore the country\'s inherently moderate 
religious culture. While many Bangladeshis 

senior Jamaat Islami leader 

finished 

back.\" One big issue is whether any JMB leaders will be 
executed before the election in January; while execution 
supposedly hinges on what could be a lengthy automatic 
appeals process 

on one of his pending corruption charges 

dubious legal grounds 

government can fashion judicial action to its political 
liking. Widely-publicized pictures of the current quarters 
of one JMB death row inmate in what appear to be a very 
comfortable non-prison setting has fueled speculation that 
senior JMB leaders could yet wiggle out of the hangman\'s 
noose. 

BUTENIS 
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at the stage of gathering information from relevant ministries and 
agencies. As Luu described the process 

submitted to the Prime Minister for approval before being sent to 
the IAEA Board of Governors 

have not yet taken place. 


2. (SBU) Within the GVN 

(MOST) has the main responsibility for this issue 

member of an interagency task force on the issue 

While he acknowledged that APEC has urged its members to sign the 
Additional Protocol 

frame for bringing this matter to a close. Post will raise this 

matter with MOST. 


MARINE 
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ACCLAIM 


Classified By: Classified by Political Section Acting Internal Unit 
Chief Susan A. Thornton. Reasons 1.4 (b/d). 


Summary 


1. (C) According to a senior journalist at the State 
Council Development Research Center paper 
Economic Times 

recently defied a prohibition on privately-run 
broadcasting facilities and established their own 
\"People\'s TV.\" When authorities got wind of the 
operation and shut it down 

streets in protest. Comment: Attempts by farmers to 
establish \"People\'s TV\" and the subsequent protest 
point to a desire for more meaningful public discourse 
and participation 

information technology and increasing defiance in the 
countryside. End Summary. 


Peasant Media Entreprenuers 


2. (C) During a wide-ranging discussion on media and 
other issues 

Xiantang (protect) 

Anhui-Henan-Hubei provincial border area recently set 
up their own local TV station 

programs of interest to residents in ten surrounding 
counties. Zhang said the farmers raised money locally 
for the equipment and conducted their own interviews 
and filming. 


3. (C) The programming 

included unvarnished views on a variety of rural 
grievances such as local corruption 

officials 

elections and veiled criticism of the Communist Party. 
The station apparently remained in operation for 
several weeks before being discovered and shut down by 
authorities 

demonstrations. \"The rest of China is fixated on 
\'Super Girls\' contests 

got it together 
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4. (C) Zhang said he was not clear on how the 
programs were transmitted or received 
understanding that the organizers used basic off-the- 
shelf technology acquired either in China or abroad. 
According to Zhang 

known outside of the area where it occurred and 
official media were forbidden to report on it. Zhang 
said that some officials had speculated that Falun 
Gong or some other outside group was backing the 
farmers\' effort 

dismissed. 


Comment 


5. (C) In a climate of increasingly tight media 

control 

evidence of growing defiance of local authority among 
China\'s rural population 

regime continues to face in its efforts to control 
information technology. Efforts to establish a 
\"People\'s TV\" also hint at growing popular frustration 
with the lack of meaningful public information and 
participation. 


RANDT 
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Israel and Hezbollah in Lebanon. Suleymani dismissed all 
claims that lran has provided Hezbollah with weapons or 
technical support 

the impression that Hezbollah is supported only by Iran 
(Sueymani claims Hezbollah is supported only by God ad the 
Lebanese people). Furthermore 

Israel is attempting to exploit he situation in Lebanon - 
with the full support f the U.S. - in order to exert 

pressure on Iran nd its nuclear program. Suleymani called 
upon al Muslims to resist the \"Zionists\" and to condemn 
America\'s support for Israel\'s offensive. As always 
Suleymani 

fluent Azerbaijani. 


2. (U) During a 21 July appearance on ANS Television 
Suleymani went out of his way to stress Iranian and 
Azerbaijani \"brotherhood and friendship 

this crisis. When asked to comment on a hypothetical 
question posed by Israeli Ambassador Artur Lenk concerning 
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what Azerbaijan would do if Iran attacked Lenkoran (a 
southern Azerbaijani city near the Iranian frontier) 
Suleymani said \"Iran and Azerbaijan are friends and 
brothers...we are neighbors..let them not create such 
disagreements between us.\" 


3. (U) Suleymani used a August 14 appearance on ANS 
Television not only to repeatedly criticize Israel and the 

U.S. over Lebanon (despite the recently implemented cease 
fire between Israel and Hezbollah) 

instability in the region. Asked whether or not he thought 
the Middle East crisis was over 

would not be concluded soon and threatened that \"new 
conflicts could easily emerge.\" When asked to elaborate on 
this point 

his previous calls for Muslim solidarity in the face of U.S. 
and Israeli attempts to \"oppress\" the Islamic World. 


4. (SBU) COMMENT: Suleymani actively engages the local press 
utilizing his fluent Azerbaijani 

Iranian message. He has been more active than usual in 
recent weeks 

made by Iranian President Anmadinejad. Other points of view 
on the conflict - including our own and those of the Israeli 
Ambassador to Azerbaijan - have also received wide airing in 
the Azerbaijani media. While Suleymani may be trying to stir 
up anti-U.S. feelings in the context of the Israel-Hezbollah 
conflict 

been successful. Post will continue to monitor closely 

public reaction to the Middle East crisis. END COMMENT. 
HYLAND 
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Change Issue 

traditional theater in which characters change 
identities with a swift switch of a mask. 


\"Northern Peasants Television Network\" 


3. (C) Observers have expressed skepticism about 
CCTV\'s ability to adapt to growing competition. In 
fact 

desperate attempt to change the network\'s image and 
increase market share 

A June 2006 ratings sweep found that in China\'s 35 
biggest cities 

a 5.6 percent market share 

7 million viewers 

reported. End note.) CCTV\'s nickname is \"Beifang 
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Nongmin Dianshi Tai 

Network 

rural residents in the northern part of China 

Rui Chenggang 

talk shows and programs about business issues. Around 
the country 

Shanghai 

proliferating. 


4. (C) China Economic Times editor Zhang Xiantang 
separately agreed that many people are now tuning in 
to satellite television options and avoiding CCTV. He 
told poloffs that a debate had recently surfaced over 

a suggestion to rename CCTV 

the connotation of a Communist Party propaganda organ 
to \"China State Television.\" The suggestion 
intellectuals critical of CCTV\'s staid programming and 
resistance to change 

according to Zhang 

Daily pronouncing that there will be no name change. 


5. (C) Beyond news 

most popular shows anymore 

Satellite Television produced the smash hit \"Super 
Girls.\" Li Xiaoping (protect) 

international channel 

point 

satellite broadcasters hold an annual meeting to 
strategize about how to compete with CCTV. While the 
focus of these meetings tends to be on entertainment 
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she related that CCTV is feeling pressure to revamp 
its news broadcasts as well. 


Style Over Substance 


6. (C) There is \"absolutely no chance\" that the 
introduction of new faces to CCTV News is a harbiger 
of changes to come on the substance o the broadcasts 
said Xu Fangzhou 

Broadcasting Institute. Real television journalism is 
not about to appear. The role of CCTV News is to 
represent the Central Government and disseminate 
information on its behalf. While controls on news 
outlets remain tight 

Chinese media has caused a conundrum for CCTV 
maintained 
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hardly attracts new viewers. Ratings remain 
relatively high among regular Chinese 

intellectuals and media professionals only tune in on 
occasion to engage in Kremlinology -- that is 

judge the standing of top leaders by their on-camera 
positioning during official news broadcasts 


No Guts 


7. (C) CCTV brass has been debating changes to the 
flagship newscast for some time 

She said a rift exists in senior management over the 
issue. On one side 

gravitas reading the news. The older newscasters 
themselves feel threatened by the appearance of 
younger anchors 

letters were flooding into CCTV headquarters 
complaining about the blandness of the senior 
newscasters. Several CCTV producers felt that given 
the fight for ratings 

conveyed. 


8. (C) Nonetheless 

group that is reluctant to change won the argument. 
Contacts speculated that the senior anchors may have 
sought help from well-connected friends to force the 
network\'s hand. Xu of the Beijing Broadcasting 
Institute said he believes propaganda authorities were 
fearful that the appearance of the young anchors would 
send a \"wrong message 

broadcasters 

told CCTV to pull back. Whatever the case 

Li made one appearance and have not been back onscreen 
since. Media savvy viewers 

critical of CCTV News 

unforgiving of) Kang and Li\'s quick exit. Reacting to 
the network\'s backtrack 

the influential biweekly Caijing Magazine 

view we heard from many media contacts. \"CCTV has 
absolutely no guts\" to make a decision and stick by 

it 
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the likelihood of an FTA between the US and Uruguay; and the 
upcoming Venezuelan presidential elections. 


2. OPINION PIECES AND KEY STORIES 
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- \"The US again tests the Kirchner administration\'s foreign policy\" 


Eduardo van der Kooy 

writes (08/16) \"The Kirchner administration\'s foreign policy will be 
facing two tests. In both of them 

seen 

relationship is going through a period of indifference 

tension. 


\"The first topic is related to the war in the Middle East 

just entered a precarious and sluggish truce. The UN Security 
Council has asked for 15 

repetition of clashes on the border between Israel and Lebanon. One 
request was made to Argentina 

to Brazil. 


\"The second issue is related to Brazil's announcement of the 
creation of an Intelligence Regional Center for the control of the 
Tri-Border... 


\"Truly enough 
by the UN 
hours... The cease fire in the Middle East is too fragile. 


\"This was one of the reasons why the Argentine Government decided 
not to send peace keeping troops. Israel is not certain that a new 
round of clashes may not occur... Hezbollah insists on proclaiming 

its victory and this will also contribute to destabilization in the 

area.\" 


- \"Argentina will not send troops\" 


Daniel Gallo 

(08/16) \"Argentina will not send any troops to the international 
peace-keeping force on the border between Israel and Lebanon... An 
Argentine Government official close to FM Jorge Taiana said \'We will 
not be part of said force.\' 


\"This decision has not been notified yet to UN Secretary General 
Kofi Annan 


\"... Two important reasons led the Government to make this 
decision... On the one hand 

between Israel and Lebanon under Chapter VII of the UN Charter. This 
is a peacekeeping force that will impose peace by force 

possibility of victims. Under these circumstances 

hardly approve sending troops. 


\"In addition to this 
Hezbollah is held responsible for the criminal attacks launched in 
Buenos Aires in 1992 and 1994. This situation could make the 
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Congressional debate even tougher.\" 


- \"Commercial sanctions are closer\" 


Silvia Naishtat 

\"Clarin 

Washington... 

and Mexico during the Clinton and Bush administrations 

of the Institute for the Americas 

the relationship between Washington and the region 

will likely be eliminated from the General System of Preferences.\' 


\"The news about the loss of those preferential tariffs took the 
Argentine Foreign Ministry by surprise... For Buenos Aires 
political rather than economic damage - thanks to the GSP 
exports for 616 million dollars are sent to the US per year 
many small companies will find it hard to get over it. 


\"Roberto Echandi 


described the GSP as a regime of awards and sanctions... According 
to Echandi 

retaliation 

reason.\' 


\"... According to Uruguayan Economy negotiator Alvaro Ons 
other reasons. \'One should attribute it to disagreement with 
Washington at WTO negotiations.\' 


\"Asked about what Argentina can do about it 
answered \'Nothing 

the GSP is a unilateral benefit granted by Washington 
removed just as easily as it was granted.\'\" 


- "What have we done in war?\" 


Fabian Bosoer 

Perhaps the US electorate is on the verge of waking from the 
prolonged neo-conservative dream. Perhaps the glue that put together 
the global war on terrorism 

sense of historical mission has started to crack... 


\"Perhaps 

regarding this war 

something else (or something different) should be done to get out of 
the war in some other way.\" 
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- \"Tri-border - Argentina 
espionage\" 


Eleonora Gosman 

writes (08/16) \"Argentina 

effective their joint actions against the alleged Islamic terrorist 
group that is reported to be acting on the Tri-border. The 
governments of the three countries have just created the 
Intelligence Regional Center... 


\"The measure should not be surprising 

big pressure from the USG 

base of allegedly terrorist Arab organizations. The Intelligence 
Regional Center includes Argentine 

investigative agents who will jointly act in the region.\" 


- "Uruguayan commercial expansion also includes China and India\" 


Business-financial 
ruling party in Uruguay 
Uruguayan President Tabare Vazquez is negotiating with the US. 


\"While the ruling coalition rejected an FTA with the US outside of 
Mercosur 


\"... According to Uruguayan Economy Minister Danilo Astori 
international strategy promoted by the Uruguayan government not only 
includes an FTA with the US 


- \"Lavagna warned Mercosur to subject President Chavez to control\" 


Conservative \"La Prensa\" reports (08/16) \"Former Argentine Economy 
Minister Roberto Lavagna said that Mercosur should \'put a brake\' on 
Venezuelan President Hugo Chavez so that the Mercosur\'s agenda \'doe: 
not fully change\' and he rejected the proposal to create a South 
American army 


\"Asked about the possibility that the Vazquez administration signs 
an FTA with the US 

be granted to Uruguay 

without leaving Mercosur. Out of all Mercosur member countries 
Uruguay has been precisely the one whose exports to its Mercosur 
partners have increased the least.\\" 


3. EDITORIALS 
- \"Venezuelan presidential elections\" 
Daily-of-record \"La Nacion\" editorializes (08/16) \"Next December 3 


Venezuela will again hold presidential elections. The opposition has 
just proclaimed Manuel Rosales as the candidate who will compete 
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with current President Hugo Chavez in a political adventure that 
seems particularly complex. 


\"... The upcoming presidential elections are important not only 
because Venezuela could recover its lost Republican direction and 
return to democracy through it but also it could put an end to a 


petrodollar-supported totalitarian leader\'s interference in the 
domestic affairs of the entire region.\" 


- \"The cease fire in the Middle East\" 


Leading \"Clarin\" editorializes (08/16) \"The cease fire in Lebanon 
imposes a major responsibility and effort on the involved parties to 
undo the escalation of violence and resume a road for peace. 


\"... The consequences of the confrontation should highlight that 
clashes cannot afford to be repeated. It is clear that no country 
may stay defenseless vis-`-vis the systematic attack against its 
people. At the same time 

victims are unarmed civilians. 


\"The UN and the world leaders have the challenge to influence the 
two sides to effectively implement the program of pacification 
return of life conditions to normal 

that still prevail in the region.\" 


- \"The world craves for a lasting peace\" 


An editorial in conservative \"La Prensa\" reads (08/16) \"The fragile 
truce in the Middle East still holds the hope to reach a lasting 
peace 

the suffering peoples that are the target of recurring battles 
engendered in an ancestral confrontation... 


\"Since the most aggressive sectors of the Palestinian community took 
power... 
Bank was the prelude to a strong reaction from Israel... 


\"The suffering of the peoples of the Middle East should stop 

for this purpose a serious commitment from the international 
community 

and the EU 

objective 

businesses of powerful sectors. They are not aware of the fact that 
only through tolerance and the sustainable development of the area 
genuine growth will be achieved and this will benefit all.\" 
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To see more Buenos Aires reporting 
classified website at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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LAF to the South in conjunction with UNIFIL-plus. He agreed 
with the Ambassador that GOL action on the monitoring of 
ports 

should not be delayed by PM Siniora 

the issue with Hizballah now. Noting with concern the 
threats against March 14 movement members 

Marwan Hamadeh would be leaving Lebanon for a short stay in 
Paris until things calm down. Pedersen added that Terje 
Roed-Larsen would arrive in Lebanon on August 18 

SYG Annan may come on August 25. End Summary. 


UNIFIL-PLUS DEPLOYMENT MOVING AHEAD 


2. (C) Pedersen said that the Lebanese Armed Forcs (LAF) 
and Israeli Defense Forces (IDF) held a second meeting on 
8/16 at UNIFIL headquarters in Naqoura 

another the following day. According to Pedersen 

UNIFIL-plus contingent of French troops would arrive in the 
southern Lebanon on August 21. Although Lebanese Defense 
Minister Murr has been feeding UNIFIL some exaggerated 
numbers 

to the South 

the deployment. (Note: The Cabinet approved the deployment 
on the evening of 8/16. End Note.) 


LEAVE THE ARMS UNTIL LATER 


3. (C/NF) Pedersen lamented that some March 14 Cabinet 
ministers viewed the implementation of UNSCR 1701 as \"a 
sprint rather than a marathon 

mentioned Nayla Mouawad by name -- had not even bothered to 
read the resolution text carefully enough to realize \"it\'s 

not about disarmament in the immediate term.\" The March 14 
group 

significant step of a successful LAF deployment in the South 
up to the border 

years 

Hizballah over disarmament. Pedersen said he had spoken to 
his Hizballah contact 
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had received his assurance that GOL authority would be 
respected in the South even if the group keeps its arms. 
Pedersen 

proclaimed this as \"a huge step.\" 


4. (C) Pedersen said the resolution focuses on getting the 
LAF and UNIFIL-plus into the South 

only deals with disarmament of militias secondarily. He 

argued that a confrontation with Hizballah now over 
disarmament threatened to cause a collapse of the government 
which would scuttle the whole deal. Pedersen said he has 
been shuttling around Beirut advising March 14 members to 
keep quiet about disarmament for now 

\"Get the army to deploy first. Don\'t lose this opportunity.\" 


5. (C) Pedersen stressed that disarmament is not of primary 
moment 

unambigous 

and that the Israelis will not be expected to fully lift the 
blockade until the GOL has an effective monitoring mechanism 
in place at ports 

assured the Ambassador that he is driving this point home in 
all of his meetings with the Lebanese. In this context 
Siniora\'s decision to replace the army with the 
Hariri-controlled Internal Security Forces at some parts of 

the airport is an important first step 

still under the nominal control of a known Hizballah 
sympathizer. Aware that the issue of getting international 
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support to monitor the Lebanese-Syrian border might well 
provoke the early \"confrontation\" with Hizballah that he 
seeks to avoid 

issue has to be dealt with now. 


HAMADEH SHOULD \"GET OUT\" 


6. (C/NF) Telling the Ambassador to \"be careful 

said he is worried about security conditions in Lebanon. He 

met with Marwan Hamadeh on the morning of 8/16 and described 
Hamadeh as \"shaken\" by the recent article -- tantamount to a 
death threat -- claiming he had passed information via 
Ambassador Feltman to the Israelis on the whereabouts of 
Hassan Nasrallah. Pedersen thinks Hamadeh should \"get out\" 
of Lebanon for a spell 

leaving for Paris soon for a two-week respite. (Note: 

Hamadeh 

conference on the evening of 8/16 at which he responded to 
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Bashar al-Asad\'s threatening 8/15 speech 

Lebanese would fight Syrian influence through \"writing and 
speaking 

networks.\" End Note.) 


TERJE ON HIS WAY 


7. (C) Pedersen said that the UNSYG\'s Special 
Representative for UNSCR 1559 implementation Terje 
Roed-Larsen will arrive in Beirut on the evening of 8/18 and 
will meet with PM Siniora 

Elias Murr 

The Ambassador will dine with Larsen on 8/18. End note.) 
Larsen also plans to travel to Israel 

and Egypt to shore up regional support for Lebanon. Pedersen 
added that the initial report on UNSCR 1701 

will say simply that LAF/UNIFIL-plus deployment is moving 
ahead and that the UNSYG is further studying the situation. 
Pedersen said that SYG Annan plans to travel to Lebanon on 
8/25 and 

FELTMAN 
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other countries 

and the CIS. Tokayev claimed that only the UK and one or two 
other countries opposed Kazakhstan\'s candidacy. 


4. (C) The Foreign Minister expressed appreciation for the 
Secretary\'s efforts to avoid embarassing Kazakhstan over the 


SIPDIS 

CiO bid. He said that in his view 

would be for the U.S. to publicly express its concerns and 
any pre-conditions 

candidacy for 2009. 


5. (C) The Ambassador told Tokayev that he would relay his 
views to Washington in detail 

position would likely provoke serious disappointment in the 
USG and could lead to a more public U.S. position in 
opposition to the candidacy. In response Tokayev called for 
the U.S. to assess Kazakhstan\'s progress across the board 
since independence 

rights. The Ambassador countered that the OSCE is a 
values-based organization that has been focused largely on 
human rights and democracy issues since 1975. Any chairman 
in office must therefore have a strong record of respect for 
these principles and the ability to move the organization in 
the right direction. 

ORDWAY 
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they could read and write. If true 

Shighnan far above the average literacy rate for 
Afghanistan. Unfortunately 

Shighnan 

decades ago 

old age. The district manager took PRToff to one 
high school 

the roof has collapsed in several places due to 

rotted support beams. Tents have been erected over 
the building to protect students from the elements. 
The school has no desks or chairs 

sit on the floor. (Comment: While it is not unusual 
for primary school children in Afghanistan to sit on 
the floor 

chairs for older students.) While acknowledging 
some emergency financial help from PRT Feyzabad for 
fixing this and other schools 

far more assistance is required. 


GETTING TO THE BRIDGES 


12. (U) It took several weeks and the generous help 
of Embassy Dushanbe to organize this trip 

various Tajik requirements. Not only does one need 
a multiple-entry Tajik visa 

permit to enter the Gorno-Badakhshan region 

the border crossings are located. The so-called 
GBAO permit is a hold-over requirement from the 
Soviet period when this was an autonomous region. 
Both the multiple-entry visa and GBAO visa are only 
issued by the MFA in Dushanbe and they must be 
applied for weeks in advance of departure. The 
first crossing point (into Nusai) is some 420 
kilometers east from Dushanbe 

The last part of this drive runs directly along the 
Pyanj river 

Tajikistan and Afghanistan for several hundred 
kilometers. The second crossing point (into 
Shighnan) is a further 240 kilometers along this 
same road. At the narrowest parts of the Pyanj 
river 

away. One can plainly see the low-slung 

roofed mud houses so characteristic of rural 
Afghanistan and can wave to people on the other 
side. 


13. (U) The border along the Pyanj offers a 
striking juxtaposition between Afghanistan and 
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Tajikistan. On the Tajik side of the river is a 
paved road (albeit in very bad condition in many 
parts) with omnipresent electrical poles and wires 
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along its entire length. On the Afghan side of the 
river 

rather only a thin 

winds along the cliffside. 


14. (U) Typically 

Afghanistan in the morning and returned to 
Tajikistan in the afternoon before the border post 
closed at 4 or 5 p.m. One of the biggest and 
unexpected challenges each morning was obtaining 
diesel for the two vehicles. Gas stations were few 
and far between in this area of Tajikistan 

did not sell diesel. At Kalaykhum\'s single gas 
station 

of diesel to sell 

from an assortment of different containers including 
a two-liter plastic soda bottle. In a typical scene 

in Khorog 

the side road 

While the truck had no diesel (only regular 
gasolene) 

we could buy what we needed. In Ishkeshem 

out that quality of diesel sold in the bazaar was 
very poor 

private stock of the local Aga Khan foundation 
office. As it turned out 

worried about buying gas before the crossing into 
Afghanistan at Ishkeshem. The Afghan town of the 
same name just on the other side of the border had 
two brand-new filling stations within 200 meters of 
each other 


COMMENT 


15. (SBU) The military component of PRT Feyzabad is 
very active in doing long-range patrolling 

throughout Badakhshan and it regularly visits most 
districts in the province. However 

remoteness and terrain of the northern districts and 
the lack of a road severely limit the ability of the 
military to access this part of the province. This 
August 5-6 trip to the northern districts via 

Tajikistan is an excellent example of how the 
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civilian component can complement the military 
effort and provide value-added to the PRT\'s mission. 
End Comment. 
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countries (TCCs) and imperil the broader force generation 
effort. Annabi warned of serious problems unless France 
commits to a \"major contribution that would constitute the 
backbone of the force 

French President Chirac 

the highest possible level to secure this commitment. Annabi 
emphasized that France must make such an announcement either 
before or during an August 17 meeting with over 50 current 

and potential TCCs 

plans to preview the Secretariat's concept of operations 

rules of engagement 

DPKO\'s plans for an initial advance force of 3 

troops that would supplement the existing UNIFIL contingent 
and help the Lebanese Armed Forces (LAF) deploy to the south 
Annabi suggested that Italy 

possibly Spain would be willing to contribute troops to such 

a force. He said other TCCs such as Turkey and Morocco 
remain noncommittal 

Indonesia and Malaysia may be dissuaded by Israel's announced 
refusal to countenance soldiers from countries with which it 
does not have diplomatic relations. Annabi said SYG Annan 
had asked Israeli FM for greater flexibility on this point. 


2. (C) Summary 

comprehensive \"shopping list\" of USG assistance to support 
the training and equipping of the LAF as well as UNIFIL 
deployment logistics 

of this assistance as possible on a voluntary 
(non-reimbursable) basis. Recounting USG efforts to support 
DPKO\'s force generation work 

from Secretary Rice that the Secretariat ought to move as 
rapidly as possible to set up the new force and define its 
concept of operations and rules of engagement in accordance 
with the spirit of UNSCR 1701. This would mean ensuring the 
rules of engagement (ROE) are sufficiently strong and 
muscular to permit the force to operate in a semi-permissive 
environment and help ensure the LAF deployment is a success. 
The USG 

expanded UNIFIL force helps implements all the provisions of 
UNSCR 1701 -- including the arms embargo 

reconstruction 

unauthorized armed elements. End Summary. 


3. (U) Assistant Secretary for Political-Military Affairs 
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John Hillen met UN Department of Peackeeping Operations 

(DPKO) Assistant Secretary-General Hedi Annabi on August 16 

to review force generation efforts for the expanded UNIFIL 

mission. Annabi was accompanied by DPKO Military Advisor 
Lieutenant General Randhir Kumar Mehta 

Lisa Buttenheim 

USUN Ambassador Wolff and IO DAS Gerry Anderson accompanied 
A/S Hillen 

L/PM 


UNIFIL-IDF-LAF Meetings Going Well 


4. (C) Annabi expressed \"guarded optimism\" that the current 
cessation of hostilities would continue to hold and described 
recent meetings between UNIFIL 

as \"historic\" and highly positive developments. He noted 
that the August 12 trilateral meeting at Naqoura had helped 
operationalize the cessation of hostilities and had set a 
constructive and professional tone for future discussions. 

The second trilateral meeting 

planning for IDF withdrawal from south Lebanon. According to 
Annabi 

withdrawal from Lebanon 

blueprint for staged Israeli withdrawals that would be 
conditioned on UNIFIL/LAF deployments. The two sides 
reportedly agreed ultimately that Israel would start 
withdrawing from its positions in stages. 


General Force Generation Efforts 


5. (C) Annabi noted that the Secretariat had been actively 
engaging current and potential TCCs on contributions to the 
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expanded UNIFIL force since August 12 

1701 was adopted. The UN 

for firm commitments and fixed dates by which deployments to 
the region would begin -- he added that DPKO has cautioned 
TCCs that this is no time for mere expressions of interest. 
Annabi confirmed that Deputy Secretary-General Mark Malloch 
Brown would chair a meeting with more than 50 current and 
potential TCCs on August 17 to underscore the urgency of the 
UN\'s appeal. During this meeting 

preview the UN\'s thoughts on the mission\'s concept of 
operations 


6. (C) Outlining the UN\'s current thoughts on force 
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requirements 

advance force of 3 

mechanized battalions and one infantry battalion -- to 
Lebanon within 10-15 days. This force would link up with the 
2 

themselves in the zone a few kilometers deep along the Blue 
Line. As the initial UN force is deploying 

position itself in three large Assembly Areas just north of 

the Litani River. Then 

move back over the Blue Line 

and fill in between the river and the Blue Line. These 
movements would all be orchestrated by UNIFIL. 


7. (C) Annabi said DPKO had called on TCCs to self-deploy and 
self-sustain their forces for up to 60 days 

UN would reimburse them for expenses previously incurred at 
standard UN rates. Annabi said the UN is asking European 
TCCs to cover the difference between UN rates and the full 
cost of self-deployment. Annabi confirmed that DPKO had 
received approval from the Under Secretary-General for 
Management to waive many standard UN budgetary regulations in 
order to deploy the expanded force as quickly as possible. 
Mehta said movements into the sector could come via air into 
Beirut and Tel Aviv. Port landings could come through Tyre 

and Haifa. Additionally 

Cyprus as a &Forward Mounting Base8 from which units and 
supplies may be moved into Lebanon. Forces and equipment 
could be flown with strategic lift to Cyprus and then via air 

or sea into the Area of Operations. 


Preliminary French Reaction Worrying 


8. (C) Annabi reported \"intensive\" Secretariat efforts to 

urge the French to announce a major commitment to the 
expanded force 

from French military planners currently in New York had been 
worrying. Asking that the USG protect this information and 
its source 

August 16 that France would be willing to commit staff 
officers 

to south Lebanon -- but that these forces would operate 
outside of UNIFIL. The French were reportedly planned to 
make an announcement along these lines on August 16 
Annabi said would have had a \"chilling effect\" on other TCCs 
but after Secretariat intervention they instead released a 
general statement noting their intention to continue to lead 
UNIFIL until February 2007. 


9. (C) Annabi warned of a serious problem unless France 
announces on August 17 \"a major contribution that would 
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constitute the backbone of the force.\" He reported that SYG 
Annan was calling French President Chirac at 1700 New York 
time on August 16 to emphasize this point. But Annabi 
emphasized that intervention by the USG at the highest level 

-- he specifically suggested a POTUS to Chirac call -- would 
also be crucial to persuade the French to \"stop dancing\" and 
commit. Annabi characterized the August 17 TCC meeting as a 
\"key moment\" for France that would either lead other TCCs to 
support the force or to walk away. In addition to the 
contributions the French had previewed for DPKO on August 16 
Annabi said Paris would need to provide at least a strong 
battalion that would lead the initial 3 

advance force. 


Good Signs from Italians and Other Europeans 


10. (C) Annabi confirmed that Italian Prime Minister Prodi 
had told SYG Annan that Italy would provide a \"strong 
contingent\" to the expanded UNIFIL force. Noting media 
reports in which the Italian FM had suggested the force might 
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consist of up to 3 

of Italy\'s contribution remains to be discussed. He asked 
for USG help in countering a \"strange\" Italian proposal to 
create a second line of command 

commands 

the Italians believe this arrangement might help ensure the 
mission has sufficient authority to use force 

said he had assured the Italians that the Force Commander 
would have all the flexibility he needs. Annabi 

categorically rejected comments in the press by an Italian 
General that UN peacekeeping operations require approval 
everyday from UNHQ to use force to carry out their mission. 
Emphasizing that \"this is not the old DPKO 

\"even if we wanted to micromanage this operation 

not be able to\" because of the difficult challenges involved 
and the fast-moving nature of the mission. 


11. (C) Scandinavian countries 

\"a lot of interest\" in contributing to the force and had even 
made some \"quasi-commitments\" of support. He said the 
Norwegian State Secretary for Defense 

told DPKO that Norway would most likely be able to provide 
maritime patrol units to help guard Lebanon\'s coast against 
arms smuggling operations. Annabi predicted that Norway 
together with Denmark and Sweden 

four of the initial maritime patrols required for the advance 
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force and eventually provide the 12 maritime patrols needed 
for the expanded force. He added that EU Foreign Policy 
Chief Javier Solana 

and helpful in the force generation process 

Spain might also come forward with a contribution to an 
expanded UNIFIL. 


Few Commitments from Other TCCs and 
Concerns About Israeli Preconditions 


12. (C) While acknowledging arguments that the force should 
strike a balance between European and Arab/Muslim soldiers 
Annabi said he was not sure if that was an important 
principle or if it would even be possible to obtain such a 
balance of contributions. He reported that Egypt had flatly 
rejected participating in an expanded UNIFIL 

had only put forward expressions of interest. Annabi 
described Turkey as interested in possibly contributing to 

the force but thusfar unwilling to make a commitment. 
Indonesia had made a formal commitment to supply a mechanized 
infantry battalion of 850 troops 

lift to deploy this force to the region. 


13. (C) Part of the problem in obtaining broad-based 
contributions 

that it would not agree to forces from countries with which 

it did not have diplomatic relations. Given potential 
contributions from Indonesia 

argued that Israel should show flexibility and warned against 
a blanket \"no\" to Muslim contributions. He said Israeli FM 
Livni had agreed to reconsider the GOI\'s position on this 
issue and provide DPKO by August 17 a list of those countries 
from which Israel could not accept troops and those countries 
which it would prefer to keep out of UNIFIL but would 
ultimately accept. 


Request for Assistance from USG 


14. (C) Annabi and Mehta provided A/S Hillen with a 
comprehensive \"shopping list\" of USG assistance to help 
deploy the force and train and equip the LAF. (Note: Copies 
of the UN\'s request have been faxed to PM. End Note.) 
Focusing specifically on the request for strategic airlift 
assistance from the USG 

aid as a voluntary contribution. If 

offered this assistance at its cost -- which he said is 3.5 

to 4 times the commercial rate -- Annabi predicted the UN 
would have to decline the offer. If it is not possible to 
provide this assistance on a voluntary basis 
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the USG to consider providing it at the UN reimbursement rate 
instead of the traditional USG rate. 


Hillen Briefs on USG Efforts 


15. (C) A/S Hillen briefed Annabi on USG efforts to support 
the Secretariat's force generation work 
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cable encouraging potential TCCs to consider contributions 

and engage DPKO quickly as well as an August 16 meeting 
hosted by A/S Hillen and NEA A/S Welch with Washington-based 
Ambassadors of potential TCCs to relay the same message. A/S 
Hillen noted positive signals as a result of these meetings 

from the Italians and Germans and predicted Malaysia and 

other TCCs might announce commitments as soon as they become 
comfortable with the UN\'s concept of operations and rules of 
engagement. He also confirmed that the USG is looking for 
ways to train 

what kind of assistance it could provide in terms of force 
enablers 

intelligence efforts. 


16. (C) Noting that Secretary Rice had asked him to convey 
this message to the Secretariat 

need to move rapidly to set up the new force and to define 

the concept of operations and the mandate of the mission in 
accordance with the spirit of UNSCR 1701. This would mean 
ensuring the rules of engagement (ROE) were sufficiently 
strong and muscular to permit the force to operate ina 
semi-permissive environment and that the force ultimately 
reaches its authorized ceiling. While acknowledging that the 
force would not engage in offensive military operations such 
as disarming Hizballah 

muscular ROE would help ensure that the LAF deployment is a 
success. He noted that the USG would work with other UNSC 
members to ensure UNSCR 1701\'s provisions on the arms 
embargo 

the buffer zone free from unauthorized armed elements are 
implemented. The USG 

ready to help the Secretariat in this regard. 


Timing of IDF Withdrawal / UNIFIL-LAF Deployment 


17. (C) Annabi said Israeli FM Livni had served notice that 
the IDF plans to begin withdrawals from certain parts of 
south Lebanon on August 16 and complete most of the 
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withdrawal by August 24. However 

DPKO that the IDF would hold onto a band of territory along 
the Blue Line until it sees a credible UNIFIL-LAF deployment 
in these areas. As the withdrawal process continues 

Mehta (please protect) asked the USG to urge Israel -- in 
accordance with customary military practice -- to remove all 
its booby traps and mines in south Lebanon and destroy all 
underground tunnels and weapons caches controlled by 
Hizballah that the IDF has identified. Mehta asked that the 
USG treat with extreme care the UN 

destroy Hizballah facilities 

against UNIFIL if word of the request leaks. 


18. (C) Mehta also emphasized that the UN and other 
interested parties should urge the LAF to deploy tactically 

to south Lebanon rather than deploy to military camp sites. 
Deploying tactically throughout the area of operations 

said 

could monitor Hizballah movements and possible arms 
shipments. Mehta also underscored that Hizballah must never 
again be allowed to establish positions near UNIFIL 

positions 


Details of Force Structure 


19. (C) Annabi and Mehta presented DPKO 

UNIFIL force requirements based on their &troops-to-task8 
assessment derived from UNSCR 1701 (battalions consist of 
650-850 soldiers each and companies typically consist of 125 
personnel) 


-8x Mechanized Infantry battalions; 

-3x Light Armored Cavalry battalions; 

-2x Combat Engineer battalions (or as much as they can get); 
-1x Engineer battalion for reconstruction; 

1x Logistics/transportation battalion (light/medium trucks); 
-4x Signal companies; 

-1 Aviation unit consisting of 5 helicopters for both Search 
and Rescue (SAR) and aerial reconnaissance; 

-2x Military Police companies; 

-1x Level II Hospital; 

1-Cartography section; 

-3x Headquarter Companies (1 to bolster the existing HQ at 
Naqoura 
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(Note: This list totals approximately 15 


Column 3 
including the existing 2 
Note.) 


20. (C) Mehta said the UNIFIL HQ in Naqoura would initially 
serve as the principal in-country logistical hub 

DPKO would at some point plan to establish a base at the port 
of Tyre as well as another base near the boundary of the two 
sectors around Qabrikha. Supplies may also be brought into 
Cyprus via strategic lift and then brought into Lebanon by 

sea or air. 

BOLTON 
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of his majesty the King 

presence on its land of any person who harms Iraq or the 
people of Iraq.\" 


4. (C) Jordan\'s Ambassador to Iraq 

accompanied the delegation and presented his credentials. He 
will remain in Iraq for a few weeks. According to the 

Jordanian MFA 

temporarily 

several press interviews before returning to Amman while the 
GOJ and GOI continue discussions over permanent 
accommodations for Lowzi. 


5. (U) This cable was coordinated with Embassy Baghdad. 


Visit Amman\'s Classified Web Site at 
http://Awww.state.sgov.gov/p/nea/amman/ 
Hale 
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national discord and inciting sectarianism\" (ref A). The 
Court of Cassation upheld the conviction of two MPs and the 
earlier acquittal of a third 

one year and one month. 


2. (SBU) There is disagreement among parliamentarians and 
political observers as to how the sentences affect the 
convicted Front members\' standing in parliament. Article 75 
of the Jordanian constitution disqualifies members if they 

are sentenced to more than one year for a \"non-political\" 
crime 

to execute the expulsion. Front representatives argue the 
two MPs\' acts were political in nature 

thus does not apply. Even if considered non-political 

argue Article 90 requires two-thirds of the parliament to 
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vote to strip membership. Supporters of the GOJ argue that 
the disqualification is automatic under Article 75 

vote is therefore not required. 


3. (C) Following the opening remarks and briefing 
Front MPs walked out of the session in protest. The 
movement 

next steps 

the movement 

sit-in at their headquarters on August 17. 


4. (C) Comment: As we read the constitution 

chamber seems to be in order. The Brotherhood and Front are 
in a poor position to exploit this controversy 

movement came close to a split along East Bank/West Bank 
lines after its East Bank-dominated leadership met with PM 
Bakhit in June and issued a conciliatory statement (ref D). 

We expect internal debate over next steps to put further 

stain on the movement\'s unity. End Comment. 


Visit Amman\'s Classified Web Site at 
http://Awww.state.sgov.gov/p/nea/amman/ 
Hale 
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undermined.\" Making no mention of the latest reports linking 
both the foiled airline-bombing plot in London and the Mumbai 
bombings to Pakistan-based terrorist organizations (and maybe 
Indian Muslim supporters) 

Indian developments to the Global War on Terror 

remarks in a local 


3. (U) Singh denounced the July bombing attacks in Mumbai 
without ascribing blame. He also reminded the Naxalites that 
\"power will never flow from the barrel of a gun - real power 
flows from the ballot 

respond appropriately\" to any new Naxalite violence. 


4. (U) Singh notably made no mention of the constant and 
steady violent attacks by J&K insurgents 

trumpet \"improvements 

the new transport connectivity between India and 
Pakistan-occupied Kashmir. 


Singh Cribbing notes from both FDR and LBJ 


5. (U) Ducking any real talk of much needed economic reform 
rural relief and development dominated the PM\'s speech 
whic he trumpeted no less than six separate rural programs. 
Echoing FDR 
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and mimicked LBJ by announcing a \"War on Poverty.\". Lamenting 
the trend of debt-ridden rural farmers committing suicide 

the PM assured the nation that the UPA\'s aid programs would 
correct the problem 

Guarantee Act 

overdue loans 

system to provide more credit for farmers. 


6. (U) Singh also emphasized that GOI programs would improve 
rural health and education 

the countryside and establish new medical and scientific 
institutes in rural areas. 


Pre-Emptive Damage Control for Rising Energy Prices 


7. (U) Singh cautioned that the rising cost of crude oil in 
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the international markets would impact Indians 

credit for keeping costs relatively low. However 

that the GOI would not be able to subsidize LNG and kerosene 
much longer at current high levels. 


Playing to the UP Voters 


8. (C) COMMENT: Singh was every inch the populist paternal 
figure in his Independence day speech 

the problems bedeviling the common man in the countryside 
while avoiding hot-button foreign-policy issues. This 
confirmed once again that it is domestic issues that make or 
break Indian politics. Ignoring talk of needed (and painful) 
economic reforms 

array of government programs to combat rural poverty in an 
effort to use the power of incumbency in New Delhi to 
influence upcoming political campaigns in the teeming 
political heartland of India. The first and biggest 

challenge will be in Uttar Pradesh (UP) 

Congress Party face a tough fight in the February 2007 
elections against the well-entrenched and deeply-corrupt 
Samajwadi Party (SP). Knowing that it must do well in UP to 
extend its influence in other Hindi belt states 

leadership has apparently determined that it must rely on a 
broad populist agenda to beat the SP at its own game. 


Whacking Pakistan 
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9. (C) In addition 

at Pakistan 

large part due to the enormous change in public sentiment 
following the Mumbai terror attacks. Singh clearly needed to 

be seen as being tough in public even as his government 
continues low-level engagement with Islamabad. END COMMENT. 
PYATT 
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holding those who are \"suspicious.\" Of 240-some Afghans 
arrested in mid July 

category. Ghani noted that many Pakistanis view the Taliban 
differently from al-Qaeda 

(i.e. 

that the GOP has no long-term policy in place for dealing 

with the Afghans in Pakistan. Ghani considered the continued 
presence of hundreds of thousands of Afghan refugees a burden 
on Pakistan 

refugees at once 

have on the fragile Afghan government. Noting that he is a 
Pashtun \"like Karzai 

Karzai \"not to bad mouth\" the GOP. 


3. (C) Ghani described the current security situation in 
the province as improving. Referring to operations in 
eastern Balochistan against insurgent Baloch tribal leader 
Nawab Akbar Khan Bugti 

period...we are over the hump.\" The Governor said that a 
meeting with local residents in central Balochistan 
encapsulated the changed situation: a local man told him 
that 

the Baloch people and that 

GOP. If the government provided electricity and other 
tangible aspects of development 

population would take care of the nawabs. Ghani observed 
that \"things are now happening on the ground...(the people) 
can see things happening.\" He believes that the majority of 
tribal people understand that Nawabs Bugti and Marri 
suppressed development and modernization by force; he 
credited the government 

strengthening the middle class and diluting the influence of 
the tribal and feudal leaders. It is now up to the government 
to ensure that young 

to participate in the province 


4. (C) In a separate meeting 

(FC) commander General Shujaat Dar offered the Ambassador a 
contrasting view of the province 

said that the FC--a paramilitary force of locally-raised 
troops--seized more narcotics than any other security force 

in the province and that it suffered more casualties than any 
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other security force 

difficulties FC forces faced in an operation at the town of 
Baramshah 

Balochistan and Lashkar Gah 

Afghanistan. His forces reconnoitered the village 

photos of a drug factory on the Afghan side of the border 
before coming under fire. In the ensuing firefight 
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troops escaped 

has 500 troops encircling the village 
or out 

The villagers 

backdoor\" to Afghanistan. 


5. (C) Dar said that FC troops supporting CFC-A Operation 
Mountain Thrust had established 36 new checkpoints or posts 
and are now stopping \"nomadic movement\" across the frontier. 
The FC would not allow nomads crossing the border to become a 
source of illegal activity or to sneak Taliban in or out of 

Pakistan. 


6. (C) The Baramshah operation shows \"my boys aren 
afraid of anything 

equipment 

their job. He complained that Pakistan 

Force (ANF) receives more USG financial support than the FC. 
Dar specifically asked for USG funding to increase the FC 
intelligence capabilities 

for the intelligence to go up the chain of command \"takes a 
helluva lot of time.\" Dar also asked whether USG funds for 
the FC could be disbursed at a faster pace and whether the 
U.S. could fund the planned increase in FC forces. Dar 
expects that 

outpace available vehicles and other equipment. Dar 
questioned whether the GOP would follow through on funding 
commitments for FC expansion because of the budgetary 
constraints facing Islamabad in the next four to five years. 
The Ambassador replied that the U.S. commitment to the FC 
expansion is unchanged. 


7. (C) Dar concluded by requesting USG support to equip a 
new FC hospital 

the FC--including combat casualties--the same rate it charges 
civilians treated at the hospital. This angered Dar because 
\"We have the highest casualty rates.\" While praising his 
relationship with the commander of the Army 

Dar expressed frustration that the FC must rely on the 
facilities and capabilities of other security forces 
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wants the FC to be \"dynamite in its own right.\" 


Pakistani Coast Guard--Gwadar 


8. (C) During his August 11 visit to Gwadar 

met LTC Mohammed Tariq 

Coast Guards 3 Battalion. Tariq told the Ambassador that USG 
assistance to the Coast Guards has increased the force 
mobility and reaction time 

capabilities 

control. ODRP has provided Gamma Ray scanners 
binoculars 

towers in the 240 kilometers of coastline the Gwadar 
battalion oversaw. ODRP had also funded the renovation of 
four fast patrol boats and will provide six rugged hulled 
inflatable boats 

command and control center. NAS provided the Coast Guards 
with vehicles 

Tariq reviewed the number of illegal immigrants his battalion 
had intercepted 

confiscated 

attributed to improved capabilities. (Note: The Pakistani 
Coast Guards area of responsibility is the coastline--not 
offshore--and reaches as far as 120 kilometers inland.) 
BODDE 
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although perhaps only imagined 

between Hizballah and non-Hizballah Lebanon is gone. The 
GOL will be under political and some military attack from 
Hizballah as it tries to expose the weakness of both LAF and 
GOL. The Israelis will now have an address -- a GOL address 
-- to attack 

Israeli positions. However 

alliance will not let Hizballah take over Lebanon. END 
SUMMARY 


2. (C/NF) Safadi described the August 16 cabinet meeting as a 
reflection on existing Lebanese shortcomings 

the GOL\'s inability to properly communicate before the war. 
He criticized his own March 14th alliance\'s lack of 
consultancy and coordination 

they were not prepared for yesterday\'s cabinet meeting. 
Safadi said that he entered this most important cabinet 
meeting with no idea what his own March 14 coalition\'s 
position was regarding LAF deployment. He asked 

group cannot communicate properly 

government be expected to do so. He indicated that GOL\'s 
lack of real communication -- a product both of the desire to 
avoid perhaps debilitating conflict as well as of 
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traditionally dysfunctional systems -- was one of the 
contributing factors to the conflict. 


GOL Will Take 
the Blame 


3. (C/NF) Now GOL finds itself in a predicament. In the eyes 

of Israel and the international community GOL is now 
responsible for everything that happens on Lebanese soil 
including the actions of Hizballah. The deployment of LAF to 
the south means that any conflict will be between GOI and GOL 
and not GOI and Hizballah. Simultaneously Hizballah will 
continue to be a threat because of its arms. An 
\"understanding\" was reached that any exposed weapons can be 
confiscated by LAF. While a Hizballah concession meant that 
there are no longer \"no-go\" areas in the south 

the LAF will need a search warrant to search warehouses 
homes 

day 

have the right to make searches without warrants. This will 

be an issue raised at Parliament 


LAF in South Suits 
Hizballah 


4. (C/NF) Safadi argued that the deployment of the LAF to the 
south is not in the interest of GOL and plays into the hands 

of Hizballah. The deployment to the south exposes LAF and 
the rest of Lebanon. He argues that prior to their 

deployment to the south 

protecting the demarcation line between east and west Beirut 
and the Hizballah and non-Hizballah trends of Lebanon more 
generally. The LAF was considered by non-Shia as the last 
line between them and possible Hizballah attack domestically. 
By sending 15 

although perhaps only imagined by Lebanon\'s non-Hizballah 
population 

southward 

exposed to Hizballah 

allies seem determined to launch some kind of coup d\'etat. 


Hizballah\'s New War 


5. (C/NF) Safadi assures that both Hizballah and Israel will 
uphold the cessation of hostilites in UNSCR 1701 -- for the 
time being. However 

withstand the political attacks of Hizballah 

military attacks playing a supporting role. He believes that 


Column 3 

the GOL will be under constant political attack from 

Hizballah as it tries to weaken and ultimately dismantle the 
current government to ensure a new pro-Hizballah government. 
Eventually 

performing small military operations in the south that expose 
the weakness of both LAF and GOL. Israel will then attack 
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GOL installations 


6. (C/NF) Hizballah\'s new war 

of the government.\" However 

that the Sunni 

watch Hizballah take over the country.\" A letter is 

currently being drafted to Parliament requesting that LAF be 
granted the power it needs to full defend itself and the 

land. Other than noting a reliance on the parliamentary 
majority Safadi did not provide substantial ideas on how GOL 
and the March 14th alliance will fight this new war. 


7. (C/NF) Referring to Syrian President Asad\'s August 15 
speech 

pro-Syrians. In a separate meeting 

Tradi Sami Haddad commented that Amin Shiri 
Parliament member 

Asad\'s speech 

discussed during the cabinet meeting. 


8. (C/NF) Safadi concluded that the March 14th alliance must 
work hard to extract itself from the \"soup\" it is in. The 
group will aim to meet twice a week 

week 


COMMENT 


9. (C/NF) Safadi has ambitions to be prime minister. So 
while he adheres to the March 14 movement he joined after the 
assassination of Rafiq Hariri 

will never fully trust an independent 

wealthy 

moving into the premiership he sees as his birthright. But 
Safadi\'s criticisms of the poor communication within the 
March 14 bloc and the GOL more generally do not stem from 
sour grapes alone: Saad Hariri\'s frequent and lengthy 
absences from Beirut 

and keep information close-hold 

grievances dividing other March 14 policitians make 

initiative and focus difficult to achieve. Hizballah 
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other hand 
funded. 
FELTMAN 
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Front (OLF) had been apprehended in a joint Kenyan-Ethiopian 
operation on both sides of the border. According to this 

official 

apprehend and repatriate members of this group. 


Over 60 Businesses Previously Closed For Violating Government 
Orders Reopen 


4. Over 60 businesses that were shut down for allegedly 
violating government rules passed in the wake of the October 
2005 riots were reopened by order of the Prime Minister. 
Mayor Birhanu Deresa said that businesses which shut down 
during the riot after the May election and had not opened 
despite orders from the government 

government for past nine months. Citing apologies from 
business owners and the economic activities in the city 

Mayor Birhanu appealed to the Prime Minister to reopen the 
businesses. Businesses were authorized to reopen August 11. 


ECONOMIC 


Trade Minister Urges GOE To Submit Memorandum on the Foreign 
Trade Regime 


5. Minister of Trade and Industry 

highest executive body of the country 

Ministers 

Trade Regime so that it can be forwarded on to the World 
Trade Organization (WTO). It has been two years since the 
ministry submitted the memorandum to the Council. According 
to a senior Ethiopian official 

deliberate on the issue and hopes a decision will be made 
within the next two weeks. 


SNNPR Plans Multiple FM Stations 


6. The Southern Nations 

State Mass Media Organization 

announced its plans to start radio broadcasts by launching 

six FM stations. According to regional officials 

announcement requesting communities to volunteer for pilot 
projects garnered one response and the Ethiopian Broadcast 
Authority subsequently issued a license. SNNPR officials 
reported that another announcement was planned with the goal 


Column 3 
of issuing four to five licenses. 


DEVELOPMENT 


Heavy Rains Continue to Cause Deaths and Displace Thousands 


7. In the past two weeks 

flooding in Dire Dawa and Southwest/west Shoa (Oromiya) 
River (Southern Nations 

and Takeze River (Tigray) areas of Ethiopia. According to 
the UN news agency 

result of the recent flooding. An undetermined number of 
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people are still missing 
displaced. Although heavy rains are not uncommon during this 
time of year 


USAID Commits $57.6 Million to Healthcare 
and Economic Growth 


8. USAID signed strategic Objective Agreements in the amount 

of $57.6 million with its main GOE counterpart 

of Finance and Economic Development. Funds will be used to 
support mutually designed programs in the fields of 

healthcare 

Minister Mekonnen Manyazewal and USAID Mission Director Glenn 
Anders signed the documents on behalf of the GOE and USG. 


Joint State/USAID/CJTF-HOA Fact Finding Mission 


9. A team of representatives from State 

CJTF-HOA traveled to the northern Somali region (near Dire 
Dawa) on a finding trip to harmonize local development 
projects. Local government officials 

groups 

health (human and animal) 

infrastructure are their top priorities. The team also 

called on the new mayor of Dire Dawa to express condolences 
over the loss of life (250) in the August 6 flash flood and 

to convey support for relief efforts. 


PEPFAR 


10. During the week of August 7-11 
and Office of the Global AIDS Coordinator (OGAC) Core Team 
worked on the 2007 PEPFAR Country Operational Plan. Key 
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issues addressed included focusing interventions in 
populations at highest risk for HIV infection 

the implementation of HIV/AIDS programs within the 
hospital-health center-community networks 

HIV/AIDS services within the larger healthcare system 
improving program quality and evaluations of programs and 
partners 

resource constraints 

sustainable. 


CONSULAR 


Visa Sanctions 


11. Following discussions in Washington concerning visa 
sanctions 

were confirmed as Ethiopians. Cases previously submitted to 
the Ethiopian government 

information was required 

through the Ethiopian Embassy in Washington. 

WILGUS 
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or five years.\" Obasanjo did not explicitly ask for more 

time in office 

understood the discussion. According to Tsegba 

caucus was not receptive to the notion of additional time in 
office and advised the president that the rail project should 

be designed in such a way that any future president could see 
it through. 


4. (S) Disturbingly 

string of recent political murders. Many of these killings 

have targeted leading candidates within the PDP. Akume gave 
names neither of those involved in the killings nor of which 

of the deceased were the victims of a murder sanctioned by 
government officials. 


5. (C) Akume explained that a grand bargain had been 
negotiated in 1999 between Obasanjo and political leaders 
from the north. Instrumental to negotiating this agreement 
was lyorchia Ayu 

on to hold multiple cabinet posts in the Obasanjo 
administration. (Note: Ayu has since left the Obasanjo 
administration and is heading the presidential campaign team 
of Vice President Atiku Abubakar. End Note.) The agreement 
was that Obasanjo would only serve one term 

Presidency would then revert to the North. When Obasanjo 
decided to run again in 2003 
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leaders including Akume come to his chicken farm in 
southwestern Nigeria to \"beg\" him to run again. 


6. (S) Akume alleges that the elections in 2003 were highly 
irregular. He says that Obasanjo \"barely won\" in Benue 
State 

reported without elections even having been held. He 
conceded that good elections had been held in 1993 and that 
elections had been organized on short notice in 1999. Based 
on that experience 

successful elections in 2007. However 

preparations being made for the elections and he believes 
this is because Obasanjo intends to stay. 


7. (C) COMMENT: Akume is a member of the PDP who opposed the 
third term and is supporting Atiku\'s presidential bid. We 

believe he will leave the PDP shortly after Atiku does. His 

political opposition to the president certainly colors his 

views of Obasanjo\'s intentions. However 
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Obasanjo intends to stay in office is consistent with local 
political chatter and with Tsegba\'s report of the PDP caucus. 
While the embassy will continue to say publicly that 
elections were held in 1999 and 2003 and that we expect 
successful elections to be held in 2007 

GON is not moving aggressively to prepare for those 
elections. Akume probably overstates the ability of the US 
and UK to \"reassure\" Obasanjo that he will not be prosecuted 
for alleged crimes after leaving office. We also note that 
neither the President nor his close political associates have 
ever approached us for help with a \"soft landing.\" END 
COMMENT. 

CAMPBELL 
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lately?\" Just ask Kagithane AKP Mayor Fazli Kilic. 


3. (SBU) Kagithane includes territory where the Golden Horn 
diminishes to a trickle. Once a recreation area for the 
Ottomans 

unlicensed construction including gecekondus (illegal housing 
ranging from shanties to apartment blocks). The Kagithane 
Municipality is tearing down buildings that stood for decades 
and replacing them with parks and transportation 
improvements 

replace lost housing. Social welfare in the district is a 

high priority for community-minded and socially-conscious AKP 
members 
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Kilic told us Kagithane soup kitchens feed 500 persons each 
day. One thousand school uniforms are delivered to needy 
children each year. The municipality encourages charity 
thrift centers and solicits donations for scholarships to 
enable some Kagithane students to attend school outside of 
Istanbul. Social welfare projects extend to the organization 
of a mass party planned for the late summer for boys 
circumcised at the traditional ages of 6-10. Projects of 

this kind are outside the responsibilities of an elected 

mayor 

charitable sources. 


4. (SBU) Kagithane also actively solicits major 

tax-supported projects. One engineering project 

rivaling ancient Byzantine water delivery in the city 

keep the Kagithane River flowing by delivering sea water from 
the Bosphorus several miles 

construction will ease traffic between Kagithane and the 
Dolmabahce Palace area. And restoration of a 90-year old 
railway line to the Black Sea with the addition of a zoo 

should attract tourists. Mayor Kilic\'s secret weapon for 
initiating and completing these projects? Excellent 

relations with Istanbul's AKP Mayor Topbas and AKP Istanbul 
Chairman Muezzinoglu. The tunnels 

all funded by the Greater Istanbul Municipality. (Note: The 
Greater Istanbul Municipality was the creation of then Prime 
Minister Turgut Ozal in the mid-1980s when Bedrettin Dalan 
was ANAP mayor of Istanbul. It formalized district 
boundaries of old neighborhoods and established district 
mayors elected by popular vote. End note.) Comment: Kilic\’s 
focus on social welfare / constituent services and tax-payer 
funded public works projects are hallmarks of AKP\'s grass 
roots orientation. End comment. 


5. (SBU) While Kagithane represents a traditional Istanbul 
district 

many ways a much greater challenge for its AKP mayor. Mayor 
Ahmet Misbah Demircan works hard to serve his constituents 
with innovative and ambitious projects -- but with possibly 
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less financial backing from the AKP-dominated Greater 
Istanbul Municipality than his colleague in Kagithane. By 
contrast 

secular 
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to a by-and-large wealthy and cosmopolitan community. The 
dramatic growth and development of the last 10 years in 
greater Istanbul largely bypassed Beyoglu. The wealthy moved 
to newer and more modern residences and poor families from 
Anatolia replaced them. While Beyoglu still hints at a 
cosmopolitan lineage 

sophisticated heritage has not been entirely successful. 


6. (SBU) Fighting to retain and even attract wealthier 
residents 

projects. Three priorities are: lighting to provide 

attractive and safe streets at night; renovation of historic 

(and not so historic) buildings and residences (5000 so far); 
and 

of 10 Beyoglu neighborhoods slated for renewal are complete. 
In order to monitor the progress 

and track residential complaints 

custom-designed computer program cataloging each resident\'s 
name and address 

documents related to the family 

and billing records. The program includes photograph(s) of 
buildings and local street shots 

locations a sense of the immediate neighborhood at the 
desktop. 


7. (SBU) The engaging Demircan grew up in Beyoglu 
learned to appreciate the tapestry of Beyoglu\'s cultural 
ethnic and religious traditions. Demircan notes with pride 
that synogogues (including Neve Shalom 

attacks in 1986 and 2003) 

worshippers exist in close proximity to one another within 
the district. He also reflected on the challenges presented 
when citizens have diverse visions of life. Demircan works 
to expose neighborhood youth to the cultural richness he 
associates with this Istanbul district. Five thousand of the 
district 

summer camp where the arts 

stressed. In a parallel comment to Kilic 

Demircan said most of these activities are beyond the scope 
and responsibility of a normal municipality. 


8. (C) The two AKP mayors presented contrasts to one 
another. In Beyoglu 

and comfort with his American visitors. We asked about his 
place and role within the AKP. He joined the party because 
the traditional parties had become \"ossified.\" (We have 
heard about opportunity within AKP from other 

former 

feel comfortable with each other 

said the factions had no choice but to \"work together and 
avoid side questions and debates that would otherwise divide 
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us.\" It was obvious 

slightly from this focus 

polls in present day Turkey. Comment. The Demircan and 
Kilic meetings help illustrate some differences within AKP. 
Debonair Demircan presents a stark contrast to the reserved 
Kilic. An aide best described as a bodyguard 

introduced 

interview. It became abundantly clear that Kilic had no 
intention to brook questions about party outlook and 
philosophy. End comment. 


9. (SBU) The Buyukcekmece municipality in Istanbul offers a 
comparative glimpse at one of only six non-AKP (out of 32) 
districts in Greater Istanbul. Buyukcekmece 

Dr. Hasan Akgun 

plan for the city prepared by a U.S. firm. The plan protects 

the district\'s sandy beaches and water access by prohibiting 
development within one hundred meters of the shoreline. 

Local papers say the beaches drew one million Stambulus on a 
recent steamy weekend. The plan reserves the next 200 meters 
from the shore for recreational facilities including athletic 

fields and clubs. Rare for Istanbul 

other utilities are buried. Mixed housing options also 

abound in the plan. The municipality takes advantage of a 
recent law permitting localities to support local schools by 

using local tax base to build additional school buildings; 

the schools in Buyukcekmece meet European standards for 
classroom size (21 students per classroom) and feature a full 
day of classes (most schools in Turkey are forced to 
accommodate a minimum 30 or more students per classroom and 


ISTANBUL 00001475 003 OF 003 


use split shifts in order to make full use of existing 

classroom space.) The mayor claims a policy of solid support 
for NGOs who run a variety of social services 

does not financially contribute to these programs. 


10. (SBU) On the remote edge of town is an industrial park 

lost to a neighboring AKP-led municipality after elections in 

March 2004 (REF C). Buyukcekmece has challenged the redrawn 
boundary line in court and Akgun anticipates a favorable 

ruling sometime this fall. If so 

significant tax base. Since 1994 

his elections and says AKP has tried to co-opt him 

that other opposition party district mayors have changed 
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party affiliation to avoid the politically-driven economic 
pressures. A man of ambition 

mayor of Greater Istanbul one day. 


11. (SBU) Philosophically 

state in the tradition of Ataturk and Ozal. Of the municipal 
officials we visited since outbreak of the hostilities in 
Lebanon/Israel 

questions about U.S. foreign policy. He said that in 
anticipation of next year 

begin to see more political maneuvering by ANAP and other 
opposition parties. Signaling dissatisfaction with ANAP 

party leader Erkan Mumcu 

more of former Prime Minister Mesut Yilmaz in the days ahead. 


12. (C) Comment. AKP members and activists place a premium 
on a civil society defined within the Islamic family of 

faith 

within the party itself. Civic works to help those less 
fortunate 

forerunners in Turkey 

traditional Muslim culture and practice and are easily 
incorporated into AKP structure. AKP leadership freely refer 
to these good deed values and mechanisms in terms of 
electoral advantage (REF A). In an article published in 
Al-Ahram Weekly 

2004 that any mechanism that furthers the core values of 
Islam is legitimate. Core values include protection of life 
protection of intellect 

protection of religion 

realization of justice. While the values are unchanging 
mechanisms 

clear that these philosophical underpinnings have translated 
into a viable political strategy that wins votes while 

forcing politicians from other parties to focus more closely 
on social welfare projects than might otherwise be their 
inclination. End comment. 
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issue. He clearly picked up on possible consequences and the 
need for a positive timeline from Greece faster than anyone 
with whom econoff has met to date. His energy was a welcome 
relief to the lethargy 

unit. However 

could only play an advisory/hortatory role 

actual control over the Ministries of concern to the U.S. 

action plan. Nevertheless 

possibility that the MFA will now play a positive 

coordinating 
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REF: AMMAN 6179 AND PREVIOUS 
Classified By: Ambassador David Hale for reasons 1.4 (b) and (d) 


1. (SBU) Summary: Many Jordanians who were once resigned to 
the view that armed resistance to Israel was no longer an 

option for the Arab world have changed their minds as a 

result of the supposed Hizballah \"victory\" over Israel's 

army. The Embassy\'s friends in the establishment tell us 

this with worry 

(including a few former friends) boast of it in the media 

from the floor of parliament 

The newly militant strain of public opinion received with 

relish the recent televised speeches of Hassan Nasrallah and 
Bashar Al-Asad. This development has focused the King on the 
need to encourage diplomatic efforts to promote 
Palestinian-lsraeli peace as essential to countering 

extremists and to preserving the position of moderate leaders 
such as himself. End summary. 


2. (SBU) For the moment 
exultant over the supposed \"victory\" of Hizballah against an 
Israeli military once viewed as invincible. 


3. (C) Former Prime Minister Taher Al-Masri told poloff most 
ordinary Jordanians believed Hizballah prevailed 

welcomed this outcome. While uncomfortable with Shi\'ism 
they would side with Iran before Israel. \"Meanwhile Arab 
regimes will be further isolated from the people.\" 
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4. (C) Sheikh Barjes Al-Hadid 

parliament and leader of the 20 

complained to polcouns that most of his tribe believed 
Nasrallah had given the Arabs their first victory over Israel 

in decades. Referring to media reports that the USG had 
expedited deliveries of bunker-buster bombs to Israel during 
the conflict 

seriously\" talk of evenhanded U.S. mediation between Arabs 
and Israelis. 


5. (C) Muhammad Kheir Mustafa 

at the University of Jordan and a pro-peace treaty liberal 
told polcouns that students - and faculty - were excited by 
the Hizballah \"victory.\" For decades 

taught their children that Arabs are a defeated people\" and 
engagement with Israel was thus the only option. Now 
Hizballah had strengthened the \"radical alternative\" to this 
view. Following perceived American/Israeli onslaughts 
against the Hamas government and now against the government 
of Lebanon 

he worried 

had taken a particular hit: the many who now admire 
Hizballah\'s courage remember that in early July their King 
derided Nasrallah\'s action as \"an adventure.\" 


6. (U) The Islamic Action Front\'s newsweekly 

predictably dominated by news and commentary about the 
so-called Hizballah \"victory\" and 

mocked the Secretary\'s statement about a new Middle East. 
The populist secular press has taken a similar line. 

Higher-end media 

given prominent news coverage to the \"victory 

opinion pieces on the Nasrallah and Asad speeches have been 
evenly divided between admiring columns 

Iran and the SARG for fighting \"to the last Lebanese.\" 


7. (C) Post assumes the GOJ\'s mechanisms for guiding 
editorials have had much to do with the latter strain of 
opinion. The public affairs section\'s recent contacts with 
Jordan\'s opinion-shaping elite suggest that many editors and 
columnists privately share the street\'s elation 

their columns suggest otherwise. 


Effect on Domestic Politics 


8. (U) The militant mood over Arab-Israeli issues may bleed 
over into previously unrelated domestic controversies. On 
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the opening day of parliament\'s summer session 

Huneidi 

bloc 

legislative agenda 

parliament the government\'s jailing of two Front MPs for 
visiting the family condolence tent of Abu Musab Al-Zarqawi. 
The Muslim Brotherhood and Islamic Action Front are 
reportedly deliberating this week over how to respond to the 
MPs\' jailing (septel). Hotheads will no doubt urge that the 
movement emulate Hizballah\'s \"steadfastness.\" 


Palace Concern 


9. (C) The King and his office director 

separately in the past two days told the Ambassador of their 
concerns with the public mood. Irrational jihadist sentiment 
is growing among common Jordanians 

strategy of stability through a peace agreement with Israel 
and strategic alignment with the U.S. was under assault. 
Unless moderate Arab leaders could point soon to the benefit 
of that strategy on a regional level - particularly in 

promoting Palestinian-lsraeli peace - their position would 
continue to erode and the Iranian/Syrian/Hizballah/Hamas axis 
would prevail. Their fear is of a public that increasingly 

looks to the extremists for leadership. 


Comment 


10. (C) The impact of the prolonged Israel-Hizballah fighting 
for U.S. priorities in Jordan has been negative across the 
board. The standing of a supportive King has suffered 
popular attitudes toward democratization and Arab-Israeli 
engagement have moved in the wrong direction 

forces may have been strengthened. Time 

peacemaking in the region 


Visit Amman\'s Classified Web Site at 
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friendship and commitment\" after meeting with Prime Minister Patrick 
Manning and Foreign Affairs Minister Knowlson Gift. In her 
discussion with Gift 

on possible ways in which the two countries could strengthen ties -- 
not only in the energy sector 

well. She noted Japan\'s interest in lending support to 
non-governmental organizations (NGOs) as well as the fisheries and 
agricultural industry. Inoguchi also mentioned T&T\'s active role in 
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the Japan Exchange and Teaching (JET) program that sends English 
teachers from across the world to Japan 

country better compete in the global market. 


The largest roof tile manufacturer in the Caribbean officially 

opened in Chaguanas on August 8th 

venture between the local Ansa McAL Group of Companies and Boral 
USA. Caribbean Roof Tile Company Ltd is expected to be a landmark 
non-energy sector producer for T&T. The company is scheduled to 
export 90 percent of its output to the USA and utilize the remaining 
ten percent in T&T and the Caribbean. The business relationship 
began in October 2004 

the 50/50 joint venture agreement to build a clay roof tile company 

in Trinidad; construction followed in March 2005. Presently 

company is capable of producing around 15 million clay tiles and 
employing up to 90 people. Trade and Industry Minister Kenneth 
Valley spoke at the opening and described the company\'s operations 
as being consistent with T&T\'s aim to be internationally recognized 
as the business 


The latest data released by the Central Statistical Office indicates 
that the domestic economy continues to experience inflationary 
pressures. On a year-on-year basis to June 

increased by 8.65 percent from 7.97 percent in the previous month. 
Food prices 

percent in June and on a year-on-year basis by 25.7 percent. 
Contributing to the sharp rise in food prices were increases in the 
prices of vegetables (67.9 percent) 

(31.9 percent) and meat (10.2 percent). 

Core inflation 

at 3.35 percent. Over the last twelve months 

inflation have been due to increases in the cost of services in 
education (12 percent) 

(9.5 percent) and hotels and restaurants (6.8 percent). Continued 
rapid economic growth 

tightening of productive capacity contribute to these inflationary 
pressures. Against this background 

its overnight \'Repo\' rate by 25 basis points to 7.50 percent 
effective July 28 

scheduled for August 25 


4. T&T building costs on the rise 
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The Ministry of Works and Transport recently published a report 
analyzing the rising cost of construction entitled 

Industry on the Construction Sector in T&T from June 2004-June 
2006.\" The study suggested that the current booming pace of 
construction 

continue for another seven years. In the 20-page report the 
ministry states 

materials and services associated with the industry.\" The report 
went on to advise that 

inflation being experienced 

rise beyond the reach of the ordinary person.\" In the last two 
years the cost of clay blocks has undergone an \"astronomical\" 
increase at 184.6 percent. Similarly 
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concrete went up by 12.2 percent internationally 

went up by 188.5 percent. Commenting on the report 

president of the Joint Consultative Council (JCC) 

been opting for fixed price contracts opposed to contracts that 
contain fluctuation clauses. A self-styled \"brief study 

report recommended further independent analysis to \"determine and 
recommend a course of action to stem this rising inflation.\" 


After five years of discussions 

and Marine Resources and the National Fisheries Company (1995) Ltd. 
(NFC) signed an August 9 Memorandum of Understanding (MoU) governi 
foreign-flagged vessels that use the facilities at NFC to lawfully 

engage in trans-shipment of fish and fishery products through T&T 
ports. The MOU states that these vessels must operate in accordance 
with national and international regulatory requirements relating to 

the conservation and management of living resources and the 
protection of the environment. The MOU also allows for the T&T 

Coast Guard 

enforcement. Further provisions within the MOU regulate: data 
collection and reporting responsibilities for the NFC 

inspection and identification of Illegal Unreported and Unrelated 

fishing vessels and the regulation of trade in prohibited species. 

Anne Marie Jobity 

Ministry praised the MOU to econoff stating that it would assist T&T 

in conforming to international fishing and marine treaties 

country is responsible for foreign-flagged vessels\' actions in local 
waters. 
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year-old Palestinian was killed and four others were injured. 
According to sources in the President\'s office 

injured was senior Hamas-military wing member Ahmad Ajouri. 
In Gaza City 

into a blacksmith shop 

injuries. Elsewhere in Gaza 

five others were injured in a blast that was reportedly the 
premature explosion of a bomb the activist was making. 
Palestinian militants fired three home-made rockets from Gaza 
into the Western Negev on August 16. There was no reported 
damage or injuries. The military-wing of Fatah and the Abu 

Ali Mustafa Brigades of the Popular Front for the Liberation 

of Palestine (PFLP) claimed responsibility for two of the 
rockets. 


3. (SBU) In the West Bank 

Israeli car traveling near the northern West Bank city of 
Qalqiliya on August 16. No one was injured and there was no 
damage. IDF units arrested 11 Palestinians in overnight 
arrest operations throughout the West Bank. 


Humanitarian Update 


4. (SBU) The Rafah crossing is closed August 17 
to USAID Gaza-based staff. Rafah was last open August 11. 


5. (SBU) The Karni/al-Mintar crossing remains closed August 
17. Karni/al-Mintar was closed August 16 for maintenance and 
electrical work on the Israeli side 

Gaza-based staff. The Nahal Oz fuel transfer crossing is 

open August 17 


6. (SBU) All ten electricity feeder lines from Israel into 
Gaza are operational August 17 
staff. 


DUFFY 
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futile compromises. 
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3. (C) Palestinian and Arab contacts told us after the 

election that Hamas had come to power through the ballot box 
as the West wanted. The U.S. should accept the results and 
give Hamas time to adapt as it grapples with the 

responsibility of government. 


4. (C) Palestinians seem to be somewhat less concerned than 
their Qatari hosts about the spread of Islamic parties in the 
region because such a phenomenon would be viewed in relation 
to the accumulated sufferings of the Palestinian people. 


Fatah Stronger in Qatar 


5. (C) Hamas does not have a major base of support in Qatar 
despite the fact that Khalid Meshaal resided in Doha in the 
late 1990s. Hamas does not have an official office in the 
country. The majority of Palestinians in Doha support or have 
connections to the Fatah movement: P.A. president Mahmoud 
Abbas lived in Qatar for a long period 

the Ministry of Education; the current Palestinian Ambassador 
is a Fatah official. On the other hand 

cleric Dr. Yousef al-Qaradawi 

product of Egypt\'s Muslim Brotherhood 

is defender of Hamas\'s terrorist actions against Israel. 


Religious Views 


6. (C) The Palestinian community is diverse in its religious 
views 

practice. At the wealthy end of the economic spectrum 

hold liberal and secular views mixed with a European social 
attitude. Hard-line Salafi views have penetrated some 
families in the professional middle classes. 


7. (C) A majority of the Palestinians in Qatar are from the 
Gaza Strip -- from families that were outside Gaza at the 
time of the 1967 war. This region of historic Palestine was 
more socially conservative than the West Bank. It is some of 
these families that became increasingly conservative in the 
1970s and 1980s. There are between 12 

Palestinians in Doha 

because they hold a variety of passports and travel 
documents. 


PLO and Elections 


8. (C) The entry of Hamas into the PLO is not a topic that is 
actively discussed. Of course 


Column 3 

entry into the organization would mean that Hamas would have 
to resolve its positions on Israel and Oslo 

treated as an interesting political question rather than 
something constituents should take sides on. 


9. (C) The focus of Palestinian political activity is the 
Palestinian Embassy 

organizes community events. The embassy is one of the oldest 
Palestinian missions. 


10. (C) Palestinians are generally not aware of plans for a 
Palestinian National Congress. Recollections of the previous 
Congress are vague. Control of the PNC/Palestine Liberation 
Organization is not a \"hot topic\" among the majority of 
Palestinians in Doha today 

among Hamas supporters. Among all 

social 

for discussion. 
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portion\" of these people had been dismissed 
MOI Deputy Minister for Intelligence. 


2. (C) COMMENT: If Bolani follows through on firing the 1 
employees 

inspire greater public confidence in the Ministry of 

Interior. This would not 

arrest the people implicated in the abuses at the Ministry of 
Interior detention facility known as Site 4 

commander of the Second National Police Division 

General Mahdi Sobiah. END SUMMARY AND COMMENT. 


3. (SBU) Minister of Interior Jawad al-Bolani told Rule of 

Law (ROL) Coordinator on August 7 that the previous day he 

had signed an order authorizing the firing of 1 

employees because they had criminal records. (NOTE: We have 
obtained a copy of the written order 

the number is 1 


4. (C) But MOI Deputy Minister for Intelligence Hussein Ali 
Kamal told Acting Legatt on August 16 that only a \"small 
portion\" of the 1 

Bolani plans to fire the 1 

minimize any political and security backlash. 
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5. (C) According to MOI employees 

unit investigated all 1 

employees as having committed serious crimes 
attacks on Coalition Forces 

According to Deputy Minister Kamal 

to the Jaysh al-Mahdi 

al-Sadr. 


6. (C) Many of the 1 

criminal records by fingerprint screenings about one year 

ago 

sources 

carry out a mass firing amid the potentially destabilizing 
political events of last fall and winter 

elections for a permanent government - a government in which 
Jabr serves as Finance Minister. 


7. (SBU) An MOI memo 
states: 


--A check of employee fingerprints (NOTE: Including against a 
US-supported Iraqi database. END NOTE) indicates 5.000 more 
MOI employees may have criminal records. 


--The firing of many of the above employees is likely in 
December. 


8. (C) According to MOI employees 

were identified as criminals nearly a year ago when their 
fingerprints were first screened. (NOTE: Their cases have to 
be investigate by the MOI internal affairs unit to determine 
whether the criminal offenses are grounds for dismissal. 
Some of the offenses identified 

crimes against the former regime 

grounds for dismissal. END NOTE). 

KHALILZAD 
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Carriage of IMDG Code Class 7 Radioactive Materials\" and wording 
related to Cobalt-60 being used in medical or public health 
applications as it may appear on the dangerous goods declaration. 
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The Committee approved a FAL Circular on difficulties encountered in 
the shipment of dangerous cargos 

and related components. The intent of the Circular is to foster 

the alleviation of the difficulties encountered in the shipment of 

this class of dangerous goods (IMDG 1.4S). 


5. CHAIRMAN/DATE AND LOCATION OF NEXT MEETING. The Comm 
unanimously re-elected Mr. C. Abela (Malta) as Chairman and elected 
Captain A.E. Hill (Liberia) as Vice-Chairman for 2007. The 

thirty-fourth session of the Committee is tentatively scheduled for 

26-30 March 2007 

The ICO is located at 22 Berners Street 

in venue to the ICO for the next session of the FAL Committee is due 

to the refurbishment of the IMO Headquarters Building. 


CAULFIELD 
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to it\" policy 

the time to elect a new Patriarch actually presents 

itself. (Note: Turkish Government directives require that 

a new Patriarch be elected within eight days. End Note.) 
Meliton further claimed that the Patriarchate has yet to 
receive a response to a draft proposal it presented to the 
GOT subsequent to the latter\'s request during a January 10 
2004 meeting. Specifically 

that the GOT allow succeeding Patriarchs to obtain Turkish 
citizenship post-election. Meliton also alluded to the GOT 
possibly agreeing three months ago to an Armenian Orthodox 
Church proposal on citizenship requirements for its 
Patriarchs. 


4. (C) Finally 

theories 

the Russian Orthodox Church\'s ambitions to make Moscow the 
Third Rome. He pointed to Interfax agency reports of the 
Moscow-based Patriarchate\'s alleged attempts to expand its 
presence and influence in East Asia; specifically 

opening a new church in North Korea and by increasing 
cooperation with the Chinese government regarding the 
restoration of a church located on the grounds of the 
Russian Embassy in Beijing. Meliton implied that GOT 
intransigence plays into the hands of the Russian Orthodox 
Church and its associated aggressive growth. 


5. (C) Comment: Though Meliton stressed the Turkish 
citizenship aspect of the succession issue as the 
Patriarchate\'s priority 

Halki Seminary proposal are in line with the Ecumenical 
Patriarch\'s message to DAS Bryza (ref B) and reflect a 
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change from an opinion he gave to EUR/SE Director Silliman 
in October 2005 (ref C) 


ISTANBUL 00001478 002.2 OF 002 


for the GOT\'s willingness and resolve to move this issue 
forward. While resolution of the Halki Seminary issue is 
vital to sustain the Greek Orthodox Church in Turkey in the 
long term 

to medium term. The Patriarchate believes that resolution 
of all other GOT disputes will become moot if the 
succession issue can not be resolved. End Comment. 
OUDKIRK 
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United States. He provided no details about how he would use 
the weapons and appeared to have no action plan for wresting 
control of the province from the militias. The general 
responded to the RC\'s attempts to glean concrete information 
with broad vague declarations that he would be \"strict 

and unbiased\" in combating armed militias attached to political 
parties. End Summary. 


2. (C) The RC met with General Hammadi on August 16 to discuss 
his mandate and his relations with local politicians. The 

general said that 

declarations of non-cooperation from the Basrah Provincial 

Council (BPC) 

BPC on August 15. Turning to his main theme 

the RC that it is not \"logical\" for the government forces under 

his command to be less well armed than the militias. Without 

any discussion of his plan to increase security 

AK-47s 

goggles and training 

disappointed by \"empty promises\" made by the United States. The 
RC tried unsuccessfully to get the general to clarify what he 

meant by \"empty promises\" and to draw out from him an 
explanation of his plan of action. The general replied that he 

would lead the security effort for the benefit of the country 

and block interference from political parties. The RC assured 

the general that he would make no empty promises and added that 
the USG needed to see in writing the general\'s action plan 

before his requests could be considered. 


3. (C) The RC asked the general for details about how he would 
deal with the Basrah police 
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allegedly are carrying out assassinations 

forms of intimidation with impunity (see Ref A). The general 
responded that high unemployment has driven young men to join 
militias where they are paid the equivalent of $38 per month. 

He said once foreign capital has been invested and the economy 
is again growing 

become law-abiding citizens. He added that education was vital 
to eliminating police corruption -- another of the many 
non-sequiturs that peppered the meeting. The RC reminded the 
general that foreign investment would not come until security 
has been established. That prompted the general to return to 
his opening gambit 

training. 


4. (C) Under probing from the RC 

the stabilization of Basrah would take longer than the one-month 
term of the security committee 

This is the second one-month emergency decree for Basrah since 
the end of May (see Ref B). Hammadi advised that Basrah could 
be stabilized in four to six months 

filled from the USG and he was supported by the government. He 
claimed that he would have the authority to arrest senior 
politicians suspected of ordering violence once a judge had 
issued a warrant. 


5. (C) After repeated questions 

information about a tribal attack that occurred on the Basrah 
government headquarters mid-day on August 16. He said members 
of the Bani Asad tribe staged a retaliatory attack against the 

Fadillah Party at the Basrah governorate building in retaliation 

for their suspected involvement in the murder of one of their 

leaders a few days earlier. General Hammadi said a curfew 
instituted earlier had now been lifted because the situation had 
returned to calm. 


6. (C) Comment. The general made a less than sterling 
impression in his first meeting with the RC. With a slumped 
posture and a wheedling voice 

unconvincing appeal for U.S. military support 
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to explain how he would use it. He arrived for his meeting two 
hours late without calling ahead to advise of his delay. During 
the meeting 

haranguing voices of the callers were audible to everyone 
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present in the room. The general lamely commented that he was 
under pressure to decide what to do with tribal members detained 
in fighting at the governorate building. He said if he allowed 

them to be released they would again cause problems but if he 
kept them locked up 

force their release. The general did not inspire confidence 

that he will fulfill his mission. End Comment. 

GROSS 
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on Sunday.\" Cumhuriyet claims the Turkish General Staff (TGS) has 
cautioned the AK Party government against rush in sending troops 
citing concerns of the military such as Turkey should first of all 

wait for action from Islamic countries which have remained 
\"impartial\" in the conflict 

conditions of the ceasefire truce 

mission description and location have not been clarified. Turkish 
commanders warned in Cumhuriyet that Lebanon was not Kosovo 
region which had a basis for success. 


AKP Group deputy chairman Faruk Celik said Turkey would deploy 
peacekeeping troops to Lebanon just as it had done in Bosnia and 
Kosovo. Turkey-Lebanon Parliamentary Friendship Group chief 
Medeni Yilmaz 

civilian needs in the war-torn country. 


Sami Kohen commented in mainstream Milliyet that it remained to be 
seen whether Hezbollah agrees to pull back all its militants and 
weapons from the region: \"Lebanon is not going to force Hezbollah 
to disarm 

Turkish Foreign Minister Gul did 

possibly sending troops to Lebanon asked the government of Lebanon 
for some guarantees and explanations. The UN is reluctant to 
determine the peacekeeping force\'s duties in a second resolution. 
Since 

the peacekeeping force 

continue. \" 


Turkey to Appoint a \"PKK Coordinator\" 

Sabah 

appoint a special coordinator 

military 

named. The Turkish coordinator will work closely with the 
coordinator to be appointed by the United States. Iraq will also 
appoint its own coordinator under the framework of the three-party 
mechanism established among US 

the US decision sparked speculation that the coordinator would act 
as an intermediary between Ankara and the PKK. 
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Fatih Altayli claims in the mass appeal Sabah that the PKK 
coordinators \"have no meaning for Turkey\" and should be seen as a 
\"US tactic to calm Turkey down:\" \"According to Turkish intelligence 
and security 

the problem is generating from the flow of information 

is no such problem because Turkish intelligence always shares 
information on the PKK with the US and the Iraqi Administration 
through the Turkish General Staff or National Intelligence Service. 

So 

coordinators be? If the American coordinator meets with the PKK to 
serve as an intermediary between Turkey and the PKK 

might face unexpected \"fait accomplit" decisions made on the PKK. 
Turkish security units believe that this coordinator initiative will 

bring Turkey enormous problems 

government to reject this proposal.\" 


Iran Kicks Off Extensive Operation against the PKK 

Sabah and Cumhuriyet report that Iranian troops have launched an 
extensive military operation against PKK militants holed up in Mount 
Kandil 

a PKK landmine attack on Tuesday. The Iranian ground troops\' 
advance into northern Iraq continues despite sporadic clashes while 
Iranian artillery continued shelling certain areas on the skirts of 
Mount Kandil. 


Seventh Anniversary of August 17 Earthquake 

All papers report seven years after the August 17 earthquake the 
Turkish government is still under the rubble. Homeless survivors 
still live in dire conditions in prefabricated houses. Plans to 
reinforce buildings have not been carried out and citizens are 
advised that everyone should strengthen their own houses. The 
August 17 

another 44 

50 


TV Highlights 
NTV 
Domestic News 


- The Turkish Red Crescent sent to Lebanon a third convoy of trucks 
carrying humanitarian aid. 


- Coalition government partners in Turkish Cyprus have come to the 
verge of split when the junior partner Serdar Denktas turned down 
reforms proposed by his partner CTP. 


- Turkish Health Ministry announced that results of a survey show 
the boom in cancer rates in the Black Sea region were not related to 
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the Chernobyl nuclear disaster in 1993. 


- Civil servants and the Turkish government in collective bargaining 
failed on Wednesday to agree on the date pay hikes will take effect. 


- Turkey\'s state-owned Ziraat Bank to open a branch in Saudi Arabia 
as part of a broader cooperation program between the two countries. 


International News 


- The Lebanese cabinet discussed yesterday a plan to deploy Lebanese 
military south of Litani River as of Thursday. 


- The Armenian lobby in the US said in a letter to President Bush 
that Turkish military presence in Lebanon would harm US interests 
and impede lasting regional peace. 


- The Palestinian ruling Hamas party and President Abbas have agreed 
to begin talks on forming a national unity government. 
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- The British daily Independent said the EU is mulling a transfer of 
authority over the Turkish Cypriot ports to the United Nations ina 
move to resolve a standoff between the EU and Turkey. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
WILSON 
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columnist for the local daily \"Dnevnik 

in an international leadership and economic development 
seminar sponsored by Harvard University. Born in Tetovo in 
1976 

speaks fluent English and German. 


MINISTER OF DEFENSE: LAZAR ELENOVSKI (NSDP) 


13. (U) Although he is an NSDP ministerial candidate 

Elenovski was the founder in 1992 of a youth movement under 
the umbrella of the Social Democratic Union of Macedonia 
(SDSM). He also founded the local NGO \"Young Europeans for 
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Security\" in 1995. Elenovski worked from 2001 to 2005 as 
Deputy Chief Executive Officer of Skopje\'s public transport 
enterprise 

then President of the Euro-Atlantic Council of Macedonia. 

He was a member of the SDSM-led government\'s working group 
on NATO membership in 2005. 


14. (U) Born in 1971 to an ethnic Albanian mother and 
ethnic Macedonian father 

and is fluent in Albanian and Serbian. He served a 
12-month stint as a soldier assigned to an anti-aircraft 
battery in Croatia in 1990 as part of his military service 
obligation. Elenovski holds an M.A. in economics. 


MINISTER OF INTERIOR: GORDANA JANKULOSKA (VMRO-DPMNE) 


15. (SBU) One of VMRO-DPMNE\'s brightest young political 
talents 

cabinet under Gruevski in the Finance Ministry from 

December 2000 to July 2002. After the VMRO-DPMNE-led 
government was ousted in the 2002 elections 

tapped Jankuloska as his chief of cabinet in the VMRO-DPMNE 
president\'s office. She then was appointed secretary 

general of the party in September 2004. In local elections 

in 2005 she was elected a Skopje city councilor. 


16. (SBU/NF) Born in Ohrid in 1975 

managerial and organizational skills. She is a close 
Gruevski confidant 

player on key policy decisions. She has no police or law 
enforcement experience. She speaks excellent English 
having earned an advanced law degree at a British 
university 


MINISTER OF FINANCE: TRAJKO SLAVESKI (VMRO-DPMNE) 


17. (U) AVMRO-DPMNE Vice President since 2004 

one of Gruevski\'s closest advisers. From 2000-2002 

served as a senior adviser to Gruevski in the Finance 
Ministry 

country\'s National Poverty Reduction Strategy. He also 
served as Minister of Development in the VMRO-DPMNE-led 
government from 1999-2000. 


18. (U) Holding a PhD in economics 

Fulbright Fellow at Harvard University from 1989-1990 and 
works as a professor of economics at Cyril and Methodius 
University in Skopje. He was a visiting professor at 
Arizona State University in 1997. Slaveski is a prolific 
author and serves as president of the Executive Board of 
the local Association for Modern Economy. Born in Ohrid in 
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1960 

communications student in Tempe 
English. 
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MINISTER OF JUSTICE: MIHAJLO MANEVSKI (VMRO-DPMNE) 


19. (SBU) Currently the President of the Macedonian 
Anti-Corruption Commission and the most seasoned and senior 
of the candidates for ministerial posts 

retired deputy chief public prosecutor. As a USAID 
contractor 

Ministry of Finance. He served as Minister of Justice for 
Macedonia in the former Yugoslavia. Loosely affiliated 
with VMRO-DPMNE 

public prosecutor of failing to take action in several 
high-profile corruption cases. Born in 1937 

to an appellate court judge 

reputation in the international community. He does not 
speak English. 


MINISTER OF AGRICULTURE 
SPASENOVSKI (SOCIALIST PARTY) 


20. (U) A trained agronomist who currently heads the 
Swedish Guaranty Fund in Macedonia 

positive reputation among Ministry of Agriculture contacts 
as someone \"who finally understands something about 
agriculture.\" From 1999-2002 

the \"Agro Consulting\" firm. He worked for the World Bank 
from 1997-1999 as a field counselor in the Ministry of 
Agriculture 

agricultural pharmacy. He owned a milk production 
operation in the early 1990s. Born in 1969 in Kicevo 
Spasenovski is married and is a qualified karate trainer. 
He speaks English and some Albanian. 


MINISTER OF LABOR AND SOCIAL POLICY: LJUPCO MESKOV (LIBEF 
PARTY) 


21. (SBU/NF) A former Director of the Pension and 
Disability Insurance Fund (1998-2002) 

cloud in 2003 when he was accused by the SDSM-led 
government of abuse of official position. Meskov was first 
elected an MP in 1994. He was re-elected in 1998 

and 2006. He is a member of the Liberal Party\'s Executive 
Committee 

Andov. Born in 1948 
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Methodius University in Skopje. 


MINISTER OF TRANSPORT AND COMMUNICATIONS: MILE JANAKIES 
(VMRO-DPMNE) 


22. (U) An economist currently heading the Skopje 
waterworks 

Ministry of Finance from 1999-2004 

the Department for Macroeconomic Affairs from 2002-2004. 
Following his election to the Skopje City Council in 2005 

he was appointed to head the public water supply utility. 
Janakievski is a graduate Cyril and Methodius University\'s 
Prilep branch 

speaks fluent English. 


MINISTER OF EDUCATION: SULEIMAN RUSHITI (DPA) 


23. (SBU) A theater director and actor by training 

has served as one of DPA\'s vice presidents since 2002. From 
2003 to 2005 

intellectual 

culture 

be a progressive 

1972 

speaks some Italian. 


MINISTER OF ECONOMY: VERA RAFAJLOVSKA (NSDP) 


24. (U) Director of her own consulting and auditing agency 
and chief editor of a local magazine 
expert on accounting and tax issues. She has extensive 
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experience in the education and training of local 

accounting and finance staff in Macedonian companies 

has written or co-authored textbooks and manuals on 
accounting and taxes. She currently serves as Deputy 
President of the Association of Certified Auditors of 
Macedonia. Born in 1947 in Bitola 

undergraduate degree in economics from Cyril and Methodius 
University in Skopje. 


MINISTER OF CULTURE: ILIRJAN BEKIRI (DPA) 


25. (U) Born in 1968 in Tetovo 

degree in fine arts from Pristina University. Since 1998 
he has worked as a professor of fine arts at Tetovo 
University. Although he is a DPA member 

a leadership position in the party. 
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MINISTER OF LOCAL SELF-GOVERNMENT: ZORAN KONJANOVSKI 
(VMRO-DPMNE) 


26. (SBU/NF) Konjanovski currently serves as President of 
the Bitola City Council. A relative unknown 

to be a placeholder 

ministry if Gruevski succeeds in persuading the ethnic 
Albanian opposition Party for Democratic Prosperity (PDP) 
to join his coalition. A trained mechanical engineer 
Konjanovski has worked since 1999 for a public enterprise 
in Bitola. Konjanovski was elected to the Bitola city 

council in 2005 and is a long-time member of VMRO-DPMNE. 
His lack of longer-term engagement in local government 
affairs could be a handicap in this sensitive and important 
post. 


MINISTER OF ENVIRONMENT: IMER ALIU 


27. (SBU) Born in 1977 in Tetovo 

spokesperson and is close to DPA Vice President Menduh 
Thaci. He holds a B.A. in law and currently is enrolled in 
the public administration M.A. program at the Southeast 
European University in Tetovo. Aliu lacks bureaucratic 
management experience and has no background in 
environmental affairs. He speaks some English. 


MINISTERS WITHOUT PORTFOLIO 


28. (SBU) Gruevski also plans to nominate as ministers 
without portfolio responsible for attracting foreign 
investments two Macedonian-Americans currently living and 
working in the United States -- Gligor Taskovic 

executive with the U.S.-based AMBO (trans-Balkan pipeline) 
Corporation 

Seattle. Samak is the son of Blagoja Samakovski 

the Macedonian firm MIKROSAM which has been implicated in 
illegal proliferation-related transactions. In addition 
Gruevski has offered a minister without portfolio position 

to Adnan Qahil 

Macedonia 

VMRO-DPMNE government. Finally 

Minister for Information Society position and to offer it 

to Ivo Ivanovski 

on IT issues for the US firm Plaskolite Inc. 

Ohio. 


COMMENT 


29. (SBU/NF) By proposing a cabinet of mostly young 
enthusiastic and well-educated \"thirty-something\" 
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technocrats 

bureaucratic experience 

ensure that he will be able to exert greater control over 

his ministries than his predecessor -- PM Buckovski -- was 
able to do. By surrounding himself with close party 
associates in key ministries (Foreign Affairs 

Finance 
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loyal team that can focus on his program priorities of 
economic development and fighting corruption and organized 
crime. Inter-ministerial cooperation and coordination 

should be easier in that environment 

politically-motivated turf battles less likely. 


30. (SBU/NF) At the same time 

of many of Gruevski\'s ministers could make it difficult for 
them 

subordinates and to inspire confidence in their leadership 
qualifications. That could mean a slow start in getting 
the reform process underway 

intervention by Gruevski to keep his program on track in 
order to avoid damaging Macedonia\'s Euro-Atlantic 
integration prospects. 


MILOVANOVIC 
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UNIFIL 

He said that small humanitarian or financial contributions 
from Lithuania were possible 

would send peacekeeping troops. (Note: MFA and Defense 
Ministry officials had earlier mentioned the possibility of 
sending Lithuania\'s water purification unit 

admitted that it was too early to comment on the likelihood 
or feasibility of this option.) 


3. (U) Publicly 

about helping support a peacekeeping mission in Lebanon. In 
remarks to the press August 17 

the interests of Lithuania as a member of the United Nations 
to establish peace as soon as possible and contribute to it 

as much as possible.\" 


4. (C) Comment: While we believe that there is genuine 
political will to contribute to UNIFIL 

interlocutors at all levels at their word that any 

contribution will be modest. Lithuania\'s other commitments 
abroad 
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to the GOL 

contributions to other hotspots like Lebanon. 
CLOUD 
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system\". USUN requests guidance for a reply. 


3. Begin text of note dated August 15 

Permanent Mission of the Syrian Arab Republic to the United 
Nations: (complimentary salutation)...and has the honour to 
inform that upon the arrival of the newly appointed Syrian 
Ambassador to the United Nations 

on 6 July 2006 at JFK Intl. Airport 

to step aside without clarification and he was escorted to a 
small room. The Ambassador was completely surprised by such 
unusual procedures 

Host Country commitments. After over 15 minutes of this 
delay 

The officer justified this delay by referring to the fact 

that the name of the Ambassador was added to their system by 
the State Department 

procedures in these cases. 


The Permanent Mission of the Syrian Arab Republic to the 
United Nations wishes to draw your kind attention that this 
was not the first time such thing happened. Some Syrian 
diplomats had previously faced similar situation. 


The Permanent Mission of the Syrian Arab Republic to the 
United Nations would like to receive an explanation to this 
dangerous breach of the commitments of the Host Country 
to assure that no such incident occur in the future. 
(complimentary close). End text. 

BOLTON 


75247 

Hezbollah under the leadership of Nasrallah\" and hailed the struggle 
of the Palestinian peoples 

Lebanon and Palestine. A senior NCP member praised the \"stance of 
Hezbollah in the face of the Zionist enemy and the victory achieved 

in Lebanon after the Israeli aggression against it.\" 


4. (SBU) Simultaneous statements by regime officials 

President Ali Osman Taha 

national press organ 

Darfur in conspiratorial terms. SUNA claimed comments by Jan Pronk 
on the increase of violence in Darfur in the past year were timed 
specifically to weaken the Sudanese Government stance against a UN 
force in Darfur 
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in Darfur prior to occupying Sudan.\" 


5. (SBU) The analogy with Hezbollah was a recurring theme as leaders 
headed north. Vice President Taha visited Northern State August 
14-15. President Bashir will visit River Nile State on August 17. 

These visits can be seen as an effort to shore up support for the 

NCP in the party\'s base in the North. The visits reassure the 
northerners that they are the center of attention and play on the 

theme that \"outsiders are against us 


6. (SBU) In addition 

Ahmad al-Jaz visited the North on August 16 and met with leaders 
there 

Interestingly 

oil reserves in bloc 14 in Wadi Halfa (northern Sudan) and affirmed 
that the area is rich in gold and other mineral resources.\"_ His 
statements have no basis in reality 

that the North has its own resources and does not need outsiders. 
(Comment: In fact 

oil exploration at Wadi Halfa and geologically it is unlikely oil 

will be found in the area. End comment.) 


7. (SBU) Alwan ran a short story recently asserting that there will 

be a reshuffling of government positions to accommodate SLM leader 
and now Senior Assistant to the President Minni Arkoi Minawi. 
Concurrently 

made. Notably 

Services Director Salah Gosh will be replaced; either by current 
Minister of Interior Zubeir Bashir Taha 

Foreign Affairs Ali Anmed Karti. Both Taha and Karti are NCP 
hardliners 
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Ikhtiyar had been designated stating that he judged 

Ikhtiyar 

coordination and consultation 

execution. Other business contacts echoed Ghreiwati 
questioning of Ikhtiyar\'s designation. The business 
community\'s apparent ability to overlook the leading role 
played by Ikhtiyar in such recent regressive SARG actions as 


Column 3 

its crackdown on civil society and restriction of diplomatic 
contacts and movement 

community affords Ikhtiyar\'s reported reputation for relative 
honesty and lack of finacial corruption. 


3. (C) A number of business contacts saw the designations as 
a US response to President Asad 

speech. Contacts commented that the designations were a weak 
answer to Asad having challenged the US earlier the same day. 
Interestingly 

USG reaction were also those most alarmed by Asad\'s 
aggressive rhetoric. Those among our contacts most inclined 
to conspiracy theories 

designations were one more proof that the USG had secretly 
cut a deal with Asad ) the reasoning being 

something in response to Asad 

by choosing a financial sanction that they judge to have 

little real consequence 

opposition to Asad continuing his aggressive stance. 


4. (C) Comment. All-in-all 

Ikhtiyar and Jama\'a designations is that they were viewed as 
topical by Syrians ) a timely USG response to actions taken 
by this regime 

these designations had some resonance 

a minimum with the business community. So far 

reactions have focused on corruption 

Lebanon 

our PD rollouts (ref B). 

CORBIN 
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all parts of UNSCR 1701 

will develop operationally. Defense Minister Alonso said on 
August 16 

Chief of Defense and the head of the national intelligence 
service 

in the international community and we will contribute our 
share.\" According to press reports based on unnamed Spanish 
MOD sources 

countries work along Israel\'s border while troops from Muslim 
countries work in the north. Additionally 

to focus on preventing armed forces from occupying areas 
south of the Litani River rather than trying to disarm the 

Shiite forces. 


3. (U) The governing Socialist Party 

Party 

Lebanon. Preliminary government approval for the deployment 
is likely to come at the Council of Ministers\' meeting on 
August 25 
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may be held prior to that date. After Council of Ministers\' 
approval 

troops can be deployed. The press quotes military leaders as 
stating with \"utmost certainty that Spain will have military 
troops in the area before September 15.\" 

AGUIRRE 
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with more than 1 

now.\" He said that they would be willing to provide other 
\"technical support teams\" later 


hostilities has occurred. These teams could include an 
engineering company and medical teams 

When asked how these would operate 

he thought they would \"be used both in the south and in 
Beirut 


5. (C) Admiral Chinofotis felt the most logical location in 

the eastern Mediterranean to support the UN military 
operation from would be Souda Bay 

location hosts the NATO naval base and a Greek naval base 
the U.S. facility NSA Souda 

airfield 

logistics support base or for troop rotations into Lebanon. 
End note.) He also offered the Greek military\'s Peacekeeping 
Operations Training Center in Kilkis (northern Greece) to 
educate 

foreign military units in peacekeeping operations and border 
monitoring. 


6. (C) Admiral Chinofotis\' view of their proposed mission is 
to establish a \"naval embargo zone or naval blockade\" in the 
sea zone adjacent to the land zone of separation. He pointed 
out that for this operation to work 

would need to be very specific. Admiral Chinofotis told 
Ambassador their desired ROE would include \"proportional 
level\" of response and authorize \"extended self-defense. \" 
Chinofotis recalled to DATT that during their recent sealift 

of evacuees out of Beirut 

anti-ship missile crew would mistake their blue and white 


Greek flag for an Israeli flag 
missile engagement based on radar data without being able to 
visually identify the ship. However 
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suppressive fires were needed. 


7. (C) Admiral Chinofotis also commented that he will begin 
a two day 

August 18 

Greek force contributions with AFSouth Commander Admiral 
Ulrich. 


8. (C) Comment: It is unlikely that Greece would be prepared 
at this juncture to provide ground combat troops to the 

UNIFIL effort. Admiral Chinofotis was quick to recite to 

DATT the standard explanation that the ground forces were 
already overtaxed with Kosovo (where they have 511 troops in 
two small mechanized infantry battalions) 

troops between an engineer company and a \'Role-2\' medical 
team) 

troops) 

\"Skopje\" (Macedonia) 

Serbia 

Their total contribution (counting 345 sailors in NATO\'s 
Active Endeavor patrols in the Eastern Mediterranean) is 

1 

world 

most of these areas are becoming more dangerous all the time. 
End comment. 

RIES 
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\"to those it regulates rather than to the UK government.\" 
Specifically 

authorized to use intelligence to aid in the regulation of 

the sector 

through the security clearance process. He added that none 
of their investigators has any financial investigatory 

skills 

suspects that a charity is involved in terrorist funding 

they will have \"already trampled the crime scene\" by the time 
they report it to law enforcement officials for further 
investigation. Stuart said that the review would strongly 
recommend that efforts be undertaken to ensure that the 
Charity Commission is staffed with appropriately trained 
individuals 

into HMG\'s overall terrorism finance objectives. He added 
that 

the Charity Commission has not attended any meetings in the 
past six months. 
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5. (C) While primarily critical of the Charity Commission 
Young said that there were many other recommendations that 
would be put forward to ensure that the overall regulatory 
environment in the UK is \"fit for purpose.\" He added that 
part of the review will include looking at funding provided 

by the Foreign Office to promote charity regulation 
internationally 


6. (U) Young said that he would be interested in traveling to 
Washington with colleagues from HMT in early September in 
order to learn more about the U.S. model for charity 
regulation. He also said that he would be particularly 
interested in learning more about U.S. perceptions on the 
scale of the threat of the use of charities for terrorist 

finance. 


7. (C) Action Request and recommendation: Embassy would 
appreciate guidance regarding whether Washington agencies 
would be willing to meet with UK officials in early September 
regarding our approach to combating terrorism finance in the 
charitable sector. Embassy recommends that we take this 
opportunity to help the UK shore up this weakness in their 
counter-terrorism finance structure. 


Visit London\'s Classified Website: 
http://Awww.state.sgov.gov/p/eur/london/index. cfm 
Caulfield 
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replace his heart stents (ref A). According to Ismail 

Al Ghad party is organizing a September conference to mark 
the one-year anniversary of the presidential elections 

is planning on inviting former President Jimmy Carter and 
Nelson Mandela 

high-profile personalities will focus attention on Nour\'s 

plight 

a request with the Public Prosecutor to apply Article 37 of 
the Prisons Law 

has \"life threatening health problems 

should draft a report on his health 

release from prison under a health-based pardon signed by the 
director of the Prisons Authority. Embassy has urged GOE 
contacts to ensure Nour receives appropriate medical care. 
END SUMMARY. 


2. (C) Gameela Ismail 

leader Ayman Nour 

Nour has decided to \"hold off\" on cardiac surgery to replace 
his heart stents (ref A). Nour is hopeful that he may be 
freed in the coming months (see paras 6 and 7) 
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\"wants to delay the operation for now.\" Ismail reported that 
Nour\'s uncle 

Prison with her on August 13 

to Hassanein 

but heart failure could happen at any time.\" In response to 
the Ambassador\'s offer to intervene with Minister of Health 
Gebali 

for the delay of his surgery. 


3. (C) Ismail asserted that 

hospital from Tora Prison 

extremely solicitous 

a week to ten days 

his surgery 

(i.e. toe infection 

Nour was moved to the hospital 

according to Ismail. The hospital staff reportedly informed 
Ismail that they were being \"told\" to do the heart surgery 
that same day 

pre-operational tests. Ismail was also allegedly asked for 
an immediate cash payment of 50 

already paid what she defined as \"the normally appropriate 
downpayment\" of 17 


4. (C) Ismail told poloff she was not permitted to see Nour 
while at the hospital (although she had the necessary legal 
permissions in hand) 

to stand outside his room and talk to him through the door. 
She asserted that there was \"heavy security\" while Nour was 
in the hospital - \"five colonels were in the room with Nour 
two soldiers at the door 

hallways ... the nurses were not allowed to attend to him! 
And the security services kept on trying to take his medical 
file to photocopy it 

to look at his medical file.\" (Note: A recent article in the 
pro-government daily \"Rose Al Youssef\" reports that the 
Deputy Director of the hospital has filed a complaint against 
Ismail for \"seizing\" Nour\'s medical file. End note.) 


5. (C) DCM has urged Gamal Mubarak advisor 

and MFA Assistant Minister Salama Shaker 

attention to Nour\'s medical condition. Without endorsing 
Ismail\'s version of events 

political importance of ensuring proper medical care for Nour 
in prison. 


6. (C) According to Ismail 

September conference to mark the one-year anniversary of the 
presidential elections. Nour views this as a good 

opportunity \"to ask for his release\"; Al Ghad is planning on 
inviting former President Jimmy Carter and Nelson Mandela 
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and hopes that the presence of such high-profile 
personalities will focus attention on Nour\'s plight 

pressure the GOE to release him. Ismail is concerned that 
the conference may \"antagonize\" the GOE 

reverse effect of what is intended 

heavily focused on the event 


7. (C) Nour has filed a request with the Public Prosecutor to 
apply Article 37 of the Prisons Law 

that if a prisoner has \"life threatening health problems 

the prison doctor should draft a report on his health 
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recommend his release from prison under a health-based pardon 
signed by the director of the Prisons Authority. Nour had 

already petitioned the Tora Prison doctor for a health-based 
pardon 

Prosecutor directly. Nour has also filed a complaint with 

the Public Prosecutor regarding the banning of cellphones and 
laptop computers in prison. According to Nour 

law that bans the possession and use of such devices by 
prisoners 

allowed to use them. 


8. (C) Poloff queried Ismail on constitutional Article 149 
(which provides for the President to grant amnesty) 

the two had discussed in a previous meeting (ref B). Ismail 
noted that under other types of presidential amnesties (i.e. 
annual prisoner releases on the occasion of Ramadan 

and October 6) 

half of their term in order to be eligible for release. She 
asserted 

requirement. Ismail noted that the only precedent she knows 
of for Article 149 being used was the release of accused 
Israeli soy Azzam Azzam 

with Israel in 2004. 


9. (C) Ismail noted that Nour's complaint against the 
government for not allowing him to publish newspaper articles 
from prison will be heard in court on August 22. She 
anticipates that a ruling on the case will be made the same 
day. 


10. COMMENT: Ismail was emotional throughout the meeting. 
Undoubtedly 

true. Some of the details 

distress over her husband\'s health situation and continuing 
incarceration. 

RICCIARDONE 
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Kaczynskis\' strong grip on domestic affairs 

policy is floundering. Already under Marcinkiewicz the 
PiS-led government lacked expertise following the May 2006 
appointment of Kaczynski insider Anna Fotyga as Foreign 
Minister. Defense Minister Radek Sikorski is the only 
experienced foreign policy practitioner in the government 
but he is not in the inner circle and the Kaczynskis are 
apparently circumscribing his autonomy more and more. 


What it means 

4. (C) The concentration of power in the Kaczynski brothers 
or more accurately in Jarek Kaczynski 

and opportunities. Jarek is an extremely intelligent and 
confident politician 

He shares with brother Lech a very limited exposure to 
foreign affairs or even foreign travel in general 

led the twins to either distrust or ignore external events. 
They are also thin-skinned and tend to overreact to \"insults\" 
or criticism of Poland 

to cancel the July 2006 Weimar Triangle meeting in apparent 
response to a satirical German press piece about Lech 
Kaczynski. This diplomatic gaffe exacerbated the already 
poor image of the Kaczynskis. 


5. (C) However 

and gifted politician 

an August 4 policy speech 

Poland suffered from \"image problems abroad\" and tasked the 
Foreign Ministry with developing an effective public 

diplomacy campaign to reverse the trend. As he learns more 
and more about foreign affairs and comes to know the leaders 
and governments of key partners 

turn his talents and intellect to restoring Poland\'s foreign 

policy reputation. 


Why Poland matters 

6. (C) While Jarek Kaczynski has not yet figured out how to 
deal with Europe 

the United States is at the top of his foreign policy 
agenda.Poland has been a staunch U.S. ally within NATO 
prominent Coalition partner 

peacekeeping missions in the Balkans and the Middle East. 
Poland still commands a Multinational Division in Iraq 

was one of only three nations to put troops on the ground 
with the U.S. at the beginning of OIF. The Poles will deploy 
up to 1000 troops to Afghanistan in 2007 

Forces unit that will operate in the eastern mountains. 
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Poland was a founding contributor to UNIFIL and currently has 
over 200 troops in Lebanon; the GOP is considering increasing 
its contingent for UNIFIL-plus. 


9. (C) Poland is a key regional player 

supporting its eastern neighbors as well as emerging 
democracies in the Caucasus and Central Asia. The Polish 
perspective on \"Eastern Policy\" has also brought a fresh 
pragmatism to EU deliberations. Poland took the lead within 
the EU in supporting the Orange Revolution 

engagement in democratization efforts in Belarus are 
significant. The GOP is developing a strategic partnership 
with Georgia following a recent visit by President Mikhail 
Saakashvili. 


10. (C) Defense transformation on Polish soil has a decidedly 
American flavor. The first of 48 F-16 aircraft will arrive 

in November 2006 

Europe. American joint exercises 

assistance mean that Polish armed forces think more like U.S. 
forces than almost any other ally. The USSOCOM and USSOCEUR 
Commanders rate Polish special forces as premier partners for 

U.S. SOF. 


11. (C) Finally 

missile defense (MD) site 

deploy a \"Third Site\" to Europe. Despite public concerns and 
doubts over sovereignty and \"extra-territoriality 

Polish government has consistently expressed support for MD. 
With the Kaczynski brothers in favor 

that the Polish parliament would approve a bilateral MD 
agreement. 


How we approach the Kaczynskis 


12. (C) The Kaczynskis are the decision-makers on foreign 
policy 

but not as policy advisors per se. Therefore 

that the USG focus its energies on the PM himself. The first 
opportunity will likely be Jarek Kaczynski\'s visit to 
Washington and his September 13 meetings with the Vice 
President and the Secretary. Lech Kaczynski\'s successful 
meeting with the President in February 2006 set the stage 
but it is the Prime Minister who holds the real power. 


13. (C) Jarek Kaczynski is more assertive and detail-oriented 
than his brother and can be expected to engage in depth ona 
wide range of issues. While deeply religious with strong 
views on domestic issues 

foreign policy preconceptions 

distrust of Germany and Russia and instinctive affinity for 
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the U.S. Like other successful nationalist leaders 

foreign policy through a domestic political prism. Kaczynski 
is 

a poor image abroad can be just as damaging to his personal 
prestige as a domestic political gaffe. Well informed 
arguments appealing to both his patriotism and his intellect 
stand the best chance of success in helping keep Polish 
foreign policy vision in line with U.S. interests. 

ASHE 
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owners\" are found and agree that the KPA can collect rents on 
their behalf. According to Rosandhaug 

starting the rental scheme is the failure of the Ministry of 
Economy and Finance to grant permission for the KPA to open 
up a local bank account. 


6. (C) COMMENT: Ceku is overly optimistic in his assessment 
of his ability to deliver all 13 points before October. 

Although he is right to point out that investigations and 
prosecutions of the March 2004 violence is a reserved 
competency 

responsibility for prosecuting suspects. A phased rental 
scheme beginning with those properties for which owners have 
been found is a start 

grips with the reality that people who live in properties 

they do not own should pay rent. We will keep the pressure 
on Ceku and his government to complete the outstanding tasks 
within the time frame set by the CG. END COMMENT. 


7. (U) U.S. Office Pristina clears this cable for release in 
its entirety to U.N. Special Envoy for Kosovo Martti 
Ahtisaari. 

KAIDANOW 
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wood is higher 


WORMS DETECTING CONTAMINATED SOIL 

7. Worms are being used to test the contamination level of soils in 
areas where mining activities and petroleum exploitation have taken 
place. Researchers from the Center for Mining Technology Laboratory 
(Cetem) 

studied three soil samples and compared worm mortality in them to 
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samples of uncontaminated soil. The number of deaths compared amonc 
the samples determines the level of contamination from the different 
activities. Cetem is also testing other insects to be used in river 
contamination analysis. 


AVIAN INFLUENZA EDUCATIONAL CAMPAIGN 

8. For the first time in ten years 

the issue of avian influenza. The ad campaign targets the one 
million inhabitants that live in nearby regions of national parks 
and other wild bird habitat locations. The GoB\'s concern is due to 
the beginning of the migratory season. Even though most birds 
migrate to Brazil from North America 

have been recorded 

migration from Asia 

the Ministry of Health has decided to start an informational 
campaign explaining what to do in case of an Al outbreak in the 
country. The campaign will use folders 

disseminate educational information. 


SOBEL 
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GOB accusations against the companies that they had not 
invested sufficient funds 

sold contraband 

August 15 that Petrobras was responsible for many of the 
failures (reftel) of the GOB\'s nationalization plan. 
(Comment: These allegations could have some grain of truth 
as Petrobras acknowledged to us that it has not been paying 
the additional 32 percent tax imposed by the May 1 decree 
with which the GOB planned to revamp YPFB. End comment.) 


Brazil Decreases Dependence on Bolivian Gas 

4. (SBU) Meanwhile 

natural gas within the next two to four years. Castanos said 
that Brazil would continue to import Bolivian gas as required 
under contract 

has put all but contractually-required investments on hold in 
Bolivia and is expanding operations in other countries 
(reftel). Brazilian embassy contacts told us August 16 that 
Petrobras would seek to expand business in almost all South 
American countries except Bolivia 

and Venezuela. They noted that Bolivia unrealistically did 
not believe that Brazil was taking actions to become 
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self-sufficient in gas 
to be a bargaining ploy. 


5. (C) Comment: In the medium and long-term 

dependent on earnings from natural gas sales to Brazil than 
Brazil is on Bolivian energy. Bolivia\'s current negotiating 
posture seems based on unrealistic expectations and a failure 
to correctly assess the willingness of Petrobras and Brazil 
to cut a potentially uneconomic deal with an increasingly 
intransigent partner. What we are hearing from the 
Brazilians here is that if the cost of doing business is too 
high in Bolivia 

hydrocarbons options. End comment. 

GREENLEE 
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Classified By: ECONOMIC/CONSULAR OFFICER JITU SARDAR FOR R 
) and (D) 


1. (C) SUMMARY: As part of the recent agreement between Chad 
and Sudan 

Movement and the recently-formed National Redemption Front 
(NRF) have been asked by the GOC to leave Chad. According to 
representatives of the NRF 

combat Sudanese armed forces and forces loyal to Minni 
Minnawi 

and civilians in Darfur. NRF representatives asserted that 
Sudanese rebels will consider laying down their arms as long 

as there is an open dialogue about the shortcomings of the 
Darfur Peace Accords. At the same time 

in N\'Djamena 

that the GOC is actually planning to relocate the NRF to the 
Chad-Sudan border 

organization in carrying out its activities against Khartoum. 

The UN 1591 Sanctions committee 

investigation on possible Chadian support for Sudanese rebel 
movements 

reports of such support 

SUMMARY. 


2. (C) On August 14 
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Representatives Anmed Tougod and Tadjadine Niam paid a visit 
to Ambassador Wall to announce their plans to depart Chad in 
the comings days. Tougod told the Ambassador that following 
the agreement reached between the governments of Chad and 
Sudan 

in N\'Djamena to leave the country. Tougod said that most 
representatives of JEM and other members of the National 
Redemption Front would either return to the field in Darfur 

to continue operations against Khartoum or go to Addis if 
requested by the African Union. Tougod himself planned to go 
to London to continue the JEM\'s political activities. 


3. (C) Ambassador Wall asked what this meant for the JEM\'s 
relations with Chad 

NRF\'s activities from the Chadian government. Tougod said 
that for the time being 

support (which he defined as the right of transit from Chad 

to Darfur and the right to reside within the country) to any 
Sudanese rebel movements. Tougod stated that the Chadian 
government had never provided arms or military equipment to 
the NRF\'s efforts in Darfur. When the Ambassador asked how 
the NRF was waging its battle against its opponents 

and Niam asserted that the Sudanese rebels were well-supplied 
and well-armed with equipment they confiscated following 
battles against Sudanese Armed Forces and Sudanese Liberation 
Movement forces loyal to Minni Minnawi. 


4. (C) Tougod said that while the NRF would no longer be in 
N\'Djamena 

activities. The NRF was a political movement 

prepared at any time to cease their military operations if 
their opponents and the international community were ready to 
examine the shortcomings of the Darfur Peace Agreement. 
Tougod noted that he and other political representatives 
intended to contact the Department of State to request 
meetings with senior officials to convey the NRF\'s position 
on the DPA. The Ambassador told Tougod that 

welcome to contact authorities in Washington 

remains convinced that the DPA was the best solution for 
peace in Darfur 

reconsider their position and assist in the implementation of 
the agreement. In response 
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concerns over compensation 
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as the lack of a definite timeframe for disarmament of the 
janjaweed 

until these shortcomings were addressed. 


5. (C) Tougod and Niam both noted that while the NRF was a 
political movement 

GOS and Minni-loyalists continued to attack their supporters. 
The NRF believed the attacks would continue 

build-up of GOS forces in Darfur and the public intentions by 
the GOS to destroy DPA non-signatories Following his visit to 
the Embassy 

16 to inform him that the GOS had told the African Union 
Mission in Sudan that all Sudanese rebel groups should plan 
on leaving Sudan 

guaranteed. 


6. (C) The JEM representatives claimed that the NRF was 
capable of defeating Sudanese forces. Tougod stated that NRF 
loyalists who were part of the Sudanese Armed Forces were 
feeding intelligence to NRF field commanders on SAF 
activities. He also said that Minni\'s forces were severely 
decimated from attacks they launched against NRF positions in 
June and July 

in Darfur. As for whether the NRF\'s goal was to dethrone the 
regime in Khartoum 

defend the rights of the Darfurian people. However 

ensure that Darfurians were not harmed in efforts to combat 
the GOS 

According to Niam 

to the GOS that the NRF had the means to fight and defeat 
Sudanese forces on their own turf. 


7. (C) On August 15 

Sudanese Liberation Movement members loyal to Minni Minnawi 
in N\'Djamena 

authorities had asked the group to leave N\'Djamena 

immediate plans were to stay in the Chadian capital. 
Furthermore 

they are leaving N\'Djamena 

to assist NRF representatives in N\'Djamena to relocate to the 
Chadian village of Um-Jarasse 

town of Tine and the home village of President Deby. He also 
stated that a JEM field commander named Nourene Bachim was in 
the Dar Sila region of Chad to recruit fighters from the 

Djadjo community 

region south of Adre. 


Column 3 

8. (C) During a meeting with Economic/Consular officer on 
August 16 

confirmed and clarified Hussein\'s earlier account. According 
to him 

Deby 

Daoussa\'s special advisor Moussa Sner 

Territorial Administration Mahamat Ali Nassour to discuss 
possible future coordination between the NRF and the GOC 
following the Chad-Sudan rapproachment. As all parties 
agreed that Sudan could not be trusted to adhere to the 
recent agreement between the two countries 

the meeting decided to establish a camp in Um-Jarasse for NRF 
field commanders to discreetly continue their operations. 
Ahmat also said that recruiting had already begun in the Dar 
Sila region 

victims of several vicious Janjaweed attacks 

signing up for the Sudanese rebel cause. 


9. (C) Technical experts from the U.N. 1591 Sanctions 
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Committee paid a visit to Ambassador Wall to discuss their 
recent investigation in Chad on possible Chadian support of 
Sudanese rebels. Marc Lavergne 

investigative team 

investigation 

military assets to Sudanese rebel movements. Through 
eyewitness accounts from both sides of the border 

investigative team were persuaded that some vehicles and arms 
within the NRF arsenal originated in Chad. They also learned 
of the presence of a number of members in the NRF ranks 
wearing Chadian military uniforms (identified by a Chadian 

flag on the shirt). Lavergne told the Ambassador that they 
found vehicles that were allegedly purchased by Daoussa Deby. 
All this evidence 

to indicate that assets flowing from Chad to the Sudanese 

rebel movements. 


10. (C) However 

there was enough information to link Chadian authorities to 

the support received by Sudanese rebels. GOC authorities 

told team members that support was coming from rogue elements 
in the Chadian military who could not be controlled and fully 
monitored by Chadian officials. The fact that they could 

establish no direct links would make any cases against 
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Daoussa Deby 

himself 

noted their difficulty in collecting specific pieces of 
information 

vehicles apparently originating in Chad. The team asked the 
Ambassador if the U.S. Embassy could provide any assistance 
in obtaining information 

their registration numbers. The Ambassador suggested that 
the team pursue this request with U.S. officials in USUN and 
in Washington. 


COMMENT 


11. (C) Reports that the GOC is relocating Sudanese rebel 
elements to the Chad-Sudan border to continue operations in 
Darfur are not surprising 

Chad-Sudan relationship. Our preference would be to leave 
information-gathering efforts of the 1591 Sanctions Committee 
in the hands of the U.N. or possibly the African Union. We 
would appreciate any further guidance. 


12. (U) Tripoli Minimize Considered. 
WALL 
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other gestures towards broadening Chad 

The reappointment of heavyweights to the key positions of 
Foreign Affairs 

continuity and professionalism which reverberates well with 
the international community. End summary. 


2. (C) Continuity is the hallmark of the new government 
named by President Idriss Deby Itno a week following his 
inauguration for a third five-year term. Prime Minister 
Pascal Youdimnadji retained his post. The key ministries of 
Finance 

were not changed. Corruption watchers noted that the 
Minister of Moralization continues in his post 

having ousted two sitting ministers on corruption charges 
last month. 


3. (C) The former Human Rights Minister 

southern human rights activist (and former exile) moved up to 
the more important position of Minister of Justice. The 
Minister of Commerce 

laterally to Ministry of Public Health 

heavy interaction with donors and the international public 
health community. The Minister of Health 

interlocutor by EU contacts 
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Education (interestingly 


4. (C) Of note 

candidates to run against President Deby in May 

presidential elections were given ministerial positions (none 
of the first rank 

Presidential candidate Brahim Khoulamalla is the new 
Minister of Tourism. Candidate Dr. Nouradine Delwa Kassire 
is the new Minister of Regional 

Development 

Agriculture (even when running for President in May) retained 
his post. The fourth candidate is under investigation by the 
Minister of Moralization for corruption 

rewarded with the Ministry of Family and Social Action. 


5. (C) The fate of President Deby 

arms and chief powerbroker 

watched 

Nassour 

groups. Nassour received a more elevated title as \"Minister 
of State\" in his move from Territorial Administration to 
Mines and Energy ) not an unimportant sinecure 

which may remove him temporarily from the spotlight (though 
presumably not from behind the scenes). Another MPS 
stalwart 

execution of May 

Territorial Administration Post. 


6. (C) On the gender front 

Ministerial positions 

including Minister of Culture and Minister of Rural 
Waterworks. 


7. (C) Comment: One hardly needed to read further than the 
re-appointment of Prime Minister Pascal Youdimnadji ) 
frequently disparaged in the Southern-dominated media as 
little more than a mouthpiece for the regime -- to recognize 
that nothing new was being tried in this cabinet. However 
donors and representatives of international financial 
institutions were relieved at the retention of the Ministers 

of Foreign Affairs 

these key interlocutors were widely seen as competent and 
professional. The World Bank 
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that Finance Minister Tolli 

recent World Bank/Government of Chad (GOC) agreement on use 
of oil revenues 

President Deby was punctilious in rewarding those opposition 
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parties which agreed to participate in the May elections 
which participated in the much touted &political dialogue8 
(reftel). The new Cabinet 

bold experiment in opening up the political arena urged on 
the President privately by interlocutors ) including the 
United States and France. 


8. (U) GOVERNMENT OF AUGUST 15 
(NEW MINISTER-LEVEL POSITIONS:* NEW TO POST:** ) 
1. PRIME MINISTER: MR. PASCAL YOADIMNADJI 


2. MINISTER OF STATE 
ADOUM YOUNOUSMI 


3. MINISTER OF STATE 
HOUSING DEVELOPMENT: DR. NOURADINE DELWA KASSIRE COUN 


4. MINISTER OF STATE 
MAHAMAT ALI ABDALLAH NASSOUR** 


5. MINISTER OF FOREIGN AFFAIRS AND AFRICAN INTEGRATION: | 
AHMED ALLAM-MI 


6. MINISTER OF JUSTICE: MR. ABDERAMANE DJASNABAILLE** 


7. MINISTER OF TERRITORIAL ADMINISTRATION: MR. AHMAT 
MAHAMAT BACHIR** 


8. MINISTER OF ECONOMY 
MAHAMAT ALI HASSAN 


9. MINISTER OF FINANCE: MR ABBAS MAHAMAT TOLLI 


10. MINISTER OF CIVIL SERVICE 
FATIME TCHOMBI** 


11. MINISTER OF PUBLIC HEALTH: MS. NGARMBATINA CARMEL S( 
|V** 


12. MINISTER OF NATIONAL EDUCATION: MR. MOUSSA KADAM** 


13. MINISTER OF HIGHER EDUCATION 
PROFESSIONAL TRAINING: DR. OUMAR IDRISS AL-FAROUK 


14. MINISTER OF PETROLIUM: MR. MAHAMAT NASSER HASSAN 
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15. MINISTER OF NATIONAL DEFENSE: MR. BICHARA ISSA 
DJADALLAH 


16. MINISTER OF PUBLIC SECURITY AND IMMIGRATION: MR. 
ROUTOUANG YOMA GOLOM 


17. MINISTER OF AGRICULTURE: MR. PAHIMI PADACKE ALBERT 
18. MINISTER OF LIVESTOCK: MR. MOUCKTAR MOUSSA** 


19. MINISTER OF COMMERCE AND CRAFTS: MR. YOUSSOUF 
ABBASSALLAH** 


20. MINISTER OF ENVIRONMENT AND FISHERIES: MR. EMMANUEL 
NADINGAR** 


21. MINISTER OF RURAL WATERWORKS:*: DR. (MS.) HAQUA OUTH 
DJAME** 
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22. MINISTER OF FAMILY AND SOCIAL ACTION: MR. AHMAT 
MAHAMAT ZENE** 


23. MINISTER IN CHARGE OF GENERAL STATE CONTROL AND 
MORALIZATION: MR. MAHAMAT BECHIR OKORMI 


24. MINISTER OF COMMUNICATION 
HOURMADJI MOUSSA DOUMGOR 


25. MINISTER OF POSTAL SERVICE AND NEW COMMUNICATION 
TECHNOLOGIES: MR. MAHAMAT GARFA 


26. MINISTER OF YOUTH AND SPORT: MR. OUMAR BOUKAR 
27. MINISTER OF CULTURE*: MS. DILLAH LUCIENNE** 


28. MINISTER OF TOURISM DEVELOPMENT: MR. BRAHIM 
KHOULAMALLAH** 


29. MINISTER OF SOLIDARITY AND MICRO-CREDITS*: MS. MARIAN 
MOUSSA ALI** 


30. MINISTER IN CHARGE OF HUMAN RIGHTS: MR. AHMAT 
ABDOULAYE OGOUM** 


31. MINISTER IN CHARGE OF DECENTRALIZATION: MR. SAUGUEL 
BONIFACE** 
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32. MINISTER SECRETARY GENERAL OF THE GOVERNMENT 
CHARGE OF RELATIONS WITH THE NATIONAL ASSEMBLY: MR. KAL 
PAYIMI DEUBET** 


33. MINISTER DELEGATE TO THE MINISTER OF INFRASTRUCTUR 
IN CHARGE OF TRANSPORTATION: MR. GOUNDOUL VIKAMA** 


34. MINISTER DELEGATE TO THE MINISTER OF FOREIGN AFFAIRS 
AND AFRICAN INTEGRATION: MR. DJIDDA MOUSSA OUTMAN** 


35. MINISTER DELEGATE TO THE MINISTER OF PUBLIC HEALTH": 
MR. OUMAR BOUKAR GANA** 


36. MINISTER DELEGATE TO THE MINISTER OF FINANCES 
CHARGE OF THE BUDGET: MR. ABAKAR MALLAH** 


37. MINISTER DELEGATE TO THE MINISTER OF AGRICULTURE: MI 
MAHAMAT MAOULOUD IZZADINE** 


38. MINISTER DELEGATE TO THE MINISTER OF TERRITORIAL 
ADMINISTRATION: MR. DJERAREOU BAKITA** 


39. MINISTER DELEGATE TO THE MINISTER OF NATIONAL 
EDUCATION 


40. MINISTER DELEGATE TO THE MINISTER SECRETARY GENERA 
THE GOVERNMENT 
ASSEMBLY: MR. NADJALTA MIRANGAYE** 


WALL 


75265 

Affairs in Housing\" (second to Minister Nayla Mouawad). 
Funding for housing will come from the \"reconstruction fund 
although an expected $800 million from Saudi Arabia and 
Kuwait have not yet materialized. Haddad requested the help 
of USAID and wants to revive a housing loan guarantee program 
that expired years ago. Safadi\'s ministry completed an 
assessment of 50 percent of the country in terms of damage to 
public infrastructure. The bill so far 

$95 million to repair roads and bridges 

privately funded bridge repairs. A compete assessment will 

be finished in 48 hours (and may include far higher figures 
since the parts of the country still to be surveyed are the 

most damaged). Safadi has met with Fadel Chalaq 

the Council for Development and Reconstruction (CDR) 
agreed that CDR -- before the war an arch rival of Safadi\'s 
ministry -- should take the lead in building roads and 

bridges because of its expertise. END SUMMARY 


Column 3 

2. (C/NF) Minister Haddad began the conversation by 
observing that Lebanon\'s wheat stocks are down to 15 days\' 
consumption. With just 13 

action is needed to get wheat to Lebanon. Haddad welcomed 
the Ambassador\'s offer to explore prospects for bringing 
American wheat to Lebanon that could be sold for local 
currency. 


3. (C/NF) The Ambassador expressed concern that the GOL is 
not seen as taking the lead in reconstruction efforts. 

Hizballah adopted a clever strategy 

publicized 

furniture money for the next year as their homes are being 
rebuilt. Years from now 

Nasrallah put a roof over their heads. The GOL must compete 
to strengthen the role of the state and demonstrate that it 

is responding to the needs of the people. The Ambassador 
noted that Nasrallah has taken an easy route -- cash payments 
with no public accountability 

the work of rebuilding -- but that the GOL must not abdicate 
the entire reconstruction field to Hizballah. 


Housing 


4. (C/NF) Haddad agreed and explained that progress is being 
made as the GOL is tackling reconstruction efforts in two 
phases. The relief phase is quickly coming to an end and the 
reconstruction phase is moving forward as the priority. The 
main concern for Haddad is housing. With the blessings of 
Prime Minister Siniora 

bureaucratically 

a private sector issue) is lodged in the GOL. When he 
discovered a small housing authority within Nayla Mouawad\'s 
Ministry of Social Affairs 

issue 

for Social Affairs in Housing. 


5. (C/NF) Haddad wants to incorporate the money that 
Hizballah is giving people into a greater state-sponsored 
scheme. If Hizballah is giving people $10 

their homes 

state\'s larger housing plans. This would be better for them 
and for the state 


6. (C/NF) Funding for housing will come from the 
\"reconstruction fund.\" The main contributions thus far are 
$500 million from Saudi Arabia and $300 from Kuwait 
neither set of funds has yet materialized. He expects the 
fund to be outside government control 

of private sector and donor representatives. PM Siniora is 
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keen on using grants to speed up the process. The objective 
is to provide grants for housing 

industries. Those responsible for actually setting up and 
organizing the fund are the Prime Minister 

Finance Azour and Haddad 

The Ambassador noted that Siniora 

\"usual cast\" (meaning Siniora advisors Mohamed Chatah and 
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Rola Noureddine) are already busy; it is time for Siniora to 
empower someone else. Haddad agreed. 


USAID Needed 


7. (C/NF) Haddad requested the help of USAID and wants to 
revive the housing guarantee program. Acknowledging that it 
could be politically charged for the U.S. if it were only to 

build homes 

banking sector 

housing. 


Micromanagement 
A Problem 


8. (C/NF) Haddad had lamented that there is no centralized 
authority to set priorities and determine the distribution of 

funds for reconstruction. In a separate meeting 

Transport and Public Works Mohamed Safadi blamed this on PM 
Siniora\'s micromanaging of the process. Safadi acknowledged 
that Siniora has been vital during the conflict and performed 
remarkably well in trying circumstances. But Safadi also 
complained that now the PM must delegate responsibilities and 
let ministries \"do their job.\" Otherwise 

efforts led by the state will never get going. 


Infrastructure 


9. (C/NF) In spite of the micromanagment issue 

Transport and Public Works Mohamed Safadi reported that there 
has been progress. Because of the pressing need to work 
together on reconstruction 

the Ministry of Public Works and Council for Development and 
Reconstruction (CDR) 

relationship. Safadi has met with Fadel Chalaq 

CDR 

roads and bridges because of its expertise. He recognizes 
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that the success of CDR will reflect well on the reputation 
of his own ministry. As Safadi explained it 

will work with donors and the GOL in selecting priorities 
and CDR will implement any projects the GOL builds itself. 


10. (C/NF) Safadi advised that thus far 50 percent of 
Lebanon\'s public infrastructure has already been assessed for 
war damages. Of that 50 percent 

bridges and will cost an estimated USD 95 million to repair. 
This is excluding the damaged bridges that will be repaired 
privately by Lebanese political figures and businesses. He 
added that within 48 hours all damage would be assessed. In 
a subsequent phone call to the Ambassador 

the USD 95 million figure will likely rise substantially when 

the other half of Lebanon is assessed. This is because the 
worst affected parts of the country -- the Biqa\'a and the 

south -- are only now being examined. 


11. (C/NF) When the Ambassador asked Safadi whom the Embassy 
should approach concerning U.S. funded reconstruction 

projects 

Prime Minister.\" He affirmed that in the meantime 

reconstruction authority is needed. 


COMMENT 


12. (C/NF) There was good news and bad news in these 
meetings. The good news is that there is more thinking 
assessing 

than we had imagined. The fact that Safadi and Chalaq are 
speaking 

news is that the GOL still lacks a central clearinghouse for 
priorities and donor coordination. This is another issue on 
which we need a decision from PM Siniora -- and one by which 
he delegates donor coordination to someone else other than 
\"the usual suspects.\" 

FELTMAN 
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deployment of UNIFIL requires that all political conditions 
be in place and that the operational dispositions for its new 
mission be clarified. On August 14 

reports 

Morocco was prepared \"in principle\" to contribute troops. 


2. (C) During an August 16 meeting on other topics 
Ambassador asked Taieb Fassi Fihri 

Ministry of Foreign Affairs 

that Morocco would contribute troops to a reinforced UNIFIL 


Column 3 

at the end of the meeting. In response 

there was a statement from the king and GOM officials stating 
the Moroccan position 

emphasized willingness to participate but that the GOM needs 
more information before a commitment can be made. 


3. (C) According to Fassi Fihri 

freedom 

the events of the last month 

hostilities must cease 

Israelis must withdraw and there must be support for the Taif 
accords and the relevant UNSC resolutions 

Morocco attended a Peace-Keeping Operations meeting at the UN 
early in the week of August 14 and is intending to attend one 
on August 17. Fassi Fihri emphasized that Morocco does not 
think the mandate for an expanded UNIFIL force is clear and 
it thinks the situation regarding the Hizballah is uncertain. 
Because Hizballah has said that it has no intention of 

leaving southern Lebanon or disarming 

the situation is stable 

Fihri noted that \"south Lebanon\" is ill-defined: \"What is 

the \'south Lebanon\' they are referring to?\" 


4. (C) In Fassi Fihri\'s opinion 

speech only adds to the lack of clarity about the situation. 

The speech 

intentions. \"Morocco does not know how to manage Damascus.\" 
Fassi Fihri listed what he perceives as having happened in 

the region: Nasrallah and Asad are declaring victory over 

the Israelis. Hizballah\'s standing in the region is on the 

increase 

the damages to people\'s homes and businesses. With Moroccan 
public opinion being strong and in support of Hizballah 

Fassi Fihri said \"we are having to manage public opinion.\" 


5. (C) Fassi Fihri affirmed that security needs to be 
provided for the people of Israel 

Israeli government needs to cease taking unilateral actions 
of the kind it took in Lebanon over the past month. He also 
said that the Sheba\'a Farms issue needs to be resolved 
supporting what PM Siniora has said. While Fassi Fihri gave 
the distinct impression that the GOM is disposed to help 
Lebanon and UNIFIL 

will not be made until the situation is evaluated more. 
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Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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state.\" Ahdab said the first step should be the removal of 
President Emile Lahoud 

examine the President\'s suspected financial improprieties. 
Short on clear ideas for moving ahead 

brainstorm and get back to the Ambassador. END SUMMARY. 


\"THERE IS NO TEAM\" 


2. (C) One of the original March 14 members (and the only 
Sunni MP who dared defy Syria\'s wishes and vote against Emile 
Lahoud\'s extension) 

the laissez-faire attitude of the group 

Hariri (whom he described as \"my friend\" enough to suggest 
doubt in the listeners\' ears). Complaining that the typical 
Saad response to any problem is a casual \"don\'t worry 
believes that Hariri is surrounded by yes-men who convince 
him that he is managing everything perfectly 

extent that Saad apparently believes he can rally two million 
people to his cause just by snapping his fingers. Snickering 
about the ubiquitous images of Saad hobnobbing with global 
leaders under the media slogan \"The Diplomatic Resistance 
Ahdab said that Saad\'s public relations campaign is 
ill-conceived 

picture everywhere 

diction.\" (Note: Saad\'s Qureitem mansion is a veritable 
Rafiq Hariri photo exhibit 

Future TV has an ever-present ticker 

counting the days since Hariri\'s assassination. End Note.) 
Saad needs to stop living in the past 

start thinking about how to fix Lebanon. \"\'Don\'t worry\' 
parrotted Ahdab 

\'don\'t worry\'. We need ideas now.\" 


3. (C) Sounding discouraged 

August 16 meeting of the March 14 group 

increasingly factionalized atmosphere. At one point 
interrupted a conversation Ahdab was having with someone and 
took that person aside for a private chat with Marwan 
Hamadeh 

transparency 

Forces leader Samir Ja\'ja\' as \"scared 

Maronites were opposed to sending the army into the south 
without first confronting Hizballah over disarmament. MP 
Fares Souaid even suggested that the Maronites should 
\"demarcate\" themselves from the rest of March 14 in order to 
more strenuously oppose Nasrallah. Ahdab said that the 
meeting decided nothing 
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strategy or \"talking points\" for tackling the various issues. 
(Note: Thus 

strenuously objected to Hizballah\'s unilateral decision to 
kidnap the Israeli soldiers 

one hour beforehand 

Note.) \"There is no team 

pictures together.\" Ahdab liked the Ambassador\'s idea that 
the March 14 group develop some sort of coordinating body 
such as a secretariat 

everyone to reinforce publicly. 
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4. (C) Ahdab said the inaction stretches to the Cabinet and 
Council of Ministers. Though the March 14 members have held 
a controlling share in those two bodies for the past year 

they have accomplished nothing. Complaining that there was 
\"no communication or planning 

aren\'t made in the Government of Lebanon.\" Ahdab argued that 
the Lebanese government needs to be front and center in 
leading the reconstruction charge and reclaim the initiative 

from Hizballah 

laid out for rebuilding. Yet there is as yet no real 

assessment of the damage in the South and no clear idea about 
the social services and infrastructure situation. 


5. (C) Meanwhile 

Tehran and in \"the caves\" of southern Lebanon to expand the 
Hizballah\'s support and rebuild its militant infrastructure. 
Hassan Nasrallah is handing out $10 

destroyed homes 

and claiming that Iranian money is \"clean money.\" When the 
Ambassador asked why Ahdab didn\'t respond to this Hizballah 
claim about the money 

would receive support from March 14 

\"jealousies\" in the group. He\'d stuck his neck out before 

he said 


WHICH IS THE STATE WITHIN A STATE? 


6. (C) Ahdab said that Hizballah plans to build itself up 

so that it is bigger than the state and in \"two or three 
months\" will be able to openly challenge the Lebanese state. 
\"Then the government will be the state within a state 

the state of Hizballah.\" Scoffing at the strategy 

by Saad 

government -- what he derisively calls the \"marhaba shabab\" 
approach -- you will get them to lay down their weapons. He 
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absolutely agreed with the Ambassadon\'s point that Hizballah 
will never become a normal Lebanese political party on its 
own volition. 


7. (C) Ahdab wants a plan in place to build up the state 
supported by the international community 

up to the Hizballah challenge and begin 

dismantle the militant infrastructure. Supportive of the job 
PM Siniora is doing 

not have the necessary support structure in place to take 
action. (Comment: Our perception is that Siniora is a 
micro-manager 

fuel shipments during the crisis 

Lebanon is lucky to have Siniora at this time 

needs to be less of a control freak. End Comment.) The LAF 
deployment to the South is a critical first step in this 

the government responsiveness in reconstruction will be key 
in rallying people to the GOL. Over time 

should also begin replacing the upper echelons of the LAF 
with more March 14-sympathetic figures. \"There are Sunnis 
and Christians now in the LAF who are more Hizballahi than 
Hizballah itself." The Ambassador stressed that GOL control 
over all points of entry would contribute to the perception 

of a strengthened state and combat arms smuggling 

the LAF 

relatively stronger. 


\"FIRST THING\'S FIRST -- 
GET RID OF LAHOUD\" 


8. (C/NF) Ahdab stressed that to have a more assertive 

state 

Not certain that Speaker Berri will be willing to support a 
constitutional removal 

such as Nayla Mouawad and Amin Gemayel -- that Lahoud\'s 
rumoured financial improprieties be examined more closely. 

If something were found linking him to the Bank al-Medina 
scandal or his son Emile Emile to the oil-for-food morass 
Ahdab argued 

Baabda Palace. When the Ambassador asked why the March 14 
group has not vigorously pursued exposing the Bank al-Medina 
scandal 

could be implicated. \"But 
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reminded Ahdab that the Lebanese Prosecutor-General 
Mirza (linked to the Hariris) 


Column 3 
the Bank al-Medina scandal. 


COMMENT 


9. (C) Still only speaking in generalities 

the Ambassador to come up with some ideas before he is due to 
meet with the Ambassador for dinner on August 22. We will 
see what he can dig up about Bank al-Medina and oil-for-food. 
On the one hand 

Berri\'s support 

Lebanon into disarray for a month or two 

from the important rebuilding effort 

it would remove one of the main obstacles to March 14 
realizing some of its objectives 

leadership. If Lahoud can be ousted 

positive and contribute to the weakening of Hizballah. 


10. (C) Ahdab also seemed genuinely miffed by the 
cliqueishness developing within the March 14 group 

detected a certain amount of wounded pride 

considers himself a founding member. We would be especially 
concerned by a possible Maronite defection from the ranks of 
March 14. In the coming days 

for this and will keep people focused on getting a firm 
reconstruction plan in place as soon as possible to combat 
the perception that Hizballah is in control of the effort. 

End Comment. 

FELTMAN 
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illicit\" movies and combating rampant begging in Kano. Hanga 
believed that foreign charities that operated previously in 

Kano had been abruptly terminated by pressure from the U.S. 

) contributing to a sometimes negative image of America in 

the North of Nigeria. END SUMMARY. 


2. (U) Muzzamil Sani Hanga 

Implementation Council ) comprising professors 

barristers 

scholars educated in Nigerian seminaries ) observed that the 
Council\'s principal vocation is the \"improvement of social 
infrastructure and human development.\" It aimed 

addition 

and unemployed. To that end 

notion of the \'hisbah\' ) a cadre of 30 

Kano State to \"help people live by the precepts of Sharia.\" 
The hisbah intervened in family disputes 
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control 

volunteered in hospitals 

Hanga insisted that the hisbah \"augmented the function of the 
Imam 


3. (U) Interest in the Sharia\'s legislative authority 

persists 

had not been enforced in Kano. Regarding recent media 
reports that women were barred from riding \"Okadas\" 
(motorcycle taxis that are the most common form of public 
transport in Nigeria) 

complaints filed by women for \"dignified transport\" the Kano 
State Government ) at the request of the Council ) 

purchased 50 Indian-manufactured motor-carriages for women\'s 
exclusive usage. Hanga claimed that \"most\" women preferred 
the motor-carriages 

obliged to obey the ruling. This suggests that Muslim women 
are required to take the motor-carriages 

indication of how this was enforced. 


4. (U) Hanga said Sharia would remain a decisive factor in 
the 2007 elections. Voters 

Council 

adherence to sustained implementation of Sharia in Kano. 


5. (U) Hanga argued that the \"most serious\" problem facing 
Kano was the challenge the local film industry poses to 
society\'s conception of \"morality and decency.\" Producers 
corrupted public order through the promulgation of films 
exhibiting explicit language 

pornographic imagery. While the censorship board 

purview of the Council 

popularity of foreign films since its inception in 2000 

sheer volume(10 films/daily) and low-cost (250 Naira/film) of 
locally made movies hampered significantly the Council's 
ability to enforce Sharia-legislated censorship rulings. 
Dismantling this industry was the Council's principal 

priority. 


6. (U) The Council estimated that millions of children 
3-13 
Approximately 25% of these students went on to receive 
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further education 

schools. Often students came from the poorest families and 
relied solely on schools to provide basic needs 

food and clothing. To attempt to discourage rampant begging 
the Council in concert with civil servants and private 

citizens 


7. (U) When asked about the state of inter-communal 
specifically Christian-Muslim relations in Kano 
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that the Council regularly liaised with leading Christian 
organizations in Kano. Before enacting the prohibition on 
the consumption and sale of alcohol in Kano 

Council consulted with Christian groups 

fears\" that the Sharia ruling would impinge unfairly upon 
minority rights. 


8. (U) According to Hanga 

viewed the U.S. favorably 

military campaign against Hezbollah would only tarnish 
America\'s image. Hanga inquired about the veracity of claims 
that U.S. troops were stationed in Nigeria to train Nigerian 
soldiers in combat. He thought the U.S. should maintain only 
\"civic dealings\" with Nigeria or else arrange for Nigerian 
troops to train in the U.S. PolOff clarified that the U.S. 
maintains no troop presence in Nigeria. 


9. (C) Hanga said the Council had accepted foreign funding 

for charitable efforts to combat poverty in Kano 

organizations were significantly \"less active\" at present. He 
speculated that recent anti-terrorism measures taken by the 
GON to clamp down on Islamic charities resulted from pressure 
exerted by the USG. Similar claims were pronounced by Grand 
Qadi of Kwara State 

Ambali added that both Saudi Arabia and Egypt previously had 
established schools 

study abroad 

stopped them from doing so.\" 
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10. (C) The Kano Sharia Implementation Council is primarily 
interested in ethical issues and how Sharia can be used to 
address them. The Council appears organized 

(somewhat) responsive to the concerns of Kano residents 
ostensibly garnering it authority among the general populace. 
This could translate into political influence over large 
segments of Kano society. Kano is rife with social problems 
including high unemployment 

healthcare 

problems 

Kano 

availability of films deemed immoral is the Council's main 
objective. Moreover 

will continue to figure conspicuously in any reforms 
introduced by the Council. As an historical nexus of 
commerce and cultural activity in the north 

can and will be replicated elsewhere. Given the current state 
of socio-economic malaise in Kano 

that more measures would be taken to tangibly address these 
issues 

\'police\' residents (perhaps 

efforts on media censorship. Despite Hanga 
characterization of the hisbah as advisory 

of the \hisbah\' is likely modeled after the Saudi Arabian 
\mutawwain\’. 


11. (SBU) In general 

U.S. 

Islamic world. While the widespread belief that U.S pressure 
has stemmed the flow of funds from Islamic charities may be 
conjecture 

this perception has had on America\'s standing among the 
\"majority\" of Muslims in northern Nigeria. 

CAMPBELL 


75270 

75271 

During the Aristide regime 

responsible for delivering orders and the wherewithal 
directly from the palace to pro-Aristide thugs to attack 
anti-Aristide protesters and suspected political opponents. 
(Reftel outlines the criminal activities of Aristide\'s 

closest associates 

group was most notorious for their presumed involvement in 
the December 5 

Science Faculty of the National University 

Paquiot 

Rector Paquiot\'s knees were broken in the brazen attack 
which served to galvanize student and civil society 
opposition to the Aristide regime. 
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2. (C) Student groups and anti-Lavalas have cried foul in 
response to the judge\'s decision and alleged intimidation of 
witnesses 

that the decision was the result of Haitian prosecutors 
failing to develop a case against the accused. Minister of 
Justice Magloire echoed that view in conversation with the 
Ambassador after the decision 

uncomfortable with the decision. 


3. (SBU) Coincidentally 

pro-Fanmi Lavalas demonstrators calling for Aristide\'s 
immediate return marched in downtown Port-au-Prince 
finishing in front of the National Palace. While some media 
reported participation exceeding 1 

maximum participation of three hundred. Some demonstrators 
carried posters of Aristide 

folded into hats as protection from the afternoon sun. The 
mood of the crowd 

young teenagers 

MINUSTAH personnel accompanied the march and reported no 
security incidents. 


4. (C) Comment: While So Anne\'s release 

sporadic pro-Lavalas demonstrations and the earlier releases 
of Lavalas activists Rene Civil 

Neptune 

regarding a potential re-emergence of Lavalas violence 

is little evidence that So Anne or any of the other militants 
could successfully re-ignite pro-Aristide instability. Rene 
Civil 

since May and by all accounts actively agitating for violent 
street protests. Thus far he has failed to generate any 
significant support. MINUSTAH claims that Aristide followers 
are slipping back into the country 

to show their hand. While the call for Aristide\'s return is 

still heard 

for Lavalas supporters seems to be the principle goal of 
Lavalas militants. Although moderate Lavalas leaders have 
yet to conclusively consolidate their leadership 

has yet to generate any real support for his return 

is highly unlikely this release will do so. 

SANDERSON 
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interest.\" 


5. (C) Country Director for Continental Airlines Rodolfo 
Saenz expressed concern about a provision in the law that 
would require airlines to accept payment in Nicaraguan 
cordobas. Currently 

dollars and in turn pay all of their fees to the GON and 
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Civil Aviation in dollars. Switching to cordobas would 
generate exchange costs and might be a roadblock when it 
comes to repatriating profits. The foreign airlines in 
Nicaragua have decided 

issue as they feel they won a great deal in the removal of 
the articles on commissions and control of airfares. The 
airlines will continue to quote prices in dollars and 
passengers who insist on paying in cordobas will pay the 
official exchange rate of the date of purchase. 

TRIVELLI 
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Alberto Armendariz 

\"La Nacion 

of the confrontation between Israel and Hezbollah in Southern 

Lebanon 

asking for a full and immediate cease fire in expectation of the 
arrival of humanitarian aid for the desperate civilian population. 


\"The deal 

while Israeli forces continued their land offensive 

simultaneous deployment of Lebanese and UN soldiers in Southern 
Lebanon while Israeli troops are being withdrawn. 


\"... UN Secretary General Kofi Annan opened a special session of the 
UN Security Council by regretting the delay of its 15 members in 
reaching a deal to put an end to clashes. He underscored that the 

last four weeks of disagreement undermined the UN Security Council\'s 
legitimacy while victims amount to 1 

Israel.\" 


- \"Lebanon could abide by the UN proposal 
still missing\" 


Maria Laura Avignolo 

\"Clarin 

were the backdrop pressure in the UN draft resolution for a full 
ceasefire in the war in Lebanon... 


\"Under huge pressure and with the unexpected visit of US Assistant 
Secretary of State David Welch 


SIPDIS 
determined to approve the resolution. 


\"... Hezbollah is not willing to lose in the diplomatic field what 
it obtained in the military field. The UN draft resolution will 
hardly achieve some balance 

and not let the Siniora administration fall in the event Hezbollah 
rejects it.\" 
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- \"The UN has a lot to do in the Middle East\" 


Leading \"Clarin\" carries an op-ed piece by Hugo Martini 

deputy 

of temporary solution to the problem that differs from the procedure 
that the UN is currently attempting - obtaining a ceasefire and at 
the same time deploying a multinational military force in the area 

of conflict... 


\"The political leaders of the Arab and Jewish communities do not 
seem in a position to reach a negotiated solution that will exclude 
the war shortcut. The UN has one of its most important challenges 
ahead since its creation in 1945. It is also an exceptional 
opportunity to justify the need for its existence.\" 


- \"The US will regulate Cuban immigration\" 


Ana Baron 

writes (08/12) \"The US announced that in an eventual post-Castro 
scenario 

government officials who are held responsible for human rights 
abuses. 


\"US Assistant Secretary for Western Hemisphere Affairs Tom Shannon 
said \'The US does not know what direction Cuba will take in the 

short run. We could be at a moment of big change 

be at a moment in which the regime is toughened to reaffirm its 
control...\’ However 

regime will not last long and it is getting ready for its downfall. 


\"... During a meeting with a group of journalists at the US 
Department of State 

process 

the funds to help Cuban dissidents to 80 million dollars for 2007/8 
fiscal years. It is for Cubans to \'define their own future.\'\" 


- \"The old and the evil\" 
Jorge Elias 


writes (08/13) \"... The Cuban succession did not fall on Raul 
on the Cuban Communist Party. Where is Fidel Castro in the 
meantime?.. 


\"In principle 

survival based on moral authority (in spite of state corruption) 
popular support (in spite of domestic and foreign opposition) and 
the state property (in spite of the exiles\' claim of usurpation). 
Economy is a central issue.\" 
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- \"National security is the focus of the US election campaign\" 


Ana Baron 
comments (08/12) \"During latest months 
increased the support for US President Bush. 


\"The White House successfully used the national security issue as 
one of its main priorities during the two latest elections. The 
question is whether this will work in November elections. 


\"A The New York Times article said yesterday that the failed 
terrorist attack in England helped Republican candidates. 


\"The truth is that the author of the article 

not bear in mind that latest opinion surveys have revealed that most 
Americans rely more on Democrats than on Republicans when it comes 
to leading the antiterrorist war. 


\"According to the latest The Washington Post opinion survey 
Democrats have an 8-point lead when people are asked which political 
party they trust more to handle the issue of terrorism. 


\"Only 31% of those surveyed believe that the US and its allies are 
winning the war on terrorism. 


-\"Terrorism - the invisible face of globalization\" 


Oscar Raul Cardoso 

(08/12) \"After seeing the world reaction to the terrorist conspiracy 
that the UK security forces said to have aborted 

paraphrase Jean Baudrillard is big. As the French philosopher 
maintained in 1991 in three controversial essays about the first 
conflict in the Persian Gulf 

terrorism of which George W. Bush talks \'will not happen 
happening 


\"... The idea that the entire operation is nothing but a propaganda 
campaign was quickly established in the Internet global dialogue. 


\"... What are the reasons to maintain this? There are many... - the 
legislative elections campaign 

the impact of his disaster in lraq 

Israeli devastation of Lebanon 

community in finding a solution to the crisis. 


\"... Bush seems to be the perfect echo of George Orwell's \'big 
brother\' in \'1984 

\'freedom is slavery\' were some of the slogans of that epitome of the 
perfect tyrant.\" 


*\"\'Carnal relations 
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Mariano Grondona 

Nacion 

exclude Argentina from its General System of Preferences (GSP)... 
When criticizing this announcement 

\'Argentina already knows what it is to subordinate itself to the 
policies we used to endure in the past 

Argentina no longer has \'carnal relations\' with the US.\' 


\"... However 

addition to repudiating carnal relations with the US 

wonder whether Argentina is heading for a new \'carnal relation\' 
this time with Chavez\' Venezuela.\" 


- \"Kirchner\'s tension with Washington and the G7\" 


Joaquin Morales Sola 

Nacion 

personal reconciliation with George W. Bush. Instead 

acknowledged that the G7\'s indifference to Argentina is a problem 

that should be solved. The G7 has recently conveyed several messages 
of reproach to the Argentine Government. 


\"... Washington has recently made two decisions that irritated 
Argentina. The first one was its announcement that Argentina could 
be excluded from the General System of Preferences. According to the 


USG 


\"The other thing was the G7\'s abstention at the IDB 

however 

electricity network in the North. In this case 

message from Washington to the IDB and Argentina. The US is working 
to change the system of granting easy IDB loans 

political opportunity to establish this position. 


\"The USG message to Argentina had political content - Washington 
does not share the Argentine Government\'s strategy that the State 

should take on the investment that private corporations do not want 

to make 


\"Washington\'s problem is focused on the broken relationship between 
the two presidents... Kirchner\'s behavior astonished Bush - cordial 
bilateral meetings were followed by public anti-US speeches. Some in 
Kirchner\'s entourage say that ties with Washington will be passable 
while Bush is in power 

a Republican who is concerned about Latin America.\" 


- \"\'We have never spoken about carnal relations 
(in Argentina)\'\" 
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Ceferino Reato 

(08/13) \"According to the USG 

unclear when he showed he was bothered by the possible removal of 
preferential tariffs for Argentine imports to the US... 


\"Michael Matera 

Embassy until the new US Ambassador to Argentina Earl Anthony Wayne 
arrives 

has not changed since Kirchner has been in power \'l would say that 

ties continue to be very good based on a sound basis and mutual 
respect.\' 


\"... Matera defended the USG\'s position of reviewing the 

preferential tariffs granted to Argentine products in the framework 

of a broader program 

countries. This was interpreted by Kirchner as a punishment for the 
disagreement over Venezuela and WTO negotiations. Matera said \'this 
is a mistake.\' He added that the USG should prevent those 

preferential tariffs from benefiting those that have stopped being 
developing countries. \'This is one more sign of Argentina\'s 
tremendous economic success and recovery.\' 


\"What seems to be bothering the US most is Argentina and Mercosunr\'s 
support for Hugo Chavez\'s aspirations to obtain a seat as 
non-permanent member of the UN Security Council.\'\" 


- \"The US does not appear on Argentina\'s trade agenda\" 


Alejandro Rebossio 

Nacion 

into account the US when deepening Mercosur\'s commercial ties with 
other countries and blocs. This is not a reaction to Washington\'s 
announcement that it is planning to exclude Argentina and 12 
developing countries from its preferential tariffs. It is a position 
adopted in reaction to the US refusal to lower its farm subsidies. 


\"Consulted about the possibility of a deal between Mercosur and the 
Bush administration 

\'La Nacion\' \'It is hard to see it 

on farm subsidies at the WTO\... 


\"Taiana criticized the US attitude in the debate on farm subsidies 
at the WTO Doha Round. \'There was little disposition to grant 
concessions.\' Anyway 

said she is in favor of successful negotiations at the WTO... 


\"Although the WTO Doha round has been broken off 
want to lower farm subsidies are willing to fight for that because 
this is the only forum where the issue is considered. 


\"... Taiana opined that the stagnation of the Doha Round \'was not a 
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failure due to developing countries but due to the developed 
countries 

make reasonable proposals.\' In this way 

US 


- \"Astonishing verification - Bush is a guy without a sense of 
humor\" 


Julio Blanck 

(08/13) \"... It is true that since Kirchner took power 

House has supported his efforts to restructure the defaulted debt 
and pay the IMF... 


that had invested in the country. However 
of the country 


\"Those who are said to understand geopolitics maintain that 
Kirchner\'s affinity with Chavez irritates Bush 

from the minuet the Venezuelan leader is dancing with Cuba and Iran. 
And he is also bothered by Argentina and Mercosur\'s support for 
Chavez\'s aspirations to obtain a seat on the UN Security Council. 


\"... Bush has now nominated a new Ambassador to Argentina - it is 
Earl Anthony Wayne and his nomination was delayed because he was 
charged with not sufficiently supporting anti-Castro Cubans...\" 


3. EDITORIALS 
- \"Peace 


Daily-of-record \"La Nacion\" editorializes (08/12) \"Violence has 
again taken hold of Lebanon 
Bank with unprecedented intensity. 


\"Bogged down in an increasing chaos of an Iraq that seems to be 
heading for its own implosion 

leadership typical of a nation that is the first world power. Its 

image has deteriorated so much that the country does not seem to be 
in a position to single-handedly lead the Middle East peace process. 
On the contrary 

episodes such as those of Guantanamo and Abu Ghraib... 


\"It is imperative that the international community join the search 
for peace with determination 

it. Argentina should play an active role so that peace can 
prevail... 


\"... Hezbollah should be disarmed and the Lebanese government should 
be allowed to effectively exercise its sovereignty in its entire 

territory. Hezbollah is not only the outcome of resentment and 

hatred but also of the long failure of peace negotiations to solve a 
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conflict that started in 1949.\" 


- \"Colombia in the regional interest\" 


Leading \"Clarin\" editorializes (08/14) \"The beginning of Colombian 
President Alvaro Uribe\'s second term in office has marked the 
opening of a government whose continuity or change will have 
regional influence. 


\"First and foremost 

guerrillas continues to be a major challenge for the Colombian 
government and a source of violence with foreign extensions and 
consequences. 


\"... Another important concern is inequality 
unprecedented levels. 


\"In order to solve these issues 

congressional majority that will allow him to implement his 

policies. We hope he manages to strengthen democracy and security in 
Colombia for the good of Colombians and also because Colombia\'s 
progress will greatly influence the region\'s politics and strategic 
balance.\" 


-\"The need for increasing foreign investment\" 


Leading \"Clarin\" editorializes (08/14) \"The Argentine Government\'s 
call for foreign investment is a particularly important sign of 
realism vis-`-vis the prospects of key sectors of the economy. 


\"... Foreign investors\' reticence is due to the fact that Argentina 
still has a negative image that engenders mistrust 
important when it comes to investment decisions. 


\"For its part 

corporations and sustains interventionist policies of the private 
sector that generate uncertainty about the degree of corporate 
freedom 


\"This is why the Government should bear in mind the economic 
political and institutional factors discouraging foreign investment 
in order to contribute to economic sustainability. And it should 
also be aware that foreign investment must be used to increase 
capital stock and not to denationalize local corporations 
particularly in crucial sectors such as national security or 
culture.\" 


To see more Buenos Aires reporting 
classified website at: 


http://www.state.sqov.gov/p/wha/buenosaires 
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Publishing the article headline as the \"Quote of the Day\" on its 
front page 

as much for Cuba as for all the Americas and it would be a serious 
error to give more oxygen to a regime that is outside of the 
Inter-American framework. That\'s the characterization given by the 
assistant secretary for western hemisphere affairs 

in a video conference with the Argentina media. 


\"The bureaucrat confirmed that the government of George W. Bush does 
not encourage a military approach to the island. We totally reject 

that. Only the Cuban people can determine its democratic 

transition. 


\"...[he] maintained that his government\'s policy is to promote in 
Cuba democratic transition 

into markets 

the IDB 


\"Shannon asserted to the Argentine press yesterday that Cuba should 
reinsert itself into democracy 

human rights and more transparency. This is not a bilateral matter 
between the U.S. and Cuba; but for all the Americas and Cuba. 


\"With respect to Castro\'s recovery and the photos shown with Chavez 
Shannon said information \'is controlled 
don\'t really know the future 


\"And on the relationship with Argentina 
is productive and fluid 


- "Shannon 


Santiago O\'Donnell 

\"That is how the new media strategy of the State Department began to 
be unveiled 

formula: sticks for Cuba 

including now for Venezuela and Hugo Chavez...Venezuela could play 
an important role in Cuba4s transition 

is the U.S.\' most important partner. Venezuela has a commercial 
surplus with our country.\' 


\"Everything was roses for the countries of the region without the 
name Cuba. When asked about the possibility of lifting the embargo 
on the island 

he said in a serious tone. Then he named a long list of demands: 
release of political prisoners 
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organizations 

that unless Cuba becomes Switzerland overnight 
continue boycotting it. 


\"It\'s true: Posada Carriles is under arrest. Not for being a 
terrorist 


\"But it's not easy to promote a war on terror and multiparty 
democracy 


\"That\'s why 
to again isolate Cuba and promote regime change. We were there to 
register the event.\" 


- "U.S. Argentine relations are very good\" 


Jorge Elias 

article 

Argentina...the State Department\'s top official for Latin America 
Thomas Shannon 

criticisms of Nestor Kirchner against George W. Bush 
increasingly frequent defense of Hugo Chavez and Evo Morales. 


\"\...our relationship continues to be productive and fluid\' and \'in 
the following weeks 

deepen it 

that act as a stabilizer\' and that \'cooperation on counterterrorism 


has been excellent.\' 


\"It is a key moment in Cuba\'s history 
he said -- we are seeing a transfer of power in slow motion. 


\"With an eye on Washington and another on Florida 

for Assistance to a Free Cuba 

Carlos Gutierrez 

assistance to the opposition of the island 

The initiative was well received by the Bush government. Without 
mentioning that 

promoting democratic transition. 


\"Venezuela... could play an important role in the democratic 
transition. 


\"Several years ago 

political prisoners 

held free elections 

lifting the embargo. Fidel Castro rejected the offer. 


\"At the end of the day 
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\"We totally reject a military solution. Democratic transition is 
something that only the Cuban people can decide. 


- Business-financial Ambito Financiero also covered the DVC under 
headline \"Latin America should help the political transition in 
Cuba.\" 


- \"The Triple Border 


Daniel Gallo 

(08/17) \"For those people with deep knowledge of the area 
more myth than reality in this triangle formed by Iguazu 
Iguazu and Ciudad del Este. 


\"\'No one has ever confirmed a firm 

terrorist activities in the Tri-Border region: neither through the 
judiciary nor any other form. There hasn\'t even been a legal suit 
against terrorism on those locations 

knowledge on every corner of the three cities. \What happens there 
has more to do with drug trafficking than anything else 


\"If it is common to affirm that the U.S. pressures to increase 
security at the Triple Border 

Department of State\'s own official reports don\'t give the zone major 
significance. 


\"The annual report on terrorism.. [has] a separate section on the 
Triple Border.. but the document published last April 28 states that 
\'information on the operations of extremist Islamic groups could not 
be corroborated. \'\" 


To see more Buenos Aires reporting 
classified website at: 
http://Awww.state.sqov.gov/p/wha/buenosaires 
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the same from the pro-Chavez National Assembly under Cilia 
Flores\' direction 

is left of Venezuelan democracy. End Summary. 


2. (SBU) By a unanimous August 15 vote 
(AN) Deputy Cilia Flores assumed the AN presidency 
her common-law husband 
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the post August 8 to assume his new role as Foreign Minister 
(Ref A). A staunch member of Chavez\'s party 

Republic Movement (MVR) 

other prominent Assembly figures 

President Desiree Santos Amaral and Pedro Carreno. The 
latter served previously as the AN\'s Second President and 
participated with Chavez in the 1992 failed coup attempt. 


3. (SBU) Considerable uncertainty followed Maduro\'s 
resignation and the selection of a new AN president. Several 
deputies told the local media that replacing Maduro was 
\"complicated 

Assembly by surprise. AN Second Vice President 
Hernandez 

selection process and that a new congressional leader could 
be chosen by an Assembly vote or by promoting First Vice 
President Santos to the position. Santos 

Carreno emerged as the front-runners in the race for the 
presidency during several days of speculation in press and 
government circles. 


4. (C) As with Maduro\'s appointment to the AN presidency in 
January (Ref B) 

dictated who would lead the body. By the time the decision 
reached the Assembly floor 

MVR\'s National Tactical Command (CTN) 

Otaiza 

other issues. MVR sources cited in press indicated that the 
CTN during the meeting made the decision on who should fill 
Maduro\'s shoes 

meeting 

\"follow Maduro\'s policies.\" The unanimous endorsement by the 
AN followed on August 15. 
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5. (C) Upon her Assembly victory 

promised that the AN would continue to support the Bolivarian 
revolution with the laws it requires 

\"politics of the parliament closer to the street.\" In line 

with Maduro\'s quest to ensure the opposition-less legislature 
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remains focused on helping to press Chavez\'s agenda rather 
than on internal squabbles 

assume its legislative responsibility with \"more passion\" in 
order to better serve the revolution. Flores also announced 
that she would convoke special legislative sessions to 
approve additional laws. 


6. (C) Flores is Maduro\'’s common-law wife and has been a 
fanatical defender of the Chavez administration\'s legislative 
program. She is expected to carry on a similar tradition in 
her new role 

Todos (PPT) party and AN Deputy 

his nomination of her for the position by saying that he 
wanted to provide \"continuity and governability to the AN.\" 
She supported the 2005 Penal Code Reform 

was designed to provide the BRV more tools with which to 
repress political opponents and the media 

2004 called on the Assembly to open a debate on \"media 
terrorism.\" Flores has served as the leader of the MVR bloc 
in the Assembly. She has long-standing ties to Chavez and 
his Bolivarian movement. She founded the Human Rights 
Bolivarian Circle in 1993 and defended participants in the 
1992 failed coup attempt. 


7. (C) Flores also has substantial anti-US credentials to 

go along with her new job title. In March 

International Women\'s Day March that culminated in a protest 
outside the US Embassy 

against \"US imperialist aggression\" and demanded the United 
States withdraw troops from Iraq. Flores has also been part 

of recent BRV outreach efforts--spearheaded by Maduro--toward 
the Middle East and the recent diplomatic spat with Israel. 
Flores went in early August to Syria and Lebanon 

and other AN deputies delivered a document \"supporting the 
struggle of these peoples and rejecting the current massacre 
of innocent people.\" She is also reportedly a member of the 
Venezuela-lran Parliamentary Friendship Group 

established in February during the visit of Iran\'s 

parliamentary president to Venezuela. 


8. (SBU) Flores and Maduro have one teenage son 
also the mother of three sons (ages 26 

previous marriage 

themselves to be \"non-Catholic Christians.\" 


Comment 
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9. (C) We can expect more of the same from the pro-Chavez 
National Assembly under Cilia Flores\' direction 

given her given her close ties to Maduro and 

close ties to Chavez. We are likely to see in future 
legislative sessions--and perhaps even earlier--the passage 
of more laws intended to further erode what is left of 
Venezuelan democracy and tighten Chavez\'s grip over all 
political life. These could include the NGO law 

National Police Law 

Popular Power. Her appointment is also another sign that 
Maduro\'s radical anti-US faction is gaining strength in both 
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the cabinet and the legislature 
of the AN\'s continued subservience to the MVR. 
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The claimant\'s attorney reported that the United States 
District Court for the Southern District of New York urged 
the parties to reach an agreement on the case. The parties 
dismissed the suit from the court with Venezuela agreeing to 
negotiate the sale of its share in the refinery. On August 

15 2006 

an agreement for the Claimant to buy Venezuela\'s 41.25 
percent ownership participation in the disputed investment. 
Previously 

to the sale to the Claimant if the Claimant matched best 
offer received from third parties. According to the 

Claimant 

share for approximately USD 2.1 billion. The main cause of 
this dispute 

for 17 years 

agreement with no legal assurance of renewal. On August 16 
2006 


(3.) (SBU) UNRESOLVED CLAIMS: 
a. Claimant C: 
b. 2003 


c. Case History: Since 1982 
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consortium of investors with a majority US share 

invested approximately $60 million in developing a diamond 
concession in Venezuela\'s Bolivar state. After extensive 
exploration and evaluation of the asset 

to begin mine development in 2003-2004. However 
September 2003 

withdrew part of Claimant C\'s concession 

non-payment of taxes and failure to comply with other 
obligations. Claimant C disputes these allegations. The 
Embassy and U.S. congressional representatives have raised 
the case with the senior BRV offices. Thus far 

been no return of the concession and four additional 
concessions previously granted to this claimant were 
withdrawn in the first quarter of 2005. Claimant C sought a 
protective measure before Venezuela\'s Supreme Court for the 
withdrawal of the concessions. The request has been 
acknowledged and accepted by the tribunal but there have been 
no significant developments. Claimaint C reported that it 

is confident that if a decision is reached objectively 

company will receive an affirmative finding. The mining 
reform bill currently under discussion in the National 
Assembly 

the mining sector 

Claimant C. 


a. Claimant D: 
b. 1994 


c. Case History: Claimant D 

in foreign exchange losses due to actions taken by the 
Central Bank of Venezuela (BCV) before and after a 
devaluation of the currency in 1995. BCV imposed currency 
controls in 1994 

dollars through the Central Bank. The official exchange rate 
at that time was 290 bolivars to one dollar. Additionally 

1994 presidential decree obligated the Claimant D to sell all 
airline tickets in Venezuela in bolivars 

rate. In early 1995 

dollars for several months immediately prior to a significant 
devaluation of the currency from 290 to 470 bolivars/$1. The 
claimant maintains that the devaluation resulted in a $23 
million loss to the amount held in escrow. The claimant 
brought suit against the BRV in July 1996 

Court of Venezuela dismissed the suit in May 1998. Claimant 
D resubmitted the case in 1999 

made a decision against it in March 2003 and additionally 
assessed Claimant D for court costs and all legal fees. 
Claimant D appealed this ruling in 2004. 
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Claimant D reported it continues to appeal the excessive 
court costs and legal fees associated with the ruling by the 
Supreme Court 

major developments can be reported. 


a. Claimant E: 
b. 2001 


C. Case History: In 1996 

state-owned oil company 

entered into a joint venture agreement. In 2002 

several disagreements between the two parties 

PDVSA started negotiations to dissolve the joint venture and 
to transfer Claimant E\'s shares to PDVSA. This situation was 
exacerbated by the December 2002-February 2003 general 
strike 

provide services to PDVSA. In September 2003 


filed a claim under OPIC political risk insurance 

its investment had been expropriated. On February 24 
OPIC made a final determination in support of this claim and 
made a final payment to the insured on May 12 

claimant\'s lawyer reported that OPIC has not pursued the 
claim in Venezuelan court. 


a. Claimants F1 
b. 2004 


c. Case History: In October 2004 

decision to increase royalty payments by the four extra-heavy 
crude oil projects in Venezuela. Effective immediately 
royalties were raised from 1 percent to 16.67 percent. 
Claimants F1 

projects affected by this decision. These projects were 
negotiated in the mid-1990\'s 

investment and risk of the projects 

1 percent royalty until the individual projects had recouped 
some multiple of their investment or until nine years had 
passed 

appears to violate this agreement. Of the three claimants 
only Claimant F1 continues to reserve its right to 

arbitration. Current moves by the Venezuelan government to 
increase its participation and gain a controlling position in 

the extra-heavy crude ventures complicate any arbitration 
filings on the royalty increase. 


a. Claimants G1 
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b. 2005 


C. Case History: Since late 2004 

of steps to force the oil companies holding Operating Service 
Agreement (OSA) contracts negotiated under a previous 
government in the mid-1990\'s to convert their assets into 
minority stakes in joint ventures with Venezuela\'s state oil 
company PDVSA under the 2001 Hydrocarbons law. These steps 
have included limiting capital expenditure budgets and 
refusal to approve drilling permits. The national tax 

authority SENIAT has also claimed retroactively that OSA 
companies are production companies rather than service 
companies and were subject to 50 percent tax rates for 
2002-2004 and 66.67 percent for 2001 rather than the 34 
percent business tax rate that had been agreed. Claimants G1 
G3 

OSAs to joint venture companies. However 

G4 

setting up the new joint ventures and currently operate in a 
state of legal limbo. Claimant G2 sold its stake in the OSA 

to avoid the consequences of the forced migration. G3 has 
signed their joint venture agreement and is in the process of 
migrating its assets to the new joint venture. 


4. (SBU) CLAIMANT ID LIST 


Claimant A: Sociedad Williams Enbridge Y Compania (SWEC). 
The SWEC consortium includes the Tulsa-based Williams Company 
(45 percent share); Enbridge Inc. 

percent share; and the U.S.-based Northville Industries Inc. 
with a 10 percent share. 

Claimant B: Lyondell Chemical Company 

Claimant C: Guaniamo Mining Company 

Claimant D: American Airlines 

Claimant E: Science Applications International Corporation 
(SAIC) and joint venture company INTESA 

Claimant F1: ExxonMobil 

Claimant F2: ConocoPhillips 

Claimant F3: ChevronTexaco 

Claimant G1: Harvest Resources 

Claimant G2: ExxonMobil 

Claimant G3: ChevronTexaco 

Claimant G4: Andarko Petroleum 

Claimant G5: Williams 
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paradigm involves pairing developed 
underdeveloped countries in a consortium to back education through 
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teacher training 

like. Partnering along the familiar North-South-South line 

countries whose domestic programming 

challenges are closer to those of underdeveloped states would 

utilize third party resource and technical expertise to implement 
assistance. Candaes pointed out that the proposed modality was 
appended to the 2006 G8 Summit Document (the only non-G8 suggestion 
accepted). 


3. Recently returned from Haiti 

UN Division stressed the disconnect in Haiti between the fledgling 
government 

activities; and he stressed the need to harmonize aid structures and 
political policies into coordinated initiatives. Underscoring again 

the need for a triangular paradigm 

Oliveira 

strengthen the country\'s judicial process. She used the example to 
illustrate how a country like Brazil is capable of providing 

assistance in terms of language 

The caveat is that developing nations lack the resources to provide 
assistance on a larger scale. Here again developed countries can 
help augment assistance. 


4. The MRE\'s new Energy Director 

goal of utilizing renewable fuels (emphasis on ethanol) as a 
mechanism to alleviate poverty and build infrastructure in 
underdeveloped countries 

America. According to Simoes 

the technology that will lead to a worldwide biofuel matrix. The 
proposed bilateral MOU with the U.S. and the fledgling Ethanol Forum 
are mechanisms to find the ways and means to achieve this ethanol 
ethos. Simoes concluded by recommending that both Brazil and the 
U.S. attend the regional conference of Energy Ministers in Trinidad 
in the beginning of September. Greg Manuel of S/P expressed the 
Department\'s interest in the GoB\'s proposals and a desire to find a 
path forward. 

He noted that the Department is working on articulating 

a position that will provide a way forward for cooperation 

on biofuels. 
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5. S/P Mcllhenny noted President Lula\'s carefully articulated vision 
of democratic integration in the region 

reflected an affinity of values that should make it possible for 
Brazil and the U.S. to work creatively together in new forms of 
partnership that serve shared interests. In fact 

was already emerging in creative ways that bolstered democratic 
governance 

Few might have expected 

partnership would emerge between us. That it has reflects a 
pragmatic approach on both sides that augurs well for other 
cooperation. 
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6. John Briscoe of the World Bank put the meeting in perspective by 
relating an assistance tale from Mozambique. When countries like 
the United States and Brazil drag their feet 

in the capacity building void. The story\'s moral: governments need 
to change the way they view assistance 

and to find novel ways to support capacity building endeavors. The 
meeting hammered home the point that politics and economics are 
inexorably intertwined and 

Comment 


7. Participants: 


U.S. Side 


S/P Director Stephen Krasner 
Ambassador Sobel 

William Mcllhenny (S/P Member) 
Gregory Manuel (S/P Member) 

Mark Kennon (U.S. Embassy Brasilia) 
Matthew Golden (U.S. Embassy Brasilia) 


Brazilian Side 


Ambassador Antonio de Aguiar Patriota(Under Secretary for Political 
Affairs 


Counselor Joco Tabajara(United States and Canada Division 
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Counselor Glivania Maria de Oliveira (United Nations Department 
DNU) 


Counselor Achilles Emilio Zaluar Neto (United Nations Department 
DNU) 


Minister Antonio Jose Ferreira Simes (Energy Department) 


Minister Antonio Luis Espinola Salgado (Under-Secretariat for 
Political Affairs 


Secretary Jorge Luiz Vieira Tavares (United States and Canada 


SIPDIS 
Division 


Counselor Alessandro Candeas (Ministry of Education International 
Advisor) 


International Organizations 


Mr. Vincent Defourney (UNESCO Representative) 
(World Bank Director) 


8. S/P Krasner has cleared this cable. 
SOBEL 
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Canada has a responsibility to help those suffering from 
circumstances beyond their control. Today\'s announcement is 
about doing just that - bringing urgent relief to people by 
ensuring the availability of much-needed supplies.\" 


3. (U) The two-year fund will be used to respond to requests 
by the Red Cross Movement 

multilateral organizations and NGOs to address Lebanon\'s 
post-ceasefire needs. It will also enable Canada to 
undertake targeted stabilization and reconstruction 

activities 


4.(U) In response to the United Nations Flash Appeal 
Canada on July 28 allocated C$500 

International Committee of the Red Cross (ICRC). Canada is 
also providing C$5 million to UN agencies 

follows: 


a) C$1.75 million to the World Food Program (C$1 million for 
emergency food assistance and C$750 
operations during the Lebanon crisis); 
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b) C$750 

sanitation support in south Lebanon; 

c) C$750 

care services; 

d) C$1 million to UNHCR for providing emergency assistance to 
displaced persons and refugees in Lebanon and neighboring 
countries; 

e) C$500 

Logistics Center to provide logistics coordination and 
support for humanitarian activities in Lebanon; and 

f) C$250 

coordinating the humanitarian response. 


5. (U) Canada has also supported the efforts of humanitarian 
agencies in Lebanon to reach those in need 

transport by sea of humanitarian personnel and over 140 tons 
of relief supplies. 


6. (U) As reported in reftel 

initial C$1 million humanitarian donation to Lebanon. This 
pledge is included in the C$5.5 million allocation announced 
eight days later. Canada\'s aid is provided through the 
Canadian International Development Agency (CIDA). 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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inability to advance change in underdeveloped countries like 
Ecuador. Carrion therefore seeks to refocus Ecuador\'s 
relations on key bilateral partners; Colombia 

and the United States. 


8. (SBU) Another focus of the PLANEX outcome document 
according to Ponce 

consolidation 

Ecuadorian citizens living in the U.S. 

products to the U.S. market 

cooperation to combat transnational crime. Rather than 
addressing short-term challenges (he mentioned the FOL 
ATPDEA extension) 

to focus on broader 


9. (SBU) In an oblique reference to the FOL 

PLANEX document would argue that no foreign soldiers should 
be permitted in Ecuador. (He admitted that it could be 

argued that FOL employees are not soldiers but technicians in 
the joint fight against drugs.) To meet its own security 
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needs 

mechanisms to help Ecuador monitor narco-trafficking for 
itself. Ponce criticized the historic role of the military 

here 

three presidents. U.S. military assistance 

also be viewed as a threat to stability 

the independence of the military. (Note: Carrion and 
Defense Minister Oswaldo Jarrin are considered close allies 
within the cabinet. Jarrin\'s Defense White Paper was 
published on August 10 (Septel) and like Carrion\'s PLANEX 
purports to be Ecuador\'s first comprehensive defense policy 
review since it ended its border conflict with Peru in 1998.) 


USG Interests 


10. (SBU) Carrion has had notable success restoring 
credibility and prestige to the foreign ministry during his 
short tenure 

Ecuadorian perspective. But could it end up affecting us 
negatively? The document certainly reflects the general 
ideological orientation of Ecuador\'s foreign policy 
establishment which does not fully embrace USG perspectives. 
The PLANEX results might initially guide the next 
government\'s policy 

either by formal adoption or less formally as an inherited 
political template. As such it has the potential to harm USG 
interests by limiting the room for maneuver of a pro-U.S. 
administration 

potential to help us by constraining the actions of a 
government more overtly hostile to U.S. interests. 


11. (SBU) Since the PLANEX document is non-binding 
governments will be free to invoke or ignore it as they see 

fit. But as an accurate reflection of prevailing policy 

opinion across most of the political spectrum 

challenges likely to be faced by the USG in advancing some of 
our bilateral and regional counternarcotics and 
counterterrorism objectives. 

JEWELL 
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Sosa\'s own Vice Minister of Industry 
Gustavo Barbery 

somewhere in the Middle East. 


2. (S/NF) Sensitive reporting indicates increasing contacts 
between the GOB and the GOI in past months. President 
Morales met with lran\'s Ambassador to Venezuela 
Sobhani 


Column 3 

July 4 

possibly related to a Venezuelan-lranian donation of fifty 
tractors to Bolivia. Separately 

president\'s office confirmed that Iran sent a Brazil-based 
special envoy to Bolivia in July. We were offered no 
read-out of this visit. 


3. (S/NF) Comment: We have cautioned the GOB about pursuing 
relations with Iran. Our inability to confirm Sosa\'s 

reported MOU is unsurprising 

which is surrounding the GOB\'s flirtation with Iran. We would 
not 

The evolution of this relationship is clearly something that 

is being pursued at the highest level of this government. 

While Vice President Garcia Linera has indicated to us that 

he understands U.S. concerns 

probably on the direct initiative of President Morales and at 

the instigation of Venezuelan President Hugo Chavez. The 
broad nature of the agreement reported would seem to indicate 
more a statement of intent to expand relations than a 
confirmation of concrete action. Nonetheless 

expertise that could be useful to the GOB 

the hydrocarbons field 

continuing to explore expanding ties. End comment. 
GREENLEE 
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August 15 to identify and agree on donors\' next steps to coax 
the incoming post-election government into implementing 
critical governance reforms. 


2. (C) The donors agreed on seven key reform priorities 


REFORMS IMPACTING THE DISTRIBUTION OF POWER: 
-- Reforming the electoral system to make Parliament 
accountable to the electorate. 


REFORMS IMPACTING THE EXERCISE OF POWER: 

-- Reforming GECOM and the technical machinery for elections. 
-- Holding local government elections (last held in 1994 and 
overdue since 1999). 

-- Reforming the media 

through the design 

media legislation. 

-- Reforming the security sector (police 

-- Reforming the public service. 

-- Reforming public finance mechanisms. 
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3. (C) Reform efforts are already underway for items two 
through seven 

reinvigoration. The first item -- forging a connection 

between the electorate and their representatives in the 
National Assembly -- is the linchpin for Guyana\'s future. 
Currently on election day Guyana\'s voters choose a party 
knowing who is its candidate for President. But they do not 
know whom they are choosing to represent them in the National 
Assembly. Party headquarters pick and choose their MPs from 
their party lists after finding out how many seats they won. 
Therefore 

accountable only to their political parties and not to the 
people. The six critical reforms involving exercise of power 
all depend on Parliamentary action. Some have been stalled 
for over a decade. Without accountability of 
Parliamentarians to the electorate 

press for the governance reforms they want. Donors are of 
one mind that without changing this perverse Marxist-inspired 
electoral system 

plan is doomed. Guyana can only move forward if its people 
can elect the legislature directly and hold it accountable 

for its actions 


4. (C) Donors have reached consensus on the next step -- 
capitals and international organizations should coordinate 
their post-election congratulatory messages to the winning 
presidential candidate (likely to be Bharrat Jagdeo again) to 
highlight the critical need for renewed efforts on reform 
programs 

electoral system. Unless Department objects 

Post will work with the donor group to draft points on 
governance reforms that we will encourage capitals 
(Washington 

UN 

drafting their individual congratulatory messages to the 
election winner. 


5. (C) This next step builds on our successful efforts in 
early July (in coordination with the UK 

get political parties to commit to post-election governance 
reforms (reftels). The parties made the commitments we 
wanted them to -- we should remind the winner of his 
commitment immediately after elections. 


Thomas 
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interest in: using the military to fight poverty through 
U.S.-style New Horizons exercises 

for High Level National Studies (CAEN) 

riverine program. End Summary. 


2. (C) Ambassador 

met with Peru\'s Minister of Defense (MOD) Alan Wagner Tizon 
MOD Political Advisor Ambassador Bellina 

Admiral Nieto 


3. (C) MOD Wagner led off by stressing Peru\'s need for 
greater surveillance to assure control over its sovereign 
spaces. This is not just a border issue 

Peru internally. Describing the Amazon region 

that Peru \"cannot let this region become the wild West.\" 
Ambassador noted the successful June 2006 demonstration by 
the U.S. Customs P-3 surveillance aircraft 

U.S. sought to use Piura as a temporary location for P-3 CN 
flights once or twice a month for a week at a time. In this 
connection 

aircraft. 


4. (C) Ambassador explained that Peru does not have access 
to S-3 Viking aircraft and similar equipment through the 

Excess Defense Articles (EDA) program because Peru and the 
U.S. have yet to reach agreement on Article 98. The MOD 
replied: \"How can we be pragmatic?\" Ambassador suggested 
that both sides review the 1952 Military Cooperation 
Agreement and seek ways to interpret it to this end. MOD 
stated that he would talk to Foreign Minister Jose Garcia 
Belaunde about this 

cooperate\" on maritime interdiction. (Comment: MOD Wagner 
has been known as an uncompromising critic of Article 98 and 
surprised us with his apparent flexibility. End Comment). 


5. (C) Admiral Zegarra added that the Joint Command and the 
MOD are preparing a proposal on Article 98. He explained 
that the Peruvians are developing a plan for maritime 
interdiction 

major end items as well as strategic input from the U.S. 
(resources to which they would presumably have access after 
signing an Article 98 agreement). 


SOFA 
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6. (C) Ambassador brought up the need for/possibility of a 
Status of Forces Agreement (SOFA) to reduce the bureaucratic 
procedures required for bringing U.S. military personnel into 
Peru for training missions 

we re-examine the 1952 Military Cooperation Agreement and 
determine how that might point the way toward a SOFA. His 
Political Advisor 

Peruvians have the Embassy\'s proposed text for a SOFA 
that it \"presents difficulties\" for Peru\'s legal framework 

and that they would like to see it re-framed in \"more 
symmetrical terms.\" 


7. (C) Wagner stated that he intends to improve training in 


the Peruvian Armed Forces. Related to this 

further develop the Center for High Level National Studies 
(CAEN) into a more robust institution 

\"communication vehicle to promote connections between the 
military and civilian society. (Comment: The CAEN is the 
Peruvian equivalent of the National Defense University. It 

is poorly funded 

come from the middle and lower ranks of Peru\'s academic world 
and teaches some fairly mechanical interpretations of 

strategy. It would be a great candidate for renovation. End 
Comment.) Wagner mentioned Dr. Richard Downey 

the Center for Hemispheric Defense Studies (CHDS) 
Washington contact who had agreed to help the CAEN develop a 
stronger program of military education emphasizing executive 
planning and management. 


8. (C) Wagner praised previous U.S. assistance in setting up 

a Riverine Program in Peru. He identified riverine 

capabilities as essential to the Peruvian Armed Forces\' plans 
to reassert GOP control in areas of the Amazon now dominated 
by narcotics and arms traffickers. Ambassador noted the 
Embassy\'s assistance along the northern border with Colombia 
in the areas of logistics 

intelligence. (Comment: The Embassy discontinued its 
assistance to Peru\'s riverine program two years ago because 

it consistently failed to meet its goals. End Comment.) 


9. (C) Wagner stated that in zones like the Ene and Apurimac 
River Valley (VRAE) and the Upper Huallaga 
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had not only to fight terrorists and narco-traffickers 

also had to be seen as assaulting \"the fundamental problems 
that feed terrorism.\" This means attacking poverty. In this 
connection 

to the New Horizons (NH) Exercise in Lambayeque in September. 
Wagner expressed interest in developing similar capabilities 
within the Peruvian Armed Forces 

provide \"direct attention\" to citizens\' needs in areas like 
health care and school construction. Such activities 

said 


10. (C) Wagner particularly admired the NH Program\'s 

capacity for digging wells 

good on President Garcia\'s promise to bring potable water to 
millions of Peruvians. Admiral Zegarra chimed in that there 

was nothing like seeing the grateful faces of recipients of 

NH help and that such training was essential to hone military 
responses to natural disasters. Both the MOD and the 
Ambassador noted how programs like NH have to be based upon 
buy-in from local political leaders. The Ambassador stated 

that Lambayeque Regional President Yehude Simon\'s support for 
NH had proved critical in laying the groundwork for the 
exercise\'s present success. 


11. (C) Ambassador mentioned that the U.S. had prepared a 
proposal for an Intelligence Sharing Agreement with Peru 
which would guarantee the protection of shared sensitive 
knowledge. We had not presented this to the Toledo 
Government 

their term. MOD Wagner replied that good intelligence was 
essential for the Peruvian Armed Forces to carry out their 
various missions. COL Fargo added that such an accord would 
also complement the CNIES facilities that the U.S. is 
establishing in Iquitos 

that the Liaison Officer Position in Key West -- whose job is 
to assist with CNIES and maritime interdiction -- remained 
unfilled because the Peruvian candidate had been blocked by 
involvement in an ongoing human rights court case. MOD 
Wagner said that the candidate had to be changed 

directed that he be replaced by a Naval Officer. 


12. (C) Comment: The new MOD''s interest in securing U.S. 
military assistance appears to trump his past virulent 
opposition to Article 98 

progress on an agreement. This 


replace an officer candidate tainted by possible human rights 
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violations 
on his part. 
STRUBLE 
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could confront the government and hold our ground.\" 


Protest\'s objectives 


4. (SBU) The latest round of protests began in May as part of 
a now-annual ritual in which state teachers demand improved 
salaries and benefits 

demand that Governor Ruiz be removed from power. However 
the dissident teachers\' union led by Enrique Rueda Pacheco 
and organizations represented by the APPO are distinct. 
Pro-democracy forces have been working for decades to wrest 
control away from the PRI 

latest manifestation of this effort. Teachers 

organizations 

radicals have all come together under the banner of calling 

for the governor\'s removal. Beyond this common cause 
organizations have disparate interests 

tactics. 


Oaxaca\'s unfolding political crisis 


5. (SBU) On August 17 

professionals in Oaxaca began a general strike of indefinite 
duration. On August 13 

a silent march through Oaxaca City 

case of the unexplained murder of Jose Jimenez 

striking teacher 

Ruiz resign. On August 10 

occupying a nearby building that was subsequently set on fire 
by protestors. An APPO spokesperson blamed the governor for 
directing the shooting 
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has denied. Protestors held four people hostage following 
the incident 

On August 9 

including a 12-year old boy 

the Oaxaca City protests. The motivation of the killings is 
not known 

associated with the unrest. Also on August 9 
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attacked a local newspaper 

of the governor. Observers speculate this was done by 
mercenaries loyal to Ruiz. On August 3 

when he resisted the hijacking of his official vehicle 

of a wider campaign to hijack public vehicles and threaten to 
burn them in order to increase pressure on the governor. 


6. (SBU) Last week\'s killings were the first in the three 
month-old protest and appear to mark a serious escalation. 
Until now 

The protesters have sporadically shut down city streets as 
well as the highways to Mexico City and the airport 

federal and state government buildings 

television station 

zocalo (central square) into a mass encampment. However 
walk through the zocalo 

and shops and street vendors have buyers 

reports of vandalism and economic damage have been 
exaggerated. 


7. (SBU) The intensity of the protest ebbs and flows. In the 
capital city 

avoid possible confrontations with protesters -- and city 
services have diminished. Tourists appear safe 

center is uncomfortable to travel in. There were only a few 
thousand protestors in Oaxaca City when poloff visited the 
week of August 7 

left on vacation; although union leaders have asked them to 
return 

earlier in the strike. While the protests have been focused 
in Oaxaca City 

throughout the state. Every area of Oaxaca has been 
affected 

communities. 


8. (SBU) A Mexican professor told poloff she believes 20-30 
percent of the teachers are \"true believers\" in the protests. 
However 

strike 

told by union leaders. The result: education at the 
elementary and middle school levels has ground to a halt. 
Students lost a month of school in May; with the ongoing 
protests 

with no assurance of when classes will resume. A 
Oaxaca-based sociologist told poloff that while most Oaxacans 
support the teachers\' cause 

their way and question the union\'s methods 

relic of the PRI era. 


Extremist elements on both sides 
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9. (SBU) Militant elements on both sides of the conflict may 

be willing to resort to violence 

no public support. Within the protest movement 

young anarchists (mostly students) have commandeered buses 
blocked roads 

vehicles. There are also some militant peasant organizations 
whose members have come to Oaxaca City carrying wooden clubs 
and metal pipes for defensive purposes. On the 
\"pro-governor\" side 

have been intimidated by mercenaries and other militants 
some contacts speculate were also responsible for the August 
10 killing of Jose Jimenez. Poloff also heard rumors that 
former governor Jose Murat is involved in supporting various 
militant groups. As a local journalist told poloff 

easy to create chaos in this situation. If someone wants to 

act violently 


An isolated governor 


10. (SBU) Amidst the ongoing protest 

that the governor has lost legitimacy and faces an 

increasingly desperate situation. The academic dean of 
Oaxaca\'s Benito Juarez Autonomous University said that Ruiz 
is isolated and looking for a way out. He doesn\'t want to 
resign 
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it appears increasingly unlikely that he will regain his lost 
authority. Because protestors have blocked the governor\'s 
office 

Some observers were surprised that he hasn\'t resigned yet and 
suggest he could order forceful action against the protestors 

in the coming days with the goal of provoking federal 
intervention. A Oaxaca-based journalist speculated that 

the current highly-charged environment 

security could even be under threat. 


11. (SBU) The following scenarios are possible if the 
governor steps down or is removed from office. If Ruiz 
resigns before December (before his two year mark in office) 
then the PRl-controlled state congress would appoint an 
interim governor and call for a new election; given the 
current political climate 

win. If Ruiz resigns after December 

would vote for a new governor -- likely a PRlista -- to 
complete his term (Note: the PRI holds 23 out of 42 seats in 
the state congress. Endnote). Alternatively 
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congress could vote to remove Ruiz from office and then 

choose his successor. Under this scenario 

that the PRI and PAN might work out a deal for the successor 

to be a PRI governor in exchange for PRI cooperation in the 
national congress. Another option would involve Ruiz asking 

for a leave from office 

would be named 

would choose a successor in December to complete Ruiz\'s term 
if he did not return from leave. 


Dim prospects for a negotiated solution 


12. (SBU) There are few signs of progress at the state level 
toward a negotiated solution to Oaxaca\'s political crisis. 
Each side has hardened its respective position 

the chance for a settlement. Previous mediation efforts have 
failed. The leaders of the protest movement say they will 
accept nothing less than the governor\'s resignation or 
removal from power; meanwhile 

indication he would step down. The key actor may be the 
federal government 

intervene militarily and has called instead for a political 
settlement 

political level. Local teachers\' union leaders have rejected 

a meeting with a visiting delegation of federal Secretary of 
Government (SEGOB) officials 

and that they will only accept mediation from the Secretary 
of Government himself 

National Senate. Mediation by the federal government would 
bring the best hope for a negotiated solution. 


Little connection to Mexico City sit-in 


13. (SBU) The Oaxaca situation has its own dynamic 
objectives 

Mexico City 

allegedly 

are \"extra-party\" organizations whose main grievance has been 
with Governor Ruiz and the PRI 

limited presence in Oaxaca. They successfully mobilized 
during the recent elections to oust the PRI from much of the 
state\'s government. However 

part of social movements generally suspicious of electoral 
politics. A professor at UNAM said that while he doesn\'t see 
a connection between the Oaxaca and Mexico City protests 
\"both situations reveal the failings of the present 
governments (state and federal) to satisfy the basic demands 
of the poor.\" 
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Economy suffers 


14. (SBU) The Mexican Employers Federation estimates that 
tourism to Oaxaca is down 75 percent as a result of the 
ongoing protest 

$45-$60 million. Some of this loss has been generated by an 
exaggerated media reaction. An AP story that erroneously 
reported that checkpoints had been set up for tourists 
probably cost Oaxaca City millions of dollars in lost 

tourism. While Oaxaca City has been hurt economically 
informal economy has continued to function largely unaffected 
by the strikes and the formal sector is treading water with 

the continuing 
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Since the teachers strike annually in May and June 

months were not anomalies for Oaxaca\'s economy. However 
continuation of the strikes hurt businesses badly in July 

when the annual Guelaguetza festival was cancelled. Apart 

from nearby villages whose economies are connected to Oaxaca 
City\'s tourism industry 

state 

unchanged by the protests. 


Comment 


15. (SBU) Teachers union and APPO leaders have capitalized on 
public resentment toward the governor following the events of 
June 14. The protestors are angry and well-organized. This 
staying power gives credibility to their stated refusal to 

end the protest until Ruiz is out of office. Despite anger 
toward the governor 

peace and many outside APPO and the teachers union want a 
quicker resolution of the political crisis. The protestors 

know they want Ruiz out 

could unite the multiplicity of forces calling for his ouster 

and replace him. 


16. (SBU) Comment continued: While the movement to oust the 
governor is statewide 

Oaxaca City and a few contested municipalities. At this 

point 

The more radical of the protestors can be expected to 

continue upping the ante until they provoke the governor\'s 
departure or a military intervention. There are no 

indications that Ruiz would be able to regain his ability to 

govern by waiting this period out or using force to disperse 
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the protestors. An intervention by government forces could 
easily result in bloodshed. 


17. (SBU) Comment continued: There are few signs that Oaxaca 
will become a \"battleground\" for the national elections 

dispute. Popular support for AMLO and his electoral 

challenge may be lending some energy to the broader Oaxaca 
strike 

however 

nation-wide protests calling for a full recount 

be one of the easiest areas to mobilize. As Oaxaca\'s protest 
continues 

to lose. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
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had not been operating in coordination with Chinese vessels. 
He noted that MOFA\'s demarche to Beijing inquiring about the 
activities of the PRC vessels had been met with no response. 
SCHIEFFER 


75292 
removed from the Tier 2 watch list. 


2. (U) Post informed Director Lee that AIT is required to 
submit an interim assessment of Taiwan\'s progress toward 
redressing these and other anti-trafficking shortcomings 
stipulated that re-assessment of tier rankings would not 

occur until next year. Post further advised that AIT will be 
working directly with other Taiwan authorites and 
non-governmental organizations to prepare the interim 
assessment and final report. Director Lee noted that MOFA is 
not directly involved in Taiwan\'s anti-trafficking efforts 

but offered MOFA\'s assistance in coordinating meetings and 
communications with the Executive and Legislative Yuan 
Ministry of Justice 

Taiwan agencies involved in anti-TIP efforts. MOFA/NAA 
Fourth Section Chief Constance Wang said Taiwan authorities 
could benefit from direct contact with their USG 

anti-trafficking counterparts through in-person or video 
conferencing. 

YOUNG 
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Nihon Keizai: 
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(1) Terrorism aimed at containing political activities and speech 
cannot be allowed 

(2) Eliminating tragedies in the northern waters 


Sankei: 
(1) Post-Koizumi contenders should show how they will set policies 
(2) New era for planets: Beautiful names needed 


Tokyo Shimbun: 
(1) Shooting of fishing boat: \"Retaliation\" will not settle issue 
(2) Major power outage: Make more efforts to reduce damage 


3) Prime Minister Koizumi to leave for Central Asia on Aug. 28 


SANKEI (Page 5) (Full) 
August 18 


The government announced yesterday that Prime Minister Junichiro 
Koizumi would visit Kazakhstan and Uzbekistan in Central Asia on 
Aug. 28-31. It is the first time for an incumbent Japanese prime 
minister to visit Central Asia. The purpose of Koizumi\'s trip to 
these two countries 

petroleum 

with them 

conducting active diplomacies there. 


Koizumi is expected to meet Kazakhstan\'s President Nursultan 
Nazarbayev and Uzbekistan\'s President Islom Karimov. 


4) Fishing boat shooting incident: Senior vice foreign minister 
dispatched to Russia to seek release of crew 


YOMIURI (Page 1) (Full) 
August 18 


Following the incident in which a Russian Border Guard patrol vessel 
fired at a Japanese fishing boat in waters near Kaigarajima 

the disputed Northern Territories 

(35) was killed 

Vice Foreign Minister Yasuhisa Shiozaki to Moscow for talks with the 
Russian government for the release of the fishing boat crew. MOFA 
Parliamentary Secretary Akiko Yamanaka yesterday arrived in Nemuro 
City 

island now. She will leave for the island as early as today. 


Since the incident involves jurisdiction over the Northern Islands 
including investigations into and prosecution of the crew 
compensation for damage to the boat 

settle the issue in high-level talks. 
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SUBJECT: JAPANESE MORNING PRESS HIGHLIGHTS 08//06 


Shiozaki left Narita yesterday evening. He plans to meet with a 
high-level Russian government official in Moscow and strongly demand 
the release of the crew. He also intends to exchange views on 
measures to prevent a recurrence of such incidents and ways to 
secure safe fishing in waters near the Northern Territories. 


Yamanaka intends to land on Kunashiri on a Japan Coast Guard vessel 
as soon as coordination with the Russian side on the handover of 
Morita\'s body is made. She said she also wanted to debrief the three 
surviving crewmembers. 


5) Russians fire at fishing boat: Number of jurisdictional issues 
being faced 
release of crew members 


YOMIURI (Page 2) (Excerpts) 
August 18 


The incident on Aug. 16 near Kaigarajima in the northern territories 
in which a Russian patrol boat fired on and captured a Japanese 
fishing boat stems not only from the unresolved territorial dispute 
over the northern islands. The issue of jurisdictional control in 
waters in this area also is a major impediment to resolving the 
situation. The government 

Japan\'s possession 

crewmembers 

and killing one of the fishermen. The Russian government 
effective control of the four islands 

was an appropriate action taken within our country\'s territory 

it is inevitable that negotiations will face rough going. 


No visa access 


The government has stressed the following to the Russian government 
following the incident: 1) the body of the slain crewman 

Morita 

the shooting should be punished; and 3) Japan reserves the right to 
seek damage compensation for the loss of life and goods. 


Currently 

northern territories 

requested by Russian authorities and can visit in the form of not 
having a visa. This time 

Minister Akiko Yamanaka and other Foreign Ministry officials going 
to the northern territories to recover the body of the slain 

fisherman be covered under the regular no-visa procedure. Although 
the Russian authorities have agreed 
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current situation of having to get approval for access without a 
visa is symbolic of the difficulty of resolving the northern 
territories\' issue.\" 


6) US to deploy six Aegis ships in Pacific to cope with threat from 
North Korea 


ASAHI (Page 2) (Excerpts) 
August 18 


Kei Ukai 


The US Defense Department has decided to double the number of Aegis 
ships capable of shooting down enemy ballistic missiles in the 
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Pacific to six by the end of the year. This is part of efforts to 
cope with the threat from North Korean missiles. Rear Adm. Alan 
Hicks 

this plan to reporters after a meeting in Alabama on Aug. 16. 


The six Aegis ships carry the Standard Missile 3 (SM3) system. Hicks 
said: \"It will become possible to shoot down short- to medium-range 
ballistic missiles 

Aegis ships carrying the SM3 system to 18 in several years. 


7) US Navy to set up emergency unit for possible radioactive 
incident at Yokosuka base 


TOKYO SHIMBUN (Page 3) (Excerpts) 
August 18 


The US Navy is planning to set up an emergency operation center 
(EOC) at Yokosuka Naval Base (Kanagawa Prefecture) to deal with 
possible radioactive incidents involving a nuclear-powered aircraft 
carrier to be deployed at the base. According to informed sources 
yesterday 

the military and the Energy Department will be stationed at the 
center. 


The US Navy had said: \"A large scale accident of radiation leakage 
to the outside is inconceivable.\" But it has been found that it is 
preparing to set up a system to deal with an emergency. 


According to the informed sources 

building adjacent to the US Navy Command Center located about one 
kilometer from the 12th birth at which the nuclear aircraft carrier 
George Washington (102 
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2008. In the center 

to see the state of the atomic furnace and an instrument to measure 
the volume of radiation around the furnace. In times of emergency 
the expert staff will collect information and instruct measures to 
prevent damage. 


The US Navy reportedly plans to complete a system to prevent 
radiation leaks in the base by the summer 

be carried out 

radiation 


8) Sluggish responses in government 
fire 


NIHON KEIZAI (Page 2) (Full) 
August 18 


A fire broke out and burned down the parental home and office of 
Liberal Democratic Party member Koichi Kato on Aug. 15. In front of 
the house 

the man is a member of a rightwing group and now believe that he had 
set fire to the home in reaction to Kato\'s critical stance of Prime 
Minister Junichiro Koizumi visiting Yasukuni Shrine. In political 

circles 

with very few commenting on it in the government and ruling 

parties. 


In a meeting of the Yamasaki faction yesterday 
friend of Kato 
trend of resorting to violence to try to suppress speech on Asia 
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diplomacy. This is a serious problem. | would like to discuss future 
options for Asia diplomacy in supra-factional meetings.\" 


Last night 

national secular war memorial 

Kato is also a member of this group. In addition to the two 

Minshuto (Democratic Party of Japan) Secretary General Yukio 
Hatoyama 

the meeting. The participants shared the view that \"the incident is 
unforgivable.\" Based on the view that the prime minister\'s Yasukuni 
visits are highly undesirable 

secure a budget for studying the feasibility of constructing a 

national secular war memorial. 


Meanwhile 
arsone incident. An aide to the prime minister said: \"There is no 
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plan to issue a comment.\" Deputy Chief Cabinet Secretary Seiji 
Suzuki only told reporters: \"We have not been informed of details 
and coordination is underway.\" 


In the opposition camp 

Minshuto said: \"Setting fire to a house with the aim of suppressing 
speech is a terrorist act and unforgivable.\" Japanese Communist 

Party Secretary Ichida commented: \"The arson is almost undoubtedly a 
dirty terrorist act to suppress political activities over the issues 

of Japan\'s war culpability and Yasukuni Shrine.\" Social Democratic 
Party President Fukushima said: \"The act is to suppress freedom of 
speech and political activities 

terrorism.\" 


Kato told reporters yesterday: \"I feel the current trend is moving 
in a unilateral way. This is an undesirable social trend. | have 
responsibility to continue to make statements.\" 


9) 2006 LDP presidency: Securing 20 members difficult; High wall for 
Tanigaki and Aso to get 20 supporters 


MAINICHI (Page 3) (Excerpts) 
August 18 


In order to run in the Liberal Democratic Party (LDP) in September 
Finance Minister Sadakazu Tanigaki and Foreign Minister Taro Aso are 
now trying desperately to secure recommendations by 20 LDP 
lawmakers 

presidential race. Tanigaki belongs to a 15-member faction; and the 
faction to which Aso belongs has only 11 members. Cooperation with 
other factions is absolutely necessary for them to run in the 

election. However 

Chief Cabinet Secretary Shinzo Abe would be better for them 

trend of betting on the winning horse continues. Many lawmakers seem 
to be thinking that if they don\'t back Abe 

cold shoulder. In particular 

since he has assumed a stance of facing down Abe. 


In a meeting of the Tanigaki faction yesterday 

Representatives member Koichi Yamamoto expressed his sense of crisis 
over the Tanigaki campaign: \"The Abe train is packed with 

passengers. Also the deck is filled to capacity. The rooftop is the 

only place for passengers to stand.\" 


The Tanigaki faction initially expected support from the Niwa-Koga 
faction 
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faction spun from the former Miyazawa faction. Recently 

faction heads Yuya Niwa 

Makoto Koga 

Hakuo Yanagisawa 

their support for Abe. The number of supporters has increased in the 
Yamasaki faction 

rebellion (in November 2000 in which Kato called on then Prime 
Minister Yoshiro Mori to step down). It is now impossible for 
Tanigaki to get recommendation from those factions. 


Therefore 

individual LDP members to support Tanigaki. The faction intends to 
play up the value of Tanigaki 

will be led by Abe or Aso 

factions are reacting coolly 

member commented: \"Senior and mid-level members are reluctant to 
back Mr. Tanigaki since they are anxious about posts in the 

future.\" 


10) Aso\'s campaign pledges in bid for LDP presidency: Would lower 
the age for starting compulsory school education; Advocates plan to 
double feeling of being affluent 


SANKEI (Page 5) (Full) 
August 18 


Foreign Minister Taro Aso will announce on Aug. 21 his campaign 
pledges for the September Liberal Democratic Party (LDP) 
presidential election. The pledges titled \"Japan\'s Fundamental Power 
- Challenge to Vitality and Security\" were revealed yesterday. In 
his campaign pledges 

starting compulsory school education and a plan to double one\'s 
feeling of affluence 

living space by flexibly applying public investment. In the foreign 
policy area 

He does not mention when he would hike the consumption tax 
stipulating that priority would be placed first on strict cuts in 
expenditures. 


Plan to double feeling of affluence 


In order to create a society in which people feel they have real 
affluence 

expansion to a policy of qualitative improvements in lifestyles. 
Productivity can be doubled by technical innovation. He advocates 
the application of public investment for projects directly linked to 
such quality of life areas as improving railroad crossings and 
laying power lines underground. He proposes a 
three-generation-family plan by building housing with broad living 
space 

supports child care programs. 
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Economic policy 


He is not a fundamentalist on fiscal reform. He would implement 
drastic policy tax cuts so that industries would be able to develop 
new technologies and move ahead in growth areas. He places top 
priority on first reducing expenditures and later consider 
increasing taxes. 


Education reform 
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He would lower the starting age for compulsory school education by 
one or two years from the current age of six. Give children during 
that period thorough moral and basic education. 


Foreign policy 


Makes efforts to stabilize ties with Asia 

alliance. Good Japan-China relations are indispensable for regional 
stabilization in Asia. Deepen strategic ties with India. Create a 
diplomatic strategy with an eye on the Korean Peninsula in the 
future. 


Simple and warm government 


Aims to create a simple and warm government that is small but strong 
under the leadership of the prime minister. Reorganize the present 
Cabinet Secretariat 

Communications Ministry to be organizations that would in charge of 
a comprehensive national strategy. 


Decentralization 


He would introduce the \"regional bloc or doshusei \" system 
about 10 regional blocs in the country. 


Political reform 


Senior research commission members would also serve as senior vice 
ministers and parliamentary secretaries. If necessary 
chairmen would become cabinet members. 


11) Kyodo News Agency poll on LDP presidential race: With 53% 
popularity rating 
next prime minister 
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TOKYO SHIMBUN (Page 2) (Full) 
August 18 


According to a nationwide opinion poll by Kyodo News August 15 - 16 
Chief Cabinet Secretary Shinzo Abe held firmly to his place as the 
top candidate 

to succeed Prime Minister Koizumi 

previous survey in July. Finance Minister Sadakazu Tanigaki secured 
second place at 14.8% 

survey. The support rate for Aso rose 5.7 points to 11.2%. 


Former Chief Cabinet Secretary Yasuo Fukuda (22.4% in the previous 
poll) 

decision not to run in the election. About half of Fukuda\'s 

supporters seem to have shifted to Tanigaki 

Koizumi\'s visits to Yasukuni Shrine. The support rate for Abe among 
LDP supporters reached 73.5%. Abe\'s views are seen as close to those 
of rank and file LDP members and friends of the LDP. 


Regarding the prime minister's Yasukuni visit on August 15 
those who supported Abe approved of it 
replied 


12) Internet monitoring survey on LDP presidential election: 25% of 
votes from Fukuda supporters go to Tanigaki 
Aso 
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August 18 


The 3rd Internet monitoring survey on post-Koizumi contenders 

carried out by the Yomiuri Shimbun on August 4 through 8 

25% of votes from supporters of former Chief Cabinet Secretary Yasuo 
Fukuda 

Tanigaki 

Minister Aso. 


Since this poll continuously monitors the same persons 
possible to follow up changes in their replies from the previous 
survey. 


It is believed that the largest bloc of votes from Fukuda supporters 
went to Tanigaki 

issues are close to those of Fukuda 

of Prime Minister Koizumi\'s visits to Yasukuni Shrine. However 

of pollees replied 
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premiership 
supporters of Fukuda. 


Abe maintained first place at 48% 
came in second at 15% 
over the previous survey. 


Broken down by party affiliation 

Liberal Democratic Party (LDP) named Abe 

11% and Aso with 9%. Among those who support the Democratic Party of 
Japan (Minshuto) 

and Aso with 13%. 


SCHIEFFER 
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Malloch Brown emphasized that UNIFIL would not undertake a 
large-scale disarmament of Hizballah. UN Department of 
Peacekeeping Operations (DPKO) Assistant Secretary-General 
Annabi added that the UN expects \"no arms in sight\" in its 
Area of Responsibility (AOR). USUN Ambassador Wolff praised 
UNIFIL 

noted the USG would provide logistics 

intelligence support to the expanded force. 


3. (U) Summary cont 

17 with PM A/S Hillen and Ambassador Wolff before the TCC 
meeting 

noted that Israel\'s stated unwillingness to accept 
contributions from countries with which they do not have 
diplomatic relations was a serious problem. Malloch Brown 
acknowledged that controversial Malaysian statements had 
probably ruled out their participation in an expanded UNIFIL 
but argued that \"we need to hold the line\" with Indonesia. 
In a separate meeting August 17 with an Israeli delegation 
Annabi also urged the GOI to reconsider Indonesia 
participation 

under firm blue helmet command and control and assuring 
Israel that the UN would take swift action in the event a 
problem arises. End Summary. 


Malloch Brown Appeals for Troops 


4. (U) Malloch Brown began the meeting with an impassioned 
appeal to potential troop contributors to help secure a 

lasting cease-fire by committing forces to an expanded 
UNIFIL. The UN officials then outlined the force\'s concept 

of operations (CONOPS) and rules of engagement (ROE) 
promised to provide drafts of the actual documents to TCCs on 
August 18. (Note: USUN will forward these documents to the 
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Department when received. End Note.) He asked member states 
to review these guidelines and provide firm commitments of 
forces to the UN in the next few days. Describing the 

expanded UNIFIL as a truly multilateral force 

also noted it should be comprised of personnel from a \"core 
group\" of countries with supplementary contributions by other 
TCCs as appropriate. 


5. (U) Malloch Brown also made clear that UNIFIL should only 
be expected to \"keep the peace while longer-term solutions 
are put in place.\" These solutions would have to be 

political in nature 

had dispatched a team to Lebanon and Israel and would soon 
travel to the region himself. Malloch Brown argued that the 
parties to the conflict \"owe it to the member states\" who 

will contribute troops to reach a political solution. 


Outline of CONOPS and ROE 


6. (U) Malloch Brown 
continually referred to the need to create a \"strong and 
robust\" force that could help ensure LAF control over the 
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south 

resumption of hostilities 

Line and the Litani River free of unauthorized armed 

elements. Malloch Brown also noted that OP 14 of UNSCR 1701 
calls on UNIFIL to assist the GOL 

securing Lebanon\'s borders and prevent arms smuggling. 

Annabi and Mehta then offered an outline of the CONOPS and 
ROE of the force that was virtually identical to the 

briefings they gave A/S Hillen on August 16 (reftel). 

Although Mehta said he expects more comments on the draft ROE 
and CONOPS from the UNIFIL Force Commander as well as from 
certain departments within the Secretariat 

suggested the drafts would not change considerably unless 
member states demand changes. 


7. (U) In response to pointed and repeated questioning from 
the Egyptian and Indian PRs on the interpretation of OP 12 and 
the conditions under which UNIFIL would use force (whether it 
would have to \"enforce\" the provisions of UNSCR 1701) 
Malloch Brown observed that the Secretariat had crafted ROEs 
that are designed to be \"prudent and non-offensive 

robust.\" He said the UN assumes that the political agreement 
to which the GOL had committed itself -- that no arms would 
be carried south of the Litani River -- would be respected. 
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Predicting that UNIFIL would not be confronted by \"major 
challenges\" to this commitment 

might have to deal with small groups that would attempt to 
carry arms or smuggle them into the AOR. In this case 
UNIFIL would ask these groups to hand over their arms 
they refuse 

But Malloch Brown emphasized that UNIFIL would not undertake 
a large-scale disarmament of Hizballah. Further clarifying 
that the UN expects \"no arms in sight\" in the AOR 

also said the UN does not plan to actively search for arms 
caches. 


USG Offers General Support 


8. (U) During his intervention 

commended UNIFIL 

for their efforts to support the cessation of hostilities and 
begin the LAF deployment to the south. Noting that the 
situation remains fragile 

should seize this historic opportunity for long-term peace by 
ensuring that UNIFIL is able to fulfill its enhanced mandate 
quickly and capably. Ambassador Wolff said the USG is 
prepared to provide logistics 

support to the expanded UNIFIL mission. 


TCCs Offer Many Ships But Few Capable Troops 


9. (U) Several delegates expressed interest in supporting an 
expanded UNIFIL force 

commitments. Most said they wanted the opportunity to sift 
through the CONOPs and the ROE before committing to 
particular forms of support 

troops. Specific commitments are listed below: 


Germany: 


-- a maritime &task force8 (NFI) for surveillance and 

possibly a larger naval force big enough to patrol the entire 
coast of Lebanon (pending Parliamentary approval). Also they 
may provide some border patrol units 

provided on a bilateral basis. 


France: 
-- air and maritime support and an additional 200 troops 
possibly engineers. Also offered to provide another general 


officer to assist with command and control. 


Italy: 
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-- will join the effort but offered nothing specific during 

this meeting. The Israeli Mission in New York told USUN that 
the Italian mission in New York had privately committed to 
providing a brigade during an August 17 meeting. 


Bangladesh: 


-- up to two mechanized infantry battalions. 
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Indonesia: 
-- one mechanized infantry battalion and one Engineer Company. 
Denmark: 


-- two coastal patrol vessels and one corvette (pending 
Parliamentary approval). 


Belgium: 


-- will likely join the effort but the need to study the 
CONOPS and ROE first. 


Morocco: 


-- assistance currently being considered in Rabat 
to study the CONOPs and ROE. 


Malaysia: 

-- one mechanized infantry battalion. 

United Kingdom: 

-- aif reconnaissance support and one frigate for coastal 
patrol. Also 

for UN use. 


Poland: 


-- will maintain current UNIFIL level of up to 250 troops and 
may do more after looking at CONOPs and ROE. 


Nepal: 


-- one mechanized infantry battalion. 
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Spain: 


-- will likely participate 
first. 


Norway: 
-- maritime support no earlier than late Sep or Oct. 
New Zealand: 


-- not decided yet but may provide some &modest niche 
capability.8 


India: 

-- undecided. Need to look at the CONOPs and ROE. 
Turkey: 

-- use of an airport and a seaport. May do more but need to 
look at the CONOPs and ROE. The Turks also told the Israeli 
Mission in New York August 17 that they would provide troops 
to focus on humanitarian 

communications 


Greece: 


-- not certain but will likely offer one frigate and one 
naval helicopter. 


Portugal: 

-- undecided. Need to look at the CONOPs and ROE. 
Cyprus: 

-- port and basing facilities. 


Malloch Brown Previews Force 
Generation Effort in Prior Bilateral Meeting 


10. (SBU) During a bilateral meeting with A/S Hillen and 
Ambassador Wolff before the session with TCCs 

previewed his statement for the TCCs 

determined to counter the growing press reports that the UN 
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had only a \"fuzzy\" idea of UNIFIL\'s new mandate and concept 
of operations. He said that Annan wanted to move quickly to 
establish \"three or four\" pillars to replace the French at 

the core of an expanded UNIFIL. Malloch Brown suggested that 
Italy 

momentum in the force generation process and noted that he 
had spoken to all of them - and the Germans - to \"warm them 
up\" for the TCC meeting. He asked USUN to reach out to New 
York delegations to encourage forward-leaning statements. 
(USUN Ambassador Wolff subsequently made a series of calls 
prior to the afternoon meeting to these key country 

delegations. All stated they needed to review the CONOPS and 
ROEs prior to making a commitment.) 


11. (SBU) DPA Director Michael Williams noted that Israel\'s 
stated unwillingness to accept contributions from countries 
with which they do not have diplomatic relations (i.e. 

Muslim countries) is a serious problem. Malloch Brown said 
that the Israeli statements had probably eliminated the 
possibility of contributions from Malaysia (following the 
statement by the Malaysian Foreign Minister suggesting 
Hizballah needed to be re-armed) 

\"we need to hold the line\" with Indonesia. \"Beggars can\'t be 
choosers.\" In a separate meeting August 17 between Annabi 
and an Israeli delegation 

reconsider the Indonesian offer 

supervision of the Indonesian contingent. 


12. (SBU) In his discussion with Malloch Brown 

stressed that the expanded UNIFIL needed to be deployed 
quickly 

effectively bolster the LAF. Hillen emphasized the 
importance of a quick deployment 

the mission 

Resolution 1701. In response 

to play a lead role in providing assistance to the LAF 

he repeated the plea for a \"price break\" on U.S. military 
lift to potential troop contributors. \"I\'ve waived a number 
of procurement rules to speed up the deployment 

\"but | can\'t pay you three-and-a-half times the commercial 
rate for lift.\" 

BOLTON 
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project.\" Governor Owais Ahmed Ghani described Gwadar as \"a 
clean 

envisioning a future \"ports and sports city 

include a dozen golf courses and which could be ready to bid 

on the Olympics twenty years hence. The Director General of 

the GDA said the work is underway on a sports complex that 
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would include a cricket oval 
hockey and an indoor sports facility. 


4. (U) Both Governor Ghani and Provincial Chief Minister Jam 
Mohammad Yousuf said that President Musharraf has approved a 
50-year plan for further expansion of the port and city. By 

2055 

handling oil 

repairing facilities 

handle container ships 


5. (U) Even though the first phase of the port project is 
almost complete 

the port 

continues in the harbor to deepen the channel to 14.5 meters 
allowing large ships to dock at the port. The additional 
dredging by a Chinese contractor should be completed by 
December. Negotiations are underway for a port operator; six 
major international corporations have expressed interest in 
the project 


The Locals 


6. (U) While Governor Ghani said that a small committee of 
citizens from Gwadar has been formed to advise the 
Development Authority in its planning 

this 

The local leaders claimed that the people of Gwadar are 
pleased that their city is being developed 

that local jobs and businesses will be displaced by 
development and that an influx of outsiders could make 
natives a minority in their own city. District officials are 
also dealing with a looming drinking water crisis; the lack 
of quality education and inadequate local medical facilities. 


7. (U) Some local officials also worried that insufficient 
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attention is being paid to the preservation of old Gwadar 

City 

perpendicular from the coastline to a high headland 

has cliffs 150 meters to 400 meters high. Provincial Chief 
Minister Jam Mohammad Yousuf opposed efforts to move people 
out of Gwadar 

fishermen to a new jetty off the mainland. (Note: In the 

end 

affect Old Gwadar: for example 

showed the Ambassador plans to run a multi-lane road directly 
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over the Old City 

incentives to move to new housing schemes to make way for the 
roadway. In contrast 

that a new road would be built along the East Bay shore 

avoid the Old Town. End note.) 


Water 


8. (U) Local political officials cited a drinking water 

shortage arising from the jump in district 

40 

development problem. There is no underground water in Gwadar 
and a nearby reservoir is running dry 

two months supply after a year-long drought. Residents must 
pay to receive water trucked in by tankers. Currently 

is only one unreliable desalinization plant in the district; 

plans for a large desalinization plant are still on the 

drawing board. 


9. (U) The GDA Director General told the Ambassador that it 
will drill eleven new tube wells to ease the current 

shortage 

to build a 25-million gallon desalinization plant. The 

district also plans to build a new dam to catch rainwater 
northeast of the city on the mainland. In the long-run 
Gwadar will have to depend on desalinization for drinking 
water. 


Education 


10. (U) All local interlocutors told the Ambassador that 
Gwadar needs better educational facilities 

children can qualify for jobs in the port and city 

development project. Until new local high schools and 
technical schools are built 

federal and provincial authorities to subsidize Gwadar 
students to be trained at Port Karachi and Port Qasim in port 
operations. 


11. (U) Coast Guard battalion commander LTC Mohammed Tariq 
told the Ambassador that he also faces difficulties keeping 

young captains and majors in the area because of the lack of 
quality schools. He requested USG support for a school that 

the Coast Guards would oversee. The battalion has acquired 

the land for the school; the next step would be drawing and 
retaining quality teachers from places like Karachi. Without 
committing to the project 

idea 

Army 11th Corps in the NWFP. The Ambasasdor also mentioned 
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USAID 

support for school renovations. Approximately 600 local 
teachers have graduated from the USAID training program 
while the USG has provided roughly 22 million rupees 
(approximately USD 370 

improvements. 


Connecting Gwadar to the World 


12. (U) The Governor and GDA officials previewed future 
projects to tie Gwadar more closely to the rest of Pakistan 
and connect the port to Afghanistan and Central Asia. The 
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recently-completed Karachi-Gwadar coastal highway has cut 
travel time from a day to just eight hours. Now 

fishing villages can quickly move get their catch to market 
creating a boat-building boom 

by local fishermen that competitors from Sindh are now 
encroaching on their waters. According to the Governor 
kilometers of roads are now under construction or planned 
within Gwadar. When told that road construction would be 
delayed if the government had to pay for land 

said 

government compensated those who lost a house 
agricultural lands 

for roads. Roads running to the northeast will eventually 
connect Gwadar to Quetta 

new road to the north could linked into the Herat-Qandahar 
highway in Afghanistan 

A new 

a half-hour flight from the Persian Gulf states. Long-term 
transportation plans include a ferry service connecting 
Gwadar to Karachi 

until the 1970s. 

BODDE 
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3. (SBU) The only drama seemed to have been 
unintentional. Leading (and still unannounced) 

candidate Chief Cabinet Secretary Shinzo Abe was not 
permitted to attend the event. LDP Lower House member 
Yasuhide Nakayama related that although Abe wanted to 
attend 

maximize the news value of Abe\'s campaign appearances 
in their home districts 
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him out of the convention. 


4. (U) After remarks by LDP Dietmembers 

Ohta 

the six prefectures stated their opinions on how the 
party should address economic and social issues in the 
region. There was a keenly felt sense of decline in 

the economic and political influence of Japan\'s number 
two population center and former manufacturing 
heartland. The convention adopted a resolution to 
strengthen cooperation among the prefectures of the 
region 

decentralization of power from Tokyo. The party 
members also pledged to do their best to win next 
April's unified local elections and the July 2007 Upper 
House elections. 


5. (SBU) By the time all the Dietmembers went onstage 
to cheer \"Gambaroo\" (\"Let\'s work hard!\") together for 
the finale 

audience mood was subdued and the applause was 
lackluster 

real debate. 


RUSSEL 
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Olongapo on August 15. Mayor Gordon said the Olongapo 
community remained strongly supportive of U.S. ship visits 
and welcomed U.S. sailors 

He welcomed U.S. naval activity in Subic Bay and said he and 
other local officials were highly conscious of the importance 
of port security and personal safety for individual U.S. 
servicemen at work and on liberty. 


4. Comment: The ongoing CARAT exercise contributes 
importantly to our overall engagement with the Philippines. 
The Embassy believes that community relations activities are 
critical to the overall goals of our military engagement 

would welcome their expansion. We also welcome U.S. Coast 
Guard participation in exercises such as CARAT because it 
helps facilitate cooperation with the Philippine Coast Guard 
which is a key partner for success in counterterrorism 
operations and drug trafficking interdiction. Finally 

support planning for CARAT 2007 to take place in the Mindanao 
region to further focus U.S.-Philippine maritime security 

efforts in the region terrorist exploit. 

Jones 
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Look to Improve Relations with Next Prime Minister\" The 
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liberal Tokyo Shimbun carried a front-page commentary 
jointly written by Beijing and Seoul correspondents 

which said (8/18): \"...China\'s reaction to Prime Minister 
Koizumi\'s visit on August 15 to Yasukuni Shrine was quick 
and organized 

aware of the strong anti-Japanese sentiment among the 
public and is looking for an opportunity to improve 
relations with Tokyo. Speaking to visiting leaders of 
Japan-China friendship associations in March 

Hu called for \‘efforts that would allow China to move 
forward.\' China\'s economy continues to post 10-percent 
growth every year 

investment.... China is forced to rely on Japanese 
technology to solve its environmental problems... The 
Chinese government is carefully controlling anti-Japanese 
sentiment in order to keep the door open to improving 
relations with Tokyo after Koizumi steps down. One 
leading academic downplayed the April visit to Yasukuni 
by Chief Cabinet Secretary Abe 

successor 

past 

However 

he has yet clarified whether he would visit Yasukuni 

after taking office. 


2. \"Meanwhile 

since last spring over such issues as Takeshima/Dokdo and 
history textbooks. Koizumi\'s visit to Yasukuni last 

October put a permanent end to relations between the two 
countries\' leaders. Seoul had already given up on Koizumi 
and viewed his shrine visit this week as no surprise. 
According to an ROK official 

high priority within the government.\' South Korea\'s 

policy has been to put its efforts into resolving the 
Takeshima/Dokdo and textbook issues and let Beijing take 
the lead on Yasukuni.... Prime Minister Koizumi seems to 
have inflated Yasukuni as an issue all by himself... 

Seoul appears to be waiting to see what the next Japanese 
prime minister will do.\" 


SCHIEFFER 
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noise 
one hour 


5. Following the meeting 

mentioned casually to PolEconOff that 

notwithstanding 

for a scaled-down observer mission for the upcoming October 
elections. The team\'s report is due to be released in late August 
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or early September. 


6. (SBU) Comment: The Russian Ambassador delivered his remarks from 
carefully prepared talking points fully in line with his normal 

litany of complaints against the GOL. From the facial expressions 

of other participants 

appeared that Ambassador Kalyuzhny\'s statements were taken with a 
healthy dose of skepticism. Nevertheless 

will 

and Council of Europe that Latvia\'s elections will fall short of 

basic standards. We have seen nothing to lead us to a similar 
conclusion. End Comment. 


ANTWEILER 
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Voluntary Humanitarian Act Restricts Civil Society 

4. The NGO Forum stressed the fundamental importance of a vibrant 
civil society to demand government accountability. The new 
Voluntary and Humanitarian Act released in March is restrictive to 
the development of such a civil society. The NGOs have appealed it 
in the constitutional court 

The Act heavily impacts on international NGOs\' ability to operate in 
Darfur and even worse in the rest of Sudan 

and in the Three Areas. National NGOs are more severely affected. 
The main message to the international community was the need for a 
joint effort to reduce violence 

respect humanitarian operations. 


Post-DPA Darfur Security Incidents 

5. The signing of the DPA did not lead to a resolution of security 
concerns in Darfur; the number of incidents continues at an 
unacceptable level. A list of reported security incidents since the 

May 5 signing compiled by the AU details 94 specific security 
incidents reported in South Darfur 

and 70 in West Darfur 

comprehensive. (Note: This list was challenged at the Joint 
Commission meeting on August 3 

the AMIS Force Commander to return to the September Joint Commissior 
meeting with a full investigation of all those reported violations 

that had not been witnessed by AMIS personnel. End note.) Security 
concerns are adversely affecting humanitarian work. The number of 
incidents reported is trending upward over time - relatively few 
security incidents were reported in May 

reported in June and still more in July. 


Deteriorating Security and Shrinking Humanitarian Access 
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6. In July 2006 

Darfur 

addition to these deaths 

intimidation have also increased. Aid agencies are in uniform 
agreement that the situation has significantly deteriorated since 

the May 5 signing of the Darfur Peace Agreement. In addition 
UN\'s Office for the Coordination of Humanitarian Affairs (OCHA) 
states access to people in need in Darfur is at its lowest level 

since the conflict began. More than 45 

displaced in July alone. Unsubstantiated rumors of government aid 
workers poisoning water supplies and vaccines have led to outbreaks 
of violence among IDPs. Aid workers have responded by curtailing 
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services and hours of operation 

humanitarian situation. Most troubling 

humanitarian indicators made across the past three years are in 
danger of reversal. 


AMIS Struggling to Maintain Control 

7. The independence and effectiveness of the African Union Mission 
in Sudan (AMIS) is now seriously in doubt due to AMIS\' bungled 
stewardship of the DPA and almost complete lack of ability to 

protect civilians in and around IDP camps. AMIS is so unwelcome 
that it has completely withdrawn from six major IDP camps. Most 
disturbing 

women venturing outside of IDP camps in search of firewood (reftel). 
AMIS\' inability to conduct adequate firewood patrols has destroyed 
any credibility the force held in the past. IDPs increasingly 

demand the transition of AMIS forces to those of the UN 
undoubtedly harbor unrealistic expectations as to what the UN can do 
in the near term to increase security. 


HUME 
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BECOME A MEMBER. 


4. (U) THE DELEGATION MEMBERS ALSO QUESTIONED WPA OFFIC 
ON THE RELATIONSHIP BETWEEN TRADITIONAL CHINESE MEDICIN 
WILDLIFE PRODUCTS (I.E. RHINOCEROS HORN AND TIGER BONE) 
SOME OF THE MOST COMMON WILDLIFE ENFORCEMENT PROBLEN 
HAVE ENCOUNTERED 

IN THE PROVINCE 


5. (SBU) CHEN WEIKUN 
POLICE BUREAU 
COMBATING AN INCREASINGLY DECENTRALIZED 
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EXTREMELY PROFITABLE NETWORK OF WILDLIFE TRAFFICKERS. 
TRADE WITH HONG KONG AND MACAU IS HIGH 

SURMISED THAT THE ILLEGAL TRADE WAS AS WELL. WHEN ASKE 
ABOUT THE MOST COMMONLY TRADED ILLEGAL WILDLIFE PRODU 
CHEN WAS VERY HESITANT IN REPLYING 

IVORY WAS THE BIGGEST PROBLEM. TRADE IN IVORY FROM AFRI 
AND SMUGGLED INTO CHINA IS VERY PROFITABLE 

SENTENCING LIMITATIONS 

PUNISHMENTS ARE DETERMINED BASED ON THE VOLUME OF SML 
BUT THAT THESE CONSISTED MAINLY OF FINES. AFTER PAYING T 
FINES 

TRADE. CHEN DID NOTE THAT UNDER CHINESE LAW SMUGGLER‘ 
FACE UP TO THE DEATH PENALTY 

YEARS IMPRISONMENT. MONETARY FINES HAVE BEEN RECENTLY 
INCREASED TO A MAXIMUM OF RMB 10 

OFFERING WILDLIFE IN MARKETS (AN ATTEMPT TO REDUCE 
TRANSMITTING ZOONOTIC DISEASES) 

MAJOR DEALER WAS RECENTLY SUCCESSFULLY PROSECUTED 

IN A LARGE FINE AND IMPRISONMENT. FOR WORLD WILDLIFE DAY 
(FEBRUARY 2) 

ASKING PEOPLE NOT TO EAT WILD ANIMALS. GUANGDONG ALSO 
CELEBRATES A WILD BIRD DAY IN MARCH AND A WILD ANIMAL 
PROTECTION DAY IN NOVEMBER TO RAISE AWARENESS. WHEN 
PRESSED 

FOR MACAQUES AND DEER 

EXTRACTION OF BILE) INGUANGDONG. 


6. (SBU) WPA REPRESENTATIONS THAT GUANGDONG AUTHORITIE 
GONE FAR TO REDUCE THE OPEN TRADE IN WILDLIFE WOULD API 
TO BE BORNE OUT BY FACT. FOLLOWING OFFICIAL MEETINGS 
DELEGATION MADE AN UNSCHEDULED VISIT TO THE GUANGZHOU 
WILDLIFE MARKET WHERE THE SOURCE OF THE 2003 SARS OUTB 
WAS FIRST IDENTIFIED. THE ROWS OF CEMENT BLOCK STALLS W 
STEEL ROLL-DOWN OPENINGS WERE DEVOID OF ACTIVITY 
THOUGH IT WAS STILL RELATIVELY EARLY IN THE MORNING. A FE 
TURTLES (POSSIBLE CITES APPENDIX II-LISTED) 

SNAKES WERE THE ONLY ANIMALS ON DISPLAY 

HAD RECENTLY BEEN HOSED DOWN AND SWEPT. VENDORS WER 
AND UNWILLING TO ENGAGE IN CONVERSATION 

HOSTILE. THE WATCHFUL PRESENCE OF HEALTH AND MARKET 
ADMINISTRATORS AND THE LACK OF ACTIVITY TOGETHER SEEME 
INDICATE THE VISIT HAD BEEN ANTICIPATED WELL IN ADVANCE. 
SUBSEQUENT STOP AT ANOTHER MARKET AREA 

OPENLY STOCKED A WIDE ARRAY OF ENDANGERED ANIMALS ANC 
PARTS 

CHICKENS IN CLOSE CONFINEMENT TO EACH OTHER (IN 
CONTRAVENTION TO RIGOROUS MEASURES EMPLOYED BY HONG 
HEALTH AUTHORITIES TO COMBAT AVIAN INFLUENZA) 

(FOR CONSUMPTION) 

DRIED SEAHORSES AND STARFISH 
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DECLINES IN MOST PARTS OF THE WORLD 
MAMMALS. 


7. (SBU) COMMENT. IT WAS APPARENT THAT THE ILLEGAL WILDLI 
TRADE IN GUANGDONG IS A SOURCE OF SOME EMBARRASSMENT 
GOVERNMENT OFFICIALS. THE WPA OFFICIALS WORKED HARD T( 
THEIR EFFORTS IN A GOOD LIGHT FOR THE DELEGATION AND WE 
RELUCTANT TO TALK IN DETAIL ABOUT CHALLENGES IN THEIR WC 
THEIR INABILITY TO FULLY ENFORCE WILDLIFE LAWS AND 
REGULATIONS WOULD BE SEEN AS A LOSS OF FACE. POST ALSO 
NOTES THAT THE POTENTIAL CONNECTIONS BETWEEN CRIMINAL 
(\"TRIADS\") 

OFFICIALS MAKE ENFORCEMENT ESPECIALLY PROBLEMATIC (REF 
AND B). END COMMENT. 


8. (U) PARTICIPANT LIST: 


A/S CLAUDIA MCMURRAY 
ANN STEWART 

BOB ANDERSON (DOJ) 
CONSULATE NOTE TAKERS 


LIAO QINGXIANG 
ADMINISTRATION OFFICE 
CHEN WEIKUN 

CHEN YOUHAI 

YE GUANFENG 

LIANG YONGCHAO 

LU KAIHE 

LAI DONGXIA 
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The working assumption was that whether he succeeded or failed 
Peretz would be kept busy 

concerning defense would be left to Olmert and his close advisors. 
No experts were heard theorizing that in the event of a military 
fiasco or even a minor setback 

Olmert\'s perspective -- take the fall. But the first post-ceasefire 
polls suggest just that. 


3. When Yediot\'s post-ceasefire Dachaf poll asked an unspecified 
number of adult Jewish Israelis how they rated Peretz\'s performance 
throughout the fighting 

compared with 63 percent who said it had not been good. Yediot\'s 
poll yielded less dramatic but nonetheless unflattering results for 
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PM Olmert\'s 
performance \"not good 
\"good\". 


4. Ma\‘ariv\'s Teleseker poll was more informative on both counts 
showing a curve in Peretz\'s public fortunes with an initial 28 
percent of those polled prior to the hostilities expressing 

satisfaction with his performance as DefMin 

the end of the first week of the Israel-Hizballah conflict 

slamming back to 28 percent the day after the ceasefire. The same 
poll showed different figures but a similar curve for PM Olmert -- 
whose public standing stood at only 43 percent approval among those 
polled prior to the hostilities 

of the first week of the conflict 

starting point to 40 percent the day after the ceasefire. 


5. Both the Ma\'ariv and Yediot polls suggest that A) public ratings 
of both PM Olmert and DefMin Peretz were uniformly low prior to the 
crisis in Lebanon 

considerable impact on the evolution of public attitudes. While 

there were few successes at any time during the conflict to justify 
the polled surge of public support after the first week of 

hostilities 

beneficiaries of a degree of \"credit\" extended by the Israeli public 
to facilitate completion of what it saw as the task of the military. 

It was this \"credit\" that was decimated by the political 

leadership\'s acceptance of the ceasefire under terms that the public 
sees as failing to have achieved most 

originally stated objectives. 


6. Both polls found similar results on the issue of the ceasefire. 
Yediot asked whether Israel should have agreed to it without the 
return of the kidnapped IDF soldiers 

of those polled responded in the negative 

dissenting from this view. When Ma\ariv asked the same question -- 
while eliminating any mention of the kidnapped soldiers -- the 
response was less dramatic but still decisive: 53 percent said 

Israel should have continued to fight 

agreement. Asked to evaluate the outcome of the fighting 

polled by Yediot and Ma\'ariv produced a consensus that there were no 
clear victors. Of those polled 

side won 

percent said Hizballah. Ma\ariv found 18 percent of those polled 
giving the edge to Israel 

lead -- all of which was mitigated by the overwhelming 66 percent 
that offered the conclusion that nobody won. 
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SOMEONE MUST PAY 


7. Amid much talk -- so far indecisive in its conclusions as to the 
need and usefulness of a commission of inquiry into the conduct of 
the hostilities and their outcome -- the focus is sharpening in 

regard to individual members of the political and military 
leaderships. Ma\‘ariv\'s poll questions stopped short of the issue of 
resignations 

failures in the conduct of the fighting. Of those polled 

percent responded by naming PM Olmert. DefMin Peretz was held 
responsible by 41 percent of those polled 

Chief of Staff 

change 

sold his investment portfolio three hours after the kidnapping of 

the IDF soldiers and simultaneously with the initial incursion of 

the IDF into Lebanese territory. Yediot tackled the resignation 
issue only to find greater public leniency toward PM Olmert -- whom 
only 41 percent thought should resign. The IDF Chief of Staff was 
marginally more vulnerable with 42 percent demanding his 
resignation. Way ahead of them 

identified as expendable by a majority of 57 percent who thought he 
should forfeit his ministerial office. 


8. Could a commission of inquiry avert early elections? Many 

least in PM Olmert\'s Kadima party 

According to both Maariv and Yediot\'s pollsters 

public -- 67 percent and 69 percent respectively -- are in favor of 
the appointment of a commission of inquiry. Only the government is 
empowered to appoint a commission of inquiry -- in this case of 
itself -- and a commission\'s work would be of long duration and 
therefore liable to be overtaken by events -- so establishing such a 
commission is not likely to satisfy a public anxious to Know why its 
sons had to fight and die to reach an outcome that most voters say 
achieved little or nothing for Israel. That leaves the prospect of 
elections 

political right 

coalition partner 


9. Ma\'ariv\'s poll question on how its respondents would vote in a 
new election found with surprising results: Kadima maintains its 29 
seats in the legislature 

Likud picks up seats from Labor 

from 12) and from the Pensioners (who forfeit two of their seven 
seats). Likud\'s hypothetical 20 seats may not spell an outright 
leadership challenge but are just sufficient 

results 
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opposition parties and with the participation of Shas. While this 
scenario may be premature 

impetus to the efforts of Likud and its leader 

who this week replaced Amir Peretz in the public perception as PM 
Ehud Olmert\'s major political rival. 


10. At the same time 

judgment 

financial transactions in buying a luxury apartment 

accusations against President Katzav and Justice Minister Ramon 

a job-appointment scandal involving Kadima MK Tzachi Hanegbi. Where 
these individually or collectively will impact the stability of the 

current government remains to be seen. 


#Cretz 
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of seriously ill children receiving treatment at a nearby hospital; 
and a Mobile Care Unit that brings health care services to children 
in underserved areas. 


3. On July 24-28 

Trustee John Falletta 

visited Latvia at the invitation of Ambassador Bailey to assess the 
situation of children\'s health care and social welfare. The team 
visited Riga Children\'s Hospital and the Dardedze center for 
children who suffered from violence. They also met with pediatric 
doctors 

as well as toured orphanages in the eastern part of Latvia. 
President of the American Chamber of Commerce in Latvia 
Wirth 


4. Latvia has only one specialized children\'s hospital. The Riga 
Children\'s hospital is located in Riga 

over the country. It is a sprawling complex of buildings in various 
stages of renovation. While the hospital has fairly modern 
equipment 


5. During informal meetings over dinner and at a philanthropic 
roundtable discussion with well-known Latvian philanthropists 
team learned that charitable giving in Latvia is still in its 

infancy 

businesses are looking to improve their image through charity and 
are beginning to understand corporate social responsibility and its 
role in a democratic society. Significantly 

roundtable participants were foreign-born Latvians who have returned 
to Latvia and now serve as role models in social responsibility. 
Latvian philanthropists agreed that establishing trust is among the 
key challenges to Latvian charity work 

scandals in early 1990s 

technical assistance was used for personal gain. 
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6. In order to understand the business environment and to gauge 

private sector interest in supporting a RMHC Chapter in Latvia 

RMHC team met with Latvian Economics Minister Aigars Stokenbergs anc 
a group of local and American company representatives 

Johnson and Johnson 

expressed strong interest in an RMHC chapter. The team was 
particularly pleased to receive a pledge of approximately 25 

from one of the companies. 


7. An overnight trip to Latgale 

Russia 

Embassy representatives. Latgale is the most depressed region of 
Latvia 

6.3 percent national average. Despite this underdevelopment 
orphanages that the team visited were in reasonably good condition. 
The team also visited a regional hospital that was recently rebuilt 
and appeared adequate 

refer more difficult pediatric cases to Riga Children\'s Hospital. 


8. A particularly inspiring success story on this trip was Grasi 
Children\'s Village 

with developmental disorders. Its charismatic French founder is 

using non-traditional methods both in caring for the children and 
raising money for the orphanage. One if the orphanage\'s most recent 
projects is a \"children\'s farm\" where children will interact with 
animals and receive a form of developmental therapy through such 
contacts. 


9. Towards the end of the RMHC visit 

Minister of Health Gundars Berzins and Parliamentary Speaker Ingrida 
Udre. These representatives reassured the team that the GOL is 
committed to improving children\'s welfare. Moreover 

of Health gave a personal promise to intervene if RMHC projects in 
Latvia need legislative support. 


10. The RMHC visit showed that there is strong local support for a 
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RMHC Chapter in Latvia. The visit also confirmed a need for family 
accommodations that would allow parents from outside Riga to stay 
with their children undergoing treatment at Riga Children\'s 
Hospital. At the same time 

Latvian context 

chapter--starting with smaller projects and then moving to more 
ambitious goals such as creating a Ronald McDonald House. The 
discussions with pediatric doctors and social workers confirmed the 
need for a Mobile Care Unit that could provide not only basic health 
care to children in underserved regions 
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about medical treatment options for their children. According to 
the team 

it will start with such a Mobile Care Unit. 


11. Comment: The potential establishment of an RMHC chapter in 
Latvia would be a significant contribution to improving children\'s 
health in the country and would be emblematic of the private-public 
partnerships the Embassy has been advocating in the health care 
field. RMHC team members said this was the first time that an 
Embassy had organized a visit for them and it provided them with 
access to individuals and new sources of information that might not 
otherwise have been available. 


BAILEY 
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its strategic inclinations 

by emphasizing the constants of steadfastness and resistance as 
the only legitimate means to restore rights and achieve just and 
comprehensive peace in the region 

its weekly session headed by Premier Mohammad Naji Ottri. The 
Cabinet hailed \"the steadfastness of the Lebanese resistance and 
its honorable victory against the brutal Israeli aggression that 
restored the Umma\'s honor and dignity and destroyed the myth 
that the Israeli army is invincible.\" The Cabinet added that 

\"the Resistance\'s victory also foiled the New Middle East 

project that aims to establish US-Israeli hegemony in the region 
and to deprive the Arab people of their rights and identity.\" 


Papers also reported that Information Minister Bilal said in a 
televised statement that President Asad\'s speech expressed the 
Arab people\'s dignity and talked about the stage of resistance 
asserting that the new Middle East will be as Syria wants but 
not the Middle East of chaos 

Answering a question on Syria\'s criticism of the positions of 
some Arab countries regarding the Israeli aggression on Lebanon 
Dr. Bilal said \"Syria is tied by fraternal relations with the 

Arab countries 

with Egypt 

always hoped that all Arabs would stand by Syria in the battle 
for a just peace that guarantees Israeli withdrawal from all 
occupied Arab lands. The Minister noted that Syria has always 
defended legitimate Arab issues 

stance in the face of the fierce campaign that accuses the Arab 
and Islamic nations of terrorism or fascism. Dr. Bilal said 

that the resistance victory is a victory for Arab dignity 

the Arab nation and for Lebanon. He criticized those who called 
immediately after the cease-fire for disarmament of Hizbollah 
even though the Israeli Foreign Minister had stressed that there 
is no power in the world able to disarm it. Dr. Bilal said the 
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whole world knows that Syria had put an end to the civil war in 
Lebanon 

Lebanon\'s unity and sovereignty. He also pointed out the Syrian 
government\'s and people\'s stances regarding the Lebanese people 
during the Israeli aggression on Lebanon as proof of the unity 

of fate of the two people. 


On Syrian-British relations 

Minister of Information Bilal conferred with Chris Doyle 

Director of the Council for British-Arab Understanding. The two 
discussed means of boosting dialogue between the Arab and British 
peoples in order to find common understanding of events in the 
Middle East. During the meeting 

important role of Arab media and other institutions concerned 
with dialogue among civilizations to narrow the gap between the 
Syrian and British peoples and convey the true image of the Arab- 
Israeli conflict. Doyle said that British public opinion 

sympathizes with Arab issues 

reinforce this feeling through dialogue and visits 

everyone who visits Syria leaves with a good impression. 

End of summary. 


2. Selected Headlines: 


\"The Cabinet hails the Lebanese Resistance\'s steadfastness and 
its honorable victory: President Asad\'s speech reflects the Arab 
street\'s opinion\" (Government-owned Tishreen 


\"Information Minister underscores the importance of enhancing 
Arab-British dialogue in order to create mutual understanding\" 
(Government-owned Al-Thawra 


\"Lebanese President: It is a shame to talk about disarming the 
resistance while our martyrs\' blood is still on the ground. 

Israel is violating UN resolution 1701 by maintaining the siege 
against Lebanon\" (Government-owned Tishreen 


\"The Bush administration proposes to help disarm Hezbollah. The 
Lebanese government decides to send the Lebanese army to the 
South. Annan: disarming Hezbollah is not a task for 

international forces\" (Government-owned Tishreen 


\"Repercussions of failure interact in Israel. An investigation 
committee is established. Israeli Chief of Staff Dan Haluts is 
atop the list of Israeli officials to be investigated\" 
(Government-owned Al-Ba\'th 


\"Tens are killed or wounded in Baghdad attacks. Basra and Mosul 
witness more clashes\" (Government-owned Tishreen 


\"Three Palestinians martyred in the Gaza Strip. Palestinians 
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consult to form a national Palestinian unity government. Egypt 
offers a new proposal to release the captured Israeli solider\" 
(Government-owned Tishreen 


3. Editorial Block Quotes: 


Omar Jaftali 

wrote (8/17): \"Despite the huge destruction of Lebanese 
infrastructure 

and displaced people in the terrorist Israeli aggression on 
Lebanon 

war between Israel and Hizbollah was part of the struggle 
between freedom and terror.\" 


\"Bush once again claimed that the brutal aggression that Israel 
launched against Lebanon was a result of Hizbollah\'s capture of 
the two Israeli soldiers. He said Hizbollah 

Israel 


\"Although Israeli official and media circles admitted that 

Israel was defeated in the aggression on Lebanon and that the 
valiant national resistance inflicted a miserable defeat on the 
occupation forces 

which supported the war militarily and politically 

heavily on its forward policeman in the region to implement its 
colonial plans. But the policeman stood impotent before the 
will of the owners of the land and the cause 

achieve what the US Administration was hoping to achieve in 
Lebanon first and in the region second. 


\"If President Bush is disturbed by the results of the brutal 
Israeli aggression 

claim that the victim is the terrorist and the aggressor is the 
freedom fighter no longer fools anyone in the world 

followers of the American-Zionist policy who still claim that 
Israel is an oasis of democracy and freedom in the Middle East 
while those around it are \'barbarians\' who have no connection 
with civilization. 


\"At the end of the day 

opinion and extremist positions in support of the Israeli 
aggression. What matters is the result 

national resistance waged the most honorable fight against 
Israel and taught it a lesson it will not forget. As for the 
\'heroic\' Israeli acts 
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old people in their homes 

bridges. History will undoubtedly record what the resistance 
did in its bright pages 

and disgrace for the aggressors.\" 


Hanan Hamad 

(8/17): \"President Bush was not expected to admit that Israel 
suffered a bitter military defeat in Lebanon. Over six years of 
his rule 

Afghanistan and Iraq or even in his open war on what he calls 
terrorism. How 

Israel launched on his behalf...? 


\"Perhaps the most dangerous thing in Bush\'s twisted vision about 
the results of the Lebanon war is that he has failed to learn 

the lessons of the repeated defeats and reconsider the reckless 
policies that his administration has adopted toward the Arab and 
Islamic region. These reckless policies are a result of the 

lack of balance between Washington\'s formidable military and 
material power and the modest mental abilities that control the 
power. These modest mental abilities made the head of the US 
Administration and his aides and advisers think that the war 
against the Resistance in Lebanon would be inexpensive and would 
bring huge benefits. The fact that Bush 

talk about success in Lebanon indicates that the adventuristic 
mentality that governs the US administration continues to push 
them to make more mistakes....\" 


Ali Qasim 
(8/17): \"A new era has emerged in the Middle East after 
Hizbollah\'s victory... 


\"Assessments might agree or disagree 

acknowledge the victory of the Resistance and see it as the most 
important transformation in the region 

new Middle East will be built. This was one of the facts that 
President Asad mentioned in his speech.... The new era 

of Resistance 

fear created. 
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\"The Resistance continued the series of its surprises even after 
the victory 

\'True Promise\' 

and the rancorous aggression destroyed.... The achievements of 
the Resistance 

setting another precedent through which the features of the new 
Middle East are drawn as desired by the will of those who stood 

fast 

planned by the United States 

their orbit... 


\"This is why we see all this activity and these attempts by the 
defeated parties to compensate for what they missed or to 
correct what they misread 

to beautify the face of a defeat whose features no one in the 
world can change 

will not be confined to Israel 

the parties to the defeat 

voices Critical of the logic of war are growing louder than ever 
before.\" 


Dr. Sa\'id Musallam 

wrote (8/17): \"The violent Israeli air raids and attacks 

against Lebanon during the last day of the war were a 
manifestation of the hysteria of defeat.... Israel will not let 
Lebanon get away with its victory. Israel will certainly use 
trickery and devious ways 

proponents of the New Middle East plan 

Lebanon and its resistance. It is a new wave of circumvention 


aimed at pushing Lebanon into the trap and playing the tunes of 
partition 

position. This mission will be delegated to followers and 

agents in the hope they will be able to do what the Zionist 
military machine failed to do. Here 

and vigilance....\" 


Corbin 
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with the eighteen camps returned on July 14 (see Table). 
This agreement included holding Joint Environmental 
Subcommittee meetings to explain the details of the ROKG 
environmental remediation proposal tabled at SPI-9 and the 
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U.S. selection criteria for additional environmental measures 
as outlined in the DUSD Lawless June 15 letter to Ministry of 
National Defense (MND). At SPI-9 the ROKG stated that the 
additional three camps would be fully accepted after further 
consultation concerning the fuel contamination on those 
camps. The status of three bases accepted by the ROKG 
not acknowledged as officially returned 

after the environment subcommittee meetings. The ROKG 
continues to push for additional measures and has not clearly 
answered all U.S. questions on its environmental proposal. 
END SUMMARY. 


2. (SBU) When SPI-9 adjourned on July 13 

that eighteen bases would be returned on July 15 

Lawless 

July 

those bases to the Ministry of National Defense. On July 15 
USFK terminated base security contracts and affected handover 
to MND personnel. At the end of SPI-9 

that no further environmental surveys would be conducted on 
these camps. The U.S. added that five bases 

USG and separate from the group of eighteen 

to bio-slurping 

the groundwater. The USG emphasized that the bio-slurping 
was a measure of good faith and not required under the Status 
of Forces Agreement (SOFA). 


3. (SBU) While the ROKG accepted the proposal to conduct 
bio-slurping at five camps (Camps Edwards 

Water 

camps (Camps Garry Owen 

undergo bio-slurping. This proposal raised the ROKG desired 
number of bases to be bio-slurped from five to nine (see 
Table 1 

the two sides decided that Joint Environmental Subcommittee 
meetings were necessary to explain the U.S. selection process 
and criteria for bio-slurping the five DUSD Lawless cited 
camps and to understand the ROKG proposal at SPI-9. 


4. (SBU) The subcommittee meetings occurred on July 21 

31 and on August 2. It became clear that the ROKG saw the 
subcommittee meetings as a forum for continued negotiation 
and not a venue to understand U.S. criteria or to present the 
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details of their remediation proposal. On July 21 

side explained in detail to the ROKG its selection criteria 

for the five camps where bio-slurping will take place (see 

Table Group 1). In addition 

three of the camps 

U.S. established bio-slurping criteria. The U.S. did not 

address the ROKG concerns about the fourth camp (Camp Walker) 
and stated that the environmental survey is ongoing. 


5. (SBU) The ROKG disagreed with the U.S. 

clear that the Ministry of Environment (MOE) aimed to 
renegotiate the number of camps to be bio-slurped and to 
establish a new environmental baseline for future base 

returns to include Yongsan Relocation Plan / Land Partnership 
Plan property. MOE Co-chair 

four bases meet some of the USG criteria for bio-slurping and 
presented soil contamination data bringing the ROKG 
bio-slurping proposal to a total of nine camps. 

Additionally 

evaluation committee for a new environmental baseline. After 
six months the joint committee would evaluate the 

bio-slurping process to determine if additional measures were 
required. In an apparent attempt to reopen the July 13 SPI-9 
agreements 

committees revisit the fifteen returned camps already 
accepted by the ROKG to verify the additional measures 
completed by the U.S. The ROKG was not prepared to explain 
procedures beyond revisiting the camps and had no answer in 
the event the verification committee found something remiss. 


6. (SBU) The final 

proposal states that future bases to be granted to the U.S. 

must be remediated to meet ROK national environmental 
standards. The ROK delegation was unable to answer whether 
the ROKG plans to implement such regulations for Camp 
Humphreys/Pyongtaek 

re-added it again. The ROKG was also unable to answer whether 
it was proposing to renegotiate the current SOFA agreement 
which clearly does not require such remediation. 


7. (C) The subcommittee meetings made it clear that the ROKG 
MOE proposal includes participation in the camp bio-slurping 
selection process and final decision authority on the 
effectiveness of the additional measures - a prerogative the 

U.S. repeatedly explained belonged to the USFK Commander. In 
the event of joint evaluation committee disagreement 
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ROKG would not accept camp return. The U.S. reminded the ROK 
that the first stage of the bio-slurping process on camps has 
already begun and is scheduled for completion by February 

2007. The project contract will be complete in May 2007. 


8. (C) COMMENT: The Joint Environmental Subcommittee meetings 
revealed a significant gap remained between the U.S. and ROK. 
These meetings included representatives from the MND 

House 

subcommittee meeting lead 

members of the ROKG team on the meetings 

details of the ROKG proposal. At the August 2 meeting 

U.S. would not consent to follow-on subcommittee meetings 
stating that the SPI-9 charter for the meetings had been met. 
The U.S. stated at SPI-9 that absent agreement 

would refer to the June 15 letter and the SOFA as the 
environmental way ahead. 


Table: Bases Returned On July 15 


Camp Bonifas 
Stanton 
Humphreys 
Owen 

Camp Gray 


Group 1: 5 bases that the USG has agreed will receive 
further remediation (bioslurping) -- no USG-ROKG disagreement 


Camp Edwards 
Camp Sears 


Group 2: 15 bases that the USG and ROKG agreed would be 
returned to the ROKG without further remediation at the 
conclusion of the SPI 9 meeting (July 13) 


Camp Bonifas 
Stanton 
Humphreys 
Colbern 


Group 3: 4 bases that the ROKG asserts require further 
remediation (bio-slurping) 


Camp Gary Owen 
STANTON 
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worldwide posing both a financial loss and personal danger to 
participants. Scams are frequently initiated by credit card use 
telephone calls 
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provide personal or financial information to unknown parties. 


19. Hotel security: Hotels used for TDY employees and visitors are 
relatively safe. Guests should not venture off of the hotel grounds 
to shopping areas on the street without being accompanied by a 
seasoned visitor or hotel representative. Also 

other vehicles or drivers not specifically arranged by the hotel is 
strongly discouraged. Visitors must always be cognizant of the 
presence of commercial sex workers who frequent the casinos 
lobbies 

hotel room doors 

and the solicitation will usually end. Persistent solicitors should 
be brought to the attention of hotel security. 


20. If your office has issued a press release on your visit 

fax a copy to the Embassy\'s Public Affairs Section (PAS) at 
234-9-523-5228 

the local media. PAS frequently arranges press releases 

briefings 

and resident international press correspondents to help promote USG 
objectives. U.S. Mission Nigeria can work with you to place op-eds 
before 

the issues. Visitors who will be keynoting or making remarks at the 
conferences should provide PAS with copies of remarks and handouts 
which can reach additional audiences through magazines 

or niche publications. Please advise whether you anticipate or want 
any media events during your visit. To communicate directly with 

PAS 

Public Affairs Officer) at 234-9-461-4202 (office phone) 
234-9-461-4011 (fax) 

George 

(mobile) 


21. Email accounts: As a policy 

accounts for TDY personnel. If you wish to check your email while 
in Nigeria please bring the IP address or name of your home email 
server. 


22 The U.S. Mission wishes you a safe journey and a pleasant stay 
with us. 
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Ministries are extremely busy preparing for Bulgaria\'s EU 
accession and might therefore need additional time to study 
the agreements and provide input. 


3. (C) Bokov said Bulgaria would like to keep the discussion 
of implementing agreements as low-profile as possible 
especially during the current political season -- 

presidential elections take place October 22. Though 
technical in nature 

could be misrepresented by groups such as the radical 
nationalist party Ataka to try to score political points in 

the run-up to the election. 


4. (C) COMMENT: The Bulgarian government is anxious to see 
American boots on the ground 

necessary implementing agreements as soon as possible. As 
Bokov hinted 

patience and discretion on the U.S. side. Bulgaria\'s lack of 
experience 

its sometimes dysfunctional inter-agency process may prove 
frustrating at times for U.S. experts 

to sign these agreements is clearly present. 

KARAGIANNIS 
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under consideration.\" Enkhbold indicated that the decision 
to issue a visa for the visit was not an easy one 

visibly worried over what the Chinese reaction might be. He 
said the Chinese government had inquired about the press 
reports the Dalai Lama would visit 

in formally; he expected that would happen soon. Enkhbold 
quoted from a Dalai Lama speech in March which underlined 
that he sought autonomy for Tibet 

would that moderate the Chinese reaction 


2. (C) The Foreign Minister commented that 

expected negative Chinese reaction 

with how to explain the decision to all Mongolian 
constituencies 

negatively affected. He said that the decision is not even 
without controversy in Mongolian Buddhist circles 

Bogd Gegen 

Mongolian Buddhism. 


3. (C) Enkhbold asked how the U.S. would respond in the 
event of Chinese pressure on Mongolia 

of the train service interuption in 2002. Ambassador 
responded that the U.S. likely would reiterate publicly our 
belief that the Dalai Lama is an international man of peace 
who should be allowed freedom to travel. Such statements 
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would be unlikely to deter any Chinese pressure -- and any 
effort at direct U.S. intervention with China probably would 
worsen matters 


4. (C) COMMENT: While we do believe that Mongolia will grant 
permission for the Dalai Lama to visit 

and his government are clearly nervous while they await 
China\'s reaction: what will be the price to pay in relations 
with their much bigger and economically powerful neighbor to 
the south? We have no doubt that China will soon let them 
know. Months after the last visit of the Dalai Lama in 
November 2002 

Jintao to visit Ulaanbaatar 

comforts Mongolian leaders as they await China\'s response. 
MFA Americas 

equivalent) Jambaldorj told the Ambassador over lunch on 
August 18 that he doubted China would again suspend rail 
traffic as it had for a few days in 2002 

doubt 

SLUTZ 
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Serb 

regardless of their ethnicity 

candidates for the Tri-Presidency Likewise 

for the Tri-Presidency must come from the RS. Voters in the 
FBiH 

either a Croat or Bosniak candidate for the Tri-Presidency 
Croat and Bosniak candidates must come from the FBiH. These 
territorial and ethnic criteria run afoul of accepted 
international electoral practices 

1995 Dayton Constitution. (Note: One of the proposed 
amendments to the constitution supported by the U.S. but 
defeated in the BiH parliament in April would have allowed 
for citizens throughout Bosnia to choose among presidential 
candidates from all ethnic groups. End Note.) 


6. (U) The winners of the Tri-Presidency are determined by a 
simple \"first past the post\" vote. Current members of the 
rotating (every eight months) Tri-Presidency are Sulejman 
Tihic (Bosniak 

Borislav Paravac (Serb 

run a Bosniak candidate 

in the FBiH and a Serb 

Komsic wins 

traditional nationalist Croat parties 

be unprecedented in post-war BiH. Other major party 
candidates are: 


-- Bosniak: Sulejman Tihic (SDA) 
Mirnes Ajanovic (Patriotic Bloc) 
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(National Party for Progress through Work 

party backed by a prominent meatpacking family). 
-- Croat: Ivo Miro Jovic (HDZ) 

Komic (SDP) 

-- Serb: Mladen Bosic (SDS) 

Tesanovic (PDP) 

Srpska) 


7. (U) At the entity level 

President and Vice President in a \"first past the post\" 

ballot. The current President of the Republika Srpska is SDS 
Dragan Cavic. 


ELECTING STATE 


8. (U) Parties are awarded seats in the lower houses of the 
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State 

individual 

districts/constituencies). (Note: At the State level there is 

an extremely complicated system for awarding a small number 
of compensatory seats within each constituency as well. End 
Note). Voters may vote for a party 

individual candidates within the same party. Split ticket 
voting (i.e. 

political parties) is not permitted. Parties rank their 
candidate lists within each electoral unit so that a vote for 
the party ticket gives the candidates at the top of the list 

the best chances of winning a seat. However 

system creates an opportunity for voters to support 
particular candidates 

slate. For instance 

candidate ranked lower than position 10 on the list receives 
more votes than a candidate ranked 1-10 by the party 
lower-ranked candidate wins one of the ten seats. 


9. (U) The upper houses of legislatures at all three levels 
the House of Peoples at the State level 

of Peoples 

elected. The popularly elected legislatures form the 
governments 

likely to win an outright majority. In these instances 
parties will have to negotiate coalitions. Once formed 
governing coalitions in the State and Federation House of 
Representatives 

legislatures 

Ministers (Prime Minister) 
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of the Federation 
prime ministers 


CURRENT DISTRIBUTION OF POWER: BiH HOUSE OF REPRESENTA 


10. (U) The State House of Representatives consists of 42 
delegates 

one-third from the RS. There are five multi-member electoral 
constituencies in the FBiH and three in the RS. The current 
balance of power is: 


-- SDA: 9 delegates 

-- SBiH: 6 delegates 

-- SDS: 4 delegates 

-- HDZ-1990: 4 delegates 

-- SNSD: 3 delegates 

-- SDP: 3 delegates 

-- HDZ: 1 delegate 

-- PDP: 1 delegate 

-- Others parties: 11 delegates. 


RS NATIONAL ASSEMBLY 


11. (U) The RSNA consists of 83 delegates who are elected 
from the RS. There are six RSNA constituencies. The current 
balance of power is: 


-- SDS: 24 delegates 

-- SNSD: 19 delegates 

-- PDP: 9 delegates 

-- SDA: 6 delegates 

-- SDP: 3 delegates 

-- SBiH: 3 delegates 

-- Other parties: 19 delegates 


(Note: Votes for Bosniak parties in the RS generally come 
from Bosniak returnees and internally displaced persons 
registered to vote as absentees in the RS 

the FBiH. End Note.) 


FBiH HOUSE OF REPRESENTATIVES 


12. (U) The Federation Parliament's House of Representatives 
has 98 delegates who are elected by voters in the Federation. 
There are 12 FBiH House of Representative constituencies. 
The current balance of power is: 


-- SDA: 32 delegates 
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-- SDP: 15 delegates 
-- SBiH: 15 delegates 
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-- HDZ 

-- HDZ-1990: 6 delegates 
-- SNSD: 1 delegate 

-- Other parties: 21 


KEY ELECTORAL CHANGES 


13. (U) Various changes to the election law 

passed in 2001 

system. Nevertheless 

complicated and unwieldy 

government created by the Dayton Constitution. One key 
change is the automatic (passive) registration of all 
citizens over the age of 18 upon receipt of their national 
identity card (CIPS card). The result is that there are 

400 

the 2004 municipal elections. Experts expect another 100 
registrations prior to election day (Note: The deadline to 
receive one\'s CIPS card and be eligible to vote is August 18. 
End note.) 


14. (U) A second significant change 

requires that a party must receive at least three percent of 
the votes within an electoral unit at the State 

cantonal level to be awarded seats in the respective 
legislature. This change will make it difficult for smaller 
parties to win seats 

Smaller parties likely will retain seats in entity and/or 
cantonal assemblies where their power base lies and where 
crossing the three percent threshold will be less of an 
obstacle. This should create a more rational slate of 
parties capable of forming a State-level governing coalition 
but may result in odd power dynamics between the cantons and 
the entity in the FBiH. 

CEFKIN 
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of Article 9 that effectively endorses the right to 
collective self-defense. The platform proposes to base 
further discussions of constitutional revision on the LDP 
bill submitted in the last Diet session. 


3. (U) In addition to provisions on constitutional reform 
Abe\'s proposed platform encompasses a wide range of reforms 
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including: an emphasis on economic growth and spending cuts 
without reference to a rise in the consumption tax; a 
comprehensive package to improve pension and medical 
benefits; a plan to offer assistance to failed companies and 
their employees; revision of the Basic Education Law based on 
a return to traditional values; and free trade agreements 

with Asian neighbors and other resource-rich countries. 

These proposals clearly demonstrate Abe\'s intention to 
continue the structural reform policies of Prime Minister 
Koizumi 

respect to certain economic and social policies 

the news report. The platform also stresses the importance 

of the U.S.-Japan alliance 

China. 


4. (C) Abe was not expected to issue a formal policy 
platform until he officially declared his candidacy on 
September 11. However 

Keizai Shimbun tell us that the leaked platform draft must 
have come directly from someone in Abe\'s inner circle 

Abe himself. A senior staffer to the former chairman of the 
LDP Constitutional Revision Research Committee wondered 
whether this unofficial version really represented Abe\'s 
thinking and 

formal platform was released. He worried that the approach 
outlined in the report might prove too polarizing. A Lower 
House Diet Member on the DPJ Constitutional Revision 
Committee agreed that the more Abe pushes on constitutional 
revision 

back 

reform. 


5. (C) Comment. Abe may have leaked this information to 
serve as a trial balloon 

his runaway lead in the LDP presidential race has deprived 
the party of a policy debate. Given the critical reaction we 
have heard from members of the LDP 

partner Komeito 

front page of one of Japan\'s most trusted dailies will not 
foster inter-party cooperation in the upcoming Diet session. 
SCHIEFFER 
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responsibility\" for the incident. According to the Russian 
embassy 

the Japanese vessel \"maneuvered the boat dangerously close\" 
to a second FSB small motorboat containing Russian sailors 
who were attempting to board the fishing boat. End Summary. 


Japan Delivers Protest 
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2. (C) On August 17 

Division Deputy Director Kyoichiro Kawakami provided the 
embassy with new details on the August 16 incident in which a 
Russian FSB (Federal Water Service) patrol boat fired 
gunshots at a Japanese fishing boat in waters near the 
disputed Northern Territories (reftel). FM Aso called in 
Russian Embassy Charge Mikhail Galuzin on the evening of 
August 16 to protest the shooting and to request an apology. 
Aso conveyed two main points: 1) the shooting occurred in an 
area that Japan believes inherently to be Japanese territory 
and 2) Japanese authorities were alarmed about the loss of 
life 

approximately 50 years. The foreign minister requested the 
immediate return of the body and the return of the remaining 
three crewmembers captured during the confrontation. 


3. (C) According to MOFA 

the Russian government\'s August 16 official statement. 
Noting that the loss of life was sad for Russia as well 
Galuzin said that Russia would nevertheless continue to 
assert its claim to the Northern Territories 


4. (C) MOFA officials have little information about exactly 

what transpired or how the Japanese fisherman was killed. 
Kawakami said that the fishing boat appears to have strayed 
into the Russian-claimed zone 

did not know why the boat was there or what the crew had been 
doing. Russian authorities told MOFA that the Russian FSB 
boat fired several \"preventive\" shots at the Japanese vessel 
according to Kawakami. He speculated that the fisherman was 
killed by one of the warning rounds. \"What happened will not 
be clear until the crew is returned 

the crew back first 


Russian Version 


5. (C) Russian Embassy First Secretary Yurey Yuriev confirmed 
August 17 that Aso met with Galuzin 

embassy \"did not accept\" Japan\'s protest 

Japanese officials publicized their demands on television. 
Galuzin offered condolences on the death of the Japanese 
crewmember 

\"principled positions\" on the Northern Territories issue. 


6. (C) Yuriev 

ministry statement 

incident. The shooting took place at night and in heavy fog. 
The Russian FSB patrol craft ordered the Japanese boat to 
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stop. The Japanese captain initially complied by turning off 
his boat\'s engines. FSB crewmembers then boarded a small 
motorboat and headed toward the fishing craft with the 
intention of boarding it. As the FSB motorboat approached 
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the fishing vessel 

suddenly turned on his engines and \"maneuvered the boat 
dangerously close to the small FSB motorboat\" in an attempt 
to make it back to the Japanese side of the dividing line 
claimed. FSB sailors on the larger patrol boat opened fire 
instantly killing the Japanese crewmember. 


7. (C) Yuriev asserted that responsibility for the incident 
remained \"fully on the Japanese side.\" Japanese officials in 
Tokyo and Hokkaido knew well in advance that Japanese boats 
had been fishing on the Russian side of the dividing line and 
did nothing to stop it. Japanese officials did nothing to 

keep their vessels from crossing into Russian-claimed 

territory 


8. (C) Russian authorities will return the dead crewmember\'s 
body after completing an investigation 

might be as early as August 18. In the meantime 

embassy officials expressed the hope that Russia and Japan 
would manage to resolve the issue \"without emotion.\" 
Referring to what he described as unspecified \"activities 

near the embassy\" which had taken place (note: NHK reported 
protests by rightist groups in front of the Russian embassy) 
Galuzin told Aso that the Russian government hoped that there 
would not be any reprisals against Russian citizens living in 
Japan. 


Comment 


9. (C) The Japanese government is apparently hoping to 

minimize the damage to bilateral relations caused by this 

incident. Local contacts in Nemuro city 

Japanese fishing vessel 

mayor asked the central government to cancel a visa-free 

visit by Japanese to Etorofu in the disputed Northern 

Territories in protest of the shooting. Tokyo 

refused the request. MOFA announced late August 17 that it 
would be sending Parliamentary VFM Akiko Yamanaka to Nemuro. 


SCHIEFFER 
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security forces in the south 

the United States in our annual human rights reports and in 
public fora 

Thai officials. 


Burma Refugee Resettlement and Material Support 


8. (C) The primary issue affecting the Embassy\'s refugee work 
over the past year has been material support. It has 

seriously complicated resettlement of Burmese camp refugees 
just as our program for this group was getting off the 

ground. It has also created hard-to-explain anomalies in our 
overall policy toward Burmese displaced persons. We have 
defined the Karen National Union (KNU) and the Karen National 
Liberation Army (KNLA) as terrorist groups for refugee 
resettlement purposes at the same time that USAID is starting 
a cross-border program that will involve small payments to 
KNLA soldiers. We have refused refugee resettlment to former 
KNLA combatants even though USG-funded programs provide food 
medical care 


9. (C) The material support waiver for Karen in Tham Hin camp 
produced a DHS resettlement approval rate of about 75 
percent 

one-half of the camp population applied for resettlement. 
There seem to be a combination of reasons for this lack of 
enthusiasm: confusion about material support and concern 
that cases would be denied for material support reasons; a 
hope of returning to Burma; and worry about being able to 
start a new life in the United States. The upshot is that 

only about 2 

total camp population of about 9 

disappointing to us 

certainly also to the Thai. We have some hope that ongoing 
departures will kindle resettlement interest among those Tham 
Hin refugees who have so far declined the resettlement 
option. The first departures from the Tham Hin program 
started on August 16. 


10. (C) We agreed with the Thai over one year ago 

material support 

we would consider resettlement processing in other camps 
after joint evaluation of the Tham Hin program results. We 
need RTG approval before we can move to other camps. It 
would be very useful to use your visit to explain and win 
greater understanding from the Thai on the material support 
issue and sketch out 

moving U.S. resettlement processing to other Burma border 
camps. 


Column 3 
RTG Policy Changes on Burmese Camp Refugees 


11. (C) RTG policies on Burmese camp refugee have shifted 
significantly and in a positive way over the past year. The 
Thai seem to recognize now that there is little hope of the 
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refugees returning to Burma. They also seem to see that a 
continuation of the current camp situation where refugees 
have limited legal opportunities for higher education and 
employment is not acceptable from a humanitarian perspective 
nor sensible if the refugees remain in Thailand over the 
long-term or resettle to other countries. As a result 

Thai have given the green light to the NGO community and 
donor countries to put forward proposals for income 
generation and expanded education and vocational training for 
Burma camp refugees. They have also begun programs 
limited 


12. (C) The Thai have put in place 

screening panels for Burmese refugees called Provincial 
Admissions Boards (PAB). The PABs have approved en masse 
registration and formal entry into the camps of about 27 
refugees who had been living in the camps and receiving 
assistance but had never been officially admitted. The PABs 
are now supposed to begin screening of individual Burmese 
asylum-seekers who live outside the camps. Your visit 
provides a good opportunity to push the Thai on PAB screening 
of individual cases and issuance of exit permits for Visas 93 
and P3 family reunification cases for Burmese refugees. 


13. (C) While the shift in overall Thai policy is good 
implementation has been fitful 

subject to the interpretation and initiative of local 

officials. UNHCR has not 

final Thai approval for Burma camp refugee identification 

cards 

protection. We and UNHCR need to keep encouraging the Thai 
to move forward on the cards. We should ask about the 
possibility of the Thai permitting camp passes that would 

allow refugees to leave the camps individually to work in 

local labor markets. We should also show support for the 

Thai policy of permitting refugee income generation by 

boosting PRM funding of American Refugee Committee (ARC) and 
International Rescue Committee (IRC) programs in this area. 


Petchaboon Hmong 
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14. (C) The Petchaboon Hmong situation is complex and we do 
not see a near-term solution despite extensive discussions 

with UNHCR and the RTG. There are approximately 6 

persons at the Petchaboon site 

primitive encampment along two sides of a mountain road. MSF 
provides medical care and sanitation and a U.S. faith-based 
organization has been distributing rice. There is a concern 

that serious food shortages could develop over time. The RTG 
has recently sent soldiers to the site and they have 

tightened access as part of an effort to discourage others 

from going to Petchaboon. The Thai also say that they 

reserve the right to deport the Petchaboon Hmong for illegal 
entry 

in a Petchaboon police station to the Lao border. While it 

does not appear that these 31 persons were handed over to Lao 
Officials 

they are now in Thailand or Laos. 


15. (C) The origins and motives of the Petchaboon Hmong are 
not completely clear. They can be divided into three groups. 
The first are persons who had been living in Thailand for 
many years and went to Petchaboon in the hope of getting into 
any future Tham Krabok-like U.S. resettlement program. The 
second 

appear to have been well-settled in Laos and crossed over 
into Thailand with a similar motive. Certain Hmong-Americans 
organizations have stated falsely that the USG will open 
another resettlement program at Petchaboon and have 
encouraged members of these two groups to go there to be 
first in line. The third are persons who fled Laos because 

of political or religious persecution. 


16. (C) We have stated that there will not be another Tham 
Krabok program and that the Thai should refrain from 
deporting the Hmong and permit UNHCR to interview those with 
legitimate refugee claims. The RTG is worried about a pull 
factor 

will likely continue to deny UNHCR access to the population. 
While the Thai say they reserve the right to deport the Hmong 
for illegal entry 

because the Lao government refuses to take the Hmong back. 
Even if UNHCR were to gain access and refer individual cases 
to us 

by material support. Of 46 Hmong refugees recently referred 
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to us by UNHCR 
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countries have limited interest in resettling Hmong and the 
Thai have ruled out formal local integration. While the 
international community and the Thai seek a solution to this 
impasse 

the Hmong. We also need to ensure that there is no problem 
with malnutrition and food at the Petchaboon site. 


North Korean Refugees 


17. (C) Fifteen North Koreans in Bangkok have indicated 
interest in U.S. resettlement. After allowing us to resettle 

the first group of six North Koreans in April 

declined permission thus far for further North Korean refugee 
case processing. The Thai are concerned about a pull factor 
and the possible involvment of traffickers. While they 
recognize the requirements of U.S. law 

law is effectively encouraging North Koreans to break Thai 
law by entering Thailand illegally. Three of the fifteen 

North Koreans have been waiting for almost three months. We 
should continue to press the Thai to allow us to process the 
pending North Korean cases 

so discreetly. It is probably unlikely at this point that 

the Thai will agree to go beyond their current approach of 
considering U.S. processing on a case-by-case basis. 
BOYCE 
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that too many Brcko-related decisions are taken without 
consulting Bosnia\'s political leadership. Finally 

that police reform is headed for a political disaster 

could put off for months hopes for Bosnian-EU agreement on a 
Stabilization and Association Agreement (SAA.) END SUMMARY. 


Elections: We Already Know the Results 


2. (C) Ivanic expressed concern about the level of 

nationalist rhetoric in the election campaign to date. He 
attributed this to fallout from the failed attempt to amend 
Bosnia\'s constitution and to the recent release of two videos 
that allegedly show war crimes committed against Serbs during 
Operation Storm (reftel). Ivanic accused Party for Bosnia 

and Herzegovina (SBiH) leader Haris Silajdzic of provoking an 
ugly debate over constitutional reform by insisting that any 
reform must abolish the entities. This prompted Dodik\'s talk 
of a referendum in Republika Srpska (RS) 

Kosovo developments could make the situation worse and end up 
driving Bosnian politics for the next six weeks. 


3. (C) Nonetheless 
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post-election Bosnian politics are already apparent. The 

parties that support constitutional reform are prepared to 

work together - only SBiH is \"an unacceptable coalition 

partner 

Democratic Union of Bosnia-Herzegovina-1990 (HDZ-1990) could 
emerge as the largest of the Croat parties. Otherwise 
unknowns are whether the Party for Democratic Action (SDA) or 
Social Democratic Party (SDP) will be the largest Bosniak 

party and whether Milorad Dodik\'s Alliance of Independent 
Social Democrats (SNSD) will win enough seats in the RS to 
rule without coalition partners. 


Brcko: Consult 


4. (C) In the wake of several critical comments by Bosnian 
politicians 

August 4 decision to issue an order abolishing the legal 
significance of the Inter-Entity Boundary Line (IEBL) 
expressed concern about Brcko becoming a political football 
during the election campaign. We also stressed that the 
order was fully consistent with the Final Award and an 
important milestone in the process of closing out the 
supervisory regime. Ivanic responded that he supported the 
order 

consultation with Bosnia\'s political leadership 

complained. 


Police Reform: The Europeans Are Naive 


5. (C) Turning to police reform 

OHR/EU strategy for advancing police reform (i.e. 

a complete technical plan to the political parties after the 
elections on November 30 and expecting them to embrace it) 
was \"dangerously naive.\" Dodik and RS President Cavic have 
dug themselves in on police reform 

rhetoric against reform leaves them little room to maneuver 
post-election 

political dialogue on police reform was needed now - not six 
to seven months from now. He said that he had tried to 
organize such talks several months ago 

been misinterpreted and he was criticized for it. 

CEFKIN 
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force in Lebanon until next February 

television last evening by MOD Alliot-Marie. Asking that the force\'s 
mission be defined 

about when and how many 
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position is appropriate given that the UNSCR does not \"specify how 
to go about disarming Hezbollah.\" \"No country in Europe 

of all France 

explode any minute 

who quotes Alliot-Marie: \"When one sends troops without a clear 
mission and without proper or sufficient means 

catastrophe.\" 


Le Parisien titles its report: \"France Wants a Well-Defined Mission\" 
while on FR2 televisions MOD Alliot Marie said that \"France is 

playing its traditional role in Lebanon 

population.\" She asked the UN to \"be more specific about the UNIFIL 
mission in Lebanon and to give soldiers the necessary means to 
protect themselves and to react if they are attacked.\" She added it 
would be very positive to include Muslim countries in the UNIFIL 

\"to avoid giving the image of the West against the Muslim world.\" 


FM Douste-Blazy\'s visit to Beirut yesterday is widely reported. In 

Le Figaro the article notes his attempts to get Israel to \"lift the 

air and sea blockade\" as well as get assurances from Lebanon that 
\"no weapons would be delivered to Hezbollah.\" The report indicates 
that the French delegation was at an impasse: \"The Lebanese PM is 
incapable of disarming Hezbollah: disarmament must be voluntary... 
and will necessarily require associating Hezbollah\'s two patrons 
Syria and Iran.\" On FR2 television 

seems unable to disarm Hezbollah which is now more popular than 
ever.\" For Liberation 

Scenario.\" The editorial by Pierre Haski is a harsh criticism of 
President Bush and his remarks about Lebanon being a \"third front\" 
in the war against terror. (See Part C) 


Le Figaro interviews Former Socialist FM Vedrine 

\'fiasco\' of the U.S. policy in the Middle East.\" According to 

Vedrine 

greater resentment towards Israel in the Arab-Muslim world. On the 
Lebanese scene 

action in this crisis as \"negative. The Bush administration has a 
schematic vision which has led it to the situation in lraq... and 

left it handicapped when it comes to dealing with all other Arab 
issues. Never was a U.S. administration as aligned with the Likud as 
this one... We are looking at the fiasco of the so-called GME... 
America\'s idea of fighting against terrorism leaves no room for a 
political approach... It is counter-productive because it has 
consolidated the wave of anti-west feelings... when in fact we 

should be separating the fundamentalist wave from the large majority 
of moderate Muslims. We need to break away from this policy... We 
must negotiate with Hamas and Hezbollah... America\'s \'boycotting\' of 
Hamas renders our message of democratizing the Middle East 
inaudible. The Bush administration is condemning itself to failure.\" 
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The security situation in Iraq is reported by Le Figaro: 
\"Self-defense Shia groups are taking on the Sunni guerrillas 
have been targeting civilians... \'Inter-religious\' fighting has led 
150 

comments in Le Figaro that \"the political class is impotent in the 
face of the daily violence which has caused the deaths of close to 
6 

the security plan 

essentially ineffective.\" 


Le Figaro carries an op-ed jointly penned by the British and French 
Interior Ministers 

terrorism: \"We share the belief that the best way to win the war 
against terrorism is international cooperation and shared vigilance 
from everyone.\" 


A Figaro op-ed by Alexandre Adler contends that \"after Joe 
Lieberman\'s defeat 

people will be able to recognize itself in a Democratic Party which 
is pacifist 

Hollywood\'s star system.\" 


Economic daily Les Echos 

Black Gold\" examines \"The Bush 

family is of course oil and power. But it is also an extraordinary 
network of relations in the U.S. 

interwoven the mysterious \'Skull and Bones\' society 

steel 

you scratch mine\' philosophy.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Lebanon - U.S. Stance - GWOT 


\"Unwelcome\" 

Pierre Haski in left-of-center Liberation (08/17): \"With friends 

like President Bush 

Lebanon is on the brink of being resolved through a fragile 

equilibrium 

complicate the implementation of UNSCR 1701. By speaking of Lebanon 
as the \'third front\’ of the war against terror 

Afghanistan 

neighbors into the wider confrontation against the \‘axis of evil.\' 

Most countries about to send troops to bolster the international 

force in Lebanon do not recognize themselves in this crusade. First 
among them France. The American President\'s stance has the merit of 
ideological coherence 

of voting a resolution which is to rely on cooperation 

the essential parties are already characterized as mortal enemies... 

If one follows the Bush line of thinking 

which is needed 
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indomitable enemy. The American President\'s logic is all the more 
unwelcome because his unilateral Iraq policy is a resounding 

failure 

international operation in Afghanistan under the auspices of the UN 
is also facing difficulties. It is obvious that the new UNIFIL 

mission in Lebanon will not be a walk in the park and that Hezbollah 
is not ready to be disarmed. All the more reason to keep from 
turning an already impossible mission into an ideological crusade. 
Failure is ensured if we follow Bush\'s logic.\" HOFMANN 


75318 

75319 

Initiatives\" and discussing how these initiatives linked to UNESCO\'s 
post-World Summit on the Information Society (WSIS) role. Khan then 
proposed that IFLA would pick a few digital library initiatives from 
various regions to be represented at the Seoul session 

UNESCO was not in the position of choosing who would participate. 
Van Oudenaren emphasized that in the session 

articulating its goals and how it expected digital library projects 

can contribute to these goals. Librarians tend to get sidetracked 

into detailed discussions of standards. Standards are important for 
WDL and other projects 

big picture 


4. (SBU) Following the two-hour UNESCO session in Seoul would be a 
meeting of senior librarians. It was agreed that UNESCO would brief 
the high-level meeting on the outcome of the two-hour \"Digital 

Library Initiatives\" session. 


5. (SBU) The discussion then turned to holding a December WDL 
\"experts\' meeting 

would involve between 30 and 35 people 

emphasized the need for a focused meeting and stated that there 
should be no more than 30 people. UNESCO expressed strong interest 
in having a mockup of the WDL site available at the December meeting 
in order to get a better understanding of the project. Van Oudenaren 
said that this would be possible. He added that the title \"experts 
meeting\" was a misnomer 

of the six Global Gateway Sites (GGS) and IFLA members. Khan said 
the private sector 

should be involved to this meeting. He added that the Europeans 
(meaning Jeanneney) should also be invited as a courtesy. Van 
Oudenaren responded that Jeanneney strongly dislikes Google 

that the private sector should be invited to the launch when there 

is a product that they can consider supporting through private 
donations 
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6. (SBU) Khan and van Oudenaren agreed that the December meeting 
would take place over one day. Van Oudenaren mentioned the LOC\'s 
draft agenda for a meeting focused on four issues: Architecture 

(including multilingualism) 

Khan said that a one-day meeting would present a challenge of time 

and he would like to see advance work done in order to ensure a 

focused 

Van Oudenaren suggested that UNESCO could provide the wrap-up of the 
meeting with its perspective on the WDL. 


7. (SBU) Abid turned the discussion to the launch of the WDL 

saying that the DG was in favor of a formal launch after the 

December meeting. Abid suggested organizing a high-level event with 
several heads of state to raise funds for the WDL. He noted that 

this kind of event had been a success when 20 Arab heads of state 
had gotten together to raise money for the Bibliotheca Alexandrina. 
Van Oudenaren objected to the idea of an early launch date 

the LOC did not want to launch something that was still an \"empty 
shell.\" Van Oudenaren and Khan also agreed that there would be a 
functioning multilingual site at the launch. Khan agreed with Van 
Oudenaren 

be a better place for the launch 

ministers would already be present 

develop the WDL project. Van Oudenaren added that Google\'s Sergei 
Brin and other private sector representatives could be invited to 

the GC for the launch 

the UNESCO kiosk at WSIS in Tunis last November in order to generate 
private sector interest. 


8. (SBU) COMMENT: The meeting with Khan was helpful in the sense 
that it brought a focused timeline of cooperation (IFLA Conference 
Experts meeting at UNESCO HQ in December 2006 

launch in October 2007 

modeled on the UNESCO Kiosk at WSIS in Tunis.) However 

also showed that Aziz 

principle 

and the WDL to share the floor at IFLA. Van Oudenaren had to 

explain yet again that the WDL is different from the EDL 


finally 

UNESCO and to the project 

staffers - is to raise public funds. END COMMENT. 
KOSS 
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visit by the prime minister is only natural 


Column 3 
(2) With one cabinet minister after another leaving for remote 
countries 


(3) Seizure of Japanese fishing boat by Russia: Median line in 
northern waters; one of the best fishing grounds; Fishermen in 
Nemuro have consciousness that it is their sea 


(4) Government decides to shut out crime syndicates 
from public works projects 


ARTICLES: 


(1) Ozawa\'s criticism of Prime Minister Koizumi Wavering; \"Yasukuni 
visit by the prime minister is only natural 


SANKEI (Page 5) (Full) 
August 18 


Minshuto (Democratic Party of Japan) President Ichiro Ozawa has kept 
silent since Prime Minister Junichiro Koizumi visited Yasukuni 

Shrine on Aug. 15. But in his column carried by the Yukan Fuji 
(evening sports newspaper) 

to the Shinto shrine: \"He visited the shrine as a performance. He 
should instead by laying the ground work so that the Emperor would 

be able to visit there 

Yasukuni visits 

minister to hesitate.\" 


On the 15 when Koizumi went to Yasukuni 

Yukio Hatoyama responded with an interview. Executive Office chief 
Goshi Hosono 

soon resign. There is no need for the party head to make a comment. 
We want him to do his best for preparations for the party leadership 
race.\" 


In his column in the evening newspaper yesterday 
blasted Koizumi 


\"The prime minister recognizes that war as a wrong 

that Class-A war criminals were responsible for waging the war and 
that they had committed crimes. Yasukuni Shrine honors Class-A war 
criminals 

who represents Japan 

domestically or internationally.\" 


After assuming the presidency of the main opposition party 

pushed the argument that the names of Class-A war criminals should 
be deleted from the list of names of those enshrined at Yasukuni 
Shrine. His reason was that the leaders of the time bear grave 
responsibility to the Japanese people for leading them into war and 
that they should not have enshrined because they did not die in the 
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war. 


On April 2 

Ozawa replied to a question by then Japan Socialist Party member 
Sango Sato at the Upper House Local Administration Committee as 
follows: 
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\"Paying our respects at Yasukuni Shrine means to honor those who 
died in the war for the country. Whether they were Class-A war 
criminals 

\"We should think separately the issue of war responsibility and our 
feelings.\" 


On April 25 

inaugurated 

supporting the prime minister\'s visit to Yasukuni Shrine 
\"It is only natural that we thank for those who died in the 
frontline of the war. We should accept it meekly.\" 


On June 9 

\"If the prime minister insists that visiting Yasukuni is his 

political belief 

of the end of the war.\" He gave Koizumi a \"seal of approval\" even 
though his aim was to seek to check Koizumi. 


If one looks at Ozawa\'s remarks until now 

different from one he made in 1986. A secretary to a veteran LDP 
lawmaker commented: \"Mr. Ozawa is just criticizing for the sake of 
criticizing.\" It is the fact that the political situation over 

Yasukuni visits by the prime minister and Ozawa\'s position are 
greatly changed. As if to keep his words and actions in the past in 
mind 

the persons who are responsible posts in the government is ona 
different level (from a visit to the shrine by other people).\" 


(2) With one cabinet minister after another leaving for remote 
countries 


TOKYO SHIMBUN (Page 2) (Slightly abridged) 
August 18 


A number of members in the Koizumi cabinet have left or will be 
leaving for countries that have yet received no Japanese cabinet 
ministers. This is the first such attempt in a bid to strengthen 
Japan\'s diplomatic foundations. Conversely 

dangerous to overlook nearby countries 

a Japanese fishing boat shot in waters off Nemuro 
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Prime Minister Junichiro Koizumi came up with this strategic 
approach. During the Golden Week holidays this year 

first sitting prime minister to visit three countries in Africa and 
Scandinavia 

impressed by their warm welcomes 

\"diplomacy with a face 


Koizumi urged cabinet ministers to separately go to countries that 
have never received a Japanese premier or cabinet minister. 


It is common for each government agency to determine where its head 
will go overseas. In the selection process 

countries that have close ties with Japan 

and China 

countries tend to be put on the backburner. Of the 192 UN member 
states 

no prime minister or cabinet ministers from Japan. 


In response to an order from Koizumi 

scheduling cabinet members\' overseas trips. The office arranged 
plans for nine cabinet ministers to visit 16 countries 

those in Africa and the Asia-Pacific region. Their mission is to 
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deliver the prime minister\'s personal letter and convey Japan\'s 
economic assistance plans. They were given opportunities to explain 
Japan\'s bid for a permanent seat on UN Security Council or Japan\'s 
position on the North Korea issue 


While Japan is engaged in this diplomatic approach to remote 
countries 

to the forefront. On Aug. 16 

on a Japanese boat in waters near Kaigarjima 

Northern Territories. In this incident 

Foreign Minister Taro Aso lodged a strong protest with the Russian 
government 

Russia. It is also true that the standstill Northern Territories 

issue was behind the incident. 


A Taiwanese anti-Japanese group set sail for the Senkaku Islands 
(called the Diaoyutai Islands in Chinese) by fishing boat yesterday 
in a move to protest the prime minister\'s visit to Yasukuni Shrine 
on Aug. 15. On sovereignty over the islets 

been at loggerheads. 


Japan also has a disagreement with South Korea in connection with 
marine surveys in waters near the Takeshima islets (Dokdo in South 
Korea) 
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The prime minister has given priority to strengthening Japan-US 
relations 

will mean better relations between Japan and its Asian neighbors 
giving short shrift to diplomacy in the region. This stance 
unavoidably has come at a high price and has kept such relations 


icy. 


(3) Seizure of Japanese fishing boat by Russia: Median line in 
northern waters; one of the best fishing grounds; Fishermen in 
Nemuro have consciousness that it is their sea 


YOMIURI (Page 3) (Excerpts) 
August 18 


Japan claims the Northern Territories as its own. However 

reality the former USSR and Russia have effectively controlled the 
four islands since the end of the war. Each country claims a 
different borderline. In fact 

Japanese fishing boats years ago by then USSR Coast Guard patrol 
vessels. As a result 

claimed had to be drawn. This is the so-called median line. 


At present 

under the Japan-Russia Fishing Agreement can fish in waters claimed 
by Russia beyond the median line. These fishing boats are allowed to 
fish for octopus 

also an operation agreement on kelp. The Hokkaido Fisheries 
Association pays cooperation money to Russia each year so that 
Japanese fishermen can catch or gather those products in limited 
areas in a specified period. 


In any case 

crabs 

catching. If Russia\'s claim is true 

was operating in violation of the agreement. 


The history of the median line goes back to 1952 
the Japan Coast Guard designated a presumed danger zone as an area 
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to which the USSR\'s Coast Guard\'s capability reaches. This is said 
to be the initial (median) line. 


In order to avoid such danger as seizures or shootings 

cooperative associations along the coast line and Hokkaido in 1996 
designated an self-restraint operation line 

waters area on the Hokkaido\'s side several kilometers beyond the 
median line. Nevertheless line-crossing fishing operations did not 
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decrease. Hokkaido 

Hokkaido\'s side of the voluntary restraint line and made the 
voluntary restraint line a regulated coordination line (partly 
revised in 2002). 


After the collapse of the USSR 

Department held sea-based talks several times a year with the Russia 
Coast Guard near the median line and discussed the issue of fishing 
near the Nemuro Strait. However 

fundamentally. Contradiction in claims by the two countries over the 
territorial issue has apparently been exposed in the incident this 

time. 


(4) Government decides to shut out crime syndicates 
from public works projects 


YOMIURI (Top Play) (Full) 
August 18 


The government has decided to shut out crime syndicates and 
companies affiliated with them from all public works projects so 
that state money will not become sources of funding for them. There 
is already a regulation to exclude crime syndicates when the 
government places original contracts for public projects. The plan 
is also to establish a regulation to shut them out from subcontracts 
and sub-subcontracts. Organized crime groups will also be barred 
from contracts for supplying construction materials and providing 
such services as cleaning. Government agencies concerned have 
already started discussions on the issue. Specific measures 

a regulation to eliminate crime syndicates 

possibly before the end of the year. 


Following the enforcement of the Anti-Organized Crime Law in 1992 
fund-raising activities unique to crime syndicates 

collection of protection money and nominal contributions 

contained to some extent. However 

members (including semi-members) stood at 86 

2005 

National Police Agency (NPA) believes that crime syndicates are 
maintaining their force by shifting the weight of their activities 

to a method of shrewdly obtaining contracts for public works as 
subcontractors or sub-subcontractors. 


The Ministry of Land 

issued a circular concerning regulations to shut out crime 
syndicates and companies related to them from contracts for public 
projects. However 

crime syndicates from subcontracts or sub-subcontracts for public 
projects 

practices or include it in guidelines. 
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As specific measures to shut out underworld gangs from public 
projects 

informing project sponsors of any undue demand for participation in 
the project as a sub-contractor from a crime syndicate or a related 
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company; and (2) excluding a prime contractor from a list of 
designated companies if it is found to have connections or business 
transactions with crime syndicates. Some local governments have 
already introduced a similar system ahead of the state. The 
government is also looking into the possibility of eliminating 
underworld gangs and companies related to them from contracts for 
projects funded by public money in the future. 


There are increasing cases in which crime syndicates disguise 
themselves as unrelated companies by using related companies 
relatives 

the NPA will provide information to determine whether a person who 
made an undue demand is connected with a crime syndicate or not more 
actively than before. It will also further strengthen cooperation 

with government agencies and local governments. 


SCHIEFFER 


75321 
the organization. He also agreed that having a permanent 
secretariat would be one way to keep the organization focused but 


SIPDIS 
indicated that Japan has yet to put together a formal position on 
APEC reorganization. End Summary 


2. (SBU) Econcouns called on incoming MOFA APEC Senior Official 
Masashi Mizukami to welcome him to his new position and to open a 
dialogue on APEC issues in advance of next month\'s Senior Officials\' 
Meeting (SOM) in Vietnam. Mizukami 

Spanish language experts 

Official and Deputy Director General of the Bureau for Latin 

American and Caribbean Affairs. In this dual role 

good perspective on both halves of the APEC membership. Previously 
Mizukami served at Japan\'s Permanent Mission to the UN where he 
covered ECOSOC affairs 

frustrated with large 

institutions. 


Need to \"Stabilize\" APEC as an Institution 


3. (SBU) Mizukami said Japan \"sympathizes\" with recent U.S. and 
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Australian proposals to strengthen the APEC Secretariat but had yet 
to put together a specific proposal of its own. Speaking 

informally 

which strikes the right balance between achieving \"tangible results\" 
and focusing on the specific interests of successive host nations 
(e.g. Russian energy or British interest in sub-Saharan Africa.) 
APEC 

drifting in different directions depending on the particular 

interests of each year\'s host economy. A permanent secretariat 
Mizukami asserted 


4. (SBU) However 

proposal on reorganization 

how the new structure would be financed. \"We need a process 
emphasized 

Although he did not categorically rule out an increased Japanese 
contribution to a reinvigorated organization 

the APEC calendar and GOJ\'s budget cycle were out of sync so that 
without Prime Ministerial-level commitment to a supplemental budget 
request 

unable to commit additional resources to APEC before FY-2008 (i.e. 
April 2008.) Normally 

beginning the following April need to be into MOF at the end of 
August each year. Nevertheless 

MOFA superiors hinting that he may have more concrete ideas on 
strengthening the organization at the November leaders\' meeting. 


Expanded Membership Brings Challenges 


5. (SBU) Mizukami also offered informal thoughts on the 

implications of expanded APEC membership should the current 
moratorium expire next year. He noted with a smile that his dual 
responsibility for Latin America had opened him to entreaties for 
Japanese support for APEC membership from a number of countries in 
the region 

course 

sooner or later. 


6. (SBU) The biggest challenge though was India 

if agreed to 

organization functions. Mizukami stated that an explicit condition 

of India\'s accession should be its agreement not to block future 
consensus on entry of its South Asian neighbors. This led him to 
muse briefly on whether APEC should consider the possibility of 
introducing constituent-based voting procedures as at the World Bank 
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(i.e. 
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them 

decision; the summit would be open to all members.) Such a variety 
of voting mechanisms would 

expand its membership without fatally damaging its effectiveness. 


7. (SBU) Comment: Mizukami\'s past experience working with ECOSOC 
clearly left him disillusioned about the effectiveness of large 

unwieldy international economic organizations that lack clear 

centralized direction. Although in this meeting he was largely 

presenting his personal views and not considered MOFA positions 
Mizukami is new to the APEC community and the fact that he is 

willing to consider new approaches to the organization\'s challenges 
bodes well for productive engagement in future discussions with USG 
Officials. 
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OF IMMUNITY\" TO THE COURT BY THE DEPARTMENT 
DEPARTMENT\'S ADVICE ON HOW BEST TO SEEK APPLICATION OF 
TO THIS CASE. GOB WISHES TO AVOID NEGATIVE PUBLICITY UNTI 
THE MATTER IS SETTLED 

CANCEL PLANS TO HEAD THE GOB DELEGATION TO THIS YEAR\'S 
AND ASKS THAT ITS EXCHANGE WITH USG ON THIS ISSUE BE KEP’ 
CONFIDENTIAL FOR NOW. ACTION REQUEST IN FINAL PARA. END 
SUMMARY. 


2. (C) BRUNEI FOREIGN MINISTER II 

CALLED ME IN TO HIS OFFICE FOR A \"CONFIDENTIAL\" DISCUSSIO! 
A LAWSUIT FILED AGAINST SULTAN HAJI HASSANAL BOLKIAH AND 
SON 

COURT ON JUNE 26 

SLOVENIAN NATIONAL NAMED GOCE GLIGOROV AND HIS COMPAN 
CONSULTING. 


3. (C) READING FROM A \"CONFIDENTIAL NON-PAPER 

EXPLAINED THAT GLIGOROV IS SUING FOR USDOLS 500 MILLION C 
THE GROUNDS THAT HE WAS NOT PAID FOR A MATTER \"THAT AR 
OF AN ALLEGED RELATIONSHIP BETWEEN THE CROWN PRINCE Al 
LADY.\" THE SUIT REPORTEDLY ALSO ALLEGED THAT THE SULTAN 
CROWN PRINCE ARE ENCOURAGING HUQN TRAFFICKING AND 
PROSTITUTION. (COMMENT: ALATER GOOGLE SEARCH TURNED 
JUNE 18 ARTICLE IN THE OBSERVER NEWSPAPER STATING THAT 
GLIGOROV CLAIMS TO HAVE FACILITATED A PAYMENT OF \"HUSH | 
TO A SLOVENIAN WOMAN WHO CLAIMED TO HAVE HAD SEXUAL RI 
WITH THE CROWN PRINCE 

THIS SERVICE AS PROMISED BY BRUNEN'S ROYAL FAMILY. ACCOF 
TO THE ARTICLE 

DAMAGES FOR ALLEGED BREACH OF CONTRACT AND FRAUD. EN 
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COMMENT.) 


4. (C) LIM WENT ON TO SAY THE ALLEGATIONS IN THE LAWSUIT 
WERE BASELESS. HE SUSPECTED THAT GLIGOROV WAS SIMPLY ` 
TO THREATEN THE SULTAN AND HIS FAMILY WITH EXTENSIVE 
EMBARRASSING PUBLICITY IN AN ATTEMPT TO EXTRACT AN 
OUT-OF-COURT SETTLEMENT. 


5. (C) LIM SAID THE GOB BELIEVED THAT BOTH THE SULTAN AND 
THE CROWN PRINCE ENJOYED SOVEREIGN IMMUNITY IN U.S. COU 
UNDER THE FSIA. HE NOTED THAT A 1998 LAWSUIT FILED AGAINS 
THE SULTAN IN A CALIFORNIA COURT WAS DISMISSED WHEN THE 
DEPARTMENT ISSUED A \"SUGGESTION OF IMMUNITY\" TO THE CO 
AGAIN READING FROM THE NON-PAPER 

UNDERSTANDING THAT SOVEREIGN IMMUNITY COULD EXTEND TC 
OF STATE\'S IMMEDIATE FAMILY MEMBERS 

INVOLVING IMELDA MARCOS AND PRINCE CHARLES. (COMMENT: 
1998 LAWSUIT LIM REFERRED TO WAS PROBABLY SHANNON LA RI 
MARKETIC V.S. KALIBER TALENT CONSULTANTS ET AL. WE BELIE\ 
THAT THE FEDERAL JUDGE IN THAT SUIT RULED THAT THE FSIA 
APPLIED TO BOTH THE SULTAN AND HIS BROTHER PRINCE JEFRI 
AT THAT TIME WAS GOB FINANCE MINISTER 

DEFENDANTS IN THE CASE. END COMMENT.) 


6. (C) BEFORE PROCEEDING FURTHER 

THE USG AS TO THE PROPER METHOD FOR SEEKING A \"SUGGES" 
IMMUNITY\" FOR THE CURRENT SUIT FILED BY MR. GLIGOROV. HE 
SAID THE SULTAN AND CROWN PRINCE DID NOT WISH TO GIVE AN 
MORE PUBLICITY THAN NECESSARY TO THE CASE AND DID NOT W 
LOOK LIKE THEY WERE HIDING BEHIND THE FSIA 

PUT THESE BASELESS CHARGES BEHIND THEM. WHAT ROUTE DII 
DEPARTMENT SUGGEST IT FOLLOW? SHOULD THERE BE A 
GOVERNMENT-TO-GOVERNMENT REQUEST FOR A \"SUGGESTION 
IMMUNITY 

PRESIDING JUDGE ASKING HIM TO SEEK SUCH A \"SUGGESTION\" | 
THE DEPARTMENT 

TO THE DEPARTMENT? 


7. (C) LIM SAID THE DESIRE TO AVOID PUBLIC EMBARRASSMENT ` 
BOTH THE GOB AND USG HAD ALREADY CAUSED HIM TO RECOM 
THE CROWN PRINCE ABANDON PLANS TO HEAD THE GOB DELEG/ 
THIS YEAR\'S OPENING OF THE UNGA 

MINISTER IN BRUNEI'S CURRENT GOVERNMENT. THE GOB 
EXPLAINED 

SERVE THE CROWN PRINCE WITH A SUMMONS 

THAT HE AVOID TRAVEL TO U.S. SOIL UNTIL THE FSIA WAS 
DEFINITIVELY APPLIED TO THE PENDING COURT CASE. 


8. (C) FINALLY 
GOB-USG EXCHANGE ON THIS MATTER AS CONFIDENTIAL AS POS 
UNTIL HE RECEIVED ADVICE FROM THE DEPARTMENT AS TO NEX1 
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STEPS. HE DID NOT INTEND TO INFORM THE GOB AMBASSADOR II 
WASHINGTON OF HIS APPROACH TO ME 

PERSON IN THE MINISTRY WHO WOULD BE AWARE OF IT WOULD | 
PENGIRAN ALI HASHIM 

AND AFRICA AND THE ONLY OTHER PERSON IN THE ROOM DURIN‘ 
MEETING. 


9. (C) | TOLD LIM THAT | COULD NOT COMMENT ON THE 
APPLICATION OF THE FSIA BUT THAT | WOULD SEEK AN ANSWER * 
HIS QUESTIONS FROM THE DEPARTMENT. | ALSO ASKED HIM FOR 
OF CONFIDENTIAL NON-PAPER FROM WHICH HE HAD BEEN READ! 
PROVIDED IT TO ME 

FORWARD IT TO DEPARTMENT IF REQUIRED. (COMMENT: ALTHO 
EMBASSY DOES NOT HAVE LEGAL EXPERTISE REQUIRED TO DETE 
APPLICATION OF FSIA 

ADDITION TO BEING THE DESIGNATED HEIR TO THE THRONE 
INDEED PLAY AN ACTIVE ROLE IN THE GOB AS SENIOR MINISTER | 
THE CABINET 

MINISTER POSITION FILLED BY HIS FATHER THE SULTAN. END 
COMMENT.) 


10. (C) ACTION REQUESTED: REQUEST DEPARTMENT ADVISE AS 
PROPER METHOD FOR GOB TO REQUEST APPLICATION OF FSIA T 
SULTAN AND CROWN PRINCE AS REGARDS THIS LAWSUIT. 


SKODON 


75325 

75326 

75327 

major textile firms exporting to Europe and the U.S. There is 
also a major new investment on the horizon for an 
export-ready apparel factory established by a Cyprus-based 
company known as Cami Textiles Group. Regarding extension of 
the African Growth and Opportunity (AGOA) third-country 
fabric provision 

which source fabric from abroad strongly favor the extension 
while Tanzania\'s largest vertically integrated textile firm 
Sunflag 

Tanzania (GOT) has come forth publicly in favor of extending 
the provision until 2015 

AGOA eligible countries during the fifth AGOA Ministerial 
meeting in Washington D.C. in June 2006. END SUMMARY. 


Tanzania\'s Textile and Apparel Production Facilities 

2. (U) Tanzania\'s textile industry appears to be moving 
forward in terms of productive capacity and export potential. 
There are currently 12 active textile/apparel manufacturers 
which have a total production capacity of more than 224 
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million meters of dyed or printed fabric. Tanzania\'s Ministry 
of Industry 

industry employs approximately 12 

of whom are women. Approximately half of all textile/apparel 
firms are producing garments for the local market 

and \"kitenge\") as well as bed sheets and blankets. The 
following list highlights Tanzania\'s key textile factories 

the main products 

year) and employment figures: 


Factory Product Capacity Employment 
AtoZ Textiles | Garments 1 

Cami Apparel Garments 1 

Cami Suma Garments 320 
EverFit Uniforms 115 

Karibu Textiles Khanga 40 600 
Kilimanjaro Khanga 8 600 

Mbeya Textile Gray Cotton 6 500 


Musoma Textiles  Khanga/bed sheets 12 500 
Mwanza Textiles Khanga/bed sheets 15 1 
NIDA Textiles Khanga/bed sheets 9 800 


Namera Group Gray cloth 18 600 
Sunflag Garments 25 3 
Urafiki Textiles 1 

Yarn 


Gray woven fabric 23 
Printed fabric 24 


3. (U) Of the 12 main manufacturers 
Textiles 

spinning cotton 

garments. Sunflag\'s fabric 
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cotton ring spun and finished into knitted tops for men 
women and children. Otherwise 

manufacturers primarily source their fabric from Asia: Karibu 
Textiles and NIDA Textiles buy their fabric from India and 
Pakistan 

and Cami Textiles Group buy fabric from China. According to 
the Managing Director of Cami Textiles Group 
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fabric sourced from China is the only way to remain cost 
competitive in the low margin textile market that his company 
targets. 


New Textile Investment from Cyprus 

4. (U) Cyprus\' Cami Textiles Group 

six factories in Bulgaria 

investor in Tanzania\'s apparel sector. Cami Textiles Group 

has invested approximately USD 5 million in three factories 

in the Dar es Salaam area. In early 2006 

opened a small and medium sized factory 

Cami Suma respectively. In September 2006 

Group will open Cami Apparel 

factory in Tanzania\'s new Export Processing Zone (EPZ). Cami 
Textiles Group uses Mitsubishi sewing machines from Japan and 
sources the vast majority of its fabric from China. The 

following are the estimated number of machines and employees 
per Cami Group factory: 


Factory Machines (Mitsubishi) Employees 
Everfit 135 115 

Cami Suma 350 320 

Cami Apparel 900 1600 


Tanzania\'s Textiles Target Bargain Market 

5. (U) Currently 

exporting significant quantities under AGOA 

approximately USD 3.8 million worth of exports in 2005. The 
company targets a low-end market with customers in the United 
States such as WalMart. Both NIDA and Urafiki Textiles 
export apparel to Europe 

market. With its new factory in the EPZ 

intends to begin exporting to the United States under AGOA. 
According to Lezmi 

already well-established relationships between Cami (in 
Bulgaria) and buyers such as WalMart and Champion. The 
remaining textile companies in Tanzania are primarily 
producing African printed fabrics (\"khanga\") as well as bed 
sheets and blankets for the local market. 


Comment: Industry Divided on Extension 

6. (U) While the Government of Tanzania (GOT) supports an 
extension of the AGOA third-country fabric provision 

industry view on the extension of third-country fabric 
provision is divided between those firms which are vertically 
integrated and those which are not. Sekela Mwaisela 

Desk Officer at the Ministry of Industry 
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Marketing 

request to U.S. Congress 

eligible countries 

fabric provision from 2007 until 2015. 


7. (U) Because Sunflag is vertically integrated 

own yarns and fabrics 

from an extension of the AGOA third-country fabric provision. 
Rajeev Shah 

support an extension as it will defeat the purpose of 

building regional capacity. We have invested in modernizing 
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our plant and machinery with the 2007 deadline in mind. If 
the provision is extended our investment will have no meaning 
and we will be another tailoring shop exporting cheap labor 
from Africa instead of exporting value added garments made 
from African raw materials.\" Equally emphatic from the other 
side 

third-country fabric provision is not extended 

kill our chances to export under AGOA 

investment here in Tanzania as well as the new jobs our 
largest factory is ready to create.\" 

RETZER 
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August 11 and discharged 200 

oil. The spill is moving on-shore and threatening fisheries 

reserves 

provinces. The Philippine government has announced that it will be 
requesting assistance from the international community 

specifically the USG 

the risk of spillage from the remaining oil tanks. Embassy would 
like to respond rapidly and favorably to GRP request for assistance 
and requests response from PACOM and Department/Interagency at their 
earliest convenience. End Summary. 


3. Sunshine Maritime Development Corporation\'s oil tanker 

n" 

sank in approximately 400 fathoms of water on August 11 in Guimaras 
Straits. One of the 10 cargo tanks burst while the vessel was 

sinking 

marine environment. The nine remaining cargo tanks on the sunken 
vessel are believed to be intact 

release much greater volumes of oil until they are recovered or 
neutralized. 


CURRENT SITUATION 
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4. Philippine Coast Guard Deputy Commander Alen Torribio told 
EconOff on August 16 that the Philippine Coast Guard (PCG) does not 
have adequate capacity to contain the present spill 

potentially much larger quantities that could escape the vessel. 

The PCG only has one oil boom of 2 

spill. Torribio called this inadequate and said he needed another 

16 

needs at least three more to mop up the oil. The PCG anticipates 

that the clean-up will require one year 

spill in Philippine history. 


5. The spill has traveled more than 19.5 nautical miles and 
affected 200 kilometers of Western Negros Island 

Island 

Guard has been having a difficult time plotting the movement and 
extent of the spill and requested Global Positioning System (GPS) 
mapping and tracking support from the USG. The spill occurred at 
122 degrees 

north latitude. 


6. ACTION REQUEST: The PCG has indicated that it will shortly make 
a specific request through the Philippine Department of Foreign 
Affairs for USG assistance. We anticipate that the GRP will ask for 
16 

associated materials (absorbent pads 

as well as assistance (probably overhead imagery) for mapping and 
tracking the spill. Additionally 

visit by U.S. Coast Guard assessment team 

identified 

August 17. Please advise. August 21 is a local holiday 

Embassy point of contact EconOff Caron De Mars is available at any 
time via Embassy switchboard. 


JONES 
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to local populaces afflicted by terrorism through significant 
humanitarian 

while strengthening the \"iron fist\" of military/police 
capabilities to combat terrorists. He praised Secretary of 
Defense Cruz for his personal leadership of defense reform 
that is changing the culture of the Philippine military and 
enhancing its capabilities. Inouye marveled at his 
enthusiastic reception by Muslims and Christians alike during 
a USAID turnover of solar electricity units to 185 villages 

in Muslim Mindanao 

to some 5 

providing livelihood skills to some 28 

National Liberation Front fighters. He recounted the 
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extraordinary joint effort he witnessed by the US Joint 
Special Operations Task Force-Philippines 

Philippine civil and military officials to rid Mindanao of 
terrorists. Given Senator Inouye\'s extensive experience in 
the Philippines 

President Arroyo and her cabinet 

Senate 

with President Arroyo and other aspects of his visit are 
reported spetels. END SUMMARY. 


2. (SBU) During his one-day trip to Zamboanga August 12 
Senator Inouye was briefed on US Joint Special Operations 
Task Force-Philippines (JSOTF-P) support for ongoing Southern 
Command operations on the island of Jolo. He later 

participated in a USAID ceremony turning over solar 

electricity generation units to 185 villages serving 5 

families in the Autonomous Region in Muslim Mindanao (ARMM). 
Senator Inouye was impressed by how JSOTF-P\'s close working 
relationship with USAID and partnership with Philippine 
counterparts was helping to address the underlying conditions 

of terrorism through short-term civil-military operations 

involving medical 

longer-term infrastructure; renewable energy; health; 

education; and small enterprise development. Senator Inouye 
was particularly impressed that the governor of Basilan (a 

former Abu Sayyaf Group member) now carefully guards the 
island\'s security so as not to endanger the improved economic 
environment 

Farms\" program had reintegrated 28 

Liberation Front fighters back into productive society. The 
moving ceremony of USAID\'s Alliance for Mindanao Off-Grid 
Renewable Energy Program (\"AMORE\") included senior ARMM 
representatives 

organizations 

Tawi-Tawi 

Commission. 


3. (SBU) Senator Inouye said he was deeply impressed by the 
\"Philippine\" model of combating terrorism and progress on 
defense reform 

visit in meetings with President Arroyo 

Villar 

as well in public comments to the press. Describing the 

joint US-Philippine civil-military counterterrorism efforts 

he had observed in Mindanao 

effusive welcome he had received from Muslim youth. He said 
the sight of Muslims and Christians 

Americans united in an effort to bring peace to Mindanao 

filled him with hope and optimism for a secure and prosperous 
future. Given the enormous admiration for Senator Inouye in 
the Philippines 
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President Arroyo and her cabinet 
Senate 


4. (SBU) In his August 14 meeting with Secretary Cruz 
Senator Inouye said he was struck by the close working 
relationship between US and Philippine troops in Zamboanga. 
He stated that the combination of \"hard and soft power\" 
appeared to work 

combating terrorism could serve as a model for 
counterterrorism efforts elsewhere. Cruz agreed on the 
effectiveness of the approach 

model\" of civil-military operations had helped change the 
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attitude of the Muslim population toward US service members 
from hostility to warmth. 


4. (SBU) Complimenting Secretary Cruz on his efforts to 
transform the Philippine military and defense establishment 
Senator Inouye said he was extremely impressed by the 
progress the Armed Forces of the Philippines had made 
linked progress on reform to improvements in fighting 
terrorism. Senator Inouye stated that the Philippines would 
find that other countries stood ready to help as it pursued 
reform. 


5. (SBU) An AFP briefing hit the PDR\'s highlights and cited 
successes in its 10 key areas. 


-- Multi-year Defense Planning: The rationalized and unified 
multi-year defense budget is currently in its second cycle 
and serving as a model for other government agencies. 


-- Operations/Intelligence/Training: Joint doctrine 
development is now underway and a 10-year Philippine 
Intelligence Reform program has just been approved. 


-- Logistics Capacity: Marked improvements have been achieved 
in operational readiness rates and inventory controls 
allowing for better sustainment of units in field. 


-- Professional Development: The concept of train-the-trainer 
has been embedded into all training programs. There is 
special focus on professional military 

development. 


-- Personnel Management: The AFP has adopted a whole cycle 
approach to managing its personnel from recruitment to 
retirement 
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law and order. 


-- Multi-year Capability Upgrade Plan (CUP): Broken into two 
tranches 

security/counterterrorism and then on external defense. With 
a budget of 30 billion pesos (roughly equivalent to $585 
million) for the first six years 

AFP\'s command and control 

also improving training through the Battalions of Excellence 
(BOE) program. The non-commissioned officer corps will be 
the key element to implementing BOE. 


-- Financial Controls: An internal audit system will act to 
check fraud and corruption. 


-- Defense Acquisition: The newly created Undersecretary for 
Defense Acquisition will oversee the establishment of a cadre 
of acquisition specialists 

professionalism 


-- Strategic Communication: A new cadre of trained 
professionals will help get the right message out to the 
public. 


-- Information Management: A modern information technology 
backbone will provide support for and help implement PDR. 


A draft National Defense Act now under consideration by the 
Philippine Congress would institutionalize PDR policies and 
principles and help make transformation irreversible. 


6. (U) Senator Inouye did not have the opportunity to clear 
on this telegram. 


Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
Jones 
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would keep him busy. His predecessor had also been in charge 
of Iraq Reconstruction Activities and Ambassador Suda 

expressed relief that the topic had been reassigned to 

someone else. Suda shared that he had just arrived from 
Colombo two weeks ago. He had served as Japan\'s Ambassador 
to Sri Lanka for 2 years and 9 months and thought it was a 
\"wonderful country.\" Although he is familiar with Sri 

Lanka\'s domestic terrorist groups 

with and knowledge of international terrorism 


7. (U) Participants: 
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U.S. 

Joe Donovan 
Michael Cox 
Tandy Matsuda 


Japan 

Akio Suda 

Counterterrorism Cooperation and North Korea Nuclear Issues 
(Dismantlement and Verification) 

Rokuichiro Michii 

Division Director 

Mikiko Masuda 

Division Officer 

DONOVAN 
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transition 

to President Kikwete. In an earlier meeting 

Head of the U.N. Security Council Unit in the Ministry of 
Foreign Affairs 

description of a UN force in Sudan as \"neo-colonialism\" was 
an inappropriate term. He suggested that in addition to 
approaching Russia and China 

Arab League 

international community can convince the Arab League to 
support the transition 

Bashir. 


AU POSITION IMPORTANT FOR TANZANIA 

4. (C) Njiku said the Government of Tanzania\'s (GOT) position 
is the African Union position: AMIS must transition to a UN 
mission. Njiku added that Sudan recently sent an envoy to 
Tanzania and President Kikwete told the envoy that Tanzania 
supports the transition from AMIS to UNMIS. When pressed on 
the date for the transition 

conference in Banjul 

December 31 and that the GOT would have to consult with AU 
members before supporting an October 1 transition. Njiku 

also said the GOT would defer to Congo as AU chair to decide 
whether the decision to extend AMIS to December 31 \"is just a 
piece of paper.\" Njiku said if the AU feels it cannot 

support AMIS after September 30 

October 1 transition. PolOff asked how AMIS would continue 
once funding runs out September 30 and Njiku said that the AU 
had been hoping for good results from the pledging conference 
in Brussels on July 18 

PolOff asked what other funding options the AU is exploring 
and Njiku said there were none. 


COMMUNICATIONS REGARDING DARFUR 
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5. (C) Njiku said the GOT had not yet had contact with Congo 
or Ghana on this issue but sees Congo as particularly 
well-placed to exert influence as chair of the AU. Njiku 

said \"it is not difficult\" for Tanzania to talk with Russia 

and China regarding a UNSCR on Darfur and said he would talk 
to his superiors about doing so. However 

consent of Bashir and Sudan\'s parliament 

happen. Njiku said he would review points (reftel A and B) 

with Permanent Representative Ambassador Mahiga 

Dar es Salaam August 17 

Representative Ambassador Manongi is in charge in New York. 


LEBANON: 1559 IS A NECESSITY 


6. (C) Njiku reiterated that in Lebanon 

resolution 1559 is the emphasis for the GOT as it will give 
Lebanon power to control all of its territory and disarm all 
militias. Without these steps 

a short-term solution. Njiku described resolution 1701 as 
\"mild\" as it does not call for a cease-fire. Njiku 
distinguished a cease-fire from \"cessation from hostilities\" 
under which 


UN CHANGES: SC REFORM AND SK FOR SG 

7. (C) Njiku commented that the GOT had hoped to see UNSC 
reform before the September UNGA term began. Regarding the 
Secretary-General 


SIPDIS 

knows the UN system and can explain it well 

popular with governments because he has not worked for a 
government. Njiku said he heard that the GOT supports South 
Korea\'s candidate 

RETZER 
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results of its latest survey 

for both President Chen Shui-bian and the DPP fell to new lows of 18 
percent. The newspaper also ran a banner headline on page three 
that read \"54 Percent of People Polled Want Bian to Step Down 
Historical New High.\" 


2. In terms of editorials and commentaries 

pro-independence \"Liberty Times 

KMT Chairman Ma Ying-jeou and his pro-China 

is about to complete his first year as the party chairman tomorrow. 
An editorial in the pro-unification \"United Daily News 

other hand 
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Chen as a no-confidence vote on him. End summary. 


A) \"Ma Ying-jeou Shows His Real Face\" 


The pro-independence \"Liberty Times\" [circulation: 600 
editorialized (8/18): 


\"... During the period when Lien Chan was the KMT chairman 

ruling and opposition parties were engaged in irrational 
confrontations in the Legislative Yuan 

entire government\'s operations. After Ma Ying-jeou took the helm at 
the KMT 

he claimed to have created 

appointments of Control Yuan members were boycotted [by the pan-Blue 
camp] as before. Pointless infighting and spinning remained the key 
notes of Blue-Green confrontations over the past year. What the 
outside is concerned with 

and his positions on unification and independence. Ma seems to have 
shown his real face within just one year. Over this past year 

who used to label himself as one of the \'‘new Taiwan people 

up the discourse about [Taiwan\'s] \'ultimate unification [with 

Chinaj\' without any hesitation 

anti-Japan\' tendency. ... In short 

run for the chairmanship of the KMT was to pave the way for his 
presidential campaign in 2008. As to whether Ma is capable of 
running a country 

to consolidate the Taiwan-centered values 

past year has provided sufficient material for the voters to examine 
[and decide].\" 


B) \"A Million People Each Donating One Hundred New Taiwan Dollars Is 
A No-Confidence Referendum on President Chen\" 


\"... This campaign [of collecting NT$100 each from a million Taiwan 
people] is not merely a warm-up for the movement to oust Bian; it is 
in the meantime a campaign for the Taiwan people to save themselves. 
What the Taiwan public wants to save is the national machine that 
has been controlled by meritless politicians 

democracy 

it more concretely 

each person can reach out to the grass roots and thus has its 
universality 

\'no-confidence vote\' on President Chen Shui-bian. ... What\'s most 
important now is to transform the public\'s passion for donating 
money into energy for mass street rallies 

possible counterattack forces. It will be a tough battle to try to 

win back Taiwan\'s democracy from those rascal politicians.\" 


YOUNG 
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specialized field.\" 


3. (C) Acting Econ/Pol Counselor delivered reftel points 
August 16 to Wolfgang Lapuh 

Near and Middle Eastern Section (Acting A/S). Lapuh claimed 
that the GoA 

commit forces to UNIFIL until the UN had developed a clearer 
mandate with \"additional 

that the GoA wanted to proceed cautiously following the July 
death of an Austrian UN peacekeeper in Lebanon and with 
national elections set for October 1. 


4. (C) Separately 

August 16 with Lebanon\'s Ambassador to Austria 

Ambassador Chamma agreed that the GoA was being extremely 
cautious 

Austrian contribution to UNIFIL 

historical willingness to contribute to UN operations when a 
robust UN mandate exists. Chamma further opined that Austria 
wanted to retain its good relations with Arab governments. 

If moderate Arab nations believe UNIFIL will become an 
important force to stabilize southern Lebanon and to help 

rein in Hizbollah 

to contribute to UNIFIL. 


Comment 


5. (C) As FM Plassnik stated to the press 

number of reasons why Austria is not ready to send troops to 
UNIFIL at the moment. Undoubtedly 

related to the mandate 

considerations 

October. Nevertheless 

the door open to some form of Austrian contribution to UNIFIL 
in the future. We share the Lebanese Ambassador\'s assessment 
that Austria\'s deep commitment to the United Nations and its 
desire for good relations with Arab governments could 
eventually overcome this country\'s instinctive caution. We 
also believe that a German decision to beomce a primary 
contributor to the new UNIFIL could give the GoA further 
incentive to get off the fence. 

Kilner 
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Bloc is named for its pro-democracy manifesto of April 8 

The group is led by Hue-based activist Father Nguyen Van Ly and 
HCMC-based dissident Do Nam Hai 

Dai and Duong reported that after traveling from Hanoi to Hue to 
meet with Father Ly 
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8406 Bloc in HCMC on the evening of July 27. Fourteen of the 
participants were from HCMC 

Mekong Delta. Participants included Truong Quoc Huy 

PalTalk arrestees released in early July (Ref B) 

Mai and Pastor Ngo Hoai No of the Inter Evangelical Movement 

(IEM) house church group and Mennonite Pastor Nguyen Hong Quang. 
Also in attendance were representatives of the Bach Dang Giang 
Foundation (www.bachdang.org). 


3. (C) Dai said that the Bach Dang Giang Foundation is planning 

a nationwide demonstration before the APEC Leaders\' Summit in 
November. He said the foundation runs a nationwide 

student/youth network that remains \"largely hidden 

reasonably good chance of success of pulling off its APEC 
protest(s). According to Dai 

Bach Dang. He said Hai is a private Vietnamese businessman who 
resides in India. Internet research shows that the Bach Dang 
Giang Foundation website is updated from Jaipur 

hosted in Colorado. 


4. (C) According to Dai 

would establish a political party only when Vietnam becomes a 
multi-party system. Dai said that the Bloc\'s future party would 
want a close relationship with the United States 

\"axis of cooperation\" stretching from Seoul and Tokyo through 
Taipei and Hanoi. Until domestic conditions permit 

members will continue to promote human rights in an \"organized 
but non-political way.\" 


Dai Critical of the DPV 


5. (C) Dai told us that 

octogenarian dissident Hoang Minh Chinh 

Chinh\'s project to reestablish the Democratic Party of Vietnam 
(DPV). Dai said that the DPV is a party in name only as its 
leaders have differing opinions that have yet to be reconciled 
into a coherent political vision. Dai was opposed to the 
strategy of DPV Deputy General Secretary Tran Khue not to 
criticize President Ho Chi Minh and not to challenge the 
question of the Communist Party\'s \"leading role\" under the 
Constitution. Moreover 

to nominate a number of independent candidates for the 2007 
National Assembly election. Dai believes the CPV will use the 
DPV to manipulate the international media on the extent of 
political freedoms in Vietnam. According to Dai 

participants rejected Hoang Minh Chinh\'s idea of merging the DPV 
and the 8406 Bloc. 


6. (C) Dai said that the 8406 Bloc 
members and an additional estimated 10 


Column 3 

focusing on long-term grassroots development 

establishing offices in the provinces and training local 
representatives. (Dai did not elaborate how such offices and 
training would be carried out under the scrutiny of the CPV and 
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the Ministry of Public Security.) The 8406 Bloc would 
\"reevaluate\" the role of Ho Chi Minh and would demand that 
Vietnam adopt a strict multi-party system that would force the 

CPV to contest elections like any other party. The 8406 Bloc 

plans to call for a nationwide boycott of the \"Uunfair\" National 
Assembly elections. Dai claimed that only one U.S.-based Viet 
Kieu group affiliated with Dr. Nguyen Xuan Ngai supports Tran 
Khue. He asserted that most overseas Vietnamese are supporting 
the 8406 Bloc \"financially and otherwise.\" (An Internet search 
shows Dr. Ngai as the Deputy of the People\'s Action Party.) 


7. (C) Dai said that 

HCMC-based dissident Do Nam Hai is not involved operationally in 
its activities. However 

told us he is the Bloc\'s Southern representative and involved in 

its activities 

said he is not aware of the activities of the Bach Dang Giang 
Foundation. Hai said that he has not experienced any recent 
harassment 

2 

publication.\" 


Dai\'s Other ACtivities 


8. (C) Dai said that 

three young lawyers (a fourth dropped out due to intense police 
pressure) at his office in Hanoi 

\"Skype\" Internet telephony program to work with human rights 
lawyers in the United States. The Vietnamese lawyers are being 
trained to practice human rights law in Vietnam. Dai told us 

that he seeks to establish a similar project in HCMC. He asked 
the U.S.-based brother of democracy activist Dr. Nguyen Dan Que 
to sponsor such a program 


9. (C) In our meeting on July 28 

participate in a conference in Bangkok from August 1 to 6 
organized by Viet Kieu dissident Doan Viet Hoat. Leaders of the 
Thai Democratic Party 

Philippines and U.S.-based NGOs are to attend. Dai said he 
plans to lobby for assistance in training Bloc 8406 personnel in 
campaigning 

a conversation on August 15 
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to Thailand 

Hanoi. Luong Duy Phuong (a lawyer working with Dai) and Phan 
The Hai (a reporter for the Internet news website VietnamNet) 
were prevented from attending. However 

able to send a third individual 

not had contact with the third participant because Dai has been 
closely monitored by police. 


Looking to APEC 


10. (C) Dai and Duong made several requests. They would like to 
organize a meeting between President Bush and major democracy 
activists during his visit in November. Barring that 

request another gesture to show USG support for democratic 
reform in Vietnam. They favored increased USG support for 
Vietnamese police training 

train Vietnamese in U.S. police academies. 


Incidents since the 8406 Bloc Meeting 


11. (C) Following the July 27 8406 Bloc meeting 

received a constant stream of reports of police harassment 
involving members of the Bloc and the DPV. On July 28 

from An Giang Province in the Mekong Delta 

intercepted leaving Tran Khue\'s house. Chau was working with 
Khue to file claims with the southern office of the central 
government in HCMC on land expropriation and compensation. 
Police reportedly forcibly returned Chau to An Giang and warned 
him never to return. He has since received several threatening 
calls on his cell phone. (See Ref D for more information on the 
activities and strategy of the DPV.) 


12. (C) On August 15 

new client were meeting in Khue\'s house 

man who identified himself as Thanh\'s husband forcibly entered. 
The husband accused Khue of \"luring his wife into the DPV\" and 
asked Khue to stop because \"his wife has mental problems.\" 
Thanh tried to leave but her husband forced her to stay 

cups and glasses at Thanh and kicked Khue. Khue told police to 
remove the man 

noting that the husband \"banned\" his wife from associating with 
the DPV. Police refused Khue\'s request to file a report of 
disorderly conduct. Khue noted that Thanh\'s husband is a member 
of the Communist Party and works for a government agency in HCMC. 


13. (C) 8406 Bloc and Bach Diang Giang member Pham Ba Hai 
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reportedly was stopped by immigration police on July 29 while 
trying to leave Vietnam en route to Singapore. Police told Hai 
that he was not yet approved to leave the coutry. Hai 

reportedly was interviewed three times by HCMC police and 
accused of being a member of the Bach Dang Giang organization 
as well as a member of the 8406 Bloc 

also reportedly accused Hai of having ties in India with 

Kashmiri independence groups. To date 

in HCMC 

August 15 

time the main structure on the homepage was present but no 
contents were available. A notice announces that the website is 
being upgraded. By August 17 

name was removed completely from the Internet. 


14. (C) Tan Vinh Phat 

Bloc supporter gave an interview to Radio Free Asia in which he 
maintained that he was called in by Danang police in early 
August. He was accused of writing articles to sabotage the 
government. We have not heard any further reports on Phat from 
Bloc members. 


15. (C) On August 10 

told us on the phone that he was called in for repeated \"working 
sessions\" from August 5 to 7. He claimed that he was punched in 
the face and neck during two of his sessions. He added that he 
was forced to continue with the questioning even after suffering 
a fainting spell. Police questioned him about his involvement 
with the Bloc and the Bach Dang Giang organization. Hai said 
that he denied any affiliation 

the Bloc\'s founding manifesto. Hai told us that 

summoned again by police on August 9 

\"hiding.\" He returned home two days later and has not been 
summoned again. Hai said that he must now wear a neck brace 
because of the injuries sustained during police questioning. 


16. Bloc member Nguyen Ngoc Quang told us by phone that he was 
called in by HCMC police on August 5 

plotting against the Vietnamese Government and violating Article 

4 of the Constitution (which asserts Communist Party 

\"leadership\" over the Government and the nation). Police said 
that the evidence against him is that he is a member of the 

Bloc 

Quang told us that he acknowledged his Bloc membership. Police 
warned that his case would be forwarded to the Investigation 

Police for prosecution. 


17. (C) Subsequently 
recordings of Quang\'s and Pham Ba hai\'s interview sessions with 
police. Quang told us that during his August 10 interrogation 
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police pressed him as to how these recordings were made and 
ordered him to remove them from the Internet. Quang said that 
he had no idea how and who might have recorded their 
conversations. Quang also told us that other members of the 
Bloc were searched physically for recording devices. 


18. (C) Dai and Bloc member Nguyen Ngoc Quang called us on 
August 15 to report that another Bloc member 

Tram 

Dai 

land dispute in front of the HCMC People\'s Committee. (Note: 
ConGenOff saw a small group - perhaps 20 - protesters were in 
front of the HCMC People\'s Committee in the early afternoon of 
August 15. The streets surrounding the building were closed to 
traffic. End Note.) Dai and Quang said Tram was not taking 
pictures or joining the protesters. 


19. (C) On August 16 

was released after roughly ten hours of detention. Tram 

confirmed that she and PalTalk arrestee Truong Quoc Huy came to 
city hall to witness the first day of the protest on August 14. 

At that time 

protesters. The next day 

by herself and was confronted by police as she was taking notes 
on the protest. Police accused her of \"cheating the protesters\" 
and asked her to go with them. She refused 

tried to protect her. Police then pushed her into a van and 

took her to a local police station 

being \"lured by others to join the 8406 Bloc to attempt to 
overthrow the government.\" She was subsequently taken to the 
Southern Command headquarters of the Ministry of Public Security 
for another working session before being released. In addition 

to being a member of the 8406 Bloc 

a participant in the PalTalk Internet forum. 


20. (C) In a telephone conversation on August 15 

that he was called in for a \"chat\" with police on August 12 in 
Hanoi. This coincided with police summonses of four other 
political activists in Hanoi. According to Dai 

investigating the \"Democracy and Freedom in Vietnam Bulletin\" 
that dissidents Bach Ngoc Duong 
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and Toan\'s sister Duong Thi Xuan were publishing. Dai said that 
he also was called in for working sessions with police on June 

1 

his law offices in mid-June to probe his paperwork 

not find any fault. 


Column 3 
Visit with democracy activist Dr. Nguyen Dan Que 


21. (C) In the afternoon of July 28 

Nguyen Dan Que at his home in HCMC to hand over medicine and 
family memorabilia from his brother in Washington. Que was in 
good spirits and did not complain of recent harassment. Que 
reiterated his support for the quickest possible accession of 
Vietnam to WTO as well as rapid approval of PNTR. Economic 
integration would lead to social and political reform 

argued. Turning to developments in the dissident community 
was Critical of the DPV because it is limited by its Vietnam 
War-era historical baggage. Que believes that the Vietnamese 
people want something new 

to democratization (Ref E). With regard to the 8406 Bloc 
stated that all of the political organizations in Vietnam are 
working towards the same goal and he would never stand in the 
way of one group making progress for the rest. Que noted the 
importance of the cooperation the 8406 Bloc had been receiving 
from Vietnamese inside and outside of the country 

that an organized group is too easy for the government to 
target. Even were the 8406 Bloc to be suppressed by the Party 
its actions would push the envelope for other groups to make 
progress. Que reiterated his intent to remain independent of 
any movement. 


Comment 


22. (C) Without the constraints of an APEC Summit 

Presidential visit and a PNTR vote in Congress 

authorities almost certainly would have moved more aggressively 
to prevent dissidents from organizing and networking. The 
harassment of 8406 Bloc members and the DPV is another warning 
that Big Brother is displeased and watching closely. The 
decision of pastors of the Inter Evangelical Movement (IEM) to 
affiliate with the 8406 Bloc might complicate efforts of that 

group - and others affiliated with the IEM - to secure 

government registration under the legal framework on religion. 
The IEM is a member of the Vietnam Evangelical Fellowship 
umbrella organization of 27 house church groups with a claimed 
membership of 250 

WINNICK 
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employee said as he rubbed his fingers together in the sign of 
money) for the policeman. End Note) 


7. (U) Vietnam\'s Minister of Agricultural and Rural Development 
(MARD) Cao Duc Phat signed telegram No. 23 BNN/QD on August 15 
urging the implementation of key measures to prevent further 
outbreaks of Al. The telegram requests greater public outreach and 
educational programs 

all at-risk poultry flocks by the end of 2006 

bio-security and inspection protocols for poultry slaughter 
transportation 


8. (U) The HCMC People\'s Committee has ordered district steering 
boards to strictly implement the city\'s prohibition on raising 

poultry until February 2007. The People\'s Committee also called for 
stricter examination protocols at the city\'s four quarantine 

stations and increased poultry vaccinations in surrounding rural 

areas. HCMC authorities agreed on August 8 to earmark an additional 
VND 320 billion (USD 20 million) for avian influenza preparedness in 
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HCMC 

This decision comes after Le Truong Giang 

Department of Health 

100 billion (USD 6.3 million) and VND 320 billion (USD 20 million) 
in additional funding to prepare the city for additional outbreaks. 
All local hospitals and city avian influenza task forces have been 
instructed to prepare for possible cases of avian influenza in 
humans 


9. (U) Local daily Saigon Liberation reported on August 15 that the 
Ministry of Agriculture and Rural Development (MARD) will purchase 
30-50 million doses of avian influenza poultry vaccines from Russia 
for use in late 2006 and early 2007. The purchase of the Russian 
vaccines will complement existing stockpiles. This action comes 
after reports of vaccine misuse in several provinces. Authorities 

in the central coastal province of Quang Nam reportedly had to 
discard 726 

fact that only half of the province\'s 2.3 million at-risk poultry 

have been vaccinated. 


10. (U) The Central Epidemic Prevention Institute announced on 
August 8 that it plans to test an anti-type A/H5N1 vaccine on humans 
this October. The Institute will test the vaccine on two groups of 
volunteers 

Vaccine and Bio-Medical Project Manufacturing Institute in central 
Khanh Hoa province had previously tested five batches of an H5N1 
vaccine made from chicken embryos on mice 

chickens. Test animals continued to show resistance to the virus at 
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forty days post inoculation. The Central Epidemic Prevention 
Institute\'s proposed trials will be the first H5N1 influenza vaccine 
trials on humans in Vietnam. 


11. (U) The Government of Japan will provide JPY 927 million (USD 8 
million) to build an infectious disease research laboratory in 

Vietnam. Dr. Nguyen Tran Hien 

for Hygiene and Epidemiology 

greater GOJ initiative to enhance the GVN\'s ability to respond to 

and control infectious diseases in humans. The GOJ plans to fund the 
creation of a mobile laboratory 

H5N1 in humans 


12. (SBU) USAID and the Center for Disease Control (CDC) held a 
coordination meeting on August 15 with Al implementing partners to 
ensure that Behavior Change and Communication (BCC) programs don\'t 
overlap in scope or content. Currently 

Educational Development (AED) and CDC is reviewing CARE 
International's USD 325 

US-based Abt Associates Inc. will begin working on community-level 
projects in Vietnam to prevent and control the spread of Al. In 

close collaboration with the UN Food and Agricultural Organization 
(FAO) 

Educational Development (AED) 

with international NGOs such as CARE International and Population 
Services International (PSI) in targeted geographic regions that are 
at high risk of avian influenza outbreaks. These activities include 
delivering key prevention messages and implementing strategies to 
minimize high risk behaviors 

workers to enhance their ability to recognize and report suspected 

Al cases 

poultry farms. USAID and the new Abt Associates Chief of Party held 
separate introductory meetings with MARD\'s Director of International 
Cooperation 
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UNDP. 
13. (U) As of August 17 


-- No human Al deaths since October 29 

-- No human Al cases since November 14 

-- No Al outbreaks in poultry since the last reported incident on 
December 17 

authorities have confirmed the presence of H5N1 or H5 viruses in 
poultry in Ben Tre province 


14. (U) This update report was prepared by U.S. Consulate General 
officer Alexander Whittington. 
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rebellion;\" 3) calling for the establishment of a 

transitional government; and 4) vilifying and questioning the 
legitimacy of governmental institutions. Further 

by the CUD to establish relations with the OLF and Eritrea 

are considered \"treason.\" The prosecutors explained that the 
charge of conspiracy applies to all defendants since they all 
subscribed to \"a common criminal objective 

individuals have not committed an \"overt act.\". COMMENT: 
There are clearly some major discrepancies between the 
prosecution\'s view of unlawful undermining of the 
constitutional order on one hand 

of free speech and legitimate political activity on the 

other. The prosecution may be able to mount a coherent case 
that Hailu Shawel and some other defendants organized or 
supported violent efforts to overthrow the GoE 

decision of Hailu and most other defendants not to defend 
themselves may prevent them from challenging damaging 
documentary evidence and witness testimony. END SUMMARY. 


2. (SBU) On August 15 

DCM 

Vice-Minister of Justice for Criminal Affairs 

Mohammed 

opposition CUD leaders 

result of Poloff 

sessions and Shemelis 

of documentary evidence the prosecution plans to present. 
Shemelis requested a meeting with Emboffs in order to explain 
these documents 

its strategy once the trial resumes in October. 


3. (C) Charge opened the meeting by stating that Post 

together with the majority of those in the international 

community 

convincing case to prove the serious charges brought against 
defendant CUD leaders 

She asked Hashim and Shemelis to explain what the prosecution 
intended to show by the evidence presented thus far and if 

the evidence yet to be presented will bolster the case they 

are trying to make. 


4. (C) Hashim and Shemelis responded that the evidence 
presented so far primarily supports the charge of \"crimes 
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against the constitution.\" During the meeting 

repeatedly stated that the defendants \"attempted to change 
the constitution in an illegal way 

our system 

through civil disobedience\" but instead must go through the 
proper processes and procedures 

Revolution\" (as in Ukraine). They stressed that the 
defendants tried to \"subvert the constitutional system and no 
system can afford to be lenient against an onslaught of its 
core values.\" Hashim and Shemelis stated that the whole 
group of defendants conspired to use the electoral process to 
discredit and undermine the constitutional system 

than defeating the EPRDF in the polls. Prosecutors claimed 
that the group was following a script laid out in a book by 
exile Negede Gobeze. 


5. (C) In response to Charge\'s request for specific examples 
of their case 

the prosecution feels it has thus far made a compelling case. 
Hashim stressed that it is not necessarily one video or 
document that proves the guilt of the defendants 

&bits and pieces8 from all of the evidence must be put 
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together. 


SECRET ORGANIZATION WITHIN THE CUD 


SIPDIS 


6. (C) In discussing the video stage of evidence 

that the prosecution originally wished to show only 
\"relevant\" parts of the videos 

that the entire cassette must be shown 

from the defense that context is otherwise lost. They 

pointed out that the last video 

selection of highlights from the previously shown videos 
makes the strongest case from the video stage. (NOTE: This 
video was ruled inadmissible by the bench 

objections from the defense that presenting clips does not 
show context (reftel). END NOTE) Nevertheless 

out that the videos show that the defendants made repeated 
calls for the establishment of a transitional government 
\"which is a means of suspending the constitution.\" Shemelis 
said that in one video 

question by a fellow CUD member regarding the intentions of 
the CUD Supreme Council 
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detail privately 

to the fact that a secret organization existed within the 
CUD.\" 


7. (C) Hashim and Shemelis stated that the documentary 
evidence also contains proof of a secret organization within 
the CUD. The original documentary evidence shows that the 
CUD had connections to Eritrea 

Shawel that seeks to make contact with the outlawed Oromo 
Liberation Front (OLF) 

Eritrea. Shemelis also noted that among the strongest 
evidence is a CUD \"hit list\" of top ruling party officials 

found in the home of Getachew Mengiste. 


8. (C) Although Hashim stated that \"even without the 
witnesses 

convict) 

witnesses following resumption of the trial in October. The 
original list of witnesses submitted by the prosecution 
contained over 300 people. Hashim indicated that the actual 
number would be significantly less 

Filochowski (protect) of ActionAid told Poloff that a member 
of the prosecution team had informed him that the actual 
number of witness would be approximately 30. END NOTE) The 
witness stage of evidence will help to support and tie 
together the \"bits and pieces\" of evidence from videos and 
documents 

Hashiem and Shemelis. Witnesses will be presented that 
corroborate the accusation that a secret organization existed 
in the CUD 

finance armed rebel groups in Shoa and Gondor. 


9. (C) The prosecutors provided a valuable window on GoE 
thinking on this divisive case. The prosecution is trying to 
show that the CUD leadership and the co-accused attempted to 
overthrow the existing constitutional order by: 1) organizing 
an armed rebellion in East Gojjam and North Shoa zones; 2) 
calling for armed struggle under the guise of \"peaceful 
rebellion;\" 3) calling for the establishment of a 

transitional government (which they consider 
extra-constitutional); and 4) vilifying and questioning the 
legitimacy of governmental institutions. Further 

by the CUD to establish relations with the OLF and Eritrea 


Column 3 

are considered \"treason.\" The prosecutors also explained 
that the charge of conspiracy applies to all defendants; 
since they all subscribe to \"a common criminal objective 
(i.e. overthrow of the constitutional order) 

group is part of the conspiracy 

committed an \"overt act.\" 


10. (C) There are clearly some major discrepancies between 
their view of unlawful undermining of the constitutional 
order and international standards of free speech and 
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legitimate political activity. There has also been no direct 
evidence so far to demonstrate an organized conspiracy among 
the nearly 90 diverse defendants 

even mentioned some defendants in their presentations. The 
prosecution may be able to mount a coherent case that Hailu 
Shawel and some other defendants organized or supported 
violent efforts to overthrow the GoE 

of Hailu and most other defendants not to defend themselves 
may well prevent them from challenging damaging documentary 
evidence and witness testimony. 

WILGUS 
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for vehicle theft and other assaults in the East. He also 
promised that recruitment in the refugee camps would cease. 
End Summary. 


2. (U) On August 4 

under attack by seven bandits. The incident occurred around 
1945 while most of the expatriate staff were eating dinner in 
the guesthouse dining room. The IMC doctor walked outside 
and was confronted by three men dressed in military uniform. 
The men pointed guns at the doctor and forced him to lie on 
the ground while the other assailants went into the dining 
room and instructed the other staff members to do the same. 
One of the bandits asked for the finance director 

and then ordered him to open the safe while the others were 
held at gunpoint. As this robbery was taking place 

the female staff members was coming out of her room 
grabbed by the assailants. In response to her resistance 

the assailants hit her in the head with one of their guns and 
forced her on the ground with the others. The finance 
director asked the finance officer to open the safe 
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time the bandits absconded with approximately 50 

money that was to pay staff salaries. After the bandits 

left 

that the individuals had entered the compound by removing the 
barbed wire from the surrounding wall. The IMC staff 
immediately called the United Nations High Commission for 
Refugees (UNHCR) security to report the incident. 


3. (U) During the incident 

one of them 

had to be medically evacuated to the French hospital in 
Abeche for a skull fracture. IMC decided to down-size 
activities and reduce staff by sending eight expatriates to 
Abeche and leaving four in Guereda to ensure minimal 
activities on the ground. The day after the incident 

only a few hours before the expatriates were to evacuate by 
road to Abeche 

and individually questioned the finance director and finance 
officer. A few hours later the Secretary General (SG) for 
Guereda arrived and demanded documents that authorized IMC to 
relocate and suspend operations. The SG also asserted that 
IMC had evacuated the injured woman without his approval. 
The SG requested that the finance director and finance 
officer go to the police station to sign their statements. 

The whole relocation convoy moved to the police office in 
hopes that the papers could be signed and they could continue 
on to Abeche. A few hours later the local authorities 
informed the staff members that the finance director was 
being questioned and that the finance officer still had to be 
re-interviewed. IMC eventually decided to evacuate its staff 
members via an Airserv flight to Abeche. 


4. (U) On August 10 

UNHCR Country Representative 

Territorial Administration 

donors 

situation in Eastern Chad. Nassour stated that the 
Government recognized the vulnerability of humanitarian 
workers in the east 

diplomatic ties with Sudan would change the security 
environment. Chad would now be able to pursue the \"bandits\" 
across the border into Sudan. Furthermore a new strategy was 
being devised to support humanitarian operations 

recruiting new gendarmes 
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security forces and procuring a small airplane to perform 
reconnaissance on the border. The Minister admitted that 
enhanced security measures would require the international 
community\'s support. 


5. (U) Following Nassour\'s presentation 

Frederick Royce stated that IMC was under attack by the 
Chadian military 

authorities and population. We have more to fear from the 
authorities 

look to them for assistance. In response 

acknowledged that certain individuals implicated in the 
attacks may have procured Chadian uniforms 

were not associated with the Chadian military. He announced 
that a new Prefect had been named for Guereda and expressed 
his vew that this individual would be able to do a bettr 

job of ensuring security than his predecessor. He also 

stated that he hoped to send up to 75 aditional gendarmes to 
Guereda. 


6. (U) In otherexchanges 

Re Cross (ICRC) noted that local authorities often pessured 
organizations to hire their family members who were not 
qualified. As a result 

staff had become an irritant between NGO 

community. Better communication between the Chadian 
authorities in N 

the roles and responsibilities of the humanitarian 
organizations and the host communities and local authorities 
was urgently needed. The representative for the French 
cooperation agency noted that impunity was rampant: in most 
cases malefactors were known to the authorities 

never apprehended. He also pointed out that recruitment in 
the refugee camps and among the local population by members 
of Sudanese rebel movements opposing the signature of the 
Darfur Peace Accords was a serious problem. In response to 
these comments 

have been turned to this activity before 

continue.\" U.S. representative (DCM) noted the recent USG 
contribution to UNHCR to support enhanced security measures 
and reiterated that without the cooperation of the Chadian 
authorities at the national and local level additional 

security measures would not be effective. 


7. (U) UNHCR 
pointed out that the administration of Guereda was Zaghawa 
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and that a climate of complete impunity for Zaghawas existed 
in the town. According to this report 

interest in Guereda is keeping an eye on the Tama (given the 
close proximity of the Tama rebellion led by Mahamat Nour 
across the border). Similarly the regime had no interest in 
putting an end to recent intra-Tama/Goran conflict which had 
left over 40 individuals dead (reftel). The new Prefect 

named by Nassour is also Zaghawa and reported to be - like 
his predecessor - illiterate. UNHCR field security officer 
Elias Forsung 

situation in Guereda 

August 10 that the recent attack against the IMC may in fact 
be an attempt to force the international community out of the 
area to more discreetly permit attacks against the Tama 
population. 


8. (SBU) Comment: The presence of the Minister of 
Territorial Administration at a meeting with donors was 
widely welcomed as a good first step in raising awareness at 
the highest levels in the Chadian government of the need to 
take stronger measures to restore a measure of security for 
humanitarian workers in the east. Nonetheless participants 
privately expressed concerns that assurances were one thing - 
results still needed to be seen. Furthermore 

cabinet reshuffle 

as Minister of Territorial Administration 

to augment security in the refugee camps. 

WALL 
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of jail free\" card for Kriznar and it is clear that the 

Government of Slovenia will have to do much more 

lazy days of August 

We should be prepared 

us eventually to use our good offices to win the release of 

this well intentioned if misguided humanitarian. End Comment. 
ROBERTSON 
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it was unfortunate that the Finance Ministry was not 
budgeting for this increase in the current budget. 


9. (U) Fagernas was concerned about the lack of significant 
new foreign investment in Finnish industries 

survey that didn\'t even rank Finland as one of the top 35 
economies in which to invest. The Ambassador offered to 
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pursue further avenues to open a better dialogue between 
innovative American companies and Finnish companies. The 
focus of this dialogue would be to demonstrate how R&D 
efforts can profitably exist within a company\'s business 
model. 


10. (SBU) Comment: Since Finland will realize a slight 
budgetary surplus this year (as it has for the last 5-6 

years) 

to fund an increase in R&D. The Finns have exercised 
budgetary restraint in recent years in an effort to build 
reserves for the future when they expect to have increased 
social spending to serve their aging population. End 
Comment. 


HYATT 
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main force in government. End Summary. 


TO DELAY OR NOT DELAY? 


2. (C) The caretaker Senate voted August 15 to form a 
Background Investigation Committee to examine the ten 
Election Commission (EC) candidates 

deadline to complete their investigation and bring the 
candidates to a vote. Although the committee could 
conceivably conclude their investigation prior to the 
twenty-day deadline 

would be formed by August 24 

for the election becomes effective. If August 24 passes 
without an existing EC 


SCENARIO ONE 


3. (C) If the new EC is elected by the beginning of 
September 

election date. This 

problematic. The previous election commissioners already set 
September 5 as the date to begin candidate registration 
the new EC really must be formed by that date to either 
receive registrations or officially announce a delay. Even if 
the final EC members are selected and confirmed before 
September 5 

administration in order to run a credible election. The new 
EC may try to stick to the election date set by the royal 
decree 

recovering from his surgery last month.) However 
appears more and more difficult. 
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SCENARIO TWO 


4. (SBU) The new EC could delay the candidate registration 
date and election date by means of requesting a new royal 
decree. (Note: By law 

twenty days of the royal decree\'s effective date 

election within sixty days 

will require the King to sign a new decree. End note.) The 

EC would then have more time to prepare and run the election. 
The results of a delayed 

also be better-received by the country. 


LOVE HURTS 


5. (SBU) Members of Thai Rak Thai (TRT) outside the party\'s 
strongholds are reportedly concerned that they could face a 
backlash in the election contests for constituency seats. We 
hear that many are trying to get more secure spots on the 
party list ballot. Traditionally 

are not MPs at all 

political appointments. Elected MPs are secure in their 
positions 

but Thaksin\'s ministers do not appear to have much job 
security. Thaksin is said to plan on divvying up these jobs 
in a way to benefit those closest to him 

factional leaders and some other key figures for political 
appointments rather than MP slots 

these individuals of the relative independence and security 
of MP status. 


6. (C) Not surprisingly 
TRT are increasing. Newspapers reported this week that 
Commerce Minister Somkid 
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well regarded particularly by business leaders 

considering taking a break from politics after the elections. 
(Somkid\'s concerns about Thaksin have been evident from our 
contacts with him as well.) This may just be part of a plan 
to put pressure on Thaksin to step aside 

TRT down with him. If so 

far. In reaction to the possible departure of Somkid 
Thaksin told reporters that \"today 

the government) and everybody else is just my helper.\" 
(Comment: another morale boost for the embattled TRT 
members. End comment.) 
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COMMENT 


7. (C) Opposition parties such as the Democrats and Chart 
Thai may appreciate extra time on the campaign trail; 
delaying the election probably disadvantages Thaksin and the 
TRT. The already apparent schism within the TRT may deepen 
with passing time 

may also weaken Thaksin\'s popularity 

strength in the North and Northeast. Leaving aside partisan 
issues 

functioning 

without unnecessary delay. Nonetheless 

today that the elections might slip until the end of October 
and we expect that such a delay would be broadly acceptable 
if it were necessary. Once the new EC is in place -- 

hopefully in very early September -- we should finally get an 
election date we can count on. 

BOYCE 
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\"Turkmenistan\" (Turkmen 

the ambassador\'s photo and statement on the occasion of U.S. 
Independence Day. The ambassador noted that she was finishing her 
service in Turkmenistan and emphasized the main U.S. policy goals in 
Turkmenistan: 


-- support for democratic reforms and human rights - including 
progress in the health sector 


-- economic development and 
-- security cooperation. 


Coverage included the ambassador\'s detailed outline of mission 
achievements since the beginning of her tenure in 2003 

statistics on training conducted 

mention of post-supported initiatives such as the construction of 

two border crossing stations on Turkmenistan\'s borders. Coverage 
included the following statement: \"I hope to be able to return to 
Turkmenistan someday to witness the country\'s progress. | hope to 
return to a Turkmenistan with a world class educational system that 
meets international standards. | hope to return to a democratic 
Turkmenistan where every citizen has the right to express his 
Opinion 

government in charting the course to development.\" (Note: The host 
government called post - presumably prior to submitting the 
statement for the president\'s approval - with a number of questions 
and requests about the statement 

media would not reprint the full statement.) Despite host 
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government hesitations 

the ambassador\'s statement in full on July 4 and the weekly 
\"Mugallymlar Gazeti\" (Turkmen 

on its front page on July 5. 


Patchy Coverage of 2006 U.S. Culture Week 


3. (U) On July 4 

carried an article on mission guests HaviKoro that included a 
summary of their July 3 public performance and an interview with one 
of the group members. The article included the ambassador\'s opening 
remarks where she emphasized that such events reinforce friendly 
bilateral relations and help encourage cultural and intellectual 
curiosity. The article stated that the American performers wowed 

the viewers with their modern music and distinct rhythms. On July 

5 

page. \"Watan\" television news and \"Neytralniy Turkmenistan\" 
provided accurate and timely information on the upcoming two 
HaviKoro performances during the week of July 3-7 by broadcasting 
and reprinting the advertisements supplied by post. However 
\"Turkmenistan\" neglected to place these advertisements. (Note: Post 
provided Russian-language advertisements to \"Neytralniy 
Turkmenistan\" and Turkmen versions to \"Turkmenistan.\") 


4. (U) \"Watan\" aired shots of HaviKoro\'s performances in Ashgabat 
and Turkmenbashy (Note: The broadcast used the opportunity to speak 
on behalf of the group to praise Ashgabat\'s Magtymguly National 
Musical Drama Theatre and Turkmenbashy\'s Rukhyet Palace). The 
State-run TV-4 Channel coverage of the Ashgabat concert - a joint 
performance with local break dance group Dance Power 
ambassador\'s opening remarks and an interview in which she 
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emphasized that the HaviKoro program was part of a larger effort to 
build bilateral friendship and enrich Turkmenistanis\' cultural 
knowledge. Interviewees at the show expressed their great 
satisfaction with the show and noted the culture exchange 

facilitated successful relations between people. Each member of 
HavikKoro also gave an interview in which he talked about the group\'s 
origins and stressed the importance of U.S. Embassies\' and American 
Voices\' support to organizing such tours worldwide. (Note: HaviKoro 
is a part of performing arts consortium American Voices.) The group 
members emphasized their goal to bring a positive message to youth 
through their performances and to promote the exchange of cultural 
heritage throughout the world. The TV-4 coverage concluded with 
shots of the performance. (Note: TV-4 

broadcasts its footage in seven languages successively.) 


Column 3 
Ambassador\'s Farewell Meeting with President Niyazov 


5. (U) On July 4 

otherwise thorough coverage of the ambassador's farewell call on the 
president. Coverage began with Niyazov\'s congratulations on the 
anniversary of the United States\' independence and the ambassadonr\'s 
thanks for support she received during her tenure 

\"Watan\" newscaster described their discussion as positive and 
focusing on the satisfactory bilateral partnership in the fields of 
education 

Turkmenistan\'s success in implementing democratic reforms and 
dwelled on the upcoming election of local councils. The newscaster 
also said that the ambassador stressed the importance of democratic 
change and the significance of elections based on genuine democracy 
noting that such a process was key to creating the conditions for 
further democratic reform. The ambassadonr\'s full lobby statement 
followed 

democratic and transparent elections process. (Note: The 
ambassador delivered her floor statement in Russian). \"We also 
talked about education and the need for continuous development of 
the educational system. We 

important job because as you know the education is a key to 
prosperity of every nation.\" 


6. (U) \"Neytralniy Turkmenistan\" and \"Turkmenistan\" 

\"Watan\" (Turkmen 

42728) and \"Ashgabat\" (Turkmen 

coverage of the \"Watan\" broadcast 

and education that could be construed as critical of the president\'s 
policies. 


Comment 


7. (U) State print and broadcast media surprised post by providing 
full coverage of the ambassador\'s statement for U.S. Independence 
Day 

Ministry of Foreign Affairs and state media about the content of the 
statement. The ministry requested further detail about statistics 

in the statement regarding contributions of security equipment 
mission had donated to the host country. Post declined to modify a 
sentence in the statement that the MFA and state media claimed was 
derogatory - \"| hope to be able to return to Turkmenistan someday to 
witness the country\'s progress.\" However 

request from the Ministry of Foreign Affairs that post omit a phrase 
from the statement indicating where the two mission-supported border 
posts are being constructed - Iran and Afghanistan. 


8. (U) As expected 
with the president Niyazov received incomplete coverage in print 
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media though television coverage was full if misleading. 
End Comment. 


8. (SBU) Dushanbe Minimize considered 
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sets of TV series \"Lost\" 
BOYCE 
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owns the RTAE television station 


4. (SBU) Not mentioned in the HAM decision 

RTNC1 broadcasts 

the funeral of the police officers killed on July 27. During his 
speech 

Bemba. The minister is a member of the pro-Kabila PPRD party. 


5. (SBU) On August 9 

political nature 

could not be filtered. It also suspended live reports from 
political rallies and demonstrations for essentially the same 
reason. Most of the representatives of the DRC\'s various 
professional journalistic organizations 

Danger (JED) 

During an August 17 meeting of the International Committee to 
Accompany the Transition (CIAT) 

caution must be exercised in any action that restricts press 
freedom 

justified. 


6. (U) In February 
RTNC for 48 hours 
wall-to-wall 
convention (ref B). 


Comment 


7. (SBU) There should be little opposition to the HAM decision to 
suspend the showing of what are truly revolting images of torture 
and murder - the main purpose of which is to incite retribution and 
revenge. All eyes are on the announcement 

of the Electoral Commission\'s preliminary results 

the national percentages garnered by the two leading contenders 
Kabila and Bemba. Tensions are already high enough without such 
war-like images on television screens. The HAM has done the right 
thing 

MEECE 
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the population 

given in the DDR process to the restructuring of the armed 
forces and the creation of an integrated FANCI/FAFN joint 

staff. Former FAFN Western Zone Commander Losseny Fofana 
(who is one of the four Ivoirians currently subject to UN 
sanctions) said in a newspaper interview August 11 that the 
FAFN are now conditioning their own disarmament on the 
finding of Western militia weapons. 


7. C) The issue that FN leader Guillaume Soro cited as the 
reason for suspending participation in DDR was President 
Gbagbo\'s declaration that the AF\'s can only issue birth 
registrations 

provisionally establishes Ivoirian nationality for those 
entitled to it. Gbagbo and his FPI party are also claiming 
that some of the magistrates conducting the AF\'s were not 
legally appointed. Those actions have plunged the whole 
identification process into uncertainty (ref D). In the 

worst case 

the birth registrations already issued could be invalidated 
sending the process essentially back to square one. In the 
best case 

sequence of actions needed to document lvoirians and register 
them to vote. The UN was estimating that it would take ten 
months for the AF\'s to finish issuing birth registrations and 
certificates of nationality to all undocumented Ivoirians 

and even that seemed optimistic. With the delays that have 
now occurred 

to a second court for their nationality certificate after 

they receive their birth registration 

surely take much longer than that. 


8. (C) Then 

nationality 

identification cards. There is still no agreement 

any real discussion 

identification cards. The procedure for issuing 

identification cards has been a very contentious issue since 
the late 1990\'s -- it was one of the things that led to the 
2002 coup attempt/rebellion. At that time President Gbagbo 
and the FPI had instituted a controversial new procedure that 
did not recognize the certificate of nationality. It was 

agreed under Linas-Marcoussis in 2003 to go back to a 
procedure based on the certificate of nationality. However 

it appears that under the law enacted by the FPl-controlled 
National Assembly in 2004 supposedly to implement the new 
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procedure 

identification card. The issue of how to implement a new 
procedure under that law has not even been addressed. 
Additionally 
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recent controversy it appears likely that the FPI will 
challenge many of the newly issued certificates of 
nationality. All of this indicates that the identification 
card step in the process will be contentious and 
time-consuming. 


9. (C) Finally 

to be registered to vote. Currently there are two 
controversies over the voter registration process. One is 
whether to start with the 2000 voter list and update it 
President Gbagbo and the FPI want 

new list 

said in his August 6 National Day address that it would be 
illegal to compile a new list. However 

Houphouetists for Democracy and Peace) 

four main political opposition parties 

declaration that the opposition has always challenged the 
authenticity of the 2000 list because it was compiled by the 
INS (National Institute of Statistics) 

by Gbagbo cronies. Scott Smith 

High Representative for Elections (HRE) 

that in theory it does not matter whether the old list is 
used as a starting point. Once the identification database 
has been built 

2000 voter list 

Ivoirians eligible to register to vote. 


10. (C) However 

voter registration -- the role of the INS in the process. 

Smith told us that Prime Minister Banny is planning to hire 
an \"operator\" to build one data base to be used both for 
issuing identification cards and creating 

other 

unclear the role of the INS 

the voter registration list in the past. The opposition has 
long charged that the INS is politically compromised and 
should not be in charge of preparing this list. They thought 
they had won agreement in the Pretoria II Agreement that the 
politically balanced Independent Electoral Commission (CEI) 
would control this process. However 

continued to assert that the wording of Pretoria Il actually 
leaves the INS completely in charge 

the CEI informed of its actions. This dispute was submitted 
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to South African President Mbeki for mediation 

month he issued a ruling siding with the FPI interpretation. 
Smith told us this significantly complicates the mechanics of 
voter registration. Prime Minister Banny was planning to 
allow lvoirians to register to vote at the same time they 
receive their identification cards 

base of Ivoirian nationals as noted above. However 

appears intent on carrying out its own process of preparing a 
voter list 

from the identification process. This would not only add 
time to the whole identification/registration process 

would diminish the credibility of the voter list and 

potentially its accuracy as well. Smith told us that Prime 
Minister Banny is exploring with the FPI ways to keep the INS 
\"responsible\" for the list while it is actually compiled from 
the operator\'s database. 


11. (C) With so many elements of the peace process stalled 
and October just around the corner 

being given to whether President Gbagbo will remain in office 
after that. Gbagbo stated flatly in his August 8 National 

Day address that he intends to use his emergency powers under 
the Constitution to extend his term in office as many times 

as necessary. However 

the RHDP in their August 14 declaration adamantly rejected 
any extension of Gbagbo\'s term. Less attention is being 

given to Prime Minister Banny 

also presumably uncertain at least in theory. However 
RHDP\'s ultimatum to Banny to rescind the new AF procedures 
within 8 days or else could well have been intended to lay 
down a marker that he cannot count on their support after 
October. 


12. (C) Eyes are also turning toward New York 
Secretary General Annan said there would be a meeting on Cote 


SIPDIS 

d\'lvoire on the margins of the National Assembly in 
September. Mariama Gamatie-Bayard 

Political Department 

no agreement on the date or the format for the meeting 

that President Gbagbo is balking at attending. She said his 
office told ONUCI that Gbagbo will neither agree to be 
summoned to New York for another \"mini-summit\" of Ivoirian 
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political leaders with Annan and African regional leaders 
nor will he participate in a gathering of the international 
community to dictate his fate after October. 


13. (C) DDR 

are supposed to be proceeding concomitantly but instead they 
are bogging down concomitantly. All sides seem to have 
abandoned any pretense that there will be elections in 
October 

markers for the post-October scenario. What we have seen so 
far is pretty much a repeat of 12 months ago 

declaring that he has the power under the Constitution to 
extend his own term 

no such power and must not remain. It is the opposition that 
is appealing more openly to the international community 

we suspect that Gbagbo and his followers are also quite 
concerned about what the international community might do 
at least try to do 

October. 


14. (C) Last year the international community\'s 
decision-making process on what should happen after October 
also started in New York 

General Assembly 

and Security Council. They asked ECOWAS to come up with a 
way forward 

in Addis Ababa 

1633 on October 21. Whatever happens with Secretary General 
Annan\'s proposed New York meeting 

similar scenario this year. As for the outcome 

ambassadors in Abidjan tell us that the AU does not have much 
appetite for the international community to intervene in Cote 
d\'lvoire any more directly now than it has already 

will probably see a one-year rollover of the current 
arrangements. 


15. (C) Mess might be a better word than arrangements. There 
has been some progress over the last year. Procedures are in 
place for identification 

moving ones. A start was made on DDR and dismantlement of 
the militias 

back at how little has been achieved 

how many obstacles still need to be overcome 

Electoral Commission will have difficulty organizing 

elections even by October 2007. end Comment. 
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with the U.S. may have an adverse effect on us.\" Referring 

to the government procurement preference programs for Malays 
he added 

it later.\" 


3. (C) Mahathir's salvos have failed to mortally wound the 
Prime Minister and we do not expect any sudden leadership 
shifts. The continuing attacks have nevertheless attracted 
intense public attention and put the Prime Minister on the 
defensive. The GOM has been forced to play catch up with the 
former PM\'s innuendos regarding GOM handling of the Singapore 
bridge construction project and the possible financial and 
business peculations of his family members. Senior 
government figures have rallied around the Prime Minister 
defended his policies 

Mahathir should cease public criticism of the government. 

The former PM has stayed on the attack 

lament the political pall this has cast on the PM\'s ability 

to implement policy. 


4. (C) Further complicating matters 

Khairy Jamaluddin 

crisis to burnish his image as a Malay nationalist. The 
conflict in Lebanon has resonated very negatively among 
Muslim Malays 

population and form the dominant political group. Khairy led 
public protests at the end of July 

the visit of Secretary Rice 

FTA negotiations and boycotts of U.S. firms. PM Abdullah was 
quick to rebuff these calls and Khairy has backpedaled from 
his more offensive positions. And 

boycott appear to have fallen on deaf ears. While we doubt 
that the Lebanon crisis itself will have a lasting negative 
effect on GOM support for the FTA talks 

opportunistic attacks underscore the degree to which the 
negotiation may be vulnerable to the vagaries of Malaysian 
domestic politics. 


Effect on the FTA Talks 
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5. (C) As a result 

been left free to anti-globalization NGOs and other parties 
critical of the FTA. We continue to believe 

supporters 

much a minority force in Malaysia. MITI Minister Rafidah 
said as much herself in an August 16 statement on the FTA: 
\"It is the industry players that matter 

are on the sidelines. Why complain when players that matter 
welcome it and say the FTA is the best thing for them?\" But 
Rafidah also has resorted to posturing to preserve her public 
credibility 

preference system for ethnic Malays will be protected in any 
agreement. She even has maintained that Malaysia will not be 
bound by the U.S. TPA timetable in the negotiations 

she surely knows better. 


6. (C) On the whole 

not affected the government\'s basic positions on the 
negotiations. Malaysian officials assure us that 

preparations continue for a Cabinet decision later this month 
or early next month that would provide a mandate to address 
key issues identified in the first two rounds. However 

with tempers cooling in the wake of the UNSC resolution on 
Lebanon 

will be a pivotal Cabinet debate on the FTA. Your visit 
provides an opportunity for you to gauge the Cabinet\'s 
thinking on the FTA talks and to discuss with Rafidah and 
other supportive players on the Malaysian side what we can do 
to strengthen public support. As for outreach 

to be done to educate the Malaysian public 

opportunities to carry the ball forward in this regard. 
However 

moderate our message 

that we are continuing to work toward an agreement that will 
benefit both the American and the Malaysian peoples. 
LAFLEUR 
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problem\" of AWD (Note: MOH reported that initial tests do 
not indicate cholera as the pathogen. End Note.) and 
requested a prompt response. End Summary. 


2. The Ministry of Health (MOH) established a rapid response 
team to deal with the outbreak and to date 
from UNICEF 
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International (PSI) 

treatment kits 

affected areas. Through the USAID-funded Essential Services 
for Health in Ethiopia Project 

door-to-door campaign to provide prevention and treatment 
information to the affected communities. Rapid response and 
surveillance teams have been deployed. However 
wide-spread flooding in several areas in Ethiopia 

now requesting donor assistance. 


3. The MOH has prepared a proposal outlining its support 
needs. This proposal has been forwarded to AF/E Ethiopia 
Desk Officer Mike Gonzales 

proposal in its channels. 


4. Begin text: 


Date: 16 August 2006 
Ref. No.: MT1/14/45/232 


Federal Democratic Republic of Ethiopia 
Ministry of Health 


Subject: Request for Support on Preparedness and Response to 
Outbreak of Acute Watery Diarrhea 


Federal Ministry of Health appreciates the support being 
rendered by your esteemed organization in various health 
related programs in Ethiopia. 


Currently 

collaboration with partners is providing support to Oromiya 

and SNNP Regional State to effectively respond to outbreak of 
Acute Watery Diarrhea (AWD) which is being reported from 10 
woredas in Oromiya and 4 in SNNPR. To date at total of 7999 
cases with 42 deaths are reported to IDSR team of FMOH. 


In light of this and due to the nature of the situation to 
expand 

effectively respond to the current outbreak and to a possible 
protracted epidemic. 

This is therefore 

the FMOH in its effort of strengthening preparedness and 
response activities as per the proposal attached herewith. 
Thank you for your prompt response. 


Working together for health. 


Signed 
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Dr. Kebede Worku 
State Minister of Health 
WILGUS 
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7. (C) COMMENT: THIS IS THE MOST SWEEPING ROUNDUP OF 
RIGHTS LAWYERS IN CHINA IN RECENT MEMORY. LOCAL 
SHANDONG AUTHORITIES APPEAR TO BE ACTING 

PART 

LAWYERS AND FAMILY FROM ATTENDING HIS TRIAL AND 

THE CASES OF XU AND GAO 

CRIMINAL PROCEEDINGS. CHINESE RIGHTS LAWYERS ARE 
DESCRIBING THE HANDLING OF CHEN\'S CASE AND THE 
DETENTIONS AS A GRAVE SETBACK FOR THE RULE OF LAW IN 
CHINA. END COMMENT. 

SEDNEY 
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Russians Fanning Conflict in FSU; Azeris are their Cat\'s Paw 


2. (SBU) PDAS Mann met with President Niyazov for two hours 
on August 14. Deputy Chairman of Oil and Gas Gurbanmuradov 
Atayev and Foreign Minister Rashit Meredov also attended. 


3. (C) Noting Mann\'s portfolio following his tour as U.S. 
Ambassador to Turkmenistan 

of the conflict in Nagorno-Karabagh 

his leitmotif for the meeting: the Russians are fanning 
conflict in the Former Soviet Union and the Azeris are their 
willing foot soldiers. Just as permanent unrest in 
Nagorno-Karabagh was in Russian interests 

delimitation of the Caspian Sea. 


Multiple Pipelines Key to Turkmenistan\'s Sovereignty 


4. (C) Saying he had come to Ashgabat to \"measure the 
temperature\" of our bilateral relationship 

regard to new gas pipeline projects 

of a Trans-Caspian Pipeline (TCP) 

was ripe for exploring a TCP given the July opening of the 
Baku-Tbilisi-Ceyhan and Shah-Deniz pipelines. The demand for 
natural gas in Europe was increasing and 

Shah-Deniz pipeline 

\"Now is the time for the second phase of the development of 
the Caspian basin energy reserves 

that could include a Trans-Caspian Pipeline.\" U.S. support 
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for a TCP remained as firm as ever 
its part. 


6. (C) Peevishly waving a draft of the former failed TCP 
Agreement from 2000 

years ago 

$18 per thousand cubic meters (tcm) 

were getting from Gazprom.\" Mann contradicted that 

that Niyazov had been offered $53/tcm 

when oil was $18/barrel. \"If | had been offered that much | 
would have accepted 

dissembling 

parties had agreed to the terms up until the final signing 
when Niyazov asked for $500m in \"pre-financing 

point western investors -- including Shell Oil 

Bechtel -- walked away from the deal. We note as well that 
the $18 figure may reflect lower netback in the CAPEX payback 
period ) a concept surely alien to Turkmenbashi. End 
Comment.) 


7. (C) Mann told Niyazov that the USG could not order U.S. 
companies to invest in Turkmenistan\'s gas 

their prior experience with Turkmenistan (i.e. 

deal) 

Turkmenistan could be a reliable business partner. The 

private sector considered Turkmenistan unreliable and no 
first-tier companies were showing any interest. Niyazov 

balked at this as well 

we\'ve never cheated anyone; we always deliver what we say we 
will.\" 


Niyazov Requests U.S. Help with Caspian Delimitation 
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8. (C) In response to Mann\'s observation 

that delimitation was not a prerequisite for building a TCP 

but then he asked for Mann\'s help in getting the Azeris to 
agree to give Turkmenistan the contested Serdar/Kapaz as well 
as the Azeri and Chirag fields. Referring to a list of 

alleged prior historic agreements 

not compromise on Turkmenistan\'s ownership of these fields. 
He also rejected Mann\'s comment that determination of 
delimitation required agreement on methodologies and that 
Niyazov was using a land-based methodology in contrast to a 
widely-accepted maritime methodology. Mann agreed to raise 
Turkmenistan\'s position with the Government of Azerbaijan 
but told Niyazov to hold his anger if Baku failed to agree. 
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When Niyazov noted that even were Azerbaijan to agree toa 
delimitation 

the loop on building a TCP 

Russians ask the Black Sea states\' permission when they built 
the Blue Stream pipeline to Turkey?\" 


Full of Gas 


9. (C) According to Niyazov 


-- Seven trillion cubic meters of gas in the Dovletebad Field 
Reserves. 


-- Petronas (Malaysia) had found 1 trillion cubic meters of 
gas in Block 1 in the Caspian Sea 
to sell to Turkmenistan 


-- Parker Drilling (U.S. 
company Calyk Enerji) had found new reserves at Yoloten (near 
Mary). 


10. (C) Mann responded that Turkmenistan could be making 
significantly more profit if it shifted from its dependence 

on Gazprom\'s monopoly and pursued pipeline diversification. 
He noted Gazprom was selling gas for $249/tcm in Turkey and 
Azerbaijan was being charged $300/tcm. Iran was offering to 
sell gas to India for $262/tem 

According to Niyazov 

supplies in northern Iran and could only re-export Turkmen 
gas 

Turkmenistan/Iran gas agreement. He added that Turkmenistan 
currently had an agreement to supply 14 bcm annually to Iran 
but that Tehran wanted more. According to Niyazov 

wanted to store the gas in Tabriz 

Azerbaijan 

re-export terms of the agreement. 


More on Iran 


11. (C) Turning to Iranian Caspian Sea delimitation tactics 

both Mann and the president agreed that Iranian demands for 
20% were completely unreasonable. Niyazov told Mann that the 
July 24-25 visit to Turkmenistan of lranian President 
Ahmadinejad had been \"difficult 

had been unable to make any progress on delimitation. 
Nonetheless 

delegation to Tehran for the November 31 meeting of Caspian 
littoral states in Tehran. 
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Gazpromistan 


12. (C) According to Mann 

and realistic option was to sell gas to Europe; the problem 
was Gazprom\'s monopoly. \"In Moscow 

to as Gazpromistan; Russia wants to keep you under its 
thumb 

transit through the Caucasus still was not secure. Mann 
disagreed 

the Shah-Deniz or Baku-Tbilisi-Ceyhan pipelines. The 
problem 

insufficient to satisfy the growing European market. Both 
agreed that the potential was there 

major stumbling block was political -- lack of Caspian Sea 
delimitation. 
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Trans-Turkmenistan-Pipeline? 


13. (C) Walking over to a huge gilt-framed pipeline map 
specially set up in his office for the visit 

said 

to supply a TCP while still meeting Gazprom demands. End 
Comment.) Pointing to the South-North Central Asia Center 
Pipeline | 

called \"Colyk 

Pipeline from Colyk to Turkmenbashy 

reserves both to satisfy the Gazprom accounts and to supply a 
new TCP.\" (Note: Colyk does not appear on any maps in 
embassy\'s possession; we do not know if it refers to a 
settlement or gas field. It appears to be at/near the supply 
point identified as \"Pustiniya\" in the TCP project. End 

Note.) Mann noted that this was an interesting idea but that 
attracting foreign investment interest in building the 

pipeline would involve divulging the volume of the Dovletabat 
reserves and again emphasized that Turkmenistan needed to 
send a clear signal it could be a reliable business partner. 


TAP 


14. (C) The president showed less interest in a Trans-Afghan 
pipeline (TAP). Mann agreed this was a less realistic option 
and stressed that India should take a leadership role and 

that 

there so far had been no U.S. companies expressing interest. 
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15. (C) Noting that Turkmenistan had good relations with 
China 

and Uzbekistan to build a pipeline to western China for 
Turkmenistan\'s gas from the Amu Darya gas field. In addition 
to the pipeline project 

had significant contracts to repair and maintain oil and gas 
equipment. Mann said that the U.S. policy of supporting 
pipeline diversity also extended to support for Central Asia 

- Chinese pipelines. 


Afghanistan 


16. (C) In response to Mann\'s interest in seeing 

Turkmenistan increase its electricity exports to Afghanistan 
Niyazov noted that Turkmenistan had forgiven a $7 million 
debt to Afghanistan 

Afghanistan for half the price (i.e. 

kilowatt hour) that Ashgabat was getting from Iran. In 

addition 

30 Afghan students a year. Mann encouraged Niyazov\'s support 
for expansion of electricity sales. Mann also asked about 

the possibility of exporting Turkmenistan\'s cotton south. 
According to the president 

the Persian Gulf by rail through Iran. Uzbekistan 

wanted to avoid transiting its cotton through Turkmenistan 
shipped its cotton through Bandar Abbas (Niyazov wasn\' clear 
whether this meant through Afghanistan). 


Meeting Takes Top Billing in News 


17. (C) The meeting received top-of-the-fold coverage in all 
major government newspapers 

news broadcast. Official reporting was largely factual 

though the Russian black propaganda machine already is seized 
with the story and spinning away from the TCP to claim the 

USG supported a TAP and a Chinese Pipeline instead. Press 
reaction will be reported septel. 


No Follow-on Meetings 


18. (C) On the way out of the presidential palace 

told Mann they would meet later. This never happened 
however 

Deputy Chairman for Oil and Gas Atayev first were postponed 
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to later that day 
MFA Protocol simply stopped taking embassy calls. 
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19. (U) Mann scheduled a press conference prior to his 
departure wherein he discussed pipeline diversification with 
reporters from Agence France Presse and the Central Asia 
Times and also emphasized USG support for the development of 
democracy and civil society in Turkmenistan. 


Russians Panic 


20. At an August 14 reception for the Ashgabat Diplomatic 
Corps 

\"Phase Two\" of development of the Caspian Sea\'s resources 
visibly panicked Russian Ambassador Blatov asked Charge 
\"What does he mean by phase two?\" When Charge replied it 
meant re-examining the feasibility of a Trans-Caspian 

Pipeline 

approval for that.\" The August 16 official press headlined 

with the story that Niyazov had telephoned Russian President 
Putin on August 15 to discuss \"humanitarian 

energy issues.\" At an August 16 reception in honor of a 
visiting Libyan delegation 

Charge 

Minister Meredov 


Bio Note: President a \"Much-Diminished Man\" 


21. (C) Mann 

considered him \"a much-diminished man.\" Though Niyazov 
continued with his stubborn persistence in pursuing 
irrational ends 

compared to his bullying animation of years past. Niyazov 
also was not wearing his signature gem-encrusted rings and 
watch 

He also had a small bandage on his chin 

shaving accident 

picture of the president from the meeting 

earlier photo instead. 


Comment 


22. (C) Judging from the president\'s weaker health 
insistence on unachievable objectives 
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contact with Putin 

higher gas prices from Gazprom. He just does not seem to 
have the fight in him to take on Russia in pursuing a TCP. 
His wildly unrealistic claims on the major part of 
Azerbaijan\'s oil fields are vintage Niyazov and sadly 
indicate that as before 

new line is jumbled with large measures of grandiosity and 
greed. His refusal to let Mann meet with either Meredov 
less so 

increasingly suspicious 

reminder of the extremely tight reins on officials in the 
Court of Turkmenbashi. End Comment. 
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end to the conflict. Wirajuda remarked that the U.S. 
military presence in Iraq might be part of the problem. 


MIDDLE EAST 


11. (C) On the Middle East 

\"stalemate\" persisted in Lebanon 

reactions around the world and in Indonesia. The protraction 
of the conflict was \"radicalizing\" the Indonesian public 

this worked against bilateral cooperation with the United 
States. President Yudhoyono had proposed a \"troika\" of 
non-Arab countries including Indonesia 

one other within the Organization of the Islamic Conference 
(OIC) to provide leadership within the organization on the 
Middle East. Indonesia was preparing to participate in that 
force 

the UN Charter. Solving the problem in Lebanon 

could help prevent Islamic radicalism in the region and 
elsewhere. 


12. (C) Krasner replied that the United States was sensitive 

to the civilian deaths in Lebanon. A fundamental cause of 

the conflict was that the Siniora government had been unable 
to exercise sovereignty over its entire territory. It was 
essential to achieve a sustainable solution 

situation would not reoccur. Israel must be able to trust in 

the elements of that solution for it to work. Hizbollah must 

be contained in the near term and disarmed in the longer term. 


NORTH KOREA 


13. (C) On North Korea 

on North Korea at the ARF had been interesting and might be 
worth repeating. Wirajuda noted that the symbolism of the 
exchange was positive 

were working on the issue. For Indonesia 
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the Six-Party Talks was important. Indonesia had regretted 
having to cancel president Yudhoyono\'s visit to North Korea 
and had been disappointed that China had been able to 
exercise so little leverage on North Korea. But the United 
States was the key to a solution because of its economic 
sanctions against the country. Krasner responded that the 
sanctions argument was only an excuse 

sanctions had been imposed to curb North Korea\'s illegal 
trade in arms 

activities. Negotiating on sanctions was out of the 

question 

North Korea had obtained much of what it wanted for the 
negotiations to proceed 

unravel. Direct negotiations with North Korea had been tried 
and had failed. Even China was now upset with North Korea 
and South Korea was extremely concerned about the missile 
threat. Still 

return to the Six-Party Talks. 


MEETING WITH DEFENSE MINISTER SUDARSONO 
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14. (C) Defense Minister Prof. Juwono Sudarsono said the MOD 
was making progress on integrating military doctrine 

reducing rivalry between the defense forces 

civilians into defense planning and establishing civilian 

control over military procurement. Indonesia was focusing on 
developing airlift rather than a strike force 

military budget remained limited. The Navy 

neglected in the past 

funding. Indonesia would need ten to 15 years to recover its 
proper role in Southeast Asian security. Indonesia was 
preparing a combined peacekeeping force of 850 for Lebanon 
should the UN stand up such a force. (Note: Indonesian 
projections of the force size have since increased to 1000 
persons.) 


15. (C) One of the biggest challenges facing Indonesia for 
the future 

threats to security. Another was economic justice 

an equitable balance between the center and periphery of the 
country\'s provinces and the creation of a sense of belonging 
among outlying regions. The officer corps 

consisted overwhelmingly of Javanese. The military was 
trying to redress this balance through more aggressive 
recruitment 

outsiders to cope with the rigors of training. 
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16. (C) Indonesia was in the process of producing civilian 
expertise in the military area 

Ministry of Defense. A whole generation had been lost during 
the Suharto years 

overcome the gap. Political parties had moved slowly to 
develop popular bases and organizational structures 

yet to realize their proper role in the political process 

under democracy. 

PASCOE 
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statements that were rebuffed by the Prime Minister. 


5. (C) Khairy has been less vocal since the cease fire went 

into effect. Our subsequent meetings with UMNO Youth 
executive committee leaders confirmed that UMNO Youth 
rhetoric over the past two months was intended to appeal to 
UMNO\'s more conservative base. They have told us that it was 
also aimed at preventing the Islamic opposition party PAS 

from gaining momentum given the recent clashes between 
Abdullah and former Prime Minister Mahathir Mohamed (ref D). 
Having achieved those ends 

preparations for the UMNO General Assembly in November and 
the general elections anticipated for next year. We expect 

the occasional jab from Khairy and his UMNO buddies as 
preparatory meetings for the November UMNO General Assembly 
continue 

levels heard through late-July and early August. 


6. (C) Khairy\'s call for the GOM to boycott the US seems to 
have gained little traction publicly and politically. U.S. 

firms operating in Malaysia are watchful 

concerned by Khairy\'s calls for a boycott. The local 

Coca-Cola bottler recalled that a similar boycott call in 

2002 following the U.S. invasion of Afghanistan had no impact 
on sales. Both the Coke and Starbucks franchisees (the local 
operations actually are owned by Malaysian companies) plan to 
take no action 

further attention to the issue. At the monthly meeting of 

the board of governors of the American-Malaysian Chamber of 
Commerce (AmCham) August 16 

boycott would fade quickly 

Lebanon remains under control. The board also agreed to take 
no action in response to the call for a boycott at this time. 


Effect on FTA Remains To Be Seen 
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7. (C) We doubt that the Lebanon crisis itself had a lasting 
negative effect on GOM support for the FTA talks. But 
Khairy\'s opportunistic attack on the talks underscores the 
extent to which the negotiation may be vulnerable to 

Malaysian domestic politics. At a minimum 

demonstrates the extent to which the GOM will have to work to 
convince even the ruling party\'s rank-and-file of the 

benefits of a FTA with the U.S. 

LAFLEUR 
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On August 11 

and the LTTE at the military\'s Forward Defense Line (FDL) and 
the island of Kayts on the Jaffna Peninsula in northern Sri 
Lanka (reftels). Principal Deputy Assistant Secretary of 

State for South and Central Asia (PDAS) Steven Mann visited 
Sri Lanka on August 16-17 to urge an immediate cessation of 
hostilities (septel). In his August 17 meeting with PDAS 
Mann 

sources confirm 

will not cease until the GSL has achieved its military 
objectives in the area. All US-funded and other humanitarian 
mine action programs have been suspended in Jaffna 
indefinitely. In light of the current security and supply 
concerns 

other missions to request that the International Committee 
for the Red Cross (ICRC) to evacuate expatriates from the 
Jaffna Peninsula and LTTE-controlled Kilinochchi in the 
Vanni. We 

Ministry of Foreign Affairs and the Ministry of Defense to 
propose an alternate evacuation strategy. There are currently 
three evacuation strategies on the table (only two of which 
apply to our personnel in Jaffna): a road convoy from 
LTTE-controlled Kilinochchi along the A9 highway 

from Jaffna bearing the ICRC flag 

evacuation from Jaffna. 


2. (C) Three US-funded deminers -- an Australian-national 
RONCO technical advisor and two (British and Kosovar) HALO 
Trust officers -- wish to leave by Sri Lanka military 

helicopter and are on standby to evacuate Jaffna. A fourth 
HALO Trust deminer 

helicopter or wait for an ICRC ferry. The military informed 
RONCO program manager August 18 that it expects to evacuate 
humanitarian mine action personnel (including non-US-funded 
Danish Demining Group personnel) on August 19 or 20. The one 
Amcit in Jaffna 

evacuate at this time. 
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3. (C) An ICRC convoy scheduled to leave August 18 from the 
UN Compound in Kilinochchi was cancelled that morning due to 
LTTE objections 

approximately 2 PM on August 18 

journalist source that the Sri Lanka Air Force (SLAF) was 
presently bombing Kilinochchi and that the GSL had asked all 
international NGO staff to leave the area. According to 
military sources 

Vanni had been opened August 18 to allow the humanitarian 
corridor 

to allow NGO vehicles to pass. We do not know at present 
whether there are expatriate or civilian casualties from the 
reported air raids. The diplomatic community will push for 

the ICRC convoy to be rescheduled for August 21. 


4. (C) The ICRC has also hired a ferry that will be moved 
from Trincomalee Harbor to a High Security Zone (HSZ) in 
Jaffna beginning August 21 to evacuate up to 300 expatriates 
including NGO and international agency staff and Tamil 
expatriates. Due to the slow speed of the ferry and 

security requirements for moving civilians (including many 
dual nationals with Tamil surnames) through the HSZ 

ferry cannot be expected to return to a safe area near 
Trincomalee until at least August 24-25. 


5. (C) Aware of the ICRC evacuation plans 
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Agent (GA) Ganesh phoned poloff August 18 to ask us to urge 
the ICRC to send food supplies to Jaffna immediately via 
evacuation vessles. He believes current supplies will last 

for another ten days. \"We cannot afford to lose the lives of 
civilians 

hostilities.\" Poloff noted that PDAS Mann had recently 
stressed that message and reiterated concern over the 
humanitarian situation. Several expatriate NGO staff informed 
poloff August 18 that they have only a week to 10 days supply 
of foodstuffs remaining 

shops has rapidly deminished with each brief relaxation of 

the curfew. 


6. (C) The Embassy is working with National Steering 

Committee for Mine Action (NSCMA) Director Dr. Kunasingham 
and HALO Trust Program Manager Stephen Pritchard to evaluate 
the possibility of relocating HALO\'s mine action program to 
Anuradhapura 

part to utilize new funding from the U.S.-based Humpty Dumpty 
Institute (HDI). 
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MOORE 
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environment for regular operation of...industrial 
establishments.\" End Note.): 


-- In early May 

Federation-Revolutionary (ANTUF-R) began to intensify efforts 
to enforce unreasonable \"standards\" for employees and 
facilities 

Maoists as permanent employees at most manufacturing and 
service industries in Nepal. 


-- In May 

dozens of manufacturing industries situated near Birgunj (on 
the Nepal-India border) to shut down operations indefinitely 
because the industries could not keep up with Maoist 
extortion demands. 


-- On May 19 

extortion 

Dabur Nepal 

hygiene products and fruit juices 
down operations. 


-- In late May 

industries in Birgunj 

Indian employees. Many of the industries decided to close 
down and transfer operations to India. 


-- From May to August 

250 carpet factories in Nepal shut down due to increasing 
ANTUF-R activities and demands. Sources stated that 
early 2006 

\"relatively well 

since ANTUF-R activities began in earnest. Most of the 


carpet factories that have remained open are no longer 
producing carpets but only trading in remaining stock. 


-- From May to August 

Nepal closed down. Some of these factories closed down due 
to the termination of Nepali textile quotas in early 2006 

but the majority were forced to close because of Maoist 
pressure. On June 22 

Birgunj closed indefinitely due to a dispute between 
management and ANTUF-R. Out of approximately 400 textile 
factories in Nepal 

operation. 


-- In late July 
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Restaurant Workers Union (ANHRWU) forced two Indian nationals 
working at casinos in Kathmandu to quit their jobs. 


-- On August 13 

tea estates and factories in eastern Nepal. The closure 
affected 115 tea estates 

40 

USD 135 


Capital Flight: Many Informal Methods 


4. (C) Anecdotal evidence suggests that capital flight from 
Nepal is increasing. Numerous sources told Emboff that they 
have transferred assets and capital out of Nepal 

regulations prevent legal transfer of capital. The main 
method to illegally transfer funds out of Nepal is through 
\"hawala.\" (Note: Hawala is an informal process whereby money 
is transferred through family or association networks from 
country to country 

international border 

records. End Note.) There are many hawala lenders in Nepal 
who transfer money to India 

East 

reported that they simply carried cases full of cash or 

stashed money in trucks of goods across the porous border 
between Nepal and India. These two methods are 

most frequently reported methods for transporting capital out 
of Nepal. 


5. (C) Some of the larger businesses are using legitimate 
methods in illicit ways to transfer capital out of Nepal 
especially to India. Large businesses have reportedly 
created shell corporations in India or other countries and 
then placed large orders to import goods from those 
corporations. When the imported goods arrive 

either inflate the bills so they can transfer higher amounts 
of money to their shell corporation 

officials in Nepal to doctor the paperwork to make it look 
like more items were imported. This allows them to transfer 
large sums of money to their shell corporation in the other 
country. 


6. (C) Another businessman told Emboff that he and his family 
have taken large amounts of jewelry and precious stones and 
metals out of the country. They carried the valuables across 
the border to India and sold them 

businesses in India. This method of transferring capital 
appears to be not as widespread as others. 


No Faith In the Government 
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7. (C) Banwari Lal Mittal 

Chamber of Commerce 

had paralyzed operations in ninety percent of the factories 

in the Birgunj and Biratnagar areas. Mittal complained that 
security was a huge problem for businessmen in Nepal. 
Maoists have attacked businessmen both in their homes and in 
their place of business. Mittal claimed there had been no 
protection provided by the GON against such attacks. 

Birendra Bahadur Chhetri worried that the Maoists had branded 
all businessmen as \"class enemies\" and that the Maoists would 
continue to \"extort and pressure industries until they bow to 
Maoist demands or leave the country.\" Chhetri stressed that 
the Maoists were \"not sparing any sector 


employment 


8. (C) One businessman said that \"wise businessmen are 
leaving Nepal immediately and foolish nationalist businessmen 
are holding out hope for a better business climate in Nepal.\" 
Most of the business leaders that Emboff spoke to shared 
this sentiment. Businessmen did not have faith that the GON 
would protect them 

stand strong against the Maoists and solve the problems 
facing the business community. Most businessmen 

and foreign 

capital out of Nepal and into neighboring India to save their 
businesses. 


Comment 


9. (C) Capital flight from Nepal is not an entirely new 
phenomenon 

caused it to approach a crisis. With the fear by businessmen 
that Maoists could enter into an interim government soon 
businesses are becoming increasingly concerned and looking 
for a way out 

continues 

putting pressure on the GON during this vital time of 
transition. 


10. (C) The GON has not taken effective action to stop Maoist 
extortion and coercion of businesses in Nepal. It is 
noteworthy that 

to extort and intimidate businesses with impunity. Fear 
among businessmen continues to grow 

foreign-owned businesses leave Nepal 

increase on the GON to solve the problems. This could give 
the Maoists an extra bargaining chip at the negotiation table 
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during peace talks. 
MORIARTY 
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rebel attack on the capitol on April 13 with help from the 
French (President Chirac is a staunch supporter.) A 
much-publicized feud with the World Bank over use of oil 
resources for poverty reduction has been resolved for the 
time being 

Bank President Wolfowitz in a rapid stopover in N\'djamena 
last month. While rebel groups in the south and east are 
audacious and persistent 

himself a tested warrior. But dangers abound 

within his own family 

in Sudan 

The public enrichment of the President\'s Zaghawa clan is a 
source of division 

of the spoils 

place at the public trough. The state of the President\'s 
health - a constant source of speculation - has led some 
observers to predict that he will not live through his 

current term 

political future. Although President Deby has presided over 
Chad\'s most peaceful era since independence 
undermined by his unwillingness to move seriously toward 
opening the political arena 

demonstrating that a peaceful transition of political power 

is possible in Chad. 


3. (SBU) Chad\'s make-up-to-break-up relationship with Sudan 
has come full circle over the last year. Last year at this 

time 

Cease-Fire Agreement 

a significant step in the path to the May 2006 Darfur Peace 
Agreement (DPA). But Sudan\'s support for Chadian rebels in 
the fall and winter of 2005 forced Chad\'s hand 

withdrew from the scene as a mediator. Although it would 
appear that President Deby has everything to gain from peace 
returning to Darfur 

accused the regime of supporting DPA non-signatories in their 
attacks against Minnawi\'s forces. Chad has accused Sudan in 
turn with providing arms and foot soldiers in the April 13 

attack on N\'djamena. Nonetheless 

President Deby and President Bashir at Deby\'s inauguration 
ushered in the latest reconciliation between the two 

countries. Chad and Sudan agreed July 26 to reinstate 
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diplomatic relations 

movements (Chad) and Chadian rebels (Sudan). But the 
cross-border nature of the Darfur conflict cannot be 
overemphasized. The vast territory which comprises Western 
Darfur and Eastern Chad is home to numerous ethnic groups 
(not limited to the President\’s Zaghawa clan) which cross the 
border indiscriminately 

group 

which bring more settled agriculturalists into conflict with 
pastoralist groups and the asymmetrical impact of Knartoum\'s 
involvement in inter-ethnic clashes has forged a deadly 
conflict that can no longer be resolved by traditional 

dispute settlement procedures. Despite the recent 
reconciliation 

seek to maintain a destabilizing wedge in the other\'s 

political affairs. 


4. (SBU) Chad\'s Eastern border hosts 12 refugee camps 
containing over 200 

feels strongly that the international community has failed to 
recognize Chad\'s sacrifice in hosting these refugees. It is 
true that Chad\'s environmentally fragile eastern region has 
been negatively impacted by the presence of refugees 
competing for water and firewood with the local inhabitants. 
In recognition of the needs of the local population 

UN and donors (in particular 

earmarked funding specifically to improve livelinoods and 
living conditions for local populations. In April 2006 

the wake of a rebel incursion into N\'djamena 

reinforce vulnerable border points against armed Chadian 
rebels in Sudan 

to guarantee security for the refugees. Fears that Chad 
might actually expel the refugees proved unfounded 
increasing insecurity in Eastern Chad -- manifested in the 
rise in Chadian Internally Displaced Persons (IDPs) moving 
away from the border and in increasing attacks on 
humanitarian workers and recruitment of refugees by rebel 
groups within the camps -- pose urgent challenges. In 
recognition of the need to provide greater security for 
refugee camps and humanitarian workers 

recently earmarked $1.9 million to the UN High Commissioner 
for Refugees to assist in beefing up security 

hiring additional gendarmes and to provide protection for 
IDP\'s. The United States has committed over USD 183 million 
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over the past three years to UNHCR 

and other relief agencies in Chad 

largest donor to the humanitarian relief effort. 


5. (SBU) Chad\'s first oil began pumping in 2003 and flowing 
down the 1070-kilometer pipeline to the Cameroonian coast. 
The largest single U.S. private investment in Africa 

over $4 billion project is managed by a consortium led by 
ExxonMobil. Chad earned USD 260 million from oil revenues in 
2005. Projected revenues for 2006 (from all sources) are 
approximately USD 450 million and could balloon to over a 
billion USD in 2007 if oil prices stay high. The pipeline is 

now handling up to 170 

fields are being brought on line. 


6. (SBU) As part of the financing package arranged by the 
World Bank and other lenders 

arrangement for managing its oil revenues whereby the bulk of 
the royalties would be earmarked for social sectors such as 
health and education. An oil revenue management body 
members drawn from the government 

groups 

surprisingly 

foundered in December 2005 when the President 

cash 

oil revenues. This provoked a rupture with the World Bank 
which has taken over five months to resolve. Last month 
World Bank President Wolfowitz visited Chad to anoint a new 
agreement which recommits the Government of Chad (GOC) to 
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allocate a larger percentage of oil royalties for priority 
poverty reduction sectors 
spending on security. 


7. (SBU) In the meantime 

predictions 

paid by the oil consortium) have skyrocketed. Part of the 

new arrangement with the World Bank is that these indirect 
revenues -- in addition to the royalties -- will also be 

used for poverty reduction. Chad\'s oil boom -- expected to 
last less than a decade -- will severely test its absorptive 
capacity and ability to manage and spend the resources so as 
to promote sustainable economic growth and improve the 
Chadian standard of living (currently ranked among the lowest 
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in the world.) 


8. (SBU) In March 2004 

intense battle with members of the terrorist group GSPC. The 
terrorist leader Al-Para was finally handed over to Algerian 
authorities in October of that year. The cooperation of 

Chad 

issues has been excellent 

additional U.S. counterterrorism assistance provided under 
the Trans-Sahara Counterterrorism Initiative (TSCTI). In 

July 2004 

Chadian soldiers as part of the Pan-Sahel Initiative (PSI) 

the TSCTI precursor. These troops learned to respond to 
internal threats from terrorism and banditry. In 2005 and 
2006 

programs 

continues with retraining of the PSI unit 

additional recruits. For the most part 

moderate and Muslim leadership in Chad is supportive of U.S. 
programs throughout the country. Muslim leaders also work 
closely with the government to rein in radical Islamic 
elements. 


9. (SBU) Chad\'s human rights record remains poor and 
government institutions lack the capacity and the will to 

bring justice to average Chadians. In addition to Deby\'s 
heavy-handed attempt to revise the Constitution to allow him 
to run for another term 

has surfaced periodically. The National Assembly is easily 
manipulated by the Presidency. The international corruption 
watchdog organization 

Chad (along with Bangladesh) as the world\'s most corrupt 
country in 2005. Corruption permeates most aspects of 
government operations. Civil society remains fragmented and 
too weak to pose a counterbalance to government power. Aside 
from oil 

livestock. Once a significant source of revenue 

cotton producing sector has been unable to successfully 
pursue opportunities offered by privatization. U.S. cotton 
subsidies are frequently blamed as the source of the collapse 
of Chad\'s cotton sector 

parastatals has as much to do with the sector\'s failures. 
Chad is eligible to export products under the African Growth 


Column 3 

and Opportunity Act 

export a negligible amount of gum arabic and shea butter. 
Poor to non-existent infrastructure 

of a skilled work force hinder foreign and domestic 
investment. 


10. (SBU) The United States closed its USAID Mission in Chad 
over ten years ago. A modest amount of U.S. assistance is 
managed for the most part directly by the Embassy and 
supports grass-roots efforts to improve education 

water 

maintains a strong outreach to Muslim communities. 
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11. (SBU) Our primary message to President Deby concerns 
the need to develop democratic institutions in Chad 

room for other political contenders to compete in credible 
elections 

Chad\'s role in supporting the Darfur Peace Agreement 
particularly given its recent rapprochement with Sudan 

also extremely important. We recognize Chad\'s contribution 
to counter-terrorism and to regional stability and its role 

as host to over 200 


-- Democracy: Chad\'s long-term political stability requires 
the development of its democratic system 

civil society and respect for human rights and rule of law. 
An inclusive political environment must be created which 
allows for credible elections and a peaceful political 
transition. 


-- Refugees: We appreciate the welcome that Chadians have 
given to the refugees from Sudan despite severely limited 
resources. Our government has already provided over USD 183 
million over the last three years for humanitarian relief in 

Eastern Chad and will continue to provide support for the 
on-going humanitarian efforts 

local populations. 


-- Darfur Peace Agreement: We urge commitment by all to 
support the Darfur Peace Agreement 
restore security. 


-- Development: We stress the importance of Chad\'s oil 
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resources being used for poverty reduction. 


-- Anti-terrorism: We value our partnership with Chad in the 
war against terror. We look forward to working with Chad on 
TSTCI and other programs of bilateral cooperation. 


SIPDIS 


12. (U) Tripoli minimize considered. 
WALL 
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He believes that in the unlikely event of the numbers swelling 
beyond \"tolerable limits 

boat operators 


4. (SBU) As of now 

to the refugees is that they are welcome. The GoTN\'s announcement 
as part of its July 22 budget message that it will double the dole 

to the Sri Lankan refugees came as a relief in the camps. According 

to the decision 

dole already provided to each refugee by the GOI. Heads of the 

family will now receive Rupees 400 ($8.5) per month and family 
members will receive amounts ranging from Rupees 144 ($3) to Rupees 
45 (approx. $1). Additionally 

nominal prices. 


5. (SBU) Meanwhile 

criticized the GOI for providing training in Tamil Nadu to Sri 
Lankan \"security forces.\" According to local news reports 
MDMK and the PMK parties have criticized the Central Police Reserve 
Force (CRPF) for providing training to 44 Sri Lankan police 
personnel in Tamil Nadu. Chief Minister Karunanidhi informed the 
Tamil Nadu Assembly that the state is not involved in the police 
training 

sensitivity of the training issue. In an effort to deflate the same 
issue 

Chennai press corps that the program is ongoing police training 
rather than any sort of military training. 


6. (SBU) Separately 
that MDMK General Secretary Vaiko asked Prime Minister Singh not to 
provide security to a Sri Lankan Navy ship transporting personnel to 


Column 3 

the war zone. Vaiko was quoted as saying in a letter to the Prime 
Minister: \"It has come to my knowledge that Sri Lankan President 
Mahinda Rajapakse has appealed to the Indian Prime Minister to 

provide Indian naval escort and assistance to help and protect the 
ship.\" 
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RESPECTING DMK\'S SENSITIVIES 


8. (SBU) COMMENT: The smaller 

to be pressuring Tamil Nadu Chief Minister Karunanidhi 

history of being sympathetic to the Sri Lankan Tamils 

influence to restrain India from providing any form of assistance to 
the GoSL in the conflict. Karunanidhi 

careful to avoid any differences with the Center on the Sri Lanka 
issue 

pro-Eelam politicians. From our perspective in south India 
expect that the UPA government at the Center will understand the 
sensitivities of its DMK coalition partner and will keep away from 
any controversial intervention in the Sri Lankan conflict. End 
Comment. 
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criticism of the GoB\'s inflation-targeting policy 

noted 

Reserve\'s mission to target both price stability and employment. 


3. (C) Another key factor in the debate was that the Central 
Bank had not yet been granted formal independence to set 
monetary policy 

backed its de facto freedom of action 

This continued uncertainty added a risk premium to any long term 
investments in the country. Brazil 

the forty largest economies in the world which does not have an 
independent central bank. Meirelles asked that the USG 
discreetly use its bilateral engagement with the GoB to argue 
the importance of pushing through the congress legislation 
granting the Central Bank such autonomy. He argued that 
Secretary Paulson in particular would be able credibly to make 


SIPDIS 
that point to Lula and Finance Minister Mantega. The Ambassador 
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noted that the bilateral Treasury-Fazenda Group for Growth 
meetings perhaps could address this issue 


Investment Climate 


4. (SBU) The Ambassador told Meirelles the USG is eager to be 
helpful on efforts such as public-private partnerships (PPPs) in 
infrastructure investment. There was much focus on Brazil among 
the investment community. NYSE Chairman John Thain was likely 
to visit soon 

was planning Brazil-focused events. To take advantage of this 
interest 

be welcoming. Meirelles noted that while it is not his direct 
responsibility 

He highlighted regulatory roadblocks as a particular problem 

but said the Central Bank doesn\'t have the staff expertise or 
authority to engage on the issue. Meirelles undertook 

USG to provide a detailed study of these roadblocks 
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for changes. 


5. (C) A second set of difficulties that Meirelles identified 

for investors revolved around the lack of governmental 
experience among Lula\'s top advisors. Current chief of staff 
Dilma Rousseff 

her predecessor. She is very smart and has learned quickly 
Meirelles stated 

to the job. Lula had focused much more on improving public 
management in the latter part of his term 

affirmed that were the USG to withdraw GSP benefits from Brazil 
it likely would reinforce \"negative elements\" within the local 
business community with respect to the United States. 


Mortgage Market 


6. (SBU) Meirelles stated that while the mortgage market was 
beginning to grow quickly 

that this was in large part due to how recently Brazil had 

achieved macroeconomic stability. With hyperinflation 

was no long term financing and the economy was still overcoming 
this legacy. 


7. (C) Comment: Although he was particularly frank and 
forthcoming in this meeting 

might try to remain on the job if Lula wins a second term. End 
Comment. 
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Lebanon under UNIFIL. But Mauritania would need a \"sponsor\" 
to help train 


-- Fal confirmed there would be no change in Mauritania\'s 
Middle East policy 

relations with Israel 

government came into power next year. After that 

were off 


-- Fal said the Israel-Palestine issue was the root problem 
in the Middle East 
through dialogue 


-- Ambassador 

foreign policy issue so exercise the Mauritanian mass public 
as has the recent fighting in Lebanon. There is a new 
pervasive anger towards the USG and its Middle East policies 
especially among Arab Mauritanians. Afro-Mauritanians are 
far less wrought up 


-- To counter this 

USG policy to key Mauritanians 

Ambassador praised the courage and steadfastness of 
Mauritania for maintaining full diplomatic relations with 
Israel. 


-- The transitional government has been active 
responding to this rising tide of sentiment. It recently 

sent humanitarian supplies to Lebanon 

publicized telephone call to Palestinian Authority president 
Abbas. 


End Key Points and Comments. 


1. (U) On August 17 

Fal 

situation in Lebanon and the transition to democracy 

(septel). Also present were FM Ahmed Ould Sid\'Ahmed and DCM 
(notetaker). 


2. (C) Ambassador asked Col. Fal his views on the conflict in 
Lebanon. Fal responded at length 
saying \"we want to tell our friends exactly what we think 
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there is no misunderstanding.\" 


3. (C) According to Fal 

Israel-Palestine. The problem must be resolved by 
negotiation; it cannot be resolved by violence 

inter-state or intra-state.\" Once all parties recognize the 
only solution is a two-state solution \"we are half way 
there.\" 


4. (C) The next step is to decide on borders 

again cannot be resolved by violence but through negotiation. 
\"Each square kilometer 

be negotiated separately if need be. 


5. (C) However 

themselves. They need the help of the international 
community 

Arab countries. 

6. (C) All the other conflicts in the region are 

\"collateral\" 

Israel-Palestine conflict. None of these conflicts can help 
in the basic problem but can only aggravate the situation. 
And fr\"ces that do not have a direct interest in the cenrral 
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issue 

ends. However 

the extremist groups and their backers would have no more 
cards to play. However 

conflict 

the allies. 


7. (C) Ambassador then asked if Mauritania was planning to 
offer troops to UNIFIL (Note: this was rumored recently in 
the press). Fal answered that in principle 

willing to send a \"symbolic contingent\" to Lebanon 

not have the capacity to train 

on its own. It would need a \"sponsor\" to do so. 


8. (C) FM Sid\'Ahmed seemed to be particularly interested in 
this point 

leader would respond. He did not broach the matter during 
the Ambassador\'s follow on farewell call to him later that 
day. He did say 

Tzipi Livni in the next few days. 


9. (C) He reiterated the transitional government\'s 
determination to maintain diplomatic relations with Israel. 
He added that this issue would no doubt be an early subject 
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of discussion for \"the new democratic government 
that 

opposition 

resolve. 

LeBaron 
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presentation to us. Even if open tendering is used 

tendering process can be slow and non-transparent. For 
example 

megawatt VRA thermal plant 

Nonetheless 

financial economist with strong U.S. credentials. His 
initiative in seeking out Emboffs and his enthusiasm for 
attracting U.S. energy investments offers hope that the GOG 
may finally be taking a more urgent approach to meeting 
Ghana\'s anticipated need for 500 megawatts of new power over 
the next five years (see reftel for more background on the 
sector and its challenges). 


BRIDGEWATER 
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represents the IRPT moderates and Kabiri is their poster-child. 
This faction is pro-democracy. The pro-lranian faction (also 
conservative Muslims) consists of a small number of members and 
allegedly receives some funding from Iran. This group will 

never come to lead the IRPT because most Tajiks are Sunnis and 
would not tolerate pro-lranian Shia leadership. The third 
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group 
like to see its members adhere to Islamic values and teachings 

of the Koran. This group has requested that Kabiri grow a beard 
and pray more often and would be assuaged if Kabiri demonstrated 
greater Islamic piety. 


6. (C) The general sentiment among the party is that Kabiri 
astute politician 

among the people. The party recognizes his successful 
leadership during Nuri\'s illness. Kabiri has also managed to 
minimize the conservatives\' influence in the party. Many IRPT 
members feel that the party was labeled as the \"bad guys\" in the 
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civil war conflict and realize the people of Tajikistan do not 

want another civil war. The party understands that sending a 
conservative leader to power would automatically make 
non-members remember the conflict and cause the IRPT to lose 
support. 


RAHMONOV OFFENDS IRPT 


7. (C) Embassy sources also tell PolOff the Political Council 
decided an IRPT member will challenge Rahmonov in the November 
presidential election. The IRPT was offended by Rahmonov\'s 
previous snubs towards Nuri and the party. While Nuri was 

alive 

the IRPT. However 

indicate Rahmonov and the government may take a new approach 
towards the party. Although widely anticipated that he would 

pay his respects to the party and Nuri\'s family upon his August 

10 return from a state visit to India 

official condolences. The government 

instruction 

mentor 

him in a public cemetery. The government also restricted news 
about Nuri\'s death. The print media published several stories 

on his death and funeral 

beyond the two main cities of Dushanbe and Khujand. 
Government-controlled national television and radio did not run 
reports 

request. 


COMMENT 


8. (C) Rahmonov may have cooperated with the IRPT when Nuri was 
alive 

and fully engaging the \"opposition 

for allowing Central Asia\'s only legal Islamic party. Nuri was 
also a very popular leader. Had Rahmonov sent Nuri 

to the National Peace Accord 

have played badly in Tajikistan and internationally. However 
after Nuri\'s death 

consolidated political power 

nicely with the Islamic Party anymore. Rahmonov likely views 
the IRPT as the only political party that could possibly 
challenge his rule. He may attempt to split the party or 
discredit Kabiri. The IRPT recognizes this and a continued 
stable relationship with the government is a heavy concern. 


9. (C) Preliminary information shows that the government may 
already be attempting to dismantle the IRPT. Embassy sources 
told PolOff the chairman of IRPT\'s regional Kulob chapter has 
resigned. The reason for his resignation is unclear 
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is Rahmonov\'s home region and the center of much of the 
political power in the national government. 


10. (C) Kabiri himself has admitted to PolOff he does not want 
to be IRPT Chairman because of the difficult and dangerous 
position. His popularity threatens Rahmonov 

half-jokingly remarked he did not want to be IRPT Chairman 
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because he valued his life and wanted to stay out of jail. 
Government agents have repeatedly accused him of being an agent 
for the west. Given the fate of the leaders of other political 

parties 

Tajikistan 

Kabiri shoulders. However 

unity and political survival at this point. The IRPT 

Nuri\'s death and the upcoming election 

ahead. END COMMENT. 

HUSHEK 
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of the High Commissioner for Human Rights in Nepal(OHCHR 
Nepal) 


-- Assist the monitoring of the Code of Conduct during the 
ceasefire 


-- On the basis of the agreement to seek UN assistance in the 
\"management of arms and armed personnel of both the sides 
deploy qualified civilian personnel to monitor and verify the 
confinement of CPN-M combatants and their weapons within 
designated cantonment areas. Later the modalities for all 
agreements 

out among the parties and the UN. 


-- Monitor the Nepal Army to ensure that it remains in its 
barracks and its weapons are not used for or against any 
side. The modalities will be worked out among the parties 
and the UN 


-- Provide election observation for the election of the 
Constituent Assembly in consultation with the parties.\" 


Arms Management 


3. (C) Kahane said that he expected the issue of arms 
management to be particularly contentious and complicated 
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and to take a long time to resolve. He noted the vague 
language used in the GON/Maoist request to the UN for 
assistance on arms management. Getting to a point where the 
Maoists would agree to separation of arms under a dual key 
approach would take painstaking 

negotiation 

team clearly would not be in a position to do any arms 
management monitoring itself. He said 

had already given consideration to redeploying Finnish 

Danish and Swedish cease-fire monitors who were being 
withdrawn from Sri Lanka to Nepal. The UNDP ResRep noted 
that the Norwegians and Danes had already approached the UN 
to offer monitoring assistance. Kahane did not know when 
monitors might be deployed to Nepal. 


UN Mandate 


4. (C) The UNDP ResRep told the DCM that the expected UN 
team would be working in Nepal on an open-ended basis under 
the aegis of the Secretary General. He noted that the SecGen 
has limited contingency funds which would cover the cost of 

the mission. According to Kahane 

interest in maintaining momentum on Nepal\'s transformation to 
a peaceful democracy. Anan had been so incensed at being 
lied to by King Gyanendra about his intention to restore 
democracy during a meeting in Jakarta in April of last year 

that the SecGen had retained a particular interest in Nepal. 
Kahane pointed out that deploying a UN mission under the good 
offices of the Secretary General severely constrained funding 
available for the mission. He regretted India\'s insistence 

that an expanded UN presence in Nepal not be under a Security 
Council mandate. 


Comment 


5. (C) The impending arrival of the UN team is good news 

an important step in keeping the momentum up in Nepal\'s 
delicate peace process. The small UN team 

will be challenged by the expectations of both the GON and 
the Maoists. The GON 

will force the Maoists to abandon violence and come into the 
political mainstream. The Maoists 

to consider the UN useful idiots 

Active assistance and advice for the UN effort by the U.S. 
India and other interested countries 

monitor countries 

process on track. We must make clear to the UN team that we 
fully support the government\'s position that the Maoists can 
not enter an interim government until they are separated from 


Column 3 
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political office 

usually include a return to federo in their platform. 


3. (SBU) Resident District Commissioner (RDC) Bwambale 
Bamusede 

party 

new system remains a work in progress 

from both majority and opposition parties are cooperating 
on priority issues facing the district. The RDC 

serves as the President\'s representative to the 

district and as chairman of the District Security 

Committee 

stakeholders and collects intelligence on various activities 
in the district. Bamusede reported that while opposition 
parties often contend that the RDC cannot be impartial 

the NRM prioritizes equal treatment by RDCs of all 

political parties. He described the relationship 

between the NRM and the opposition in Masaka as lacking 
sharp divisions and generally harmonious. He noted that 
his years as a civil servant give him added clout with his 
opposition peers. 


4. (SBU) According to Bamusede 

generally peaceful and those with concerns have taken 
their cases to the judiciary. He emphasized the need for 
greater civic education on multiparty politics in order to 
discourage the practice of voting along tribal and religious 
lines and to clarify the roles and responsibilities 

of elected officials. He stated that fighting rural poverty 


and improving access to health care education and 
agriculturally-based economic opportunity are key issues for 
the people of Masaka and should be prioritized by donors. 
He dismissed the idea that there is a North-South divide 

in Uganda 

We have peace talks on how to divide the national cake 
when really there is nothing to share\". 


5. (SBU) The RDC\'s views on political cooperation 
in Masaka were generally echoed by representatives 
from the opposition DP 

during this year\'s national elections and RDC 
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oversight of security forces remain points 

of contention. Bukoto South MP Mathias Nsubuga 

DP District Chairman Ben Bukenya 

Vice Chairman James Musoke expressed similar 
development goals for the district and noted 

that while they generally work well with the RDC 

the NRM as a party needs to have greater respect for 

the opposition. Interlocutors complained of corruption and 
intimidation during the election cycle and called for 
increased civic education by donors. Nsubuga noted that 
the NRM performed well in Masaka in the election because as a 
brand name 

rural areas. 


6. (SBU) Internal party conflict between national 

and local NRM officials may be the bigger story 

in Uganda\'s new multiparty system 

District Chairman Vincent Ssempijja 

district official (also known as the LC5) who also controls 
financial allocations for the constituency. Ssempijja 

who was elected on the NRM ticket with over 180 

candidly told poloffs that the NRM is losing credibility 

and support in Masaka due to an emphasis by the national 
party apparatus on conformity with NRM\'s messages. 
Under multipartyism 

to ensure the party line is adhered to by MPs. The system 
categorizes issues facing the caucus in which a \"three whip\" 
issue allows for no dissension 

allows for minor disparity 

independent voting. This system limits attention and debate 
on the differing priorities of local constituencies. 

Ssempijja also called for more civic education 
acknowledging that he was elected in Masaka on the 

old system of individual merit and party name recognition 

as opposed to actual voter support for his party\'s platform. 
According to Ssempijja 

managing their expectations is \"harder when you are 

in power\" and not allowed to deviate from the party line. 
This is compounded 

leadership 

makes decisions without the input of the District Commissioner 
and forwards agenda items in Parliament 

unfunded mandates for cash-strapped local districts. 


COMMENT 
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7. (SBU) Party dynamics in Masaka represent a microcosm 
of multiparty politics and decentralization in 

Uganda. Tension within the ruling party over national 
decision-making procedures could create new political space 
for the opposition at local levels if successfully exploited. 
The lack of sharp divisions between parties on critical issues 
such as federo and rural development 

with the ruling party\'s national structures 

environment 

conducive for cooperation outside Kampala. The DP 
opposition parties 

other astute politicians seeking to get things done for their 
constituents. Whether or not politicians at the national 

level will 

seize the same opportunities experienced as their local 
counterparts 

is still highly dependent on the immediate disincentives in 
the whip system. 

The NRM\'s national leadership will need to reconcile its 
internal divisions 

or risk losing support among its own local officials and 

their constituents. 

BROWNING 
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Condoleezza Rice\" that \"the Secretary of State 
appreciated abroad than the President 
faithfully.\" (See Part C) 


France\'s \"conditions and reluctance\" regarding its participation in 
the UNIFIL are today\'s lead international stories. For Le Figaro 
\"France Sets Its Conditions\" while for Liberation \"France Is 
Reluctant.\" The editorial in Le Figaro is entitled \"France on the 
Front Lines\" and characterizes France\'s mission as \"highly 
dangerous\" while Liberation\'s editorial entitled \"Resistances\" 
claims that \"Chirac\'s sending 200 additional soldiers as scouts is 
akin to \"diplomatically flipping the bird\" to Kofi Annan.\" (See Part 
C) 


In an article entitled \"Between Paris and Hezbollah 

Past\" Le Monde comments: \"A well informed source has revealed that 
Paris has made contact with lran 

intentions regarding the safety of military personnel deployed in 

the buffer zone... France has every reason to be concerned for its 
troops considering that Lebanon has in the past crystallized the 
regional power struggle for influence...\" 


Le Parisien borrows a quotation from a military officer to title its 
article \"We Have Much to Fear Here.\" The article attributes those 
fears to France\'s visible cooperation with the U.S. The officer 
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adds: \"Paris is trying to strike a balance between the Americans and 
the Arabs 

are directly engaged beside the Americans in Afghanistan 
example.... Now that peace is returning 

targets here.\" For La Croix 

bolstered UNIFIL. Its article carries the optimistic words of 
General Alain Pellegrini. "The new UNIFIL will be very different 
from the old one. The old UNIFIL is dead. The new one will be 
stronger 

Croix quotes Minister of Defense Alliot-Marie as calling the 
participation of Muslim countries in the international force a \"very 
good thing.\" 


In a separate article 

contribute troops. The article says a Turkish contingent may aid 
"reconciliation with the United States three years after Turkey 
refused to participate in the war in Iraq and to let columns of 
American armor pass through its territory.\" Turkey may also prove to 
be a \"bridge between East and West\" in NATO 


On Lebanon\'s reconstruction and Hezbollah\'s role 

reports that \"Hezbollah was quicker than the Lebanese government and 
promised the population money and housing.\" Many civilians 
interviewed thanked Hezbollah and said that they felt \"safe\" because 
they \"trusted them\". FR2 observed the perfect organization of the 
movement and said that Hezbollah \"was establishing itself as a 

political and a social force in Lebanon.\" 


Le Figaro carries two op-eds on the Middle East and on the war on 
terror. The latter 

Syndicated column in which Soros says that the \"\‘war against 
terrorism\' is a nefarious and aberrant notion.\" The former 
British-Lebanese writer Percy Kemp is entitled \"In the Middle East 
Ideas Can Be Killers.\" Kemp comments: \"I would love to believe the 
Americans are in lraq for its oil. But the fact is that they are in 

Iraq because of the \idea\' they have of the New Middle East... 
Similarly 

from Israel 


(C) SUPPORTING TEXT/BLOCK QUOTES: 


Lebanon - International Force - France\'s Conditions 

\"France on the Front Line\" 

Pierre Rousselin in right-of-center Le Figaro (08/18): \"If France is 
taking the lead of the international force it is because of France\'s 
relationship with Lebanon and because it is a way to return to the 
Middle East in a central role 

America\'s unilateralism... Playing this role implies that France has 
the right to speak its mind. But taking on this role has its price 

as evidenced by the lack of other candidates for the mission... 
Twenty-three years after France left Lebanon 


Column 3 

great 

France to shirk its responsibility. But France has a right to ask 
for the enlarged UNIFIL\'s mission to have a chance at being 
successful... \'This hot potato\’ must not be passed on solely to 
France: others must also participate. And to avoid having France 
look like the West\'s armed representative 

must participate... The previous situation in Bosnia 

resolution that did not mention the use of force 

It is normal that France should demand guarantees before taking on 
the command of the UNIFIL... For the good of the mission 
normal for France to set its conditions.\" 


\"Resistance\" 

Gerard Dupuy in left-of-center Liberation (08/18): \"President 
Chirac\'s offer to send an initial contingent of 200 soldiers... is 

akin to diplomatically flipping the bird to Kofi Annan... The 

situation could turn out to be a trap for France\'s soldiers. This is 
why Chirac has every right to demand that as little ambiguity as 
possible remain before sending his troops... Disarming Hezbollah 
remains the major problem 

to do it and the Lebanese army is not even trying... But things 
could be moving: Mahmoud Abbas\'s call for an end to the strikes on 
Israel by \'armed groups from Gaza\' is one indication. And if things 
are beginning to move 

precipitously. UNIFIL soldiers can accompany peace 

invent it.\" 


\"France Reluctant\" 

Isabelle Lasserre in right-of-center Le Figaro (08/18): \"France\'s 
politicians are dragging their feet... France wants more guarantees 
on the nature of the mission... or it will revise the number of 

soldiers it is ready to send... France is concerned about the 
\evasive\' nature of resolution 1701... Without the proper means and 
veritable rules of engagement 

in the crossfire between the Israelis and Hezbollah\'s militia.\" 


U.S. Policy in the Middle East - Secretary Rice in Command 


\"Bush Delegates Middle East to Condoleezza Rice\" 

Guillemette Faure in right-of-center Le Figaro (08/18): \"Since last 
July 

She elicits less hostility abroad than the President. She is also 

more effective in defending America\'s policy at home. According to a 
CNN poll 

administration\'s most popular figure... She has been able to explain 
at home that the new Middle East will be preferable to the semblance 
of peace that existed previously... Although Rice supported the 
\preemptive\' attack on Iraq 

her. She is well liked at the State Department 

accessibility and listening qualities are heralded. Contrary to 
Madeleine Albright 
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by her colleagues. Most importantly 

President 

interventions in the Lebanese crisis were not convincing. Her 
efforts were limited to a paradoxical diplomatic shuttle during 
which she tried to explain that the U.S. wanted peace but not right 
away... Another paradox lies in the team that accompanies her in the 
negotiations. Elliott Abrams and David Welch are very dissimilar... 
Abrams... is of the school that believes the U.S. can make 
democratic inroads in the Middle East and that a confrontation with 
Iran is inevitable. Welch on the other hand is more favorable to 
stability than democratic revolution... The question now is whether 
Secretary Rice will be able to continue as mediator of opposing 


SIPDIS 

views within the Administration 

choices. Already she is facing criticism as her effectiveness begins 
to be questioned.\" HOFMANN 
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Fatmi 

Arabic-language Christian radio programming. Attracted by 
the announcer\'s description of Christian marriage 

began exploring the religion 

has since become one of the most active Tunisian Christian 
leaders 

Tunisia in Tunisian Arabic and broadcast on Radio Monte 
Carlo. (NOTE: Radio Monte Carlo is a France-based station 
that has for years leased medium wave transmission time to 
the Christian group the Middle East Reformed Fellowship. 
Programming is broadcast through transmitters in Cyprus and 
Monaco throughout the Middle East. END NOTE) He said his 
radio productions have provoked no response from the GOT 
that he even broadcasts his phone numbers. Fatmi described a 
variety of Tunisian conversion stories 

housewives to senior businessmen and government employees.\" 
He said Arabic-language Christian satellite programs were 
particularly effective in gaining converts 

degree were missionaries operating clandestinely in Tunisia 
as teachers and professors. 


4. (C//NOFORN) Another prominent Christian leader 
Dabbour said his path to Christianity began in the early 
eighties with exposure to Christian texts 

finally converted in the mid-nineties after studying in 
Switzerland 

Arabic. Dabbour is an active member of a group of Tunisian 
Christians that meets regularly at the French Reform Church 
in Tunis. Dabbour said that although there are no figures 
the number of Tunisian Christians is growing: \"Each week we 
are seeing more 

claims that this is in no small part due to his and other 


Column 3 

Tunisian evangelicals\' efforts to proselytize in Tunisia. 
Dabbour and Fatmi said that their evangelical community has 
in the past five years increased these efforts 

result have seen a rise in the number of recent converts. 
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(NOTE: Proselytization by non-Muslims is viewed as a threat 
to public order and is prohibited in Tunisia. End Note.) 


5. (C//NOFORN) Aside from the nascent evangelical Protestant 
Tunisian movement 

local priest 

recent years. There are 

between 10 

expatriates 

and a large number of Sub-Saharan African students who 
with staff of the African Development Bank 

headquartered in Tunis 

expatriate Christian community in Tunisia. The Catholic 
Church is forbidden from proselytizing in Tunisia by the 1967 
Vatican/GOT agreement that established the official status of 
the Church in Tunisia. Catholic leaders feel that as long as 
their church is able to maintain a low profile in the 

country 

remain tolerant. Catholic leaders are very careful about 
social activities in Tunisia 

they say or do could potentially be perceived as 

proselytizing. 


Social Stigma 


6. (C//NOFORN) Nearly all Tunisian Christians interviewed 
noted severe negative reactions from Tunisian colleagues 
friends 

Stories of converts being forced from home 

workplace 

female convert 

in Tunis (protect) 

home in Kairouan 

detained her at length for questioning. A common criticism 
levied against Tunisian converts by their Muslim countrymen 
is that Tunisians only convert to be better positioned to win 
foreign scholarships 

Western 

Christian women married to Tunisian men are also reportedly 
discouraged from attending services by pressure put on them 
by their Tunisian in-laws. 
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GOT Harassment 


7. (C//NOFORN) Tunisian Christians allege that the GOT 
monitors their activities 

Tunisian Christian converts 

surveillance and by detaining some Tunisian Christians for 
questioning. Dabbour and other leaders were clear that they 
did not feel that this harassment rose to the level of 
persecution: \"They do not persecute us 

acknowledge we exist.\" Dabbour expressed both contentment 
and dismay at the GOT\'s lack of acknowledgment of their 
community. While he claimed his evangelical community is 
largely allowed to practice its religious rites in peace 
attempts at overtures to the GOT to regularize its status as 
a religious organization have been uniformly ignored. 


8. (C//NOFORN) There are many reports of Tunisian Christians 
being brought in by police and Ministry of Interior Officials 
for questioning 

beaucratic difficulties such as long delays in passport 
issuance and renewal 

those that have been detained for questioning said their 
interrogators were interested in the structure 

leadership and proselytizing tactics of the Christian 
community. One young Christian female reported being 
convoked to the Ministry of Interior several times and 
questioned at length about her involvement in the Christian 
community. At times 

questioning became condemnatory and uncomfortable 
interrogators asked personal and intimate questions. A young 
woman in Kairouan 

place in Islamic history and still known for its Islamic 
character 

to be a Christian 

Catholic priest reported that it was difficult for Tunisians 

to regularly attend church 

\"stopped and harassed\" by police watching the church. 
However 

attending services. 
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9. (C//NOFORN) Expatriate Christian pastors and priests are 
very sensitive to the GOT\'s interest and concern about 
Christianity in Tunisia. In the past 

missionaries have reportedly had residency permits and visas 
revoked after raising their profile too high. One expatriate 
pastor working in Tunisia asked Poloff not to mention the 
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Religious Freedom Report over the phone in case the GOT was 
bugging his phone 

association with the U.S. Embassy. Tunisian Christian 
leaders also expressed concern about meeting with Poloff 
although they willingly did so 

risked attracting negative attention from the GOT. These 
leaders also expressed concern that while they did not suffer 
persecution currently 

their community in the future 

assistance from post should GOT harassment increase in 
severity. 


10. (C//NOFORN) While Ministry of Interior officials appear 
to be carefully watching the nascent Tunisian Christian 
movement 

has displayed a striking ignorance of the issue. In an 
interview with Poloff 

Director General claimed that \"there are no Tunisian 
Christians.\" When asked about reports of Tunisian converts 
being brought in for questioning 

possible 

Muslim.\" Poloff also asked about pending applications from 
internationally based churches such as the Anglican Church 
and the French Reform Church to regularize their status in 
Tunisia for administrative and tax purposes. (Currently 
these churches do not have the requisite permits from the GOT 
recognizing their status that would allow them to 

example 

the DG said that Tunisia had signed an agreement with the 
Vatican in 1967 that allowed the Catholic Church to operate 
in Tunisia. He claimed that this was an all-encompassing 
agreement that applied to the Christian establishment 

that the Protestant/Catholic divide was an \"internal debate\" 
that Catholics and Protestants had to settle themselves. 


Comment 


11. (C//NOFORN) Just as the GOT downplays 

denies 

in Tunisia 

as a potential source of friction or confrontation that could 
upset the \"balance\" in Tunisian society. Consequently the 
GOT desires that their activities remain quiet and their 
numbers small. Although the GOT 

to this end do not 

interviewed 

continue to rise 

aggressive tactics in limiting the profile and reach of the 
Christian community. 

BALLARD 
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provide infrastructure and support for entrepreneurs. 

Second 

pool from which investors can easily draw. Third 

will support market development to attract foreign investors 
by addressing problems with infrastructure and the regulatory 
environment. Ghana must support its own entrepreneurs 
Kyerematen said 

little interest in exporting to the U.S. market from 
Africa--despite AGOA--due to the phase-out of the Multi-Fibre 
Agreement (MFA) and the fact that setting up a textile mill 

in Ghana would require a USD 100 million or more investment. 


15. Echoing points she made the previous day 

stressed the difference between the garment and textile 
industries and noted that roughly 94 percent of the apparel 
entering the United States under AGOA makes use of 
third-country fabric. Ghana 

fabric production and develop vertically integrated textile 

and garment industries if it is to compete effectively. 
Addressing Kyerematen\'s concerns about the cost of developing 
the textile industry in Ghana 

extending the allowance on third-country fabric will not in 

itself lead to vertical integration 

further extension must be structured to include incentives 

for AGOA-eligible exporters to use more African-made fabrics. 
Congress already extended third-country fabric in 2004 

Liser continued 

further extension is needed and how it could be structured to 
meet immediate and longer-term goals for Africa\'s apparel 
industry. 


2007 AGOA FORUM PLANNING 


16. Turning to plans for Ghana\'s hosting of the 2007 AGOA 
Forum 

the most suitable timeframe in order to avoid Ghana\'s 50th 
anniversary celebrations in March 

advantage of Ghana\'s most pleasant season. Kyerematen 
proposed that in the months leading up to the Forum 
sub-regional consultative groups such as ECOWAS and SADC 
could meet twice to chart their progress toward developing an 
AGOA strategic framework. Just prior to the actual Forum 
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there would be a technical experts meeting. The day before 
the Forum there would be a Ministerial 

Forum itself. Kyerematen proposed that civil society and 
private sector participants be integrated into the main Forum 
event. 


17. Thanking Ghana for offering to host the 2007 AGOA Forum 
Liser said a USG planning team would need to visit Ghana to 
meet with the host point of contact at least twice prior to 

the event. Liser suggested that planners on both sides try 

to find opportunities to meet that piggyback on other 

scheduled events 

together AGOA members from a number of countries. 


MILLENNIUM CHALLENGE ACCOUNT 


18. The GOG side offered a detailed presentation to A/USTR 
Liser on how Ghana intends to use its USD 547 million 
Millennium Challenge Compact 

support Ghana\'s overall trade strategy. Examples include 
helping with farmers\' transition from subsistence farming to 
cash crops 

facilitate bringing goods to market 

cooling chain to allow Ghanaian producers to move into higher 
value fruits and vegetables 

financial reforms to assist producers. Liser commended Ghana 
for its compact 

concept of \"aid for trade\" into practice. 


19. A/USTR Liser and Kyerematen discussed the future of the 
Doha Round of WTO talks at some length 

issue of U.S. and EU disagreements over the depth of 
necessary tariff cuts. Both sides agreed that the EU must 
show more flexibility if any progress is to be made. 


20. A/USTR Liser cleared this cable. 
BRIDGEWATER 
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of democracy\" in Mauritania. Political parties and civil 

society must abandon their \"culture of contradiction and 
confrontation\" to a democratic system where \"everyone accepts 
results through consultation.\" 


4. (C) Ambassador noted that of immediate importance was that 
the Mauritanians accept a proposed EU observer mission for 
the elections as sending a clear signal of Fal\'s seriousness 

in having free and fair elections. 
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5. (C) Fal replied that the Mauritanians had no objection \"in 
principle\" to any international observer mission coming to 
Mauritania. He said that the EU and Mauritania were in 
negotiations on an MOU and he fully expected the MOU to be 
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signed upon the return of the EU Ambassador from vacation. 


6. (C) FM Sid\'Ahmed raised the issue again during the 
Ambassador\'s farewell call on him later that day. Sid\'Ahmed 
asked whether the USG would have an objection to the EU 
mission given that NDI was seeking to bring in an observer 
mission of its own. Ambassador noted there was talk that the 
Carter Center was interested in sending a mission here 
funding was a problem. He promised to raise the issue of a 
U.S. observer mission during his consultations in Washington. 
That said 


7. (C) FM Sid\'Ahmed repeated Fal\'s point that Mauritania did 
not object to the mission 

disappointed that the EU had chosen the model they used for 
the elections in the Congo. The circumstances there were 
entirely different. The government wanted to \"safeguard 
Mauritanian sovereignty and ensure that the institutions 
entrusted to elections are respected.\" He noted that he was 
to meet with Fal after this meeting to discuss the draft MOU. 


8. (C) Ambassador replied that while he understood the 
Mauritanian position 

the details as any effort to limit the mission would be taken 
that the Mauritanians had something to hide. Repeating what 
he said to Fal 

critical.\" 


9. (C) BEGIN NON-PAPER POINTS: 


-- Reopen the voter lists before November\'s municipal and 
legislative elections to allow additional Mauritanians to 
register and vote. This is a most important issue. 


-- Provide more intensive training to poll workers and 
electoral commission representatives to ensure that electoral 
procedures are consistently followed throughout the country. 
This was a significant problem in the referendum. 


-- Provide more guidance and training to security forces 
posted at polling stations to ensure that voters do not feel 
intimidated. This was also a problem in the referendum. 
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-- Allow international and domestic observers (including 
political party and civil society organizations) to 
participate in election observations. 


-- Enhance the role of political parties and civil society in 
the electoral process 
democratic transition. 


-- Improve the legal framework for resolving electoral 
disputes and for educating political parties and civil 
society about these procedures. 


-- Ensure the neutrality of the government in the coming 
elections. 


END POINTS 
LeBaron 
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long as it works\" and that Lebanon should be \"free from bombs 
and killing.\" He said that all the parties should follow 

the resolution. He had told us previously that \"non-state 

parties cannot have arms.\" 


No Decision Yet on Peacekeepers 


4. (C) Koirala\'s Defense Advisor 

Deputy Chief of Mission August 18 that Koirala had not yet 
decided whether Nepal will contribute forces to an expanded 
UN mission in Lebanon. The Prime Minister would be returning 
to Kathmandu in two or three days from his hometown of 
Biratnagar and might make a decision then. The DCM noted 
that the expanded UN force could face a very hostile 
environment (the Ambassador had made the same point with Oli 
one day earlier) 

hardiness required. Thapa added that 

Government did decide to deploy troops 

additional training and would therefore not be available for 
immediate deployment. 


Comment 


5. (C) The BBC World Service jumped the gun today and 
reported that the Government of Nepal had already made a 
decision to deploy peacekeepers. Our GON interlocutors were 
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surprised at this news. That said 

surprising if the Nepalis do end up offering to assist with 

this mission. They know Lebanon and have troops who have 
extensive peacekeeping experience. They also have an army 
that has only recently thrown off the king\'s yoke and wants 
to prove its bona fides to its new democratic masters. We 
hear that Nepali Army officers are actively urging the 

civilian leadership to approve the idea. A Nepali UN mission 
in Lebanon would be a win-win from our perspective. 
MORIARTY 
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legitimate grievances of the local people. He divided the 
Delta population into three parts: those who were 
\"peaceful 

violence 

focus on economic development is designed to enlarge and 
strengthen the first group 

efforts would be directed at the latter two 


4. (U) To address legitimate grievances 

continued 

development strategy of \"Marshall Plan\" intensity. It 
would require the oil companies to all participate in a 
coordinated and coherent development strategy to be 
coordinated by the Nigeria National Petroleum Corporation; 
in the area of development 

their individual autonomy. The President would hold the 
state governors to a much higher standard of 
accountability than in the past. The NSA was scathing 
about the performance of the state governors 

that they received enormous sums of money from the 
Federation account 

the development they were supposed to provide. The NSA 
also promised better and deeper dialogue with the 
community leaders in the Delta 

leaders. He said that even the militia leaders would be 
invited to Abuja for talks \"or 

will go into the creeks to meet them.\" 


5. (U) On the security side 

military and the security services would be \"much more 
proactive 

exacerbate the symptoms and fail to address the causes 
he said. However 

hostage taking 

companies 

government). There would be \"twenty-four hour patrols on 
the creeks.\" He appealed for international assistance in 
curbing the flow of illegal weapons. When the U.S. 
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ambassador recalled a stonewalled German/Canadian/American 


effort to do just that 

of \"bureaucracy 

that it did not happen again. The COMs asked the NSA what 
was being done in the short-term to free the hostages. He 
replied that already some fifteen individuals have been 
arrested and brought to Abuja for arraignment. He asked 

for diplomatic patience while the government addresses a 
criminal situation. Though he put little emphasis on it 

he did raise the possibility of a Delta state of emergency 

if the Delta deteriorates. 


6. (C) COMMENT: The Delta landscape is littered with the 
wasted paper upon which numerous \"comprehensive\" plans 
have previously be written. It remains to be seen whether 
the current effort will be any more successful; giving the 
NNPC a lead role is likely to overstretch its capacity. 
Given the failure of past attempts 

the Delta may well be skeptical. The President will need 
to move quickly to establish the credibility of the 

current one 

as his April initiative 

kidnappings 

Nevertheless 

attentive to the Delta than it has been in the past. The 
NSA 

hostage taking. Still 

to accept the Federal government\'s responsibility for 
delta neglect 

companies and the international press. More positive 
here and there in the NSA\'s presentation was a greater 
acknowledgement that Delta unrest reflects more than 
\"criminal\" activity 

the Federation\'s stability. Following newspaper headlines 
that Obasanjo was prepared to \"fight force with force\" or 
that the security services \"would hunt down the hostage 
takers in the creeks 

the Federal government\'s policy of avoiding violence. For 
the moment 

address Delta ills. The enhanced dialogue with Delta 
community leaders would also be a highly positive 
development - if the communities\' true leaders are in fact 
the government\'s interlocutors. (By and large 

not been in the past.) It remains to be seen whether the 
specifics outlined by the NSA are actually implemented - 
and 

Obasanjo government half-way. 


CAMPBELL 
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transitional government 

its findings concerning campaign-related violence in the 
month leading up to the country\'s July 30 presidential and 
legislative elections. ONDH focused its findings primarily on 
two incidents -- a clash between security forces and an 
anti-separatist group on June 30 in the port city of Matadi 

(ref A) 

a campaign rally for Vice President Jean-Pierre Bemba (refs B 
and C). The human rights group spread blame for the Matadi 
incident largely among Congolese military and political 
Officials 

shared some responsibility for the violence. Regarding the 
Kinshasa affair 

the Liberation of Congo (MLC 

responsible for the violence and destruction caused and 
should pay reparations for the damage and loss of human life. 
End summary. 


2. (U) ONDH 

DRC\'s transitional government charged with following the 
country\'s human rights situation 

analyzing the state of public freedoms during the Congo\'s 
pre-election campaign period from June 29 to July 28. The 
report assigned blame for the violence of two particular 
events -- one in Matadi and one in Kinshasa -- and called for 
those responsible to be held accountable. ONDH officials 
appealed for state authorities to take disciplinary actions 
against those incriminated in the report. The report 
concluded that if examples are not made of the perpetrators 
of these acts 

impunity they enjoy severely compromises the electoral 
process 


3. (U) Much of the report focused on the June 30 clash 
between members of the separatist group Bundu dia Kongo (BDk) 
-- which advocates for the overthrow of the DRC government 
and the creation of an independent Kongo state -- and 
security forces in the port city of Matadi in Bas-Congo 
province (ref A). The report stated that the object of the 

BDK rally was clearly political in nature as the marchers 

were carrying banners with messages urging members of the 
transitional government to leave their posts. (Note: The 
transitional government 

constitution 

the new constitution in December 2005 
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government remains in place until a new president and prime 
minister are installed following presidential and legislative 
elections. End note.) ONDH said it was not convinced by the 
arguments of Congolese military officials that they were 
acting in self-defense against the protesters 

disproportionate response by security forces and number of 
victims killed in the clashes. 


4. (U) The ONDH report likewise lays partial responsibility 
for the Matadi events on the commander of the 2nd Military 
Region in Bas-Congo 

General Tshikwej incorrectly presumed 

from local police officials 

in possession of arms and include demobilized soldiers in 
their ranks. ONDH said it would bring charges against 
Tshikwej regarding his decision to deploy the military in 


SIPDIS 
this situation 
providing election-related security. 


5. (U) The ONDH report noted as well the irresponsibility and 
lack of attention paid to the developing situation by the 
Governor of Bas-Congo 

officials said he did not take seriously his responsibility 

to maintain public order or to follow the deployment of the 
military in Matadi. ONDH said it will file complaints against 
the governor as well for his omissions. Finally 

held BDK guilty of violating DRC law regarding authorization 
for public meetings and rallies. According to DRC statutes 

all political groups must receive advance permission from the 
appropriate provincial authorities to hold demonstrations. 
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BDK officials did not receive such authorization. In 
addition 

one Congolese soldier and the violence committed against 
military police officers. 


6. (U) The second part of the ONDH report focused on the 
events before and after a rally of the MLC in Kinshasa July 
27. After a speech at a local stadium 

committed various acts of vandalism along the road from the 
Kinshasa airport to the neighborhood of Masina 

harassment of police forces and the burning and tearing down 
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of campaign banners. Five police stations were sacked by MLC 
supporters during the course of the day 

headquarters of the ONDH itself and the offices of the High 
Media Authority. The ONDH report noted that the MLC militants 
were responsible for the deaths of four police officers 

of whom was burned alive outside the stadium where Bemba 
spoke. 


7. (U) Referring to elements of the DRC\'s electoral law 
holding the organizers of political rallies responsible for 
maintaining their order 

responsible for the acts committed July 27. The report called 
for the party to pay reparations for the losses of property 
and life. The report noted that public authorities were 
likewise partially to blame for not adequately controlling 

the rioting and providing sufficient security. 


8. (U) The MLC officially responded to the ONDH report in an 
open letter dated August 14 which called for an independent 
inquiry into the events of July 27. The statement deplored 
the \"political exploitation\” of the July 27 events and the 
broadcast of images recorded during the rioting by 
state-owned RTNC television station. The MLC likewise 
condemned the acts of violence themselves 

certain political leaders were using the incident to defame 
the party and Bemba. With regard to the deaths of the four 
police officers 

find ONDH had blamed the party for such acts 

instead the police in question died as a result of a car 
accident. 


9. (SBU) Comment: The ONDH report provides little new 
information on either the events in Matadi or Kinshasa. The 
involvement of MLC supporters in the July 27 rioting was 
known from the beginning. The events in Matadi demonstrate 
the difficulty in coordinating police and military 

activities 

training of the Congolese military. Unfortunately 

making clear who should be held responsible for such acts 
ONDH has no enforcement power 

much impact. End comment. 

MEECE 
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the October 2005 shipment came from Katanga via Zambia. 


Column 3 
Uranium sources exist 


3. (S/NF) Shinkolobwe mine 

Manhattan Project atomic bombs 

rumored shipment. Shinkolobwe is about 80 miles northwest of 
Lubumbashi. The mine was closed 

and remained inactive until roughly 2002 

miners in search of high grade cobalt ore trespassed onto the 
site (reftel D 

and found no evidence either of extensive artisanal mining or 
organized mining activities. In fact 

Shinkolobwe in March 2005 (reftel E) 

alleged October shipment 

found no signs of activity. Likewise 

(reftel F) have denied any such shipment was ever seized. 
(Note: EmbOff again visited Shinkolobwe on August 9 

and again saw no evidence of organized mining or extensive 
artisanal mining. End note.) 


4. (C) Furthermore 

uranium 

country\'s one reactor 

country from Katanga 

dysfunctional and even when new was not weapons-grade 
capable. 


No evidence GDRC involved 


5. (C) GDRC officials also deny any such shipment took place. 
Minister of Information Mova Sakani explained that uranium 
must be concentrated before shipment and that the DRC does 
not have the capability either to concentrate or to enrich 
uranium. He also noted that all of the DRC\'s nuclear-related 
activities are monitored by International Atomic Energy 
Agency\'s (IAEA). 


Comment 


6. (C) The timing of the story 

Congo\'s election campaign 

President Kabila 

with the Ambassador 

who is MLC\'s head and Kabila\'s main rival 

evidently fraudulent letters regarding a supposed deal 
between Iranians and President Kabila\'s sister. Babala 
subsequently tried to suggest a link between the presidency 
and the uranium seizure during his August 9 meeting with 
EconOff and PolOff. End comment. 
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in India\'s view 

bargaining table with the Co-Chairs in Brussels 

SLA to move forward quickly with a political package to offer 
the LTTE. End Summary. 


Keep Talking 


2. (C) Poloffs met with Ministry of External Affairs (MEA) 
Director for Bangladesh 

(BSM) Sanjiv Kohli and BSM Under Secretary Sugandh Rajaram on 
August 18 to discuss India\'s reaction to recent developments 
in Sri Lanka. During the meeting 

India believes continuing with the political process is the 

only viable option. In New Delhi\'s assessment 

political process is stymied 

Government (SLA) nor the Liberation Tigers of Tamil Eelam 
(LTTE) could win a war. The Government of India continues to 
tell the SLA that it shouldn\'t see war as an option and 
continues to encourage the SLA to move the political process 
forward 

in India 

the military option 

war or simply to enhance his bargaining position 

worries Indian policymakers. 


Situation Tolerable for Delhi 


3. (C) The \"downhill slide\" since late July when battles 
arose over control of water resources has negated the 
potential for the international community to influence the 
political process for the time being 

India\'s case 

violence in Sri Lanka 

reaching Tamil Nadu and 

public opinion. To date the spillover has been manageable 
Kohli said 

since January at just over 6000 and noting that in the late 
1980s the number surpassed 20 

is reporting septel on the impact in Tamil Nadu and the most 
up-to-date refugee numbers. End Note.) Indian public 
opinion 

although New Delhi has picked up from the Sri Lankan press 
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accusations that India is perceived in Colombo as \"holding 
back\" President Rajapaksa from taking more aggressive action. 


4. (C) The next step 

and LTTE back to the bargaining table with the Co-Chairs in 
Brussels 

political package to offer the LTTE. For now 

change its policy of promoting 

a political solution -- \"unless Indian assets in Sri Lanka 
come under direct threat\" Kohli said. 


Comment: Once Bitten 


5. (C) Memories of Rajiv Gandhi\'s murder remain fresh in this 
Congress government 

Narayanan -- have extensive Sri Lanka experience dating to 
India\'s mid-eighties intervention. Those bad memories 
combined with the UPA coalition\'s fear of rocking the boat of 
Tamil politics 


NEW DELHI 00005738 002 OF 002 


PYATT 


75387 

Abdul Hadi added that eventually he hopes only those who are 
in the most need of assistance (i.e. in certain low-income 
levels) are part of this assistance program. He proposed 

that Iraq develop a \"coupon\" system such as exists for 
low-income people in some states within the U.S. He asked 
post to provide Minister al-Sudani with examples of \"best 
practices\" within the U.S. to use as a model that could be 
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implemented in a pilot program for Dahuk or Wasit. 


6. (C) When asked about the line-by-line tariff system post 
has heard Finance Minister Jabr proposed 

responded that Minister al-Sudani believes this new proposed 
tariff system is too elaborate and should not be implemented 
right now. He did not know whether the Council of Ministers 
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rejected a 10% flat tariff rate 

out. He also noted that Mr. Walid al-Yas is the current 
representative from the MoT on the Inter-ministerial Tariff 
Committee. Abdul Hadi promised that he would obtain more 
details from him about the proposed line-by-line tariff 
schedule. 


7. (SBU) Emboff asked about the status of Iraq\'s progress on 
WTO accession efforts. DG Abdul Hadi said that he was not 
well-informed 

minister. When asked if Iraq has selected a WTO Ambassador 
Abdul Hadi said that the minister hoped that he could select 

a \"technical person\" 

\"political\" appointment requiring confirmation from the 

Council of Ministers. He said that Minister al-Sudani has 

not made any decisions on whether the Acting DG for the WTO 
Unit 

decisions have been made on selecting a chairman for lraq\'s 
first Working Party. Abdul Hadi said that the GOI is close 

to finalizing the responses to questions about Iraq\'s Foreign 
Trade Memorandum (FTM) 

submission. 


8. (C) We have learned in a subsequent meeting with USAID 
advisors working with the MoT that the Deputy DG of the WTO 
Unit 

the DG Mohanned Saleh is very disengaged with the WTO 
accession process. In addition 

appears to be because Abdul Salam is requiring that all 
inter-ministerial WTO accession documents and information go 
through him 

questions on lraq\'s Foreign Trade Memorandum (FTM). USAID 
advisors said that Abdul Salam has not met with Minister 
al-Sudani yet 


9. (SBU) We raised the recent priorities established in the 
recent Memorandum of Understanding signed by Secretary of 
Commerce Gutierrez and the minister in late July. Abdul Hadi 
said that he looked forward to working with the Department of 
Commerce on making progress on the terms of this agreement. 
He also requested USG assistance in developing a commercial 
code and noted that a committee has been formed that includes 
the State Consultation Council 
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Industry 

studying Oman and Egypt\'s commercial codes and requested USG 
capacity-building assistance in this area. He mentioned a 

specific conference at an institute in Cairo that provides 

technical assistance on international arbitration that would 

be particularly helpful. (Note: Post will forward the MoT\'s 

proposal for consideration to Washington once we receive it. 

End Note) 


10. (C) While we are encouraged that the MoT is actively 
engaged in resolving the LC and contract issue with the PDS 
system 

within the MoT and the Ministry of Finance and that the MoT 
was unaware of the problem until we raised it. Perhaps the 
recent changes in personnel working on PDS issues at the MoT 
will improve the situation. This problem also brings to 

light the on-going administrative problems in the ministry. 

This lack of communication is also evident in the minister\'s 
contacts with his DG and Deputy DG of the WTO Unit. Despite 
these challenges 

al-Sudani and his staff and they are receptive to our 

assistance and ideas. 

KHALILZAD 
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that includes shipments made this year. Payment of Category 
A 

which covers disputed pre-2005 deliveries 

negotiation. llgac reiterated that once a letter of credit 
covering Category B obligations of about $350 million has 
been issued by the GOI 

contract with the 30 or so companies covered by the MOU and 
would be free to work with as many or as few firms as it 
desires. 


13. (C) Ilgac said that the customs investigation at Habur 

Gate is no longer an impediment to deliveries and expressed 
appreciation for our recognition of Turkey\'s efforts to 

expedite US military sustainment fuel shipments. He said his 
interest is purely commercial. He wants to see Turkish 
companies exporting as much fuel as SOMO requires 

the companies -- several of which were nearly put out of 

business by SOMO past non-payments -- are protected as agreed 
under the MOU. He is disturbed that SOMO\'s recent requests 
seem to ignore agreements made in the MOU and suggested that 
if SOMO at least acknowledges those obligations he is 

prepared to discuss the details. 


Column 3 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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committing too many more gaffes. Lula\'s Workers Party (PT) 
however 

will end up with fewer than 50 Federal Deputies. However 

centrist Brazilian Democratic Movement Party (PMDB) 

is a recent member 

with Lula\'s administration to get jobs and other favors. Lula will 

be able to patch together enough support from smaller parties to get 
legislation passed. In fact 

one who could push critical legislation like social security reform 
and labor reform through the Congress. Leftist forces would accept 
such reforms if sponsored by Lula 

defeat them if PSDB candidate Geraldo Alckmin won the presidency and 
tried to pursue such reforms. For this reason 

to vote for Lula. In a second administration 

will continue his macro-economic orthodoxy but with more 

flexibility 

Meirelles while appointing other officials who will likely push down 
interest rates and promote pro-growth policies. In Sao Paulo state 
Netto predicted that former Mayor Jose Serra will win the 
governorship in the first round 

that might undermine his chances. END SUMMARY. 


2. (SBU) In a recent meeting with Poloff and Political Assistant 
Antonio Delfim Netto (reftel) 

political class 

Netto expects that opposition candidate Geraldo Alckmin will narrow 
the gap separating him from President Lula and force the election 
into a second round. Lula is probably at his ceiling right now 
whereas Alckmin has plenty of room to grow. Third-party candidate 
Heloisa Helena will also rise above her current 10 percent 
predicted 

Christianity appeals to many voters on the fringes. However 

with the prospect of an Alckmin victory 

for Lula in the second round 

Lula\'s greatest challenge between now and the election 

view 

recent gaffe of his was interpreted by many as denigrating the 
intelligence of the elderly). 
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3. (SBU) Netto noted that in 2002 

Party (PT) to power 

represented a vote against Fernando Henrique Cardoso\'s (FHC) Social 
Democracy Party of Brazil (PSDB) due to the economic problems he 
bequeathed. In issuing his \"Letter to the Brazilian People 

pledging responsibility in economic management 

PT economists and has never paid much attention to them since. He 
has managed to retain his own popularity even while his party has 
been seriously damaged by the political corruption scandals. The PT 
may win as few as 45 seats in elections for the Chamber of Deputies 
Netto predicted. 


4. (SBU) In the race for Sao Paulo Governor 
Mayor Jose Serra was on track for a first-round victory. This could 
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change 

Senator Aloysio Mercadante. (NOTE: The most recent polls showed 
Serra with 49 percent 

10 percent. END NOTE.) In that case 

arouse the enthusiasm of its base and run an aggressive campaign 
against Serra 

forcing him into a second round. 


5. (SBU) Netto believes 

of Lula\'s social programs were designed to garner votes. But he 
also said that Lula has genuine empathy for the poor and 
re-elected 

He is also likely 

President Henrique Meirelles and to continue his orthodox 
macro-economic policies 

appoint other officials more open to lowering interest rates. 


6. (SBU) Netto was somewhat cynical about the Congressional 
elections 

scandal were running for re-elections and predicting that \"the ones 
who stole will be re-elected.\" He noted that with the entry into 
force of the \"Barrier Clause 

disappear after failing to get five percent of the vote. But many 

of the members of these dying parties will join the government 
coalition 

deputies. 


THE NEED FOR REFORM 


Column 3 


7. (SBU) For the duration of the campaign 

Lula nor Alckmin will make much in the way of concrete proposals on 
what programs they would undertake. Doing so would gain them no 
voters and would likely cost them some. Rather 

on generalities and platitudes 

trying to \"deconstruct\" one another. But whoever is in office in 
January will face certain hard realities 

Social Security reform is urgently needed; without it 

Brazil will soon face a fiscal crisis. Labor reform is also 

critical. However 

President Alckmin to push such reforms through Congress 

PT and other leftist parties would vociferously oppose them. 
However 

forward 

acquiescence) for the measures 

Liberal Front Party (PFL) would have to vote for some of the reforms 
on their merits. For this reason 

for Lula 

successful government. 


8. (SBU) Netto\'s stated reason for preferring Lula over Alckmin is 
novel and interesting (and likely self-serving) 

question of whether a re-elected President Lula would in fact decide 
to take on social security and labor reform 

initiatives. For many observers 

and vision 

the second term 

and sustained attention and involvement in order to get it through 
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an inherently fractious Congress. END COMMENT. 
9. (U) This cable was coordinated with Embassy Brasilia. 
MCMULLEN 
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closure of the Minsk chapter would result in the de facto 
liquidation of the party -- headed by senior united 
opposition leader Kalyakin -- on a national level. The BPC 
is currently drafting a formal complaint/response. End 
Summary. 


Column 3 
(Short) Notice Given 


2. (U) On August 17 

reported that the Minsk chapter of the Belarusian Party of 
Communists (BPC) received a notice of liquidation from the 
legal office of the Minsk City Executive Committee 
(gorispolkom). According to the gorispolkom 

chapter allegedly violated protocol in 1999 when registering 
its legal address. The BPC refuted the accusation 

that this \"violation\" from seven years ago had not once been 
brought to their attention and noted that the Minsk BPC 
chapter had successfully reregistered in 2005 in accordance 
with current Belarusian legislation. The BPC accused the 
gorispolkom of using current political party laws to judge 
actions that were legal in 1999. 


National Party Liquidation To Follow 


3. (C) National BPC deputy Valeryy Uklyanov on August 18 
confirmed to Poloff the liquidation notice 

the situation was more serious. Uklyanov pointed out 
Belarus\' current political party law that requires all 

national parties to have a legal party chapter in Minsk in 
order to be registered. If the Minsk BPC chapter were to 
close 

and the default liquidation of the national BPC. 


4. (C) Uklyanov said the BPC leadership is drafting a formal 
complaint to send to the Ministry of Justice (MOJ) next week 
and is prepared to go to court if necessary. In a court 

trial 

two arguments to liquidate the BPC. First 

Ministry of Justice inspection of the BPC 

try to claim the BPC has fewer than the necessary 1 

members required by law for registration. Uklyanov told 

Poloff that they are prepared to counter this allegation with 
membership lists containing more than 1 

BPC leader Sergey Kalyakin told Emboffs on July 20 the BPC 
could easily prove it had over 5 

note.) Therefore 

to utilize the lack of a legal address as the second argument 

to liquidate the Minsk BPC chapter. (Note: The GOB\'s second 
argument also seems weak given that the GOB renewed the Minsk 
BPC\'s registration in 2005. End note.) 


Comment 


5. (C) Kalyakin has long anticipated a frontal assault on his 
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BPC 

Kalyakin\'s party and the pro-government Communist Party of 
Belarus. The liquidation notice 

and the politically motivated pretext is absurd. 

Nevertheless 

authorities to latch on to a minor technicality in order to 
harass and marginalize the opposition. 

Moore 
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dealers themselves.\" This statement resulted in Usubov\'s 
suing Alizadeh and the opposition paper that ran the 
interview 

that the Alizaeh was guilty 

write a public refutation of the statement 

fine to USD 5000 which must be paid to an orphanage. 
(Alizadeh told Poloff he has no intention or capacity to pay 
this.) 


3. (SBU) Several of the suits stemming from the MIA are 
connected with the ongoing murder trial of former senior MIA 
official Haji Mammedov who operated a criminal gang from 
within the MIA. Usubov filed two lawsuits - one civil 

criminal - against the small 

because of its articles about the MIA related to the Mammedov 
trial (ref b). Verdicts were swift in these libel cases and 

on August 12 a judge fined each of the two Milli Yol 
journalists roughly USD 5000 each 

Azerbaijani standards. In addition to those suits filed by 

the MIA 

against Azadliq newspaper alone and four suits pending 
against another opposition newspaper Yeni Musavat. (On a 
positive note 

August 19 to discuss the suits in an event moderated by the 
Media Council.) Senior public officials have routinely used 
both civil and criminal libel suits to silence media critics 

in the past. Lawsuits however 

since April 2005 

a moratorium on libel suits after the death of Elmar 
Huseynov. 


WHAT HAPPENED TO MIRZA SAKIT? 


4. (SBU) Compounding the media\'s sense of anxiety has been 
the June arrest of the well-known satirical journalist Mirza 
Zahidov who goes by the pen name Mirza Sakit. Sakit was 
arrested on June 23 on charges of heroin and other narcotics 
possession. Although we have no way of knowing whether or not 
the charges are bonafide 

opinion leaders believe that police planted the drugs on 
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Sakit in retribution for his many (and often witty) critiques 
of government corruption. Journalists and human rights 
activists 

Huseynov 

Zahidov and have actively campaigned on his behalf. The 
Committee has written numerous letters to the international 
community 

Borders 

International 
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recent public statements of concern about media freedom in 
Azerbaijan. Sakit\'s case went to preliminary hearing August 
18 and the trial is expected to start shortly. 


PHYSICAL ASSAULTS UNRESOLVED 


5. (U) The two physical attacks on journalists that occurred 
in the past six months have also raised alarm bells. In 

March 

injured opposition journalist Fikret Huseynli. In May 

Yol editor-in-chief Bahaddin Hajiyev was abducted outside of 
his Baku office and physically assaulted. The MIA and the 
Prosecutor General\'s office have made repeated public 
statements about the GOAJ commitment to solving the crimes 
but most commentators say the investigations have stalled. 
Opposition journalists do not believe the MIA will thoroughly 
investigate crimes against them in light of the Minister\'s 
public criticism of the press and string of law suits. 


HUSEYNOV MURDER STILL LOOMS LARGE 


6. (SBU) Looming above the current anxiety in the media is 
the still unresolved murder investigation of prominent 
opposition journalist Elmar Huseynov. Huseynov was gunned 
down in the stairwell of his apartment in March 2005. The 
Government disclaimed any connection to the murder and 
President Aliyev publicly called for a speedy investigation 

into the crime. Press reports indicate that the two suspects 
are Georgian citizens living in Tbilisi; however the press 

and human rights activists criticize the Government for not 
succeeding in extraditing those individuals. More 

importantly 

Azerbaijan might have ordered the murder. The general public 
was stunned when Haji Mammedov told a packed courtroom July 
25 that detained former Minister of Economic Development 
Farhad Aliyev had ordered the murder. The stalled 
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investigation into the Huseynov murder continues to weigh 
heavily on civil society\'s assessment of the media climate in 
Azerbaijan. 


ANS TV LICENSE NOT YET RENEWED 


7. (C) On a separate note 

authorities have yet to renew the license of Azerbaijan\'s 
largest and most popular independent broadcast company 

TV and Radio. ANS\' broadcast license expired last September. 
Media regulators 

have been dragging their feet in renewing the license. 

However 

licenses renewed in recent months. The delay in renewing ANS 
license is likely a means of pressuring this largely 

indepedent media outlet. (Presidential Advisor Ali Hasanov 

told Charge the license would be renewed in September and 
that tax charges against ANS were legitimate.) 


INTERNATIONAL COMMUNITY RESPONSE 


8. (C) Taken together 

journalists 

renewal problem 

suits 

deteriorated. At an August 18 meeting with OSCE members 
states\' ranking diplomats 

in media freedom next week in a joint meeting with senior 
presidential advisors. OSCE Ambassador Pavesi told the group 
that OSCE Special Representative on Media Freedom Miklos 
Haraszti plans to travel to Azerbaijan in the second or third 
week of September to reinforce the international community\'s 
concerns and to raise the aforementioned cases with President 
Aliyev and other members of the GOAd leadership. We strongly 
endorse OSCE plans to bring Haraszti to Azerbaijan and 
request that the Department and US Mission OSCE urge the OSCE 
to ensure that the visit happens as soon as possible. 

HYLAND 
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\"hypocritical terrorists 

Several participants said privately that there was no evidence 
that Summit discussions had provoked the Zimbabwean into 
comments unrelated to most SADC deliberations. \"That\'s just 
Mugabe being Mugabe 

African President Mbeki 

USG interest in finding the right conditions to re-engage with 
SADC in areas of mutual interest 

such a development would be \"Very 
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The Throne Sets the Mood 


2. (U) King Letsie III opened the State Banquet on the evening 
of August 18--attended by SADC delegates 

and members of the diplomatic corps--with a rousing welcoming 
speech that displayed impressive grace 

reiterated his call earlier in the day (reftel) for SADC leaders 

to redouble their efforts to address regional poverty 

and disease. \"We must see results that indicate that we have 
delivered to our people 

gender equality was also of importance 

the next time Lesotho hosted a SADC Summit there would be \"two 
or three women heads of state and government.\" 


The Old Lion Responds 


3. (U) President Mugabe gave an official response to the King\'s 
remarks on behalf of SADC leaders 

SADC \"elder statesman\" and unofficial dean of the organization\'s 
heads of state. Mugabe began his comments by matching King 
Letsie\'s humor with an extemporaneous and self-deprecating 
account of his second marriage. The Zimbabwean President 
however 


What Has Disturbed Us? 


4. (U) Mugabe asserted that SADC had achieved substantial 
political progress 

long way to go to reach integration and regional development.\" 
He claimed that the SADC collective had worked better in the 
past when the emphasis was on a multilateral approach. 
\"Something went wrong 

foreign assistance?\" He cited as an example that Zimbabwe had 
once enjoyed food security 

disturbed us?\" 


We Can Do Better 


5. (U) Mugabe exhorted the SADC leaders to work together 
that good regional cooperation existed on some issues 
HIV/AIDS 

Mugabe claimed 

but through regional cooperation we are bringing these people 
resources.\" Mugabe also cited Lesotho as an example of 
successful SADC cooperation. \"Ten years ago 

upheaval 
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what may now be the most peaceful country in Africa 
world.\" 


The Other Shoe Drops 


6. (U) After citing SADC\'s success in Lesotho 

and launched into a thinly veiled diatribe against \"so-called 
international leaders.\" He said that participants should \"Look 
at CNN 

rather instability reigns because these so-called \'fixers\' have 
invaded places like Afghanistan 

and suggested with a chuckle that he would be \"freer to talk in 
my own country (about these issues).\" The Zimbabwean President 
nonetheless plowed on 

leaders) on the front lines regard themselves as great states 
but they are in fact only hypocritical terrorists and agencies 
seeking to cause mayhem.\" 


7. (CONFIDENTIAL) Details have been scarce on private 
discussions among SADC leaders. Several participants allowed 
that there had been limited talk about the Zimbabwe political 
situation 

otherwise raised \"uncomfortable political issues.\" A Lesotho 
MFA official not present at the private talks 

several participants (PROTECT) 

agreed during Summit discussions to the appointment of former 
Tanzanian President 

governments of Zimbabwe and the UK. 


Mbeki: USG Re-Engagement \"Would Be Good 


8. (CONFIDENTIAL) Charge approached Lesotho Prime Minister 
Mosisili and South Africa President Mbeki during the State 
Banquet to congratulate the former on hosting the SADC Summit 
and to apprise the two leaders that there was considerable 
interest in Washington in finding the right conditions to 
re-engage with SADC in areas of mutual interest. Both leaders 
smiled broadly 

good.\" 


\"Mugabe Being Mugabe\" 


9. (CONFIDENTIAL) Mugabe clearly enjoys the respect and 
admiration of many of his SADC colleagues. His presence at the 
Summit and opening remarks at the State Banquet generated an 
enthusiastic response from many attendees. Mugabe\'s 
characterization of international leaders as \"hypocritical 
terrorists 
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stunned silence. Participants understood the reference to be a 
clear jab at the United States and possibly the UK 
Ministerial-level participants told Charge that there was no 
evidence that Summit discussions had provoked the Zimbabwean 
President into his diatribe. As one senior GOL official put it 
privately (PROTECT) 

Comment. 
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and he admits that he is returning to Nigeria in September to 
\"re-engage\" politically after soending several years in 

Khartoum as an African Union envoy. Kingibe also spoke 

briefly about his \"surprise\" at the lack of interest in the 

Darfur crisis amongst Nigerians 

peacekeepers Nigeria has contributed and President Obasanjo\'s 
personal leadership in the negotiations of the Peace 

Agreement. End Summary. 


2. (U) Babagana Kingibe was elected Vice President in 1993 
in what was widely regarded as Nigeria\'s freest and fairest 
election 

and President-elect Abiola never took office. During the 
Abacha regime 

positions 

years he has been outside the country working in conflict 
resolution 

dialogue and currently as the African Union\'s Special 
Representative in Sudan. He is also a board member of the 
Council on Foreign Relations in New York. Kingibe is 61 
years old and hails from Maiduguri in Nigeria\'s far northeast. 


3. (C) Kingibe started the conversation by admitting that 
\"the rumors are true;\" he has been approached by people in 
various quarters and asked to run for President in 2007. 
However 

to run and said coyly that he is \"not even really thinking 

about it.\" Kingibe explained that he has been outside of 
Nigeria for so long that he is almost embarrassed to presume 
he could simply come home and assume the nation\'s highest 
office. He explained that he will be leaving his position as 

AU Special Representative in mid-September in order to return 
to Nigeria and \"re-engage\" here politically. At present 

says he has no party affiliation 

the ruling People\’s Democratic Party (PDP) because \"it is the 
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only party that has a presence in every village.\" Kingibe 
was very careful to avoid saying he wanted to be President 
but he also made it clear that he is not interested in 
standing for any other office. 


4. (C) When the conversation turned to the current crop of 
presidential contenders 

of them seemed to have any policy agenda. He did however 
single out Jerry Gana (PDP) as the only candidate who \"has a 
real program.\" (Note: Gana 

Kingibe 

government and are reportedly friends.) 


5. (C) At the end of the conversation 

(unprompted) to the topic of his potential presidential bid. 

He said that he has been approached by both Wole Soyinka and 
Dawn Abiola and that both figures have told him that \"they 
would not oppose\" his candidacy in 2007. Presumably 

wanted to signal to us that neither the legacy of June 12 

1993 nor his service in the Abacha regime have been held 
against him by the Abiola family or leading social critics 

like Soyinka. 


6. (C) Kingibe said he will leave his post as the African 
Union\'s Special Representative in Sudan by mid-September. He 
wanted to leave in August 

Konare asked him to stay in Khartoum until a suitable 
replacement can be found. He has agreed to stay \"one more 
month only\" (i.e. until mid September). During his time in 
Khartoum 

lack of attention to Darfur.\" Nigeria has provided the most 
peacekeeping troops (3 large battalions) 

commander 

events in Sudan are simply not on the radar screen in 

Nigeria. Kingibe noted that the Nigerian media has 

\"virtually ignored Darfur" and even the National Assembly and 
others in the political class pay little attention to the 

Sudan crisis. President Obasanjo has only visited Sudan 

once 
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was \"by the way 

Kingibe 

meet with Nigerian troops. By contrast 

Presidents Kagame and Wade have been much more engaged and 
have made a point of traveling to visit their peacekeeping 
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troops. Kingibe was not critical of Obasanjo for Nigeria\'s 
perceived lack of interest in Darfur. Instead 

inattention on what he termed Nigeria\'s \"insularity\" and on 
the incompetence of the Foreign Ministry. He complained that 
despite President Obasanjo\'s personal engagement in hosting 
the Darfur peace talks 

the Nigerian government that one can call to discuss urgent 
Sudan issues. He lamented the lack of a Darfur desk or a 
task force within the Foreign Ministry that could be called 
upon when urgent issues arise. 


7. (C) Kingibe\'s perception that the Nigerian government is 
often disengaged on Darfur issues mirrors the Embassy\'s 
experience. It is often difficult to find an interlocutor at 
Foreign Affairs or the Presidency for our demarches. 
President Obasanjo is in many ways not only his own Oil 
Minister 

desk officer 

the most urgent of demarches 

will already have been called by Washington. Kingibe\'s 
resignation may be just one sign of what we fear may be a 
trend: that Nigerian attention to Darfur issues 

highest levels 

2007 elections approach. 
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September 13-15 

German government officials to address China\'s IPR 
enforcement policies with their Chinese counterparts (Note: 
Chinese Prime Minister Wen Jiabao is expected to attend the 
Summit on September 13-14 

Berlin on September 14 

Merkel. End Note). 


3. Representatives from the German International Chamber of 
Commerce DIHk) and the Federation of German Industry (BDI) 
echoed the cautious approach of the German government on 
bringing the IPR complaint before the WTO 

losing contracts and business opportunities in China. 

According to Doris Moeller 

Property Office and Board Member of the German Economic 
Action Committee Against Product and Trademark Piracy (APM) 
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DIHK has received numerous complaints from German businesses 
operating in China regarding IP and technology transfer 

violations. She noted 

willing to raise their complaints in a forum like the WTO for 

fear of losing potential business in China. Moeller said 

DIHK supported the EU\'s dialogue proposal and would prefer to 
see if it brings any results before taking action at the WTO. 


4. Although industry and government currently prefer a 
cautious approach 

significant steps to systematize and document IP violations 
occurring in China. Within the next two months 

to release a questionnaire to all its members 

post it on its webpage 

on specific IP violations they have experienced. To date 
information has apparently been anecdotal. The point of this 
exercise is to provide the German government with concrete 
examples of copyright 

violations that have occurred in China. Moeller promised to 
share the results with us 

survey. 


5. Christina Rentzmann 

underlined the cautious approach of German business when 
addressing IP violations in China. Due to the many contracts 
German companies have with the Chinese government 
businesses are reluctant to speak out publicly on IP 
violations. According to Rentzmann 

business associations are not ready to embrace a more 
aggressive approach to halting IP violations in China 

WTO consultations 

place 

continue. Given business\' passive attitude 
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skeptical about the amount of information companies would be 
willing to provide DIHK on IP violations. She also noted 

that German businesses and the government tended to 
differentiate between technology/know-how transfer violations 
and IP violations involving copyrights and trademarks in 
general 

former. That said 

together and strengthening enforcement and regulations to 
prevent IP trademark violations in China would also help stop 
illegal technology transfers. 

KOENIG 


75397 
75398 


Column 3 

National Strategies to Combat Malaria 

Fund literature states 

of concerned donors to address the health needs of the poor 
and vulnerable\" after the withdrawal of the Global Fund in 
August 2005. AusAID\'s Rangoon Director 

that donors are being careful to emphasize that the 3D Fund 
\"is not replacing the Global Fund. We did extensive research 
before designing the program 

is very different from the Global Fund.\" Some donors will 
also continue their bilateral malaria 

projects outside the Fund\'s umbrella. 


3. (U) The proposed 3D Fund design includes a Coordination 
Group chaired by the Ministry of Health 

strategic and technical group for each disease. These 
smaller groups include government 

representatives. The umbrella Coordination Group would 
maintain a dialogue 

Coordinator 

UNOPS employee 

National Strategies to Combat Malaria 

be supported 

the individual grants. The Fund Manager would also supervise 
project implementation and contract management 
accountability and monitoring. Projects would be drawn from 
the National Strategies and would include efforts to 
strengthen disease prevention 

for victims. 


4. (SBU) According to Paul Thornton 

Resident Coordinator 

implemented transparently through tendering and monitoring 
processes conducted by the Fund Manager and overseen by 3D 
Fund board members. Contracted service providers from the 
UN 

organizations 

programs selected by 3D Fund management. The 3D Fund\'s 
organizational diagram shows a \"firewall\" to keep the control 

of funds separate from GOB technical and strategic bodies. 

The 3D Fund will implement projects from the three National 
Strategies through independently administered contracts to 
keep them separate from personnel supporting Burmese National 
Programs. 


5. (SBU) Donors expect that the five-year program will begin 
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by December 2006. UNDP External Affairs Officer Beth Moorthy 
told us on August 14 that arrangements to set up 3D Fund 
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offices in Rangoon are progressing rapidly 

be ready before December. She said the Fund Manager position 
has been advertised 


3D Funding 


6. (SBU) 3D Fund donors told UN 

recent meeting that they had agreed to commingle funds 

the expectation that access 

amount of support available to combat the three diseases in 
Burma would increase as a result. According to former UK 
Ambassador Vicky Bowman 

from their headquarters on different schedules 

program design will allow the fund to proceed as soon as 
money from any source is committed. On August 9 
International Development Minister announced a commitment of 
$38 million over five years. The Netherlands government 
approved one million euros in funding for 2006 

to approve the same amount for 2007 and 2008. AusAID\'s local 
director said she expects the Australian government to 
announce its contribution soon 

donors\' level of interest and confidence has grown 

Australia\'s intended contribution 

less than the UK\'s and EC\'s 

that donors would ultimately provide total funding close to 

the Global Fund\'s withdrawn total of $98 million. 


7. (U) To cover ongoing health care programs during the 
interim between the official end of Global Fund support on 
August 21 and the anticipated December implementation of the 
3D Fund 

Myanmar recently agreed to provide $252 

HIV/AIDS in Myanmar (FHAM). 


Impact of the GOB\'s Draft NGO Regulations 


8. (SBU) To address potential difficulties in implementation 
caused by GOB-proposed guidelines regulating activities of 
international organizations and NGOs in Burma (ref A) 
recently presented an outline of their \"operating principles\" 
for 3D Fund projects to Minister of Health Dr. Kyaw Myint. 
According to AusAID\'s Nelson 

topics as project access 

travel 

accommodates the EU Common Position and strictly addresses 
donor concerns about GOB interference. Donors received a 
brief reply from the Minister that the proposed \"operating 
principles\" had been approved. The Minster gave no further 
details. 
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9. (C) The Australian Ambassador told the Charge that the 
Fund organizers decided it would be more expeditious to draft 
their own regulations rather than engage in laborious 
negotiations with the GOB over the regulations. Donor reps 
tell us they intend to proceed adhering to the 

internationally accepted principles of humanitarian 

assistance they incorporated into their proposal 

GOB\'s minimalist response to the donors\' proposed operational 
guidelines worries our UN contacts. It may 

work to the advantage of project implementors by allowing 
greater flexibility as they attempt to work out arrangements 
with GOB officials at regional and local levels. 


Reaction from Pro-Democracy Groups 


10. (SBU) Reaction from the pro-democracy groups ranges from 
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cautious support to outright objection. The NLD sent a 

letter to the DFID coordinator expressing its support for the 
proposed fund. We separately confirmed in a meeting with the 
NLD \"Uncles\" that the party does indeed support the Fund 
while remaining cautious about its ability to work 

effectively without GOB interference and harassment. In 
contrast 

Emboffs that although they agreed with the NLD policy that 
humanitarian aid should be allowed into the country 

strongly believe the SPDC will never allow the conditions of 
accountability 

would allow the 3D Fund to succeed. They instead appealed 
for additional funding for grassroots organizations that 
promote democracy 

change before humanitarian assistance would be allowed to 
reach those in need. 


11. (SBU) Comment: By designing a program that keeps control 
of funding out of the hands of the GOB and its proxy 
organizations 

the concerns that led to the 2005 withdrawal of the Global 
Fund 

to select and adequately monitor fund projects. Several 
highly reputable INGOs with experience working within Burma 
have expressed an intention to bid on 3D Fund projects 
should strengthen confidence that funds will be well spent. 
However 

especially when it comes time to begin project 
implementation 
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transparency and accountability. With the British and Dutch 
funding commitments 

remaining doubts 

ensure their funds go where intended. The temptation for the 
GOB to continue its previous practices of restriction and 
interference will be great 

health needs. The success of the 3D Fund will be a good test 
of whether Burmese senior leadership is willing to work with 
the international community in a more transparent manner to 
help address the country\'s most serious needs. End comment. 
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in 2005. Ko Than Lwin died at a house in South Dagon 
Rangoon 

HIV infected patients. 


2. (U) When GOB authorities found out the NLD would hold a 
traditional Buddhist wake the seventh day after Ko Than 
Lwin\'s death 

instructed Ko Than Lwin\'s family to invite only monks from 
government-approved monasteries; told the family that no NLD 
assistance could be accepted and the authorities would 
prepare all food for the event -- which the family would then 
be charged for; stated that no political activists could 

attend; and insisted no one would be given permission to stay 
over night at the house. The NLD has denounced the 
restrictions as a violation of basic human rights. They also 
charged that the restrictions run against basic Buddhist 
principles of making funerals open to all. 


3. (U) Post highlights this incident as an illustration of 
the regime\'s absurd and cruel harassment of ex political 
prisoners 

They use every opportunity to disrupt every aspect of life 
including death. 

VILLAROSA 
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senior MONE employee 

Al-Ayyam that the delay was due to four companies having been 
listed on the PSE without having provided the required 

financial statements. Abu-Libdeh dismissed this \"excuse 
asserting that the MoNE should be able to grant PSE\'s request 
while setting deadlines by which time the negligent companies 
must provide the necessary financial information. The PSE 
CMA and MoNE are reportedly seeking an appropriate solution 
to the PSE\'s listing request 

Abu-Libdeh told reporters August 16 that all companies listed 
on the PSE had now presented financial disclosure documents. 
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Classified By: PolMinCouns Alice Wells. Reason 1.4 (b 


1. (C) The Joint Control Commission to negotiate a settlement 
in the South Ossetia conflict met in Moscow August 17-18 and 
produced no results. The meeting\'s main accomplishment was 
to continue over the full two days without breaking up in 
acrimony. Georgian DCM Shugarov told us August 18 

meeting was still in progress 

\"calmer 

Conflict Resolution Merab Antadze. 


2. (C) The South Ossetian side 

on the JCC\'s previous decision to name a working group to 
unite the Georgian and Ossetian proposals for a peace plan. 
The Georgian side rejected this on grounds that the format of 
the JCC itself needed to be widened before undertaking any 
other work. The Russians and Ossetians defended the current 
format (the JCC includes representatives of Georgia 

Ossetia 

exhausted its potential 

opened the meeting. 


3. (C) Russian JCC negotiator Yuriy Popov told us the two 
days\' proceedings were \"amusing 

optimism. The Georgians -- \"your partners 

-- \"intend to bury the existing format 

stopping any work on a peace plan that both sides can agree 
to use as the basis for negotiations. \"Even the OSCE and EU 
were puzzled 


4.(C) Comment: Judging by Shugarov\'s tone 

Embassy in Moscow was equally puzzled by the new Georgian 
linkage. Meanwhile 

put its \"partners\" the Georgians up to holding a peace plan 
hostage to reform of the JCC. At the same time 

probably do find the Georgian position \"amusing 

all progress while making the Georgians look recalcitrant -- 

a perfect outcome 

RUSSELL 
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attention. 


6. (U) Septel will discuss the obstacles facing PM Topolanek 
as he works to put together a lasting government 
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implications for the U.S. 
CABANISS 
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President Putin on the margins of the EurAsEc meeting. 
Details of the bilateral discussions are still not clear (see 

ref A) 

told us the meetings were aimed at restarting bilateral 
discussions that had been put on hold for months following 
the March elections. On the Russian-Ukrainian gas deal 
understood the sides had agreed that prices would hold steady 
through the winter 

for the remainder of 2007. The Russians apparently urged the 
Ukrainians to deal directly with Turkmenistan on price and 
supply terms given their concerns about a sharp jump in 
prices next year. 


\"Small Victory\" 


3. (SBU) Yanukovich\'s Sochi meetings were preceded by 
intense press speculation about how accommodating the new 
government would be to Russian interests. Given Putin\'s 
full-throated support for Yanukovich in the 2004 elections 

most Kremlin-connected pundits not unexpectedly saw the 
formation of a Yanukovich-led government as likely to lead to 
a significant improvement in the tone of Ukrainian-Russian 
ties. Gleb Pavlovskiy 

Foundation 

\"revenge\" for being \"deprived of his 2004 victory\" and hailed 
the new prime minister as a \"pan-national politician\" who 
would be a leading presidential candidate based on his desire 
for better relations with Russia. Sergey Markov 

Pavlovskiy had been a consultant for Yanukovich\'s 2004 
campaign 

Ukraine back \"from the brink of national division.\" However 
Markov\'s triumphalist tone was muted; he considered 
Yanukovich\'s appointment as \"a small victory\" for Russia 
because Moscow\'s influence in Ukraine had dwindled. He said 
Moscow shouldn\'t believe that Yanukovich would necessarily be 
a \"pro-Moscow PM.\" Other articles claimed that Yanukovich 
would be constrained by his Donetsk backers and by the terms 
of the Universal Declaration. 


A Man We Can Do Business With? 


4. (C) Andrey Ryabov 

Economics and International Relations (IMEMO) 
the outward tone of the relationship would improve; 
rhetorically 
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Russian sensibilities. However 

particular 

had to be \"pro-Ukrainian\" on these issues because the bulk of 
Yanukovich\'s Donetsk patrons were opposed to allowing Russian 
firms greater access to the Ukrainian market. BBC 
correspondent Konstantin Eggert argued that thinking of 
Yanukovich as a Russian \"puppet\" was simplistic and the 
Kremlin did not view him that way. Yanukovich was a 
Ukrainian nationalist of a different sort than Yushchenko; he 
seconded Ryabov\'s view that the Donestsk clan had their own 
problems with Russia. Eggert went on to note that while the 
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Kremlin was quite comfortable dealing with a \"soft 
authoritarian\" backed up by business interests 

ongoing transition to a functioning democracy in which fair 
elections were held and parties needed to bargain was deeply 
disturbing. 


GOR: Moving Beyond Wait-and-See 


5. (C) The GOR was not particularly effusive in its public 
comments about the new government in Kiev. Putin made phone 
calls congratulating both Yushchenko and Yanukovich over the 
formation of the government (three days after the fact). 
Speaking before the Sochi meetings 

Counselor Vyacheslav Yelagin underlined to us that Moscow had 
been patient with Ukraine as bargaining over the government 
had extended over more than four months. Now that a new 
government was in place 

Yelagin said that a meeting between Putin and Yushchenko was 
likely in the fall 

Shcherbatyuk told us that Putin had been invited to the Babi 

Yar commemoration in late-September in Kiev but had not yet 
replied. End Note.) Yelagin said the Russians saw the fall 
meeting as the formal launch of the Yushchenko-Putin 
Commission 

never met. Both Yelagin and Shcherbatyuk said that the full 
range of bilateral subcommittees (on economic relations 
humanitarian issues 

Black Sea Fleet and border delineation) would also begin to 
meet now that Ukraine had a new government. Shcherbatyuk 
said another Yanukovich-Fradkov meeting was likely in Kiev in 
November. 


Gas Deal Remains in Place 
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6. (C) While the details of any agreement at Sochi remain 
murky 

it was clear that Kiev would face higher prices -- if not 

now 

prices were a double-edged sword for Russia. Moscow clearly 
preferred Yanukovich in office 

raising prices to market rates for many of Russia\'s 
neighbors. However 

affect the outmoded heavy industry in eastern Ukraine and the 
businessmen who own it and who are Yanukovich\'s patrons. 
While a shock to the system caused by a precipitous increase 
in energy prices would threaten many of these \"industrial 
dinosaurs 

Ukrainian businesses to move away from the remnants of the 
Soviet-style economy and move to a more energy efficient 
European model. Ryabov pointed to the possibility for 
shortages in Ukraine because of insufficient storage of gas 
and thought that Russia would want to shore up support for 
Yanukovich and help Ukraine through a difficult winter. 
However 

take a harder line on prices. 


NATO 


7. (C) Russian analysts parsed the NATO language in the 
Universal closely to determine Kiev\'s direction. Most public 
commentary pointed to the Universal\'s referendum language as 
a roadblock to NATO hopes 

speculated that a \"well funded brainwashing campaign\" would 
begin soon to persuade Ukrainians of the benefits of 
membership. Reflecting the depth of feeling here on the 

issue 

Karaganov stressed to us that Ukraine\'s admission into NATO 
would be a \"poison pill" for U.S.-Russian relations. The 
BBC\'s Eggert pointed out that while FM Tarasyuk and MOD 
Hrytsenko would undoubtedly pursue Yushchenko\'s goal of 
membership 

challenge. Russia sees the majority of Ukrainians as either 
skeptical about the value of NATO or opposed outright to 
membership; the Kremlin is counting on the referendum 
requirement to slow the process down. 


8. (C) Ryabov thought that Yanukovich took a completely 
instrumental view of the NATO issue. In any event 

Yanukovich would be focused on the more immediate task of 
making sure his Donetsk supporters \"grabbed the commanding 
heights\" of the Ukrainian economy. The NATO question could 
be put off until later 

assessment of the leverage that pursuing NATO membership 
could provide in the bilateral relationship with Moscow. 
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Russia wanted any decision put off for as long as possible. 


EU vs. SES? 
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9. (C) Most of our interlocutors attributed limited 

significance to Universal language on Ukrainian intentions 
toward the EU and the Russian-backed Single Economic Space 
(SES). Given the EU\'s \"enlargement fatigue 

that the distant prospects for EU admission would be 

sufficient to persuade Ukraine to make the difficult economic 
choices needed to prepare for admission (which might threaten 
Russian interests). On the SES 

Kremlin was pessimistic about the likelihood of Ukraine ever 
being interested in joining the type of SES that Moscow 
envisioned. Kiev wanted a free trade area so it could sell 

in Russia\'s vast and growing market 

supranational controls over customs and economic decision 
making that Moscow was pushing. In any event 

paying more attention to the EurAsEc than to the SES. The 
MFA\'s Yelagin acknowledged that Ukraine was not as committed 
to the SES concept as were Russia 

said that at some point a decision would need to be made 
about whether Ukraine fit into the SES. 


RUSSIAN LANGUAGE USAGE 


10. (C) Yelagin stressed that the issue of Russian language 
usage in Ukraine was a concern at the highest levels of the 
Russian government and that Moscow did not view this as 
solely an internal issue for the Ukrainians to sort out. He 
argued that \"preventing\" the use of Russian in schools and in 
the professions was discriminatory and noted acidly that if 
Ukraine was so intent on endorsing \"European values 
should consider allowing people to speak their own language. 
Ryabov thought that Yanukovich used the language issue to 
appeal to his political base and that Moscow used it to 
placate nationalists here 

have much bearing on the bilateral relationship. 


COMMENT 


11. (C) While Moscow undoubtedly was pleased that 
Yanukovich eventually ended up as PM (given the 
alternatives) 
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acknowledgment among our interlocutors that the relationship 
could not return to its cozy 

From Russia\'s perspective 

talked to thought that ties would be pragmatic and 
business-like. This will likely be reflected in the ongoing 

gas discussions 

remaining is how sharply gas prices will rise. NATO 
membership remains a hot-button issue that dominates any 
discussion of Russian-Ukrainian relations 

sees the referendum requirement as a substantial roadblock 
and will hope for delay. While the bilateral consultative 
machinery with its raft of commissions will creak back into 
gear 

divisions between Ukraine and Russia. We assess that Moscow 
has been unable to identify a positive strategy for turning 
Ukraine back towards Russia and will try to use the 
Yanukovich era to seek what tactical advantages it can. 
RUSSELL 
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WORRY WAR MAY STRENGTHEN EXTREMISTS 


REF: A. TUNIS 2111 
B. TUNIS 2484 
Classified By: CDA David Ballard for Reasons 1.4 (b) and (d) 


1. (C) Summary: With the passage of UNSCR 1701 and the 
cessation of hostilities in Lebanon and Israel 

mood amongst many Tunisians 

fighting 

victory for Hizballah 

Hizballah victory\" gave to all Arabs and Muslims. The GOT 
officially welcomed UNSCR 1701 and President Ben Ali called 
for an emergency Arab League Summit on Lebanon and Palestine. 
Post once again received a protest delegation of civil 

society leaders 

participate in a march to be held in the Lebanese capital on 
August 19. Many contacts emphasized that Hizballah had 
gained politically from the recent war 

strengthen Islamist and extremist groups throughout the 
region. End Summary. 


2. (C) The following are this week\'s reactions from the GOT 
the press 
Lebanon. 


GOT REACTION 
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-- The GOT has officially welcomed UNSCR 1701 on Lebanon 
releasing a statement expressing its \"great satisfaction\" 

with the resolution 

to the return to peaceful efforts in the search for a 

negotiated solution. President Ben Ali on August 14 called 

for an emergency Arab League summit to discuss the violence 
in the Middle East and to pledge support for reconstruction 

in Lebanon and the Palestinian territories. (Ref A) 


-- According to French-daily Le Quotidien 

carrying medicine 

Tunis for Beirut on 17 August. The GOT previously had asked 
Tunisians to donate blood and money for Lebanese humanitarian 
aid (Ref B). 


-- On August 13 

launch of the second annual \"Elyssa Sea Route\" 

women skippers sailing in the Mediterranean. Last year the 
route was from Tunis to Tyre; This year the route changed 
replacing Tyre with a number of Mediterranean ports. The 
event was renamed \"the Route of Peace\" 

Lebanese people. 


MEDIA REACTION 


-- All Tunisian newspapers continued to publish pronounced 
anti-Israeli and anti-US articles in coverage of events in 

the Levant. Following the cessation of hostilities 

editorials across the board declared Hizballah victors. 

Arabic daily Ash-Shourouq 

honored all Arabs and Muslims\" and added that \"the era of 
defeat and humility is gone.\" An editorial in the Arabic 
newspaper Akhbar Al Joumhouriya noted that Hizballah leader 
Hassan Nasrallah has become the \"hero of all the Arab people\" 
and argued that Hizballah defeated not only Israel but 

\"Bush\'s gang\" as well. Most papers carried reports and 
commentary on New Yorker writer Seymour Hersh\'s article 
claiming the U.S. had advance knowledge of and supported the 
Israeli campaign against Hizballah. Le Quotidien\'s 

front-page headline on August 18 claimed: \"Bush Helped Israel 
to Attack Lebanon.\" 


CIVIL SOCIETY 


-- A delegation of civil society leaders met with Charge and 
Pol Section staff August 17 to protest perceived U.S. actions 
and policies in the Middle East. The delegation consisted of 
leaders of GOT-authorized associations such as the Tunisian 
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Association for Democratic Women (ATFD) 

Association of Women for Research and Development (AFTURD) 
the Tunisian General Worker\'s Union (UGTT) 

Human Rights League (LTDH) 

In an hour-long discussion 

were that a) the actions of the USG and the acute rise of 
anti-Americanism in the Middle East were empowering Islamists 
and extremists and endangering the position and potential of 
moderates and b) the Israeli-Palestinian issue 

\"illegal 
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at the root of most regional problems and conflicts. 


-- According to Le Quotidien 

leaders was to travel to Beirut August 17 to participate ina 
march in the Lebanese capital to be held August 19. Saida 
Garraj 

delegation that came to the Embassy on August 17 

those who traveled to Beirut. She said approximately twenty 
civil society leaders would participate in the trip. On 

August 16 

society organizations (NFI) met to create a collective of 
Tunisian NGOs whose mission was to collect humanitarian aid 
for Lebanon. 


-- In an August 16 meeting with PolCounselor 
self-described \"moderate Islamists\" 

An-Nahda leader Zied Douletli and journalist and civil 
society activist Slaheddine Jourchi 

Lebanon 

strengthened Hizballah and other extremist groups 
furthered the trend of young Tunisians relating more to the 
ideas of jihadist groups such as Al-Qaeda than those of 
\"non-violent and moderate\" Islamist organizations such as 
An-Nahda (Septel). 


BALLARD 


75405 

acknowleging that some of the FNL positions are \"maximalist 
Van Eck views the lack of GOB flexibility as the biggest 
impediment to a final deal. Further 

facilitator 

to the peace process 

level defense and intelligence officials are \"amateurish.\" 
END SUMMARY. 


Column 3 
Possible Burundi Summit 


2. (U) Speaking at an August 11 Institute for Security 

Studies (ISS) Seminar 

that regional leaders 

progress after months of negoiations 

a high-level Burundi summit in Dar es Salaam August 29 or 30 
during which the FNL and Government of Burundi would sign a 
cease-fire agreement. Van Eck said that the FNL is not ready 
for a final peace agreement 

\"conditional cease-fire\" that would become operational 
following resolution of the outstanding political issues. 

Van Eck said that Presidents Mbeki 

attend the signing. 


3. (U) In van Eck\'s opinion 

current FNL talks is the unwillingness of the GOB to 

negotiate. As the democratically-elected government 

regime does not believe it needs to negotiate with the FNL 

(or domestic opposition). Van Eck also acknowleges 

that some of the FNL negotiating positions -- like its 

demands on the new army -- are \"unreasonable\" and 
\"maximalist 

give and take. Right now 

to bring back to their supporters. Van Eck has heard that 
\"some parties\" are pressing the GOB to offer FNL head Agathon 
Rwasa a senior position in government 

carrot. Van Eck does not believe that the current peace 
framework should be scrapped 

should be debated within the framework.\" Threats to take the 
FNL to the International Criminal Court through the 

Tripartite Commission Plus have been \"very unhelpful 

create a bad atomosphere for talks. 


4. (U) Van Eck 

in Tanzania 

for the GOB were spent \"urbanizing 

preparing for the negotiations. The Tanzanians were 
instrumental in bringing the FNL to Dar es Salaam and remain 
in close contact with them. Everyone who has met Rwasa has 
been impressed 

large part because of the presure on him. 


5. (U) More broadly 
stature\" of the FNL is growing \"phenominally.\"| The FNL is 
in close contact with the domestic opposition 


Column 3 

some government leaders. While the number of FNL soliders is 
low 

current political environment lends itself easily to 

recruitment. 


6. (C) Van Eck privately shared with PolOff his frustrations 
with the South African mediation. Minister Charles Ngqakula 
the Facilitator of the Burundi Peace Process 

sufficient time to the talks; he flies in and out of the 

region without spending enough time with the parties to 
understand the issues. His right-hand man 

Kingsley Mamabolo is quite good (and close to van Eck) 

has been preoccupied by the DRC elections. This leaves a 
team of inexperienced 

officials in Dar es Salaam. Van Eck recounted how one of the 
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South Africans tried to buy Rwasa\'s signature on the peace 
agreement with $4 


7. (C/NF) According to a Pretoria-based Beligian diplomat 

the South Africans have requested funding from several 
European governments to support the FNL mediation. France is 
providing Euro 150 

250 


8. (C) Van Eck is a long-time \"Burundi pessimist 

increasingly sympathetic to the FNL perspective on the peace 
process. We cannot comment on the accuracy of his views on 
the situation in Burundi 

for insights into FNL thinking and retains significant 

influence over the South African mediation through his 
personal connection to Ambassador Kingsley Mamabolo. We 
recommend staying in touch with him both in South Africa and 
Dar es Salaam. 

Bost 
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PERSONAL AMBITIONS\" AT THE EXPENSE OF THE OVERALL BUSIN 
ENVIRONMENT IN LATVIA. [NOTE: THIS WAS A NOT VERY SUBTLE. 
TO HEALTH MINISTER GUNDARS BERZINS 


Column 3 
STOKENBERGS 


3. (SBU) UNABLE TO GET A MEETING WITH MINISTER BERZINS HIN 
COCA-COLA PARTICIPATED IN SEVERAL MEETINGS WITH THE MIN! 
HEALTH AT THE STATE SECRETARY OR LOWER LEVEL DURING TH 
WEEKS. THE GENERAL ATTITUDE AT THE POLITICAL LEVEL OF TH 
THAT THE PROPOSED BAN IS GOOD FOR CITIZENS 

INTEREST IN COCA-COLA\'S PROPOSED SELF-REGULATION. NEVE 
HEALTH MINISTRY PRAISED COCA-COLA\'S IDEA FOR A PILOT PRO 
DEMONSTRATING THE MERITS OF SELF-REGULATION. COCA-COL 
FORWARD WITH THIS PROJECT IN 25 SCHOOLS IN RIGA 
PROGRAM CAN SERVE AS A BRIDGE BETWEEN THE COMPANY ANI 
MINISTRY. 


4. (SBU) ON AUGUST 3 

(MOE) AND SEVERAL NGO\'S. ACCORDING TO COCA-COLA 
BALANCED THAN THE HEALTH MINISTRY HAD BEEN 

OTHER ISSUES. THE LATVIAN TRADERS ASSOCIATION ATTENDED 
AND PROVIDED FULL SUPPORT FOR COCA-COLA\'S VOLUNTARY A 
ON INDUSTRY GUIDELINES. 


5. (SBU) ON AUGUST 16 

MANAGER FOR THE BALTIC REGION 

EXPLORED ALL POSSIBLE ROUTES OF DISCUSSION WITH THE GOI 
COCA-COLA PLANS TO MOVE FROM \"WORDS TO WORK.\" THE CC 
ALREADY BEGUN IMPLEMENTING ITS PROPOSED PILOT PROJECT 
AROUND RIGA. THIS PROGRAM HAS RECEIVED SUPPORT FROM T 
GOVERNMENT 

TO PARTICIPATE. COCA-COLA HOPES TO SEE THE INITIAL RESUL” 
THIS PROJECT BY MID-SEPTEMBER AND PLANS TO PRESENT THE 
THE GOL. 


6. (SBU) COMMENT: AFTER MUCH LOBBYING BY POST AND OTHEF 
THE MOH FINALLY RELENTED AND AGREED TO MEET COCA-COLA 
DISCUSSIONS (DESCRIBED ABOVE) AT SENIOR OFFICIALS\' LEVEL. 
THE MOH HAS STOOD FIRM BEHIND THE PROPOSED BAN 

LITTLE EFFECT ON MINISTER BERZINS\' POSITION. COCA-COLA H4 
EXPRESSED SATISFACTION THAT 

THERE HAS BEEN RELATIVELY LITTLE PRESS ATTENTION GIVEN T 
DURING THE LAST FEW WEEEKS. IT APPEARS THE ISSUE WILL BC 
A TEST OF WILLS IN THE CABINET 

MINISTRIES LIKELY SUPPORTING COCA-COLA AND THE MINISTRY | 
PUSHING FOR A BAN. GIVEN ELECTION YEAR POLITICS 

FIGHT IS STILL UNKNOWN. POST WILL CONTINUE TO STRENOUSL 
COCA-COLA\'S CASE AND ENSURE THAT THE GOL KNOWS THAT TI 
REMAINS HIGHLY IMPORTANT TO THE USG. END COMMENT. 


ANTWEILER 
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in bilateral relations. The two countries signed six 
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agreements covering investment 

consultations 

passengers and goods on highways. Though planned before the 
Middle East crisis erupted 

sides to discuss regional developments. Although ties have 
historically not been close 

countries have increased markedly over the last year. End 
Summary. 


2. (C) According to Dicle 

organizations 

ministers accompanied the King 

officials and a large delegation of Saudi businessmen. On 

the Turkish side 

Minister Erdogan 

other ministers and businessmen represented by TUSIAD and 
other groups. 


3. (C) Dicle told us that relevant ministers from both 
countries signed six agreements: 


-- Reciprocol Promotion and Protection of Investments (to 
facilitate increased trade and investment); 


-- Bi-annual Political Consultations at the MFA Under 
Secretary Level (to consult regularly); 


SIPDIS 


-- Memorandum of Understanding on Avoidance of Double 
Taxation; 


-- Health Cooperation; 
-- Protocol on Cooperation between the State Archives; and 


-- Carrying Passengers and Goods on Highways (which the MFA 
said has to do with Haj-related travel). 


4. (C) Bilateral trade between Turkey and Saudi Arabia has 
tripled in the last 10 years to $3 billion per year 

according to the MFA. This trade volume falls short of its 
full potential and is not balanced (Saudi oil dominates); 
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Turkey wants to increase it in a balanced way. During the 
visit 

banking 

as further Saudi investment in industries where Turkey is 
privatizing 

electricity. Dicle said that 70 

and work in Saudi Arabia 

teaching 3 


5. (C) Dicle said they were pleased to see increased interest 
on the part of Arab business in investing in Turkey; they 

view Saudi Arabia as a gateway to increasing business 
contacts with Arabian peninsula countries. To that end 

GOT would also like to extend cooperation with the Gulf 
Cooperation Council (GCC). Turkey invited the GCC Secretary 
General to visit Turkey last June but has yet to receive a 

reply to its invitation. 
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6. (C) According to the MFA 

willingness to work together towards peace and stability in 
Lebanon; both agreed the solution was political and not 
military; and both agreed all Middle East issues are 
interlinked. On Iraq 

territorial integrity and preserving political unity are key. 
They agreed to strengthen cooperation against global 
terrorism 

Both are concerned about Iran\'s nuclear ambitions. 


7. (C) Comment: As a result of the aftermath of World War | 
differences in religion and Ottoman history 

Turkey and Saudi Arabia have historically been fairly weak. 
Improved relations and the significance of the first royal 

visit after four decades are likely a result of two major 
factors: 1) Turkey\'s aim to promote more foreign investment 
and regional trade 

rise in Shi'a power and Iranian regional influence. It may 
not be a coincidence that Iranian FM Mottaki visited Turkey 
one day after King Addullah left. End Comment. 


Column 3 
Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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enforcement officials 

counterfeit and pirated goods. Deputy Julio Semeghini mentioned 
that it is not surprising to see high-ranking government officials 

in the crowded market purchasing products side by side with the 
public. 


6. (U) The meeting closed with the National Council to Combat 
Piracy and Intellectual Property Crimes and the Sao Paulo State 
Interagency Committee to Combat Piracy presenting their current and 
future plans to combat piracy. Both organizations pursue a 
combination of preventive 

enforcement measures in combating piracy. Each works in 
coordination with local 

been successful in lobbying the government to obtain increased 
funding for law enforcement operations to combat piracy. 


7. Comment. (SBU) The formation of the FNCP is a positive step in 
Brazil's continuing fight against piracy. Its members cross the 

broad spectrum of industries that are affected by these illegal 

actions 

to manufacturers and publishing companies. Working as an autonomous 
unit 

private forces 

against this ever increasing problem. Brazil cannot afford to 

weaken its present position given the high economic cost in lost 

sales 


McMullen 


75411 

75412 

be for humanitarian and logistical purposes 

that Turkish soldiers would not be tasked with disarming Hezbollah. 
Tan said the government was debating the issue with military 
officials and regional countries. Sabah reports Foreign Minister 
Abdullah Gul as warning that Turkey would have a serious \"prestige 
problem\" if it abstains from taking part in the international force 

for Lebanon. \"Being the successor of the Ottoman Empire that has 
controlled the region for centuries 

Middle East 

abstains from sending troops to Lebanon. Sending troops to Lebanon 
would be the right thing for everybody to do 

Ankara on his return from Lebanon yesterday. The main opposition 
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CHP leader Deniz Baykal said \"Turkey must give priority to the 
elimination of PKK terrorism instead of dealing with the situation 
in Lebanon. First of all 


Cumhuriyet says the Turkish military was right in believing Turkey 
should not hurry to participate in an international force for 
Lebanon while Arab countries were hesitant to do so. Papers say 
Turkish troops in Lebanon should only work to reinforce stability 
and distribute humanitarian aid. Yeni Safak reports Turkey was 
planning to send between 600-800 soldiers to Lebanon as well as 
doctors 

although Americans respected Turkish conditions for joining the 
international Lebanon force 

participation was necessary. 


Mark Malloch Brown 

expressed a willingness to contribute to the international force for 
Lebanon. Brown noted the peacekeeping contingency would be a 
\"Muslim-European\" one. Lebanese Prime Minister Siniora invited 
Turkish soldiers to Lebanon 

his cabinet backed the idea of Turkish peacekeepers in the country. 


Ali Bulac 

\"keep its distance\" from the \"chamber of fire\" that is Lebanon: \"It 
is not clear that the so-called ceasefire in Lebanon will hold. 

Even if it holds for a while 

their plans 

well-known fact that Israel was preparing to attack Lebanon for 
months and the US had knowledge of this plan. Israel wasn\'t able to 
eliminate Hezbollah with this war 

managed to strengthen its power. This brings us to the conclusion 
that Hezbollah is going to attack Israel if there is an attack on 

Syria or Iran. Where does Turkey stand in case of such an attack? 
Turkey should carefully consider the reasons why the US and Israel 
are insistently asking Turkey to send troops to Lebanon. Israel aims 
to use the UN force to eliminate Hezbollah. Turkey should do its 
best to keep its distant from this chamber of fire.\" 


Israel Asks Turkey to Block Arms Flow to Hezbollah 

Radikal cites a Reuters report in which a senior Israeli security 

source said on Thursday that Israel has asked Ankara to impose an 

air and land embargo to prevent Iranian weapons from being funneled 
to Hezbollah in Lebanon through Turkish territories. 

The source said the arms traffic through Turkey was important as 
other routes for arms transfer to Hezbollah through Jordan and Iraq 
had been cut off. The source said a successful implementation of 

the international arms embargo would determine the success of the UN 
effort in Lebanon. Turkish Foreign Ministry (MFA) Spokesman Namik 
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Tan said Turkey would not allow illegal arms transfers 

that Turkey would make its own decision regarding Israeli demands 
for embargo. Tan also confirmed a Hurriyet report on Wednesday that 
Iranian planes had been forced to land at Diyarbakir airport on July 

27 and on August 8 on suspicion that they were carrying arms 

that no military equipment was found. 


Reaction to US Call for PKK to Disarm 

All papers: Turkish Foreign Ministry (MFA) Spokesman Namik Tan 
commenting on a statement recently released by the US State 
Department calling on the PKK to disarm 

action regarding the PKK rather than statements on what we already 
know 

possible even if the terrorists decide to abide by the US call. 
Cumhuriyet reports Tan also said it was Turkey who had asked the US 
to name a special PKK coordinator. 


Hasan Mesut Hazar commenting from Washington in the 
conservative-nationalist daily Turkiye 

\"eliminate the PKK\" as soon as possible: \"It is difficult to 
understand why the US acts this slowly on the PKK issue when the US 
and Israel are bombing all the settlements in Lebanon and Iraq 
using as an excuse that they are potential future threats. Of 
course 

coordination with the trilateral mechanism (Turkey 

Iraq). However 

start of this mechanism. In order to improve the strategic 
partnership 

Middle East Project 

terrorism 

Otherwise the increasing anger toward the US in the Turkish public 
is going to have a serious effect on world peace.\" 


Germany to Send Syriac Immigrants Back to Turkey 

Radikal reports some 10 

asylum in Germany faced deportation to Turkey. Saliba Ozmen 
Metropolitan of Deyrulzaferan Monastery in Mardin in southeast 
Turkey 

until peace and stability were restored in Turkey 

sending the migrants back home due to the improving conditions in 
the region. 


TV Highlights 
NTV (8 a.m.) 


Domestic News 


- The Turkish government and civil servant labor unions fail to 
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agree in the second round of collective bargaining talks on 
Thursday. 


- Turkey\'s National Security Council (MGK) is to convene on August 
21 to discuss the situation in the Middle East 
northern Iraq 


- Earthquakes which hit Turkey between 1976 and 2005 cost the 
country USD 8.5 billion. The biggest natural disaster logistics 
support center in Europe and the Middle East has been opened in 
Istanbul. 


- Ankara leads Turkish cities in terms of domestic violence with 10 
percent of women in the Turkish capital beaten or killed by their 
husbands. 


International News 


- Hezbollah is providing a year's ent and new furniture for every 
family whose house has been destroyed by the Israeli attacks in 
south Lebanon. 


ANKARA 00004835 003 OF 003 


- The Armenian party in Lebanon 
parliament 
Turkish troops in the prospective peacekeeping force for Lebanon. 


- President Ahmadinejad said Iran would not give up its right to 
continue nuclear enrichment work. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
WILSON 
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light. Slovak media noted the apparent disconnect between the 
message that Fico heard from Iraqi PM - that Iraqi troops are 
capable of replacing international troops in most provinces - 
and President Bush\'s comments yesterday that a U.S. 
withdrawal from Iraq would leave the country susceptible to 
control by terrorists prepared to use crude oil as a weapon. 


Column 3 

5. (C) During a press conference upon his return 

he had informed the Iraqi PM about Slovakia 

withdraw its troops from Iraq and pointed out that the 
presence of the Slovak engineering unit is senseless as it 
has not been active since last April. Fico said Slovak 
assistance to Iraq should take a new form in future 

assisting with construction works 

industry. Fico said al-Maliki responded that no security 
vacuum would result from the departure of Slovak troops 

he thanked Slovaks for their current work. Fico told 
journalists there will be another rotation of Slovak troops 
since it is already to far along in the planning to be 

stopped. When asked when he foresees a final withdrawal of 
troops and their return to Slovakia 

be specified. Fico said the Iraqi government would welcome 
the withdrawal of all foreign troops and Iraqi control of the 
Iraqi security forces. 


FICOVS OWN ACCOUNT TO US 

6. (C) The Ambassador spoke to Fico and Kubis at a Hungarian 
National Day celebration on August 18. Before Fico arrived 
Kubis told the Ambassador that he 

agreed that it is important \"to keep the Slovak flag planted 
in Iraq 

that Slovak troops were not needed and that the Iraqis could 
fulfill the mission. He said that after the next 180-day 

troop rotation 

training missions 

options are on the table. 


7. (C) Fico told the Ambassador that he had learned a lot on 
his trip to Iraq. Fico said it was clear that Slovak soldiers 
had been doing little for the last five months; that the 

Iraqis believe the presence of foreign troops is creating 
problems; and that al-Maliki had hinted that the withdrawal 
of Slovak troops would have no negative effect on Iraq\'s 
security. Nonetheless 

remaining a strong partner of the U.S. and to continuing 
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working with the U.S. to help Iraq. Fico said that the 

current rotation beginning August 21 

planned; and he expected a decision on the future of Slovak 
troops in Iraq to be made in December. (Comment. The soldiers 
are expected to stay for six months 

decision would likely concern the potential February 2007 
rotation. End comment.) 
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8. (C) Fico told the Ambassador that the best way to keep 
Slovakia involved in Iraqi security would be to help find a 
role for Slovak businesses in Iraq. Fico pointed out that 
Slovak troops have been in Iraq for three years but not a 
single Slovak firm has done business there. Fico also 
discussed this issue with Iraqi PM al-Maliki. 


9. (C) Guidance request. Post requests guidance on how to 
respond regarding helping Slovak firms to find business 
opportunities in Iraq. End Guidance request. 


BIO NOTE 

10. (SBU) The majority of public discourse on the Fico\'s trip 
to Iraq has focused on his appearance before Iraqi PM 
al-Maliki 

military uniform. (Comment. The seemingly fit PM had avoided 
compulsory military service by acquiring a medical exception 

- a common practice of the relatively wealthy and/or 
well-connected in former times. End comment.) 

VALLEE 
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Despite the current speculation of a Congo divided along 
East-West lines 

Well-spoken and even-tempered 

both Kabila and Bemba will court heavily 

leader is playing his cards close to his chest. End summary. 


2. (C) The Ambassador 

August 17 in Kinshasa with PALU Secretary General Antoine 
Gizenga 

follow-up to a broader meeting Gizenga had with CIAT members 
August 9. According to preliminary election results provided 

by the Independent Electoral Commission (CEI) 

81-year-old Gizenga is currently in third place behind 

President Joseph Kabila and Vice President Jean-Pierre Bemba. 
Gizenga spent much of the 90-minute meeting reviewing his and 
his party\'s long struggle in the Congo since the country 

gained independence in 1960. Gizenga hopes the July 30 
elections will serve to restore the sovereignty of the 

Congolese people and create a democratic state based on the 
rule of law. Gizenga added that people need to realize the 
results of these elections will not last forever 

there will be future elections. Gizenga agreed that the July 

30 contest was only the first step in rebuilding the DRC and 

that the process of establishing peace and unity throughout 
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the country would be long. Though not directly commenting on 
results of the first round 

expects there to be a second round runoff. 


3. (C) Gizenga said he hopes all candidates in the 

presidential contest understand the need to be calm before 

the announcement of results 

Gizenga said he thought too many people were focused only on 
who will come in first 

losers. He said politicians must understand that voters want 
their leaders to respect election results and not resort to 
violence afterwards. 


4. (C) Gizenga said the country\'s political system needs to 

be transformed from one based on individuals to one formed 
around strong groups and political parties with clear 
ideologies. The long-time opposition leader said most of the 
DRC\'s 33 presidential candidates represented no more than a 
handful of people and asked rhetorically what most candidates 
and parties have as a base of support throughout the country. 


5. (C) Gizenga said he does not expect there to be widespread 
violence after provisional results are announced by the CEI. 
(Note: The CEI is expected to released nationwide provisional 
vote tallies from the presidential contest on August 20. End 
note.) He has told his followers not to respond to any 
\"provocation\" to violence which may occur in the following 
weeks. Though he thought there may be some pockets of unrest 
particularly in Kinshasa 

would be isolated and would not have much support. In fact 
Gizenga implicitly criticized the violence which took place 

in Kinshasa July 27 following a rally of the MLC (ref A). 


6. (C) Gizenga said PALU has deliberately remained silent on 
recent events 

maintain calm and patience among the party\'s followers. PALU 
members are not inclined to commit destructive acts 

claimed 

with regard to peaceful demonstrations and the rule of law. 
Gizenga said that those who take up arms are influenced by 
\"outside forces 
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to violence. 
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7. (C) Gizenga pledged as well to work within the system 
should the need for any electoral challenges arise. He did 
not claim 

were marred by \"irregularities\" or that election workers have 
committed widespread fraud. If his party does identify cases 
of potential fraud 

through legal means. Gizenga pointedly recalled that PALU had 
strongly opposed the 50 

presidential candidates 

not being heard 

react violently. 


8. (C) Gizenga said he does not accept current theories of an 
East-West schism in the DRC. He explained that the idea of an 
East-West division comes from those people who want to divide 
the country so as to exploit its wealth and resources. 

Moreover 

(based largely in the east) 

on the belief that the East was \"bad\" while the West was 
\"good.\" In any case 

believe in this division either. Gizenga said PALU has long 

had a vision of one country 

(Swahili) and one national identity. 


9. (C) While a relatively marginal figure during the DRC\'s 
transition 

potential kingmaker in the likely second round of 

presidential elections. He is of course aware of his 
new-found stature 

projecting himself as someone willing to accept election 
results and work within the system for the overall good of 

the country. Gizenga appeared to be healthy 

engaged 

contrast to recent reports concerning the DRC\'s other primary 
political opposition figure 

for Democracy and Social Progress). Clearly both Kabila and 
Bemba 

round 

began the meeting with a pointed anti-Mobutu comment 
suggesting that any possible alliance with Bemba would be 
problematic. That said 

obvious fit and is far from certain at this point. Gizenga is 

for now 
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candidacy in 2007. 


15. (C) The Paramount Chiefs understand their role vis a vis 
the government in power. Kandeh Luseni 

Sella Limba Chiefdom in northern Sierra Leone 

that chiefs understand that if they support the government 
then they will receive benefits in the form of development 
projects. If they are seen showing support for or even 
allowing access to opposition parties 

One paramount chief 

his family members had joined the SLPP breakaway party 
Charles Margai\'s People\'s Movement for Democratic Change 
(PMDC). There was so much pressure on the family 

chief\'s family member saw the error of his ways and returned 
to the SLPP fold. 


16. (C) Luseni told PolOff that he is hopeful that the 

Political Parties Registration Commission (PPRC) will soon 
release its code of conduct for the election that will 

require the paramount chiefs to play a neutral role in the 
elections and give them a chance to defend themselves against 
charges of disloyalty to the SLPP. (Comment: Unfortunately 

the Chairman of the newly constituted PPRC has been out of 
the country on extended medical leave 

been as active as expected. This will hopefully change now 
that he has resigned. End Comment.) 


17. (C) The Limba anger over the Biriwa elections is not only 
over the Government\'s manipulation of the chiefdom 
councilors\' list 

the current political environment. The SLPP\'s manipulation 
of the Biriwa Chiefdom elections is disappointing but comes 
as no surprise given the country\'s history. Sierra Leone\'s 
peace is still fragile 

inflammation of ethnic tensions at this stage in its recovery 
from war. It is a hopeful sign that the NEC stood up to the 
government\'s pressure to hold elections. If the 2007 
presidential and parliamentary elections are to be even 
remotely free and fair 

community must keep a close eye on the SLPP to limit its use 
of the incumbency to manipulate the political landscape. One 
idea that has been floated among the international community 
is to put a moratorium on all chiefdom elections until after 

the 2007. USAID-funded civic education will be an important 
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component of keeping the government honest 

voters\' understanding of their power as citizens is a 

long-term process. In the near term 

PPRC become more active so that the NEC is not the only body 
attempting to hold the SLPP government accountable for its 
actions. 
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4. (C) Ruttenstorfer said that OMV continues to struggle 

with getting Russia and Turkey to cooperate with the Nabucco 
project. OMV receives gas from Russia with \"no problems\" and 
will continue to be Europe\'s major gas supplier. From an 
energy security standpoint 

Central Asia 

Ruttenstorfer and Mitschek outlined Russia 

to defend its gas position and undermine Nabucco 

proposed pipeline project that would transport gas through 
Serbia 

markets in Italy. The UK 

market for Russia. He also noted that Russia continues to 
put pressure on Turkey to transport Russian gas through the 
Turkey-Greece Interconnector (TGI). 


5. (C) Mitschek said that OMV is facing tough negotiations 
with Turkey on Nabucco 

egg\" problem. OMV wants to buy gas from Turkey 

Turks continue to insist that the pipeline come first. He 
added that Turkey 

insufficient 

import price on gas coming from Russia. Ruttenstorfer noted 
OMV 

consolidator by buying and reselling gas coming in to Turkey. 
Hellman agreed that the Turks \"buy and resell\" plan was 
unacceptable 

needed to deliver this message to the GoT \"loud and clear.\" 


6. (C) Mitschek commented that if the Nabucco partners 
exclude Russian gas from the Nabucco pipeline 


to rely on Azerbaijan. He said OMV approached the Commission 
in early July about doing a \"pre-feasibility study\" on 

sourcing gas from the Transcaspian area (Georgia 

Turkmenistan 
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responded to the OMV offer. 


7. (C) Hellman laid out the U.S. position on this issue and 

the reasons for optimism on Azeri gas volumes. He urged OMV 
to consider the advantages of allowing Azerbaijan to invest 

in the Nabucco project; this would send a \"powerful signal\" 

to international banks 

of sourcing gas from Shah Deniz phase | and II production and 
from other Azeri alternatives. Hellman said that President 

Aliev and the Azeri Finance Minister would be interested in 
meeting with OMV to discuss the issue further and that he 

could facilitate a meeting. 


8. (C) Ruttenstorfer and Mitschek questioned how Iran and 
Turkey 

Nabucco; they also wondered whether Azerbaijan really has the 
necessary gas supplies by itself to get Nabucco started. If 
there were enough quantities in Azerbaijan 

opening of the pipeline in 2012 

would make sense 

Ruttenstorfer and Mitschek said they would raise the issue of 
Azeri participation in the pipeline with the Turks and also 
introduce this idea at the next Nabucco Steering Committee 
meeting of shareholders in early September. The OMV 
officials also agreed to receive and provide feedback on U.S. 
studies about gas volumes in the region and would share their 
own calculations in this area. 


9. (U) Energy Advisor Hellman did not have an opportunity to 
clear this message before departing Vienna. 
Kilner 
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IP\'s 

Mission requested further information on UNDP\'s office and 
programs. The initial report from Mr. Shah indicated that 
while hard currency transactions do occur 

are solely in euros. Noting that country offices (COs) are 
aware of the issue of counterfeiting U.S. dollars 

stated his intention to send out letters to CO\'s alerting 

them of this risk and reiterating that U.S. dollars should 

not be used in hard currency transactions. Mr. Shah indicated 
that he would get back to USUN shortly with additional 
information and indications of how he proposes to proceed 
appropriate. 


4. WFP: Mission conveyed concerns to Deborah Saidy 
of the New York Liason Office of WFP who was accompanied by 
Ussama Osman 


Column 3 

will instruct her office to look into the matter and get back 
to USUN shortly with initial findings and indications how it 
would propose to proceed 


5. Comment: Department may want to request missions in other 
locations to demarche UN agencies not covered by USUN in New 
York. 

BOLTON 
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the Ministry of Education is now attempting to bypass them by 
sending the exam papers to private school teachers in other 
cities of the government-controlled south for grading. 


4. (SBU) Comment: The teachers realize that once the 
results of the exams are released they will have no more 
leverage to force the Ministry to address the pay issue or 
any of their other demands until after the school year starts 
again this fall. For now 

End Comment. 
Hooks 


75427 

a new framework.\" They took the international community to 
task for not speaking with one voice and for remaining silent 
in the face of President Gbagbo\'s actions to defy it. 


3. (C) Comment: This is the most comprehensive agreement we 
have seen among all of these major opposition leaders. In 

the past 

the political opposition and the FN have preferred to remain 
slightly aloof from each other and stake out their own 

ground 

identical positions. For example 

endorsed the RHDP\'s ultimatum to Prime Minister Banny on the 
AF\'s 

proposed \"new framework\" for DDR and military-to-military 
talks. Clearly they are hoping that a united opposition 

front will increase their leverage 

make it more difficult for the international community to 

endorse another extension of President Gbagbo\'s term in 
office. Perhaps they might also be preparing the ground to 
propose a consensus opposition candidate to replace Banny as 
Prime Minister. In any case 

on any of these issues. End Comment. 

Hooks 
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culminating over a decade and a half of efforts by Romania to 
integrate fully with the west. Your visit is an opportunity 

to emphasize that EU membership and a strong strategic 
partnership with the United States are perfectly compatible. 


3. (SBU) Nearly two years after his December 2004 surprise 
electoral victory 

political figure in Romania 

approaching 60 percent. He has used his position 
domestically to press for reform and progress in the fight 
against high-level corruption. A feature of Romanian 
domestic politics over the past year has been frictions 

within the center-right government coalition. One low point 
came when 

Tariceanu without consulting the President or key coalition 
partners announced that his party would press for a complete 
withdrawal of Romanian troops from Iraq 

the President or key coalition partners. As 
Commander-in-Chief with primary authority over security and 
foreign policy 

maintain Romanian troops in Iraq and Afghanistan \"as long as 
they are needed 

firm. 


4. (SBU) In July 2006 

historic agreement to allow U.S. troops to deploy to Romanian 
military facilities for training and other purposes. The 
agreement was signed by Secretary Rice during a visit to 
Bucharest in December 2005. Romania is an especially devoted 
and active NATO member 

capabilities and serving as a role model and guide to 

aspirant NATO members in the region. Romania has been 
actively involved in regional organizations such as the 
Southeast Europe Cooperative Initiative (SECI) and the 
Stability Pact for Southeast Europe. Focusing strategic 


interest in the wider Black Sea basin has been a Romanian 
priority. President Basescu strongly advocates an increased 
U.S. 

linking Europe proper to unstable regions further east. He 
considers frozen conflicts in the Caucasus and in neighboring 
Moldova/Transnistria as a reason for a stabilizing Western 
role in the region. He has also cited security challenges 
along the Black Sea littoral 

narcotics and persons. Romania\'s drive to position itself as 
a regional leader has led it to seek improved relations with 
neighboring Hungary 

pursuing a more pragmatic relationship with Russia. 


5. (SBU) While Romania has carefully fostered a close 
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bilateral security and political relationship with the U.S. 

our economic and commercial relationship was slower to take 
off and still has plenty of room to grow. Since 2000 
Romanian economy has grown rapidly 

percent growth each year. Recently 

encouraging signs for U.S. investment. Many American 
companies are in Romania and are doing well. Microsoft 
Oracle 

Hewlett Packard have all made recent substantial investments 
here. Along with IBM 

further large investment in Romania. Although plagued by 
delays 

Bechtel highway project through Transylvania. However 

the EU accession process has hastened economic reform 
country\'s legacy of corruption and belated economic reforms 
has resulted in U.S. investment in Romania lagging behind 
investment in other newly-minted EU states. Poor 
infrastructure and labor rigidities also contribute. You may 
wish to encourage GOR officials to work more closely with 
foreign investor groups like Amcham to adopt growth-promoting 
policies and to focus greater resources on infrastructure and 
anti-corruption measures as a means of attracting greater 
foreign investor interest. 


6. (SBU) Human Rights issues of continuing concern include 
corruption 

abuse 

Other areas of concern include discrimination against Roma 
and persons with HIV/AIDS 

restitution of property of the Greek Catholic Church. 
Right-wing nationalist parties continue to obtain between 
12-20 percent popular support according to opinion polls 
drawing from old ideas of irredentism 

religious intolerance and discrimination directed against 
Roma and ethnic Hungarians. President Basescu 
particularly Foreign Minister Mihai-Razvan Ungureanu 

been active in heightening awareness of Romania\'s role in the 
Holocaust. Several universities 

Cluj 

history. A government - sponsored Institute for Holocaust 
Studies was established last year with the support of the 
Presidency. Still 

helpful in pushing Romanian leaders to accept the return of 
Nazi war criminals stripped of their U.S. citizenship. 

Another related issue surrounds the awarding of a 
presidential medal to right-wing political leader Corneliu 
Vadim Tudor 

including Nobel Laureate Elie Wiesel have called for Tudor to 
be stripped of the presidential medal awarded to him by 
former President llescu. You might urge progress on both 
these issues as components of Romania\'s broader recognition 
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of its true involvement in the Holocaust. 


7. (SBU) The largest party representing the ethnic 
Hungarian minority in Romania is the UDMR (Democratic 
Alliance of Hungarians in Romania) 

ruling coalition government. Other ethnic Hungarian groups 
have alleged that their attempts to register as opposition 
parties have been blocked by the UDMR 

Hungarian minorities\' influence will be diluted if the 
Hungarian vote is split among different parties. The UDMR 
favors a relatively moderate approach to ethnic autonomy 
issues 

de-emphasizing territorial matters 


groups demand more autonomy now. 


8. (SBU) The continuing failure of Romania to resolve 
pending adoption cases filed by U.S. parents before Romania 
imposed a ban on inter-country adoptions is a serious 

concern 

Despite calls from some members of the European Parliament 
and the U.S. Congress for action to allow intercountry 
adoptions to proceed 

followed through 

remains opposed to amending the ban. Contrary to assertions 
by Romanian officials that they have developed a model system 
for orphans and abandoned children 

international observers have observed clear evidence of 
malnutrition and neglect in Romanian child welfare 

institutions. 

Taplin 
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\"counter-revolutionaries.\" Some of these relatives are 
subjected to \"acts of repudiation.\" Of the 10 families we 
contacted in Bayamo 

Tunas 

reported harassment of family members. All of the prisoners 
are dealing with health problems 


HEALTH WOES 


2. (C) The list of ailments of the ten prisoners is 
disconcertingly long: dengue fever 

intestinal disorder 

inflamed prostate 

hypertension 

kidney cyst 

digestive problems. On average 


Column 3 

the families we spoke with each had two or three serious 
medical conditions 

failing to provide treatment or medicine. In some cases 

this failure is deliberate. Adolfo Fernandez Sainz 
independent journalist and opposition party member serving 15 
years at Canaleta prison in Ciego de Avila 

access to sunshine for a medical condition. But according to 
his wife Julia Nunez 

right 

denied their time outside 

Boniato prison in Santiago 

who is serving a 13-year sentence 

fever contracted on or about August 9 

other prisoners. (Note: At least 20 Cubans have died from 
the latest dengue outbreak. End Note.) 


ARSON THREAT 


3. (C) Since December 8 

Paneque of the outlawed Democratic Solidarity party has lived 
at the infirmary of Bayamo\'s Los Mangos prison. Paneque 
serving a 24-year sentence 

disorder and other health problems 

having a tougher time. As reported reftel 

Llanes was home with 11 youngsters between the ages of 7 and 
25 on August 3 when around 100 people staged a particularly 
intense \"act of repudiation\" in front of their house in Las 
Tunas. Llanes told us that a number of the children started 
crying when a member of the mob shouted 

on fire and burn the worms!\" Others yelled 

the Revolution with all means necessary!"  Paneque\'s 
seven-year-old daughter remains traumatized and asks to move 
away from the neighborhood 

an act of repudiation was held August 13 against Lady in 
White Cruz Delia Mora 

Valdez 

parole and was at a hospital during the act 

dialysis. Thirty to 40 participants 

gathered to snarl \"worm!\" and \"counter-revolutionary!\" at 
Mora. 


HOUNDED OUT OF WORKPLACE 


4. (C) For Rebecca Rodriguez 

Alfredo Pulido Lopez 

beginning of the end of her work as a physical therapist. 
Around 100 workers at her clinic staged the event to denounce 
Pulido and 

Rodriguez held on for two more years 
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until she could no longer stand the abuse meted out to \"the 
wife of a mercenary.\" She quit 

back \"even if | have to starve.\" Thanks to support from a 
foreign NGO and her father 
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But Rodriguez 

State Security - and the cold shoulder from neighbors. 
\"State Security knows everything | do 

visit to USINT. Neighbors keep her at arm\'s length 
added. \"I am practically alone here.\" Pulido 

is serving 14 years at Kilo 7 prison in Camaguey. An 
independent journalist 

of Oswaldo Paya\'s Christian Liberation Movement 
respiratory problems and avoids the prison yard out of fear 
of being attacked by violent inmates. 


HOLDING HIS TONGUE 


5. (C) Political prisoner Nelson Moline Espino isn\'t having 
trouble with other inmates 

the guards carefully these days. His father told us that in 
May 

beating of a thin 

next three weeks in a punishment cell 

communication.\" Moline 

Pinar del Rio 

him leave the punishment cell any sooner. Says his father: 
\"At other prisons 

home 

faced any harassment 

living \"in bad conditions.\" 


MANICARAGUA: DISSIDENT HELL 


6. (C) Moraima Leon 

de Alejo 

of Manicaragua 

cafeterias 

don\'t get out much 

occasional trips to church or one of the few shops that will 
serve her. She avoids possible run-ins with critics 
senior citizens with comments like 

what he deserved.\" A Lady in White 

women on the city\'s 21-dissident blacklist. She tries to 
leave the city a few times each year 

Ladies in Havana 
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militants. Her husband 

Santa Clara 

all common criminals. The water is undrinkable. Often there 
is no water for flushing. Perez 

Independent Human Rights Organization 

pulmonary issues 


LAYING LOW 


7. (C) Osleivy Garcia 

Pacheco Avila in Ciego de Avila 

married to a dissident but has been allowed to keep her job. 
She states 

being harassed 

wrath of Communist militants. She concedes that Pacheco 
whom she visited August 15 at Moron prison 

\"He\'s sick 

knee. \"His spirits are down.\" Pacheco 

journalist 

were taking his belongings 

he\'s just trying to avoid upsetting the guards 


COMMENT 


8. (C) Relatives of Cuban political prisoners can be forgiven 
for occasionally exaggerating the medical woes of their loved 
ones. For most inmates serving time for political crimes 

the only early ticket out is conditional parole on health 
grounds. For this reason 

bad cough as a \"respiratory ailment\" and a paper cut as a 
\"gash.\" That said 

frightening \"detention centers\" such as Villa Marista and 100 
y Aldabo -- are enough to make a healthy man sick in a matter 
of weeks. The food is largely inedible 

inadequate and medical services sorely lacking. Since the 
official 

armed forces chief and thus the country\'s top jailer 

seen no change in the horrendous and inhumane treatment of 
political prisoners 

victimization of their family members. 

PARMLY 
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the date of its first session.\" There has been no formal 
interpretation as to whether that means six months from March 

16 when the first session began or April 22 when the first 

session ended. END NOTE). She said she hoped the CoR would 
consider this bill during its first session after the recess. 
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4. (C) Al-Sudani highlighted six laws that the committee 
needs to work on: (a) Establishing the executive procedures 
to form regions; (b) Defining authorities of provincial 
councils not in regions (to replace CPA Order 71); (c) 
Defining authorities of regions/governorates versus the 
central government. She said that the constitution defines 
the central government\'s powers 

delegated to the regions. She believes the governorate 
powers must be defined; (d) Defining authorities for the 
Baghdad Provincial Council; (e) Establishing Commission to 
distribute revenues to governorates (per Article 106); and 

(f) Setting the date and scope of provincial elections. 


5. (C) Al-Sudani said there has been no agreement on a final 
date for provincial elections. She cited the conflict among 
the political blocs 

to have them as early as possible while others prefer a delay 
due to the security situation. She said she personally would 
support early provincial elections since requests to form a 
region will come from the provincial councils 

of those should reflect increased participation in the 

political process since the January 2005 elections. 


6. (C) When PolOff asked how the Committee will interact with 
the governorates when the various federalism bills are being 
considered 
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Presidency Commission to appoint representatives in each of 
the 18 governorates to work as messengers. She said the 
Presidency Commission refused 

and the fact that CoR members can act as intermediaries to 
their respective governorates. She added that it was 
apparent at the recent conference that the provincial 

councils are suspicious of the central government. She said 
the committee has a copy of the provincial council\'s unified 


Column 3 
draft law on their authorities 
committed to go back to them when the bill is drafted. 


7. (C) Al-Sudani said the Committee would welcome assistance 
in drafting legislation from the Embassy\'s legal section. 

She said the CoR\'s Research Directorate was only able to 
provide limited assistance. We will take advantage of her 
interest in dialogue with us to remain abreast of the 
development of this important legislation. We will also 

engage Tawafuq leaders on Committee Chairman Al-Ani\'s 
frequent absences from the Committee to ensure the broadest 
possible cross-sectarian involvement in the drafting process. 
Tawafuq\'s desire for the committee chairmanship reflected 
strong interest in ensuring a strong Sunni voice on this 

issue. Al-Ani may be squandering the opportunity to exercise 
this voice. Certainly the Shia and Kurdish committee members 
are prepared to move forward without him. 

KHALILZAD 


75433 

75434 

the Syrian leadership should try and be more supportive of 
the GOL and Lebanese unity. Seeming blithely unaware that 
Syria may already be rearming Hizballah 

the Ambassador that the ports and airports be reopened 
immediately. Berri added that any monitoring mechanism to 
block arms smuggling was something for the GOL to discuss 
with the UN 

foreign policy adviser Ali Hamdan also attended the meeting. 
END SUMMARY. 


HAPPY WITH LAF DEPLOYMENT 


2. (C) Berri described the LAF deployment to the South as 
\"very 

the region in any effective force since 1969. When the 
Ambassador asked if Berri had ridden into the South on the 
first LAF jeep 

and said he had done much more than that just in working to 
bring about a consensus for the deployment. Calling the 
decision by some March 14 ministers to press for immediate 
Hizballah disarmament a \"big mistake 

Berri said he had worked \"very hard\" over the last few days 
to mend the rift. 


NEED TO REBUILD 
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3. (C) When the Ambassador noted that Hassan Nasrallah is 
making Hizballah out to be more powerful than the state 
offering $10-12 

destroyed in the war and sending in bulldozers flying 

Hizballah flags 

to me.\" He said he has been trying to get Siniora to discuss 
the rebuilding effort 

establishment -- including money sieves like the Council for 
the South 

excursions for Berri\'s wife Randa -- is already in place. 

All that\'s required now is a plan and someone to communicate 
it to the Lebanese people. \"What we need is a declaration to 
the nation from Siniora. If only Siniora could do what 
Nasrallah did.\" 


4. (C) Berri said that Siniora asked him for a cost 

estimate for the reconstruction of southern villages 
promised to give him a cheque to cover it (Comment. This 
surprised us 

tight-fisted Siniora 

Comment). Noting that Amal MP Ali Hassan Khalil is meeting 
with Siniora also on 8/18 to further discuss the rebuilding 
effort 

to the punch on rebuilding. Hizballah 

not actually begun handing out the promised cash 

initially set up a \"committee to assess statistics\" and 
process claims. (Note. Though Lebanese television on 8/18 
claimed that the handouts have begun. End Note.) 


5. (C) Remarking that \"people will remember who put the 
roof over their heads 

his scheme for rebuilding houses in the southern villages. 
Berri said it is more important to rebuild in the South 

first 

the destroyed southern villages will migrate permanently to 
the cities. Berri\’s plan is to give each family which lost 
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its home in the war $9 

furniture for a year. The GOL 

Council for the South 

hundreds of 200-square meter homes in the southern villages. 
Essentially 

families then responsible for later expansion. Future 

tenants could then repay the government for the homes in 
installments -- at $200 per square meter 

cost of each home at $40 
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said Berri 

cautioned that the GOL would need to get moving on his plan 
immediately since 

time 


6. (C) Touching briefly on the Beirut southern suburbs 

Berri said these pose another \"big problem 

at least 100 large apartment blocks were completely destroyed 
by the bombing. Berri told the Ambassador that the Kuwaiti 
Khorrafi family (NFI) will establish a non-profit 

organization to rebuild the suburbs 

Arabia has committed $500 million and Kuwait a further $300 
million for reconstruction. Also 

will soon announce that it intends to rebuild all of the 

schools in the South 

and Meiss al-Jebel and the port at Ouzai 

assistance with humanitarian demining (which the UAE has 
helped with previously in Lebanon 


\"BASHAR HAS DONE A MISTAKE\" 


7. (C) Describing Bashar al-Asad\'s belligerent 8/15 speech 
as \"stupid and unbelievable 

Syrian attempts to interfere in Lebanon. Berri said he had 
only just spoken with Syrian Vice President Farouq Al-Shara 
on the evening of 8/14 

\"low-key\" approach in saying that Syria supported the GOL 
decision on UNSCR 1701. This made Bashar\'s bombastic speech 
-- with its proclamations of treachery and civil war in 
Lebanon -- all the more astonishing to Berri. \"Bashar has 
done a mistake 

\"It is stupid. Now people forgot all about the Israelis.\" 


GETTING THE SIEGE LIFTED 


8. (C) Claiming that it is \"the job\" of the USG to \"tell 

the Israelis to lift the siege on ports and airports 

said that this is a clear obligation under UNSCR 1701. The 
Ambassador replied that the GOL needs to do more to put 
effective monitoring mechanisms in place first 

also called for in the resolution. Letting down his guard a 
bit 

political opinion on the matter. His private opinion is that 
\"when the U.S. stops giving bombs to Israel 

demand that we block the arms.\" Acknowledging though that 
his private opinion is not GOL policy 

political opinion is that the GOL needs to be able to apply 
UNSCR 1701 

put some measures in place at points of entry. However 
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stressed 

or anyone else besides the UN about what exactly it is doing 
on monitoring. 


9. (C) Nevertheless 

some of the changes at Rafiq Hariri Beirut International 
Airport (BIA). Noting with some annoyance that \"I was not 
consulted on these changes 

been replaced by the Hariri-affiliated Internal Security 

Forces (ISF) in overseeing airport security. In addition 

with the blessing of the March 14 movement 

committee has been established to manage all BIA security 
including both passenger and cargo flights 

Yasser Mahmoud 

have sidelined the current BIA chief and known 
Hizballah-sympathizer Wafiq Shugair. Berri asked if this was 
not enough to get BIA reopened 

8/17 Middle East Airlines and Royal Jordanian Airlines 

flights from Amman to Beirut had been a mere \"back-patting 
exercise\" and photo op. 


10. (C) Berri was astonished at rumors that resupply of 
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weapons to Hizballah from Syria may have already begun 

via regular highways. Seeming genuinely puzzled 

asked 

set up roadblocks?\" He also suggested that \"Kofi needs to go 
to Damascus and Tehran\" to get at the source of the problem. 
Ultimately 

by deploying the LAF and ISF 

further support 


COMMENT 


11. (C/NF) Though not all of what Berri said was entirely 
clear to us 

his comments on the Bashar speech are enlightening and 
refreshing coming from him. Though we didn\'t raise the issue 
of President Lahoud with him 

is contemplating the removal of Lahoud 

symbol of Syria\'s bullying interference in Lebanon (and 
someone of whom Berri is quite disdainful). There would be 
dividends for Berri too 

remove a key protector of Hizballah and would allow for 
reform of the LAF now deployed in the strongly-Hizballah 
South 
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12. (C/NF) A savvy political operator 

a chance to take down his devout Shi\'a colleagues -- if he 
thought he would win. Until he knows he can beat Hizballah 
though 

alliance 

comparison to the position of Hassan Nasrallah. During the 
Israeli-Hizballah fighting 

restored 

of what the Shia street (and Hizballah) would do. Berri 
clearly craves using reconstruction funds to maintain his 
revived position 

Siniora would willing turn over donor funds to Berri to 
manage. 

FELTMAN 
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potential troop contributors cold feet about joining UNIFIL. 
Thus 

Palestinian attack might occur quite quickly 

was still feeling its way through the south. \"Israel will 
destroy the army 

retaliation. \"That\'s what Bashar wants. Destroy the army 
now 


3. (S) Murr speculated that Syria is particularly eager 

that the Palestinians move now 

\"furious\" about a second quiet LAF deployment that 
intentionally was done away from the public spotlight but 
which the Syrians have noticed: as part of the GOL\'s 
implementation of UNSCR 1701\'s arms smuggling provisions 
Murr claimed to have ordered the deployment of 7 

soldiers to the Syrian-Lebanese border 

500 soldiers who were there already. According to Murr 

4 

infuriating the Syrians. (PM Siniora told us separately 
about this development. We do not have independent 
confirmation yet of the assertion by the PM and DefMin that 
there are now 4 

but it would be good news if true.) 


4. (S) The Ambassador told Murr that everyone knew all 
along that there was a danger that the Palestinian 

rejectionists would try to destroy the cessation of 

hostilities and disrupt the implementation of UNSCR 1701. 
The Ambassador argued that this is exactly why having some 
kind of ongoing communication between the LAF and IDF via 
UNIFIL was so important. The Ambassador urged Murr to use 
the UN now to pass to the IDF its concerns and to use the 
next IDF-UNIFIL-LAF coordination session on Sunday to go over 
how to address this kind of danger. \"I hope we have until 
Sunday 
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destabilization campaign. Chavez is also widely expected to 
use the escape as an excuse to engage in another purge of the 
military. He may also use this as a tool to attack the 
opposition. Consensus opposition candidate Manuel Rosales 
has wisely kept his distance from the breakout 

publicly that he would pardon all political prisoners 

elected. Chavez\'s critics believe the incident demonstrates 
that there are still real fissures in the BRV\'s brand of 

\"tropical totalitarianism.\" End Summary. 


2. (C) Carlos Ortega 

Confederation (CTV) 

was sentenced to nearly 16 years in prison in December 2005 
for his participation in the December 2002-February 2003 
national strike. His case attracted international protest 
including an ILO determination that the strike was a 

legitimate labor action and a recommendation that the BRV 
drop all charges against the national strike organizers. 

Ortega fled Venezuela during his trial and received political 
asylum in Costa Rica from March 2003 until August 2004. When 
Costa Rica revoked Ortega\'s asylum because he allegedly 
violated its terms 

was captured in March 2005. Although still popular among 
some (but not all) CTV members 

forgotten opposition figure while in Costa Rica. 


3. (SBU) Right now 

the early morning August 13 escape of Ortega and the Farias 
brothers from Ramo Verde military prison. Two of the Farias 
brothers 

2005 of a paramilitary plot to overthrow President Chavez and 
sentenced to nine years. A third Farias brother was 
imprisoned in 2004 on separate charges. According to BRV 
officials 

prison with the collusion of prison guards. Prison officials 
reportedly did not detect their absence for over ten hours 

and when they subsequently closed the prison to family 

visits 

prisoners convicted on political charges has turned up in or 
outside Venezuela since the escape 

opposition speculation that they may have been \"disappeared\" 
by the BRV. 


4. (C) The wife of jailed political prisoner (and former 
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Finance Minister and retired Brigadier General) Francisco 
Uson told poloffs August 15 that she hypothesizes that Ortega 
and the Farias brothers managed to bribe their way out of 
jail and make their way to Colombia. She remarked that 
coincidentally she had spoken with Ortega August 12 during 
her most recent prison visit with her husband and that 
nothing that day appeared out of the ordinary. Reflecting on 
the military prison she visits regularly 

military prison is secure 

escape-proof. 
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5. (C) Senior investigative journalists told the Charge\’ 
August 16 that they believe Ortega made an \"administrative\" 
escape. Noting that Venezuela has a long history of \"inside 
job\" prison escapes 

Farias brothers probably secured the cooperation of prison 
guards by dint of the right mixture of money and sympathy. 
Discounting the idea that the BRV \"disappeared\" the four 

of the journalists noted that Ortega\'s girlfriend 

interviewed after the escape 

suggested that Ortega may have flown out of Venezuela on a 
private plane and predicted he would seek political asylum 
abroad 


6. (C) The Chavez government 

link the reported escape with the opposition. The 
pro-government daily \"Diario Vea\" alleges without any proof 
that a well-financed U.S.-sponsored opposition-implemented 
conspiracy was behind the break-out and fumes that a \"fifth 
column\" has infiltrated civil and military institutions. 

BRV investigators also publicly asserted that opposition TV 
station Globovision played a role in the escape. Edith Ruiz 
Manager for Institutional Relations at Globovision 

PAS August 14 that she is under investigation for speaking 
with Ortega on August 10 and with Ortega\'s girlfriend on 
August 13. The Bolivarian press also accused Ruiz of being 
in e-mail contact with a purported DHS official (Leopoldo 
Torres) in the United States (Note: Post contacted DHS 

the name of Leopoldo Torres did not appear in the DHS 
personnel database). 


7. (C) Pronouncements from some opposition groups 
Accion Democratica 
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try to escape may be playing into the BRV\'s spin that the 
opposition engages in extra-Constitutional political tactics. 
Consensus opposition presidential candidate Manuel Rosales 
has carefully avoided that trap by stating that if he were 
elected president 

Ortega\'s Venezuela Workers Confederation (CTV) 

potential government foul play 

that it has the responsibility to ensure the well-being of 

its prisoners. 


8. (C) The reported escape also provides the BRV with an 
excuse to launch yet another purge of the armed forces. For 
the moment 

personnel at Ramo Verde Prison. Interior Minister Jesse 
Chacon announced August 16 that 14 military personnel would 
be charged with facilitating the escape. The lawyer for 
Captain Luis Figueroa 

Farias brothers 

Intelligence (DIM) for torturing his client. Uson\'s wife 

told us August 15 that she received a text message from 
inside the prison reporting that a captain had been subjected 
to a severe beating as part of the BRV\'s investigation. 


9. (C) The BRV\'s purge is likely to move beyond just the 
military prison. The National Assembly is composing its own 
mixed investigatory commission from its committees on 
defense 

Chavista National Assembly member Ismael Garcia is calling 
the \"political aspect\" of the incident. Although military 
prisons fall under the purview of the defense minister 

Interior Minister Jesse Chacon 

unabated crime throughout the country 
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the media for this incident. He may be vulnerable to a 
portfolio change whenever Chavez launches his next cabinet 
shuffle. 


10. (C) Venezuela Workers Confederation (CTV) Secretary 
General Manuel Cova and other members of the CTV Executive 
Council told poloff August 7 that they intended to hold union 
elections in October and nominate the then-jailed Carlos 

Ortega for re-election to the union presidency. Cova said 
holding such elections would put the onus on the BRV to 
declare the elections invalid and further expose the BRV\'s 
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anti-union practices. The CTV had been divided over whether 
to hold union elections with Ortega in jail and now must 
confront the new dilemma of whether to press ahead with 
elections with an Ortega either missing 

exile. Confronted by government obsitructionism and 
competition as well 

once-powerful trade union it used to be. 


11. (C) Unless and until Ortega or the other escapees 
surface 

details surrounding their August 13 escape from Ramo Verde 
military prison. The escape would appear to be an obvious 
embarrassment to the BRV in the two areas where public 
confidence is lowest 

far 

the breakout by tarring the opposition yet even more with the 
BRV\'s \"foreign conspiracy\" propaganda. 
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poised to ratify ILO Conventions 87 and 98; further 
developments relating to ratification will be reported 
septel. END SUMMARY. 


BACKGROUND: AIRPORT MAINTENANCE WORKERS UNION 


2. (SBU) Fifty-one Comalapa International Airport 
maintenance workers representing 15 companies met May 13 to 
form a union 

union status to the Ministry of Labor. The Ministry on May 

23 requested additional information regarding the workers\' 
job responsibilities and the companies for which they worked; 
this information was duly provided the same week. On June 9 
the Ministry denied the union\'s legal status (\"personeria 
juridica\") on the basis of several legal technicalities 

including the requirement that every company with workers 
belonging to a union have at least 2--but no more than 
25--workers represented; the Ministry also found that several 
of the workers\' employers weren\'t properly-registered and 
incorporated companies. On June 12 

appeal asking that the Ministry review its decision. The 

case attracted attention internationally 

the AFL-CIO. 


3. (U) Labatt and Political Section FSN reviewed the 
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Ministry\'s decision 

improper interpretation of Commercial Code Article 554 and 
Labor Code Article 209. Labatt met with Minister Espinal 
June 29 to discuss the SITEVMAIES case; Espinal outlined that 
the Ministry\'s refusal of the union\'s status had occurred 
while he was away at ILO meetings in Geneva 

that he had returned 

the case. At the meeting\'s close 

Minister would be open to the idea of our preparing a 
chronological summary of the key facts of the case 

with our understanding of what would be the relevant points 
that would be applicable under Salvadoran law. The Minister 
readily agreed to the idea 

summary to Minister Espinal on July 14 (although the Minister 
himself did not review this document until the following 
Monday 

reversed itself and granted the union\'s legal status. 


BACKGROUND: TELECOMMUNICATIONS WORKERS UNION 


4.(U) In March 2003 

met to form a union (SITCOM) 

legal status to the Ministry of Labor. In May 2003 
then-Minister Nieto denied the union\'s petition 

that radio station workers were not part of the 
telecommunications industry 

petitioning workers were actually management (and therefore 
ineligible for membership) 

workers 

workers. In June 

the Administative Dispute Chamber of the Supreme Court. 
During 2003 

from his job 

the workplace 

demoted to lower-level positions. Labatt met with union 
officers on numerous occasions to discuss the status of the 
case. 


5. (SBU) In March 2004 the Supreme Court asked the Ministry 
of Labor to submit documents outlining the basis on which the 
Ministry had denied the union\'s status. On July 29 

the Supreme Court\'s Administrative Dispute Chamber rejected 
the Labor Ministry\'s 2003 findings 

members resubmit documents and employment records as evidence 
in support of their petition to form a union. Following the 
Supreme Court\'s decision 

review the union\'s documentation 

personally assured labatt August 18 that 

preliminary reexamination of the case 

almost certainly reverse his predecessor\'s decision 
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SITCOM\'s official registration would be in order very soon. 


6. (SBU) COMMENT: These developments regarding SITEVMAIES 
and SITCOM are especially encouraging when viewed together 
with the Ministry\'s granting of union status to Acajutla port 
workers (STIPES) last July 

willingness to undertake the legal reforms necessary for 
ratification of ILO Conventions 87 and 98 regarding freedom 

of association and the right to collective bargaining. 

Although the contrast between Minister Espinal and his 
predecessor is striking 

unionization in certain business sectors sometimes pits the 
Minister against influential private-sector backers of the 

ruling ARENA party. It is likely that Espinal\'s 

ever-welcoming attitude toward Embassy intervention in such 
cases is due to the leverage--and cover--it provides him 

within the Saca administration. END COMMENT. 
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Classified By: Charge d\'Affairs James T. Heg for reasons 1.5 (b) and (d 
). 


1. (C) On August 18 

Director of the International Organizations Department 

Ministry of Foreign Affairs and Foreign Trade (MFAFT) 

reported that Jamaica was \"undecided\" regarding the UNSC seat 
vote and that Jamaica would make its decision based on 

\"national interests.\" This information tracks with that 

which Ambassador Johnson received from Chilean Ambassador to 
Jamaica Alfonso Silva (ref A). 


2. (U) Brown also stated that the decision would be a 
high-level political decision and that she was not ina 
position to speculate on what position Jamaica might take. 


3. (SBU) Brown would not comment on whether Minister of 
Foreign Affairs Anthony Hylton is currently in Venezuela as 
that would be an issue for the Office of Bilateral Affairs. 

On August 17 

Director of the Foreign Trade Department at MFAFT 
confirmed that Hylton would be in Caracas today in order to 
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conclude negotiations on a number of financing deals (ref B). 


4. (U) Interestingly 

Simpson Miller and Hugo Chavez after Chavez\' August 14th 
visit to Jamaica 

the Venezuelan candidature for the United Nations Security 
Council.\" 


3. (C) COMMENT: We are still groping to understand the 
reasons for GOJ\'s mixed messages on this issue. It is 
possible 

take some of the sting out of our perceptions of recent 
agreements with GOV that total in the hundreds of millions of 
dollars. There is also a chance that the GOJ is pushing 
subtly for a new 

JOHNSON 
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Geraldo Alckmin\'s TV ads.) The debate stirred no dramatic media or 
public reactions 

Folha de S. Paulo as \"soporific.\" 


3. (U) Just before the first televised debate 

surveying the long list of scandal veterans now shamelessly seeking 
re-election 

Electoral Court 

Brazilians to vote against corrupt candidates. Later in the week 

he repeated his public admonition in stronger terms 

not to vote for any candidate under suspicion 

TV campaign messages misleading. He assessed a fine of 900 
(about USD 425 

outside of the allotted time blocks. Opposition candidates accused 
Lula of running misleading ads because they showed images of public 
works projects in several cities that have not been completed. 


4. (U) The Parliamentary Inquiry (CPI) investigating the 

Sanguessugas corruption scandal (\"Bloodsuckers\") named twenty-sever 
more federal deputies as suspects 

Court to open investigations of them. (Note: The scandal centers on 
fraudulent legislation surrounding budget appropriations for 

ambulances and other municipal services. End note.) This brings the 
number of accused members of congress in this scandal to 99 

although the CPI has asked the Supreme Court to investigate 84. The 
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work of the CPI has been laudable 

documentary evidence 

news for the PT-led coalition 

the accused in the \"mensalao\" political bribery of the past year and 
the current \"bloodsuckers\" scandals have been members of the small 
mercenary parties that make up most of the government\'s ramshackle 
coalition. Nonetheless 

after a more than a year of sensational scandals that have decimated 
Lula\'s party and cabinet and roiled through the congress - that 

Lula\'s personal popularity with his base is substantially affected. 


5. (U) Comment: In a vast country united by one of the largest 
audiences of television viewers in the world 

is important 

after the beginning of television and radio campaign advertising it 
is too soon to see an impact. Current polling still shows Lula with 
a two to one advantage 

his ceiling. Seven weeks can be a long time in anyone\'s politics 
and Brazil is no exception. But in the current view of most 
analysts here 

campaign trail and in TV time to deny Lula a first round win on 
October 1 and shift the decision to a second round runoff on 
October 22. Alckmin must grow dramatically in the next three to 
four weeks 

rhetorically. 
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75440 
history and disaffection with Paraguay\'s current crop of 
politicians. 


CASON 
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interest in developing Oxy\'s Block 15 together with 
Petroecuador.\" The MOU reportedly calls for cooperation on 
the drilling 

understand that it does not specifically address Block 15. 


6. (SBU) Comment: Indications from the head of the 
hydrocarbons association in Ecuador (and our own perceptions) 
are that Pertamina is unlikely to become involved in Block 

15. Per the hydrocarbons expert 

resources for such a large investment 

so far from Indonesia. He believes the GOE statement was 
made to soothe Indonesian feelings after Petroecuador\'s 
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recent sale of crude oil went to private rather than 

state-run firms (Ecuador claims to favor state-run oil 

companies and has signed cooperation agreements with 
several). Although Embassy Quito believes Indonesian 
development of Block 15 is unlikely 

we recommend that Embassy Jakarta pass the reftel message to 
the Indonesian government . 


7. (SBU) Action Request: We request that Washington instruct 
Embassy Jakarta to demarche the Indonesian government using 
the talking points from Reftel para 6. End Action Request. 
JEWELL 
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opposition will sign a statement calling for the release of 
political prisoners. Independent journalist Albert Dubochet 
Hernandez provides a harrowing account of his past 12 months 
in a maximum-security prison. Veteran activist Elizardo 
Sanchez is out of commission 

problems. The political situation has sent a jolt of fear 

through the dissident community. End Summary. 


2. (C) Cardinal Jaime Ortega 

Cuba 

Arcos 

died of natural causes August 9. Journalists covered the 
event 

USINT COM and diplomats from Britain 

Republic 

present 

Vladimiro Roca and various \"Ladies in White.\" Plainclothes 
State Security agents and Communist militants were on standby 
outside 

uneventful 

not delving into his Revolutionary past or dissident 

activities 

least 

dissident community. Most of the pro-democracy activists 
left hurriedly after the service. 


3. (C) Cardinal Ortega 

quarters for recently praying for Fidel Castro\'s recovery 
performed the mass at the request of Roque 

fellow dissident Miguel Valdez Tamayo met with the Cardinal 
for three and a half hours on August 14. Roque tells us that 
discussion was combative 

if she were a USG official: \"If 

properties are returned 

Roque 

statement that the Church would oppose any US intervention in 
Cuba 
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OUTSPOKEN FERRER STILL FREE 


4. (S) As of August 17 

(protect) remained out of jail 

calling on Cubans not to cooperate with the regime (reftel 

A). Ferrer met with Laura Pollan 

Ladies in White 

up with a statement calling on the GOC to release political 
prisoners by a certain date (perhaps September 10 

before the Non-Aligned Movement starts its Havana meetings). 
Pollan seemed open to the idea and said she would raise the 
matter August 18 at the Ladies\' monthly tea at her house. 
Ferrer envisioned approaching other activists 

and possibly Roque. (Note: Pollan and Ferrer wrestled 
slightly over how exactly to define \"political prisoners\"; 
Pollan wants to avoid seeking the liberation of anyone with 
blood on his hands. End Note.) 


JOURNALIST RECOUNTS YEAR BEHIND BARS 


5. (C) Less than a fortnight after Albert Dubochet 
Hernandez\'s release from a maximum-security prison 
spent one year for crimes he says he did not commit 
independent journalist was back to his usual routine of 
visiting the USINT Internet center. Dubochet 

Press 

28 

for him 

his rural home in Artemisa 

Radio Marti and confirmed that a home-made bomb had exploded 
at the local People\'s Power office 

but no casualties. The following day 

officers arrived at his house 

him away. Six days later 

for resisting arrest and disrespect (of GOC officials). 
Dubochet says he offered no resistance and calls the 
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disrespect charge a fabrication. From August 5 
August 5 

prison and then at Quivican 

experience was not without its horrors. 


\"THE FOOD DOES NOT SUSTAIN LIFE\" 
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6. (C) Dubochet 

police through his investigative reporting on police 
aggression against dissidents. In 2001 

embarrassment by exposing the disappearance from a museum of 
a priceless 

was likely pilfered for private resale 

says that although prison food has improved in recent years 
\"It does not sustain human life 

packages from relatives to survive.\" Preventable ailments 
like beri-beri are common 

home to 150 men 

three times as wide. Violence is common 

unprovoked. \"There were two suicides at Quivican while | was 
there 

although daily showers are the norm. There is no library 
access and no sports gear. The TV is turned on at night 

50 packs of cigarettes will buy you a session with a visiting 
(female) prostitute 

drugs available are pills 

them 


\"SHOCK\" OVER HANDOVER OF POWER 


7. (C) Dubochet 

activities 

Quivican after inmates viewed the TV announcement on Fidel\'s 
temporarily handover of power. Hours later 

number of additional guards appeared at the prison 

with dogs. \"They carried out a thorough search. You could 

tell they were nervous.\" 


ELIZARDO SANCHEZ AILING 


8. (C) Dissident Gerardo Sanchez 

of the Cuban Commission for Human Rights and National 
Reconciliation 

convalescing outside of Havana and dealing with unspecified 
health problems. Gerardo hints that tobacco and alcohol have 
taken their toll. On the political situation 

describes the Cuban Government as \"paralyzed\" but says the 
people will accept Raul 

Regarding the opposition 

the dissidents is too much fear. There can never be a 

million people if there\'s not one first.\" 


PERVASIVE FEAR 


9. (C) Independent journalist Aimee Cabrera told us August 16 
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that there is \"major confusion\" surrounding the political 
situation. \"Everything seems to indicate that the Government 
wants no change. Among (independent) journalists 

fear of a new crackdown.\" Laura Pollan 

White 

told us August 17. \"Raul is a military repressor 

political animal 

of repression against the opposition 


COMMENT 


10. (C) Cardinal Ortega deserves some credit for performing 
the mass as a gesture to Cuba\'s activists 

a very public call for Fidel\'s recovery. On the other hand 
Arcos still had a level of prestige and respect in the GOC 
owing to his revolutionary credentials. A young Castro 
sister (either Emma or Augustina) visited Arcos\' widow last 
week. At a time of profound political uncertainty 

activists showed courage in attending the mass. We only wish 
this courage extended to bridge-building within the dissident 
community. This is precisely what Darsi Ferrer is trying to 
achieve 

activists 

PARMLY 
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is an issue that affects one company in particular". He expects a 
quick resolution and under Chilean law the GOC become will not get 
involved unless both parties request its participation. In the 
meantime 

supply of copper has gone idle with prospects for resuming 
operations not in sight. 

KELLY 
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Joaquin Morales Sola 

Nacion 

immediate and categorical 

Council for Argentine troops to participate in the peacekeeping 
force in Lebanon 

administration of foreign policy. 


\"The rejection contradicts the official discourse in the area of 
foreign policy 

for the Security Council to assume responsibility for peace or war 
in the world. 
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\"The first version among argentine officials was that the United 
States had pressed Kirchner to participate...Sources in Washington 
underlined that this pressure never existed and that Bush\'s 
diplomats never asked for anything 

Argentina would be doing. 


\"Brazil 
said that its troops were too occupied maintaining peace in Haiti. 


\"Obsessed with internal conquests (and fearful of being criticized 
by the ideological circles the president frequents) Kirchner 
preferred the fastest solution: say no to Kofi Annan and leave the 
world on its own to resolve its problems.\" 


- \"Hezbollah says it receives money from Argentina\" 


Silvia Pisani 
Nacion 
Hezbollah from Argentina.\\" 


\"The confirmation 

from Muafak Jammal 

person who has the high confidence of the group\'s leader 
Nasrallah. In fact 

terrorist islamic group who on July 12 

soldiers 

than 1200 dead. 


\"Money comes not only from the Muslim community in Argentina but 
also from Christian Lebanese committed to the effort for post-war 
reconstruction 


\"Jammal regretted the decision by Nestor Kirchner\'s government not 
to send peacekeeping troops to the border with Israel. \'l would 
like to Know why he took that path.\’ 


3. EDITORIALS 
- \"The Threat of Terrorism\" 


Leading \"Clarin\" editorializes (08/18) \"The plot uncovered in London 
to bring down ten planes with explosive liquids while in flight to 

the U.S. puts on maximum alert 

the world\'s large cities and airports. 


\"...the distribution of information indicates the existence of 
destructive capabilities in the hands of groups or persons with the 


intention of doing enormous harm. 


\"On the other hand 
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Madrid and London several years later lays out the characteristics 
of a threat for which modern societies do not yet have effective 
responses. 


\"In the first place 

insecurity as a factor which always exists in large gatherings of 
people. The plan...repeats the operating methods of fundamentalist 
groups which act as a network 

of the world and move with knowledge of the territory. 


\"In this framework 


only diminish and be reversed with good intelligence and without 
falling into the trap of adopting the same fear that terrorist 
methods attempt to establish.\" 


To see more Buenos Aires reporting 
classified website at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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program appears to be making progress. 


2. (U) POLINTERN witnessed first hand the poor state of 
Panama\'s public school infrastructure during her July 21 

visit to three Panama City elementary schools. The Ministry 
of Education (MOE) apportions funds to schools according to 
the number of students enrolled. Smaller schools therefore 
receive less money than larger ones. The schools visited 
suffered from cracked walls 

roofs that are rarely maintained 

school 

walls shed asbestos-like dust 

the dirt from which could easily be removed with soap and 
sponge 

services. Some schools eligible for re-painting jobs every 
few years were in the process of being painted. Classrooms in 
the schools visited were not air-conditioned; at best 
classrooms had ceiling fans to circulate the stifling air. 
Lighting was generally also poor 

summer time when temperatures and humidity are highest 
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teachers preferred to turn off the limited lighting so as to 

not further heat their already steamy classrooms. Generally 
the recreational areas and labs were not well equipped in the 
schools visited. The science classrooms POLINTERN visited 
lacked basic lab equipment 

was in disrepair. Library holdings appeared quite limited 
though reference books were available for research. 


3. (U) According to staff at the schools visited 

schools\' students come from humble families that lack the 
means to provide for the most basic necessities for their 
children. Some children went to school with shoes and clothes 
that they had outgrown while others faced health or learning 
disability issues. One principal confided that she had two 
students with confirmed cases of AIDS 

recently become an orphan. Students were often sick from 
stomach parasites 

confronted with evidence of such health problems often 
deflected administrators\’ concerns by asserting 

nothing 

able to afford eyeglasses 

purchase were available 

mandated by law to integrate special needs children 

are few qualified special education teachers. One school 
visited 

fourteen special needs children. 


4. (U) Adminsitrators at the schools visited complained that 

they received inadequate funds for the programs they were 
expected to implement. For example 

school lunch program 

needed to decide whether to provide their students less 

frequent 

something in order to be able to say 

Marquee programs 

of milk and access to the internet 

adequately resourced. Administrators acknowldeged that the 
MOE did deliver daily half-pints of milk to every student 

thereby ensuring a minimum consumption of calcium. The MOE\'s 
\"Connect Yourself to Knowledge\" internet access program aimed 
to equip every school with a fully-furnished computer room. 

Under the program 

received training 
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delivered to the schools visited. The GOP believed using 
technology would strengthen the education experience for all 
children. For exmaple 

lab with twenty-two workstations as part of the MOE\'s much 
touted digital age project \"Connect Yourself to Knowledge.\" 
In another school 

the school did not have power cords long enough to reach all 
workstations. 
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Democratic Revolutionary Party (PRD) into control of the 
Legislative Assembly (42 out of 78 legislative seats). 
Torrijos initially surrounded himself with young 

U.S. educated professionals like himself 

\"old guard\" supporters of former President Ernesto Perez 
Balladares (1994-99). Torrijos and those closest to him 
indicated that they intended to work closely with U.S. 
officials 

and investment. 


5. (SBU) In his September 1 

Torrijos clearly identified his government\'s principal 
priorities as sustainable economic development and poverty 
alleviation 

transparency 

Democratic Revolutionary Party (PRD) -- largely purged of 
its former anti-democratic 

holding an absolute majority in the Legislative Assembly 

-- have faced large challenges from the outset: a serious 
budget shortfall and tide of red ink left by the outgoing 
government; nationwide demonstrations against legislation 
to reform the nation\'s foundering retirement and medical 
system (the Social Security Fund); restoring public 
confidence in government institutions and the rule of law; 
completing the Free Trade Agreement negotiations with the 
United States; launching a more activist and \"coherent\" 
foreign policy (including closer relations with Western 
Europe and a review of Panama\'s relations with Taiwan and 
China); and a decision on how to proceed with Canal 
expansion 

The GOP has responded to the deficit with belt-tightening 
measures 

package in late January 2005. Legislation for the reform 

of the social security system was also approved in 
December 2005. 


6. (SBU) Anticipated pressures from a 
well-entrenched oligarchy have thwarted the Torrijos 
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administration\'s reform plans. Since taking office 
in 2004 

Noriega-era PRD \"dinosaurs\" and has placed many of 
them -- including Noriega\'s immediate family -- in 
positions of power and influence in his government. 
In June 

vice ministers to his cabinet. This latest 

cabinet change was the third round of personnel 
changes in two years for the Torrijos 

administration 

2006 reshuffle. The changes appear to be aimed 
at pleasing hard-line members of the PRD. 

More disturbing than changes within the Cabinet 
has been the Torrijos administration\'s push to 
remove leaders of independent regulatory 

bodies such as the Civil Aviation Authority 

and the Banking Superintendency. 


7. (SBU) After campaigning on a \"zero-corruption\" platform 
Torrijos launched a number of anti-corruption investigations 
and initiatives in the opening weeks of his administration. 
His most controversial action was the October 2004 removal 
and replacement of Supreme Court President Cesar Pereira 
Burgos 

Panama\'s politicized Supreme Court. 


8.(C) In a move contrary to his anti-corruption pledges 
however 

restoring some of the legislative immunities taken away 
by Panama\'s 2005 constitutional reforms. Senior GOP 
officials maintain privately that the Assembly extracted 
this decision from Torrijos in exchange for unanimous 
passage of the bill establishing the October 22 Canal 
Referendum. Nonetheless 

anti-corruption bona fides and raises serious questions 
about the future of Panama\'s anti-corruption efforts. 


9. (SBU) The Embassy currently supports good governance 
activities directed toward judicial reform 

education 

anti-corruption prosecutors\' institutional capacity. 

An important element of the Embassy\'s Good Governance 
initiative is its visa revocation program against corrupt 
public officials. Based on Embassy recommendations 
State Department in November 2005 revoked the visa of 
Supreme Court Justice Winston Spadafora for soliciting 
and accepting bribes related to cases before his court. 
Earlier 

the visa of former Maritime Authority Director Bertilda 
Garcia for selling Panamanian seafarer\'s licenses at 
inflated prices to unqualified individuals. 
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10. (SBU) A centerpiece of U.S.-Panamanian relations in 
recent years has been a steadily improving law enforcement 
and security relationship. Close bilateral cooperation with 
our Panamanian counterparts has yielded many successes 
including 

seizures 

maritime law enforcement relationship 

specialized units 

laundering and other illicit financial flows. 


11. (SBU) On May 16 

authorities knocked out a sophisticated multi-national 
drug cartel that smuggled tons of cocaine monthly 

to the U.S. Named Operation Twin Oceans 
multi-jurisdictional investigation targeted and 
effectively dismantled the Pablo Rayo-Montano drug 
trafficking organization. Rayo Montano 

a Colombian citizen 

more that 15 tons of cocaine per month from 
Colombia to the U.S. and Europe. Authorities arrested 
over 100 of his collaborators 

of cocaine and nearly US$70 million in assets in six 
countries. In Panama 

now under Public Ministry control. Using his real name 
Rayo Montano became a legal resident in Panama. What 
he could get away with and how local authorities 
continually turned a blind eye to his suspicious 
activities is a cautionary take for law enforcement 

in Panama. 


12. (SBU) While the USG\'s relationship with the Torrijos 
Administration has been positive 

done to solidify these gains and enhance the effectiveness 
of joint operations. Panama\'s law enforcement institutions 
remain weak and all suffer from a paucity of resources and 
limited professional capacity. The Embassy\'s Illicit 
Finance Task Force coordinates the anti-money laundering 
activity 

agencies and sections involved in this area. 


13. (SBU) Panama\'s former sovereignty sensitivities are 
slowly receding with recognition that the challenge of 
securing the Canal and Panama\'s borders requires a more 
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mature and collaborative bilateral relationship. Panama 
early on gave political support to the Coalition of the 

Willing. It signed and 

bilateral Article 98 Agreement. Related to Canal and border 
security 

accept mil-to-mil security training 

assistance 

nation Panamax naval exercise that centered on Canal 
defense. The GOP has welcomed Embassy initiatives to 
increase the number of Medical Readiness Exercises and 
other DOD humanitarian programs that provide much-needed 
assistance to rural Panamanians. During the 2005 New 
Horizons exercise 

U.S. military for constructing schools and clinics. 

Together 

side of the U.S. military and foster positive public 
perceptions of the USG. 


14. (C) Despite these positive efforts at security 
cooperation with the U.S. 

strengthen relations with Cuba. Torrijos has visited 
Havana twice since taking office. The GOP has eagerly 
backed the Cuban-Venezuelan Operacion Milagro and 
dropped visa restrictions on Cuban diplomats. 

President Martin Torrijos 

other cabinet members also appear to be eager 
proponents of further cooperation with Venezuela 

on energy. 


15. (SBU) Panamanian planning 

resources are generally well-regarded 

an attractive and vulnerable threat to terrorists. Continued 
U.S. training 

vulnerabilities to any potential terrorist attack. To 

protect water resources 

has committed to match dollar-for-dollar AID\'s three-year 
$2.5 million integrated watershed management program. 
Panama committed to a robust maritime security agenda 
which led to its timely adoption of the new International 
Maritime Organization (IMO) International Shipping and Port 
Security (ISPS) Code 

July 1 

agreement with the United States to support the 
Proliferation Security Initiative (PSI). Despite 

significant progress 

transit point for drug smugglers 

illicit arms merchants 
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heading north. 


16. (SBU) The GOP has sent strong signals that it intends to 
clamp down on what it calls abuses countenanced by previous 
governments in administering Panama\'s open ship registry and 
mariner identification documents. Panama\'s ship registry 
now is the world\'s largest and comprises around one-quarter 
of the world\'s ocean-going fleet (5 

vessels). About 13% of the U.S. merchandise trade transits 
the Canal each year. Panama\'s seafarer registry currently 
licenses over 264 

homeland security concerns 

intentions to greatly improve security and transparency in 
documenting ships and the crews that work on them. Panama 
has privatized and developed some former U.S. military 

ports and other related facilities. Port services grew 
dramatically from about 200 

early 1990s to 2 million by 2003. Panama now boasts the 
leading complex of port facilities in Latin America. We 

are actively discussing with GOP counterparts ways in which 
we can enhance maritime security through more robust 
information sharing. 


17. (SBU) During the past six years 

Authority (ACP) has proven itself an able administrator 
turning the Panama Canal into an efficient and profitable 
business. Since the 1999 handover 

average Canal transit times by one-third (from 36 hours 
to 24 hours) 

significantly 

and maintenance projects 

Cut to allow simultaneous two-way transits. During 

this time 

which in FY 2004 

The Government of Panama received $350 million from the 
Canal in FY 2005 (payments for government services 
and profits). 


18. (SBU) Canal expansion is a top priority for the Torrijos 
administration. The proposed $5.25 billion Canal expansion 
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project to construct a wider third set of locks is expected 
to take 8-10 years to complete. The GOP expects the 
project to be a transforming event for Panama that will 
provide jobs and set the tone economically for years to 
come. Given the driving forces of international shipping 
-- containerization 

mega-ships currently unable to traverse the Canal 
growing trade between East Asia and the U.S. eastern 
seaboard -- the expansion is central to maintaining the 
Canal\'s future viability. The expansion is expected to 
be financed through a combination of Canal revenues 
new user fees 

constitution requires a national referendum first be 
submitted to the Panamanian people for their approval. 
The referendum is scheduled for October 22 

opinion polls have consistently shown that a majority 

of Panamanians favor the proposal but a \"yes\" vote is 
not a sure thing. 


19. (C) Torrijos has tried to sell Canal expansion 

as a non-political \"matter of state 

lofty rhetoric the referendum in fact is an irreplaceable 
political vehicle for Torrijos to ensure the victory of 

the ruling Democratic Revolutionary Party (PRD) in the 
2009 election and to guarantee 

presidential aspirations of VP/Foreign Minister Samuel 
Lewis Navarro 

successor. Winning the referendum will position Torrijos 
to do both. 


20. (U) Panama\'s approximately $14 billion economy is based 
primarily on a well-developed services sector that accounts 
for roughly 80% of GDP. Services include the Panama Canal 
banking and financial services 

ports 

Panama also maintains one of the most liberalized trade 
regimes in the hemisphere. U.S. bilateral trade with Panama 
came to approximately $2.5 billion in 2005. U.S. exports 
were about $2.2 billion and imports were $327 million in 
2005. The stock of U.S. Foreign Direct Investment (FDI) in 
2002 was $20 billion. U.S. FDI is primarily concentrated in 
the financial and energy sectors. Per capita GDP is 

around $4 

However 

to result in meaningful changes in poverty (still at 40% 
overall) and vast income disparities. 
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21. (SBU) Former President Moscoso pushed to move forward 
quickly on a bilateral Free Trade Agreement (FTA). 
Negotiations began in April 2004; to date 

Panama have held nine negotiating rounds. The last round 
held January 10-13 

agreement because of Panamanian agricultural sensitivities 
surrounding sanitary and phytosanitary (SPS) issues. Panama 
also has a strong desire to increase its existing sugar 

quota. Pending further progress on SPS issues 

final) negotiating round has not been scheduled. The 

Torrijos administration views a bilateral FTA as imperative 

to attract investment 

competitive with the CAFTA countries. Jerry Wilson 

member of Panama\'s Legislative Assembly and its former 
President 

once negotiated and signed 


22. (C) Panama\'s Muslim Community of approximately 8 
persons 

the Gujarati Indians and Lebanese Arabs. The 2500 Gujaratis 
mainly live in Panama City and generally work in retail and 
used car businesses. The more prosperous Lebanese Arabs 
mainly live 50 miles from Panama City in the Caribbean port 
city of Colon. The Lebanese group overwhelmingly works in 
the export-import trade at the Colon Free Zone. Starting in 
2003-2004 

middle-aged businessmen who had traveled to the United 
States for many years -- began to experience problems at 
U.S. airports with visa cancellations. The Ambassador 
launched the Embassy\'s reconciliation effort to Panama\'s 
Muslims following public allegations -- including newspaper 
articles -- of abusive treatment at the hands of U.S. 
port-of-entry officials. Ambassador Eaton hosted dinners 

at his residence for both communities to mark important 
Muslim religious holidays in late 2005 and early 2006. 

Both events were mostly social in nature but recently 

the Colon Muslims have met with EmbOffs for frank discussions 
of the negative experiences they - and some of their 

family members - encountered while traveling through U.S. 
airports. 

EATON 
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for opposition candidate Manuel Rosales\' campaign. 
Curiously 

informal designation as Rosales\' running mate. (Note: In 
Venezuela 

not elected.) The changes also appeared to bring more Borges 
supporters into PJ leadership roles and eliminated the \"junta 
de conduccion 

2006 spat over internal elections (Reftel). Ocariz said 

Blyde was not leaving the party 

11 other party officials 


3. (U) After several days out of public view 

Blyde reappeared August 15 in a televised press conference 
and announced his supporters would not recognize the new PJ 
leadership. They will remain with the party 

participate 

campaign. Blyde was flanked by two PJ mayors--including 
popular Chacao Mayor Leopoldo Lopez--several PJ councilmen 
regional PJ leaders 

of supporters at Caracas\' Ateneo auditorium. Blyde linked 

his ouster to his months-long fight with Borges to hold 

internal elections (Reftel). He also questioned Borges\' 
strategy of presenting himself as the VP candidate 

highlighted the irony of Borges\' participatory stance in the 
December 3 elections compared to his attempts to squelch 
intra-party elections. 


4. (C) PJ board member Juan Carlos Caldera (Borges\' camp) 
told poloff August 16 that Blyde was really dismissed 

because he met with opposition presidential candidate Manuel 
Rosales 

services of his faction 

(Comment: Blyde supporter (and former PJ board member and 
National Assembly deputy) Liliana Ortega\'s statements to the 
press August 19 suggest this account might be at least 
partially true.) Caldera said once regional leaders heard 

about the betrayal 
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Borges faction\'s recommendation to have Blyde step down. In 
negotiations between the two sides 

Briquet was chosen as the new Secretary General. Caldera 
said the PJ board will meet the week of August 21 to prepare 
for the campaign. If the Blyde faction decides not to 
participate and continues its defiance 

dismissed from the party. 


Lose-Lose Strategy 
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5. (C) This latest skirmish between Blyde and Borges comes 
at a bad time for Primero Justicia and Rosales. While it is 
strongest in Caracas only 

from Venezuela\'s thin middle class 

party that has increased its vote share in the past couple of 
elections. Many have viewed the party as a break from the 
discredited old guard opposition parties like Accion 
Democratica and COPEI 

the Coordinadora Democratica coalition during the 2004 recall 
effort and unified opposition candidate slates since then 

had somewhat tarnished that image. Still 

popular local and national-level politicians 

as the unofficial Vice Presidential candidate the party 

stands to grow even more. 


6. (C) Because the power plays and Blyde\'s accusations 
against Borges are reminiscent of old guard politics 

may dampen support for Rosales among the critical undecided 
\"ni-ni\" voting group. Chavez 

dismissed Rosales as the choice of the \"Empire-backed elite 
is sure to capitalize on the rift as part of his electoral 
discourse. Caldera also told poloff the split has 

complicated Pu\'s efforts to set up regional campaign 
committees. For now 

PJ rift by incorporating members of both camps 

placing both Blyde and Briquet in charge of the youth 
campaign. 


7. (C) Personal squabbles and sectoral interests among the 
opposition are not new 

split detracts from the initial excitement generated by 

Rosales\' consensus candidacy can overcome them. Rosales\' 
temporary fix speaks to his conciliation skills 

simmering conflicts could be a distraction. The well-armed 
Chavez government can be expected to exploit these divisions 
as just old 
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40\") 

Oliveiro Guerrero (AKA \"Cuchillo\"). The analysts said these 
leaders are waiting for \"greater guarantees\" from the GOC on 
extradition and confinement conditions. They speculated 
however 
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themselves in due to fear of extradition. The AUC leaders 
know they are better off \"cleaning their slate\" by serving 
Justice and Peace Law alternative sentences. 


3. (C) A GOC official told us President Uribe is willing to 
extradite any paramilitary leader who refuses to turn himself 

in. In a security council meeting with GOC officials 

asked the agencies present if they had any information on AUC 
leaders returning to illicit activities. He said he would 

not hesitate to extradite them if that were the case. In 
particular 

Mario Jimenez (AKA \"Macaco\") 

to participate in narcotrafficking. 


4. (C) DIPOL analysts told us August 17 that the judicial 
police would escort the 38 para leaders--assuming all 
eventually turn themselves in--to the detention center in La 
Ceja 

analysts said Uribe was emphatic that La Ceja be recognized 
as \"dignified 

detention center is still being renovated 

rundown government convention center for several years. The 
Police will be in charge of security and the National 

Institute of Prisons and Penitentiaries (INPEC) will 
administer it. 


5. (C) Dipol said the GOC is considering asking the OAS and 
a respected NGO to report on the conditions of confinement to 
allay public concerns that La Ceja would be converted into a 
luxurious prison 

Pablo Escobar era. The NGO under consideration is Criminon 
which operates in 17 countries and was present at Ralito. 
Criminon addresses the issues of criminality and also 

provides training for correctional officers and program 
personnel. 


6. (C) For the estimated 2 
participating in the Justice and Peace Law 


place them in a detention center in Urra 

This detention center is currently being renovated. An El 
Tiempo article on August 16 said the detention center in Urra 
was a \"condominium\" complex where foreign engineers stayed 
while participating in the construction of a local 

hydroelectric plant. 
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IMPLICATIONS OF URIBE\'S ULTIMATUM 


7. (C) The same GOC official said Uribe\'s ultimatum 
helpful in pushing the peace process forward 

current and future peace processes. Paramilitary leaders 
could argue that they no longer trusted Uribe because of his 
\"abrupt\" ultimatum. Moreover 

prompt FARC and ELN leaders to think twice about entering 
into negotiations or signing agreements. 


8. (S) DIPOL analysts also raised this issue after listening 
to intercepted communications in which paramilitary leaders 
discussed their growing distrust of Uribe. Peace 
Commissioner Restrepo told the Ambassador on August 16 that 
Uribe\'s decision took the paramilitary leaders by surprise 
forcing him to travel to Medellin to \"calm them down.\" 

Still 

had succeeded in starting the lone-stalled justice phase of 
the para process. In this phase 

transferred to new actors. The new cast includes the 
Prosecutor General\'s Office 

Reparations Commission 

Commissioner\'s Office. 

WOOD 
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war\" against Ethiopia on Somali soil. Eritrean government 
officials dismissed the statement as a \"media report.\" 


DEPLOYMENT OF PEACE SUPPORT MISSION IS DISCUSSED 


5.(SBU) Fall noted that the UN Department of Peacekeeping 
Operations (DPKO) and the UN Department of Political Affairs 
(DPA) have maintained close coordination among the UN 
Political Office in Somalia (UNPOS) 

and Eritrea (UNMEE) 

developments in the region. The representative from Denmark 
noted that his delegation looked forward to receiving the 
AU/IGAD deployment plan based on the National Security and 
Stabilisation Plan (NSSP) that reflects the progress made 
during the Khartoum talks. 


6.(SBU) UK Ambassador Jones Parry said that the Somalia arms 
embargo has caused a dilemma because the TFG is the only 
legitimate government authority yet had no protection 
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capacities. UKUN circulated a draft resolution addressing 
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the modification of the arms embargo and imposition of 
targeted sanctions on violators of the embargo. Ambassador 
Sanders 

Effah-Apenteng of Ghana 

proposal to modify the arms embargo to allow equipment and 
forces that would be used for training and security purposes. 
The representatives from Greece 

Ghana agreed with the resolution\'s proposal to impose 
targeted sanctions on arms embargo violators. The 
representative from China suggested that the UNSC remain 
cautious in its attempts to modify the arms embargo. He 
noted that his delegation supports strengthening the embargo 
but that a strict embargo on all parties may hinder the peace 
process. Ambassador Parry pressed for a speedy adoption of 
the UNSCR and suggested holding an experts meeting as soon as 
possible to discuss the text. 


HUMANITARIAN AID MAY BE HINDERED BY UIC 


7.(SBU) Several UNSC Members 

and the representative of Argentina 

humanitarian aid relief in the area. SRSG Fall reminded the 
UNSC that 

would welcome UN assistance 

must be reviewed by the UIC under Islamic law. Fall pointed 
out that the spread of UIC authority has raised concerns 
about the treatment of women in the region 

could soon become a serious problem. Ambassador 
Effah-Apenteng of Ghana reiterated this concern and Fall 
responded by assuring him that several NGOs and women\'s 
groups intend to participate in the Khartoum talks. 


EFFAH-APENTENG STATEMENT ON FALL\'S RECOMMENDATIONS 


8.(SBU) Following the consultations 

Effah-Apenteng delivered remarks to the press 

Fall's recommendations for the UNSC to: (1) urge respect for 
the arms embargo (2) call for non-interference from other 
countries in Somali affairs (3) call on neighboring countries 

to refrain from \"provocative measures\" vis--vis Somalia (4) 
encourage the resumption of dialogue through the Arab 
League-sponsored peace talks in Khartoum. 


9.(SBU) BEGIN DRAFT TEXT: 

The Security Council 

Recalling its previous resolutions concerning the situation 
in Somalia 


1992 
stability in Somalia required that all Member States 
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immediately implement a general and complete embargo on all 
deliveries of weapons and military equipment to Somalia 
resolution 1356 (2001) of 19 June 2001 

specified exemptions 

2002 

related to the arms embargo 

President 

(S/PRST/2006/31) 


Reaffirming the importance of the sovereignty 
integrity 


Reiterating its support for the Special Representative of the 
Secretary-General 


SIPDIS 


Stressing the urgent need for all Somali leaders to take 
tangible steps to continue political dialogue 


Reiterating its commitment to a comprehensive and lasting 
settlement of the situation in Somalia through the 
Transitional Federal Charter 


Recognising the Transitional Federal Charter as the framework 
for restoring peace 

therefore expressing its support for the Transitional Federal 
Institutions\' continued work towards establishing effective 
national governance in Somalia 


Commending the efforts of the African Union 
Intergovernmental Authority on Development and the League of 
Arab States to promote peace and stability in Somalia 
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urging the parties in Somalia to work constructively with 
those efforts and to resume urgently the dialogue started in 
Khartoum on 22 June 


Taking note of the report of the Monitoring Group dated 5 
April 2006 

(S/2006/229 

resolution 1630 (2005) and the observations and 
recommendations contained therein 


Condemning the significant increase in the flow of weapons 
and ammunition supplies to and through Somalia 
constitutes a violation of the arms embargo and related 
measures and a serious threat to the Somali peace process 
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Reiterating its insistence that all Member States 
particular those in the region 

action in contravention of the arms embargo and related 
measures 

contraventions 

violators of the arms embargo and the related measures 
accountable 


Noting the adoption on 14 June 2006 of the National Security 
and Stabilisation Plan for Somalia by the Transitional 

Federal Government and the Transitional Federal Parliament 
and recognising that the adoption of a security plan is an 
important step towards providing a framework for establishing 
an effective security sector in Somalia 


Recognising the importance 

stability in Somalia and the wider region 

and inclusively selected national security forces 

accountable to the Transitional Federal Institutions 

the employment and under the command of a body approved by 
the Transitional Federal Institutions to assume 

responsibility for national security and policing 

security for the Transitional Federal Institutions 

accordance with an effective national security strategy 


Urging all parties in Somalia to firmly reject any violent 
extremist activity and deny safe haven to terrorists and 
their supporters in compliance with existing international 
obligations 


Determining that the situation in Somalia continues to 
constitute a threat to international peace and security in 
the region 


Acting under Chapter VII of the Charter of the United Nations 


1. Stresses the obligation of all Member States to comply 
fully with the measures imposed by resolution 733 (1992) 
particular paragraph 5 

1 and 2 of resolution 1425(2002); 


2. Decides that those individuals and entities designated 

by the Committee established pursuant to resolution 751 
(1992) of 24 April 1992 (hereinafter referred to as \"the 
Committee\") as acting in violation of the measures set out in 
paragraph 5 of resolution 733 (1992) and elaborated in 
paragraphs 1 and 2 of resolution 1425(2002) shall in the case 
of individuals be subject to the measures identified in 
subparagraphs (a) and (b) below 

to the measures in subparagraph (b) below; 
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(a) that all States shall take the necessary measures to 
prevent entry into or transit through their territories of 

all persons designated by the Committee pursuant to the above 
provision of this paragraph 

subparagraph shall oblige a State to refuse entry into its 
territory to its own nationals; 


(b) that all States shall immediately freeze the funds 
financial assets and economic resources that are on their 
territories at the date of adoption of this resolution or at 

any time thereafter 

or indirectly 

Committee pursuant to the above provisions of this paragraph 
or that are held by other entities 

controlled 

entities or by any other persons or entities acting on their 
behalf or at their direction 
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and decides further that all States shall ensure that no 
funds 

available directly or indirectly by their nationals or by any 
persons within their territories to 

such persons or entities; 


(c) that the measures imposed by subparagraph (a) above 
shall not apply where the Committee determines on a case by 
case basis that such travel is justified on the ground of 
humanitarian need 

the Committee concludes that an exemption would otherwise 
further the objectives of the Council's resolutions for the 
creation of peace and stability in Somalia and the region; 


(d) that the measures imposed by subparagraph (b) of this 
resolution do not apply to funds 
economic resources that: 


i. have been determined by relevant States to be necessary 
for basic expenses 

mortgage 

premiums 

reasonable professional fees and reimbursement of incurred 
expenses associated with the provision of legal services 
fees or service charges 

for routine holding or maintenance of frozen funds 

financial assets and economic resources 

by the relevant States to the Committee of the intention to 
authorize 
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financial assets and economic resources and in the absence of 
a negative decision by the Committee within two working days 
of such notification; 


ii. have been determined by relevant States to be necessary 
for extraordinary expenses 

has been notified by the relevant States to the Committee and 
has been approved by the Committee 


iii. have been determined by relevant States to be the 

subject of a judicial 

judgement 

and economic resources may be used to satisfy that lien or 
judgement provided that the lien or judgement was entered 
prior to the date of the present resolution 

benefit of a person or entity designated by the Committee 

and has been notified by the relevant States to the Committee; 


3. Expresses its readiness to terminate the measures 
imposed by paragraph 2 above on complete lifting of the 
measures imposed by paragraph 5 of resolution 733 (1992); 


4. Emphasises the need for an effective national security 
strategy 

sufficiently vetted and inclusively selected 

the Transitional Federal Institutions 

employment and under the command of a body approved by the 
Transitional Federal Institutions to assume responsibility 

for national security and policing; 


5. Emphasises further the need for a political process in 
Somalia which is ongoing 

with restoring governance and security through the 
Transitional Federal Institutions; 


6. Decides to amend the measures imposed by paragraph 5 of 
resolution 733 (1992) by allowing certain further exemptions 

for technical assistance to help develop security sector 
institutions 

4 and 5 above 

and additional technical assistance 

institutions once established; 


7. Decides that the exemptions described in paragraph 6 
above shall be considered on a case-by-case basis by the 
Committee 

and 5 above 

Committee concerning information required to support 
exemption requests and verification and monitoring 
arrangements for such equipment and assistance; 


Column 3 

8. Requests the Secretary-General to monitor progress 
towards achieving the principles set out in paragraphs 4 and 
5 above and report to the Security Council after thirty (30) 
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days 
the Council; 


9. Reaffirms its willingness 

Peace Support Mission (PSM) would contribute to peace and 
stability in Somalia 

particular one consistent with the principles set out in 
paragraphs 4 and 5 above 

plan from IGAD or the AU; 


10. Decides to remain seized of the matter. 


END DRAFT TEXT. 
BOLTON 
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recent press reports increasingly corroborate -- that he 

planned to institutionalize his protest movement following 

the electoral tribunal\'s expected certification of Felipe 

Calderon as President 

government\" that would seek to dog Calderon at every turn. 

The significance of this movement may well depend upon how 
the PRD responds to the challenge posed by AMLO\'s tactics and 
whether party pragmatists or AMLO partisans prevail. End 
summary. 


2. (C) This is the second in a two cable series on how 

leading Mexican analysts see the current political conflict 
evolving (ref A). Over the past week 

leading observers of the Mexican political scene 

of the CIDAC thinktank; freelance historian Alejandra Lajous 
the author of a book on Andres Manuel Lopez Obrador\'s (AMLO) 
tenure as Mexico City Mayor; and Carlos Casillas Ortega 
professor at Mexico\'s Anahuac and lberoamerican universities 
and an advisor to PRI Senator Enrique Jackson. They 
concurred that the current stalemate was to a large degree a 
function of AMLO\'s personality 

self-righteous way of thinking 

possibility of compromise 

guaranteed that he would never lack for a core of dedicated 
followers. 


Getting into AMLO\'s Head 
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3. (C) AMLO\'s biographer 

importance of understanding his personality as a prerequisite 
to understanding his political tactics. She described him as 
being insular in his views 

correctness 

critics. She had no doubt he truly believed he had been 
cheated out of an election victory 

fraud offered to date had been unconvincing. She believed 
that during the campaign 

probably kept him far removed from negative news during the 
campaign and that up until the election 

believe PRD-sponsored polls reportedly showing him as many as 
ten points ahead 

Felipe Calderon in a statistical dead-heat. She believed 

that he had made such a huge personal investment both in his 
presidential campaign and in the current protest movement 
that \"his emotional structure would never permit him to admit 
defeat.\" 


4. (C) Lajous warned that AMLO was extremely manipulative 
and willing to betray long time allies and supporters in 

order to advance \"his cause.\" She noted 

when AMLO first decided to ask his supporters to occupy 
Mexico City\'s Zocalo and Paseo de la Reforma at a July 29 
\"informational assembly 

Alejandro Encinas (PRD) of his plans until 15 minutes before 
he announced them publicly 

taking any measures to thwart him. Rubio told us that all 

last week 

presumably to discuss the protests. AMLO reportedly ignored 
Encinas\'s repeated entreaties 

Encinas who was paying by far the highest political price for 
AMLO\'s tactics. 


5. (C) Lajous said that AMLO\'s personal charisma should not 
be underestimated as a factor in maintaining his movement 
and she expected his hard-core supporters to stay with him 
until the bitter end. To illustrate his charisma 

the director of a television news program told her that 
whenever he sent a journalist to cover AMLO for an extended 
period during the campaign 

a \"believer 

AMLO. 
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The Shadow President-Elect 
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6. (C) Given AMLO\'s absolute conviction that he won the 
election -- and that his cause is the right cause for Mexico 

-- she sees little likelinood that he will stand down in the 

near future. She predicted he might try to position himself 

as a \"shadow president 

Los Pinos 

policies 

reforms. Indeed 

a \"shadow government;\" Casillas believes he would use such a 
ploy to undermine Calderon\'s initiatives at every turn. 


7. (C) Both Lajous and Rubio doubted that AMLO would 
initiate violence 

led other lengthy protest movements in the past 

always eschewed violence. Lajous noted 

whether or not AMLO sought to initiate violence 

mobilization of large numbers of supporters inevitably could 
produce violent confrontations with the authorities 

observation borne out by the subsequent clash between 
security forces and AMLO supporters outside the Congress (ref 
B). 


Taking It to the Streets 


8. (C) Both Rubio and Lajous concurred with the other 
analysts we have spoken to recently that many of the 
long-term protesters now on the streets are PRD \"clients\" 
such as unlicensed taxi drivers and members of radicalized 
unions. Rubio reported that GOM security officials had told 
him they had information indicating that among the more 
mainstream protesters were members of at least two radical 
groups 

Revolutionary Army (EPR). He added that there were rumors 
that Mexican oligarch Carlos Slim had paid protest organizers 
what amounted to protection money to ensure that his 
commercial interests would not be targeted. Both concurred 
that the encampments had become more of a media spectacle 
than an actual occupation 

unoccupied overnight 

alienated many of the moderates who had voted for him. 


A Party of Revolution or Evolution? 


9. (C) Rubio believed that the short-term future of AMLO\'s 
protest movement would depend in large measure on how the 
divisions within the PRD over his tactics played out. He 
explained that as a party 

whether it stood for revolution or institutionality; Lajous 
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contended that ironically 

members resent the radical tactics of defectors from the PRI 
for fear such tactics are undermining the credibility of 
Mexico\'s institutional left 

decades to establish. Rubio said that assuming the TEPJF 
certifies Calderon as President 

President Leonel Cota to decide the extent to which the PRD 
will continue to back AMLO in his long-term strategy of 
protests. Although the party as an institution had little to 
gain from such tactics 

AMLO and might find it difficult to distance himself. 


The Road Ahead 


10. (C) Rubio opined that although Calderon would likely 
face a very difficult scenario upon taking office 

situation was salvageable. He said that the most important 
early action for Calderon would be to choose a very 
competent 

one focused on \"hard-core\" PANistas 

would pressure him to do. In addition to sending a signal of 
conciliation 

contribute significantly to Mexico\'s governability and 
undermine expected PRD efforts at obstructionism. For her 
part 

doing 

focusing the Mexican political debate on the twin issues of 
poverty and inequality 

head-on. 


Comment: Partisans vs. Pragmatists 
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11. (C) The implication of Lajous\'s and Rubio\'s analysis is 
that AMLO\"s future strategy is predictable: fueled by a 
sense of injustice -- even if ill-founded -- and buttressed 

by acore of true believers 

down his campaign of protests any time soon. Yet while 
AMLO\'s strategy may be a constant 

party\'s response. AMLO has done a surprisingly good job of 
maintaining unity to date 

tactics are taking a considerable toll on the party. Most 
analysts suspect there are significant internal differences 
within the PRD over his tactics 

party should continue to support them. Once the electoral 
tribunal issues its final ruling 
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amplified 

from those of PRD office holders. It remains to be seen 
whether even a political operator as skilled as AMLO is 
capable of ensuring that all eyes in the PRD remain focused 
on the same prize. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
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These are both positive developments. END SUMMARY. 


2. High-ranking participants included Vice President Laura 
Chinchilla 

Public Security Fernando Berrocal 

Francisco Dall\'Anese. Participation was active and 
constructive. Opportunities for informal contact abounded 
and many participants commented that 

crisis 

group of Costa Rican officials working together on a 
multi-day 

frequently commented on the usefulness of the methodology 
presented by the CHDS facilitators. On the final day 
working groups provided presentations of their results and 
findings to Rodrigo Arias 

advisor to President Oscar Arias. 


3. In the wake of the seminar 

requests for copies of presentations by the working groups 
and by the facilitators. For example 

Alpizar told us he needed the information as part of a 

planning document the Minister of Public Security has been 
tasked to develop for President Arias. This is a direct 

result of the seminar. In another case 

Justice Ferraro requested specific presentations in order to 
refine a planning document for the Costa Rican prison system. 


COMMENT 

4. Aside from the progress made in advancing Costa Rica\'s 
strategic thinking in the area of democratic security 

seminar produced a number of concrete benefits in terms of 
relationship building. Perhaps most important was the 

opportunity Minister Berrocal had to engage with SOUTHCOM 
personnel. One result was progress made toward Costa Rican 
participation in the State Partnership program. Another 

result was a more nuanced understanding of SOUTHCOM and the 
U.S. military\'s role in regional security. Minister Berrocal 
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is now so inclined to work with SOUTHCOM that he intends to 
reduce the amount of time he spends in Washington during a 
planned October visit in order to allow more time to visit 
SOUTHCOM HQ in Miami. We view the speed with which the 
Minister seemed to shed the typical Costa Rican \"allergic 
reaction\" to all things military as a very positive sign for 

the new government. Our follow up will be essential 

however 
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firmly believes that security issues belong in APEC 

what Malikail describes as the Chinese raising the 
transaction costs of considering security issues within APEC. 


Canadian Response to U.S. Priorities 


3. (C) The Canadians said that the GOC and USG are working 
together on Technology Choice 

supported the previous draft. The GOC shares USG interest in 
trade facilitation and single windows. In general 

supports IPR model guidelines 

not sure of the Canadian position on the most recent draft 
USG guidelines. 


4. (C) The Canadians noted the workshop set for November to 
exchange risk assessment best practices to mitigate terrorist 
threats to the food supply 

information on to all interested parties in the GOC. They 

hope that the GOC will be able to participate 

for the agenda and logistics as soon as they are available. 


5. (C) The GOC supports all USG initiatives in the Counter 
Terrorism Task Force (CTTF) 

that the GOC and USG are working well together. They 
appreciated USG support for GOC counter-terrorism initiatives 
in the past. The GOC supports another two-year extension of 
the CTTF\'s mandate 

representatives get together at the beginning of SOM 3 in 
Danang to discuss strategy. Malikail also mentioned that the 
GOC recommends the Mexican delegate as the CTTF\'s new chair 
based on his knowledge 

and seniority. The Canadians suspect that the USG is not 
convinced that this is the correct choice 

past Mexico\'s Economic Agency avoided including security 
issues in APEC in order to keep Mexico\'s Foreign Affairs out 
of the discussion. Malikail said that Canada is open to U.S. 
suggestions on nominees and mentioned that they have heard 
that the USG is looking at the Korean and Indonesian 
delegates. Basically 
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competent leadership. 


6. (C) The GOC \"emphatically supports\" appointing a 
Q6. (C) The GOC \"emphatically supports\" appointing a 
professional Executive Director at the APEC secretariat; in 
fact 

appointment a few years ago. She suggested that Australia 
also supports the idea and is scheduled to be next year\'s 
host (and therefore responsible for appointing the Executive 
Director for that year under the current system.) 


Canadian Priorities 


7. (C) The GOC\'s two top counter-terrorism objectives are 
for rail and mass transit security and cross border business 
resumption planning. On cross-border business resumption 
the GOC will recirculate a revised draft. Our interlocutors 
mentioned that this initiative may end up rolled into the 

broader Emergency Preparedness Point of Contact list. On the 
GOC\'s rail and mass transit security objective 

mentioned that they had originally hoped to send out 
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questionnaires to determine current best practices and then 
discuss these best practices at a workshop. However 

would not participate. Malikail conjectured that the PRC is 
unwilling to give public answers about their very poor rail 
security 

sensitive on the subject. The GOC intends to instead propose 
a capacity building workshop with no input required from 
participants 

to Malikail 

co-hosted with China was quite successful. 


8. (C) The GOC has two major objectives in health security: 
avian influenza (mentioned in the Leaders\' statement) and 
HIV/AIDS. The GOC\'s top trade initiative is improvement and 
implementation of model measures. The final top priority 
which the Canadians listed is Private Sector Development; for 
example 

for small businesses to navigate. Malikail mentioned that 
Canada is also increasingly using private sector development 
for development assistance. 


9. (C) Malikail explained that in the wake of the G8 
meetings 

still-outstanding G-8 items in the APEC meetings 

including energy-related G-8 initiatives. When asked about 


Column 3 

the future of GOC APEC policies under Prime Minister Harper\'s 
new Conservative government 

too soon to tell if there would be changes to the GOC 

approach. Prime Minister Harper is scheduled to go to the 
Hanoi summit. At SOM 3 

Economic Policy DG Drew Fagan. DFAIT\'s five-person APEC team 
will include Karen Garner and Patricia Malikail. Christopher 
Burton will soon be entering Japanese language training prior 

to a posting at the Canadian Embassy in Tokyo 

2008. 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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and international law. The GOCR expects the decision will 
improve relations with moderate Arab states. The sudden 
timing took many by surprise. FM Stagno informed a stunned 
Israeli charge of the move the evening of August 15 

stressing that Arias himself had made the decision 

entire GOCR concurred. Stagno also asked the Israelis to 
inform the USG; the newly-arrived Israeli Amb-designate 
briefed Ambassador Langdale. Stagno subsequently insisted to 
the Ambassador on August 17 that the GOCR really was waiting 
for the right moment 

Saca in El Salvador 

violence in Lebanon was over. We suspect that the decision 

to move the Embassy was timed more to Arias 

than to anything else 

for Don Oscar to burnish his involvement in global issues. 

Arias could employ his stature more effectively in this 
hemisphere 

him in that direction. END SUMMARY. 


2. (U) Costa Rican President Oscar Arias used a special 
August 16 public cabinet session marking his 

administration 

explain his government 

embassy in Israel from Jerusalem to Tel Aviv. Arias couched 
the decision as consistent with Costa Rica 

UN resolutions and international law 

\"historical error\" (the move of the GOCR embassy to Jerusalem 
in 1982) which had \"damaged\" Costa Rica internationally and 
\"deprived\" Costa Rica of wider \"friendship with the Arab 
world.\" The President stressed that the decision was not 
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intended to insult Israel 

but rather to confirm to international law and expand Costa 
Rican relations with as many nations as possible. After the 
ceremonial cabinet session 

. .aS a small country which bases its foreign policy on 
international law and human rights 

with UNSC resolutions.\" He blamed himself for not moving the 
embassy during his first administration 

he did not want to \"open another front\" during the Central 
American peace process. 


3. (U) The MFA 

on the basis of UNGA and UNSC resolutions dating back to 
1947 

Costa Rican diplomats around the world) concluded (informal 
translation): 


\"This decision was necessary in light of Costa Rica 
historic attachment to international law 
in light of: 


-- the legality of UNSC resolutions; 

-- the inadmissibility of seizing territory by force; 

-- the applicability of the Fourth Geneva Convention and 
other basic principles protecting human rights; 

-- the illegality of administrative measures taken to modify 
the legal status of Jerusalem contrary to UNSC resolutions; 
-- the need to preserve the special status of Jerusalem; and 
-- the need to wait for the final determination of the status 
of Jerusalem.\" 


4. (C) Although the GOCR had been preparing for this 
decision for some time (as evidenced by how swiftly the MFA 
issued its detailed legal brief) 

decision took many 

told Pol/C and Poloffs on August 16 that \"Don Oscar\" himself 
had made the decision 


5. (C) How the Israelis themselves were informed by the GOCR 

is illustrative. Amb.-designate Ehud Eitam called on 

Ambassador Langdale the evening of August 15 to explain (Ref 
A). Eitam said his Charge had been summoned by FonMin Bruno 
Stagno a few hours earlier 

the Charge that Arias himself had made the decision 

the \"entire\" GOCR agreed. Costa Rica had \"paid dearly\" with 
the Arab world for having its embassy in Jerusalem 

continued 
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August 16. Eitam said that his Charge 

the \"very bad\" timing of the decision 

hours after a fragile calm had begun in south Lebanon. Costa 
Rica seemed to be punishing Israel just as it was pursuing 
peace. Stagno countered that the GOCR had planned to move 
the Embassy for some time; this was in fact part of Arias 
election platform. Costa Rica in fact had waited until the 
Hezballah-lsraeli violence was over 

GOI advance notice. According to Eitam 

the Israelis to inform the U.S. 


6. (C) Eitam called the GOCR decision \"very grave.\" 
Hezbollah would claim the Embassy move as a victory 

it appear to be a \"prize for terrorism.\" He said the Israeli 
Embassy had expected the GOCR decision at some point in the 
future 

timing. The GOI had just expressed support for Costa Rica 
seat on the UNSC in 2008 

community had backed Arias 

Shimon Peres proved fruitless. Arias reportedly told Peres 

he \"could not back out\" of his campaign pledge 

Eitam. The GOI now feared that El Salvador 

remaining embassy in Jerusalem 

under enormous pressure to follow suite and move to Tel Aviv 
(Ref B). 


7. (C) FM Stagno maintained to the Ambassador on August 17 
that there had been no meaningful international blowback from 
the GOCR 

decision 

Stagno insisted the GOCR really was waiting for the right 
moment 

Salvador 

Lebanon was over. The government had briefed the legislative 
assembly 

avoid a potential constitutional challenge from the 

legislature 

faction leaders the evening of August 15 to advise them of 

his decision.) The Ambassador stressed USG concern with how 
the GOCR handled the decision and especially with the lack of 
prior consultation 

involvement in brokering the cessation of hostilities and 
UNSCR 1701. He urged Stagno and the GOCR to work more 
closely with the USG on issues of strong mutual interest. 


COMMENT 


8. (C) We suspect that the decision to move the Embassy was 
timed more to Arias 
This was an \"easy\" executive branch decision he could add to 
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his (short) list of achievements thus far 

another opportunity for Don Oscar to remain involved in 
global issues. Arias 

and defense of international law would be employed more 
effectively in this hemisphere 

Cuba. We will continue to nudge him in that direction. 
FRISBIE 


75458 

Kazakhstani participation in a Provincial Reconstruction 
Team (PRT). Tokayev termed the idea of accepting the 
transfer of Kazakhstani citizens from Guantanamo as \"still 
controversial 

eventually accept their return. Tokayev also committed to 
look into the idea of a reciprocal extension of the length 

of visa validity 

the IAEA Additional Protocol. Discussion of Kazakhstan\'s 
CiO bid reported reftel. End summary. 


Guantanamo Detainees \"Still Controversial\" 


2. (SBU) Ambassador Ordway opened the August 17 discussion 
by reiterating USG desire and readiness to transfer three 
Kazakhstani Guantanamo detainees back to Kazakhstan. 
Tokayev replied that he had just received a report from 

the MFA\'s Consular Services Department on the issue 
was now awaiting a briefing on a recent Ambassador 
Saudabayev / Assistant Secretary Boucher conversation on 
the topic. Then 

The idea of accepting the detainees was \"still 
controversial\" in certain parts of the government 

said. One issue 

guaranteeing that the detainees would not engage in future 
terrorist acts. \"We have no services to monitor the men 
he explained. 


3. (SBU) Ambassador Ordway told Tokayev that 
understood Kazakhstan\'s caution on the issue 

country \"has a fundamental obligation to receive its own 
citizens.\" Tokayev acknowledged the point 

that 

take them back.\" 


Visa Reciprocity 


4. (SBU) Ambassador Ordway briefed Tokayev on recent 
Embassy discussions with lower levels of the MFA on the 
possibility of reciprocally lengthening the validity of 

tourist visas. Lengthening the term of a visitor\'s visa 


Column 3 

to three years would save Kazakhstani citizens time and 
money lost in multiple trips to the Embassy consular 
section 

ties between the two countries. Tokayev identified a 
potential complexity in the reciprocity negotiations -- a 
Kazakhstani visa 

for entry into Kazakhstan but also defines the allowed 
length of stay - but granted that he would \"try to do 
something\" to advance the issue. 


IAEA Additional Protocol 


5. (SBU) Ambassador Ordway then asked Tokayev to 
investigate the possibility of Kazakhstan ratifying the 
International Atomic Energy Agency (IAEA) Additional 
Protocol. Doing so 

and would be a logical extension to Kazakhstan\'s 
significant achievements in the non-proliferation domain. 
Tokayev professed not to fully understand the issue 
mused that Kazakhstan\'s failure to ratify to date might be 
due to a \"problem with additional inspections.\" He told 
the Ambassador that he would look into the issue. 
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guaranteeing that the detainees would not engage in future 
terrorist acts. \"We have no services to monitor the men 
he explained. 


3. (SBU) Ambassador Ordway told Tokayev that 
understood Kazakhstan\'s caution on the issue 

country \"has a fundamental obligation to receive its own 
citizens.\" Tokayev acknowledged the point 

that 

take them back.\" 


Visa Reciprocity 


4. (SBU) Ambassador Ordway briefed Tokayev on recent 
Embassy discussions with lower levels of the MFA on the 
possibility of reciprocally lengthening the validity of 

tourist visas. Lengthening the term of a visitor\'s visa 

to three years would save Kazakhstani citizens time and 
money lost in multiple trips to the Embassy consular 
section 

ties between the two countries. Tokayev identified a 
potential complexity in the reciprocity negotiations -- a 
Kazakhstani visa 

for entry into Kazakhstan but also defines the allowed 
length of stay - but granted that he would \"try to do 
something\" to advance the issue. 


IAEA Additional Protocol 


5. (SBU) Ambassador Ordway then asked Tokayev to 
investigate the possibility of Kazakhstan ratifying the 
International Atomic Energy Agency (IAEA) Additional 
Protocol. Doing so 

and would be a logical extension to Kazakhstan\'s 
significant achievements in the non-proliferation domain. 
Tokayev professed not to fully understand the issue 
mused that Kazakhstan\'s failure to ratify to date might be 
due to a \"problem with additional inspections.\" He told 
the Ambassador that he would look into the issue. 
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international system. In his sermon 

trace a thread of anti-Muslim sentiment in Western actions 
dating back to the end of World War II and the founding of 
the United Nations. 


WESTERN POWERS ATTEMPT TO END WAR THROUGH INTERNATI 


Column 3 
ORGANIZATION 


2. (U) In his analysis 

\"when the World War came to an end 

the pain and destruction caused by wars 

convinced that there can be no progress 

development and prosperity that the people aspire to while 
guns and cannons are being fired. No home can produce a 
scientist while it is witnessing wailing as some of its 
members are being killed. At this point 

\"their wise men called for the establishment of 
organizations 

strove to lay down treaties 

guarantee for those who join them 

and war by neighbors.\" 


MUSLIMS JOIN INTERNATIONAL ORGANIZATIONS BUT ARE MADE T 
VICTIMS OF THE WEST\'S CONFLICTS 


3. (C) Then 

the Western nations used the international organizations they 
developed to avert conflict among themselves by burying their 
historical tensions in joint domination of the Muslim World. 
\"Many Arab and Muslim countries joined these organizations 
and commissions that many thought were seeking to achieve 
security and stability. These countries sought to join in 

the realization of mankind\'s security and progress. 

...(But 

following the establishment of those organization and 
commissions does not need a lot of contemplation to realize 
that injustice did not decrease after that 

and wars stop. But the only change was that there was a 
change in the geographical location. The West moved to the 
East and colonized the Arab and Muslim countries. Hence 
these institutions\’ attitude toward the Muslims\' issues were 
not only that of a mere onlooker but they played the role of 
justifying the crime. A few cases of positive interventions 
might take place but after it was too late and after creating 

a new fait accompli that served the influential countries.\" 


HUMAN RIGHTS NOT ACCORDED TO MUSLIMS 


4. (C) The imam proceeded with a direct charge of hypocrisy: 
\"Much as the institutions in the West theorize about human 
rights and expand the concept of justice and equality 

results are opposite in the Muslim countries 

an inverse relation between the Western theorization and the 
actual reality of the East. The gap cannot be bridged 
between the principles of the Western peoples which they are 
proud of and the stances of their governments toward Muslim 
causes. \" 


Column 3 
WESTERN INTEREST IS TO CURRY FAVOR OF MUSLIMS 


5. (U) Al Talib then questioned why the West is hostile to 
the Muslim countries. \"It is in the interest of Western 
governments 

their number exceeds one billion and their countries have 
most of the natural resources and fuel of the world. The 
Muslim countries are at the intersection of air 

routes. Furthermore 

have contributed significantly in the Western universities 
research centers 

interested in peaceful coexistence with others. 
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THE \"FEW\" ARE THE CULPRITS FOR THIS HOSTILITY. 


6. (C) The imam found the cause for this inexplicable 
behavior by the West in the actions of the usual 
culprits--Jews and anti-Muslim 

all the factors 

disregarded and they support the Muslim\'s enemies who 
occupied their lands and displaced their people. The enemies 
are just a few millions. The Western countries have 
preferred to please the few at the expense of the great 
resentment of the vast majority of people. They have gained 
the enmity of the millions for the sake of the few 

and do not give and seek to benefit themselves more than 
benefiting others and they look down on all other races.\" 


THE \"FEW\" INSPIRING RELIGIOUS WAR ON MUSLIMS 


7. (C) Al Talib can only find one reason for this irrational 
hostility against Muslims--religious animosity. He told the 
worshipers: \"If these few 

their favor 

stance would have been acceptable and reasonable 
contemplate on this equation by the Western governments we 
will see that it is not based on the Western countries\' 

interest except if the intention was motivated by religion or 
creed. Many Westerners have stated this and have shown that 
these people have a history marked with old enmity and a 
series of campaigns and wars.\" 


IMAM DIRECTS CRITICISM AT U.S. 


8. (U) Then al Talib condemned the behavior of the United 
States and Britain 
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influential governments in the world which have not succeeded 
in achieving anything recently except making more enemies and 
creating more hatred toward them. ...(T)heir strength and 
might will not save them when the situation starts boiling.\" 

He dismissed the arguments of the Western intelligentsia 
which questions \"How can the West be hated when their 
intellectual centers seek to promote human rights 

justice and equality 

discrimination and preach tolerant democracy? These 
theoreticians 

of their meetings and researches reach us here in the East by 
force 


IMAM WARNS PEOPLE IN THE WEST WILL BE HELD RESPONSIBLE 
THEIR GOVERNMENTS\' POLICIES 


9. (U) He condemned the use of the veto in international 
institutions against Muslim interests. \"You must know 

said 

\"that the problem is in the double standard 

injustices and supporting the wrongdoer.\" He concluded by 
urging people in Western countries to change their biased 
attitude toward Muslim issues by changing their leaders and 
governments through the ballot box. \"Otherwise 
\"everybody will be considered a partner in these acts and 
responsible for their consequences.\" 


FROM MEDINA: MUSLIMS SUFFER A CENTURY OF TRIBULATIONS 


10. (C) Outrage and anger also suffused the sermon of Sheikh 
Hussein Al-Sheikh 

last Friday. Al-Sheikh told his congregation that \"for one 
century 

facing aggression and brutality without any consideration for 
human rights 

either at the hands of the Zionists or other aggressors. The 
Ummah has been searching for the solutions that will raise 
them from disgrace 

victory 


DEGRADED STATE MAY BE CORRECTED BY RETURNING TO RELIG 


11. (C) The imam\'s solution to the inferior state of the 

Ummah was to \"return to the teachings of the Holy Qur\'an and 
the Sunnah of the Prophet. Through these they will be able 

to pinpoint the real causes of their deterioration. 

Furthermore 

Sunnah that they will find the real recipe for changing their 
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lives and conditions.\" His admonition continued with the 
caution that the resurrection of the Ummah will only be 
achieved if \"they observe real obedience to their Creator and 
His Prophet and sincerely follow them in every small and big 
matter.\" COMMENT: In addition to a call for unity in the 
face of a hostile world 

dictates of the religious authorities strengthens the 

position of the conservative elements against advocates of 
reform and toleration. END COMMENT. 


NO REPORT FROM EASTERN PROVINCE 


12. (U) No mosque report was received from the Eastern 
Province this week. 
Gfoeller 
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rein in Hizballah 

ministers into agreeing to the 8/16 cabinet decision on 
deployment of the Lebanese Armed Forces (LAF) to the south 
even though part of the decision went beyond Nasrallah\'s \"red 
lines.\" Nasrallah and Berri 

certain \"red lines 

and no international soldiers along the Syrian-Lebanese 
border. Khalifeh claimed his own small victory 

his tour of the south restored GOL control to hospitals and 
clinics that Hizballah had tried to occupy. Citing health 
records and anecdotal evidence 

300-400 Hizballah fighters had been killed. He gave a 
gruesome account of wounded Hizballah fighters who emerged 
from underground bunkers after the Israelis pulled back. No 
fan of Hizballah 

atmosphere\" would die down and that the people of the south 
would soon sober up to the losses they suffered because of a 
conflict Hizballah provoked. But 

of Israel and the United States is prevelant everywhere in 

the south 


NASRALLAH 


2. (S/NF) Asking to receive the Ambassador at his home 
(away from media and his staff) 

cabinet ministers loyal to Berri -- claimed that Berri and 
Nasrallah are not currently speaking to each other. 
Khalifeh 

too deferential to Nasrallah (allowing 

be swallowed up by Hizballah) 
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turn of events. With whispered gusto as the TV blared to 
interfere with any listening devices 

Berri-Nasrallah spat stems from two developments. First 
Berri was furious by Nasrallah\'s 8/14 \"victory speech 
which Nasrallah \"acted like he thought he was bigger than 
Salahaddin 


HIZBALLAH DEFINES RED LINES 
FOR CABINET DECISION 


3. (S/NF) Second 

the Shia cabinet ministers into approving the 8/16 cabinet 
decision that deployed the LAF to the south. The decision 
Khalifeh explained 

Khalifeh said that Nasallah 

Berri that Hizballah was prepared to concur with the LAF 
deployment to the south and would permit the LAF to 
confiscate any weapons it stumbled across. But Hizballah was 
not prepared to turn over its fixed positions to the LAF. 
Most important 

certain parts of south Lebanon would remain off limits to the 
LAF and thus effectively off-limits to the beefed-up UNIFIL. 


4. (S/NF) Berri 

fixed positions issue 

given that the Israelis knew where the fixed positions were 
and had so damaged them 

for Hizballah. But Nasrallah would not budge on 
maintainining \"no-go\" areas in the south. Berri and Siniora 
meanwhile 

go anywhere in the country 

be off limits to the LAF. Berri took particular offense by 
Nasrallah\'s assertion that the national army would have to 
defer to Hizballah even in a cabinet statement. Berri told 
Siniora not to worry 

deployment decree unanimously 

eliminated. 


USING A DIFFERENT MESSENGER 
TO FOOL HIZBALLAH MINISTERS 
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5. (S/NF) During the cabinet meeting 

Minister of Agriculture Talal Sahali. (Lebanon\'s cabinet 
sessions are constantly interrupted by calls to the ministers 
from the political bosses -- Saad Hariri calling Siniora 
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Walid Jumblatt calling Marwan Hamadeh 

Sahali to vote yes for the measure and to tell Khalifeh and 
Foreign Affairs Minister Salloukh to do the same. Given the 
close coordination between Berri and Nasrallah throughout 
this crisis 

to mean that Nasrallah was on board 

quickly and without debate 

Fneish concurring. (Indeed 

that they were amazed at how uneventful the 8/16 cabinet 
meeting was 

breakdown over the deployment details only a few days 
earlier.) 


6. (S/NF) Later 

decision and exploded. When the Hizballah ministers 
confronted Berri 

Khalifeh to pass messages to the Shia ministers -- a true 
assertion -- when there has been an Amal-Hizballah agreement 
on something. The Hizballah ministers should have realized 
that something coming from Sahali is of a different nature. 
Had they checked 

them to vote yes. Not willing to split the cabinet or the 

Shia solidarity or admit that they\'d been fooled into 
approving something without checking with their master 
Hizballah ministers -- and Nasrallah -- begrudingly accepted 
the cabinet decision. 


BUT BERRI AND NASRALLAH 
MAINTAIN SOME COMMON RED LINES 


7. (S/NF) The Ambassador asked Khalifeh if he thought there 
was some unwritten understanding that 

received the right from the cabinet to go anywhere 

the LAF would not push. Khalifeh said that he expected that 
would be the case at first 

and stronger 

everywhere 

Khalifeh whether Berri and Nasrallah 

spat 

of UNSCR 1701. \"Absolutely 

fingers to tip off a list: \"Nothing that looks or smells 

like NATO 

Second 

Chapter VII. Third 

Syrian-Lebanese border. 


8. (S/NF) Accepting any of these conditions 

would be akin to Lebanon throwing itself back into a mandate 
status. \"We become Iraq 

The Ambassador 
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with Khalifeh the unambiguous paragraphs on arms smuggling 
and border controls 

obligations. Moreover 

has a real interest in seeing that Hizballah cannot resupply 
its arsenals. Khalifeh argued that Lebanon must do the 
border controls 

foreign troops. The Ambassador cautioned Khalifeh that the 
air and sea blockade on Lebanon will continue until the 
international community has confidence that border controls 
are being improved 

UNIFIL\'s help 

that 

Ambassador tried to make the point that tightened border 
controls with international assistance strengthened the 

state 


HOPING THE SOUTH SOBERS UP 
ANTI-AMERICANISM ON THE RISE 


9. (C/NF) Changing the subject 

saw on his two-day tour of southern Lebanon. The destruction 
in some villages 

the civil war.\" He thought that 

sinks in 

and start questioning the Hizballah policies that provoked 

the Israeli wrath. In the long term 

will suffer. But he said that he found the hatred of the 

United States and Israel to be very high. \"The people think 
you are as guilty as Israel 
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of even Christian villagers blaming the United States for 
providing cluster bombs and political support for what is 
seen as indiscriminate targetting of civilians. They may get 
around to blaming Hizballah -- \"let\'s hope they do\" -- but 
that doesn\'t mean that their hatred for the United States and 
Israel will drop 


COUNTING THE DEAD -- 
HIZBALLAH LOSES 300-400 FIGHTERS 


10. (S/NF) The Ambassador 

infrastructure damage appeared to be exaggerated for 

political reasons 

Khalifeh said that there were somewhere between 850 and 875 
bodies identified and claimed. In addition 

approximately 300 corpses in mass graves or in hospital 
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morgues that had not been identified or claimed. Those in 
graves were photographed 

in case people seek missing relatives. Some of those were 
probably Hizballah fighters that Hizballah does not want to 
publicly acknowledge 

also elderly and in some cases entire families. In addition 
he said 

Hizballah had independently buried about 100 of its fighters 
out of sight 


11. (S/NF) Going through a complicated accounting process 
of whom Hizballah acknowledged was killed 

unclaimed bodies were of fighting-age men 

Hizballahis might have been buried surreptitiously 

estimated that the Israelis killed 300-400 Hizballah 

fighters. That number is actually quite a blow 

will also help make the population think twice about 

Hizballah as the losses become more known. Khalifeh then 
gave some gruesome accounts of Hizballah fighters who emerged 
from hiding and sought medical attention only after the IDF 
started pulling back. In one gut-wrenching example 

pointed to his shin 

and burns in his lower leg. Although he stopped the 

bleeding 

the time he saw a doctor 

rotting leg tissue as high as his thigh. \"Who are these 
people ?\" Khalifeh said; \"how could you stay like that? Did 
someone make him stay like that?\" 


RESTORING CENTRAL AUTHORITY IN HEALTH 


12. (S/NF) Khalifeh expressed deep pride that he had 
planted the flag of the central state during his tour. 
Accompanied by ISF forces 

clinics that Hizballah had started to occupy 

for the destruction of Hizballah\'s facilities. Except for 

those state health clinics damaged beyond use 

that he had restored Ministry of Health control to all health 
institutions in the south. The Ambassador noted that the GOL 
should be more assertive across the board 

agreed. 


COMMENT 


13. (S/NF) We don\'t doubt Khalifeh\'s hatred of Hizballah 
and his account of the cabinet deliberations explains the 
curious lack of controversy and discussion last Wednesday -- 
after political fireworks during the preceding cabinet 

session. But we also think that he was trying to place his 
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boss Berri in a more heroic light for us. Berri may indeed 
have been able to trick Nasrallah this one time. But Berri 

is nevertheless very much the junior partner and does not yet 
seem willing to confront Hizballah frontally. For example 

if Berri were willing to join with the March 14 movement in 
removing Emile Lahoud from the Presidency 

could truly classify him as a courageous leader. And as for 
the Nasrallah-Berri \"red lines 

provoking the Shia on the NATO issue 

NATO countries\' security or troop contributions to Lebanon do 
not come in explicit NATO packaging. But we will have to 
keep pushing on the international element that is clearly 
needed along the Syrian border and at entry points 

at the airport and seaports. 

FELTMAN 
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Hankyoreh 

the dinner 

including OPCON 

domestic politics. In Korea 

off-the-record 

Some of the discussion is now making the rounds. The 
following transcript was given to us by an editor who 
participated in the dinner. 


2. (C) Roh\'s penchant for frank talk has gotten him in 

trouble many times. This is no exception. Roh\'s open 
admission that he sees ROK forces as aimed at countering the 
Japanese and Chinese 

astounding. Many Koreans would say they are not surprised 
that he has such views 

would verbalize them with the press. Roh\'s virtual admission 
that he is a lame duck is depressing to many in the 
Administration 

do with seventeen months left in Roh\'s term. The main image 
that comes across from these remarks is a president who feels 
he has been defeated and under appreciated. End Summary and 
Comment. 


-OPCON- 


3. (SBU) The OPCON transfer is being pursued based on our 
discussions with the United States. The conservative press 
however 

they called for it ten year ago. (Roh expressed his 

hostility towards the conservative media.) It is important 

to follow the official statements of the United States 
government. It is rare for the U.S. government to express 

its position on the U.S.-ROK alliance because its statements 
could become the subject of debate. But 
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Defense and Department of State are coming out and expressing 
their positions. We should not postpone our consultations 

with the U.S. on the issue. Many of the critics question the 
issue of the ROK military capabilities. But we are trying to 
promote the ROK 

defense posture against Japan and China 

Korea. The Ministry of National Defense (MND) is in great 
need of equipping itself with the defense equipment that 

Japan has. Talk on the North Korea deterrent misses the main 
point of the issue. (Roh talked about the backwardness of 
North Korea by mentioning what he saw in Pyongyang.) There 
will not be a defense gap after the OPCON transfer. The 
fundamental nature of military sovereignty is to exercise 

what we have. 


-OPLAN 5029- 


4. (SBU) We have to rework the details of OPlan 5029. The 
current plan fundamentally focuses on U.S. forces going into 
the North and taking control of the situation. The situation 
would become serious if this happens to be the case. China 
does not want U.S. forces coming near its border with the 
North. There is also the concern that the U.S. and China 
will compete over North Korea (without discussing this with 
the ROK) if there is an emergency situation in the country. 
The North has not yet mentioned this during inter-Korean 
military talks 

situation where the North brings up the OPCON transfer issue 
during military talks. 


-NORTH KOREAN NUCLEAR ISSUE AND SIX PARTY TALKS- 


5. (SBU) There is nothing that we can do at the moment. We 
have no choice but to pass the issue to the next 
administration. Meanwhile 

so that it will not change for the worse. | feel frustrated. 

Chief Secretary Song Min-soon says that we should still do 
what we can 


6. (SBU) The United States is trying to bring about a 
collapse of the Kim Jong-il regime 

communicate our position. On the other hand 

stubborn. South Korea is stuck in the middle. We do not 
have enough information on North Korea so there were many 
times when our judgments had been inaccurate. The National 
Intelligence Service (NIS) also does not know much about the 
North. The official inter-Korean channel is the most 

accurate source of information for us. We had tried in the 
past to use unofficial channels to get information 

any success. We were also unable to verify whether the 
unofficial channel was what Kim Jong-il wanted. | still 
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think that there would be a chance if we meet Kim Jong-il 
like last year 

Chung Dong-young and Kim Jong-il. That is why | would like 
to keep Minister Lee Jong-seok; | think he is the most 
reliable channel in directly dealing with the North. Ifa 

new person replaces him 

the North is thinking. 


7. (SBU) It does not seem that China is seriously worried 
about the North acquiring nuclear weapons. They do not seem 
to evaluate the North 


8. (SBU) The North Korean threat has more to do with the 
North 

nuclear technology. The North Korean case is similar to the 
Indian case 

have nuclear weapons (while the North is not). Do the South 
Korean people feel insecure because the United States has 
nuclear weapons? In addition 

in acquiring nuclear weapons 

in selling its nuclear technology. 


9. (SBU) Q: What would happen if the United States and China 
authorize South Korea to negotiate with the North? 


A. That will never happen with the United States. If there 
was such a possibility 

negotiate with the North. The U.S. perceives North Korea as 
barbarous. It is like the U.S. is trying to enforce the 

rules of civilization (i.e. 

savages. But the more important issue here is the question 
of fairness. The United States does not treat the North 
fairly. 


-U.S. ADMINISTRATION- 


10. (SBU) It is difficult to talk with the Bush 

administration on security issues. | was more convinced on 
this matter after recently seeing the United States 

attitude toward Israel. The situation was OK from the 
Chung-Kim meeting to the Sept. 19 Joint Statement 
situation changed after the United States took up the BDA 
issue. 


11. (SBU) Strangely 
me. | think this is an asset. 


-DOMESTIC POLITICS- 


12. (SBU) The issue of defense reforms is a very difficult. 
| would not have thought of pursuing defense reforms if it 
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were not for Defense Minister Yoon Kwang-Ung. The 
researchers at the defense-related governmental think-tanks 
were all hired by their predecessors. We have to change 
these people 


13. (SBU) When | first went to the Ministry of National 
Defense (MND) after | came into office 

that MND officials were mocking me. When | heard their 
simple comparison of the ROK 

capabilities 

were thinking that | was just an ordinary person visiting the 
MND. The ROK military 


14. (SBU) | had not been worried about my popularity until 
recently. Because of this it would be difficult to carry out 
any reforms during the time that is left 

about just managing affairs. | am even thinking about 
publicly declaring this to the South Korean public. 


15. (SBU) | do not know what | have done wrong. If itis a 
question of style 

| would like someone to specifically point out what | 

doing wrong. Issues like polarization 

income distribution are all problems where we see progress 
but it is true that these problems remain unresolved. This 
would be the same with the next administration. | have 
carried out reforms within the administration and have worked 
toward changing the Blue House system. The only new issue 
that has emerged during my tenure is the issue of the adult 
video gambling rooms. But the nature of the issue prevents 
the Blue House from getting directly involved in handling the 
problem. 


16. (SBU) Right now 

of giving up and doing my best to improve the situation 
before | leave office. It is true that | go back and forth 
between these two thoughts. That does not mean 
that | am inattentive to state affairs and management. 


17. (SBU) Chosun 

circulating newspapers) all try to drag me down. The press 
reflects the power of the people 

have become synonymous with political power. The press needs 
to be broad-minded in order to reflect the power of the 

people 

ask my people to give me a report every morning on what these 
papers say. | will make sure that the influence of these 

three newspapers fall 

will fall as well. This will also be better for my successor. 


18. (SBU) It is less of a burden for me because the OPCON 
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transfer issue is becoming more of an issue than the 
U.S.-Korea FTA issue. 


19. (SBU) It would be more difficult for me if 1 

who had shared my thoughts were to have demonstrations 
calling for my resignation than 10 

demonstrating. 


-US-ROK FTA- 


20. (SBU) This is an option where we can be winners. It is 
possible to respond to potential agricultural damages. 
One-third of the agricultural industry is competitive 

other third would become competitive through governmental 
assistance 


21. (SBU) It is also important how we are treated by 

stronger countries. The United States picked South Korea as 

a FTA partner among 25 countries that had proposed a FTA with 
the U.S. (Roh joked afterwards that some people could call 

him pro-American if they heard him say this.) 

STANTON 
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the Choson Sinbo as a vehicle to get out it message 
numbers were the most authoritative report to date 

that a World Food Program representative had told us on 
August 8 (ref B). He also dismissed a report from Good 
Friends 

North Koreans 

died as a result of the floods and that 1.3 to 1.5 million 
were displaced. 


ROKG: NO CHANGE IN POSITION ON DPRK MISSILE LAUNCHES 


5. (C) Lee insisted that despite the ROKG\'s decision to take 

a two-prong approach of (1) matching South Korean NGO relief 
assistance and (2) sending rice and equipment through the Red 
Cross 

missile launches. The South Korean position remained that 
the South would continue to suspend bilateral rice and 

fertilizer assistance to the North. This flood assistance 
package 

said that South Korean political and civic circles agreed on 

the need to help North Korean flood victims. 
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\"The first question is: was the abduction of the two soldiers the 

real spark that ignited the flames of the war? The second question 

is: did Hezbollah expect Israel\'s response to be of such magnitude? 
The lessons to be learned from the Lebanon war are many and they do 
not only pertain to the present but also to the Arab future in the 

shadow of savage globalization and absolute American hegemony.\" 


-- \"For Lebanon Only 
piece in progressive Arabic daily Al-Qabas in which he commented 
(8/19): 


\"The Lebanese people\'s unity is the dream of every Arab people from 
the Gulf to the Ocean. Israel is hoping for a civil war in Lebanon 

so it can have its revenge on this hardened country that broke its 
morale. For Lebanon only 

evergreen trees we hope its leaders will rise above all the small 
quarrels. We hope that they will rise to the level of national 

interest and not make their own interests a priority over those of 

their country for which they will not find a substitute.\" 


-- Under the title \"What Do You Want 
Mohsen Al-Jarallah Al-Kharafi inquired in progressive Arabic daily 
Al-Qabas (8/19): 


\"Gentlemen 

you to create problems in our countries? Who is more deserving of 
the billions you pour into arms in Lebanon 

Iranian people not our brothers? | need not go into more detail as 
the evidence is clear to everyone.\" 


-- Dr. Abdul Mohsen Yousef Jamal penned in progressive Arabic daily 
Al-Qabas under the title 
(8/19): 


\"Those returning to their homes will receive a rent allowance and 
furniture allowance for their homes that were demolished by Mr. 
Bush\'s and Ms. Condoleezza Rice\'s missiles and Zionist hands. Their 
homes will be rebuilt better than before despite all the aggressors\' 
knavery.\" 


-- \"Reading into the \'Victorious\' Bashar Al-Asad\'s Speech 
title of Khair Allah Khair Allah\'s piece in moderate Arabic daily 
Al-Rai Al-Aam in which he commented (8/19): 


\"It seems that it is the Syrian President\'s right to claim victory 

as his own; that is of course if we were talking about a victory. 

This is not because he was able to prove his capability to destroy 
part of the country and displace a quarter of its people 

revenge on all that is civilized in Lebanon through the Israeli 
destruction machine only. He also knew how to use his investment in 
Hezbollah a long time ago.\" 
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-- In \"Bravo Hezbollah\" Ahmed Mohamed Al-Fahd commented in modere 
Arabic daily Al-Watan (8/19): 


\"Yes 

these days does not require negotiations without preconditions and 
does not need the return of Lebanese prisoners 

Samir Qantar [a Lebanese man jailed by Israel since 1979]. The 
historical victory is the halting of Israel's bombardment and 
Hezbollah resilience.\" 


-- In \"Who is discussing the Results of the War 
Mohamed Al-Hussainy editorialized in moderate Arabic daily Al-Watan 
(8/19): 


\"The Israeli Knesset began discussing the war in Lebanon in order to 
put together a comprehensive report about the losses and gains of 
the war. The Lebanese parliament should also put together a 
comprehensive report about the war and appoint responsibility to the 
external elements that stood behind the continuation of the war.\" 


-- \"Islamic Fascism and Bush\" was the title of Ali Fahd Al-Ajmi\'s 
piece in moderate Arabic daily Al-Watan in which he penned (8/19): 


\"What democracy do you seek and what new Middle East do you want 
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all for your ally and spearhead in the Arab East 

gang? There are 18 million Palestinians and a million Lebanese 
displaced and homeless. We 

with external gangs that work against God and his prophet\'s 
teachings. You are who invaded them first and now reap what you 
have sowed.\" 


-- \"The Victorious George Bush\" was the title of Hassan Mohamed 
Al-Ansari\'s piece in pro-government daily Al-Seyassah in which he 
maintained (8/19): 


\"Excuse me Mr. President 

believe most of what you said. | believed you when you bombed 
Afghanistan and | believed you when you fought Iraq out of hatred 
for \'the criminal Saddam.\' But 

your promise about his weapons of mass destruction. For me to 
believe you that Israel was victorious 

witnesses of the sons of Israel who have not participated in the 
killing of the innocent men 

elders in Lebanon or Palestine.\" 
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LEBARON 


2. (C) Asali began his August 14 meeting with Ambassador by 
once again expressing support for the United States 

time in its opposition to Hezbollah in Lebanon. Asali 
expressed doubt that the current cease-fire would hold 

saying the extremist groups are not interested in practical 
solutions but rather in a \"new way of life." Referring to 

other Arab governments 

are cowards.\" 


3. (C) MOF said all of the current forces in the Middle East 
were negative 

radical Shi\'as 

only example of an alternative 

moving towards democracy. Despite his rhetoric 

better than leaders such as Mubarak 

\"dialogue and not force.\" The development of local councils 
is a key development in Yemen 

to experiment in a "laboratory of democracy.\" 


4. (U) Ambassador complimented recent progress on economic 
reform 

the budget process and in decentralizing fiscal authority. 

(Ref B). Asali responded that his ultimate goal is to 

separate the functions of the state from those of the private 
sector. He expressed his desire to eliminate state-owned 
enterprises 

competitor to regulator and facilitator. \"Government\'s job 

is to help business 


5. (U) Asali recommended a number of areas for continued 
progress 

on tax policy. MOF also referred to the need for training in 
risk management 

the installation of new Chinese-made scanners. MOF is 
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currently in talks with a Swiss contractor 

expressed his preference for American assistance. Ambassador 
noted an existing program on customs valuation 

the Middle East Partnership Agreement and USAID 

been stalled due to the lack of appropriate legislation. 

Asali responded that he was personally taking responsibility 

for passage of the needed laws. 


6. (U) MOF also addressed the issue of corporate governance 
and the need to restructure state-owned companies. At the 
ROYG\'s invitation 

(DIFC) came to Yemen to evaluate these conditions and others 
as part of an early feasibility assessment for a local stock 
exchange. Ambassador and MOF agreed that a good regulatory 
framework was an essential prerequisite for preventing fraud 
and other negative economic impacts. (NOTE: DIFC is 
discussing a more extensive assessment with the USG-backed 
International Finance Corporation 

Volunteer Corps 

Treasury. END NOTE.) 


7. (U) Ambassador inquired as to future of the government\'s 
reform agenda 

\"Reform can\'t be stopped now 

interest of the country and the President realizes this.\" 
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MOF supported a gradual approach to changing Yemen\'s culture 
of corruption 

and the United States -- democracy 

the same. Asali implied that the United States should 

support moderate reformers within the ROYG rather than 

looking for dramatic and immediate changes. 


8. (C) Asali expressed his strong personal support for 
joining the Extractive Industries Transparency Initiative 
(EITI) 

of standing in the way. Yemen has nothing to fear from EITI 
continued Asali 

sector. \"In fact 

accurate than | thought during my days with the opposition. 
Asali disputed claims that the President and others benefit 
personally from oil revenue. Ambassador stressed the 
importance of EITI in boosting investor confidence 
particularly as the Overseas Private Investment Corporation 
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considers financing Yemen\'s liquefied natural gas industry. 
(Ref C) 


9. (C) On public finance management reform 

the Accounting Financial Management and Information System 
(AFMIS) will be fully operational at the beginning of 2007 

and allow for greater transparency and internal control in 

the budget process. Ambassador praised MOF\'s progress 
noting that this was a key part of reforms required for the 
Millennium Challenge Account. 


10. (U) One of the most significant reforms carried out by 
MOF 

checkpoints and tolls for qat distribution in Sanaa. Asali 

said that he has now instructed the Tax Authority to collect 

a flat rate tax only at the point of sale 

police have been instructed to crack down on independent toll 
collectors -- generally from the tribes and armed forces. 
According to Asali 

increase in revenue for the Sanaa area 

one of the major sources of corruption. When asked 
residents of Sanaa were unaware of the change and skeptical 
that it could be enforced. 


11. (C) Asali added to his reputation as an \"out-of-the box 
thinker 

foreign policy. At times 

norm of Yemeni politics that he compromises his standing both 
within the Cabinet and among ordinary Yemenis. Nevertheless 
he appears increasingly comfortable in his position and is 
delivering long-awaited reforms in the Ministry. On the 

stock market 

initially manic tone has settled into a methodical and 

strategic approach that is focused on delivering results. It 

will be a litmus test for the ROYG\'s direction on reform 
whether Asali and other forward-thinking ministers survive 
beyond the September elections. END SUMMARY. 

Krajeski 
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that the GOM is not invited to this meeting as it has 

attended other donor meetings on Gaza and Palestine. The GOM 
would like to be represented at this meeting 


Column 3 
emphasized. 


3. (C) Azeroual also said that the GOM would like to know 
specifically what the composition of the UNIFIL forces in 
Lebanon is 

Fihri said on August 16 (reftel B). The GOM 

Azeroual 
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Warns Against Linking Islam With Fascism 

to President Bush\'s August 11 statement on the foiled 
terrorist plot in the U.K. President Bush\'s comment 
the U.S. is still at war with \"Islamic fascists 

heated public reaction in Saudi Arabia 

commentary in the Saudi media 

sites 

News article reported that the King\'s cabinet (Council of 
Ministers) rejected the phrase 

terrorism and religion or nationality. End Summary. 


2. (C) President Bush\'s comments ignited a firestorm of 
editorials 

President\'s earlier statement that Islam is a religion of 
peace. One Saudi writer wrote that \"it is inappropriate to 
ascribe the vicious actions of evil-minded people to their 
religions.\" He drew comparisons to Hitler 

the IRA 

Hitler a Christian Nazi 

the IRA Christian terrorists. 


3. (C) The Ambassador recently attended a dinner hosted by 
Hassan Yassin 

Minister Prince Saud al-Faisal. The Ambassador asked Yassin 
for his thoughts on the President\'s use of the phrase 
\"Islamic fascists.\" Yassin 

responded that \"we know what year this is 

upcoming U.S. elections. This reaction typifies Saudi 

elite\'s understanding of U.S. foreign and domestic policies 
but is uncharacteristic of the larger Saudi public 

associate the President\'s comment with the perception that 
the U.S. unconditionally supports Israel in its aggression 
against Lebanon and Palestine. 


4. (C) Comment: One of Saudi Arabia\'s greatest red lines is 
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the desecration of Islam 

to the Danish caricatures of the Prophet Muhammed. The 
public\'s discontent with regional events and increasing 
displeasure with the SAG\'s close ties to the U.S. have led to 
greater public criticism of the SAG 

to exercise extra caution in its relationship with the U.S. 

End Comment. 
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want 

Syria) who will use this to impede implementation of the 
resolution. The Charge replied that the situation 
demonstrated the importance of implementing the resolution 
fully and developing confidence-building measures 
preventing the flow of arms to Hizballah and securing the 
border. 


2. (C) The Charge stated that the United States had already 
pledged $50 million in humanitarian aid for Lebanon and asked 
what Bahrain planned to do. Shaikh Abdul Aziz said the GOB 
had earmarked a $5 million donation for Lebanon. The GOB had 
also announced a few days earlier an additional $1 million 
donation to UNICEF. This grant was made in response to a 
request by the Lebanese Embassy in Bahrain as part of a 
special appeal to the GCC countries. The GOL requested 
$25-30 million for UNICEF from the GCC countries 
contributions in proportion to their GNPs. Shaikh Abdul Aziz 
noted that Lebanese PM Siniora had written to King Hamad and 
Prime Minister Shaikh Khalifa requesting their support for 

the Lebanese government. The Bahrainis had replied 
favorably. He said he would pass the USG views on the Arab 
League summit to Foreign Minister Shaikh Khalid 

depart later in the day for Cairo. 


3. (C) Shaikh Abdul Aziz said the focus of Western press 
reporting over the past few days had been about the 
possibility of aggressive measures against Iran and Syria 
and Hizballah disarmament. \"You are losing the point 
said. The crux of the problem is the Palestine issue. Any 
politician who takes the initiative to make peace between 
Israel and the Palestinians and establish a Palestinian state 
would go down in history as a remarkably successful leader. 
Syria and Iran 

situation just a few days after the ceasefire in Lebanon. 
\"We want to pull the rug out from under their feet 

By making peace 

all Arab countries would be on the side of the United States. 


4. (C) The Charge affirmed that the United States is 
committed to achieving peace between Israel and the 
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Palestinians 

against that aim. The Syrian government gives shelter and 
support to the Palestinian rejectionists. Shaikh Abdul Aziz 
said that if the United States is not getting the support it 
needs to achieve its goals 

the right priority order. Palestine should be the top 
objective 

he recommended. Rather 

and resources into the Palestinian issue 

the rejectionist stances of Syria and Iran. 
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everyone knows is Iranian money.\" He noted that while the 
UAE stands behind efforts to prevent sale or supply of arms 
to Hizballah 

extremely problematic and could not happen overnight: \"We 
just can\'t say 

also noted that in order to achieve a long term solution in 
Lebanon 

prisoners in Israeli jails and Sheba\'a Farms -- must be 
\"removed.\" 


3. (C) In an effort to acquaint the CDA with \"what the Arab 
street feels\" about the post ceasefire situation 

mentioned the anti-U.S. drumbeat in the Arabic media and also 
a recent poll by Cairo\'s Ibn Khaldun Center indicating that 

the three most popular figures in the Islamic world are now: 
Hassan Nasrallah 


4. (C) According to Abdul Jalil 

do at present to improve its negative image in the Arab world 
(made worse 

out in front in the campaign to rebuild Lebanon and to 
provide humanitarian assistance to its displaced 

homeless. CDA noted that the U.S. has made an initial $50 M 
pledge 

conference in Sweden 

the work of the American University. Abdul Jalil 
acknowledged the American record 

move quickly to build an American hospital 

construction of apartment blocks and contribute to the 
de-mining program -- all in the mainly Shi'ite south of 
Lebanon: \"That\'s where you need to focus U.S. efforts in 
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order to counter Hizballah\'s campaign.\" 


5. (C) On Bashar al-Asad\'s speech praising Hizballah 

Jalil (who served in Damascus four years ago) opined that 
\"other Arab leaders were not happy with his remarks.\" The 
language 

surrounding the Syrian president 

his father. 

QUINN 
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claim that such a raid was permitted under UNSCR 1701. The 
Israelis have broken the cessation of hostilities 

said that he expected a \"strong response\" from the 
international community. Otherwise 

Hizballah will answer.\" So far 

call 

do this again 

Siniora also complained strongly about the Israeli actions 
and also saw them as a violation of UNSCR 1701.) 


2. (C) The Ambassador said that he knew only what he had 
seen in the news about the Biga\' raid. So he was not aware 
of the Israeli goals nor of any Israeli explanations. But 

the Ambassador said 

steps against arms smuggling across the porous Syrian border. 
Failure to do so is itself a violation of UNSCR 1701. The 
Israelis might very well be taking measures to prevent the 
resupply of rockets to Hizballah 

lack of Lebanese seriousness to combat the problem. Berri 
rejected the Ambassdor\'s words 

well we\'re moving the army to the area.\" Berri also said 
that \"killing people\" in the Biqa Valley 

definitely \"offensive military operations 

supposed to be prohibited. 


3. (C) In his second phone call 

had a report that he vowed was true from an Amal-supporting 
family in Mays al-Jebel 

2 a.m. that morning 

soldiers \"came down from the hills where they were stationed\" 
and broke into an occupied 

Israelis \"turned the house upside down\" and physically 
searched even the women and children 

unacceptable manner.\" Ultimately 

Israelis found and stole USD 4 

entire financial means 

had been the matriarch\'s bridal dowry. \"Are these soldiers 

or bandits?\" Berri asked; \"haram!\" The Ambassador asked how 
credible Berri found the story. \"100 percent true 
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claimed. (Note: While we cannot speak for this particular 
case 

End note.) 
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violating UNSCR 1701 -- it\'s Israel.\" Siniora complained 
that the Israeli raid in the northern Biqaa Valley early that 
morning was a Clear violation of the first paragraph of UNSCR 
1701 

offensive military operations. Siniora said that the mood in 
the Arab League will reflect what\'s happening on the ground 
which is that Israel has violated the agreement. If the UNSC 
would issue a statement criticizing Israel 

produce the Arab League outcome the U.S. seeks. The 
Ambassador emphasized to Siniora the need to present UNSCR 
1701 as in Lebanon\'s best interest 

FELTMAN 
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Forces (CF) - not the Iraqi police -- to expand to other 

areas in the District with permanent checkpoints and roving 
patrols. Acknowledging that the BSP was in its initial 
stages in Ameriya and Ghazaliya 

area will see \"successes similar to Al Doura\" in improved 
security 

(reftels). They also noted the importance of conducting 
arrests properly 

detained. Residents\' confidence in Iraqi police and security 
forces remains low 

districts are calling for CF to expand the BSP initiatives. 
Districts are also calling for the provincial leadership 
including the Mayor 

to the DACs\' needs and to provide essential services. END 
SUMMARY. 


INITIAL BSP SUCCESSES IN AL MANSOUR 

2. (C) In an August 17 meeting 

Jaafar Al Ali and Jebar Shibeeb told PRT offs that the BSP 
initiatives are normalizing the security situation in the 
District's Ameriya and Ghazaliya neighborhoods since the 
operations began over the past week. They indicated that 
area resident are very supportive of the initiative 

while some have re-opened businesses and markets 
persisting fears about the security situation. 


A CALL FOR EXPANDED BSP OPERATIONS 


3. (C) Al Ali and Shibeeb said that the security situation in 
the rest of the Al Mansour District dominates most DAC 
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meetings. Characterizing the rest of the District as ina 

state of \"collapsed security 

in many neighborhoods.\" They suggested that the BSP 
initiatives be expanded to the rest of the District in the 

form of permanent checkpoints and roving patrols 

the CF. Terming the Iraqi police a \"source of chaos 

added that area residents have lost confidence in Iraqi 

police and security forces and emphasized that the CF must be 
fully engaged in the initiative. 


4. (C) Hearing about the improved situation in Al Doura 
Shibeeb visited the area and expressed hope that the CF would 
assist with trash collection and the return of municipal 

services in Ameriya and Ghazaliya as well. He surmised that 
internally displaced individuals (IDPs) would return once 
residents are convinced the long-term security situation is 
stable 

services have returned. He specifically mentioned the area\'s 
need for a hospital 

Provincial Council. 


5. (C) They both mentioned the need to conduct arrests 
properly 


COMMENT 

6. (C) As areas of the city normalize 

for greater CF engagement in local security in all areas of 
their Districts. Confidence in the local Iraqi police and 
security forces remains low 

that local security will remain in the hands of the CF for 

the time being. The DACs also expect provincial and ministry 
leaders to provide for the needs of the citizens in their 
communities. END COMMENT. 

KHALILZAD 
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Warns Against Linking Islam With Fascism 

to President Bush\'s August 11 statement on the foiled 
terrorist plot in the U.K. The Arab News article reported 
that the King\'s cabinet (Council of Ministers) rejected the 
phrase 

nationality 

President 

that the U.S. is still at war with \"Islamic fascists\" has 
sparked heated public reaction in Saudi Arabia 
blistering commentary in the Saudi media 

and web sites 

End Summary. 
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2. (C) The President's comments ignited a firestorm of 
editorials 

earlier statement that Islam is a religion of peace. One 
Saudi writer wrote that \"it is inappropriate to ascribe the 
vicious actions of evil-minded people to their religions.\" 
He drew comparisons to Hitler 

stating that in following this logic 

Christian Nazi 

Christian terrorists. The Council of Ministers 

said \"what Islam is accused of today is a Western cultural 
product like fascism.\" 


3. (C) The Ambassador recently attended a dinner hosted by 
Hassan Yassin (protect) 

Foreign Minister Prince Saud al-Faisal. The Ambassador asked 
Yassin for his thoughts on the phrase \"Islamic fascists.\" 
Yassin 

what year this is 

This reaction typifies the Saudi elites\’ understanding of 

U.S. foreign and domestic policies 

uncharacteristic of the larger Saudi public. 


4. (C) Comment: One of Saudi Arabia\'s greatest red lines is 
what the Saudi people see as the desecration of Islam 
witnessed through the reaction to the Danish caricatures of 
the Prophet Muhammed. The public\'s discontent with regional 
events and increasing displeasure with the SAG\"s close ties 
to the U.S. have led to greater public criticism of the SAG. 
While King Abdullah 

not publicly expressed himself 

In rejecting such linkage 

heritage and distancing itself from such labels. End Comment. 
OBERWETTER 
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maneuver. Had the USG been willing to help on Shebaa Farms 
all would be different. The USG should be grateful 

critical 

atmosphere. Siniora also cited studies and commitments in 
rejecting the suggestion that the state seems to have 
abdicated the reconstruction effort to Hizballah. Lashing 
back 

beginning of the conflict for weapons for the ISF that were 
never delivered 

delivered 

seaports 

Siniora\'s points 

than listening. End summary. 
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HOPING FOR A POSITIVE PICTURE 
OF UNSCR 1701 FROM THE PM 


2. (S/NF) The Ambassador sat with Siniora (who appeared 
exhausted) one-on-one for 90 minutes on 8/18 

meeting was interrupted frequently by phone calls. Saying 
that he wanted to talk to Siniora unofficially and as a 

friend 

projecting the wrong image of UNSCR 1701. This resolution in 
so many ways is a victory for Lebanon 

it publicly in a begrudging 

suspicions about the resolution. Moreover 

to hope to evade their obligations under the resolution 

in the case of unambiguous calls to improve border security 
-- an issue in Lebanon\'s interest most of all. Siniora 
Ambassador said 

strong leadership and selling UNSCR 1701 in a positive light. 
That would give more confidence to the Lebanese and the 
international community that things were moving forward in 
the right way. 


REFUTING ALLEGATIONS ON 1701 
THAT \"NOTHING IS HAPPENING\" 


3. (S/NF) Tapping his fingers and exhaling loudly as the 
Ambassador talked 

Ambassador\'s sincerity or good intentions. But 

is simply false to say that the GOL is ignoring its UNSCR 

1701 obligations. \"Does no one in your government 
understand\" that the LAF deployment to the south is historic? 
Siniora also accused the ambassador of ignoring changes made 
in security at the airport 

happened there.\" He also briefed the Ambassador on what he 
called a \"quiet deployment\" of LAF soldiers to the 
Syrian-Lebanese border 

order not to attract attention. After checking numbers by 
phone with LAF G-2 Commander Georges Khoury 

that 4 

with another 3 

over the mere 500 that were there before 

are working 

confirmation of the deployment to the Syrian border. We do 
not believe Siniora would pass false information to us 

we wonder whether falsely encouraging information might have 
been passed to him. End note.) 


RESISTING AN EXPLICIT REQUEST 
FOR UNIFIL DEPLOYMENT AT BORDER 
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4. (S/NF) When Siniora complained bitterly that the air and 
sea blockade continues (with some exceptions) 
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told Siniora that the PM himself held the power to get them 
lifted: ask UNIFIL 

the airport and seaport and also along the Syrian-Lebanese 
border. That would give the international community 
confidence 

removed. The Ambassador noted that the USG had gone out ona 
limb with the Israelis 

bridge 

airport. Siniora expressed impatience 

as a sovereign country 

own security solutions. He would listen to what UN envoys 
Terje Roed-Larsen and Vijay Nambiar tell him 

meet with a team of German experts on Monday. He will make 
no decisions without further consultation 

pushed again for a full resumption of air service. The 
Ambassador reminded Siniora that the collective desire not to 
return to the status quo ante applies to the airport and 

seaport as well as the south. (Note: The Ambassador saw 
Larsen late on 8/18. Larsen agreed to push the UNIFIL 
request to Siniora 


ISRAEL STRENGTHENED HAMAS 
AND DID SAME THING WITH HIZBALLAH 


5. (S/NF) As for his alleged bad attitude about UNSCR 1701 
Siniora said that he to maneuver very carefully because of 
Hizballah\'s increased political strength. Israel 

\"never learns.\" Israel thought military action would weaken 
Hamas; whatever military losses Hamas suffered 
compensated with political gains. On a smaller scale 

same thing happened with PIJ and PFLP-GC 

Now 

military attacks just strengthen groups like Hizballah. 
Hizballah is now stronger 

this context 

has been able to accomplish 

resolution accepted unanimously in the cabinet. From a 
position of extreme weakness 

back by the Israelis\" (presumably another reference to the 
blockade that seems to preoccupy Siniora -- who often calls 
to check on fuel and food deliveries) 

army to the south. 
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REPEATING ARGUMENTS LINKING 
DISARMAMENT TO SHEBAA FARMS 


6. (S/NF) The Ambassador told Siniora that 

been dealing with Hizballah in a serious way 

might never have needed to take military action. But Lebanon 
failed to exercise responsibility for what took place on 
Lebanese soil. Interrupting 

States \"took away the tools\" he needed to chip away at 
Hizballah\'s state-within-a-state status. Repeating familiar 
arguments 

short-sighted in preventing a transfer of Shebaa Farms to 
international stewardship pending border demarcation. The 
U.S. position \"makes Iran and Syria very 

Ambassador responded that 

handed to Lebanon tomorrow 

would then be willing to attempt disarmament of Hizballah. 
Siniora disagreed: \"do you think the Sunnis 

Christians like having a Shia militia inside Lebanon?\" he 
asked. But one can\'t build momentum for disarmament when the 
advocates for that position an be so easily accused of caving 
to an American-lsraeli plot and of abandoning occupied 
Lebanese land. \"I told the Secretary 

President at the White House 

Sheba\'a Farms.\" 


PUSHING FOR GOL COORDINATION 
ON RECONSTRUCTION EFFORTS 


7. (S/NF) Shifting to reconstruction efforts 

Ambassador briefed Siniora on a donors\' lunch hosted by the 
DCM for 22 players in the reconstruction field. All had the 
same complaints about lack of centralized coordination and 
lack of a GOL articulated vision and priorities. In terms of 
publicity 

said 

responsibility for reconstruction to Hizballah. The 
Ambassador urged Siniora to delegate someone immediately who 
had stature and credibility 

project initiative on local and international media. The 


BEIRUT 00002702 003 OF 004 


Ambassador noted how uncomfortable he felt 

other USG officials alone to set priorities for our 
assistance 

state. While there is strong political interest in capitals 
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to help Lebanon 

strategy and organization launched immediately. We\'ll get 
behind him 

set our own priorities 


20 DONORS FOR 20 BRIDGES; 
WORRIED ABOUT ACCOUNTABILITY 


8. (S/NF) Siniora rejected the suggestion that nothing was 
happening at the government level. Look 

brandishing a list: he had personally found 20 different 
private-sector donors to rebuild 20 bridges. Soon 

announce a donor who will rebuild the airport. In the same 
vein 

villages. (Indeed 

calls Siniora received was from the Emir of Qatar 

browbeat into a commitment to rebuild one of the villages.) 
People who say that they don\'t see the state at work 

said 

said 

Council for the South\" -- the fund overseen by Nabih Berri 
and perceived to be his own patronage slush fund -- \"which | 
am not going to do.\" Siniora said that he told the Saudis 
and Kuwaits not to transfer the USD 500 million and USD 300 
million (respectively) to Lebanon yet 

it to end up in Nabih Berri\'s pocket! We need 
accountability!\" 


9. (S/NF) Siniora said that he remembered very well the 
excesses of the rebuilding after the civil war 

not going to perpetuate a reconstruction system that led to a 
huge increase in Lebanon\'s debt burden. Thus 

professional engineering studies by the firm Khatib and Alamy 
underway 

starts work on Saturday. Minister of Finance Azour is 

working on a structure for a fund to which donors can 
contribute with confidence about the end use. \"You all push 
me on reform -- am | supposed to ignore reform so | can hand 
out money like Hassan Nasrallah? Is that what you want me to 
do?\" Moreover 

beginning of this crisis 

the ISF 

actual need was for 10 

Commander Ashraf Rifi has asked us to help with -- but he had 
\"slimmed it down so you could swallow the request.\") As the 
conflict was winding down 

bridges. How many did you deliver?\" And he took the 
opportunity again to raise the air and sea blockade. 


10. (S/NF) Refuting the idea that the USG has been 
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nonresponsive 

USG has done 

emergency humanitarian and relief assistance and the extra 
coordination work -- done directly in response to requests 
from the PM -- on fuel deliveries. (The Ambassador did not 
mention wheat 

USDA and of the potential delivery date.) The Ambassdor 
noted that 

for U.S. funding on reconstruction 

tell them.\" If Washington wants to pay for a high-profile 
bridge reconstruction such as the one on the Damascus-Beirut 
highway 

already lined up. Claiming that the Italians will build that 
particular bridge 

do?\" The Ambassador told him to have his new donor 
coordinator call in all major donors at the beginning of the 
week to explain the GOL strategy and priorities -- and to 
move quickly 

take over the country. \"O.k 

In closing the meeting 

know all of you are working very hard 


COMMENT 


11. (S/NF) Siniora 

sleep since July 11 

being lazy on the job 

for 20 key bridges frees up that much public money (from 
either the GOL or donors) for other projects. But Siniora\'s 
micromanaging style works better when one has sensitive 
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negotiations regarding a potential Security Council 

resolution than it does when one needs to design and 
implement a reconstruction program quickly. Siniora does not 
have the time to spend with individual donors on priorities 

yet those donors have the need to understand GOL thinking. 
We are seeing Minister of Finance Azour -- close to Siniora 

-- on Monday to see how best to jumpstart a GOL 
reconstruction coordination effort. 

FELTMAN 
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two weeks.\" However 

and that of his commanders 
would not be addressed. 
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3. (SBU) The UN OCHA observer reiterated that support from the 
international community would be necessary to guarantee any 
agreement 

international support. He was concerned that most capitals were 
making their decisions based on the 2004 negotiations led by Ugandan 
representative Betty Bigombe 

situation for the LRA has completely changed. Acting Consul General 
repeated that the United States has no plans to become involved in 
the talks and that the USG will continue to be active in the contact 
group discussions in New York. 


HUME 
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Syrian regime backed down under pressure. \"If Syria is under 
control 

concluded. 


2. (SBU) PolChief also delivered August 19 ref A demarche 

to Shaykh Dr. Ahmed Nasser Al-Sabah 

Deputy Prime Minister and Foreign Minister Shaykh Dr. 
Mohammed Al-Sabah Al-Salem Al-Sabah. Shaykh Dr. Nasser 
welcomed the demarche 

U.S. interest in the situation in Lebanon. He agreed on the 

need for continued humanitarian assistance. (Note: The GOK 
has pledged $800 million to Lebanon; $500 in the form of a 
direct grant deposited in the Lebanese Central Bank for GOL 
use and another $300 which requires parliamentary approval 
(ref B). End note.) He further stressed that Hizballah 

should not have access to arms and requested more information 
on the attendees at the planned August 31 conference in 
Sweden. He said he would immediately convey the U.S. message 
to the FM and welcomed any additional information on U.S. 
engagement to maintain the ceasefire. 
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Dual Struggles 
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2. For over a month 

lines of gradually intensifying protest and critique 

the Israeli invasion of Lebanon 

international pressure to accept UN peacekeepers in Darfur. In both 
cases 

spokesman 

supporting statements and demonstrations. Apart from official 
statements 

expressing a strongly Arab-nationalist line on one or another of 
these crises. 


With Some Connections... 


3. Until recently 

independently. A few early editorials 

perceived ineffectiveness of the UN peacekeepers in Lebanon 
reasoned that they would be equally useless in Darfur (Sudan Vision 
July 17). An even earlier op-ed by Dr. Al-Tayeb Zein Al-Abdin of 

the Inter-Religious Council -- \"Because of the U.S. 

Troops\" (Al-Sahafa 

perceived U.S. bias towards Israel 

withdrawing his previous support for the U.S.-backed plan to bring 
UN peacekeepers to Darfur. 


Or more Organic Links 


4. In a National Workers Day speech last week 

suggested a more organic link between the two struggles 

U.S. as the common enemy. Bashir reiterated government opposition 
to UN troops in Darfur 

and condemnation of U.S. support to Israel. In addition 

he was reported to consider \"what is happening now in Darfur as an 
extension of an American Zionist plan to apply the experiment of 
Lebanon and Palestine in Sudan\" (Sudan Tribune 


Nasrallah and Hezbollah as Models 


5. A second speech at the Sudan Armed Forces 52nd Anniversary this 
week Al-Bashir also implied similarities 

the resistance struggles in Sudan and the Middle East: 

\"President Al-Bashir commended the steadfastness of Hezbullah under 
the leadership of Nasrallah and hailed the struggle of the 

Palestinian peoples 

Palestine. President Al-Bashir hailed the Armed Forces on the 
occasion of the Army Day 

of the people and protector of Sudan.\" (\"Al-Bashir reiterates 

rejection of Sudan to entry of international troops to Darfur under 
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Chapter 6 and Chapter 7 

Defeat the International Troops as Hassan Nasrallah Did with the 
Israeli Army 

6. In a visit this week to the Wadi Halfa area in the far north 

Vice President Ali Osman Mohamed Taha reiterated these themes 
hailing Sudan\'s rejection of international troops and describing the 
Sudanese people as \"capable of miracles.\" 

\"We will prepare rockets to amputate the hands of whoever assaults 
our country; we take Hizbullah as a model 

16). 


And the U.S. the Common Enemy 


7. In this new conjuncture 

columnist such as Alfatin Ziada are sounding less unusual. \"The UN 
has become an arm of the U.S. State Department 

\"military impotence and political bankruptcy\" of the \"conventional 
Arab governments\" is now clear. U.S. charges of Iranian backing to 
Hezbollah 

against Iraq; events show the \"falseness\" of U.S. views \"both in 
Lebanon and Darfur\" (\"The American Game 
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8. In his editorial of Aug. 16 

connections. \"The best lesson learned from Lebanon by the Arab 

world and particularly Sudan 

against foreign intervention.\" Despite their sectarian divisions 

the Lebanese united against Israeli invasion. In Sudan 

some \"secular politicians\" and \"moderate Muslims\" (such as the Umma 
Party 

foreign intervention. And why does the U.S. call some armed groups 
\"terrorists 


But Most Still Want the U.S. as a Friend 


9. Despite this emerging discourse 

against the West 

views. Alongside scathing attacks on the U.S. role in the Middle 
East 

the DPA (e.g. 

Vision 

Sudan Aspires for Direct Positive Relations with the USA 

Vision 

work with Sudan 

Advisor Al-Khalifa (\"Moves in the Right Direction 

Aug. 9) and with President Al-Bashir ("Cameron Hume\'s Efforts: Will 
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they get Washington on the Right Track?\" Al-Wihda 
hope for improved relations 


HUME 


75491 

75492 

Jalal Mohamed Al-Rashid\'s piece in moderate Arabic daily Al-Rai 
Al-Aam in which he commented (8/20): 


\"Kuwait presented an honorable example by many of its MPs 
academics 

parties 

protesting in support of Lebanon against the fascist Zionists. 

Also 

to help the Lebanese was an important part of the Kuwaiti-Lebanese 
relationship. It is all part of returning the favor during Kuwait\'s 
calamity.\" 


-- In \"Hezbollah and the University Kings 
wrote in moderate Arabic daily Al-Watan that (8/20): 


\"The Minister of Education should enforce the law to put an end to 
the disparagement of the university\'s kings and Caesars 

| meant professors 

One of these [professors] placed a sign on his office door bluntly 
saying \'Taking into consideration the psychological state of my 
students resulting from the war in Lebanon and to exalt Mr. Hassan 
Nasrallah and his heroes\' legendary achievements in modern Arab 
history 

grade. | wish you success and victory to Hezbollah.\'\" 


-- Under the title \"Israel Won 
moderate Arabic daily Al-Watan (8/20): 


\"Yes 

defeat. Yes 

inflicted massive losses and casualties on the enemy. Yes 

praised the firmness of the Lebanese government despite the constant 
Israeli bombings. What is happening today in Lebanon is a pointless 
discussion and internal dissimilitude 

president\'s speech.\" 


-- In his piece titled 
Humiliating Iran 


\"Marvel at Syria\'s little Asad [meaning lion] 

the old guard 

fire a single bullet to liberate the Golan. He speaks of 
Hezbollah\'s glory and lashes at others to prove that Syria is the 
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second side in the terror triangle after Hezbollah. For the 
triangle to be completed 

his voice from the capital of Persia to claim victory and make 
threats forgetting that his coffin is being made in Washington 
London and in the hallways of the United Nations.\" 
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Dhabi-only venture 

recognized the need to implement a crisis management 
structure and agreed to the proposal. \"Now we are just 
waiting on the UAE to allocate the funds 


4. (S) In June 

this plan by announcing the establishment of a National 
Security Council (NSC) (ref C). The NSC is comprised of the 
senior UAEG leaders involved in security matters (the same 
members who were present at the April Raytheon briefing). It 
will be responsible for developing a national security 

strategic plan -- a key component of which is the 
establishment of NEMA. The next steps for the NSC are to 
select a National Security Advisor and allocate funds to 
establish NEMA 

not anticipate that either will happen until the fall. The 

NSC must then determine the organizational structure of NEMA 
select its staff 

Management Center and three Emergency Response Centers. 


5. (C) As the bureaucratic process for establishing NEMA and 
the National Crisis Management Center move forward slowly 
individual UAE agencies continue to establish their own 

crisis management systems and centers. In fact 

after the announcement of the NSC 

be forming its own Crisis and Disaster Management Team that 
will be chaired by Dubai\'s Police Chief 

Dhahi Khalfan Tamim. Contacts within the Dubai Police 
department say that this team will lash up with the federal 
system 
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Interior also has its own crisis management team. This team 
led by Brigadier Anmed Nasser Al-Raisi 

the Ministry of Interior's Central Operations Department 
comprised of 50 first responders trained in rescue 
operations. According to Al-Raisi 

is the lead organization tasked with responding to any crisis 
in the country 

should get involved only when asked.\" 


6. (C) Elements of the UAE military continue to improve and 
upgrade their own crisis management centers 

integrated manner. The Air Force\'s Operations Center and the 
Navy\'s Maritime Control Center are each being upgraded with 

the intention of eventually feeding into the National Crisis 
Management Center. The UAE\'s Special Operations Command is 
also building a crisis management center that will feed into 

the national system. However 

being purchased piece-meal and is not necessarily 

interoperable. 


7. (C) Additionally 

(ADNOC) is nearing completion of its own crisis management 
center. Nick Glover 

the UAE\'s Supreme Petroleum Council 

the brand new facility 

crisis management center will have the latest technology and 
it will link up all of ADNOC\'s operating companies 

refineries 

emergency management communications system). Glover said 
that he is hopeful that the National Crisis Management Center 
will also adopt WebEOC as its interface 

ADNOC leadership (in particular 

decided ADNOC could not risk waiting for the federal system 
to be implemented at some unspecified point in the future. 


8. (C) In addition to needing a coordinated national crisis 
management system so that each agency will know its role and 
responsibilities 

implementing such a structure. For example 

communications systems used by the Ministry of Interior still 
are not interoperable with military communications or with 
ADNOC\'s crisis response teams. All three entities are 
independently considering investing in TETRA secure 
communications system 

are coordinating together. 


Disaster Management Training Center: Nascent Idea 
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9. (C) A key element of having a unified crisis response plan 
is ensuring that the first responders are adequately -- and 
symmetrically -- trained. The plan for NEMA does not 
specifically include a training component; however 

UAE company Tadreeb (translated \"training\") has partnered 
with the UAE Offsets Group to launch a National Disaster 
Management Training Center in Abu Dhabi. This training 
center would be a corporate 

provide crisis management training to the range of first 
responders (police 


workers 
programs will include Command 
Logistics/Equipment 


10. (C) Thus far 

July 

University of Georgia\'s Center for Mass Destruction Defense 
and the University of Texas\' Southwestern Medical Center to 
Abu Dhabi to conduct a National Disaster Life Support course 
for 40 health care professionals. Dr. Al-Shamry told econoff 
he viewed this training as a \"pilot program\" in order to 
gauge UAE interest. Tadreeb now wants to reach out to other 
U.S. crisis management training programs to see if any could 
provide a \"train the trainer\" program to an eventual Tadreeb 
training staff. It was apparent during the meeting with 
econoff that Dr. Al-Shamry and officials from Offsets were 
not coordinating this project as a part of the UAE\'s efforts 

to establish a National Emergency Management Agency. As 
Offsets is part of the UAEG 

approach NEMA once its director is announced. 


Comment 


11. (C) Each of the individual agencies understands the 
importance of being prepared to respond to a crisis 

are all implementing their own efforts. However 
national crisis management structure is fully in place 
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UAE will remain ill-prepared to respond effectively to a 
significant crisis. 
QUINN 


75494 
spot districts\" in Baghdad from flaring up 
control will be sporadic and ineffective. The PM closed the 
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discussion by saying that militias are now carrying weapons 

in the street 

weapons and of borders to prevent more weapons from entering 
Iraq. 

KHALILZAD 
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want a company to sue us.\" 


3. (S) Ambassador Abdul Jalil thanked CDA and Econoff for the 
new information on Mayrow\'s subsidiaries 

provide it to the proper authorities. He requested that 

future information be provided in a dipnote or on Embassy 
letterhead (vice as a non-paper) 

give the request more legitimacy in the UAE\'s interagency 
community and would facilitate tracking the status of the 

UAE\'s responses. 


4. (S) Turning to a general discussion about sensitive 

Iranian items being transshipped through the UAE\'s ports 
Ambassador Abdul Jalil stated that he did not think Iran 
would \"risk\" sending items for its nuclear or missile 
programs on vessels that could be intercepted at various 
international ports. \"Why risk putting it on a ship where it 
could be discovered? Why not just fly these items directly 
into Iran?\" CDA pointed out that there are many commercial 
reasons for sending items via sea 

may be the only practical way to import the material into 

Iran. Comment: CDA had worked with Ambassador Abdul Jalil on 
August 4 in an effort to have the UAE interdict an Iranian 
vessel carrying Chinese-origin graphite intended for use in 
Iran\'s missile program (ref B). Ambassador Abdul Jalil\'s 
comments during the August 19 meeting were in reference to 
this incident 

observation about whether Iran was likely to import sensitive 
materials via shipping containers susceptible to detention 
and inspection. The unstated inference was that it is 
possible that dual-use items sent via sea are not intended 
for Iran\'s nuclear or missile programs. End comment. 


5. (S) On August 16 

Minister Sheikh Abdullah bin Zayed in Paris and advised him 
to expect delivery of the Mayrow demarche. 

QUINN 
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rooted causes of the struggle in the Middle East 

ending the Israeli occupation of occupied Arab territories and 
implementation of relevant UN resolutions. Discussions touched 
upon the status of the occupied Palestinian territories and 
Israel\'s continuing illegal practices and violations of 
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international law and UN resolutions. The Canadian delegation 
\"expressed interest in what is taking place in the region\" and 
announced its stand against \"the unjustified war\" waged by Israel 
against Lebanon 

targeting and destruction of Lebanese infrastructure.\" 


Papers also reported that Minister of Information Mohsen Bilal 
called on the European Union and western countries to play a 
neutral role in securing peace in the Middle East. During a 
meeting with the Canadian Parliament delegation 

warned against \"the aggressive polices that the US and Israel are 
following in the region that are turning the Middle East into a 
focal point of crisis and tensions.\" The delegation pointed out 
that \"there is a Canadian parliamentary movement 

delegation is associated 

in the international arena.\" The delegation added that their 
visit to Syria \"comes within this framework due to Syria\'s 
important role in the region.\" Talks during the meeting also 
dealt with the situation in the Middle East and the role that 
Canada can play to solve the struggle in the region in a way that 
boosts international and regional security and stability. 


Syrian editorialists and columnists responded to attacks against 
the Syrian position by Lebanon\'s Saad al-Hariri and Walid 
Junblatt. They defended the Syrian position as representative of 
the Arab peoples and accused critics of \"defeatism\" or 
involvement in Israeli-American plans against the Arab nation. 


End of summary. 
Selected Headlines: 


\"Lebanon calls on the United Nations to condemn the Israeli 
violation of cease-fire. The Lebanese Resistance foils an 

Israeli landing in Balabak 

others. France\'s hesitation complicates European participation 

in international force\" (Government-owned Tishreen 

\"Syria expresses appreciation for Venezuelan President Hugo 
Chavez\' stances. Foreign Minister Walid al-Mouallem discusses 
with Venezuelan Deputy Foreign Minister Elsides Rondon boosting 
of bilateral relations\" (Government-owned Tishreen 

\"The UN is shocked by France\'s modest participation in the UNIFIL 
forces. Lebanese army units continue deployment in South 
Lebanon. Displaced Lebanese 

the war 

and Halutz request the assistance of a team of lawyers to 
eliminate the repercussions of the defeat\" (Government-owned 
Tishreen 

\"Foreign Minister al-Mouallem and Norway\'s envoy to the Middle 
East review the situation in Lebanon and means to establish a 
just and comprehensive peace in the region\" (Government-owned 
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Tishreen 

\"Vice President Shara holds talks with OIC delegation on 
consequences of the Israeli aggression against Lebanon\" 
(Government-owned Al-Thawra 


\"Speaker of the People\’s Assembly confers with Canadian and 
Indian parliamentarian delegations. World parliaments express 
solidarity in facing sole superpower hegemony\" (Government-owned 
Al-Thawra 


\"Foreign minister reviews the situation in Lebanon during a phone 
call with Dutch Foreign Minister 

an Israeli withdrawal behind the blue line\" (Government-owned Al- 
Thawra 


\"Minister of Information: Supporting the Resistance does not 
contradict the principle of peace\" (Government-owned Al-Thawra 
8/18) 


\"The Lebanese army deploys south of the Litani River. President 
Lahoud: We appreciate Syria\'s support; The Resistance weapon is 
an internal issue\" (Government-owned Al-Thawra 


\"Arab political analyst Haykal: The Israeli aggression was 
premeditated\" (Government-owned Al-Thawra 

\"Change in mood of the Russian street; a bias towards Lebanon 
and a decrease in the number of Russians sympathizing with 
Israel\" (Government-owned Tishreen 

\"Three Palestinians martyred. Hanieh sets conditions to join a 
national unity government. Olmert reconsiders his unilateral 
withdrawal plan from the West Bank after his failure in Lebanon\" 
(Government-owned Tishreen 


\"One Palestinian martyred in Gaza. Chairman of the Palestinian 
Legislative Council rejects legality of the Israeli court\" 
(Government-owned Al-Thawra 

\"Two US soldiers killed in Iraq. Intensive security measures in 
Baghdad\" (Government-owned Tishreen 

\"lran commences comprehensive military maneuvers all over the 
country to face any potential attack\" (Government-owned Al-Ba\'th 
8/20) 


2. Editorial Block Quotes: 


Isam Dari 
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commented (8/19): \"It was not surprising for the leaders of the 
band of shame [Lebanese March 14 group] to come out of their 
holes to stab the Lebanese national resistance and Syria. This 
is the role it is assigned to play 

playing this role as long as its survival depends on it... 


\"We wonder where the leaders of this group were when the heroes 
of the Resistance were confronting 

world\'s fourth-ranking army and inflicting heavy losses and a 
miserable defeat on it... 


\"During the war 
erecting roadblocks to prevent the entry of Syrian and other 
foreign humanitarian assistance to South Lebanon. 


\"Lebanon will not be taken hostage by this deviant group 
is conspiring against Lebanon and its Arabism....\" 


Samir al-Shibani 

wrote (8/19): \"A new Arab age of honor and resistance has begun 
with the great achievement that the Lebanese Resistance scored 
in the battle against Israel.... Hizbollah\'s fighters presented 

the most wonderful epics of heroism and pride.... Lords of the 

civil war and the henchmen of the American-lsraeli plan in 
Lebanon wagered on a defeat for the Resistance. But when the 
Resistance triumphed 

victory in Lebanon 

dignity 


\"Those Lebanese came out of their holes and began to encroach 
upon leaders for whom the whole nation chanted and under whose 
banners they pledged to fight.... The positions of Junblatt and 
Al-Hariri were not surprising because the two mortgaged 
themselves to the American devil at the beginning of the US plan 
to control the region 

civil strife in Lebanon and urge a new 17 May agreement....\" 


Abd-al-Fattah al-Awad 

Thawra 

Hariri 

as a stuttering spokesman for the enemies of Syria. 
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\"Instead of focusing on support for the Resistance and laying 
the blame on Israel and the United States for their barbaric 
aggression against Lebanon 

provide cover for the Israeli defeat and declares a hostile 
position toward Syria. 


\"The attack against Syria 
Resistance 
role that Al-Hariri is playing will not bear fruit... 


\"As for Junblatt 

objective behind his attack against Hizbollah. He began giving 
lessons to the people of the south 

playing the role of a lecturer... 


\"The military defeat that Israel suffered has driven these 

people to punish those who caused this huge loss for Israel. 

The leaders of the May 17 group rushed to attack the victors and 
help Israel achieve 

military machine failed to achieve... 


\"The forces of 17 May will continue to bark in the next phase. 
Their demands are Israeli demands. They demand that Hizbollah 
be disarmed 

deployment of international forces to disarm Hizbollah 

Israel is demanding. They are calling for an end to the 
Resistance 

in Syrian-Lebanese relations 


\"The more these people attack Syria and its positions the more 
Syria knows it is correct and moving in the right direction.\" 


Ahmad Dawwa 

(8/18): \"After President Asad\'s speech 

began to act in a way that shows its involvement in the Zionist- 
American scheme. 


\"The hysteria that the March 14 group showed after Al-Asad\'s 
speech proves that this group is involved in the aggression and 
in covering it up.... Al-Asad offered conclusive proof of this 
involvement. 
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\"It is true that the war against Lebanon exposed and identified 
suspicious and collaborative roles 

speech was the blow that knocked out all those who tried to 
disguise 

reality and reap part of the fruits of the major victory that 

the Resistance achieved. The crocodile tears and theatrical 
acts by some did not work.... 


\"The next few days will show more of these facts and the failure 
that awaits this group as it tries to implement its new 

orders.... The time has changed 

appropriate for a new May 17 agreement....\" 


Dr. Adnan Mahmud 

commented (8/18): \"The new May 17 trend will not be cleared of 
what happened in Lebanon 

disguise and hide its nature 

everyone 

the victory of the Resistance bear the hallmarks of its allies 

in the United States and Israel... 


\"The Arab masses will not forgive those who wagered on Israel\'s 
victory and will not court those who fear the victory of the 

heroic Resistance 

they renounced the action of the Resistance from the first 
moment of the aggression. 


\"Syria 

conscience of the Arab peoples 

for the Resistance and to announce their support for it and 
their readiness to stand with it and offer every dear thing to 
regain the dignity of the nation... 


\"We were not surprised by statements of those petty fools 
are plotters by instinct. Their attack against Syria will only 
serve as an incentive for it to continue its honorable pan-Arab 
positions... 


\"History will never forgive those who are today trying to 
slaughter the Resistance and offer it as a present to Olmert and 
Bush after they failed to get it through the repressive machine 
they unleashed in Lebanon.... 


\"The masks have fallen 
assume different colors. Those who were yesterday inciting the 
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enemy against the Resistance will not be able to talk today 
the time of victory 
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warnings that they can lose money on the DSM. However 
officials believe that local investors do not listen to DSM warnings 
about irrational purchasing of stocks and pay more attention to 
rumors about a \"hot stock.\" 


5. In an effort to increase stability on the DSM 

reliance on small 

are trying to encourage more institutional investors from Europe and 
the U.S. to invest in Qatar. According to DSM officials 

some western institutional investors are interested in Qatar 

move has been made yet by these investors. 


6. DSM officials and analysts stated that there is a strong 

correlation between Gulf stock markets. When markets in Saudi Arabia 
and United Arab Emirates fall 

DSM also falls 

noted 

when it goes down 

government.\" Traders on the DSM are also sometimes influenced by a 
trader who believes that a certain stock will go down; in the words 

of DSM officials 


7. Investment analysts believe that the recent correction on the DSM 
was a must 

have now gone down to an unreasonably low level without any rational 
basis. Recently 

mid- and upper-7 


8. Most of the shares on the DSM are owned by Qatari citizens. 
Foreign ownership of shares usually hovers around 8 percent 
most owned by local expatriates. Israeli investors are allowed to 
invest on the DSM 
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citizens. The DSM has no data available on the number of Israelis 
if any 


9. Generally speaking 
DSM. Only Iranians resident in Qatar are said to invest on the DSM. 


10. The DSM plans to use incorporate \"real-time\" trading into the 
system to give investors more security on their trades 

increase transparency in the system. There are a small number of 
banks and brokerage houses in Qatar 

change to \"real-time\" trading will be fairly easy. 


11. After the recent problems with insider trading 

controls have been put in place to monitor the activities of board 
members and other company officials of DSM listed companies. Some 
DSM officials stated that \"insider trading is killing the DSM.\" 
Qatar does have laws to that prohibit insider trading 

now has three financial investigators on staff to investigate 
possible cases of insider trading. When a company official is 
suspected of insider trading 

Prosecutor General\'s office for review and possible prosecution. 
Last year 

news in Doha 

well-connected bank official. 


12. Law No. 14 of 1995 set up the DSM 

business in 1997. The number of companies listed at the inauguration 
of the DSM was 17. Currently 32 companies are listed on the 
exchange. 


13. There has been a great increase in volume of shares traded on 
the DSM. Although the index has dropped considerably in the last 
half of 2005 and the first half of 2006 

remains the same. 


14. Anxiety in Qatari society about the share price plunge appears 
to have been less than Saudi Arabia and Kuwait experienced. There 
were no calls for government intervention 

experienced some financial pain. We note that the small size of the 
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investor base leaves the DSM susceptible to sharp and irrational 
fluctuations. 
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have been made.\" He said the UAEG opposes Iran\'s nuclear 
program for environmental reasons -- the standard UAEG stance. 
Regarding internal politics 

conservatives are consolidating power and speaking with one 
voice in contrast to the factionalism during Khatami\'s 

presidency. He claimed that Rafsanjani has been prevented from 
acting independently (NFI). Comment: Abduljalil\'s comment 
requesting USG consultation on policy decisions relating to Iran 
is a direct reference to the UAE\'s frustration with not being 
briefed on details of the P5+1 package at the time it was 
proposed to lran (ref A). The UAE remains concerned that the 
U.S. may reach an agreement with Iran without considering the 
interests of allies in the region. End comment. 


4.(C) Central Bank (CB) Banking Supervision and Examination 
Department Manager Al Tenaiji provided information about the 
presence of Bank Melli Iran (BMI) and Bank Saderat Iran (BSI) in 
the UAE. He said BMI was established in 1975 and has eight 
branch offices with combined assets of 4.9 billion AED 
(approximately 1.3 billion dollars). BSI opened in the UAE in 
1976 

(approximately 2.5 billion dollars). He said Iran is the UAE\'s 
largest trading partner (ref B). (Note: According to English 
language website Iran Daily 

March 2005 and March 2006 reached 9.6 billion dollars. End 
Note.) Al Tenaiji also said the CB continues to encourage 
hawaladars (those who engage in an informal system for 
transferring funds internationally) to register with the CB. 

The CB has received 215 applications for registration and has 
granted 190 certificates of registration to the hawaladars. Al 
Tenaiji said only those who do not meet basic criteria are 
denied. For example 

because they \"do not need an informal means to transfer funds.\" 
Al Tenaiji said the Central Bank hopes to implement computer 
software in the near future that will facilitate registration 

and oversight of hawaladars 

small money service businesses. The new software will 
electronically maintain records and report data to the CB. 


5.(C) Customs Official Knammas said over 60 percent of the 8 
million containers that pass through Dubai\'s ports are not 

subject to Customs examination as they are transshipped to 
foreign ports. (Note: Knammas defined \"transshipped goods\" as 
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those remaining aboard a vessel 

ship to dock and back 

another country. End Note.) Khammas stated the UAEG will search 
transshipped goods if it receives derogatory information in 

advance and has the container number. He said the dhows 
entering Dubai Creek primarily engage in trade with Iran 

and Pakistan. Dhows must present manifests to customs officials 
at the mouth of the creek 

information the UAEG will not search them. 

SUTPHIN 
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Walid three or four million dollars\" to keep the Druse on the 
side of March 14. 


CALLING FOR AN EXTRAORDINARY 
PARLIAMENTARY SESSION 


3. (C/NF) The Ambassador commented that it seemed strange 
when two-thirds of Lebanon did not share Hizballah\'s vision 

for the country 

the initiative even without cash. Claiming to be trying 

Mouawad and Hamadeh showed the Ambassador a parliamentary 
petition being circulated among the 71 March 14 
parliamentarians 

Parliament Speaker Nabih Berri to open an extraordinary 
session of parliament. It is a \"scandal\" that Lebanon went 
through a war and the parliament maintained its summer recess 
(until the third week of September) 

predicted that Berri would have no choice but to open the 
extraordinary session 

extraordinary session \"to make the pro-Syrians 

uncomfortable 


HARIRI TRIBUNAL: GET KOFI 
TO BRING NICOLAS MICHEL WITH HIM 


4. (S/NF) The Ambassador noted the USG interest in moving 
ahead quickly on establishing the \"special tribunal with 
international character\" to try suspects in the Rafiq Hariri 
murder case or those related to the Hariri murder. Hamadeh 
and Mouawad agreed. Our impression 

that action now rests with the Lebanese to respond to the 
UN/OLA draft agreement on the tribunal. After conferring 

with Minister of Justice Charles Rizk by phone 
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responded that the Lebanese are ready to receive Nicolas 
Michel (from UN/OLA) to work out the final details 
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point the cabinet majority and parliamentary majority (in the 
anticipated extraordinary session) can approve the tribunal. 

The Ambassador asked whether the March 14 majority was ready 

to confront a cabinet walk-out by the Hizballah ministers 

over the tribunal question. After all 

the Hizballahis seem to be using \"sovereignty\" as the excuse 

for foot-dragging over UNSCR 1701 implementation 

can claim that the tribunal 

Lebanon\'s supposedly sacred sovereignty. Mouawad and Hamadeh 
both agreed that the cabinet majority would force the issue. 


5. (S/NF) Hamadeh said that it was important to get Nicolas 
Michel to Beirut \"immediately 

off-balance \"and make them think twice about killing any of 
us.\" Thinking outloud 

bring him with him.\" His idea coming together as he spoke 
Hamadeh said that the problem with the UNSYG\'s visit a week 
hence revolves around the visuals. Annan will obliged to 
meet President Emile Lahoud. Annan will go to Damascus. 
Annan will smile and say happy things to the cameras. \"He 
won\'t be as tough as he should.\" But if Annan brings Michel 
with him \"and leaves him in Beirut to put the final touches 

on the tribunal agreement while Kofi goes to see Bashar\" will 
leave an entirely different impression. \"Brilliant!\" Nayla 
shouted 

Mouawad also argued that it is important that Annan try to 
project as sober message as possible about Iran and Syria\'s 
role in arms smuggling 

before the UNSYG departs for the region. 


BANK AL-MEDINA AND OIL-FOR-FOOD: 
WAYS TO BRING DOWN LAHOUD? 


6. (S/NF) Mouawad and Hamadeh raised the familiar subject 
of ridding the country of Emile Lahoud. They had no original 
ideas but suggested (as each has independently) that the 
notorious Bank al-Medina files be opened up and the 
Oil-for-Food scandal be mined for dirt on Lahoud. Mouawad 
tried to put the USG in the lead on the Bank al-Medina files 
saying that we should use the excuse of money-laundering and 
terrorist financing to ask the GOL for the files. The 
Ambassador said that the USG had no good reason to ask now 
for Bank al-Medina files 

example of the Lebanese trying to shift responsibility to 
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foreigners. And once the Lebanese succeed in shifting 
responsibility for something unpleasant to foreigners 

then don\'t want to listen to what the foreigners say. 

Hamadeh agreed and said that the March 14 majority should 
consider whether the extraordinary parliamentary session they 
hoped to hold could have committee hearings on Bank 
al-Medina. Some March 14 politicians 

up in the widespread scandal themselves 


7. (S/NF) As for Oil-for-Food 

that this was a promising area to examine. But Hamadeh 
claimed that trying to go through Oil-for-Food reports 

looking for connections to Emile Lahoud is a full-time job. 

The Ambassador commented that surely Saad Hariri could pay a 
full-time researcher. Hamadeh responded that \"it would be 
better if you did it 

to be able to look at the UN files. We don\'t. You have 

people who know how to use those files 

working with them already.\" 


TELECOM SERVICES RESTORED 
THANKS TO CENTRAL AUTHORITIES 


8. (S/NF) As for other ideas to put the pro-Syrians in 
Lebanon off-balance 

equipment and ammunition for both the Lebanese Armed Forces 
and the Internal Security Forces (national police). The 
Ambassador added that it was important for the GOL to get its 
own act together on reconstruction priorities and 

coordination 

Hamadeh noted that 

been restored to all parts of the south except Jezzine 
because of his ministry\'s work. This 

publicized widely. 


AND THE NEED FOR CASH ARISES AGAIN 


9. (S/NF) But speaking of reconstuction opened the subject 
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of money again 

will remember who handed out cash 

\"We are whores in that way 

Since the U.S. and European governments cannot dispense with 
accountability 

help 

began. After all 
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furious and frightened by the speeched of Bashar al-Asad and 
Hassan Nasrallah. \"We can worry about reform and accounting 
later 

existence 

move both cash and projects 

quickly.\" 


SARG (ALLEGEDLY) SENDS AGENT 
TO DISCREDIT BRAMMERTZ EFFORTS 


10. (S/NF) Raising a different subject after Mouawad left 

to meet with UN envoys Terje Roed-Larsen and Vijay Nambiar 
Hamadeh said that the ISF had two days earlier arrested a 
Syrian who admitted being sent to Beirut by the SARG. While 
the details were still emerging from the ongoing ISF 
investigation 

Khaddam\'s name in asking to see Hamadeh to hand over some 
important documents. Suspicious 

Khaddam 

Damascus but also connected to Syrian military intelligence. 
When Hanawy arrived for the appointment with Hamadeh 
arrested and subsequently admitted (\"Under vigorous 
interrogation 

related to the Hariri assassination. 


11. (S/NF) Hamadeh said that he assumed Hanawy was trying 
to lure UNIIIC Commissioner Brammertz on a wild goose chase 
in the hopes of embarrassing Brammertz in the same way that 
the witness Zuhair Saddiq had discredited part of Detlev 
Mehlis\' work. One of the more interesting tidbits out of the 
Hanaway investigation 

an electronics store adjacent to the American University 
Hospital is owned by the same family. Hamadeh guessed that 
the electronics store is probably a front for a Syrian 

intelligence unit of some kind. 


COMMENT 


12. (S/NF) Mouawad and Hamadeh are two of the more zealous 
and vocal members of the March 14 majority 

prone to flinching. They are also used to playing in 

traditional Lebanese politics 

with cash loom so large in their minds. Frankly 

us to be a reasonable investment (assuming someone comes 
forward) 

maintain the Druse on the March 14 side rather than see them 
start to shift toward the pro-Syrian Druse leader Talal 

Arslan. But what we liked best from this meeting was the 
suggestion that Kofi Annan bring Nicolas Michel with him to 
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Beirut: Annan may be presenting his visit as part of UNSCR 
1701 implementation 

everyone -- including in Damascus -- that the recent fighting 
has not distracted us from the need to bring Rafiq Hariri\'s 
killers to justice. 

FELTMAN 


7. (C) On the subject of militias 

demobilizing militias now would be premature without a 
political agreement or reconciliation. He said that at 
present militias play both a positive and negative role in 
Iraq. The Ambassador responded that he would welcome a 
dialogue on this subject between the US and Japanese experts 
on militia demobilization. Yamaguchi added that at the 
present time Japan does not want to take a leading role in 
militia demobilization efforts. He explained that at this 

time there is \"no appetite\" in Japan for taking on such a 
challenge because the security situation in Iraq is still so 
difficult. 

KHALILZAD 
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Instead 

said it is a \"shame\" on Arabs that faraway Japan is donating 
money for Iraq reconstruction while lraq\'s Arab neighbors are 
not. In response to the Ambassador\'s query 

the key Arab players in Iraq are the neighboring Arab states 
and Egypt. He said that these states were the ones that 
could move the Arab League to take action on building the new 
Iraq. The Arab League conference on Iraq will occur 

date has yet been established. The preparatory committee 
remains open for further action on the conference issue. 


3. (C) Lamani said that he could present a report to the 
September 4 Arab League meeting if it is put on the agenda by 
a member state. The Ambassador responded that the USG can 
encourage placing this issue on the agenda. 


4. (C) Lamani asked why the USG is not talking to Harith 
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Al-Dari (secretary general of the Association of Muslim 
Scholars in Iraq) when the USG seems to be talking with 
everyone else. Lamani added that he might be seeing Al-Dari 
soon in Amman. 


5. (C) Lamani said that the Arab League mission in the Red 
Zone has experienced several disturbing incidents recently. 

He said that three Toyota Land Cruisers recently came to the 
compound. The occupants falsely claimed that they had a 
meeting at the compound and they were turned away. Lamani\'s 
secretary received a suspicious phone call inquiring about 


SIPDIS 

Lamani\'s schedule. At the same time 

who were previously stationed in the neighborhood have been 
removed 

said that he would like to move the Arab League delegation 
into the International Zone. The Ambassador responded that 
he could refer this request to the International Zone Housing 
Committee for its consideration. 

KHALILZAD 


3. (C) The attending representatives said that political 

corruption was another root cause of the protests. They said 

the last elections \"were not clean\" and that the party appointed 
technocrats who did not bother to get out into the people to 
understand their concerns. The attendees claimed the parties 
controlled all the press and this was the reason the protests 

were reported as against poor municipal services alone 

reference to political reform. They said contrary to press 

lack of inclusiveness in government was a primary cause and that 
after the protests turned violent 

hours per day from the previous 3 hours the general public 
usually received. (Note: Post has received several reports 

that it is routine for KRG officials 

associates to receive 24-hour electricity service 

there has been talk recently of ending or limiting this perk. 

End note.) They also claimed that an order was received from 
the PUK government to retire anyone over 68 years of age 

that nothing had been done because no one wants to retire and 
because senior salaries averaged 500 USD per month compared with 
100 to 150 USD per month for newly hired employees. 


(C) TWO FAILED PROJECTS CITED AS KEY FACTORS 
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4. (C) The participants said the KRG promises to improve 
services had gone unfulfilled. The attendees cited the 
Chamchamal Electricity Station and the Chamchamal-Goptapa Water 
Project as two halted projects originally started by NGOs from 
the U.S. that were designed to alleviate water and electricity 
services on a large scale. The participants claimed future 
protests in the area could be prevented if the KRG demonstrated 
tangible progress on these two projects. (Note: Post has 
received reports that residents of Sulaymaniyah in the city 

itself were digging private wells due to poor water services. 

End note.) 
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(C) CHAMCHAMAL - PART OF SULAYMANIYAH OR KIRKUK? 


5. (C) The representatives claimed one of the main political 
problems was that the central government did not control 
Chamchaml because Baghdad considered it part of the KRG 

the KRG ignored the area because it considered Chamchamal part 
of Kirkuk Province. In addition 

rule of law in Chamchamal and limiting PUK influence 

currently dominated local government 


(C) BACKGROUND ON CHAMCHAMAL-GOPTAPA WATER PROJECT 


6. (C) A private NGO source told IPAO on August 18 that 
several projects being funded by U.S. and British NGOs were 
halted due to excessive overhead costs 

Chamchamal-Goptapa water project and one planned to service 
Halabja. At a separate meeting on the new Kurdistan \"Investment 
Law\" post learned Kurdish investors themselves were concerned 
that sub-contracting 

connections often dried up investment monies before ground was 
ever broken on new projects. According to one account 

took responsibility from NGOs for building the 
Chamchamal-Goptapa water project after it was halted. For all 
contractors bidding for this project 

no design drawings 

or massive standby generators. The result was that bidding 
varied widely and the contract was never awarded. 


(U) COMMENT 
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9. (C) Although it appears water services are poor throughout 
Sulaymaniyah Province 

particular could be a deliberate attempt on the part of the KRG 
to force the central government to address the issue of 
re-attaching Chamchamal to Kirkuk Province 

Kurdish demand 

forward. 
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political process and exacerbating the already significant 

security problems in Iraq. If such a move were to be made 
however 

would decide on the replacement. In addition 

selection of Mashhadani was done as part of a larger 

negotiation for a national unity government 

government chose to replace Mashhadani the INCD would demand 
that the rest of the government also be replaced. 


3. (C) Although al-Jenabi admitted that some of Mashhadani\'s 
statements may not be viewed as \"proper\" 

simply voicing what the public felt. The \"street\" respected 

this very much 

upheaval one needed a \"man of the people.\" For example 
Mashhadani\'s statements on Lebanon appeased the public\'s need 
to express solidarity and outrage at the suffering of the 

Lebanese people and averted a potentially more destabilizing 

mass protest 

Mashhadani\'s statements on the US \"occupation\" and \"invasion\" 
of Iraq 

sentiments of his constituency base in areas that have 

traditionally rejected the American presence in Iraq. 


4. (C) The Ambassador responded with two main points: 
Mashhadani needed to pay more careful attention to his public 
statements 

government before making significant decisions like state 
visits and signing international agreements. First 
Ambassador noted that as the Speaker of the CoR 

was no longer representing a single constituency 

whole of Iraq. As such 

to destroy his credibility - both at home and abroad - with 
ill-considered statements 

\"Americastan.\" For example 

Mashhadani had complained recently about Iranian interference 
in his public statements 

private meetings with senior Iranian officials like the head 

of the Ministry of Intelligence and Security (MOIS). This 

kind of contradictory behavior gave rise to rumors that 
Mashhadani had been bribed by the Iranians 
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warned. 


5. (C) Second 

teamwork and communication within the government. The 
Ambassador noted that Mashhadani did not bring other members 
of the government with him in his recent trips to Iran and 

Syria 

from the Prime Minister\'s office or any other executive body. 
Even within his own party 

by Mashhadani\'s actions. Both CoR member Khalaf Ulayan and 
Vice President Tarik al-Hashimi told the Ambassador in 

separate meetings that they had been surprised by 
Mashhadani\'s trip to Syria. Tawafugq will need to consult and 
develop a consistent political policy in order to counter the 
impression that it is hopelessly fractured. Direct 
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communication between political blocs is also necessary for 
the national unity government to function effectively 
Ambassador stated. He reminded al-Jenabi that the Prime 
Minister had consulted the cabinet and leaders of the various 
political blocs (within the structure of the Policy Committee 
for National Security) for advice and guidance before making 
the decision to go the US. True leadership involved winning 
consensus from the various blocs 

presenting the government with a fait accompli. 


Sunni Arab Politicians Need to Deliver 


6. (C) The Ambassador stated that Sunni Arab participation in 
the political process and the national unity government had 
not resulted in any appreciable decline in the level of 

violence in lraq 

Sunni Arab areas. Both the Shia and the Kurds had also been 
expecting that greater Sunni Arab participation in the 

political process would result in better security for Baghdad 
and a decrease in violent attacks. The Ambassador noted that 
much work remained to be done 

agreements across the political spectrum on key issues such 
as the Constitutional review 

de-Baathification 

de-Baathification 

work with other groups within the CoR to annul or modify the 
de-Baathification Commission; yet Tawafuq has done nothing. 


7. (C) Al-Jenabi declared that the general security situation 
in Iraq was due to two main factors: the disbanding of the 
Iraqi Army by the Coalition Provisional Authority (CPA) 
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the de-Baathification law. If the Ambassador would only 
cancel the de-Baathification law himself 

the problems in Iraq would evaporate 

He asked the Ambassador to cooperate with the Sunni Arabs to 
retain \"balance\" in the government 

not in favor of dividing Iraq into three parts 

maintain strong central authority \"as in the past.\" The 
Ambassador reminded al-Jenabi that 

remained committed to a unified Iraq that can stand on its 
own feet. 

KHALILZAD 
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Nihon Keizai: 

(1) Terrorism aimed at containing political activities and speech 
cannot be allowed 

(2) Eliminating tragedies in the northern waters 


Sankei: 
(1) Post-Koizumi contenders should show how they will set policies 
(2) New era for planets: Beautiful names needed 


Tokyo Shimbun: 
(1) Shooting of fishing boat: \"Retaliation\" will not settle issue 
(2) Major power outage: Make more efforts to reduce damage 


3) Prime Minister Koizumi to leave for Central Asia on Aug. 28 


SANKEI (Page 5) (Full) 
August 18 


The government announced yesterday that Prime Minister Junichiro 
Koizumi would visit Kazakhstan and Uzbekistan in Central Asia on 
Aug. 28-31. It is the first time for an incumbent Japanese prime 
minister to visit Central Asia. The purpose of Koizumi\'s trip to 
these two countries 

petroleum 

with them 

conducting active diplomacies there. 


Koizumi is expected to meet Kazakhstan\'s President Nursultan 
Nazarbayev and Uzbekistan\'s President Islom Karimov. 


4) Fishing boat shooting incident: Senior vice foreign minister 
dispatched to Russia to seek release of crew 


Column 3 
YOMIURI (Page 1) (Full) 
August 18 


Following the incident in which a Russian Border Guard patrol vessel 
fired at a Japanese fishing boat in waters near Kaigarajima 

the disputed Northern Territories 

(35) was killed 

Vice Foreign Minister Yasuhisa Shiozaki to Moscow for talks with the 
Russian government for the release of the fishing boat crew. MOFA 
Parliamentary Secretary Akiko Yamanaka yesterday arrived in Nemuro 
City 

island now. She will leave for the island as early as today. 


Since the incident involves jurisdiction over the Northern Islands 
including investigations into and prosecution of the crew 
compensation for damage to the boat 

settle the issue in high-level talks. 
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Shiozaki left Narita yesterday evening. He plans to meet with a 
high-level Russian government official in Moscow and strongly demand 
the release of the crew. He also intends to exchange views on 
measures to prevent a recurrence of such incidents and ways to 
secure safe fishing in waters near the Northern Territories. 


Yamanaka intends to land on Kunashiri on a Japan Coast Guard vessel 
as soon as coordination with the Russian side on the handover of 
Morita\'s body is made. She said she also wanted to debrief the three 
surviving crewmembers. 


5) Russians fire at fishing boat: Number of jurisdictional issues 
being faced 
release of crew members 


YOMIURI (Page 2) (Excerpts) 
August 18 


The incident on Aug. 16 near Kaigarajima in the northern territories 
in which a Russian patrol boat fired on and captured a Japanese 
fishing boat stems not only from the unresolved territorial dispute 
over the northern islands. The issue of jurisdictional control in 
waters in this area also is a major impediment to resolving the 
situation. The government 

Japan\'s possession 

crewmembers 

and killing one of the fishermen. The Russian government 
effective control of the four islands 

was an appropriate action taken within our country\'s territory 
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it is inevitable that negotiations will face rough going. 


No visa access 


The government has stressed the following to the Russian government 
following the incident: 1) the body of the slain crewman 

Morita 

the shooting should be punished; and 3) Japan reserves the right to 
seek damage compensation for the loss of life and goods. 


Currently 

northern territories 

requested by Russian authorities and can visit in the form of not 
having a visa. This time 

Minister Akiko Yamanaka and other Foreign Ministry officials going 
to the northern territories to recover the body of the slain 
fisherman be covered under the regular no-visa procedure. Although 
the Russian authorities have agreed 

current situation of having to get approval for access without a 
visa is symbolic of the difficulty of resolving the northern 
territories\' issue.\" 


6) US to deploy six Aegis ships in Pacific to cope with threat from 
North Korea 


ASAHI (Page 2) (Excerpts) 
August 18 


Kei Ukai 


The US Defense Department has decided to double the number of Aegis 
ships capable of shooting down enemy ballistic missiles in the 
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Pacific to six by the end of the year. This is part of efforts to 
cope with the threat from North Korean missiles. Rear Adm. Alan 
Hicks 

this plan to reporters after a meeting in Alabama on Aug. 16. 


The six Aegis ships carry the Standard Missile 3 (SM3) system. Hicks 
said: \"It will become possible to shoot down short- to medium-range 
ballistic missiles 

Aegis ships carrying the SM3 system to 18 in several years. 


7) US Navy to set up emergency unit for possible radioactive 
incident at Yokosuka base 


TOKYO SHIMBUN (Page 3) (Excerpts) 
August 18 
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The US Navy is planning to set up an emergency operation center 
(EOC) at Yokosuka Naval Base (Kanagawa Prefecture) to deal with 
possible radioactive incidents involving a nuclear-powered aircraft 
carrier to be deployed at the base. According to informed sources 
yesterday 

the military and the Energy Department will be stationed at the 
center. 


The US Navy had said: \"A large scale accident of radiation leakage 
to the outside is inconceivable.\" But it has been found that it is 
preparing to set up a system to deal with an emergency. 


According to the informed sources 

building adjacent to the US Navy Command Center located about one 
kilometer from the 12th birth at which the nuclear aircraft carrier 
George Washington (102 

2008. In the center 

to see the state of the atomic furnace and an instrument to measure 
the volume of radiation around the furnace. In times of emergency 
the expert staff will collect information and instruct measures to 
prevent damage. 


The US Navy reportedly plans to complete a system to prevent 
radiation leaks in the base by the summer 

be carried out 

radiation 


8) Sluggish responses in government 
fire 


NIHON KEIZAI (Page 2) (Full) 
August 18 


A fire broke out and burned down the parental home and office of 
Liberal Democratic Party member Koichi Kato on Aug. 15. In front of 
the house 

the man is a member of a rightwing group and now believe that he had 
set fire to the home in reaction to Kato\'s critical stance of Prime 
Minister Junichiro Koizumi visiting Yasukuni Shrine. In political 

circles 

with very few commenting on it in the government and ruling 

parties. 


In a meeting of the Yamasaki faction yesterday 
friend of Kato 
trend of resorting to violence to try to suppress speech on Asia 
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diplomacy. This is a serious problem. | would like to discuss future 
options for Asia diplomacy in supra-factional meetings.\" 


Last night 

national secular war memorial 

Kato is also a member of this group. In addition to the two 

Minshuto (Democratic Party of Japan) Secretary General Yukio 
Hatoyama 

the meeting. The participants shared the view that \"the incident is 
unforgivable.\" Based on the view that the prime minister\’s Yasukuni 
visits are highly undesirable 

secure a budget for studying the feasibility of constructing a 

national secular war memorial. 


Meanwhile 

arsone incident. An aide to the prime minister said: \"There is no 
plan to issue a comment.\" Deputy Chief Cabinet Secretary Seiji 
Suzuki only told reporters: \"We have not been informed of details 
and coordination is underway.\" 


In the opposition camp 

Minshuto said: \"Setting fire to a house with the aim of suppressing 
speech is a terrorist act and unforgivable.\" Japanese Communist 

Party Secretary Ichida commented: \"The arson is almost undoubtedly a 
dirty terrorist act to suppress political activities over the issues 

of Japan\'s war culpability and Yasukuni Shrine.\" Social Democratic 
Party President Fukushima said: \"The act is to suppress freedom of 
speech and political activities 

terrorism.\" 


Kato told reporters yesterday: \"I feel the current trend is moving 
in a unilateral way. This is an undesirable social trend. | have 
responsibility to continue to make statements.\" 


9) 2006 LDP presidency: Securing 20 members difficult; High wall for 
Tanigaki and Aso to get 20 supporters 


MAINICHI (Page 3) (Excerpts) 
August 18 


In order to run in the Liberal Democratic Party (LDP) in September 
Finance Minister Sadakazu Tanigaki and Foreign Minister Taro Aso are 
now trying desperately to secure recommendations by 20 LDP 
lawmakers 

presidential race. Tanigaki belongs to a 15-member faction; and the 
faction to which Aso belongs has only 11 members. Cooperation with 
other factions is absolutely necessary for them to run in the 

election. However 

Chief Cabinet Secretary Shinzo Abe would be better for them 

trend of betting on the winning horse continues. Many lawmakers seem 
to be thinking that if they don\'t back Abe 
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cold shoulder. In particular 
since he has assumed a stance of facing down Abe. 


In a meeting of the Tanigaki faction yesterday 

Representatives member Koichi Yamamoto expressed his sense of crisis 
over the Tanigaki campaign: \"The Abe train is packed with 

passengers. Also the deck is filled to capacity. The rooftop is the 

only place for passengers to stand.\" 


The Tanigaki faction initially expected support from the Niwa-Koga 
faction 
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faction spun from the former Miyazawa faction. Recently 

faction heads Yuya Niwa 

Makoto Koga 

Hakuo Yanagisawa 

their support for Abe. The number of supporters has increased in the 
Yamasaki faction 

rebellion (in November 2000 in which Kato called on then Prime 
Minister Yoshiro Mori to step down). It is now impossible for 
Tanigaki to get recommendation from those factions. 


Therefore 

individual LDP members to support Tanigaki. The faction intends to 
play up the value of Tanigaki 

will be led by Abe or Aso 

factions are reacting coolly 

member commented: \"Senior and mid-level members are reluctant to 
back Mr. Tanigaki since they are anxious about posts in the 

future.\" 


10) Aso\'s campaign pledges in bid for LDP presidency: Would lower 
the age for starting compulsory school education; Advocates plan to 
double feeling of being affluent 


SANKEI (Page 5) (Full) 
August 18 


Foreign Minister Taro Aso will announce on Aug. 21 his campaign 
pledges for the September Liberal Democratic Party (LDP) 
presidential election. The pledges titled \"Japan\'s Fundamental Power 
- Challenge to Vitality and Security\" were revealed yesterday. In 

his campaign pledges 

starting compulsory school education and a plan to double one\'s 
feeling of affluence 

living space by flexibly applying public investment. In the foreign 

policy area 

He does not mention when he would hike the consumption tax 
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stipulating that priority would be placed first on strict cuts in 
expenditures. 


Plan to double feeling of affluence 


In order to create a society in which people feel they have real 
affluence 

expansion to a policy of qualitative improvements in lifestyles. 
Productivity can be doubled by technical innovation. He advocates 
the application of public investment for projects directly linked to 
such quality of life areas as improving railroad crossings and 
laying power lines underground. He proposes a 
three-generation-family plan by building housing with broad living 
space 

supports child care programs. 


Economic policy 


He is not a fundamentalist on fiscal reform. He would implement 
drastic policy tax cuts so that industries would be able to develop 
new technologies and move ahead in growth areas. He places top 
priority on first reducing expenditures and later consider 
increasing taxes. 


Education reform 
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He would lower the starting age for compulsory school education by 
one or two years from the current age of six. Give children during 
that period thorough moral and basic education. 


Foreign policy 


Makes efforts to stabilize ties with Asia 

alliance. Good Japan-China relations are indispensable for regional 
stabilization in Asia. Deepen strategic ties with India. Create a 
diplomatic strategy with an eye on the Korean Peninsula in the 
future. 


Simple and warm government 


Aims to create a simple and warm government that is small but strong 
under the leadership of the prime minister. Reorganize the present 
Cabinet Secretariat 

Communications Ministry to be organizations that would in charge of 
a comprehensive national strategy. 


Decentralization 
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He would introduce the \"regional bloc or doshusei \" system 
about 10 regional blocs in the country. 


Political reform 


Senior research commission members would also serve as senior vice 
ministers and parliamentary secretaries. If necessary 
chairmen would become cabinet members. 


11) Kyodo News Agency poll on LDP presidential race: With 53% 
popularity rating 
next prime minister 


TOKYO SHIMBUN (Page 2) (Full) 
August 18 


According to a nationwide opinion poll by Kyodo News August 15 - 16 
Chief Cabinet Secretary Shinzo Abe held firmly to his place as the 
top candidate 

to succeed Prime Minister Koizumi 

previous survey in July. Finance Minister Sadakazu Tanigaki secured 
second place at 14.8% 

survey. The support rate for Aso rose 5.7 points to 11.2%. 


Former Chief Cabinet Secretary Yasuo Fukuda (22.4% in the previous 
poll) 

decision not to run in the election. About half of Fukuda\'s 

supporters seem to have shifted to Tanigaki 

Koizumi\'s visits to Yasukuni Shrine. The support rate for Abe among 
LDP supporters reached 73.5%. Abe\'s views are seen as close to those 
of rank and file LDP members and friends of the LDP. 


Regarding the prime minister's Yasukuni visit on August 15 
those who supported Abe approved of it 
replied 


12) Internet monitoring survey on LDP presidential election: 25% of 
votes from Fukuda supporters go to Tanigaki 
Aso 
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The 3rd Internet monitoring survey on post-Koizumi contenders 


carried out by the Yomiuri Shimbun on August 4 through 8 
25% of votes from supporters of former Chief Cabinet Secretary Yasuo 
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Fukuda 
Tanigaki 
Minister Aso. 


Since this poll continuously monitors the same persons 
possible to follow up changes in their replies from the previous 
survey. 


It is believed that the largest bloc of votes from Fukuda supporters 
went to Tanigaki 

issues are close to those of Fukuda 

of Prime Minister Koizumi\'s visits to Yasukuni Shrine. However 

of pollees replied 

premiership 

supporters of Fukuda. 


Abe maintained first place at 48% 
came in second at 15% 
over the previous survey. 


Broken down by party affiliation 

Liberal Democratic Party (LDP) named Abe 

11% and Aso with 9%. Among those who support the Democratic Party of 
Japan (Minshuto) 

and Aso with 13%. 


DONOVAN 
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have remained relatively calm over the last twenty four hours.\" 
Nonetheless 

in several chronic problem neighborhoods. Specific 
neighborhoods identified as continually problematic include: 
Comoro 

addition 

was a Clash between fringe group Colimau 2000 and a martial arts 
group 

known as SH or \"seti hati\") in Ermera district over the weekend 
that reportedly resulted in up to four deaths. This incident is 

still being confirmed. This followed a clash between the same 
two groups in Covalima district about two weeks ago that 
resulted in one death. 


3. (U) Last Thursday afternoon 

situation appeared to take a turn for the worse when a large 
group of young men waged a sustained stone-throwing attack on 
the internally displaced persons (IDP) camp adjacent to Obrigado 
Barracks 

Timor-Leste (UNOTIL). UNOTIL personnel called the Joint Task 
Force (JTF) which sent a number of military and police personnel 
to the camp. The attackers fled and the international forces 
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remained for several hours. However 

a.m. there was another attack on the camp 

stones but also several plastic bottles filled with gasoline. 
Finally 

disturbances in the vicinity of an IDP camp adjacent to the Dili 
port. These incidents reportedly involved youths from within 
the camp throwing rocks at passing cars and pedestrians. 
Similar events have been reported at this camp for several 
weeks 

incidents. 


4. (U) According to Special Representative of the UN Secretary 
General (SRSG) Sukehiro Hasegawa 

Obrigado camp residents left as a result of the attacks on the 
camp. Some of these reportedly left even before the first 

attack 

nun who runs one of the largest IDP camps in Dili told 
Ambassador on Friday (August 18) that her seriously overcrowded 
camp had received many new families last night 

moved from the Obrigado camp or the camp adjacent to the port. 
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5. (U) Despite these incidents 

describe the security situation in Dili as stable on the whole. 

In conversations with Emboff on Friday 

Police (AFP) and Portuguese Republican National Guard (GNR) 
sources emphasized that this does not translate to an absence of 
incidents 

they note that the incidents in the last day or so do not 

exhibit the coordination seen earlier this month when multiple 
incidents occurred nearly simultaneously. 


Increased understanding of underlying causes 


6. (SBU) The early August resumption of high levels of gang 
violence in Dili prompted a renewed effort on the part of 
international security forces and others to examine and address 
the underlying causes both of this recent spike and of the 
long-term phenomenon of gang violence. Our current analysis 
highlights the following factors as being particularly important: 


-- The early August spike in violence corresponded with the 
initial period during which international police took on full 
responsibility for Dili security operations 

night-time hours previously covered by the military. 

International police sources believe that the transition was 

seen as a window of opportunity and that some gangs wanted to 
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test the readiness of the international police. Tactics used 
included staging a large number of disturbances in one area to 
draw police resources away from another area 

patrol cars into a neighborhood and then surrounding and 
targeting the police. 


-- The arrest of dissident military police leader Major Alfredo 
Reinado continued to be a motivating factor among the explicitly 
Loromonu (western) oriented gangs. As reported in septels 
Reinado has gained a certain status as a \"hero of the West\". 
His detention while a range of other actors remain free is 
viewed by many Timorese 

fundamentally one-sided and unjust. 


-- Contacts working in the IDP camps 

police 

(Lorosa\'e) 

recent weeks. Many have taken up residence in existing IDP 
camps 

and a large number of the recent incidents were initiated by 
gangs operating out of the camps. 


-- The youth gang phenomenon is one that many Embassy sources 
argue should be receiving greater attention. A significant 
proportion of male youth (generally defined as anyone who grew 

up under the 1975-1999 Indonesian occupation) are affiliated 

with some kind of gang organization 

martial arts groups or other groups 

a charismatic leader. Many of the active gang members are 
unemployed and easily mobilized toward gang pursuits. Some of 
the gangs are explicitly Loromonu or Lorosa\'e (western or 

eastern) but many 

such orientation. While the gangs are not a new phenomenon 
current situation has created more space within which they can 
operate 

who have followed the gang phenomenon closely observe that their 
recent activities were highly organized and that the key leaders 
retain the ability both to initiate and to suspend gang 

violence. 


-- Although the overall improvement in security since June is 
significant 

unaddressed. These include the continued displacement of over 
half of the city\’s population; the widespread existence of 
conflicting land and property claims that have emerged as a 
major factor in community conflict; uncertainty about what 
security arrangements will be in place at the local level; a 
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widespread perception that perpetrators of violence are able to 
act with impunity as many are released within hours or days if 
arrested at all; and the continued lack of economic opportunity 
that is believed to make gang membership so attractive to many 
young men. 


Explaining the reduction in violence 


7. (SBU) Explanations of the tapering off of gang activity that 
we have seen over the last week vary 
developments appear to be as follows: 


-- An increase in community reconciliation efforts in a number 
of neighborhoods in Dili has had some impact on reducing 
tensions. This has included reconciliation meetings initiated 

by government officials 

some cases by community members themselves. In one area of 
Comoro 

involving village chiefs and local youth coordinators that have 
resulted in a significant reduction of tensions. The Ministries 

of Labor and Interior have also initiated a series of dialogues 

at the aldeia (hamlet) level. In a conversation with Emboff 

the Malaysian police commander noted his pleasant surprise that 
these meetings 

by significantly reduced incidents. 


-- Initiatives to engage the leaders of gangs involved in the 
violence appear to have 

many to suspend their campaigns of intimidation and violence. 
This has included efforts by some of the international forces to 
open lines of communication with gang leaders. However 

most influential have been efforts made by President Xanana 
Gusmao to engage the leaders 

gang leaders but as leaders of a broader youth demographic that 
has been marginalized both politically and economically. Gusmao 
has met with a number of the \"youth leaders\" over the past 
weeks. After a meeting last week between the President and a 
number of these \"leaders\" one of those most prominently 
associated with recent incidents 

television to appeal to the youth to unite and resist being 
politically motivated to commit violence. 


-- International police have adjusted their tactics to respond 
more effectively to the gang disturbances. For example 
following an incident in which a patrol car was surrounded and 
had to be extracted 

comprise at least two vehicles and six to eight officers 
including one or two with long-barreled weapons. In addition 
military patrols have been brought back into use as a deterrent 
measure in certain hotspot areas 
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been the site of repeated incidents. However 

international forces admit that their actions are only getting 
at the surface issues. Our sources note that adjusted police 
tactics do not explain the reduced violence. In fact 

continue to see evidence that the Dili gangs do not view the 
presence of international forces 

a serious deterrent to their activities. Rather 

reality to which they adjust their tactics. 


8. (SBU) Comment: While there is optimism that community 
dialogues and engagement of youth gang leaders can continue to 
contribute to reduced violence 

capabilities remain in place. Both leaders and members have 
demonstrated that they are generally short-sighted in their 
planning and can be easily set off by perceived injustices. 

There are a number of outstanding issues that have the potential 
to spark renewed large-scale gang activity. This is 

particularly true of possible developments in high-profile legal 
cases 

Alkatiri 

dissident armed forces Major Alfredo Reinado. End comment. 
REES 
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2. (U) Embassy understands that country clearance is the only 
assistance required. 


3. (SBU) Embassy point of contact is Political Officer Tod Duran. 
Contact details are as follows: 


Office: 644-462-6043 
Fax: 644-472-3537 
Cell: 027-451-2538 
E-mail: DuranTE@state.gov 


4. (U) POC requests that traveler contact him by phone to provide a 
briefing prior to departing New Zealand. 


5. (SBU) All TDY visitors to Embassy Wellington are required to 
report to the Regional Security Office for a security briefing if 
they have not completed an approved overseas personal 
security-training course. 


6. (U) Visitors should use local taxi service 
safe 


7. (U) Travelers can exchange currency at the airport upon arrival 
and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD $300.00. Personal checks will not be 
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accepted. 


8. (SBU) Biosecurity Fines: 

The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant 

these undeclared items will be immediately fined NZD $200.00 (USD 
$150.00). Biosecurity is a serious issue in New Zealand and fines 
will be administered immediately and without warnings. 


9. (SBU) Security Information: 


a. (SBU) All U.S. citizen personnel serving under the Chief of 
Mission authority in a temporary status of 30 days or more must 
complete appropriate overseas personal security training prior to 
travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1 

either (1) complete the approved seminar at FSI entitled \"Serving 
Abroad for Families and Employees\" (SAFE) 

certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 

is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions 

have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations 

country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

increase in violent and petty crimes 

non-confrontational in nature. However 

assaults 

and thefts occur countrywide but primarily in the large cities of 
Auckland 
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especially aware that street crime 
is a daily occurrence in these cities. Common sense precautions 


should be taken 
opportunity. 


e. (SBU) Generally 

the world drug situation; however 

Zealand has been utilized as a transit point for shipments of 

Ecstasy 

New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however 
precautions so as not to become a target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however 

can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so that police 
may take an accident report. However 

hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones 

sensitive information at the Chancery and not at hotels or 

residences. 

j. (U) Visitors should also be aware of the State Department\'s 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements 

Internet at http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000 
hours/day). 
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McCormick 
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how to develop projects. Dr. Subhi mentioned that there is 
good collaboration in some projects 

statistics training in the agro-ecological mapping 

projects. The DG emphasized that the relationship between 
USAID and the MoA needs to be strengthened because the MoA 
believes some projects undertaken in ARDI were not very 
relevant to Iraq\'s needs. Mr. Sabah specifically mentioned 
the olive oil project that 

inappropriate equipment which he critized as used and 
outdated. He suggested that the MoA needs to review the 
projects with USAID in order to ensure the MoA can provide 
information that will help the project implementers. The 
deputy minister stated that in the past the MoA tried to 
evaluate project ideas with USAID 

informed that the work was being performed under 
contractual agreements with implementing partners 
consultations were unnecessary. He emphasized that there 
is a great need to \"sit together\" with USAID to determine 
project priorities. 


5. (SBU) The minister said he would like to evaluate ARDI\'s 
programs and projects 

all 

information. The DG highlighted some areas of concern that 
have been discussed in the past with US agencies 

that the MoA\'s concerns have not been addressed in the 
agriculture projects undertaken by the implementers. The 
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DG specifically mentioned that the soil salinity problem in 
central and southern Iraq has not been investigated 

although the MoA is now undertaking some wheat project work 
in these areas. Mr. Sabah said that the farmer micro loan 
program of the Agriculture Cooperative Bank (ACB) has been 
very successful 

order to help more farmers. (Comment. Since solid 

statistics are hard to come by in Iraq 

program is difficult to assess independently. End 

Comment.) 


6. (SBU) IRMO informed the MoA that it has recommended that 
the GOI invest more money in its farmer micro loan program 
and assist the ACB to open up other credit programs for the 
agriculture community. IRMO also indicated that 

agribusiness development will be a major program area in 

the next two to three years 


Column 3 

establish some credit programs for agribusiness 
development 

will begin. The deputy minister said that the farmer micro 
loan program of the ACB needs additional funding now and 
cannot wait for the GOI to provide it. The MoA has asked 
the GOI for more funding 

response according to the deputy minister. 


7. (SBU) The DG indicated that assistance is needed in many 
provinces of Iraq with regard to integrated pest management 
(IPM). Technology and funding are need so that a 
meaningful IPM programs can be implemented in the target 
provinces 

program on its development agenda. The deputy minister 
said that there is clearly no objection to developing 
programs to assist agribusiness in Iraq 

be more collaboration with the MoA in planning these 
programs. He re-emphasized that the MoA would like to 
examine the results of past projects in order to develop 
clear directions for future projects. IRMO reminded the 
minister and deputy minister that post\'s Joint Agriculture 
Task Force (JATF) was created nearly a year ago so that all 
major agencies and groups working in the agriculture 

sector 

coordinate activities and communicate results. Dr. Subhi 
stated that the MoA will appoint a representative to the 
JATF 

next JATF meeting in the International Zone (IZ). 


8. (SBU) USDA summarized the August 1 visit to Baghdad by 
the US Secretary of Agriculture. The joint agreement to 
enhance the agriculture education and extension capacities 
of Iraq 

several ministries in addition to the MoA. USDA presented 
copies of the agreement in Arabic and English to the 
minister. USDA said it will send specialists in strategic 
planning 

U.S. to Baghdad to work with the MoA. The specialists 
could arrive in September. USDA outlined its support for 
Iraq\'s poultry industry through the Food for Progress 
program and the US Grains Council's revolving credit 
project. The DG sharply criticized the project because he 
believes that the more prosperous poultry producers were 
being helped 

livestock breeders. 


9. (SBU) The DG also noted that the water buffalo is an 
important animal in many parts of the country 

the south 

or the broader livestock sector. USDA explained that the 
revolving credit for the poultry producers is a private 
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sector program to assist the commercial poultry producers 
in Iraq 

the USG in the manner the DG suggested. 


10. (SBU) USDA explained that it and other agencies are 
ready and willing to collaborate with the MoA on animal 
health issues 

there has been a quiet period during the past months 
reoccurrence of Al could occur and the MoA will need to be 
prepared. USDA stated that there are many different 
agencies of the GOI -- MoA 

Ministry of Health (MoH) -- with equities in food safety 
regulations. Enforcement of these regulation and food 
safety rules should be based on science 

with international standards and WTO principles. USDA 
brought up the case of Iraq\'s ban on US beef products due 
to bovine spongiform encephalopathy (BSE) concerns 
though other US trading partners (such as Japan) have 


BAGHDAD 00003031 003 OF 003 


re-opened their markets to US beef and beef products. The 
DG asked if USDA could provide some type of \"international 
document\" to indicate the safety of US beef products 
including an indication that the U.S. is \"BSE-free.\" USDA 
explained that the U.S. cannot say it is BSE-free 

US programs far exceed the guidelines of the OIE (World 
Animal Health Organization) and 

trade in US beef is accepted. USDA suggested that this 
topic requires a separate meeting with MoA officials so 

that all pertinent and relevant technical information can 

be exchanged. 


11. (SBU) Econoff asked about the actions being taken in 
the MoA with regard to agricultural product import tariffs 
and who is the appropriate point of contact at the MoA for 
this issue. The deputy minister stated that he is the 

proper contact since he chairs the inter-ministerial 
committee (MoA 

Bank of Iraq) that is developing and setting the new tariff 
schedules. The DG explained that the committee has already 
studied the tariff schedules of 27 countries worldwide 

hopes to have its final recommendation ready to be sent to 
the GOI cabinet before the end of 2006. The proposed 
tariffs range from 0% to a maximum of 15%. According to 
the deputy minister the document runs to approximately 200 
pages 

the schedule to the USG. The DG also mentioned that the 
MoA is beginning to review a plan to change the 

agricultural subsidy systems from subsidizing inputs to 
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subsidizing outputs. 


12. (U) IRMO outlined USG interest in assisting Iraq in 
setting up a modern food analysis laboratory. Possible 
locations and contact persons need to be determined very 
soon or the funding will expire. IRMO told the MoA that 
the USG was ready to purchase laboratory equipment for a 
food analysis laboratory that can conduct all the necessary 
analyses and assays of food articles for export. IRMO 
suggested that the MoA consider meeting with post officials 
to discuss possible locations of the laboratory and the 
equipment needs. The deputy minister indicated that he 
would be willing to meet in the IZ to discuss equipping the 
laboratory. He mentioned that it would be necessary to 
discuss this project with other ministries (MoH 

because the responsibilities for conducting food analyses 
are spread across the different ministries. 


13. (SBU) Comment: The meeting was cordial overall 
although the MoA criticized USAID for failing to coordinate 
programs with the MoA. USAID countered that the earlier 
programs were developed unde the CPA 

work closely with the MoA in the future. With regard to 

the DG\'s especially strong criticism of the poultry 

programs 

the program was developed 

private and public programs. The deputy minister did 
commit to sending a representative to the next JATF meeting 
in the IZ 

side. Post hopes that MoA\'s participation in the JATF will 
lay the groundwork for smoother relations and better 
communication between the USG and the MoA on issues of 
cooperation 

End Comment. 

KHALILZAD 


75517 

future\" if Nasrallah is able to consolidate his \"victory\" 

over Israel 

especially Christians -- out of Lebanon 

confessional balance. Jumblatt urged that the March 14 
movement should find a way to split Parliamentary Speaker 
Nabih Berri away from his Hizballah coreligionists in order 

to weaken Hizballah\'s hand 

Hizballah-sympathizing President Emile Lahoud (but only after 
the approval of the Hariri tribunal in the current cabinet). 
Never one to back a weaker party for long -- a strategy that 
ensures the disproportionate political influence of his tiny 
Druze community in Lebanon -- Jumblatt does not think Saad 
Hariri yet displays the political and public relations acumen 

of his father Rafiq. Jumblatt pushed for the swift reopening 
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of the airports 
community\'s valid concerns about monitoring are well-founded. 


2. (C/NF) Discussing security within Lebanon 

he received a warning from Syrian ex-Vice President Abdel 
Halim Khaddam that he and PM Siniora should \"be careful.\" He 
also has it on authority from a Syrian intelligence source 

that his Druze rival Wiam Wahhab is working closely with 
Damascus. Jumblatt said he plans to travel to Jordan on 
Monday 8/20 

congress 

Saying he hopes to travel to the U.S. in a few months 
Jumblatt asked the Ambassador if there is any possibility of 
getting a further waiver of his visa ineligibility. Looking 

ahead with hopeful anticipation to his retirement someday (if 
indeed Druze feudal lords ever truly retire) 

he believes his oldest son Taimur will be prepared to assume 
the mantle 

a kind of Druse Generation Y\'er 

any of this.\" END SUMMARY. 


\"200 MILLION DOLLARS IS PEANUTS\" 


3. (C/NF) Seated in his reception room replete with a large 
brass Buddha 

and hanging Esfahan lanterns 

dog \'Oscar\' gnawing at a bone in the corner 

the Ambassador that the GOL has to move fast in order to beat 
Hizballah on the reconstruction effort. Noting that PM 

Siniora had done a good job during the war with Israel 
Joumblatt complained that \"Siniora needs more guts\" in 
handling the rebuilding effort. Even though his life is 

under threat 

together with Nabih Berri and show his face in the destroyed 
southern suburbs. He also needs to manage the Cabinet to get 
it to decide on a rebuilding plan. \"He needs to stand up and 
say 


4. (C/NF) Suggesting that he cares more for moving money 
than for public accountability that governments and donors 
usually require 

money be channelled through the Berri-controlled Council for 
the South and the Druze-controlled Fund for the Displaced 
(Comment. Based on their record in the post-civil war period 
neither of these is considered a paragon of financial 
regularity. End Comment). Noting that \"houses are much more 
important than bridges 

needs to rebuild at least half of the houses in the Beirut 
suburbs and the South 

the Hizballah machine accomplishes the task first. The 
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question 

Iranians seem to have an inexhaustible supply of cash 

with no government bureacracy or accountability mechanism 
can dole it out as they please (Note. Joumblatt said that 

some of the Shi\'a IDPs who stayed up in the Shouf during the 
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war were well-off and had \"Range Rovers full of cash\" which 
they said they could get easily on open credit from the Bank 
Saderat Iran. End Note). 


5. (C/NF) Making a rough calculation 

15 

unit 

$40 

million! It\'s peanuts 

Jumblatt said that Saad Hariri needs to start spending his 
massive fortune as his late father 

that Hizballah is handing out money for rebuilding even in 
the heavily-Sunni northern city of Akkar and also that 

150 

for Syria 

that Saad needs to shore up his support in the Lebanese Sunni 
hinterlands before these Sunnis start switching their 
allegiance to the pro-Syria cause. \"We don\'t need democracy 
now 

while Saad had finally supplied him with $1 million last 
week 

to three months.\" (Note: Jumblatt has told us before that 
Rafiq Hariri provided Jumblatt with about $3 million a year 
for Druse patronage 

ingratitude. End Note.) 


6. (C/NF) Apart from financial concerns 

clearly not enamoured of Saad\'s abilities as a political 
tactician. Noting that \"Saad\'s a nice guy 

world of Lebanese politics 

remarked that Saad\'s 8/17 speech was \"not very good\" and that 
the whole atmosphere surrounding Saad 

Saudi-styled \"royal entourage 

Lebanese. Later in the conversation 

couple glasses of his own Kefraya wine 

head in dismay and said 

| do?\" Jumblatt hopes Saad can take more of a positive 
leadership role and 

speaking in grand-sounding maxims against Syria 
decisions and doling out the funds. 


CONFESSIONAL BALANCE 
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7. (C/NF) Estimating that non-Palestinian Sunnis in Lebanon 
still outnumber Shi\'a by a slim number 

the growing Shi\'a community is gradually becoming \"less Arab 
and less Lebanese 

preeminence in Lebanon will slowly shift toward the Shi\'a 
with Iran making ever greater inroads. The Christians 

bereft of any unifying political leadership and dominated by 
an erratic ex-General (Aoun) who supports Hizballah\'s right 
to bear arms 

Lebanon 

sector. The tiny Druze community 

the \"Last of the Mohicans 

changing confessional balance 

switch sides to survive. 


KEEPING THE SHIVA LEBANESE 


8. (C/NF) According to Jumblatt 

religious groups 

some confidence that this Iranian-inspired Shi\'ite power can 
be checked. On the regional level 

solution is to \"make Syria Sunni 

point of access to Lebanon while satisfying the other Sunni 
states in the region. He noted that Bashar al-Asad\'s 
belligerent 8/15 speech attacking Lebanon\'s internal 
integrity was like \"a gift\" 

stupid. Even the people of Hizballah were annoyed with him.\" 
Within Lebanon 

element must be nurtured and split off from its reliance on 
Hizballah patronage. Jumblatt said that this process should 
begin with Speaker Berri 

secular Shi'a Amal party 

moderating the Shi\'a if he can be enticed out of the 
Hizballah fold. (Like others 

how this can be done 

through the Berri-controlled Council for the South.) 
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LAHOUD/TRIBUNAL 


9. (C/NF) As to whether President Lahoud can be deposed 
thereby removing one of Hizballah\'s primary protectors 
Jumblatt said that this would depend on whether Speaker Berri 
sees it in his best interests or not 
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Berri\'s Amal bloc to the March 14 deputies would allow for 
the necessary 2/3 of votes in Parliament needed to remove 
Lahoud. However 

national unity government in exchange for Berri\’s support for 
Lahoud\'s ouster 

is far more important that March 14 maintain its current 
majority in Parliament and the Cabinet in order to press for 
the tribunal to try suspects in the Hariri assassination. 
Jumblatt believes that a threat from March 14 to remove Berri 
from the Speakership when he is due for renewal next summer 
would be counter-productive and would drive Berri further 
into the arms of Hizballah. \"We won\t threaten Berri. The 
Shi\'a will band together.\" 


UNSCR 1701 IMPLEMENTATION 


10. (C/NF) Jumblatt remarked that the Lebanese Armed Forces 
(LAF) deployment is going well 

received a warm reception in the Christian and Sunni areas of 
the South. However 

Shi\'a town of Qana was much \"cooler.\" Jumblatt also does not 
approve of LAF chief Michel Sleiman\'s order that the LAF 
deploy \"next to the resistance 

Defense Minister Elias Murr. 


11. (C/NF) Jumblatt also pressed for the airport to be 
reopened. The Ambassador responded that more must first be 
done to reassure the international community that there is an 
effective mechanism in pace to block arms smuggling. 
Jumblatt seemed to understand these concerns 

Yasser Mahmoud 

of airport security 

He also noted that the Surete Generale 

pro-Syrian 


SECURITY CONCERNS 


12. (C/NF) Jumblatt said that he had been in touch with a 
source close to Syrian intelligence 

out\" for his Druze rival 

been working closely with the Syrians. Also 

Abdul Halim Khaddam called him from Paris to say that he and 
PM Siniora should be careful. Saying he plans to travel to 
France next week to attend a socialist party gathering in La 
Rochelle 

told him that Asif Shawkat 

visited Paris within the past month and met with French 
Officials. 
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FUTURE PLANS 


13. (C/NF) Remarking that he hopes to travel to the U.S. 
once things have settled down in Lebanon 

he could get a renewed waiver of his visa ineligibility (he 
received an initial waiver in February 2005 

Looking further ahead 

Taimur will be prepared to assume the leadership of the 
Lebanese Druze community whenever Jumblatt decides to \"retire 
and get my green card.\" Emitting a low sigh and rubbing his 
bald head 

younger son 

feudal ethos (of course 

motorcycle-riding hippy when he was suddenly thrust into the 
Druze leadership following his father Kamal\'s assassination 
in 1977). 


COMMENT 


14. (C/NF) A true leader whatever one may think of him 
curiously (if unconventionally) charismatic Jumblatt has for 
years played a clever political game to maintain the 
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relevance of the tiny Druze community in Lebanon. Officially 
listed as 7-8 percent of the population 

power as such 

than 5 percent of Lebanon\'s population. This has meant that 
Druze allegiance has often switched very quickly from one 
team to another 

to protect themselves. Jumblatt\'s concerns about the weak 
leadership (and tight-fistedness) of the Sunnis under Saad 
and the lack of unity of the Maronites are in stark contract 
to his assessment of the well-funded 

machine. While we don\'t think Jumblatt would easily jump 
back into the pro-Syria camp 

back 

the right horse -- or 

right horse. We did not see signs that he is wavering yet 
but he worry that he might -- not to save his own skin at 

this point 

forgive him 

community in Lebanon and the leadership position of the 
Jumblatt dynasty. 

FELTMAN 


75518 
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to install desulfurization equipment on the two coal-fired 

units to reduce SO2 emissions by 16 

To accomplish this goal 

the sulfur content by purchasing low-sulfur content coal and 
by using desulfurization additives in the oil (Note: the 
\"low-sulfur\" sources he mentioned are from Shanxi Province 
not low by U.S. standards. End Note.) The plant also began 
implementing a Wet Limestone/Gypsum Flue Gas Desulfurization 
project this year. The solid waste (ash) is sold for use in 
constructing drywall. With these methods 

to reduce SO2 emissions by a total of 34 

95% of its total SO2 emissions. The power plant also 
recycles the waste water used to flush coal dust out of the 
system. Company representatives stated that they have 
invested RMB 367 million (USD 45.9 million) in these 
pollution reduction projects. 


4. (U) Hu said that the company plans to dismantle the oil- 
fired generators by the end of the year and build two new 
coal-fired generators to replace them. These new coal 
generators would integrate P2E2 measures and have a larger 
power generation capacity than the four oil-fired units they 
will replace. 


5. (U) When asked by the U.S. delegation where the plant 
purchased its desulfurization equipment 

company initially purchased equipment from the United 
States 

German 


ZHUJIANG (PEARL RIVER) BREWERY 


6. (U) Zhujiang Brewery was set up in 1985 

production capacity has increased from 50 

million tons. Zhujiang representatives claim that it is now 

the largest brewery in the world in terms of production 

that Zhujiang Beer is the second best selling beer in China. 
Zhujiang Beer is known as a \"Green Food\" (the President of 
Zhujiang Beer explained that the National Green Food 
Certification Center sets standards on pesticides 

fertilizers 

product is designated a \"Green Food\"). The brewery employs 
5 

uses Oracle software throughout the manufacturing and 
bottling process. The brewery has partnered with the 
Belgian company Inbev 

technology 

increased access to the international market. In 2005 
brewery realized RMB 300 million (USD 37.5 million) in 
profits. 


Column 3 


7. (U) The Zhujiang Brewery draws its water not from the 
highly polluted Pearl River on whose banks it is situated 

but via a pipe from the East River (Dongjiang) 

source tapped for Hong Kong\'s drinking water. The plant 
invested RMB 12 million (USD 1.5 million) to develop cross- 
flow membrane filtration technology that has reduced water 
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consumption by 25%. The spent steam recovery project that 
was put in place in July has saved RMB 3 million (USD 

375 

CO2 

million (USD 1.9 million) per year. The brewery has 

installed desulfurization equipment at its power plant 
reducing sulfur emissions by 70%. 


8. (U) The brewery President explained that the 
environmental protection measures are not only required by 
the government 

responsibility 

its competitiveness. In addition 

like the Zhujiang Brewery 

local residents do not have environmental complaints. 


9. (U) COMMENT: These companies\' efforts serve as a model 
for the industrial sector 

by the government and the private sector to adopt pollution 
prevention and energy efficiency measures. 


MARTIN 


75519 

The liberal Asahi editorialized (8/21): \"It has been 

three weeks since Cuban President Fidel Castro 

ruled the country for nearly half a century 

is time for the world to think about Cuba after he is 
gone.... The Cuban government announced late last month 
that Castro had undergone an operation for an intestinal 
disorder but has not released any details about his post- 
operative condition. Power has temporarily been handed 
over to Castro\'s brother Raul.... Castro himself called 
on Cubans to \'watch the situation optimistically\' while 
at the same time \'preparing to face bad news.\' It is 
clear that Cuba has entered a period of transition into a 
post-Castro era.... Cuba will now be required to make a 
\'soft landing\' in the transition to a freer society while 
avoiding chaos. 
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2. \"Just in terms of the economy 

model regarding reform and opening. Any attempt to 
increase political oppression would disappoint the 
international community 

Cuba\'s isolation but also fuel both indigenous and 
external efforts to topple the regime. Cuban exiles in 
Florida and elsewhere will likely try to take advantage 

of Casiro\'s illness and overthrow the government. These 
exiles are well known for their active lobbying for 
economic sanctions and should not be taken lightly. The 
USG should be trying to tamp down such moves; it will not 
to do foment them. If civil unrest in Cuba spreads 
numbers of refugees will make their way to Florida.\" 


DONOVAN 


75520 

75521 

said the USG must help strengthen Lebanese government 
institutions 

and Internal Security Forces (ISF). When the Ambassador was 
critical of a recent statement by LAF commander Michel 
Sleiman supportive of \"the resistance 

LAF has been left in a weak position by the international 
community and so must act submissive in front of Hizballah. 
The Ambassador said that 

be able to help Lebanon until the GOL presents a clear 
reconstruction plan. Saad laid out the latest GOL plan 

which involves channelling funds through a new Arab fund for 
Lebanon 

to ambassadors as soon as tomorrow 8/21. Regarding the 
\"special tribunal with international character\" to try those 
suspected in the Rafiq Hariri assassination 

draft framework had been approved within the GOL at the 
working level and it now only requires Nicholas Michel from 
the UN\'s Office of Legal Affairs (OLA) to come and sign it 
before the Lebanese cabinet and parliament consider it. End 
Summary. 


CHANGING THE BALL GAME 


3. (C/NF) Seated in his funereal basement study 

by images of his late father and fidgeting nervously with his 
prayer beads 

ball game\" in the South. Responding to the Ambassador\'s 
complaints about LAF chief Michel Sleiman\'s recent 8/17 \'Amr 
ul-\'Amaliyyat\’ (Operations\' Order) saying that the LAF would 
deploy \"beside the resistance 

armed Hizballah 

position to say anything else right now. So long as the army 
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remains militarily weaker than Hizballah 

will have to maintain such a less-threatening posture. But 
once the army has \"some teeth and some morale 

then he promises to \"smack Hizballah down.\" Growing more 
strident (and clearly hoping to be recorded verbatim) 

assured the Ambassador 

Hizballah.\" Saad also complained -- as have others including 
PM Siniora and Speaker Berri -- that Israeli attacks like the 
8/19 raid north of Baalbek only serve to buttress Hizballah. 


4. (C/NF) Bothered that the USG has not come through yet on 
items he has asked for previously -- Saad mentioned 
specifically machine guns and helicopters -- for the military 
and security forces 

strengthen these institutions. The Ambassador said that 
indeed 

ISF. But 

in Washington when senior Lebanese officials like General 
Sleiman (not to mention President Lahoud) are still crowing 
about the merits of the resistance. It also makes it harder 

for us to convince the Israelis of the LAF\'s seriousness in 
containing Hizballah. Ticking off numerous speeches since 
Sleiman\'s that strike a different tone (his own 

Siniora\'s 

implied the Ambassador is blowing Sleiman\'s statement out of 
proportion. He said that all that is needed is for the USG 

to lean on some of the Gulf Arab states -- Qatar 
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UAE 

the ISF and LAF. Saad pleaded 

to help the army.\" He said that the UAE came up with $50 
million for the ISF immediately once the USG asked. Now the 
USG needs to ask for the army. 


CONTROLLING POINTS OF ENTRY 


5. (C/NF) Referring to lukewarm statements from Lebanese 
ministers 

1701 as a burden rather than a blessing to help Lebanon 
secure its sovereignty. Why 

willing to quietly ask for UNIFIL assistance at the ports 
airports 

from supplying arms to Hizballah and others? This is a key 
point. Saad replied that this is a sovereignty issue 
shockingly (surely in reference to violations of sovereignty 
not intent) that \"there is no difference between UNIFIL and 
Syria." The Ambassador told Saad that this answer would not 
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suffice in getting the Israeli blockade lifted 
GOL wants to achieve that objective 
effective monitoring at points of entry. 


6. (C/NF) Saying that \"we are the ones who control the port 
and the airport 

policy has led to an \"embargo that has suffocated the Cedar 
Revolution for one month.\" The embargo does not hurt 
Hizballah but cripples March 14. Saad assured the Ambassador 
that \"99 per cent\" of arms smuggled into Lebanon come across 
the Syrian frontier. Only very few come through the port and 
airport 

security at BIA. When the Ambassador told Saad that ISF 
chief Ashraf Rifi had informed us that the BIA cargo terminal 
remains under the influence of LAF officers sympathetic to 
Hizballah (reftel) 

Berri directly. Speaking in Arabic 

Berri on the phone 

him to just change the Shi\'a officers at the cargo terminal 
and also that \"that will be the end of the issue. It will 

solve the problem.\" Later on in the meeting 

would resolve the issue of the cargo terminal with Nabih 
Berri \"today.\" \"If | do 

Ambassador did not guarantee that the Israelis would accept 
this measure as sufficient 

Siniora to quietly request UNIFIL to come help at the 

airport. (Comment. Striking throughout this meeting was 
Saad\'s absolute disregard for Siniora\'s prime ministerial 
prerogative. End Comment.) 


7. (C/NF) When the Ambassador asked what the GOL intends to 
do to secure the border 

already stretched thin and has enough on its hands already in 

the South. \"We\'re asking the army to do everything at the 

same time!\" He said that the international community needs 

to take a \"stand\" on the border. When the Ambassador asked 
what this meant 

sanctions on Syria. 


RECONSTRUCTION PLAN TAKES SHAPE 


8. (C/NF) The Ambassador asked whether the GOL is any 
closer to developing a clear plan for reconstruction. Saad 
replied confidently that 

homes that were destroyed with money from the Saudis 

Qataris 

assess the destruction and provide cost estimates for the 
rebuilding of each village 

assessment in southern Lebanon would be carried out under the 
auspices of Nabih Berri\'s Council for the South (considered a 
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cash black hole 

over project funds 

rebuilding). The donor countries 

GOL 

well as select the contractors. Sufficient project funds 
Saad said 

Rebuilding Lebanon.\' 


9. (C/NF) On the Ambassadon\'s urging that the GOL launch a 
more effective public relations campaign to broadcast all 
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that it is doing to rebuild Lebanon 

Siniora would be visiting him later today (8/20) to finalize 

the plan. Following this 

announcement of the GOL effort. Saad also noted that PM 
Siniora and Speaker Berri had (finally) visited the southern 
suburbs together earlier today 

going there at some point in the next few days. Saad pressed 
again for U.S. assistance in rallying international support 

-- \"Go freaking help Lebanon! Unleash everything on Lebanon! 
We need a Marshall Plan!\" The Ambassador mentioned that 
order to see how much the international community could 
pledge towards Lebanon 

all have some idea of what work needs to be done and which 
country will undertake what project. Saad promised he would 
tell PM Siniora to convene ambassadors soon to give them a 
list of \"1 billion dollars worth of what needs rebuilding.\" 

He said that the GOL\'s new relief coordinator 

started work today 

the German-supported Hizballah-Israeli prisoner swap 
negotiations in 2003/04. 


TRIBUNAL 


10. (C/NF) Noting that Bashar al-Asad\'s 8/15 speech was 
\"the best thing he could have done 

\"gone ballistic\” over Bashar\'s bullying anti-Lebanon 

rhetoric. The Ambassador asked how things are proceeding on 
the establishment of a \"special tribunal with international 
character\" to try suspects in the Hariri assassination. Saad 
said the GOL 

reviewed the draft tribunal agreement provided by the UN\'s 
OLA and had made some \"fixes\" to it. The next step is for 
UN/OLA\'s Nicholas Michel to come to Lebanon to finalize and 
sign the agreement. (Note. Then comes the hard part 

is gaining Lebanese Cabinet and Parliamentary approval while 
avoiding a government collapse. End Note) 
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COMMENT 


11. (C/NF) Locked away in his palace 

an erratic mood. His claim that the USG\'s failure to get 
supplies to the LAF leaves Michel Sleiman with no choice but 
to say the LAF would deploy \"beside the resistance\" is simply 
preposterous 

would have been better had Sleiman simply not mentioned \"the 
resistance\" at all. (Sleiman himself seems to have gotten 
the message about the outrageousness of comments 

busily spinning his comments -- delivered last Thursday -- as 
meaning that the army would stand with the \"heroic people of 
the south 

shocked by Saad\'s total dismissiveness of Siniora 
particularly in phoning Speaker Berri 

asking him outright to \"change the Shi\'a officers\" without 
consulting Siniora on this action. Saad tried to get through 

to Acting Interior Minister Ahmad Fatfat following his call 

with Berri 

Throughout the meeting 

past week (since his return from Paris) as if he himself had 
carried them out 

might have preferred Saad to remain outside of Lebanon 
conducting his so-called \"diplomatic resistance. \" 


12. (C/NF) Saad\'s comments on the reconstruction planning 
and the tribunal indicate things are at least moving in the 

right direction. The reconstruction effort seems to have 
coalesced into a scheme which allows joint donor and GOL 
control 

doubt due to Siniora\'s cautious 

approach. In addition 

in front 

needed public relations boost to a secular Shi\'a alternative 

to Hizballah while not lining Randa Berri\'s pockets. We very 
much hope to receive a clearer idea in the next days as to 
Lebanon\'s specific reconstruction needs. On the tribunal 
framework 

the UN send Michel out to Lebanon as soon as possible 
perhaps -- as suggested by Marwan Hamadeh (see septel) -- to 
accompany Kofi Annan during the SYG\'s visit next week. 
FELTMAN 
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although HCMC has called for private investors 

infrastructure projects are too big and private investors 

\"cannot afford to participate.\" He added that \"the private 
investment level is hard to grow.\" The Ambassador told Hai that 
the United States does not provide Japanese-style ODA. He 
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emphasized that private sector investment for large-scale 
projects was possible if the deal were structured properly. 


5. (SBU) Quan 

said he recognized that HCMC must learn from other countries 
experiences and that 

biggest challenge was to remain competitive. His focus was to 
increase local government awareness of the post-WTO legal 
framework 

general living standards and maintain social stability. He did 
not offer any concrete proposals 

that \"ensuring social stability\" was key to attracting foreign 
investors and to encourage overseas Vietnamese to return. 
Touching on the Intel investment 

continue HCMC\'s expansion into new economic sectors and 
transform HCMC into the national hub for highly skilled workers. 


6. (SBU) Comment: There was nothing new in the remarks from the 
HCMC leaders. Hai\'s focus on ODA as the resolution to HCMC\'s 
infrastructure problems instead of looking to the marketplace 

in fact 

business contacts continue to fret that Hai -- a consummate 

political insider -- and Quan -- a Party man with little big 

government experience -- do not have the skills to manage an 
economy as large and complex as HCMC\'s. They rue the Party 
decision to promote former HCMC Vice-Chairman Nguyen Thien Nhan 
to Hanoi as Minister of Education and Training. Nhan 


HO CHI MIN 00000927 002.2 OF 002 


was the technocrat that kept the HCMC economy moving forward. 
End Comment. 
WINNICK 
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about their loyalties to Slovakia. Some Slovaks fear that areas 
populated mainly by Hungarians wish to secede from the country and 
react strongly to suggestions of autonomy for these regions. 
Hungarians adamantly refute the claim of secessionist goals 

that they recognize that Slovakia is their home but wish that 

Slovaks would respect their cultural and linguistic differences. 


WHAT THIS MEANS FOR AMERICAN INTERESTS IN SLOVAKIA 
4. (SBU) The protection of minority rights is a vital component of 
democratic consolidation within multi-ethnic societies. Slovakia 

still struggles with the question of how to incorporate its minority 
groups into its political 

Bratislava places a special emphasis on promoting diversity and 
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tolerance in the country (FY 2008 Mission Performance Plan). The 
nationalist rhetoric and agenda of SNS pose a potential threat to 
minorities and undermine efforts to fully integrate them into 

society. Slovakia\'s new government has already garnered a negative 
reaction from the European community due to the inclusion of SNS in 
the ruling coalition; it is important that the country be forthright 

and strong in its protection of minority rights. Slota\'s rhetoric 

has the potential to cause divisions and instability within the 
government as the other coalition partners struggle to reign in the 
SNS leader and minimize the damage done by his remarks. PM Fico has 
promised to keep Slota under control. We will try to keep him to 

that promise. 


HUNGARIANS FEAR SNS INFLUENCE ON GOVERNMENT POLICY 
5. (SBU) Embassy contacts contend that the vast majority of 
Slovakia\'s ethnic Hungarians are dissatisfied and disappointed with 
the ruling coalition 

is difficult to judge the new government from the few weeks that it 

has been in power 

ambitions are discouraging. The very names of Meciar and especially 
of Slota carry with them very negative associations 

point of view within the Hungarian community is that the latter did 

all he could to destroy Hungarian-language education and Hungarian 
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cultural life during the 1990s. Since the election in June 

has made several statements to foreign press that have enraged 
Hungarians in both Slovakia and Hungary. PM Fico\'s government states 
that it supports and values minority rights; Hungarians admit that 

Dusan Caplovic 

Minorities seems very reasonable and trustworthy. Nonetheless 
question the extent to which the government\'s actions will mirror 

the stated commitment to minority issues. 


6. (SBU) The single most important issue for many ethnic Hungarians 
is the availability of and support for Hungarian-language education 
(preschool through university). Embassy contacts argue that SNS 
asked for and received the Ministry of Education because the party 
opposes the very idea of education in minority languages. Prominent 
Hungarians from the academic sphere point to the difficulties that 
Hungarian-language schools faced in the 1990s under the Meciar 
government 

Although the current government program does not propose any 
concrete changes to minority education 

discuss the topic demonstrates the influence of SNS. The program 
highlights the need to emphasize national values and patriotism in 
education and adds that instruction in minority languages cannot 
come at the expense of instruction in Slovak. Hungarian educators 


Column 3 

fear a move toward increasing the number of hours taught in Slovak 
in Hungarian-language schools 

nationalist version of Slovak history 

funding to minority education. The leadership of the Selye Janos 
University in Komarno (the country\'s only Hungarian-language 
institution of higher learning) is especially worried about the 
university\'s future 

establishment two years ago (Jan Mikolaj 

Education 

politically-motivated decisions against the accreditation of its 
programs and degrees would seriously harm the university\'s prospects 
for survival. 


7. (SBU) Ethnic Hungarians are also concerned about SNS control of 
the Ministry of Construction and Regional Development. Some of the 
most underdeveloped areas of the country are those that are 
inhabited mainly by Hungarians 

there will be no efforts to develop them. The ministry controls much 
of the funding that Slovakia receives from the European Union 
Hungarians predict an inequitable distribution of these and other 
resources 

populations. The mayors of cities and villages in such regions fear 
an ethnically-motivated decrease in monetary support for 
infrastructure and community and cultural projects. They predict 

that the grant proposals they submit to the government might be 
rejected not because of poor quality but rather because they would 
mainly benefit Hungarians. 


8. (SBU) In a more abstract sense 

general change in societal attitude and an increase in ethnic 
tensions. The inclusion of SNS in the ruling coalition seemingly 
validates extremist opinions and thus empowers and emboldens people 
and groups with nationalist agendas. They are disappointed that a 
sizeable number of Slovaks support Slota and SNS; they fear this is 
a sign that the Hungarian community is far from gaining full 
acceptance in the country. Although there is no reason to predict 
any sort of violent confrontation 

hold anti- Hungarian views will express them more freely and openly 
than before (Embassy contacts point out recent increases in 
anti-Hungarian graffiti and verbal exchanges at sporting events). 


SMK PREPARES TO DEFEND HUNGARIAN INTERESTS 

9. (SBU) SMK members expressed satisfaction with the party\'s 
election results 

voted for it (although this is impossible to prove). Nonetheless 
the party received around 40 

a prominent researcher specializing in minority issues pointed out 
these votes are always SMK\'s to lose 

either vote for the party or stay home on election day. This 
suggests a level of dissatisfaction with the party\'s performance in 
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the last government. Several embassy contacts suggested that they 
hope the loss of votes and the status as an opposition party will 
force SMK to rethink its programs and strategies and perhaps allow 
some new voices and ideas to shape its future. The president of an 
important Hungarian cultural organization told Emboffs that he 
expects more open and honest dialogue between the party 
government 

have very little room for action as an opposition party; instead 

they will focus on monitoring the ruling coalition (especially in 

terms of possible measures and statements against minorities) and 
alert the international community if they feel something is amiss. 
They highlight the need to cooperate closely with SDKU and KDH to 
form a strong and united opposition. On the other hand 

issues will dominate the SMK agenda to the detriment of the party 
suggest some Embassy contacts. Over the past eight years 
successfully established itself as a party representing the 

interests of all of Slovakia as an actor in the national government. 
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Now 

party with an almost exclusive focus on responding to anti-minority 
statements. It is up to party leader Bela Bugar to preserve a truly 
national 


PERSPECTIVES FROM THE MEDIA 

10. (SBU) As Slovakia\'s main Hungarian-language daily (circulation 
24 

of coverage to minority issues and to the SNS agenda. Slota\'s 
statements have been the subject of numerous front-page articles and 
editorials over the past few weeks. Predictably 

favors Hungarians and SMK; the daily has been quite critical of the 
new government in general and of Slota in particular. Uj Szo\'s 
tendency to dwell on any remark or action that could be construed as 
anti-Hungarian is occasionally a bit sensationalistic; it certainly 
contributes to the sense of worry in the Hungarian community. 


GOVERNMENTS OF HUNGARY AND SLOVAKIA REACT 

11. (SBU) The Hungarian government has paid close attention to 
Slovak politics in light of the composition of the new ruling 

coalition. Hungarian FM Kinga Goncz called for the Slovak government 
to distance itself from Slota\'s anti-minority remarks and agenda 
during her July meeting with new Slovak FM Jan Kubis. A diplomat at 
the Hungarian embassy in Bratislava explained that the Hungarian 
government feels some responsibility toward Slovakia\'s Hungarian 
community and thus will continue to speak out against negative 
statements and actions directed at them. Privately 

diplomats are worried and rather pessimistic but are unwilling to 
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discuss the subject publicly for fear of misunderstanding and harm 
to bilateral relations. Hungarian diplomats note that it is an 
\"immense gesture\" on the part of the Hungarian government to 
emphasize good bilateral relations and to defend Slovakia in the 
international arena. Nonetheless 

PM Fico does not take their concerns seriously; he blithely 
dismissed a letter MFA Goncz wrote to the Slovak government in 
response to Slota\'s recent anti- Hungarian comments. In MFA Goncz\'s 
opinion 

government from Slota\'s positions. 


12. (SBU) The Slovak MFA is also trying to ease interethnic 
tensions. Slovak FM Kubis\' decision to go to Budapest for his first 
official visit abroad sent a strong signal that the country values 

good relations with Hungary 

criticism from some members of the Slovak government (and Slovak 
President Ivan Gasparovic). MFA officers said the GOS is trying to 
avoid escalating Slovak-Hungarian tensions by responding seriously 
to provocations 

circulated on the Internet and depicted Slovak youths burning a 
Hungarian flag. It is also avoiding overreacting to rival Hungarian 
provocations 

Budapest. The MFA notes the GOS is attempting to control the 
nationalist elements within the ruling coalition; indeed 

not made as many anti-minority remarks as he probably has had the 
opportunity to do. PM Fico made a point of attending the recent 
Hungarian National Day reception. Embassy contacts in the Hungarian 
community said they support and appreciate such efforts but add that 
they would like to see PM Fico condemn nationalism in general and 
Slota in particular much more strongly in the future. 


COMMENT 

13. (SBU) COMMENT: Slovakia\'s ethnic Hungarian community is 
decidedly pessimistic about the new government and the extent of SNS 
influence within it. Although some of them compare the new 
government to the one that was in power under Meciar\'s leadership 
it is highly unlikely that the next four years will bear much 
resemblance to the 1990s. Slovakia is now a member of NATO 
OSCE 

actions against minorities. There are also a number of new legal 
frameworks in domestic legislation to protect minority rights. 
Nonetheless 

ways to curtail minority life through more clandestine measures 
such as decreases in funding for education 

municipalities with Hungarian populations. It is difficult to 

predict what constitutes the breaking point for Slovakia\’s Hungarian 
community 

Hungarian language in education 

life. They will protest when this is threatened either through 
measures aimed at limiting Hungarian-language use or drastic 
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decreases in monetary support for Hungarian-language institutions. 


14. (SBU) In light of the current tensions 

is using every opportunity available to promote the importance of 
tolerance 

Ambassador has stressed these ideas in all his calls to new 
government officials and will continue to do so both in public and 
in private. We will publicly condemn hate speech and hate crimes 
while applauding efforts at minority integration. We recognize the 
concerns specific to the Hungarian community and will monitor the 
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government\'s statements and actions 

education 

to ease tensions and promote understanding between all Slovak 
citizens 


VALLEE 
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Roi et du peuple 

Mohammed V and was important in Morocco\'s fight for 
independence from France 

anniversary of \"le Congres a la Soummam 

occurrence in Algeria\'s fight for independence from France. 
Bouteflika remarked that the dates reinforced the bond 
between the two countries 

heroic fight\" exacting a \"heavy toll for independence and 
freedom.\" President Bouteflika further pledged to work with 
King Mohammed VI to improve relations between Algeria and 
Morocco. 

FORD 
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stated Akimitsu Okubo 

\"We want to cooperate with China on aid to other countries 

but the MOFCOM Department of Foreign Aid is not transparent.\" 
DFID 

cooperation on China-Africa economic relations 

collaboration with MOFCOM on projects in Ghana and Tanzania 
but Chris Athayde 

that working with MOFCOM has been difficult. 


6. (C) Interlocutors largely agreed that even if the MOFCOM 
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Department of Foreign Aid becomes more transparent 
remain unclear which agency in the Chinese Government would 
have the lead on foreign aid issues. MOFCOM remains the 
primary approval and implementing agency. Other ministries 
however 

sector-specific projects 

and MFA also have input in the project formulation process 
said Zha Daojiong 

assistance and professor at People\'s University (Refs C and 
D). Chinese embassies in developing countries also 
contribute to the process 

route requests for development projects in their assigned 
countries back to Beijing through the MFA. 


MFA: Opportunity for Cooperation in Afghanistan 


7. (C) At the MFA 

for Pakistan 

would be interested in cooperating with the United States on 
development assistance in Afghanistan 

area of humanitarian assistance in drought stricken areas. 
China has obligated USD 68 million of grants to Afghanistan 
out of its USD 150 million total pledge made in January 2002. 
Most of the remaining amount consists of soft loans that 
China has not yet distributed due to concerns about 
Afghanistan\'s weak banking sector and increasing the debt 
burden in Afghanistan 

pledged an additional USD 80 million at the London Conference 
on Afghanistan in January 2006. China also is seeking other 
means to be helpful to Afghanistan 

according zero tariff treatment on 278 items and promoting 
educational exchanges. Zhang lamented that problems with 
internal coordination between MFA 

China\'s aid effectiveness overseas. 


China Focuses on Multilateral Dialogues on Foreign Aid 


8. (C) MFA and MOFCOM officials emphasized that to the extent 
that Beijing coordinates its aid efforts with other 

countries 

agencies. At the Global Issues Forum 

that he expects Chinese coordination on foreign aid issues to 

be limited to discussions with UN agencies in the near term. 


9. (C) Liang Hong 

of International Trade and Economic Affairs 

attended the GIF 

donor coordination is a multilateral one. China already has 

a history of working with UNDP and UNICEF on incoming aid 
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which makes them more likely partners 

example 

China-Africa Economic Relations in Beijing on August 15. 


10. (C) USAID Director for Donor Coordination Norman 
Nicholson cleared this cable. 


SEDNEY 
SEDNEY 
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including a founding member of the banned Tunisian Islamist 
party An-Nahdha 

dialogue\" they claimed had been disrupted after the GOT 
persecution of An-Nahdha in the early 1990s. While 
recognizing \"great differences\" between the USG and Tunisian 
Islamists 

Lebanon and the war in Iraq 

emphasized areas of common interests 

promotion of democracy and human rights in Tunisia. The 
group gave Emboffs their assurances that they and the 
organizations they represent are all opposed to the use of 
violence. End Summary. 


2. (C/NF) On August 15 

self-described \"moderate Tunisian Islamists 

Akremi 

Political Prisoners; Slaheddine Jourchi 

civil society leader who 

said he had broken with the party due to a number of 

ideological differences and had become a member of the now 
defunct Progressive Islamist Party; and Zied Doulatli 

founding member of An-Nahdha who in 2004 was released from 
prison after serving 15 years 

in solitary confinement. The meeting was arranged by Radwan 
Masmoudi 

the Washington 

Democracy. Masmoudi is a long-time Embassy contact and MEPI 
grantee. 


3. (C) The moderate Islamists who came together for this 
meeting made clear that they were seeking out Embassy 
officials to \"reopen a dialogue 

of common interest. They expressed that they were pursuing 
this dialogue 

in the region 
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fighting in Lebanon and the war in Iraq 

perceived U.S. support for repressive regimes in the Middle 
East. They claimed that their previously robust relations 

with the Embassy 

dialogues with visiting Members of Congress 

disrupted after the GOT persecution of An-Nahcha in the early 
1990s. They gave their assurances that they 

groups that they represent 

violence. 


4. (C/NF) Reprising many of our own arguments 

made the case that Tunisia could serve as a model for 
democratic reform in the Middle East. As a result of its 
homogenous nature 

more receptive to democracy than any other Arab country. 
Acknowledging that he was pointing out the obvious 

that Tunisia is not a monarchy 

different sects: \"We are all Sunni 

school.\" Moreover 

between the country\'s intellectual elites 

Islamist: \"We are all graduates of the Bourgiba school 
grounded in European values of democracy and human rights.\" 
Finally 

countries 

factor\" with respect to the prospects for the development of 
genuine democracy. (Comment: The irony of this last 
statement 

but if it registered with our interlocutors 

it show. It was all the more so when Doulatli later claimed 
that 

functional organization in Tunisia 

support throughout the country and had won 60 percent of the 
vote when it ran in the 1989 national election. Most 
observers estimate the true percentage to be somewhere 
between 15 and 30 percent. End Comment.) 


5.(C/NF) Turning to their perceptions of U.S. interests in 
the region 

view that the U.S. needs to re-establish trust and 
credibility in the Middle East 

perceived acquiescence to Israeli attacks on Lebanese 
civilians. \"For those of us who believe in democracy 
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watching the events unfold in Lebanon over the last month has 
been synonymous with torture.\" Given what they called the 
damage to the U.S. image in the region 

that the USG \"needs\" a successful model of democracy in the 
Middle East. 


6. (C/NF) Positing that the USG had initially intended that 
Iraq would serve this purpose 

Tunisia would be a more appropriate model 

Arab world tends to equate America\'s campaign for democracy 
with the violence and instability that exist in Iraq 

does not make it an enticing proposition on the Arab street. 
Moreover 

alternative to Bin Ladenism. In the absence of democratic 
space that would allow any kind of alternative 

generation is increasingly drawn to jihadist groups 
al-Qaeda he said 


7. (C) Beyond seeking to re-establish dialogue with the 
Embassy 
areas: 


-- Supporting human rights defenders. (In this context 
expressed appreciation that the United States had been the 
first country to speak out on behalf of the October 18 hunger 
strikers.) 

-- Advocating the release of political prisoners. 

-- Advocating freedom of movement of several specific 
moderate Islamist leaders who have been denied passports 
and/or confined to specific governors. (In some cases family 
members are penalized 

-- Visiting one such moderate Islamist who is prevented from 
traveling outside of Sousse. 

-- Inclusion of moderate Islamists on Embassy guest lists and 
U.S. visits. 


8. (C/NF) As we conveyed to our interlocutors in this 
meeting 

reach out to us. Although this was the first formalized 
approach to the U.S. Embassy by self-described \"moderate 
Islamists 

President of AISPP 

Embassy\'s July 4 reception. In addition 

with contacts with similar political tendencies 
representatives of the Movement of 18 October. 


9. (C) As in our August 17 meeting with Tunisian civil 
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society activists (reftel) 

genuine in their desire to find common ground 

their strongly held positions regarding recent events in 
Lebanon and Iraq. We agree with their view that Tunisia has 
the potential to serve as a positive role model for 
democratic reform in the region. Indeed 

attach to this goal is reflected in our MPP. Given our 
experience in trying to encourage this process through a 
variety of policies and programs 

sanguine than our interlocutors about the prospects for 
success in the near term. Post will continue to look for 
appropriate opportunities to include confirmed moderate 
Islamists in our outreach 

sensitivities. (None of our interlocutors is \"illegal\" in 
the GOT\'s eyes 

the obvious political motivations of our Islamist 
interlocutors 

Tunisians voted for an-Nahdha in 1989. End Comment. 
BALLARD 
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of what Africa desired 

hard \"to crystallize African views.\" 


5. (SBU) Perhaps an even greater hurdle to effective collaboration 
was the wide divergence between China\'s traditional foreign-policy 
principle of non-interference in the domestic affairs of other 

countries 

with corrupt or rogue regimes 

and democracy. China\'s non-interference policy was robustly defended 
by Minister Counselor Zhou Yuxiao 

Embassy in Pretoria 

insistence that the policy runs counter to broad African support for 
democracy. One African delegate suggested the U.S. and China work 
together to promote democratic reform 

over what role China might play given its own lack of experience 

with and enthusiasm for elections. 


6. (SBU) Despite these obstacles 

collaboration were discussed. Several Americans suggested a 
pan-Africa version of the Sullivan principles 

ensure that U.S. corporate behavior in South Africa during apartheid 
supported economic 

that China and the U.S. should work together to bring peace to 
Sudan. The Chinese delegates neither explicitly endorsed nor ruled 
out such proposals. Yu Yongding 

that China should change its non-interference principle to provide 
leeway for action to 
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7. (SBU) Zhou suggested that the U.S. and China could work together 
on country-specific development projects such as the Accelerated and 
Shared Growth Initiative of South Africa (ASGISA) and its Joint 
Initiative for Priority Skills Acquisition (JIPSA) 

government programs in which he said China planned to invest $20 
million. He said China and the U.S. also could work through the New 
Partnership for Africa\'s Development (NEPAD) 

support for collaboration through the United Nations and the African 
Union. 
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8. (SBU) Comment: Inevitably discussions at this first of three 
meetings focused on generalities and on participants\' exploring 
where coordinated action to help Africa development might work and 
where it would be impracticable. If the group is to have any impact 

it will have to devote the next two meetings to developing concrete 
proposals for governments to consider. In addition to thinking about 
how the two powers could work together on intractable issues such as 
the Sudan crisis 

are uncertain at best 

and China can cooperate in areas where both already are actively 
assisting Africa 

Ambassador Lyman 

subsequent meetings. 


9. (SBU) Comment continued: China 

Pretoria-based diplomats in the South Africa meeting 

signaled its interest in the dialogue. In the subsequent two 
meetings 

representation - perhaps the Ambassador and/or one or two diplomats 
from Embassy Beijing\'s political section at the China meeting and 
representatives from the Africa Bureau at the Washington meeting. 
Even if the dialogue does not meet its ambitious goal of drafting a 
workable blueprint for U.S.-China collaboration to help Africa 
develop 

China\'s thinking on its role in the continent\'s future. End 
Comment. 


BOST 
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MFA\'s MTCR technological expert 

Parelius and Lunde will attend the September MTCR Technical 
Expert meeting in Copenhagen. 

Visit Oslo\'s Classified website: 
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http://www.state.sgov.gov/p/eur/oslo/index.cf m 
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REF: STATE 112285 


1. According to Post\'s contacts at the Foreign and 
Commonwealth Office 

it is too early for HMG to effectively participate in the G8 
BTEX exercise outlined in Reftel. The FSA currently plans on 
holding its own exercise this autumn and will not be able to 
commit to participating in an international exercise until 

after the domestic exercise\'s completion. 


2. While the FSA was unable to commit to a workshop now it 
remains a possibility it would be able to commit after its 
exercise this autumn. The FSA also encouraged the inclusion 
of industry representatives in any future G8 BTEX exercise. 
While awaiting the results of its domestic exercise 

seeks to establish a channel to exchange information on the 
possible responses to a bioterrorist attack on the food 

supply with the appropriate USG official. Lynne Ridler-Wall 

of the FSA is the appropriate POC in the FSA for this issue. 
Her email address is lynne.ridler-wall@foodstandards.gov.uk 


Visit London\'s Classified Website: 
http://Awww.state.sgov.gov/p/eur/london/index. cfm 
Johnson 
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quo \"China Times\" ran a banner headline on August 21 that read 
\"Patience Has Its Limits; Insisting on Finishing His Term 

Fights Back: Will Not Remain Passive and Vulnerable to Attacks All 
the Time.\" 


2. In terms of editorials and commentaries 

pro-unification \"United Daily News\" said President Chen\'s plan to 
secure his presidency is to embrace independence 

Su Tseng-chang 

editorial criticized President Chen and the DPP by asking \"How is a 
state leader going to lead his country when his own personality and 
moral integrity are severely questioned by his people?\" An 

editorial in the limited-circulation 

English-language \"Taipei Times\" urged Taiwan\'s Foreign Ministry to 
take a new approach 

make Taiwan\'s international position clear 

seems unconcerned by China\'s attempt to lure away Taiwan\'s allies 
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and thereby destabilize the cross-Strait \"status quo.\" With regard 

to the war on terrorism 

conservative 

more has to be done to increase the mutual understanding between the 
West and the Arabs. A separate \"China Post\" editorial discussed 
Japanese Prime Minister Koizumi\'s recent visit to the Yasukuni 

Shrine 

history as a statesman. End summary. 


3. Taiwan\'s Political Situation 


A) \"Bian to Fight His Battle to Secure His Presidency by Embracing 
Independence 


Journalist Lo Hsiao-ho noted in an analysis in the pro-unification 
\"United Daily News\" [circulation: 400 


\"As the movements to oust President Chen Shui-bian escalated 
and the DPP\'s strategy to cope with these movements also grew 
clearer and clearer. Bian clung tightly to the independence 
supporters and canceled Su\'s revisionist line 

President Lee Teng-hui 

oust him. As for the DPP headquarters and DPP legislators 
launched a \'fire at will\’ campaign against Shih Ming-teh\'s efforts 
to oust Bian 

life 

validity. 


\"For Bian 

this is the only way for him to protect himself. No matter how many 
Taiwan elites from different walks of life come forward to oust him 
Bian 

movements to oust Bian fail to defeat the deep-Green front 

will be just about able to secure his position. If he can survive 

for another six months until next spring 

presidential elections will start then 

interested in asking him to step down. ...\" 


B) \"[People] Stand Forward to Fight Corruption Just Because They 
Cherish Taiwan\" 


The pro-status quo \"China Times\" [circulation: 400 
editorialized (8/21): 


\"... The biggest misstep [President Chen has made] in terms of 
estimation was that he seemed to really believe that he still had 
chances to push his two major lines 

and three movements during his remaining term. Chen failed to 
accomplish many of the above-mentioned lines or objectives even when 
his approval rating reached 70 percent and when the DPP enjoyed its 
highest popularity. Given the fact that support for both Chen and 
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the DPP have both dropped to 18 percent 

\'ridiculous\' in the current climate when Chen says he wants to \'push 
Taiwan\'s bid to join the United Nations under the name of Taiwan 
and to \'craft a new constitution for Taiwan.\' Chen is either really 
unaware 

facts: How is a state leader going to lead his country when his own 
personality and moral integrity are severely questioned by his 
people? How can a ruling party which sneered at morality as if it 
were a feudalistic idea stand upright to push for policies? ... It 

is enough that Chen Shui-bian has hijacked the DPP. Do we want to 
see him also hijack all of Taiwan? ... Do people really believe 

that Chen is entitled to represent Taiwan and that \'protecting Bian\' 
is really akin to \'protecting Taiwan?\' A majority of the Taiwan 


people may not think so. For many Taiwan people 
campaign to oust Bian primarily because they treasure Taiwan and 
therefore they want to protect it. ...\" 


C) \"Fair-Weather Allies Deserve China\" 


The pro-independence 
30 


\"... At some point 

number of countries that recognize Taipei 

need to take a new approach. Given that Washington seems 
unconcerned by the destabilizing effect of ally-poaching 

to the cross-strait \'status quo 

consider a more radical course of action to make Taiwan\'s 
international position clear. Do we need an ally if it is incapable 
of genuine commitment? If the ministry were to announce that 
bipartisan political support would be necessary for the ally to 
receive aid 

development programs and closely audited transfer of material aid - 
then what would be the result? 


\"Most of the allies would jump ship. This would serve several 
purposes: a lot of money would be saved; long-term ties with 
remaining allies could be consolidated (including more generous and 
tailor-made programs looking well beyond whatever electoral apply); 
there would be a decrease in the morale-sapping unilateral severing 
of ties; and the \'status quo\’ would be disrupted so dramatically 

that even Washington would take notice. ... No diplomat would be so 
nave as to think that morality determines the fortunes of nations. 

As asenior U.S. official in Taiwan was recently overheard saying: 
the mighty prevail and the weak submit. Very true 

more to it than this 

democracies are informed by more than immediate military and 
economic imperatives. Somewhere in the mix there remains a little 
room for things like patriotism and honor. Their role is not to be 
laughed at. Taiwan can afford to restrict itself to allies who want 
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more from a relationship than handouts. The rest are welcome to 
deal with China on whatever reduced terms Beijing allows.\" 


4. GWOT 
\"Terror in the Skies\" 


The conservative 
[circulation: 30 


\"... And the whole world - except those fanatics and their 

supporters - rightly condemns terrorism 

practically the only means by which they can and will continue to 

fight the Christian West they believe to be bent on destroying Islam 
as a way of life. Of course they are wrong 

done to convince them that they are. Much more has to be done to 
let them acquire a better understanding of the current conflict 
between the West and the Arabs. Better mutual understanding alone 
not the force of arms in war 

al-Qaida 

arranged by the United Nations between Hezbollah and Israel oes not 
help promote that mutual understanding. Worse 

West-Arab feud 

of terrorism on mankind in the process. \" 


5. Koizumi\'s Yasukuni Shrine Visit 
\"Koizumi\'s Place in History\" 


The conservative 
[circulation: 30 


\"By visiting a controversial shrine in Tokyo 

many as a \'‘memorial to Japanese imperialism and militarism 
Japanese Prime Minister Junichiro Koizumi missed a golden 
opportunity to go down in history as a statesman. Instead 

likely to be seen by critics as a bigot 

countrymen as a jingoist. ... To say the visit is a challenge to 
international justice is an understatement. It is a provocation as 
well as an insult to peoples victimized by Japanese militarism and 
imperialism. The victims\' feelings are hurt when they see the 
hawkish Japanese prime minister paying respects to such notorious 
war criminals like Hideki Tojo 

started the Pacific War in 1941 by attacking Pearl Harbor. ... 


\"Koizumi\'s stubbornness is sure to carry a price. Japan\'s relations 
with its two closest neighbors will worsen. His place in history 

will sink and his image will be tainted. The outgoing Japanese 
politician 

a statesman 

broadmindedness - qualities that enhance national interests and 
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world wellness. But his stubbornness 

admired by like-minded people for his steely will to stand to 
crushing pressure from Beijing and Seoul 

terms with him. Koizumi 


YOUNG 
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7. (C) Fan noted that Chinese leaders have been recently 
seeking economists\' advice about the exchange rate regime. 
He said that MOFCOM Minister Bo Xilai recently invited 
reform-oriented economists to speak at a MOFCOM conference. 
He suggested 

limit the scope for greater movement of the RMB. There 
remains concern that RMB appreciation would harm low 
value-added assembly operations 

whose remittances support rural areas. The Chinese 
government will likely accept \"bigger steps\" in RMB 
appreciation 

not change 


-- THE POLICY MAKERS FOR THE EXCHANGE RATE 


8. (C) Fan assessed that the key decision makers on the 
foreign exchange rate are Vice Premier Wu Yi and Vice Premier 
Zeng Peiyan. Zeng also plays a large role in day-to-day 
economic policymaking and favors a gradual approach to RMB 
appreciation. Fan described Premier Wen as one who seeks 
consensus on key economic issues such as the exchange rate 
before going ahead with a decision. 


-- YU: LEADERS ENGAGE REFORM )ORIENTED ECONOMISTS ON 
LIQUIDITY 


9. (C) Yu 

Politics 

separately told Finatt and Econoff that it was notable that 
President Hu Jintao 

Bo Xilai had all recently sought audiences with 
reform-oriented Chinese economists to discuss the exchange 
rate regime and its impact on overheating. Yu noted this 
indicates greater awareness to the risks of exchange rate 
rigidity. If senior officials continued to see signs of the 
economy overheating 

more flexible exchange rate 

gradual 
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10. (SBU) Yu also said that higher interest rates have 
limited effectiveness in constraining investment growth 
because large enterprises are increasingly financing 
investment through retained earnings. 


SEDNEY 
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International Transit of Proliferation-Related Goods 

wondered under what legal authority the USG and others would 
interdict planes and ships bound to or from North Korea. Who 
would decide whether the information was solid enough to 
block the suspected transit? Cho was concerned that 
countries would be enlisted to block third-party exports or 
imports. 


4. (C) In addition 

portions of reftel to Oh Young-ju 

Nations Division. Econoff received no substantive reply. 
STANTON 
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perspectives offered in the following vignette will 

give the reader a look into everyday life in Tunisia 
that may not be central to more formal reporting. For 
more information about Tunisia or the Embassy Tunis 
Entry Level Officer Development initiative 

Siprnet website: 
http://www.state.sgov.gov/p/nea/tunis/index.c fm. 


2. A recent trip to Djerba 

Tunisia 

not just Americans who travel the globe to find what 
they left at home. Conoff and CAO took a last minute 
four-day trip to this tourist destination island at the 
height of the summer season. Arriving at the SprinClub 
hotel on a Sunday morning 

greeted in Italian. Taken aback 

adapt to the situation at hand 

back of her brain and responded in Italian. One look 
at the proffered diplomatic identification cards and 
the staff quickly turned to English 

first of many incredulous interlocutors to express 
surprise that their guests were Americans. 


3. For Tunisia 
sector contributor 
Business Group. The World Travel and Tourism Council 
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(WTTC) report on Tunisia for 2006 estimates that \"T&T 
Economy employment is 510 

percent of total employment 

It estimates an increase by 2016 to 618 

one in every 5.8 jobs.\" It also notes that \"the 271 

T&T Industry jobs account for 9.0 percent of total 
employment in 2006 and are forecast to total 337 

jobs or 9.4 percent of the total by 2016.\" And it 
estimates the amount of tourism-generated economic 
activity at about $6.5 billion for 2006. Tunisian 

tourism 

Americans. According to the U.S. Country Commercial 
Guide on Tunisia 

million tourists traveling to Tunisia were American. 
The overall total included more than a million each of 
French 

Algerians 

it\'s no surprise that there was a dearth of American 
tourists in Djerba. However 

presence was truly surprising in its depth of 
astonishment. The imported Italian staff largely 
ignored them 

this Italian hotel (even the restrooms were indicated 
with signs in Italian!) spread like wildfire 

the entire Djerbian staff addressed them with a \"hello\" 
or \"good morning.\" They were marked. 


4. The same conversation repeated itself wherever 
Emboffs went. They would address someone in French and 
the person would immediately want to know if they were 
French. No? Swiss? Belgian? Czech? Polish? Well 
what then? The response \"American\" would immediately 
elicit an incredulous look and another question: \"Des 
vraies americaines?\"-\"Real Americans?\" From what 
origin 

interaction was with a hotel retail store owner who 

told Emboffs they were the first Americans he had ever 
met! The same conversation was repeated again and 
again in the souk 

restaurants. Though incredulous 

appeared to be genuinely pleased to meet Americans. 


5. Reports like \"Cultural Diplomacy: The Linchpin of 
Public Diplomacy 

clear that interpersonal interaction is key to mutual 
understanding. Tourism can play an important 
uncontrolled 

in American visitors would certainly help Tunisian 
tourism in general 

for intercultural dialogue that is much needed in this 
part of the world. In the meantime 
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do its part exploring nooks and crannies off the beaten 
American tourist path to show our faces 

connections 

americains.\" 


BALLARD 
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progressive Arabic daily Al-Qabas that (8/21): 


\"It [Arab resistance] means much more than simply raising slogans 
and photos in the media. It is a matter of being part of this 

fast-moving world. The Arab resistance we seek and desperately need 
is a resistance with ideas 


-- Ghazy Al-Jassim wrote \"Enough of Messing with Lebanon and Its 
People\" in progressive Arabic daily Al-Qabas where he stated 
(8/21): 


\"What is incomprehensible is Hezbollah. Is hands are tied and it is 
unable to free itself from an lranian-Syrian alliance 

to undermine the Lebanese state and the Lebanese armed forces. As 
for that palace in Beirut 

cries 

Lebanese factions and classes to decide the future of their country 
instead than awaiting for orders from outside.\" 


-- Under the title \"The Great Victory\" in progressive Arabic daily 
Al-Qabas Abdul Aziz Abdul Karim Al-Hindal commented (8/21): 


\"It was a great victory when the legend of the unconquerable 
[Israeli] army fell; when the glory of the great power [USA] was 
tarnished and its plan for the new Middle East foiled. It was a 
great victory when the balance of horror in the region changed in 
favor of the faithful resistance and against tyrannical power.\" 


-- In \"Victory Delusions\" Dr. Ahmed Bishara inquired in progressive 
Arabic daily Al-Qabas (8/21): 


\"The general public was swept away with words such as \'dignity\' and 
\'resilience.\' No one asked themselves why resilience 

orders 

just so they can discover their ego.\" 


-- \"Hezbollah\'s Arms: Where To?\" was the title of Abdul Hussein 
Al-Sultan\'s piece in which he penned (8/21): 


\"The danger of disarming the resistance is underscored by the recent 
painful experience of our brothers in Lebanon. Arabs -- under 
American 

resistance and expelled it from Lebanon in the early eighties. 
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Afterwards 

solutions without a power card with which to negotiate 
forcing it to succumb to all Zionist wishes.\" 


-- Under the title \"A Lesson in the Lebanon Crisis\" Kuwait 
University Political Science Professor 
editorialized in pro-government daily (8/21): 


\"Hezbollah\'s success is due to its presence with the people in their 
homes 

its generous services for the public 

natural bond between the leadership and the populous. This 
relationship was not severed by Israeli attempts to destroy the 
Lebanese infrastructure. Rather it strengthened the bond between 
the people and Hezbollah.\" 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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Columnist Fahd Khitan writes on the inside page of independent 
mass-appeal Arabic daily Al-Arab Al-Yawm (08/21): \"Among the 
fallout from the Lebanon war is the devolvement of the alliance 
between Cairo and Riyadh on one hand and Damascus on the other... 
Most analysts argue that the three-party alliance still exists 

with one change which is Syria\'s replacement by Jordan.... Jordan 
had always aspired to build a new Arab stand in the region.... The 
problem with the Jordanian move is that it essentially wanted to 

form an Arab front in the face of the Iranian influence in the 

region. Recent events in Lebanon however blew that policy away for 
two main reasons. The first is that the Arab people 

Jordanians 

being imminent compared to their view of the United States and 
Israel that are seen as the number one enemy. The second is that 
the America-backed Israeli barbaric aggression against Lebanon has 
embarrassed the moderate regimes and exposed the fragility of their 
alliance with America. With these developments 

begs itself about the new project alliance is against whom will the 
new alliance rise: Israel and America on one hand or Iran on the 
other? The Jordanian policy kitchen has not answered the question 
yet and it is in continuous debate.... What are the Arab moderates 
planning to do in face of the American disregard for their 

interests? How can moderate countries like Jordan and Egypt stand 
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with Washington in its conflict with Iran when the former is 

completely ignoring their proposals for the peace process with 

Israel? How far can the three Arab countries take their dispute with 
Washington? Jordan 

change in the U.S. administration\'s policy vis-`-vis the central 

conflict in the region.... Very frustrating expectations then and a 
losing bet from the word go vis-`-vis the possibility of changing 

the U.S. administration\'s biased stand in favor of Israel. This 

means that more pressure on the moderate regimes that are no longer 
able to justify their alliance with Washington. In the Jordanian 

political kitchen 

hearing about a new debate regarding handling the changes. There is 
a viewpoint that believes that the United States is not concerned 

with the angry and desperate Arab public opinion and that Washington 
has nothing to lose since its reputation and image is already in the 
mud. Yet 

losses that could do away with the bases of their existence just for 

the sake of Washington and Israel. What is required then is 

building a new policy and a new vision for the future of the \'dead\' 
peace process that would be away as much as possible from the 
American stand. But this entails certain fallout for which 

preparations must be made from now 

a later stage economic interests and American assistance.... 

Building a new Arab stand in the face of Washington cannot be 
founded on a single party of limited resources. It requires an 
expanded alliance that starts with Amman 

the three capital cities ready to adopt a new strategy or does the 
alliance with Washington take precedence over everything else?\" 


-- \"Can the Hizbollah experience be generalized?\" 


Columnist Jamil Nimri writes on the back-page of centrist 
independent Arabic daily Al-Ghad (08/21): \"Hizbollah\'s performance 
flabbergasted the public and made Nasrallah the most popular 
leaders. It was the issue of Shebaa farms and the prisoners that 
concerned the Arab people 

standing up to it with dignity and equality. The reasonable 

conclusion was that reining Israel is possible and the experience of 
the resistance provided an alternative model that could be 
generalized. Many parties will hold on to this simplified 

conclusion 

experience is not subject to generalization. It would be a form of 
illusion and dream 

not go back to the age of confrontations 

Israeli failure is linked to specific circumstances relevant to the 
Lebanese situation.... Once this fact is faced 

speak about the real and possible investment of the Israeli failure. 

It has been confirmed that force does not resolve the conflict in 

the manner that Israel wants and that imposition and submission only 
prolongs the conflict and suffering. The real alternative is going 

back to balanced settlements that preserve the rights and the 
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dignity of people.\" 


-- \"A united front\" 


Centrist elite English daily Jordan Times editorial (08/18) opines: 
\"No doubt the just-ended war in Lebanon and the continuing Israeli 
incursions deep into the West Bank and the Gaza Strip are providing 
the additional impetus for the Palestinian leadership to get 

together and try to forge ahead with their nation- building process. 
There are growing fears that once Israel disengages completely from 
Lebanon in accordance with UN Security Council Resolution 1701 
will move more forcefully than ever against the Palestinian people 

in the occupied territories. Much time has been already wasted by 
internal conflicts between Fateh 

faction 

is high time that the two sides put their differences aside. The 
Palestinians have endured hardship for much longer than any other 
Arab people 

and with security on their own national soil without any form of 
occupation by Israel. The Israeli government can be expected to talk 
more sense with the Palestinian leadership once the Palestinians 
enjoy a viable unity government. As long as the Palestinians stay 
divided 

bid to postpone the difficult decisions that have to be made in 

order to arrive at a peace treaty between the two sides.... Now is 
the time for both Hamas and Fateh to get their act together for the 
interests of their people. The Gaza meetings are only the beginning 
of along and determined process to give the Palestinian people what 
they deserve most - a united Palestinian front in the face of the 
dangers that loom on the horizon.\" 

HALE 
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www.counterterrorismblog.org and said that the U.S. and Turkey 
developed a joint strategy to counter PKK. The strategy was 
reportedly developed in order to prevent Turkey from undertaking 
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a unilateral incursion into Iraq 
accidental Turkish engagement with non-PKK Kurdish forces or 
even U.S. forces. 


ZAMAN /OZGUR GUNDEM: The European Court 

file submitted about the dam project which envisages submerging 
ancient Hasankeyf district under dam waters 

Turkey provide urgent information on the measures taken to 
preserve the district\'s historical richness. 


ZAMAN: Restoration works on the 10th century Armenian 
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Church on an island on Lake Van will be completed soon 
Erdogan will hold the opening ceremony on October 15. The 
Armenian Minister of Culture will also be invited to Turkey for 
the opening ceremony. 


ZAMAN: PM Erdogan reportedly called last week the father of 
a soldier 

village of Bitlis in July. Erdogan reportedly tried to raise 

the family\'s morale and gave information to the father on 
measures taken to combat PKK terrorism. 


ZAMAN: A group of environmentalists in Adana 

complained about the pollution levels in the Seyhan River 
collected 12 sacks of garbage on the riverside in one hour. 
The general secretary of Adana Municipality said that although 
it was DSI (State Water Works Authority) 

Municipality 

bank of the Seyhan River 

efforts to clean the riverbank. 

REID 
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Russia was represented intermittently by a member of its permanent 
delegation who appeared to be primarily a note-taker 

only once 

strongest proponents for retaining the draft text of 13 principles 

in un-amended form. 


5. Over a handful of objections 

text of 13 principles as a working text on which to base 
deliberations (although many countries 

served notice in their opening statements that the draft would 
require substantial revision). The debate concerning the first 
several principles went slowly because they contained key concepts 
that would shape the remainder of the principles. However 
quickened on the second day 

enabled the meeting to complete a first reading of all principles by 
the end of the third day. 


6. The U.S. succeeded in winning support for most of its key 
substantive goals. It was quickly established that prescriptive 
language was inconsistent with the non-binding nature of these 
guidelines 

be replaced by other 

U.S. and its allies succeeded in eliminating all text that expressly 
or implicitly contemplated compensation or reparations for loss of 
use of cultural objects prior to their return 

to compensation or to \"equivalent\" cultural objects as replacements 
in the case of destroyed or vanished objects. The U.S. argued that 
these concepts went far beyond the appropriate scope of the 
Principles 
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delay 

were hotly debated 
accommodate the U.S. positions. 


7. Text Adopted on First Reading. The text as adopted on first 
reading is set out below. Because of insufficient time 

Preamble was not discussed or adopted and will be taken up during a 
second reading of the principles. The text agreed to after a first 
reading appears below verbatim. (However 

comments that follow regarding issues of particular interest). 


8. Begin text: 


DRAFT 

18H00 21July 2006 at end of session 

DECLARATION OF PRINCIPLES RELATING TO CULTURAL OBJECTS 
RELATION TO THE SECOND WORLD WAR 

PREAMBLE (The Preamble has not had a first reading) 

Noting with appreciation the growing number of voluntary returns of 
cultural objects displaced in relation to the Second World War 

that such voluntary return should be further encouraged; 

Noting with concern 

to cultural objects displaced in relation to the Second World War 
has not been settled; 

Acknowledging that only some countries have adopted national 
legislation to regulate or solve these issues; 

Encouraging States to develop national processes to implement the 
following Principles 

dispute resolution mechanisms for resolving these issues; 

Calls upon every State concerned to enter into intensive 
negotiations on the reciprocal return of cultural objects displaced 

in relation to the Second World War 

Principles. 


(The following Principles have been adopted pursuant to a 
first reading only) 


Principle | 

Scope of Application: These Principles are of a non-binding 
character and are intended to provide general guidance for bilateral 
or multilateral interstate negotiations in order to facilitate the 
conclusion of agreements related to Cultural Objects. Under these 
Principles \"Cultural Objects\" mean objects 


i) are defined by Article 1 of the 1970 UNESCO Convention on the 
Means of Prohibiting and Preventing the Illicit Import 

Transfer of Ownership of Cultural Property; and 

ii) have been removed from 

lost within 

occupation related to the Second World War 

was total or partial or had met with no armed resistance. 
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PRINCIPLE Il 

Meaning of Loss of Possession or Removal: 

These Principles apply to any loss of possession or removal where 
there are reasonable grounds to conclude that the Cultural Objects 
concerned: 

(i) were looted or plundered; or 


(ii) were otherwise appropriated in a manner contrary to the law 
in force in the territory where they were located at the time 

if appropriated in a manner in conformity with a law or a judicial 
or 

administrative measure 

to the principles of humanity and dictates of public conscience; or 


(iii) | were transferred pursuant to a transaction 
apparently 
or vitiated for whatever reason 
the transaction purports to have been 
voluntarily effected; or 


(iv) had otherwise left the possession of a person or an 
entity in circumstances deemed offensive to principles of humanity 
and dictates of public conscience. 


PRINCIPLE III 

Measures that should be taken by the State of Location or Depositary 
State: 

States 

Principles 

currently located for reasons other than deposit 

appropriate steps to promote and facilitate their return to the 
competent authorities of the territory from which they were removed 
or where their possession was lost. 

(ii) States that are recipients of Cultural Objects deposited in 

their care by another State for the purpose of protecting the 

objects against the dangers of the events referred to in Principle | 
should secure their return to the competent authorities of the 

territory from which they were removed or where their possession was 
lost and 

their export until such return. 


PRINCIPLE IV 
Measures that should be taken by the Responsible State: 


(i) A State 
was responsible for the loss of possession 
or removal of Cultural Objects should return such 
objects to the competent authorities of 
the territory from which they were removed or 
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where their possession was lost. 

(ii) A State 

for the loss of possession or removal of Cultural Objects should 
participate in the search for and in negotiations to secure the 
return of such objects. 

PRINCIPLE V 

Multiple Responsible States: 

Where more than one State is responsible for the same or successive 
acts of removal or loss (es) of possession of a Cultural Object 
each of these States shall be considered as a responsible State 
within the meaning of these Principles. 

PRINCIPLE VI 

Measures that should be taken by the Recipient State: 

The competent authorities of the territory to which the Cultural 
Objects have been returned 

out and identify the person or the entity 

entitled to the Cultural Objects at the time the loss of possession 
occurred 

these objects to such a person or entity. 


PRINCIPLE VII 

Successive Displacements: 

Where there have been successive displacements 

should be returned to the competent authorities of the territory 
where they were located immediately before the first removal or loss 
of possession as referred to in Principle l. 

(To be reconsidered in second reading: In exceptional cases 
cultural objects were temporarily in another State at the time of 
loss of possession or removal 

different from the State or the territory from which they were 
(Netherlands: originally) removed.) 


PRINCIPLE VIII 

Documentation: 

Cultural Objects being returned should be accompanied by the 
relevant scientific 


PRINCIPLE IX 
Exclusion of War Reparations: 


Cultural Objects referred to in Principle | 

as war reparations. 

PRINCIPLE X 

Time Limit: 

No time limits apply to the above Principles. 

PRINCIPLE XI 

Relationship to International Law: 

Nothing in these Principles shall be interpreted as amending 
abrogating or replacing relevant international law. 
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(PRINCIPLE XII?) 

These Principles are without prejudice to issues relating to 
Cultural Objects no longer available to be returned because they 
have been destroyed or lost. 


End Text 
9. (U) Explanatory Comments: 


(N.B.: The original draft text is set out in reftel. Where 
provisions in the original draft text of 13 principles were deleted 
as a result of these negotiations 

them appear in brackets below.) 


Principle |: The first phrase was deleted 

substituted (\"These Principles are of a non-binding character and 
are intended to provide general guidance for bilateral or 
multilateral interstate negotiations in order to facilitate the 
conclusion of agreements related to Cultural Objects.\") 
underscore the non-binding character of the Principles 

clarify that they are not intended to undercut private restitution 
procedures. 


Principle Il: The language of sub-paragraph (iii) was simplified 
but not changed substantively. In sub-paragraph (iv) 
delegations found the phrase \"grossly offensive\" too vague and 
broad 

altogether. A compromise substituted the phrase \"offensive to 
principles of humanity and dictates of public conscience 
parallels the language of (ii) and is not intended to effect any 
substantive change. 


Principle Ill: The adopted text was proposed by the UK 

and amended by Canada and the U.S. 

language and clarify the different roles that should be expected of 
\"states of location\" and \"depositary states.\" 


Principle IV: The adopted text was proposed by the UK 

and amended by the U.S. 

It clarifies the role of a \"responsible state\" when it is 

not 

references to compensation are eliminated 

dictate the means by which a \"responsible state\" should effect or 
facilitate returns of cultural objects. 


Principle V: The concept of \"joint and several liability\" was 
eliminated 
amendment) was adopted. 


[Original draft Principle VI: Deleted as unnecessary in light of 
Principles III and IV. There was also broad consensus that this 
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provision was unhelpful 

equities between \"responsible state\" and \"state of location 
attempted to dictate the resolution of issues between them. Canada 
proposed deletion 

among others.] 


Principle VI (formerly VII): In addition to eliminating 

prescriptive language 

left room in appropriate cases for objects to be returned to a State 
other than the one from which they originally were removed; the U.S. 
also proposed elimination of the qualifier \"in accordance with the 
law of the Recipient State.\" Both proposals received consensus 
support. 


Principle VII (formerly VIII): Bracketed text represents a proposal 
by Italy for an additional clause 

might be returned to a State different from the one from which they 
were originally removed. The U.S. conceded that such cases might 
arise 

potentially much larger category of cases. Moreover 

considered that attempting to \"legislate\" for specific contingencies 
is unnecessary 

States faced with such cases remain free to reach different 
resolutions whenever dictated by justice and common sense. No 
consensus was reached 

reading. 


[Original draft Principle IX: Deleted on a proposal by Germany 
supported by a large number of delegations 

replacement of destroyed or vanished objects with other 
\"equivalent 

and thus rejected as a form of war reparations that was 

event 

disputes.] 


[Original draft Principle X: Deleted on a proposal by the U.S. 
supported by a large number of delegations. The idea of 
compensation for destroyed or vanished objects was broadly rejected. 
However 


Principle IX (formerly XII): The U.S. argued for substitution of 
\"should\" for \"shall\" 

for a non-binding instrument. However 

delegations were in favor of retaining the original language 
statement of established international law. A U.S. proposal to 
refer to this principle in preambular language was likewise 
rejected. 


Principle X (formerly XIII): Substitute text proposed by Greece 
supported by a large number of delegations 


Column 3 

Principle XI: Not in the original draft Principles. Proposed by 
Canada in its written comments 

The U.S. preferred less specific preambular language (believing that 
such a \"savings clause\" was unnecessary and inappropriate in a 
non-binding instrument) but was prepared to accept the adopted text. 


New Principle XII: This new text was proposed in response to the 
deletion of original draft Principle X. (The parenthesis and 

question mark are part of the provisional text as adopted). 

Although most delegations rejected the idea of compensation for 
destroyed or vanished objects 

in such cases the \"responsible state\" should consider increased 
cooperation in areas of cultural cooperation or cultural 

development. The U.S. and Mexico proposed a compromise preambular 
text 

preferred to have something in the body of the document. This text 
is based largely upon a U.S. proposed text that had two components 
and that drew substantial but not universal support. A compromise 
proposed by Italy 

text and retain the remainder 

U.S. considered this unobjectionable. 


KOSS 
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underlined the timely nature of such an undertaking given 
their desire to strengthen legislative capacity. Post 

strongly believes that Tanzania 

advancing democracies in sub-Saharan Africa 

ideal choice should the U.S. Congress seek to expand its 
legislative exchange programs into Africa. END SUMMARY. 


GOT Enthusiastic on U.S.-Tanzania Parliament Exchange 
2. (U) The GOT indicated great interest in the prospect of 
establishing a legislative \"parliament-to-parliament\" 
exchange with the United States. StaffDel Szymanski\'s 
meetings in Dodoma with the Speaker of the House 

Sitta 

several key Committee Chairpersons 

agreement that such an exchange would facilitate mutual 
understanding 

relationship-building. 


3. (U) Minister Akukweti said that regularizing an exchange 
program would be \"very 

everything possible to help make the program happen. Speaker 
Sitta said that a U.S.-Tanzania Parliament exchange \"sounded 
excellent 

great many rules 
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and that an exchange program could prove beneficial as 
Tanzania\'s democracy matures. Likewise 

committee chairpersons including the Vice Chair of the 
Economic Affairs Committee 

Committee 

Accounts Committee 

Affairs Committee 

support for the prospect of an exchange 

working group to push the proposal forward. Both Minister 
Akukweti and Speaker Sitta promised to write letters of 
interest and support to U.S. Congress\' Speaker of the House 
Dennis Hastert. 


GOT Emphasizes Time is Right for Exchange 

4. (U) Beyond the evident enthusiasm regarding setting up a 
legislative exchange 

for such a program echoed throughout StaffDel Szymanski\'s 
visit. Speaker Sitta told Szymanski: \"You have come at the 
right time 

toward those values of democracy which are entrenched in the 
U.S. system; values of transparency and good governance.\" 
Similarly 

of Foreign Affairs 

time was right in Tanzania to begin an exchange with the U.S. 
Also 

York (SUNY) program for parliamentary strengthening 

Bugby 

temperature was right in Tanzania for Parliament to work with 
the U.S. Congress and further develop the quality of the 
legislative system.\" 


Speaker Sitta Shows Willingness to Fund Travel 

5. (U) The GOT raised the question of budgeting and 
available resources to implement a U.S.-Tanzania 
parliamentary exchange. Szymanski explained that the U.S. 
Congress has funds earmarked for travel that could be used to 
send U.S. legislators and staff to Tanzania. He also 
explained that there were resources within the State 
Department\'s office of Citizen Exchange that could possibly 
be used to host a Tanzanian delegation once in the U.S. but 
noted that these funds would not cover airfare. 

Surprisingly 

Chairpersons expressed concern for the expenses involved 
Speaker Sitta said that the GOT would be able to budget for 
travel to the U.S. He emphasized that the exchange would be 
successful only if it were a true partnership. \"We would not 
want support only from your side. Both sides must be willing 
to reciprocate travel and allocate some resources.\" 
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Getting the Ball Rolling 

6. (U) During the Szymanski StaffDel 

emphasized that he was willing to assist in anyway possible 
to engage with Capitol Hill on the proposal. Ambassador 
Retzer has already acted quickly 

to Speaker Hastert on August 11 

delegation\'s departure. On August 14 

Foreign Relations Committee 

a letter of support for Speaker Hastert to the Deputy Chief 
of Mission 

Committee Chairpersons. The GOT 

another measure of its enthusiasm about the potential 
exchange and its desire to get the ball rolling. 


Comment: Tanzania Offers Ideal Exchange Partner for U.S. 
Congress 

7. (SBU) There is no question of the GOT\'s interest in 
setting up a legislative exchange with the U.S. Congress. 
The proposal appears to be a \"no-brainer\" with every official 
recognizing the program\'s \"win-win\" potential. Two key 
questions remain: (i) Will the U.S. manage to identify a 
champion within Congress to promote an exchange with 
Tanzania? (ii) And will both the U.S. and Tanzania commit 
sufficient resources to jump-start the process? In post\'s 
view 

be missed for the U.S. to reach out and influence one of East 
Africa\'s few advancing democracies. As Tanzania\'s attitude 
towards the U.S. warms from chilly skepticism to trust and 
admiration 

would play an integral part in post\'s transformational 
diplomacy efforts. END COMMENT. 

RETZER 
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reports her attacks on Interior Minister Sarkozy 

immigration policy.\" Electronic media are replaying her sound-bite 
on \"immigration choisi\" (selected immigration): \"After taking the 
natural resources of these countries - former colonies- we are now 
taking their brains? This is unbearable.\" The harsh editorial in Le 
Figaro 

difficult to figure out what her plans for France are: we keep 
looking in vain for them.\" Liberation announces on its front page 
that \"she gets her inspiration for 2007 from Mitterrand.\" In his 
editorial 

to get the Socialist party\'s nomination this November.\" A separate 
article explains that \"her being a woman in a party dominated by men 
is an absolute weapon.\" Le Parisien\'s optimistic headline reads: 
\"She\'s Off.\" Results of a Le Parisien poll indicate that 54% of the 
French give her their support. 
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International news is dominated by Israel\'s cease-fire violation in 
Lebanon and the confusion about UNIFIL\'s leadership 

called on Italy to be the lead. A report in Le Figaro emphasizes: 
\"Once again there is no love lost between Israel and France.\" In Le 
Monde 

disappointing for the UN.\" (See Part C) Le Figaro announces that a 
EU-25 meeting is scheduled \"probably\" for Wednesday 
Douste-Blazy called for \"European solidarity\" and \"clarification\" on 
each nation\'s contributions. TF1 television also reported on FM 
Douste Blazy\'s call for \"an effort\" to be made by other European 
countries 

chain of command and the rules of engagement before sending 
soldiers. FR2 television reported Washington\'s insistence for \"a 
rapid deployment of the UNIFIL in Lebanon.\" 


In La Croix 
future with apprehension... Everything is frozen. Everyone has kept 
their weapons 


La Croix reports \"the truce is in danger in Lebanon\" after Israel\'s 
\"murderous expedition\" there and quotes Lebanese PM Fouad Siniora as 
calling the raid a \"crime against humanity 

qualified the attacks as \"a violation of the cessation of 

hostilities.\" Le Parisien\'s weekend edition asks \"What Purpose Do 
the Blue Helmets Serve?\" The article enumerates four flaws of the 
\'\'thing\' that de Gaulle decried.\" For Le Parisien 

do not prevent massacres 

avoid war 

\"they do not hasten the settling of crises.\" The article notes that 
the UN\'s good intentions are often succeeded by setbacks and 
failures. 


Communist L\'Humanite devotes its front page to America\'s foreign 
policy in the Middle East and headlines: \"We Need to Stop Bush!\" and 
adds: \"Afghanistan 

these conflicts... Tomorrow 

analysis entitled \"Iran Flexes Its Muscles\" contends: \"The Lebanese 
conflict was a dress rehearsal for a U.S. attack on Iran.\" Both 
\'Humanite and Le Journal du Dimanche quote Hershel\'s analysis in 
the New Yorker. (See Part C) 


Georges Malbrunot in Le Figaro on Saturday reveals that Lebanese 
investigators looking into the assassination of former Lebanese PM 
Rafic Hariri \"are onto a new trail that leads straight to 

Hezbollah.\" The new elements in the investigation 

lessen the fact that Syria continues to be the main focus... \"but 
Hezbollah obviously had a role to play: \'who else could have brought 
1200 kilos of TNT into Lebanon?\ sources close to Hariri\'s son Saad 
wonder... In any event 

assassination of Hariri 
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Nasrallah.\" The article goes on to assess the possible involvement 
of Iran in the murder and concludes that in the \"current context in 
the region 

aggravating tensions between Sunnis and Shiites.\" 


All networks reported on \"the reinforcement of security in Baghdad.\" 
FR2 television said that the situation in Iraq was \"chaos 

echoed in L\'Humanite\'s extended report on U.S. foreign policy: 
\"lraq 

avowal of failure for Washington\'s \'war against terrorism.\\" 


TF1 and Fr2 television mentioned the resumption of Hussein\'s second 
trial for crimes against humanity. TF1 said that he will be defended 
by twelve lawyers who will plead \"self-defense.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Lebanon - Cease-Fire Violation - UNIFIL 


\"The UN Calls on the Europeans\" 

Philipe Bolopion in left-of-center Le Monde (08/21): \"On Friday 
pressure on France was intensified with the UN clearly stating that 
France\'s contingent was \‘disappointing...\' President Bush 
assistance to the UNIFIL will be strictly logistical 

said it would send soldiers. We hope it will send more of them.\' In 
an interview in regional Ouest France 

charge of peacekeeping forces at the UN 

be the backbone. And even if France must not shoulder the entire 
burden 

because everyone is observing France before making a commitment...\' 
And as Europe\'s media lashed out at France for its meager offering 
MOD Alliot-Marie on Friday said on RTL radio that \'France needed 
extremely precise missions and that it had not forgotten the painful 
experience of Bosnia.\'\" 


\"Dissipating Ambiguity\" 

Left-of-center Le Monde\'s editorial (08/19): \"For the past month 
France was seriously committed to finding a solution to the Lebanese 
conflict other than military. It managed to get the support of the 

U.S. and impose its views on a UN resolution unanimously accepted. 
These results came about because of France\'s commitment regarding 
the UNIFIL. Washington relented only because France accepted to play 
a major role in the force... France\'s subsequent attitude has caused 
some confusion. The idea that France would takeover command of the 
force 

Washington Post to title \\Where Have the French Gone?\' While Chirac 
and France have a right to expect a clearly defined mission 

is not Bosnia... It is essential to worry about disarming Hezbollah. 

If France were to renege on being the backbone of the force 

would be giving free rein to Hezbollah to rebuild its \'state within 

a state.\' This signal would be all the more dangerous because it 
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would mark Iran\'s victory. If on the other hand France\'s present 
attitude is simply to ensure the safety of its troops 

legitimate stance. President Chirac needs to clarify this 
ambiguity.\" 


\"A Disappointing French Offer\" 

Marc Henry in right-of-center Le Figaro (08/21): \"Israel has asked 
Italy to lead the UNIFIL although France had declared itself ready 

to take command. In the tumultuous relations between France and 
Israel 

disappointment is all the more painful because France was to be the 
\'core\' contingent of the force... This initial \'lack\' on the part of 
France is a hard blow for Olmert who was hoping for a \'credible\’ 
presence in Southern Lebanon to curb Hezbollah\'s bellicose 
intentions. Israel's pullout plan is now somewhat compromised... by 
France\'s tepid stance 

distrust and hostility between France and Israel. While it is 

difficult to see where the truth lies 

is playing the role of scapegoat.\" 


U.S. Foreign Policy: Middle East - Iran 


\"lran Flexes Its Muscles\" 

Antoine Malo in right-of-center Le Journal du Dimanche (08/20): 
\"lran is proceeding with important military maneuvers. Important 
forces are being deployed throughout the country... Iran knows that 
in America\'s neo-conservative circles 

attack (on Iran) to destroy its nuclear installations. And time 

Iran 

rejecting the UNSC\'s proposal to suspend its uranium enrichment. 
According to Seymour Hersh 

Hezbollah was but a dress rehearsal to a possible preemptive U.S. 
attack on Iran. According to him 

this even before the kidnapping of the two Israeli soldiers... The 
only hitch is that the operation failed. As of Tuesday 

Iran will be opposing the international community.\" 


\"Choosing Bloody Disorder\" 

Patrick-Apel-Muller in communist |\'Humanite (08/21): \"The U.S. is 
pursuing its strategy of domination which has led to reviving 
tensions: Afghanistan 

tomorrow Iran. With the multiplication of conflicts 

is looking to remodel a Greater Middle East that will be under its 
boot 

is a bloody disorder. Never has the image of the U.S. been so 
tarnished... And as a new source of tension emerges with Iran\'s 
probable answer tomorrow 

economic sanctions 

be Europe\'s engine to counter this madness.\" HOFMANN 
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to go 

military use 

want you to be discrete 

It would not be good if the population sees you packing.\" 

6. (C) HALO Trust Mechanical Officer 

attended the meeting 

what our problem was and why we wanted to leave. The Army 
wants to keep the NGOs in Jaffna to calm people down. 
They\'re not going to make it easy for us to get out.\" DATT 
will attend a meeting with Army Operations in the late 
afternoon of August 21 for an update on the military\'s plans 

to evacuate NGO and demining personnel. According to HALO\'s 
Pritchard 

heavy equipment. Similarly 

General Chandrasiri asked SLA Mine Action Coordinator 
Brigadier Chrishantha de Silva why SLA/RONCO heavy equipment 
was not being made available for the SLA to fortify the 
Forward Defense Line (FDL) in Jaffna 

21 conversation with RONCO director Fredrik Palsson. 


Pro-LTTE Figures Targeted 


7. (C) According to press reports and an eye-witness account 
from RONCO Technical Advisor Craig Crosby 

August 18 seven men set fire to the Jaffna warehouse of 
Uthayan newspaper 

circulation in the Jaffna peninsula. On the morning of 

August 21 

gunmen shot and killed Mr. S. Sivamaharajah in Jaffna 
former Member of Parliament for the pro-LTTE Tamil National 
Alliance. He was also the owner of \"Namathu Eelanadu 
second largest-circulation paper in Jaffna. 


Comment 


8. (C) Comment: The displacement of a significant percentage 
of the population makes food and humanitarian aid crucial and 
our message of an immediate cessation of hostilities more 
critical. We hope the GSL will heed ours and other missions\' 
requests for assistance evacuating staff and not use the 
presence of internationals to bolster its agenda. We will 
continue to press the GSL for assistance in evacuating 
demining staff from Jaffna. End comment. 

MOORE 
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2. (SBU) Most newspapers on August 17 ran articles on the 7th 
anniversary of the 7.4-magnitude 

Marmara earthquake 

countless more injured. Although 

some had articles in commemoration of the actual event 
primary focus was the state of 

current earthquake mitigation and response measures taken by 
the government. Commentators 

were unanimously critical of Turkey\'s 

Istanbul\'s 


The Experts Weigh In On Current Preparations: No Good News 


3. (SBU) Several of the newspapers interviewed experts in 
earthquake planning 

and other related fields. More than a few of the experts 
lambasted Turkey\'s latest \"9th 

Development Plan\" for the years 2007-2013 

does not address the earthquake 

issue. \"It is impossible to understand the exclusion of a 
topic so influential to this 

country\'s future 

of the Istanbul branch of the 

Geologic Engineering Association 

TMMOB Geologic Engineering 

Association Administration President 

7.5-magnitude earthquake occurs 

with an epicenter in Istanbul 

totally destroyed 

will be heavily damaged 

could be at least fifty billion 

dollars worth of damage. 


4. (SBU) Radikal not only elicited commentator\'s criticisms 
of current planning 

also evaluated preparation in Istanbul\'s public buildings. It 
noted that following 

the 1999 earthquake a determination was made that 2 
public buildings would need to 

be retrofitted against earthquakes or demolished and rebuilt 
entirely. These included 308 

medical buildings 

buildings 

and 46 student dormitories. Over the past seven years 

308 hospital buildings only 

11 have been retrofitted 
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retrofitted 

have been retrofitted 

administrative offices 

earthquake-prepared are still in the early stages. Radikal 
noted that if the current pace continues 

it would take 190 years to outfit the hospital buildings 
years to finish the schools 

55 years to complete the dormitories. 


5. (SBU) Not only did the newspapers criticize the lack of 
effort over the past seven years 

but also pointed out that the probability of a large 
earthquake has only increased in the years 

following the 1999 disaster. \"In 1999 

large earthquake in Istanbul in the next 

30 years was 60% 

we haven\'t had an earthquake in 

seven years 


Where\'s the Money? 


6. (SBU) Clearly money is a large factor in the seemingly 
slow response of government. 

One figure cited was 4.2 billion YTL (approximately USD 2.9 
billion) for the study of 

public buildings 

the retrofitting of buildings 

and the construction of materials for the retrofitting 

projects. Somewhat more disturbing 

was Milliyet\'s reporting that a significant portion of the 
\"earthquake tax\" to help rebuild 

and prepare for future disasters has been instead used to pay 
off Turkey\'s debt and interest 

payments. According to statistics cited by the paper 

2003 

Turkish Lira (approximately USD 988 million) was collected 
and 1.043 quadrillion 

(approximately USD 723 million) was used to pay off debt and 
interest rather than 

for its expressed purpose. 

Authorities\' Response: Newspapers Not Favorable 

7. (SBU) The newspapers focused intently on expert criticism 
and did not attempt to put 

official replies in a good light. Istanbul Governor Muammer 
Guler gave a press conference 

on August 16 and reportedly responded that \"nowhere in the 
world can this job be finished 

in three to five years.\" Mustafa Taymaz 

Relief Administration 
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quoted as saying that the \"infrastructure was ready\" and that 
disaster administration was 

\"better than in the U.S. and in some EU countries 

it was \"not right for citizens 

to wait for the government.\" \"If necessary 

obtain credit and strengthen their 

buildings themselves.\" Radikal commented that the government 
was \"passing the ball to citizens 

implying that officials were not taking responsibility for 
earthquake preparations. A headline 

also read \"Everyone is busy with state \'projects\' to 

strengthen buildings 

numerous unrealized projects which have solved the earthquake 
problem \"on paper.\" 


Comment 


8. (SBU) Overall 

earthquake preparations and their 

conclusions were not positive. Sucuoglu commented to Sabah 
that \"had the 1999 earthquake 

been taken as a good warning for Istanbul 

preparations could have been 

done in seven years.\" Whether this timeframe is accurate or 
not 

been disappointingly slow. The lack of ownership of this 
issue has been a major obstacle to 

effective preparations (refs A & B). One expert advised that 
the Istanbul Metropolitan Municipality 

office needs to unequivocally take charge and create a plan 
with short-term (three to five year) 

medium-term (10 year) 

Despite the somewhat alarming picture 

painted by the media and local experts 

all levels are ongoing. The cooperative 

effort with the USGS that began in 1999 continues with a team 
from USGS currently in Istanbul. 

Media scrutiny of earthquake preparations may also serve to 
spur the government to greater action. 

OUDKIRK 
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FREE AND FAIR 

Classified By: AMBASSADOR THOMAS C. KRAJESKI 
D). 


1. (C) SUMMARY: Opposition presidential candidate Faisal 
bin Shamlan told Ambassador on August 19 that he considers 
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corruption and poverty to be the most important issues for 

this campaign 

debate him publicly. Asked if the elections would be largely 
free and fair 

be the case 

Shamlan said the opposition did not expect the Government to 
abide by election laws stipulating equal access to the media 
but advised that \"if we get even 10 percent of the time 

allotted to the ruling party 


2. (C) In his first meeting with the Joint Meeting Party\'s 
(JMP) presidential candidate 

to meet with Shamlan and other political actors at any time 
but would not become engaged in a debate about Yemen\'s 
internal issues. Ambassador said he would readily and 
publicly discuss U.S.-Yemeni relations 

USG or the Embassy to become an election issue. The USG\'s 
most constructive contributions to the election are the local 
observers that will be trained by the U.S.-funded National 
Democratic Institute 

accurate assessment of whether the voting was open and fair 
not only for the presidential election 

council polls as well. 


3. (C) Asked for his assessment of the chances for a free 
and fair election 

elections to be free and fair 

would be running.\" In a truly honest election 

asserted 

elections are \"even 40 percent fair 

notwin 

majority of local councils 

been warning could happen. Shamlan downlayed the 
significance of the local councils 

not have independent sourcs of funding and the politically 
appointed district governor\'s concurrence is needed for any 
counil decision to be enacted. 


4.(C) Shamlan statd that corruption and the rising cost of 
living or average Yemenis would be the main issues for ths 
year\'s campaign 

the president is running. Yemeni ciizens are very worried 
about the future 

only last anoter 6-7 years 

govermental budget from oil. \"Nothing has been done to use 
oil money to create an effective non-oil econmy 

and yet the Government each year aks for supplemental 
spending authority from the arliament. Since 2001 

extra spending has mounted to more than USD four billion 
\"and yet we still have two million unemployed.\" Much of the 
money has been siphoned off through corruption 
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while the President 

Parliament all talk about fightin corruption 
ever been brought to tria.\" 


5. (C) Given the fact that 75 percent of Yeen\'s population 

is scattered in rural villages 

communicating his mssage to the people 

Accordig to Shamlan 

non-Yemeni stations such as al-Jazeera 

and al-Mustaqila 

government-owned broadcast media. Jazeera and Arabiya have 
so far been reluctant to interview him 

the Government has insisted that the interviews be taped in a 
studio 

are reluctant to do. Asked if he expected the Government to 
abide by the election law and the June agreement of 
principles between the JMP and the ruling party 

for equal access to government-owned media 

responded 

10 percent of the time\" allotted to the ruling party 

be satisfied. 


6. (C) COMMENT: Shamlan is fighting an uphill battle and he 
knows it. We believe that his estimation of his share of the 
vote in a clean election are seriously overblown 

belief that the JMP may sweep the local council elections -- 
a fear expressed even by ruling party members. Shamlan is 
not a member of either of the major parties that comprise the 
JMP 

interest in the local council elections 

to view those elections as an equally important measure of 
democratic progress as fair and open presidential voting. 
Post will provide assessments of local council election 
preparations via septels. 

Krajeski 
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case) to give a favorable ruling. When Lamotte and his 
Assessors refused 

CFAF each. The Assessors accepted 

Mamadou Diop 

role in the plot. Diop revealed that he is uncle to Djiby 
Ndiaye 

the family of singer Youssou Ndour). Ndiaye transferred the 
15 million CFAF from Seck to Mbaye 

ultimately give the money to its intended recipients. 

Lamotte confirmed the story with Ndiaye and then alerted the 
President of the regional tribunal of Dakar. The Ministry of 
Justice was informed and an investigation launched by the 
IGAJ. 
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3. (U) The local press was quickly saturated with the story. 
\"Le Matin\" suggested Niang was being purposely discredited 
by those jealous of his quick professional rise. \"Walfadjri\" 
reported Mbaye\'s colleagues on the bench asked her to quit 
in the hopes that it would reduce \"collateral damage\" to 

other judges. She refused but was suspended pending the 
results of the investigation. 


DAMNING EVIDENCE 

4. (U) When Judge Lamotte confirmed the existence of 
corruption with Ndiaye before reporting it to the tribunal 
president 

telephone conversations with Mbaye discussing the 
arrangement. The transcripts of those conversations were 
subsequently made public and revealed the existence of an 
additional character in the saga - Rawane Fall 

apparently took suitcases of money from Ndiaye to give to 
Mbaye. During one conversation 

used to settling cases this way. She was also recorded 
discussing the payment arrangements with Ndiaye. 


INSPIRING AN ETHICS REVIEW AND NEW ACCUSATIONS 


months before 

the judiciary could hide 

judges to reflect on \"the cardinal principles\" of 

independence 

President of the Senegalese Bar Association 

total re-examination of the state of justice in Senegal. He 
commented that corruption was much more damaging to lawyers 
than judges because there has been \"an impoverishment of the 
profession.\" The Bar suspended Abdourahmane Sow 

lawyer. 


6. (U) The case spawned new finger-pointing. Sow pointed 
out that the judiciary has known about and failed to deal 

with cases of corruption dating from long before. Jacques 
Habib Sy of Transparency International told reporters this 
kind of corruption begins with police. Pierre Goudiaby 
Atepa 

one of the Assessor\'s involved in the case with having 
interfered with an earlier case pitting Atepa against one of 
his ex-employees. The IGAJ included Ibrahima Bakhoum 
predecessor to Bamba Niang 

daily \"Le Populaire\" reported the IGAJ examined a series of 
transactions in Bakhoum\'s bank accounts over the past four 
years. 


Column 3 
DAKAR 00002000 002 OF 002 


ARRESTS AND RETIREMENT 

7. (U) On August 3 

Fall 

case and charged with attempt to corrupt a judge in the 
exercise of his duties and conspiracy. They risk between one 
and five years in prison. 


8. (U) None of the judges were arrested. For Aminata Mbaye 
the Council for Judicial Discipline ultimately required her 

to retire (with full benefits). Bamba Niang was removed from 
office. The Council suspended Ibrahima Bakhoum for five 
years. 


COMMENT 

9. (C) Two factors appeared to work in favor of Mbaye and 
the other judges implicated in this case. The media reported 
that the judges were not arrested 

not want to risk putting them on trial and having them reveal 
damaging information. Moreover 

reported 

composed of colleagues and friends of Mbaye. Malick Sow 
judge and contact of the Embassy 

presented the mainstream view of judges 

judges are under enormous pressure from their families to 
rule favorably to them and those with ties to their families. 
According to Sow 

boast of a family member who can \"regulate problems.\" He 
also spoke of the value of maintaining a veil of respect for 
the judiciary and of the stigma that this affair will bring 

to the judges involved. Nevertheless 

Mbaye and the others may not be out of the woods yet. He 
said the Government has up to three years to prosecute them 
before the statute of limitations runs out. 


10. (C) While the brouhaha over this case has already 
started to diminish 

likely to remain. After one UMS meeting to discuss the 
impact of this case on its ranks 

revealed the Government has not yet fulfilled the promises it 
made to the magistrates to improve its salary and working 
conditions. That 

expressed by Malick Sow that this kind of corruption is an 
unavoidable aspect of African culture 

the goal of an independent and incorruptible judiciary in 
Senegal may yet be a long way off. END COMMENT. 
JACOBS 
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VOTER REGISTRATION EXTENDED 

3. (U) Interior Minister Ngom said that more than 3.4 

million voter registration cards have been printed. There 

are currently more than 4.4 million registered voters 

Ngom predicted that the final figure will exceed 5 million. 

He also noted that more than 65 

each day 

cards per day. On July 26 

deadline for registrations had been extended until August 31. 


CHARGES OF WITHHELD CARDS AND MULTIPLE REGISTRATIONS 
4. (C) In an unusual public exchange between the CENA and 
opposition parties 

failing to take action against what they claimed were 

concerted efforts to withhold some voter registration cards 
rather than give them to voters. Opposition party members 

also expressed concern that there were multiple 

registrations 

process. The CENA initially responded that those agents 
determined to be responsible for withdrawing or withholding 
cards had been arrested and charged. Later 

CENA issued statements saying there was no proof of any cards 
being withdrawn. (NOTE: The Embassy has only learned of less 
than 100 attempts at multiple registration 

that fingerprints detected and prevented the multiple 
registrations. END NOTE.) 


5. (U) The press has reported arrests of those accused to 
have registered multiple times. Police recently arrested a 
person who attempted to register several times in Pikine but 
whose family claims he is mentally ill. The person in charge 
of registration for the district of Kahone claimed he spent 
three weeks in prison after refusing to register one hundred 
Guinean nationals at the urging of Kahone\'s Mayor. 


CAN ELECTIONS TAKE PLACE AS PLANNED? 

6. (C) Rumors abound that the President wants to postpone 
the elections until 2009. Former head of the PDS Youth Fund 
Ibrahima Niang (who is also Former Prime Minister Idrissa 
Seck\'s cousin) said he would be shocked if the elections took 
place in February. He attempted to engage PolOff in a debate 
as to whether it would be better to go to elections that 

his mind 

time to fix problems starting to appear or to postpone the 
elections 
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opposition members have begun talking to Wade about delaying 
the elections. PDS member Khalifa Mboup admitted the PDS is 
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not yet prepared for elections. He theorized Wade may want 
to delay the elections for another reason -- to keep the 
opposition from launching full-scale campaigns in the rural 
areas 


7. (C) Serigne Mbaye Thiam 

Socialist Party 

will not be ready for the elections to take place in 2007 and 
questioned whether the elections would be held on time. He 
brought up another technical snafu that has occurred with the 
registration process. Approximately 18 

been rejected because of blurred photos or other problems. 
The people to whom those cards belong have not been told of 
the rejections and will not know until September 

cards will be issued. He also mentioned the logistical 

issues related to revising the electoral code. 


BRINGING THE ELECTORAL CODE UP TO DATE 

8. (U) Discussions over revising the electoral code began in 
April 2005. On August 1 

for revising the electoral code and bringing it into 

compliance with current procedures submitted its final report 
to the GOS. The report listed areas of disagreement between 
the PDS and opposition parties. These include apportionment 
of legislative seats 

individuals have voted 

multiple) ballot(s). 


9. (U) The PDS reportedly wants to boost the number of 
Deputies in the National Assembly to 140 (20 more than 
currently in the Assembly). The opposition 

that 80 of those seats be from the proportional lists 

favoring small parties 

Departmental lists decided in second round elections (rather 
than the first-past-the-post system favored by the PDS) 
which would encourage the development of small party 
coalitions. 


10. (U) The other major point of contention is determining 

if someone has voted. In past elections 

cards were marked with a stamp to show that a person has 
voted. The electoral cards being issued now are plastic 

the question remains as to how know if someone has already 
cast his or her vote. The opposition is urging the use of an 
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invisible mark on voters 
ultraviolet light. 


11. (C) The third major issue in revising the code deals 

with the use of a single or multiple ballot(s). Currently 

each candidate has his own ballot. The opposition wants to 
have a single ballot now 

sheet. Khalifa Mboup argued this could cause confusion and 
lead candidates to argue over the clarity of their photos on 
the ballot. 


OTHER UNRESOLVED ISSUES 

12. (C) Controversy over the decision to give the vote to 
military and security forces remains unabated. The GOS has 
said military and security forces will cast their votes one 
week before the rest of the populace. According to Serigne 
Mbaye Thiam 

and have no confidence that the president of tribunals in 
each of the Departments where forces will vote will secure 
their votes for the week prior to the elections. 


13. (C) Thiam also talked about the issue of media coverage 
saying equal access to the media for all parties is a key 
condition for transparent elections. Wade has still 
nominated no one to the regulatory body established to 
replace the widely criticized HCA and bring order to the 
media. Moreover 

government television channel 

a debate format every 15 days; but that has yet to take place. 


COMMENT 

14. (C) The pre-election period continues to be marked by 
uncertainty. The one idea that everyone seems to agree on is 
that Wade\'s strategy is to keep everyone guessing. Rumors 
have ranged from the notion that Wade is setting up his son 
Karim 

negotiating a return to Wade\'s fold. Whatever Wade\'s goal 
could be 

One opposition leader told us if Wade tries to maintain his 
grip on power by circumventing the electoral process 
opposition will do everything in its power to render the 
country ungovernable. Rumors notwithstanding 
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AND BRING THEM TO JUSTICE...! DON\'T CARE HOW LONG IT WILL 
TAKE.\" LAWMAKERS FROM ACROSS THE POLITICAL SPECTRUM A 
DENOUNCED THE VIOLENCE. LAU KONG-WAH 

PRO-BEIJING DEMOCRATIC ALLIANCE FOR THE BETTERMENT AND 
PROGRESS OF HONG KONG (DAB) 

DOWNPLAYED LAWMAKERS\' PREVIOUS REPORTS OF VANDALISM 
INTIMIDATION AND SUGGESTED THAT POLICE PROVIDE BETTER 
PROTECTION FOR LEGISLATORS. THE ASSAILANTS\' MOTIVE WAS 
IMMEDIATELY CLEAR 

ASSAULT MAY BE RELATED TO HIS WORK AS AN ATTORNEY FOR V 
HO (NO RELATION TO ALBERT). WINNIE HO 

CASINO TYCOON STANLEY HO 

TYCOON\'S LISTING OF THE SOCIEDADE DE JOGOS DE MACAU; SH 
ALSO RUN FULL-PAGE ADS IN THE LOCAL CHINESE NEWSPAPERS 
ACCUSING HER BROTHER OF MONEY LAUNDERING. END SUMMAF 


2. (C) COMMENT: ALBERT HO WEARS MANY HATS AND IS FREQUE 
IN THE MIDDLE OF CONTROVERSIAL ACTIVITIES AND POSITIONS. 
IS REPORTEDLY THE ONLY LEGISLATOR TO HAVE PUBLICLY SPOK 
ON BEHALF OF THE FALUNGONG AND HEADS AN ORGANIZATION E 
CONSIDERS SUBVERSIVE. THAT SAID 

ESTRANGED SISTER OF STANLEY HO IS INHERENTLY ALSO A DAN! 
OCCUPATION. IT\'S TOO EARLY TO SAY FOR SURE 

MAY TURN OUT TO HAVE MORE TO DO WITH MONEY AND LEGAL C 
THAN WITH POLITICS. END COMMENT. 


LAWMAKER TARGETED FOR ATTACK 


3. (SBU) THE FOUR ASSAILANTS ATTACKED DEMOCRATIC PARTY ( 
VICE CHAIRMAN ALBERT HO AUGUST 20 

WITH BASEBALL BATS AND POLICE-STYLE BATONS AFTER HE AND 
DP MEMBERS LED A GROUP OF 200 PROTESTERS IN A PEACEFUL 
AGAINST A PROPOSED GOODS AND SERVICES TAX. ACCORDING ` 
COLLEAGUE HOWARD LAM 

MCDONALD\'S RESTAURANT WHERE HO WAS DINING 

GROUND AND BEAT HIM FOR SEVERAL MINUTES BEFORE FLEEING 
WAS ALSO HIT IN THE HEAD AND CHEST WHEN HE TRIED TO PRO] 
HO. HO SUFFERED HEAD 

BROKEN NOSE 

THE HOSPITAL. 


GOVERNMENT AND POLITICIANS DENOUNCE ASSAULT 


4. (SBU) AFTER VISITING HO IN THE HOSPITAL 

(CE) DONALD TSANG TOLD REPORTERS THAT HE WAS VERY ANGI 
THE ATTACK. \"WE WILL ARREST THEM AND BRING THEM TO 
JUSTICE...| DON\'T CARE HOW LONG IT WILL TAKE." SECRETARY | 
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SECURITY AMBROSE LEE ADDED THAT HONG KONG WAS \"A FREE 
THAT ATTACHES GREAT IMPORTANCE TO LAW AND WE WILL NOT 
TOLERATE SUCH A VIOLENT ACT.\" 


5. (SBU) LAWMAKERS FROM ACROSS THE POLITICAL SPECTRUM 
DENOUNCED THE VIOLENCE. DP CHAIRMAN LEE WING-TAT DESCI 
THE ASSAULT AS \"ORGANIZED AND PREMEDITATED 
SPECULATED THAT IT WAS NOT POLITICALLY MOTIVATED. FRONT 
LEGISLATOR EMILY LAU SAID 

A SAFE CITY. BUT THE VIOLENT ATTACK AGAINST MR. HO IS 
OUTRAGEOUS.\" LAU KONG-WAH 

ALLIANCE FOR THE BETTERMENT AND PROGRESS OF HONG KON( 
COMPLAINED THAT POLICE HAD DOWNPLAYED LAWMAKERS\' PRE 
REPORTS OF VANDALISM OR INTIMIDATION. \"ITS NOT UNUSUAL F 
LEGISLATORS TO RECEIVE THREATS.\" LAU SUGGESTED THAT \"P 
SHOULD PROVIDE ADEQUATE PROTECTION TO LAWMAKERS ENG, 
PUBLIC SERVICE.\" CIVIC PARTY MEMBER RONNIE TONG SAID 

IS A DIRECT CHALLENGE TO THE RULE OF LAW.\" HE ADDED THAT 
PARTY HAD ALSO RECEIVED THREATENING LETTERS 

TO THE DEATH THREAT AND CUTTER BLADE CP LEADER AUDREY 
RECIEVED TWO WEEKS AGO. 


RECENT THREATS AND ATTACKS AGAINST HO 


6. (SBU) THE ATTACKERS\' MOTIVATION WAS NOT IMMEDIATELY C 
BUT HO TOLD REPORTERS THAT IT MIGHT BE RELATED TO HIS RC 
A LEGISLATOR OR A LAWYER. HO HAS BEEN THREATENED AND 
ATTACKED BEFORE: IN MAY 

HIS CRITICISM OF A POLICY WHICH GRANTS SMALL HOUSE ALLOT 
TO INDIGENOUS MALE VILLAGERS. \"IF YOU MESS WITH US 


DEFINITELY MESS WITH YOU 

SEPARATE INCIDENT 

OFFICE ON JUNE 27 

LEFT. HO 

DAILY\" THAT HE WOULD NOT REPORT THE CASE AND DID NOT BE 
THAT THE INCIDENT HAD ANYTHING TO DO WITH POLITICS. 


7. (SBU) THE MEDIA HAS SPECULATED THAT THE ASSAULT MAY BE 
RELATED TO HO\'S WORK AS AN ATTORNEY FOR WINNIE HO. WIN 
HO 

A LAWSUIT AGAINST THE TYCOONS LISTING OF THE SOCIEDADE [ 
JOGOS DE MACAU; SHE HAS ALSO RUN FULL-PAGE ADS IN THE LO 
CHINESE NEWSPAPERS ACCUSING HER BROTHER OF MONEY LAU 
ACTIVITIES. THE \"ORIENTAL DAILY\" NOTED THAT ONE OF WINNIE 
HO\'S LAWYERS WAS PREVIOUSLY ATTACKED IN HONG KONG IN 
SEPTEMBER 2002 AND AGAIN IN JANUARY 2003; AUTHORITIES HAV 
MADE NO ARRESTS IN THESE CASES. WINNIE HO ISSUED A STATE 
CONDEMNING THE ATTACK ON ALBERT HO. 
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BIOGRAPHIC INFORMATION FOR ALBERT HO 


8. (SBU) ALBERT HO 

COUNCIL REPRESENTING THE NEW TERRITORIES WEST CONSTIT 
SINCE 1995 AND IS ALSO AN ELECTED MEMBER OF THE TUEN MUN 
DISTRICT COUNCIL. HO HELPED FOUND THE DEMOCRATIC PARTY 
THE HONG KONG ALLIANCE IN SUPPORT OF THE PATRIOTIC AND 
DEMOCRATIC MOVEMENT IN CHINA 

\"SUBVERSIVE\" BY BEIJING. HE IS ALSO A PROMINENT LEADER OF 
THE HONG KONG-BASED ACTION COMMITTEE FOR DEFENDING TE 
ISLANDS 

DIAOYU ISLAND. MORE RECENTLY 

STRIKE IN SUPPORT OF MAINLAND LAWYER GAO ZHISHENG ON JL 
CUNNINGHAM 


75561 

75562 

of tomato paste by refusing to complete necessary export 
procedures. Following complaints by tomato paste producers 
the Minister of Commerce intervened to correct the 
situation. This followed a reported 20 percent reduction in 
the tomato crop this year. According to unconfirmed 
reports 

to secure higher prices for this product 

Tunisian cuisine 

thirds of Tunisia\'s tomato crop is normally turned into 
tomato paste. Tunisia\'s annual production of tomato paste 
represents approximately 170 million dinars (129 million 
USD). 


BALLARD 
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year. The prevalence of these views along with voter apathy 
(experts predict turnout to drop from 2002\'s 51 percent) 
encourages politicians to rely on nationalist rhetoric to 
mobilize the base of their primarily ethnically-based parties. 


Look Back in Anger 


6. (C) As a consequence 

the country\'s past 

U.S. and the international community to encourage issue-based 
campaigning. Bosniak parties remain locked in a public 
competition over who can take the hardest line on the 
Republika Srpska\'s (RS) continued existence 
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leaders are better Muslims. Serb parties are debating who 
will best defend an enduring RS in the face of reforms 
particularly police reform 

Euro-Atlantic and European institutions. Though they 
generate fewer headlines 

parochial interests with some politicians clinging to demands 
for a third (Croat) entity. 


7. (C) While it would be unrealistic to expect an election 
campaign free of nationalist rhetoric 

invective to date is more heated than many local observers 
expected. Campaign rhetoric threatens to create barriers 
between politicians that will be unbridgeable after 
elections. With most critical reforms stalled 

divisions would jeopardize the compromises that will be 
necessary to get reforms moving again. This prospect has 
prompted public and private calls for restraint from the 
international community 

have not responded positively. 


External Factors Are Not Helping 


8. (C) Events outside Bosnia are also shaping the domestic 
political environment in unhelpful ways by fueling debate 
about Bosnia\'s future that is antithetical to the country\'s 
integration into Euro-Atlantic and European institutions. 
With passions already inflamed over the failure of 
constitutional reform 

prompted speculation among Serb politicians about a similar 
referendum in the RS. Hanging over the fall election 
campaign is the mid-autumn deadline for concluding 
negotiations on a status package for Kosovo. It is unlikely 
Bosnian politicians will resist the temptation for political 
mischief presented by the specter of Kosovo independence 
portending a vicious cycle of nationalist rhetoric over 
Kosovo just before voters head to the polls. Some local 
politicians in Sarajevo are now saying openly that Bosnian 
Serb rhetoric that places the BiH state in question has been 
planned by Banja Luka with the connivance of Serbian PM 
Kostunica. Although we have no information to suggest that 
is true 

to discuss \"border issues\" 

the Bosnian State. 


What Does this Mean for the U.S. 
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9. (C) It has always been difficult to get Bosnia\'s 

politicians to do the right thing 

election campaign suggests Bosnia\'s course after summer 2007 
may be characterized by more setbacks than the international 
community had hoped. We are not suggesting that Bosnia will 
fall apart 

press hard between October 2006 and June 2007 to lock in key 
reforms that will allow Bosnia to weather the likely internal 
political storms. These include constitutional reform and 

the reforms required by the EU to sign a Stabilization and 
Association Agreement (i.e. 

broadcasting 

not pushing their reforms as one might expect. The signs of 
\"enlargement fatigue\" are evident in the absence of European 
political will to take hard actions to bring a successful 
conclusion to the SAA agreement. The U.S. and the 
international community will retain considerable 

diminishing 

next 10 months. We need to use it to ensure that Bosnia 
holds together as a functioning democracy and remains firmly 
on the path to Euro-Atlantic and European integration. 
CEFKIN 
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DESCRIPTION 


REF: RIYADH 06571 


1. (U) A number of Kuwaiti media figures broadly criticized 
President Bush\'s use of the phrase \"Islamic fascists.\" They 
contended that the characterization was aimed at all Muslims 
rather than a small segment of the population. A few 
examples from the Kuwaiti op-ed pages: 


- \"| was not surprised by the remarks of U.S. President 

George W. Bush recently when he gave a new name to Muslims: 
\'Fascist Muslims.\'\" 

- \"to associate all terror groups with Muslims and Islam 

just as U.S. President George W. Bush did when he used the 
term \'Muslim fascists 

intolerable.\" 

- \"he (has) always attacked Muslims since the September 11 
attack and he always connects Islam and terrorism.\" 


2. (U) Criticism came not only from opinion page 

contributors but also from more moderate voices such as the 
chairman of a major Kuwaiti business group Nasser Mohammed 
Al-Khorafi who said: \"We 

whole world 

fascism but the grim picture of the Lebanese victims who died 
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due to the Israeli aggression on Lebanon are showing 
us...there is a misunderstanding on who should be accused of 
fascism.\" 


3. (C/NF) Comment: There were no instances of any 
recognition in media reports that the characterization 

\'Islamic fascists\' was aimed only at a small portion of the 
population or that the characterization might accurately 
describe the attributes of an extreme element within the 
Islamic community. The near unanimous public interpretation 
of President Bush\'s identification of the \"Islamic fascist\" 
enemy was that the enemy was Islam and Muslims as a whole 
not a small extreme segment of the population. Just as there 
is a belief in some non-Muslim quarters that Islam is bent on 
domination 

is under seige by \"the West 

labeling and real or perceived mis-characterizations of their 
religion. End Comment. 

LeBaron 
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separated Oromo exile communities from their Amhara 
counterparts is beginning to come down. (NOTE: Oromos make 
up approximately 40 percent of the Ethiopian population while 
Amharas account for about 30 percent.) The Oromo Liberation 
Front (OLF) continued to dominate Diaspora politics 

added. While there were some notable Oromo and Amhara 
figures who opposed the OLF\'s surprising alliance with the 
Amharas in the recently formed Alliance for Freedom and 
Democracy (AFD) 

cooperation between the two groups. Negaso agreed. For his 
part 

impact. 


4. (C) OFDM Chairman Bulcha Demeksa reported receiving 
significant support from U.S.-based Oromos for his decision 

to participate in Parliament. Merera agreed that most Oromos 
favored engagement even if they strongly opposed the ruling 
Ethiopian People\'s Revolutionary Democratic Front (EPRDF). 
Amharas and Gurages 

in Parliament. Bulcha added 

Minnesota had accused Bulcha of \"seducing young people\" to 
believe that peaceful change in Ethiopia was possible 

arguing that the EPRDF would never leave power peacefully. 


JOINT COMMISSION VISITS TO OROMIYA PROBLEMATIC 


5. (C) Merera told the Charge that his party was \"not seeing 
dividends yet\" from visits to Oromiya by a joint commission 
composed of representatives from the ONC 
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People\'s Democratic Organization (OPDO) 
affiliate. The ONC Chairman complained that there had been 
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no releases of imprisoned party supporters 

reps had refused to visit the town of Ambo 

problems had occurred. The ruling party representatives had 
also refused to visit prisoners in the region. Bulcha 

recounted that police had rounded up employees from the hotel 
where OFDM reps were staying while the commission visited the 
town of Gimbi 

\"harboring agents of the OLF.\" The employees were quickly 
released thereafter. Merera also indicated OPDO cadres had 
harassed some witnesses called by the visiting commission 

but added that \"information is making its way to the 
commission anyway.\" He told the Charge that the 
investigative trip had briefly fallen apart over the issue of 
skipping Ambo 

party to stop in Ambo on the way back to Addis and thus 
rescued the mission. 


AMNESTY FOR IMPRISONED OROMOS COULD PROMOTE RECONCI 


6. (C) The Charge told the Oromo leaders that she believed 
the GOE was working on a list of prisoners to be pardoned or 
amnestied on the occasion of Ethiopian New Year (Sept. 11). 
OLF leaders might well be among those pardoned. Bulcha 
responded that such a gesture could make a significant 
positive impact on the current situation. Negaso agreed but 
added that the release would have to be large-scale in order 
to affect public opinion. Merera remarked that a significant 
amnesty could convince the public that the GOE was serious 
about promoting reconciliation. He added that \"if the 
intention of the GOE was to teach detainees a lesson 

have been there long enough.\" He hoped that the 
international community would press harder for the release of 
political prisoners. (Note: Prison Fellowship 

connected local NGO 

political prisoners in Oromiya. End Note.) 


7. (C) Merera argued that the ongoing trial of CUD leaders 

was Clearly political. Even PM Meles himself had indicated 
before during discussions in September 2005 that he had ample 
evidence of wrong-doing during and after the election 

campaign -- prior to November unrest -- but had held off on 
arresting opposition leaders in order to search for a 

political solution. The ONC chair noted that he himself and 
other leaders still at liberty had engaged in the same 
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campaign criticisms as those now detained 

jail by entering Parliament. A political solution was still 
the right way to deal with the problem 


POLITICAL DIALOGUE WILL RESUME ON MEDIA 


8. (C) Opposition leaders told the Charge they expect the 
political dialogue between the ruling party and opposition 
parties 

The next items on the agenda are reform of the media law and 
the National Electoral Board. While they remained committed 
to continuing the dialogue 

agreement had not been reached on amendments to the 
Parliamentary rules of procedure 

with only some of the changes the opposition sought. The 
Charge told the group that the USG had funded a useful study 
of best practices on media regulation from selected 

countries 

practices and Ethiopia\'s draft media law. She urged that the 
opposition leaders prepare carefully for the next round of 
discussions so as to take full advantage of the opportunity. 


EYES TURNING TO LOCAL ELECTIONS 


9. (C) Bulcha emphasized the political importance of the next 
local elections. He claimed that his party was already 
preparing to participate in the polls in 2007 

the ruling party had said nothing in public about when they 
would occur. The Charge replied that the GOE had indicated 
in private that May or June 2007 was the most likely period. 
Bulcha emphasized the need for the international community to 
press the GOE to hold the local elections 

party did not appear eager to do so. All agreed on the need 
to proceed quickly with restructuring and capacity-building 

at the NEB to which the GOE has already agreed in private 
well as the appointment of a new board. The Charge relayed 
the assurances she had received from the Prime Minister that 
the EPRDF would consult with the opposition on the 
appointment of the next board. 


10. (C) EU Ambassador Tim Clarke noted that he had been told 
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during his recent visit to Dire Dawa that local elections 

there would be held in January 2007. (Note: Dire Dawa is 
Ethiopia\'s second city and its own metropolitan region. End 
note.) 
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WILGUS 


75566 

Hugo Chavez is a great illusionist.... On one hand he announces a 
\'21st century Socialism\' and fools the naove ones from whom he 
requests support to fight against the United States and capitalism. 
But 

Venezuela into a banker\'s paradise. Chavez has established dazzling 
accords with Cuba and Bolivia...but these are not the countries he 
trades with in reality-it is with the U.S. he does so...bilateral 

trade grew 36% in 2005...it was the fastest growth among the U.S. 
largest trade partners.... The \'Bolivarian Revolution 

supposed to redeem the poor and oppressed 

of millionaires and consolidated existing fortunes.... This is how 
Hugo Chavez is fulfilling his goal to \'transform the structures of 
capitalism.\' After all 


McMullen 
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that \"consultations between Syria and Egypt have not stopped\" 
pointing out the fraternal ties linking President Asad and 
President Mubarak and their regular meetings in Damascus and 
Cairo. \"What President Asad said at the Journalists\' conference 
about Arab stances towards the aggression against Lebanon was 
within the framework of constructive criticism of Arab brothers 
within one Arab family for not adopting more decisive stances to 
halt the 33-day Israeli aggression on Lebanon 

\"Differences in political viewpoints would never affect the deep- 
rooted relations between the two brotherly peoples and 
countries.\" The Minister expressed astonishment at articles 
published in some Egyptian newspapers 

not serve joint interests or fraternal ties between the two 
countries. 

Papers reported a TV interview broadcast by Al-Jazeera on August 
20 with Lebanese MP Michel Aoun 

Block\" at the Lebanese Parliament 

that resistance is the only choice for facing the Israeli enemy 

and that the country will \"either win together or loose 

together.\" \"Hizbollah is not an armed group but is the whole 
people 

are spreading rumors about the resistance are in fact trying to 
frighten the Lebanese people. \"For sure they did not expect that 
the resistance would defeat the Israeli enemy despite full U.S. 
support for Israel 

importance of saving the victory which has unified all the 
Lebanese. \"It\’s astonishing that some Lebanese neglect the 
Israeli massacres against civilians in Lebanon and hold Hezbollah 
responsible for the Israeli aggression against their country; 

the aggression was definitely premeditated 

Israel committed violations of the cease-fire by bombarding 
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Lebanese areas 

to continue its aggression against Lebanon.\" \"If the United 
Nations keeps silent about Israeli practices 

considered its partner in assassinating Lebanon 

He expressed fear that Israel might commit more violations and 
aggression to make the Lebanese army\'s mission in the South a 
failure. 


Papers reported that Syria\'s Grand Mufti Anmad Bader Eddin 
Hassoun arrived in Tehran to take part in the 19th International 
Conference of Islamic Unity. Hassoun reiterated the importance 
of Islamic countries taking a united stance 

challenges that the region and the Islamic world are facing 
particularly the continued US-Israeli aggression against it. 

Upon his arrival in Tehran 

the 19th International Conference of Islamic Unity 

being held at a critical stage 

and dialogue with others. He stressed the significance of 
Syria\'s role as a center of human civilizations and a site where 
all Islamic and religious spectrums meet. More than 150 Islamic 
personalities from all over the world are participating in the 
three-day conference to discuss many issues related to the latest 
accelerating regional developments following the victory of the 
Lebanese Resistance 

close ranks to face expected challenges to Islamic unity. 


End of summary. 
2. Selected Headlines: 


\"President Asad holds talks with Emir of Qatar in Damascus today\" 
(Government-owned Al-Thawra 


\"Information Minister Bilal: Different points of view will never 
affect Syrian-Egyptian relations\" (Government-owned Al-Thawra 
8/21) 


\"Israel violates UN Resolution 1701. President Lahoud: The 
violation is caused by American support. Aoun: Hizbollah is the 
whole people 

Ministers hail the resistance and refer the peace file to the 
UNSC\" (Government-owned Al-Thawra 


\"Lahoud emphasizes neutrality of countries nominated for 
participation in the expanded UNFIL forces: Time is 

inappropriate to discuss the arms of the resistance; deployment 

of the Lebanese army depends on stopping violations of the cease- 
fire\" (Government-owned Al-Ba\'th 


\"Two Palestinians martyred in Nablus and Rafah. Israeli 
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authorities arrest Secretary of the Palestinian Legislative 
Council\" (Government-owned Al-Thawra 


\"International Socialists call for dialogue with Hamas and 
Hizbollah\" (Government-owned Al-Thawra 


\"Hassoun in Tehran: The Islamic world must be united in the face 
of challenges\" (Government-owned Tishreen 


\"Twenty Iraqis killed 
Baghdad despite strict security measures\" (Government-owned 
Tishreen 


3. Editorial Block Quotes: 


Izz-al-Din al-Darwish 

Tishreen 

not hide the political and psychological shock it suffered as a 
result of the sweeping victory that the Lebanese national 
Resistance achieved over the Israeli aggression.... This group 
wagered on a swift Israeli victory that would end the Resistance 
and give it a chance to implement its plans of subservience to 
Israel and the United States... 


\"Leaders of this group cannot deny this fact 

statements in the first days of the war clearly laid the blame 

on Hizbollah. Signs of nervousness 

were clear on the faces of the two heads of the March 14 group 
[in reference to Saad al-Hariri and Walid Junblatt] in their 

press conferences on August 17. One of them [Al-Hariri] 
hurriedly summoned the workers in his establishments 
members of Parliament 

word and meaning and not convincing to a single member of the 
audience. The other [Junblatt] tried hard to present himself as 
a statesman knowledgeable of the ins and outs of things 
remained as he actually is 

size 


\"President Bush 

many world capitals 

these names in his speeches and press conferences without 
stuttering. He never stops praising what they have achieved and 
what they want to achieve. Israelis 

hide their concern for them. They refer to them as definite 
allies. They did not disturb them even with the noise of 
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airplanes throughout the days of the aggression.... 


\"How could the allies of the Americans and the Israelis be 
concerned about Lebanon and its resistance....?\" 


Sa\dallah Barakat 

wrote (8/21): \"Those in Lebanon who wagered on Israel\'s success 
in defeating and disarming Hizbollah have lost their bet. Those 
people went too far from the position of the Lebanese people and 
their nationalist leaders 

danger remains looming and that Israel does not respect global 
legitimacy or its resolutions unless they fully serve its 

interests... 


\"July 12 

soldiers 

hegemony in the region and its neighborhood and the beginning of 
a new age of Arab victories.\" 


Maha Sultan 

(8/21): \"President Bush said that Lebanon and the world need 
time to understand Hizbollah\'s defeat.... Bush appears to be the 
one who needs a long time -- certainly longer than the time left 
for him in office -- to understand not only Israel\'s defeat but 
also the defeat of his administration in the region and the fall 

of its plans to draw a new Middle East.... 


\"Bush has so far failed to beautify Israel\'s defeat. His talk 

about the promotion of democracy and the combat of terrorism has 
become sterile for the simple reason that Bush refuses to 

realize that the equation in the region has changed 

what sets the new rules in the region is will -- the will to 

resist and to live in dignity -- not the weapons with which 

Israel is fully armed. This was underscored by the war between 
Israel and the Lebanese Resistance. But Bush cannot accept 

this 

region and its peoples....\" 
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\"Bush Is Not Yet Convinced\" 


Muhyi-al-Din al-Muhammad 

Tishreen 

a new Middle East baptized with the blood of innocent children 
women 

defeated in Lebanon.... President Bush\'s comments on the result 
of the Lebanon war reflect disappointment.... The US 
Administration believed that the excessive use of force 

American support for Israel 

a cease-fire would be sufficient to crush the Lebanese 
Resistance or to crush the will of the Lebanese people... 


\"The US Administration could not tolerate the defeat of Israel 
and the defeat of the American plan for a new Middle East in 
which traitors 

Resistance men lay down their weapons and raised the flags of 
surrender... 


\"The US Administration is entitled to its dreams 
certainly cannot grant Israel a victory it did not achieve or 
inflict on the victorious resistance a defeat that Israel 
suffered....\" 


Corbin 
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Maoists would not take to the streets. Sarita Giri 

Committee Member of the Nepal Sadbhavana Party-Anandidevi 
(NSP-A) 

without consultation with the SPA or the Maoists was 
\"immature.\" She worried that such immature decisions \"only 
help the reactionaries and the Maoists\" because they saw that 
going to the streets would cause the GON to cave in on 


important issues. 


More Problems on the Horizon? 


5. (C) Benu Bikram Pant 

at the NOC 

outstanding debt to the IOC had gone beyond the control of 

the NOC. IOC officials told Pant that if the question of 
outstanding debt was not settled 

solved on political levels 

petroleum products to Nepal completely. The GON convened a 
committee to look into and address the situation with the 


Column 3 

NOC. The committee\'s findings are expected within one month. 
However 

recommendations from such committees. 


Comment 


6. (C) The GON is in an increasingly difficult situation on 

the petroleum front. If the GON increases prices to match 
the cost of petroleum 

other hand 

the debt 

choice could have disastrous ramifications for the GON 
especially at this critical time during negotiations with the 
Maoists. The GON\'s decision to give in to the demands of the 
protestors presumably prevented the Maoists from turning the 
demonstrations into a massive anti-government effort. At the 
same time 

Maoist belief that mass demonstrations are the way to bring 
the GON to heel. Although it is still not clear who was 

behind the demonstrations 

who believe the Maoists 

gotten involved by August 20. Further mass demonstrations 
could be in Kathmandu\'s future. 

MORIARTY 
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such as cattle since there were no buyers 

to the UNHCR official 

hospitable but the Sri Lankan Navy has resorted to arresting 
refugees to stop the flow. He said the sea will become rougher by 
mid-September 

August 21 

8 


2. (SBU) Meanwhile 

Government of Tamil Nadu has directed all District Collectors to 
accommodate refugees in the camps functioning in their districts. 
According to the reports 

been transferred from Mandapam to the other camps in Tamil Nadu on 
the basis of their requests. 


HOPPER 
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Movement.\" OHCHR reports regarding use of force have helped 
to make the Nepal Army 

Police more accountable and responsible by bringing their 
actions to light. Post has been supportive of OHCHR 
investigations into the GON security forces 

encourage GON officials to share information openly with 
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OHCHR. 


5. OHCHR has reported various alleged human rights violations 
by the Nepal Army 

torture and disappearances of suspected Maoists in the 
Bhairabnath Batallion barracks by Nepal Army forces (ref C). 
This report 

compliance with Leahy human rights vetting. The report was 
also published and followed closely in the local media. With 
OHCHR assistance 

Bhairabnath Batallion have filed court cases against the 

Nepal Army officers involved. 


Monitoring the Peace Process 


6. The GON and the Maoists asked OHCHR 

to the UN 

the...OHCHR\" (ref D). OHCHR worked closely with the visiting 
UN assessment team in early August 

support and information to the team. OHCHR continues to 
monitor the Interim Constitution Drafting Committee and the 
work of the National Monitoring Committee on the Code of 
Conduct for the Ceasefire. 


Monitoring Legal Developments Related to Human Rights 


7. OHCHR has followed closely the legal developments of the 
GON 

As the newly reformed Parliament changed Nepal\'s laws 
relating to the King 

rights 

monitoring and reporting on these actions in terms of their 
effect on human rights. 


8. OHCHR has also followed the legal and justice systems of 

the Maoists 

\"People\'s Courts\" and the Maoist \"legal code.\" OHCHR has a 
permanent legal advisor in Nepal who follows these issues 
closely and monitors the human rights issues associated with 
legal changes both in the GON and the Maoist party. 


Monitoring Cases of Disappearances by the GON and the Maoists 


9. OHCHR has consistently been one of the key sources of 
information for Post regarding disappearances perpetrated by 
the GON and the Maoists. OHCHR keeps an updated list of 
disappearances from both sides of the conflict 

information received from all sides and from the press 
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shares that list with us frequently. 


Monitoring the Situation of Women and Children 


10. OHCHR monitors the situation of women and children in 
Nepal 

affecting these groups. OHCHR also reports on the ways that 
new laws and regulations affect the rights of women and 
children. OHCHR has a working group on children in armed 
conflict 

children from armed forces 

and \"People\'s Liberation Army 

reintegration into society. 


Internally Displaced Persons 


11. OHCHR continues to monitor the issues surrounding persons 
displaced internally by the conflict in Nepal. OHCHR has 

held formal and informal meetings with Maoist groups and the 
government to encourage both sides to allow internally 

displaced persons to return home and to support them once 

they return. The reporting from OHCHR on these issues has 
been valuable to Post as we gather information about 

internally displaced persons. 


Public Information and Outreach 


12. OHCHR provides public information and outreach across the 
country on many issues. Two of their most recent projects 
include a social exclusion mapping project and a \"right to 
information\" film project. OHCHR also provided media support 
to the UN assessment mission and will likely continue in such 

a role with any UN mission that may come to Nepal in the 

future. 


Comment 


13. The field activities of OHCHR in Nepal have been 

effective and valuable for Post\'s reporting. Embassy 

Kathmandu enjoys a good relationship with OHCHR and other UN 
officials. We will continue to work with OHCHR to promote 
human rights and the advancement of democracy and rule of law 
in Nepal. 
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passion to the high numbers of civilian casualties in 
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Lebanon.) Prominent attorney Jacques Hakim told A/DCM the 
speech was \"stupid and unbelievable.\" Dr. Samir al-Taki 

an advisor at the MFA and a protege of FM Walid Mu\'allim 
said it succeeded in deepening Syria\'s isolation at a time 
when it was possible that diplomatic doors could have opened 
up. Al-Taki mentioned the canceled visit of German FM 
Steinmeier to make his point. The speech also damaged 
critical relationships with Saudi Arabia and Egypt 

al-Taki. 


3. (C) WRITTEN BY A "GANG OF FIVE": Hakim insisted that the 
speech was \"written by the Mukhabarrat.\" Elaborating on the 
same point 

Asif Shawkat 

Ikhtiyar 

Mohammed Saeed Bukhaytan had dominated the tone of the speech 
just as they were dominating all other critical elements of 

foreign and domestic policy. Al-Taki suspected that VP 

advisor (and former senior intelligence officer) Mohammed 

Nassif Khairbek was at present offering support for the 

hard-line views espoused by Asad in the speech. 


4. (C) BASHAR-BASHING STARTS UP AGAIN: The speech has 
provoked significant amounts of quiet anti-Bashar criticism 
which had subsided over the past six months. Several 
contacts made the point that Bashar\'s father would never have 
made such an ill-conceived speech. Al-Taki likened the 
rhetoric in the speech to the excesses of Ba\'athist ideology 
that had been evident in Syria before Hafez al-Asad took 
power. The criticisms of Bashar as inexperienced 

taking bad advice 

isolation and squandered its assets 

(privately) with renewed vigor in the wake of the speech. 
People have also noted that Asad made himself look \"silly\" by 
saying nothing during the crisis and making sure Syria stayed 
completely out of the fighting 

try to take some credit for Hizballah 


5. (C) Kurdish human rights lawyer and Yekiti Party member 
Faisal Badr said that he had not been surprised at Asad 
aggressive tone 

President 

included in negotiations regarding Lebanon. The tone also 
reflected Syrian and Iranian crowing after Hizballah 

victory 

the Iran-Hizballah-Syria chain. 


6. (C) BUSINESSMEN FEARFUL OF CONSEQUENCES: Imad Ghreiwe 
president of the Damascus Chambers of Industry 

us that he was against the confrontational tone and stance 

taken by President Asad in his August 15 speech. 


Column 3 
Ghreiwati 
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business community we talked to in the last week. Firas 
Azem 

insurance companies 

more obviously concerned with how Asad 

if pursued 

degraded investment climate. Nejeeb Bazari 

director of Bazari Enterprises 

in the business community because of his speech as 
businessmen like himself that had been generally supportive 
of the SARG stance during the conflict would not now agree 
with gratuitously pursuing further confrontation. Bader 
Shallah 

was less directly critical of Asad but equally anxious for 

the SARG to lower its rhetoric now that hostilities in 
Lebanon had ended. 


7. (C) SOME DAMAGE CONTROL EVIDENT: Recognizing apparently 
that there was a need for damage control 

trotted out FM Mu'allim and Minister of Information Mohsen 
Bilal to make soothing noises and provide some less negative 
spin for the speech. Mu\‘allim was quoted in an interview 
August 19 as saying that Asad was not referring to Arab 
leaders -- contrary to the general impression at the time -- 
when he criticized as \"half men\" those who did not support 
Hizballah in its fight against Israel. Bilal referred to 

speech as \"a reproach among brothers . . . at a time of 
crisis\" and emphasized that Syria enjoyed \"brotherly\" 
relations with Egypt and Saudi Arabia. 


8. (C) COMMENT: Despite recurring expectations that he 
would use a particular speech to reach out to an 

international audience and try to position himself as a 
moderate and consensus builder 

struck a harsh 

have focused on Lebanon. His mid-November 2005 speech at the 
University of Damascus 

before to a group of Syrian expatriates 

off as unexpectedly strident. The common thread in these and 
other bellicose Asad speeches is Lebanon. Since the passage 
of UNSCR 1559 

Lebanon from slipping completely out of Syria\'s clutches and 
on undermining efforts by PM Siniora and the March 14 group 
to inch away from that long-standing Syrian embrace. Despite 
momentary criticism the speech has stirred up here and in the 
region -- together with the temporary damage control 

currently underway -- the regime is unlikely to have many 
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serious second thoughts about continued confrontation 
bolstered as it is by Hizballah 

fighting and now in the reconstruction aftermath. Asad seems 
to feel vindicated with his hard-line policy on Lebanon 

support for Hizballah 

believe that events and political developments in Lebanon 
have proven -- and will continue to prove -- him right. 


CORBIN 


2. (C) Colombo Representatives of the Tokyo Donors Co-Chairs 
Conference (US 

President Mahinda Rajapaksa and members of his cabinet August 
21. The Chiefs of Mission group consisted of: 


EU Ambassador Julian Wilson 

Norwegian Ambassador Hans Brattskar 

US Charge\' James Moore 

Japanese Charge\' Nobuaki Ito 

German Charge\' Wolfgang Erdmannsdoerfer (on behalf of the 
Finns 

representation in Colombo) 


In addition to President Mahinda Rajapksa 

Sri Lanka (GSL) delegation included: 
Presidential Secretary Lalith Weeratunga 
Foreign Minister Mangala Samaraweera 
Foreign Secretary HMGS Palihakkara 
Minister for Refugees 

Samarasinghe 

Head of the Peace Secretariat Palitha Kohona 


3. (C) Ambassador Wilson began by referring to the co-chairs\' 
August 11 statement 

of hostilities. Wilson asked about the GSL\'s strategic 
orientation in terms of the current conflict. As in all 

previous discussions with GSL interlocutors (refs) 

Rajapaksa maintained that current action is defensive. 
Discussing the Liberation Tigers of Tamil Eelam (LTTE) 

said 

added that the GSL could not permit the LTTE to take control 
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of Trincomalee Harbor in the east or the northern Jaffna 
peninsula 

Agreement.\" Foreign Minister (FM) Samaraweera interjected 
\"This war is essentially a series of defensive actions\" on 

the GSL\'s part. Speaking about the request to cease 
hostilities 

me to stop. When (the LTTE) are attacking 

attack.\" 


4. (C) In response to Ambassador Wilson\'s question as to 
whether there would be military action to gain control of 
Sampur on the east coast 

not been allotted to the LTTE in the 2002 Cease-Fire 
Agreement (CFA) 

attacks on Trincomalee Harbor. According to Rajapaksa and 
Peace Secretariat Head Kohona 

Sampur in violation of the CFA 

no steps to reclaim the area. Ambassador Brattskar asked 
whether 
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not to initiate a campaign to gain Sampur. President 

Rajapaksa responded 

come and attack from there? Is that what you\'re asking me to 
do?\" FM Samaraweera said the GSL seeks a verifiable 
guarantee from LTTE leader Prabhakaran that the Tigers will 

not use Sampur as a base to attack Trincomalee before the GSL 
will consider ending the current military campaign. 


5. (C) Charge\' Moore reiterated Principal Deputy Assistant 
Secretary (PDAS) Steven Mann\'s message that a \"breathing 


SIPDIS 

space\" is necessary to de-escalate the current violence 
(septel). Charge\' Moore said that despite the twenty plus 
years of conflict 

state 

hostilities. President Rajapaksa was resolute that the GSL\'s 
offer to negotiate with the LTTE was tantamount to such a 
gesture 

are just waiting!\" 


6. (C) Ambassador Wilson re-delivered part of a demarche he 
had delivered a week earlier. Begin draft EU demarche: 
\"The EU is deeply concerned about the culture of one-sided 
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criticism of NGOs that has emerged in recent months. While 
free speech must be applauded 

not balanced-- it fails to see the value of work being done 
by NGOs 

of restricted access and their own security. The GSL must 
tackle this 

of the work the majority of NGOs are doing. The GSL has 
failed to prevent attacks on NGOs in their controlled areas. 
There have also not been successful investigations of past 
attacks. The Muttur attack is the latest of a string of such 
events. It is a shocking violation of human rights that has 
not been seen anywhere in the world outside of Iraq and 
Sudan.\" End draft text. 


7. (C) Ambassador Wilson then expressed hope that the murder 
of the 17 NGO employees in Muttur could be expediently 
investigated 

public statement of reassurance to the NGO community. 
President Rajapaksa spoke of the need for NGOs to be 
financially accountable 

has one of \"the most NGO-friendly environments\" in the world. 
He spoke of the need for NGOs to abide by a code of conduct. 
President Rajapaksa noted that some NGOs were viewed as 
fronts for the LTTE. Ambassador Wilson agreed with the need 
for accountability 

Muttur \"crossed a line\" and again asked for the GSL\'s public 
support for the good work the majority of NGOs carry out. 
Human Rights Minister Samarasinghe replied that he would meet 
with NGO representatives to relay GSL support 

perhaps the President could make a statement to similar 

effect following such a meeting. Samarasinghe said 

public reassurance is needed 


8. (C) The discussion then turned to the exit of EU citizen 
monitors from the Sri Lanka Monitoring Mission 

Norwegian Ambassador Brattskar explaining that security 
concerns were forcing the SLMM to suspend operations. Peace 
Secretariat Head Kohona said the \"link\" between the EU ban on 
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the LTTE 

monitors leave 

EU citizen monitors was \"troubling.\" Ambassador Wilson 
replied that it was primarily the media that drew such a 
link. Wilson noted that the security of EU citizens was 
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tantamount 

guarantee the safety of the monitors 

for security concerns. Ambassador Brattskar said Sweden may 
support the SLMM mission from Colombo for some time despite 
withdrawing monitors from the field 

Iceland and Norway are both sending more monitors to shore up 
SLMM efforts. 


9. (C) The GSL has received similar messages from PDAS Mann 
the Charge\' 

governments several times over the last two weeks. The GSL 
delegation seemed mildly irritated to hear the same points 

and replied in kind with stock answers. Each referred to the 
GSL\'s \"defensive actions\" and insisted that only LTTE leader 
Prabhakaran could make the decision to end the current 
hostilities. With the President and other GSL interlocutors 
portraying all military actions as defensive 

potential move forward to capture Sampur 

hostilities in the near-term appears unlikely. The one 

positive outcome was the GSL commitment to publicly offer 
support for NGOs 

growing humanitarian needs. End comment. 
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Port-au-Prince\'s armed gangs (reftel). MINUSTAH\'s DDR 
department is preparing a program to offer an option of 
vocational education or micro-enterprise grants for up to 

1 

to manage weapons collections. DDR staff stress that the GoH 
must make key policy determinations 

eligibility requirements for the participants. The 

government has yet to settle its policy: presidential 

advisor Alix \"Boulon Fils-Aime has agreed \"in principle\" to 
become president of a national disarmament committee 
continues to press for and closely monitor MINUSTAH progress 
in combating gang activity and pacifying neighborhoods in the 
Cite Militaire district 

Cite Soleil. DDR staff over the past year had worked to 
develop a broader strategy focused on violence suppression 
and community development after the failure of its 

traditional approach of weapons for benefits exchange failed 
under the interim government. MINUSTAH leadership 

feels obliged to support Preval\'s policy and is encouraged 
that that he is committed to a more aggressive security 
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posture. Post shares the reservations regarding a 
re-initiation of a weapons exchange 

developments since the last attempts to implement DDR; 
notably 

commitment to the permanent presence of security forces in 
gang-controlled areas 


The Carrot 


2. (SBU) In response to a request made by President Preval to 
MINUSTAH leaders on Saturday 

are scrambling to finish a plan that will offer participants 

the option of receiving vocational education or a grant and 
training to operate a small business. Preval set a target 
implementation date of September 4 

attempting to meet that deadline 

MINUSTAH and the GoH will have finalized all aspects of the 
program by that time. 


3. (SBU) DDR staffer Eric Calpas informed Polcouns on August 
16 that the DDR section would divert nearly all of its 

budget 

The department would assign all staff 

countrywide 

the field (rughly half) were in the process of re-locating 
toPort-au-Prince. Calpas planned to accommodate up o 1 
participants 

education in one of seven exising Port-au-Prince vocational 
schools or a grantand ongoing training to set up a 
micro-enterprise (He confided that he had approached 
business laders about the possibility of employing the 
paricipants 

part.) MINUSTAH would pay tuition directy to the schools 
and offer participants a subsistence allowance (yet to be 
determined) while in school. Calpas estimated that grants 
training 

would total roughly $3 

DDR department had already made arrangements with the 
vocational schools and had identified local NGOs to support 
the micro-enterprise initiative. 


4. (SBU) Calpas stressed that UNPol would take 

responsibility for collecting and enforcing discipline 

removing participants if they failed to uphold their 

commitment. The GoH would settle critical policy questions 
most importantly the eligibility standards for individuals 

and the numbers and types of weapons required in exchange for 
benefits. Calpas admitted that the program would attract not 
only gang members 
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spectrum of the poorer classes. The GoH 

would have sort out the issue of fairness. Preval had said 
that the GoH would establish a national disarmament committee 
to liaise with MINUSTAH and coordinate among the ministries 
and GoH sources had indicated that presidential advisor Alix 
\"Boulon\" Fils-Aime would become the committee\'s president 
but MINUSTAH had yet to establish formal contact with 
Fils-Aime. (Note: Fils-Aime confirmed to Polcouns on August 
17 on the phone that he had \"agreed in principle\" to become 
the president of the disarmament committee 

specific assurances 

responsibilities before formally accepting the position. End 
Note.) 


Out with the New 


5. (SBU) Preval\'s request has forced the DDR department to 
suspend its efforts to move toward broader anti-gang and 
community development initiatives and back toward a weapons 
exchange program. DDR chief Desmond Molloy had over the past 
twelve months reshaped his department\'s workplan to focus on 
the broader goals he labeled \"violence suppression\" and 
\"community security.\" He would have preferred 

to Polcouns several weeks ago 

name of his department and its programs to distance them from 
previous failures 

(Note: Molloy in late July made the rounds of the bilateral 
missions 

his department\'s new approach and re-establish support within 
the international community. End Note.) Calpas (acting for 
Molloy while he is on leave) told Polcouns during their 

August 16 conversation that the DDR department hoped to 
preserve the new approach and still implement broader 
programs they had begun to develop 

donor contributions since they had redirected their own 

budget to respond to Preval. 


The Stick 


6. (C) Immediately following the discussion with Calpas 

UNPol Commissioner Graham Muir confirmed to Polcouns that 
UNPol was prepared to take an active role in the projected 
DDR program. Equally important 

UNPol was now fully integrated in the intensified MINUSTAH 
effort to pacify the Cite Militaire 

of Cite Soleil on the other side of route national 1 
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bordered on the other side by the airport road 
Port-au-Prince\'s most critical business artery. According to 
Muir 

ultimately completely secured Cite Militaire all along route 
national 1 to decisively demonstrate to the gangs in Cite 
Soleil that there was no way out of their neighborhoods and 
disarmament was their only option. Preval called meetings 
with senior MINUSTAH leadership to go over tactical plans on 
almost a daily basis -- Preval had called MINUSTAH leaders 
and senior Haitian security personnel to another meeting at 
the palace that evening. 


7. (C) Apart from seeking pacification of the area around 
Cite Soleil 

operation tactics to eliminate the worst gang leaders without 
provoking wider fire fights or inflicting collateral damage. 
Muir reported that MINUSTAH commanders were often required to 
remind Preval of the limits of their capabilities. (Ina 
separate earlier conversation with a MINUSTAH political 
department official 

MINUSTAH could not track the gang leaders from vans with 
surveillance devices from the periphery of Cite Soleil 

you see in the movies.\") 


8. (C) As a result of Preval\'s urging 

established static checkpoints and 

forces 

1. Additionally 

Police Units (FPUs) had followed behind MINUSTAH troops and 
established permanent posts in Cite Militaire. Muir singled 

out the Senegalese in particular 
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comfortable with the population 

fire back at the right people.\" MINUSTAH and UNPol were 
taking control of Cite Militaire block by block with the 
support of the population. The final steps in the process 
were to tighten the noose around resident gang leaders 
William Baptiste 

captured or killed either of them in the process 

serve as a warning to the remaining gang leaders in Cite 
Soleil. 


Comment 


9. (C) Though the re-initiation of a weapons exchange program 
as acentral element of anti-gang policy is cause for 
concern 
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period of coming to grips with the issue 

decisive action to deal with the gang problem. Moreover 
the first time since the establishment of the MINUSTAH 
mission in 2004 

military 

fashion in lockstep support of government policy. Success 
however 

difficult policy decisions regarding eligibility for the 
program and demonstrate a longer-term ability to maintain 
focus and cabinet discipline to carry through the carrot and 
stick policy. Fils-Aime 

capable and a hard worker 

MINUSTAH plans and has not been involved in any of the 
discussions between the Preval government and the gang 
leaders. Ultimately 

will likely not be measured by the number of weapons 
collected 

maintain a permanent law-enforcement presence in areas 
currently controlled by the gangs. 
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obtain the U.S. Congress\' ratification of the U.S.-Peru Trade 
Promotion Agreement (PTPA). De Soto 

author of \"The Other Path 

without pay. The announcement was seen as a major coup by the 
business sector. In its initial public statements about the 
appointment 

aspect of the job and stressed De Soto\'s well-known interest in 
issues related to poverty reduction. Full bio to be reported 
SEPTEL. End Summary. 


Why De Soto? 


2. (U) De Soto is the most popular economist/public thinker in Peru. 
While an avid supporter of free market economics 

a vocal advocate for inclusion of the working poor in the economy. 
The combination gives him credibility among both conservatives and 
liberals. His close relationship with former President Clinton is 

seen as a plus 

likely to support the PTPA in the U.S. Congress. 


Who Is He? 


3. (SBU) An economist 
international best-sellers 
of Capital: Why Capitalism Triumphs in the West and Fails Everywhere 
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Else\" (2000) 

emerging markets focusing on streamlining government 

tape 

he founded the non-profit Institute for Liberty and Democracy (ILD) 

to help spread the benefits of a market economy to the poor 

examine the positive role of the informal economy. De Soto and ILD 
were responsible for some 400 initiatives 

that modernized Peru\'s economic system 

Peru\'s property rights. Some 30 heads of state have since consulted 
with him on programs in their countries. De Soto previously served 
as Governor of Peru\'s Central Reserve Bank 

Fujimori\'s personal representative and principal advisor (1990-2) 

an economist for the General Agreement on Tariffs and Trade (GATT) 
President of the Executive Committee of the Copper Exporting 
Countries Organization (CIPEC) 

Engineering 

Consultant Group. 


What\'s the Message? 


4. (SBU) Ambassador Struble will meet privately with De Soto on 
August 22 to discuss the PTPA 

be reported SEPTEL. The initial statements by members of the 
Administration emphasized that De Soto will seek to make sure that 
smaller businesses and consumers have access to the opportunities 
created by the Agreement. That message is probably more for 
domestic consumption 

the Agreement has already been ratified by the Peruvian Congress. 
Most likely 

stress to the U.S. Congress and policy opinion makers that the 
pathway to economic development and political stability for Peru 
must include a trade agreement with the United States. He will 
argue that the Agreement will foster the growth of the formal sector 
of the economy 


Playing Well In Lima - The Initial Reaction 


5. (SBU) The decision to name De Soto was widely hailed among 
economists and op-ed columnists alike. Carlos Bruce 

Peruvian Congress\' Committee on Foreign Trade 

\"first-rate\". Former Peruvian PTPA negotiator and Trade Vice 
Minister Pablo de la Flor echoed De Soto\'s own statements about the 
need domestically to expand the support base for the Agreement. In 
discussions with working-level contacts in the Ministries 

found universal pride with the appointment of De Soto. These 
contacts cited De Soto\'s past working relationships with former 
President Clinton 

States. With his U.S. experience and intellectual power 

he will be able to explain to the U.S. Congress how the PTPA will 


Column 3 

improve the lives of Peruvians and Americans 

concerns. They note that when De Soto spoke to U.S. Congressional 
audiences over the past years 

their staffers) packed the room. 


Conclusion - Best Choice 


6. (SBU) De Soto appears to be an excellent choice for Peru 

he is generally held in high regard here by both conservatives and 
liberals. He is well known and admired at think tanks and on the 
Hill in Washington 

sides of the aisle. The GOP is also in the process of selecting a 
new lobbying group in Washington 

Nevertheless 

campaign to win Congressional approval. 
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the following vignette will give the reader a sense of 
everyday life in Tunisia that may not be central to more 
formal reporting. For more information about Tunisia or the 
Embassy Tunis Entry Level Officer Development initiative 
see our Siprnet website. 


2. Tunisia is a country that prides itself on leading the 
Muslim world on issues such as women\'s rights and religious 
freedom. Tunisians generally consider themselves open- 
minded and tolerant and seem to eschew the trends of rising 
Islamic fundamentalism that can be seen elsewhere in the 
region. They buy tickets to American pop shows in throngs 
happily serve their scantily-clad tourists alcohol on their 
scenic beaches 

given many legal rights to divorced women and non-Muslims. 
Perhaps this is why 

are full of young Tunisians sporting the latest European 
fashions 

over ten thousand women are heads of businesses 

strange to note a cultural mainstay which seems a bit. 
traditional. Anyone walking the streets of Tunisia will 
observe the large number of cafes where every single 
customer is male. Usually tucked back from the street 
without the benefit of a neon sign or a trendy facade 

cafes often spill over onto the sidewalks with men 

and old 

Smoke lingers above them 

water pipes 

front of them as they lean their heads together and talk. 


3. When Conoff asked some of the Locally Engaged Staff 
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(LES) about the predominance of these cafes 

appeal to so many men 

place where they can be with their friends and discuss 
subjects they wouldn\'t normally discuss in front of women. 
Upon further pressing 

it wasn\'t the subject matter that made these discussions so 
inappropriate for the fairer sex; normally the men talk of 
sports and work and other routine topics that bind their 
gender together the world over. Instead 

pointed out that in mixed company men often feel the need to 
watch their language 

words) and that from time to time they need to be a little 
\"vulgar 

cards and smoke; activities that traditional Tunisian women 
do not participate in 

certainly places in the U.S. where the clientele is composed 
mainly of men 

sanctuary might not meet with such overt resistance. For 
example 

wife stepped into a men-only cafe in Tunis they were greeted 
with a chorus of displeased foot stomping and grumbling from 
the customers. One LES female said she would never go to 
such a cafe because of what the men would think of her if 
she did. 


4. Perhaps the most interesting aspect of these cafes is 

the admission by LES that there is a certain social divide 
between those who patronize them and those who are more 
likely to be seen about town with their girlfriends or 

fiancees or wives. Places that are frequented by both men 
and women are more often called \"salons de the\" (tea 
parlors) and tend to be much pricier; with a cup of coffee 
usually costing twice as much if a woman drinks from the 
glassware than at a place where estrogen is taboo. LES 
pointed out that most of the men-only cafes can be found in 
\"les quartiers populaires 

This trend has been attributed to the fact that the lower 
classes tend to be more socially traditional in their 

separation of the sexes and the norms for what women are 
exposed to. Also because 

open a cafe that would appeal to women you would apparently 
need to invest in \"decor\" and a cleaning crew: amenities 
which are expensive and unnecessary if one need only attract 
male patrons. 


5. So while Tunisia in so many ways has matched Developed 
World standards of gender equality 

impressive acceptance of more \"liberal\" world views 
presence of so many of these men-only cafes may serve as a 
reminder to those who would forget that it is still a Muslim 
country 
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do not die even as western ideals inch their way in and 
Mariah Carey plays sold-out concerts wearing very skimpy 
shorts. 
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leaders signed no documents and mainly talked informally about 
issues. He noted Belarus 

form a customs union 

border with those countries 

Nazarov noted that Tajikistan implemented all the requirements 
associated with membership in EurAsEc 

common borders with the other members 

customs arrangements had little bearing on Tajik trade. 


3. (C) Asked how EurAsEC 

Organization (SCO) and other groups differed in focus 
acknowledged EurAsEC shared the same functional goals and 
responsibility as many other regional organizations 

mainly a mechanism to promote freer trade. (NOTE: Nazarov 
mentioned nothing about the proposed Eurasian hydropower 
consortium reported in the Russian press. END NOTE.) 


SHANGHAI COOPERATION ORGANIZATION 


4. (C) The SCO\'s primary tasks were border cooperation and 
security for countries bordering China. The first phase of the 
organization had allowed the original members to resolve their 
differences on border issues 

square kilometer territorial dispute with China. From the 
beginning 

military component 

countries.\" Now 

Uzbekistan and observers Pakistan 

and lran. 


5. (C) In its next stage 

functional problems 

development and trade. DAS Feigenbaum observed that on paper 
some of the SCO\'s goals mirrored U.S. policy priorities in the 
region. But rhetoric from the recent SCO summit suggested that 
the United Stated would not be welcome to assist in the region 


Column 3 

or in SCO\'s efforts. This was hard to fathom in areas such as 
promoting growth and expanding trade. Nazarov commented only 
that SCO was an \"open\" organization 

Afghanistan closer to Central Asia. Nazarov reported that the 
SCO Prime Ministers would meet in in Dushanbe in September 
Afghanistan as an observer. 
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ECONOMIC DEVELOPMENT: TAJIKISTAN GETS A BAD RAP? 


6. (C) Turning to economic issues 

foreign businessmen and countries said the investment climate in 
Tajikistan was \"bad 

read the laws that existed to protect foreign investors and 

their enterprises. The bad reputation is not deserved 

suggested. 


7. (C) He repeated that regional economic integration must 
include Afghanistan. \"We are at the beginning of a long journey 
\" toward regional economic growth. Afghanistan is the heart of 
Asia 

quotes Iqbal when talking about Afghanistan 


ENERGY 


8. (C) Tajikistan\'s out-dated network of transmission lines 
makes it hard to export the 3 billion kilowatt hours of 
electricity in summer without going through Uzbekistan. 
Tajikistan cannot even send its excess power to its northern 
section 

South-North high voltage lines that will finally connect the 
entire country 

\"The Chinese credit allows us to avoid Uzbekistan 
commented. 


9. (C) Referring to the increasingly public disagreements 
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between the Tajik government and Russian Aluminum giant RusAl 
Nazarov noted that Tajikistan was standing firm on its 
requirement that RusAl build the 3600 MW project 

smaller projects (Reftel A). He noted that Uzbekistan did not 

like the Rogun project 

water would be turned off. \"The dam will allow us to better 
regulate water to Uzbekistan and Turkmenistan.\" 


U.S.-TAJIK RELATIONSHIP 


10. (C) Nazarov noted that Tajikistan and the United States 
worked together from day one. \"The fundamental issue is trust 
he said. \"When there is mutual trust 

He thanked the United States for the years of humanitarian aid 
but noted that it was time to shift assistance to economic 
development. \"The ice is melting 

better investment climate.\" He anticipated that U.S. energy 
company AES would invest up to one billion dollars in 
Tajikistan\'s energy sector 

would follow suit. DAS Feigenbaum noted that there was 
considerable excitement in Washington at the overall direction 
on the U.S.-Tajik relationship in recent years. The 

relationship had become multidimensional and focused in 
achieving functional results. The key 

building a track record of success on common problems. 
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Feigenbaum emphasized the importance of the private sector 
including AES. While relations among governments were 
important 

private companies. Nazarov nodded without comment. 


11. (C) DAS Feigenbaum added that many in the United States 
would be watching the November presidential election with 
interest. He requested support for registering NDI. He added 
that access to the media for candidates was important. 


THE DANGERS OF POLITICAL EXPRESSION 
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12. (C) Nazarov replied by alluding to the Islamic Renaissance 
Party\'s recent protest meeting against Israeli actions in 

Lebanon (Reftel B) as a potential threat to Tajikistan\'s 

economic and political stability. The IRPT gathering followed a 
dangerous precedent 

Tajik civil war 

suggesting any form of political meeting was unhelpful and 
dangerous. \"We have one enemy: the economy. Every party needs to 
support economic development.\" He gave Kyrgyzstan\'s March 2005 
revolution as an example of political activity destroying 

economic progress. He noted Ukraine had the highest level of 
economic growth until 2004 

decline in their economy. \"Other countries can handle political 
demonstrations 


COMMENT 


13. (C) Relaxed and expansive 

government\'s favorite themes-energy 

troublesome Uzbekistan-but also added a new theme on the direct 
threat political expression posed to economic growth. 
Tajikistan\'s leaders clearly believe that any political 
expression could erase the hard-won post war stability. The 
government appears determined to focus all energy 

and activity on the economic sector. Unfortunately 

better understanding of how to attract foreign private 
investors 

perhaps China 

COMMENT. 


14. (U) DAS Feigenbaum has cleared this cable. 
HUSHEK 
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certain words were \"offensive\". She noted that 
investigations had been conducted and new laws had been 
enacted to ensure that informed consent is given 

greater access to one\'s own medical files 

access to healthcare for Romani communities. The issue is 
not closed 

suit to receive compensation. However 

received compensation. Two suits have gone to the European 
Court of Human Rights 

Slovak courts 
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lack of cause. 


ROMA HOLOCAUST MEMORIAL GARNERS HIGH LEVEL ATTENDANC 


4. (U) On August 4 

unveiling of a Roma Holocaust Memorial in Dunajska Streda 
Slovakia to commemorate Porrajmos 

during WWII. Labor and Social Affairs Minister Viera 
Tomanova 

(and ethnic Romani) MEP Viktoria Mohacs 

short remarks. While this event unveiled the first 
\"Memorial\" (i.e. 

Roma Holocaust 

have occurred for the past few years. 


5. (SBU) While the commemoration included an exhibition of 
photographs of a Slovak-Romani artist 

spoke at the event 

Roma in attendance. No one from the Roma Plenipotentiary\'s 
Office made the hour-long drive to Dunajska Streda. Ladislav 
Richter 

contested Klara Orgovanova for the position of 
Plenipotentiary. Richter and the NGOs that he is affiliated 
with are not well-respected by the young Romani activist 
crowd. Several Romani NGOs were unaware of 

uninvited to 

issues 

mainstream Slovak press. 


ROMA ACTIVISTS POSITIVE ABOUT MEETING WITH DPM CAPLOVIC 


6. (U) On August 7 

Simecka Foundation issued a press release expressing their 
satisfaction after a meeting with Deputy Prime Minister Dusan 
Caplovic. According to the statement 

the issues of the Romani community and promised a higher 
level of engagement. The meeting stemmed from a 
well-publicized press conference of Romani activists calling 
for the new government to keep its campaign promises (ref B). 
Shortly after that press conference 

announced his intention to meet with the organizers and told 
the press that he intended to increase financial resources 

for the Romani community and minority cultures in general. 
We understand that Caplovic has formally requested all 
relevant ministries to come up with ideas for dealing with 

the issue of Roma integration. 


7. (SBU) The August 7 press release was drafted and issued 
solely by the Romani NGOs. One trainer from the National 
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Democratic Institute described the effort as demonstrating 
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good initiative and strategy 

execution. The timing proved a few days too late to ride on 

the wave of media attention of the promises in the government 
program statement and the language used was overly complex 
and thus unlikely to be quoted by media outlets. (COMMENT. 
This shows a need for ongoing training in all fields for 

these promising young leaders. They are seeking funding for 
English language training from the British Embassy to be able 
to expand contacts and capture grants from abroad. END 
COMMENT.) 


ROMA SWIMMING BAN RESCINDED 


8. (U) In eastern Slovakia 

had issued a ban 

Roma from going to a nearby pond used for fishing and 
swimming by local residents. The council said that Romani 
youths from a neighboring town were hassling others while 
there and were polluting the pond by swimming fully-clothed 
and riding their bicycles directly into it. Thanks to 
immediate pressure from the Roma Plenipotentiary\'s Office and 
local NGOs 

August 15 which did not ban Roma but simply stated that 
anyone causing damage to the pond would be fined. 


SOLUTION TO ROMA WALL IN SMALLER SETTING? 


9. (U) About 20 residents of the southern Slovak town of 

Levice have complained about a neighboring housing complex 
which houses people evicted from other places for non-payment 
of rent 

late-night noise and harassment by the children. On August 

14 

\"Maybe we will separate them by a fence with an entrance path 
or establish a neighborhood police office in one of the 
buildings.\" 


10. (SBU) The mayor\'s statement hints that he is aware of the 
resolution to the proposed Presov - Stara Tehelna wall last 
year (refs C and D) and may be trying to seek a similar 

result 

intends. At this point 

follow the issue. This is amuch smaller town with fewer 
Romani-related tensions than Presov. We will allow time 
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first to see if the appropriate domestic entities 

the Plenipotentiary\'s Office and local NGOs 

lessons learned from their previous experiences to ensure 
that any proposed solution is acceptable to both Roma and 
non-Roma residents. 


THREAT AT ROMA CONSTRUCTION SITE BEING INVESTIGATED 


11. (U) On August 18 

casing inside a partial skull had been left at a construction 
site of apartments expected to be occupied by Roma in the 
eastern Slovak village of Letanovce. Attached to the skull 
was a note directed to the mayor threatening that if he did 
not halt the construction 

The note also indicated that two activated grenades had been 
left at the site. Special technicians and trained service 
dogs found no trace of any explosives. The police have 
initiated a criminal investigation on the grounds of 

extortion and spreading alarm. 

VALLEE 
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Ghulomov\'s antics were playing to the pre-election public. 

Pamir Energy presents a case study and cautionary tale of the 
challenges facing private investors in Tajikistan\'s energy 

sector. Tajikistan needs to do much to improve the business 
climate and protect foreign investment 

Minister\'s blame-the-investor-tactics indicate the top Tajik 
leadership may still not understand what private investors need 

in terms of rule of law to enter the Tajik market. END SUMMARY. 


PAMIR ENERGY: CASE STUDY FOR PRIVATE INVESTMENT 


2. (C) Touted as a an innovative \"success story\" of 

private-public energy sector financing at the U.S. Trade and 
Development Agency\'s June \"Energy Without Borders\" conference in 
Istanbul 

the mountainous Gorno-Badakhshan autonomous region (GBAO). 
Financed by Aga Khan\'s Fund for Economic Development (AKFED) 
the IFC 

the first major private investment in Tajikistan and aimed to 

bring reliable electricity to GBAO 

Tajikistan\'s main grid. 


3. (C) Before the project came on line in October 2005 

(reftel) 

Tajikistan to raise tariffs gradually 

recovering the actual price of production. The Swiss provided a 
fund to subsidize energy costs in GBAO as Pamir Energy phased in 
the new tariffs 
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hour per month of the 4.5 cents/kWh per month necessary to make 
the project commericially viable. The government had originally 
agreed to raise tariffs nationwide 

implement the change 

as if they were paying too much for their electricity compared 

to Tajiks in other parts of the country. (NOTE: Before Pamir 
Energy upgraded its two hydropower stations 

had only four-six hours of electricity per day. Now 

electricity is available 24 hours per day. END NOTE.) Pamir 
energy then introduced a \"lifeline tariff\" for those households 
that could not afford the subsidized 2.1 cent tariff. Even with 
the reduced tariffs 

only around 40% of production costs. 


4. (C) According to several Pamir Energy expatriate staff 

poor recovery rate stems from theft 

government\'s unwillingness to prosecute over 600 cases of theft. 
Gerry Basten 

homes have meters 

unmetered lines. Mahedi Lalani 

communications and Public Affairs 

the supply off for non-payments 

hook themselves up again. The real problem 
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the GBAO governor\'s unwillingness to support Pamir Energy in the 
courts. Residents know there are no consequences to theft or 
non-payment 


GLOVES OFF 


5. (C) During an August 19 tour of Pamir Energy 

Assistant Secretary Evan Feigenbaum asked Gerry Basten about 
the company\'s cost recovery rates. In front of Ghulomov 
governor Niezmamadov 

Basten quietly shook his head and replied 

listed the problems with outstanding court cases 

loss as reasons for Pamir Energy\'s poor rate of return 

noted they were taking steps to analyze the problem 

continue to install meters. 


6. (C) In response to Basten 

a few inches in his shoes 

imperious 20-minute diatribe against Pamir Energy while a video 
camera from the local government filmed. \"You\'ve made a 
mistake 

at length about the technical problems that would lead to 

losses 

wire width. \"I get into the details on this 
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\"This is my specialty." (NOTE: Although President Rahmonov 
appointed Ghulomov to coordinate energy policy 

background is in construction. END NOTE.) Basten seethed 
occasionally trying to interject. Ghulomov repeatedly asserted 
his technical knowledge and experience from analyzing 
electricity losses in other parts of Tajikistan. 


7. (C) Ghulomov seized on the fact that Pamir Energy had only 
installed meters in half the Khorog homes. \"That\'s the problem 
not theft!\" he cried. \"You need more meters.\" He said it hurt 
him to hear suggestions that Pamiris were less than honest. \"I 
know these people. During the war 

100 grams of bread per person 

than his share.\" 


8. (C) Basten again tried to clarify that \"we aren\'t just 

sitting here on our backsides doing nothing.\" He reported that 
Pamir Energy was bringing in a team of specialists in late 

August to conduct a two-month survey to determine the \"hot 

spots. He rejected Ghulomov\'s demand to upgrade immediately the 
low voltage lines. \"There\'s no point in improving the lines if 

we don\'t know where the problems are.\" Basten later pulled 

aside DAS Feigenbaum to relay his side of the story. 


AFGHANISTAN 


9. (C) No doubt playing to the presence of DAS Feigenbaum and 
U.S. interest in regional integration 

into a lecture on how Pamir Energy should be exporting 
electricity to Afghanistan. (NOTE: A small amount of 

electricity is transmitted over the river from Khorog 

Energy intends to run transmission lines to Afghanistan\'s 
Badakhshan region. They are still in the preliminary phases of 
planning and research. Said Ghulomov 

across the border. | will personally call (Afghan Minister for 
Power and Water) Ismail Knan and have him come over to sign the 
agreement.\" 


HOMEWORK 


10. (C) Ghulomov turned to AKDN head Merali and suggested that 
Pamir Energy needed better specialists and managers. \"The next 
director you appoint-| want to see his papers. You bring all 

his documents to the government for our approval and then he 
should have to swear an oath or something.\" Ghulomov regretted 
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the departure of former Pamir Energy director Ivan Chunkov. \"Now 
there was a guy we could work with! He used to call me 


Column 3 

directly!\" (NOTE: Pamir Energy fired Chunkov in late 2005 for 
stealing. AES allegedly removed Chunkov from a project in 
Kazakhstan years ago. END NOTE.) He tasked Merali with drafting 
a plan to analyze and address the losses and ordered him to 
submit it to Ghulomow\'s office by October 28 \"at 5 pm.\" 


11. (C) After more than half an hour 

diffuse the situation by noting that since Pamir Energy was the 
first project of its kind 

Ghulomov for his hard work and support on the project 

praised government support for Pamir | and other AKDN projects 
and noted that Pamir Energy would work with the government to 
develop a three to five year strategy. He later shrugged off 
Ghulomov\'s diatribe 

campaigning for the President and needs to say these things. We 
do not fight back in public. Behind closed doors 

on the tougher issues.\" 


COMMENT 


12. (C) Ghulomow\'s pointed remarks raise concerns for all 
private investment in Tajikistan. He revealed that the 
government is more inclined towards the politically popular but 
economically unviable choices 

agreements once serious investments are on the ground. 
Ghulomov\'s visit demoralized Pamir Energy\'s leadership 
have no choice but to continue to work with their governmental 
partner at this point. Many Aga Khan projects are underway in 
Tajikistan and GBAO 

Ismaili Center under construction in Dushanbe 

Microfinance Commercial bank 

that a persistent 

prove more successful in dealing with Ghulomov or other 
problematic officials. 


13. (C) During a lunch that preceded the Pamir Energy visit 
Ghulomov had responded at length to DAS Feigenbaum\'s suggestions 
that Tajikistan needed to do more to assure a more attractive 
investment climate for private firms. Given his convincing talk 
over lunch and his impressive participation at the Istanbul 
conference 

more disappointing. He may have been pandering to a 
pre-election public 

real problems at Pamir Energy suggest Tajikistan\'s leaders still 
do not understand how to create a fair and attractive business 
climate. Future private investors should be very careful. 
Meanwhile 

reach full recovery of their production and investment costs. 


14. (U) DAS Feigenbaum cleared this cable. 
HUSHEK 
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standby\" for deployment to Lebanon 

The Finnish Presidency is disappointed with this response and 
has urged France to reconsider. As previewed reftel 

FM Erkki Tuomioja telephoned French FM Philippe Douste-Blazy 
Aug. 18 to press France to lead the mission and to increase 

its troop strength 

was non-committal in his conversation with Tuomioja 
Lahdevirta reported 

French response stemmed in part from France\'s strained 
relationships with Syria and with pro-Syria factions in 

Lebanon. Oddly 

still might make a better showing if a second UNSC resolution 
is adopted 

not appear likely. Lahdevirta also surmised 

aside 

more forthcoming if the mission were EU-hatted as opposed to 
UN-hatted.) 


3. (C) Meanwhile 

member states have also yielded few firm commitments. 
Germany 

moved very far from its reticent stance 

remains open to many possible options 

and/or maritime support 

press for a combined Nordic force have fallen flat. Denmark 
and Norway may make important contributions of naval assets 
but they and Sweden in particular have expressed little 
interest in providing ground forces -- leaving Finland in 

search of other partners to whom it can attach what it 

expects to be a 200 to 260 man force. Finland will chair an 
extraordinary PSC meeting Aug. 23 in Brussels where \"the goal 
is to pressure those who have not committed forces to make 
commitments 

Lahdevirta welcomed the concept of a \"three-pillar strategy\" 
as a best second option. He said that EU sources continue to 
indicate that Italy may take on a leadership role and that -- 

in conjunction with Turkey and a third partner -- could 

provide the necessary leadership and a significant framework 
troop contribution. However 

offers at the COPS meeting Aug. 23. 


4. (C) Comment: Finland continues to make good faith efforts 
in showing leadership and urging other EU members to make 
robust contributions to UNIFIL -- including its own 
contribution of an \"enhanced company 
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\"I stick to the wording of the resolution 
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\"which makes 


Rizk said that he thinks 
a close friend of 


said 

and that 

\"Charles | only have the Shi'a and the 
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sidthat Berri 
and 


destructive corrupt 
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Ministers Marwan Hamadeh Nayla Mouawad 
apparently 
per the resolution 


a second cabinet session 
in which to discuss the 


as PM Siniora wanted more time to work on making 
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R400 billion 


though the funds are 


saying that personnel 


reflecting South 


Mbeki stated that the government would seek to recruit South 


BuaNews July 
August 4. 


the cabinet sent the 


the plan requires 


August 8. 


according to a July 31 report by the South African Revenue 
a considerable decrease from May\'s R7 billion ($1 billion) 


Column 4 Column 5 
however revealed that economists 


accounting for much of the decline in 


JP Morgan expressed confidence in the country\'s 
August 1. 


but fuel supply may not 


however as two refineries 
but some ships have already been diverted to other ports 
much to the 


August 10. 


an independent 
forecasts 


a small decline from the BER\'s previous 


the BER 


SABC Reuters 


Column 4 Column 5 
a highly 


for the present as the 


cattle contracted the 


BuaNews Mail & Guardian 


30km north of the city in the first quarter of 2010. 
the government had anticipated that the airport to be 
would be finished in 2012; however 


necessitating major improvements and expansions for its 
Asca projects that passenger 


August 10; Business Day 
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the Navy 


Column 4 Column 5 
CTR funds will be used to 


the Biological Threat Reduction Programs 


Azerbaijan and Kazakhstan signed an 
enabling Kazakh crude to 


and 


further enhancing European 


complicate Azerbaijan\'s plans to play a 


Azerbaijan has the fastest 
driven nearly entirely by a 


and the country\'s judicial regulatory and banking 


which is pervasive throughout 
further complicates matters. The U.S. is 


with technical advisors in the Ministries of Tax 
anticorruption programs rule of law programs 


Column 4 
we believe the WTO accession 


SET BACKS AND OBSTACLES 


finger inking 
the election overall failed to meet 


the OSCE made 


most important 


and 


recent 
high-profile 


Government officials 


Azerbaijan\'s most influential independent 


ANS TV 


look forward to welcoming you. 


Column 5 


and domestic 


changing the composition of local 


physical assaults on 


continues to face difficulties in 


Column 4 Column 5 
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or (2) have their agency 


various groups in New Zealand 


the host 


Wellington and Auckland have experienced an 

but they are usually 

home invasion robberies and 

once very rare are becoming more frequent. Burglaries 
Christchurch and Wellington and visitors should be 

such as scams and pickpockets 

especially at night to avoid becoming a target of 

New Zealand does not play a significant role in 


evidence indicates that New 


Heroin and Cocaine to Australia. The most abused drugs in 


at night visitors should use common sense 
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during rush hour moderate delays 


visitors who experience 


and to securely safeguard classified or 


which are available via the 


visitors to New Zealand must exercise 


24 
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defend 


social justice and national participation 
but our government tries to 
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elders and 


and in order to strengthen 


and the reprehensible policies 
unsuccessful reforms within 
appointments of cadres in and out of 


a number of elected representatives of the people 
decided to walk out 


and until future 
we will not attend any sessions of 


and proud 


the position of the elected 


political and social developments has been 
and we call this the 


ethnic and party benefits and their acts and 
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Rahmonov addressed a conference at the Indian 


\" were released on the 


situated 10-15 km to the west of Dushanbe. 


the facility\'s reconstruction will be 


including the Bedil 
inaugurated 


as well as training of military 


President Rahmonov 
pharmaceuticals construction 
food supplies and minerals 


and an Indian-financed juice factory that has 
also due to 


opportunities remain limited with Pakistan and 
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but in the near future 
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however Latin American Bureau 


in the same \"informal\" spirit in which the 
the USG preferred Seoul not host Chavez for 
especially in advance of the September U.S.-ROK 


Lim answered that Seoul welcomed greater 


Seoul received a warm 


Lim said planned to 
Thailand and New Zealand by June 2007. Venezuela 
China and Malaysia 


the ROK did not have any crucial 


the 


something that had been 


but with an 


Column 4 


again speaking informally 


Lim said that Ban was 
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America can do to end 


8/14/2006 7:16 


as an 


the Japanese DCM said 
with the North Korean 


and the 


Column 5 


said Washington preferred 


O6ABUJA2081 


O6ULAANBAATAR615 


Mongolian relations with 


Column 4 Column 5 


including one at the end of 
but said there is a low level of trade and investment between 
and described Japanese businesses\' interest in 


the DCM responded that the memorial marks the presence in 
000 Japanese POWs held in Soviet-controlled camps 


including Government House and 
600 of the POWs had died because of 
he 

and sees those visits 

Overstays 


with Mongolian undertaking to abolish visas for 


which has been about 10 000 annually 
000 or more are expected this year. The Mongolians pressed 


000 Mongolians as 
000 Mongolians legally present. 


Presidential Visits in 2007 


he 


\" while 2007 will be \"Japan Year in Mongolia.\" 
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8/14/2006 7:20 O6ULAANBAATAR616 
and anywhere foreigners 


Visa or cash as 

your 
fever and painkiller medications are not 
and eat only hot freshly prepared food. Also 


and is extremely cold November through February. Summertime 
with occasional high 


sturdy footwear. Several internet sites 
give forecasts for Ulaanbaatar. 


MasterCard and American Express. 
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success of the 
and the commitment of local 


with only three Jl-linked persons remaining. 


to proceed in 


as well as development assistance to ensure the deal 


accompanied by Polcouns called on 


noting 


who retired as Malaysia\'s external 


readily acknowledged Malaysia\'s 


\" and that Malaysia remained \"impartial\" but 


comparing it very favorably 
which ultimately failed. He described 


the MILF accepted 


the MILF for all practical purposes 


Column 4 Column 5 


he 


on the 
Malaysia facilitated a 


but the MILF claimed an additional 1 200 villages 


as thus far the prospective map was 


including concessions to the MILF to 


with only three 


Column 4 Column 5 


but the MILF had been reluctant 


he urged U.S. assistance for capacity building 


before the settlement to 
he 


he implied a preference that the 
Othman 


including those who claimed to represent 


but would require more time than initially 


at least in 
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Li said. He suggested that the five 


given China?s long land borders and problems with 
Tibet and \"East Turkestan\" elements any increase 


rumors and innuendo. The 


a carrier aircraft wing 


if it involves dealings with 
such as lran. It is essential for the 


such as wind solar 
clean coal and nuclear fusion. 


including production of 2.19 
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China is giving 


000MW to 
OOOMW by 2020. 


waste disposal and fuel 


Anhui Province. 

and affordable energy streams today and in the 
oil prices need to become 

the Senator said. He 

can set goals 

but that the private sector is 


the maximum capacity 


cellulosic ethanol production could jump to 60 


stating that Tibetans 
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he claimed but stated that \"some 


Science Culture 


increased disease monitoring and 
engaged in intense research to develop a vaccine 
according to Sang. 


noting only 


IPG Co-Chairman 
IPG Co-Chairman 
Jr. 


IPG Chairman 
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IPG Executive Chairman 

Legal Affairs Committee Vice-Chair 

Foreign Affairs Committee Vice-Chair 

Finance and Economic Affairs Vice-Chair 

Internal and Judicial Affairs Committee Vice- 


Education Science 


Foreign Affairs Committee 
Internal and Judicial Affairs Committee 
Chinese Academy of Sciences Institute of Plasma 


NPC Deputy 
NPC Deputy 
NPC Deputy 
NPC Deputy 
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who have been killed in 
have sacrificed their lives for lran and not for their own 
in which Israel and 


\'Islamic fascists.\' Why the provocation and the 
such as 


to 
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in 
and in destroying the infrastructure of a 


Hezbollah and his Secretary-General Mr. Hassan 


it destroyed Lebanon and was unsuccessful in destroying 


visit: 
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in accordance with their national legal authorities 
to 
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materials goods and technology from the DPRK 


discussions with Bank 
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an increase of 14.4%. The income of the primary 
up 3.9%. 
the income of the secondary sector grew 16.8% 


up 12.6%. 


some growth rates are actually much higher than 
the H1 
which appears to 


the 14.4% 2006 H1 GDP growth 
likely in 


Column 4 Column 5 
percentage growth figures are 

they should be 

and are best used in comparison to 


the statistics may be of 
since the methodologies used to calculate 


000) or more (enterprises \"above designated size \" in 


up 18.5%. Meanwhile 


petroleum refining textile garments 
logging and papermaking medicine 
posting income 

up 22.1%. 


growing by 23.3% to RMB 


the 


up a fiery 38% 
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the 


though many 


up 15.6%. The consumer price index 
the 


and the residence index rose by 5.3%. 


but the disparity between the 


up 9.0%. For 
rural areas saw their income rise to RMB 2899 
up only 7.9%. 


exports accounted for USD 131.3 billion up 
helping feed a trade surplus of USD 29.5 billion 


up 

which 

grew 20.0%. Mechanical and 
arise 

a 


representing 


up 21.4%. 
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Typhoons and Foreign Pressure 


growing costs in 
agricultural 


\" rising real 
and \"growing conflicts in foreign trade\" 


several newspaper and television media 

Mr. Pu Xin Min concerning 
Pu stated 

testily) that \"there is no 

\" citing a low consumer price index as evidence 


and that the growth in the real estate sector is 


and 
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but not so rosy as to attract criticism for 


murky 
and natural disasters. Guangdong economic 


yet the 


land compensation rural/urban income gaps 
we will continue to 


8/14/2006 8:30 O6BEIRUT2609 
and that the 

separate from 

Saad Hariri and former Justice 


and 


Rizk said he 


which he had refused to provide to her. He added 
ensconced in Paris had called him to tell him 


Column 5 


Column 4 
Rizk believes the French President is leaning 


Rizk said there are two initial 
the pre-trial judge assigned in 


the tribunal is given competency over the Hariri 


\" those dates marking the assassination 


in order to \"dissuade any future criminal act \"he 


that much 


Rizk said that Hariri 
including PM Olmert over its prosecution of the 


who had 


and had criticized Rizk for consulting someone 


Rizk 


Rizk expounded on 


\"a reference to the high 
he said that the only way for the 


Column 4 
while establishing constituencies in 


in effect 


and vice versa.\" 


Christian 


Rizk said that he had spoken on this 


according to Rizk. 


we need to 


2005 
Lebanon was hit with a dozen bombings 


like Spanish Foreign Minister 
who advocated a role for Syria in the 


8/14/2006 8:30 
based on the GOI|\'s 


his association is now seriously considering 


we are also hearing murmurings 
due to budget 


MPA is considering ending its IPR enforcement 


once again 
MPA cancelled its commercial program 
each industry representative 


Column 5 


assassinations 


O6JAKARTA10200 
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provided the GOI stays on track in the coming 
they will recommend to their headquarters that 


8/14/2006 8:37 O6TOKYO4559 
s name means that Panama recognizes SEPIA 

thus satisfying Japanese regulations. 

authorities would like to exploit a possible 


s legal 
but absent further information are unable 


as noted reftels the 1975 Law on Liability 


expands 


Kashiwabara explained. 


to be legally 
a vessel must: 


Or; 


Kashiwabara continued. Panama a party to 


has issued the required certificates to 
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\"he said. The 


Kashiwabara said that 


as SEPIA s does in Panama) 


SEPIA) if the company is not considered to be 
he said. 


Japanese 
he 


MOFA officials believe that \"there is not 
he said. He hinted that 
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\" PM Howard told the media. 


the PM had agreed to a number of 


following the GOA\'s granting of temporary 


despite the fact that five Coalition MPs voted 


Column 4 
including the Nationals whip John 


earlier this month 


DIMA claimed that Wainggai was not entitled 


the PM chose to pull the bill he claimed 


in June 


had the legislation passed 
it\'s evident flaws -- including creating two 


8/14/2006 8:58 
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that the price of public concessions can be 


Column 5 


the Refugee Review 


O6TOKYO4560 
O6KABUL3610 
O6ROME2288 
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class action lawsuits and local services. (See 
an Embassy program to encourage Italian 


and 


the challenge facing his reform 
there is political opposition to 


there is opposition from industrial interests which 


Bersani noted that 


such as the 
medical equipment and energy sectors. 


and that such managers are 


most Italian companies cannot 


in the absence of professional managers who 
prevent many Italian companies 
he said. He added 


private equity) 


Bersani said there is a need for 
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on nuclear energy; and 
on coal for example. Bersani admitted that he is 


but did not specify how this 


where reforms were discussed but often not 


by the Berlusconi government. However Bersani 


Bersani and Bank of Italy Governor Mario 


including within the context of the 
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while 
Prime 
wife of 


that he would prefer to form a coalition 
both of whom offered him 


arguing that it \"would go 


with a 


local leaders have too 
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chaotic party structure but 

which include losses in Nis Novi 

and Kragujevac (Serbia\'s second third 

Uzice on July 16 and the recent split in its 


but have little standing in 


its poor internal communication weak local 
an aloof presidency and--most of all--a 
Dusan Petrovic first 


faithfully defended the DS 


a response we 


focused on economic issues but 
once he gets around to hitting the stump and 
Slobodan Homen a member of the DS 


told poloff in mid-July that the Democrats 


Column 4 Column 5 


providing the DS with needed support in return 


which makes its 


hard work and 


General Secretary of FM Draskovic\'s 
told poloff that the party is facing a 
which it believes 


Draskovic 


the party would 
in 


it will seek an 


wife of the SPO president and 
allegedly half-jokingly 

if the DS did not make a 

then the party would side with the 


Column 4 


Column 5 
Mladjan Dinkic 
analysts point out that the G-17 Plus 
anti-corruption platform which prompted 


Dulic-Markovic said the G-17 Plus is looking to 
but complained bitterly that 


which could 


000 


000) since its inception in November 2005. 

it has scored a series of moderate successes 
including its first mayoral victory in 

though. It 


the Civic Alliance of 
has stalled due to GSS demands for guaranteed 


Column 4 Column 5 
a respected political analyst 

and its 

reform-oriented image and message could appeal to 


according to this one analyst 


although he admits he is battling large egos who 


following an announcement of Kosovo\'s final status 


Milorad Vucelic the leader of the 
indicated that this was 


the SRS General Secretary said that the Radical 
however that 
this is the moment both parties have 


which they hope will give them a temporary 


neither 


which will be woefully 
but 


Tomislav 
plan on implementing an extensive door-to-door 


which monopolize the media. 
both hope to follow the example of the 
despite his 


as a guide for 
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however a growing fear 


which has been pushing for early 
has not done the necessary work to 


e.g. 


and will be working intensely in the 
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while the people of this region are receiving one proof 


occupations wars and 
as his administration supports Olmert\'s 


that by discovering a cell 
we are face to face 


cultural and social institutions.... The Bush-Blair 
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the support for Israel\'s wars and 


and more than that 


London has 
all confirming that the problem is not 


by hinting 


Al-Qaeda is being polished again! So we see again 


which America 


8/14/2006 9:53 


O6DAMASCUS3965 
it is doubtful the Syrian 


as 


we have seen 
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Croatian 


a Bosniak 


their failure as RS 


and that they are 


the State Prosecutor is 
all related to 


who may have been 


not all of which have aired in the 
are part of a larger video production most likely 


Column 4 Column 5 


too were victims of 
the 
perhaps to promote the mujahadeen who fought with 


a former mujahadeen 
but has since returned to 


it will be 
which showed 


this video shows only the outcome of alleged criminal 
the video shows the Serb soldiers dead 


the State Prosecutor\'s office said. 


which the State Prosecutor\'s office only received on 
is not the clear evidence of a war crime that some 
however. A good defense 


the State 
a defense 


and not 
such as what villages (if any) were burned 


and this 
would take time. 


and the videos may 


Column 4 


still inexperienced 


and that this is 


the PIC Ambassadors released a 
but with electoral 


this is likely a message that will bear repeating 


8/14/2006 10:03 
8/14/2006 10:12 


for supposedly authorizing the phony 


and is currently 


even while controversy 


even long after the fact 


it is clear that the president is keen 


and he fully 


the Human 


and that discussion will 


Column 5 


State Court and Prosecutor\'s 


O6VATICAN1 70 
O6LILONGWE708 


Column 4 
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just outside of Rangoon 


the activists 


assured them 


local police raided the 


where the eleven were 
to show their support. 88 Generation Student 


the police quickly split up the 


but when Emboffs arrived at the 


making them nervous. The 


all eleven activists were released without being 


Min Ko Naing informed us that 20 


Column 5 
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to hold a ceremony for 
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the 


but that military 


which operates AIDS clinics in the 
however told us he has 


to discourage further large 


8/14/2006 10:35 O6MANILA3401 
\" and said he intends to keep his ships on station as 
General Esperon 


and specifically asked to meet with JSOTF-P while 


Column 4 


north of 

controlled by MNLF from a six to a four 
and is continuing talks to obtain 

there have been no clashes 


Column 5 


the SOUTHCOM Deputy Commander for Operatio and 


we 


and have provided 
surveillance 


as well as at the headquarters of the combat 
Task Force Comet 


close contact 


including President Arroyo 
National Security Advisor Gonzales 


and reconnaissance support to 


and SOUTHCOM headquarters. 


Defense 
and Chief 


Column 4 
and has highlighted that the U.S. has 


we recommend using the following 


and supports its objective to bring 
stability 


in a support role 
train 


specifically signals 
to the Philippine Government? 


U.S. forces share information with AFP forces. 
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Column 5 


and development to this region. 


and share information with AFP forces. 


O6NDJAMENA1037 


Column 4 Column 5 
\" as Allam-mi put it and the rupture in diplomatic ties 


President Deby and President El-Bashir needed to 
according to Allam-mi was prepared to make this 


which 
would 


and discussed 


but the communications was merely to 


and had argued that support for Sudanese 


was in Chad\'s interests. 


Dr. Khalil Ibrahim asa 


Khalil and 


it was very difficult to control such behavior. 
the tribal and ethnic connections among the 


but these actions were not part of a 
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which was now considering sanctions 
was supporting Minni Minawi who 


both 
according to 
were ignored by the rest of the world; and as a 


its relations with Sudan began to deteriorate. Char 
would not \"play the game of the 


Allam-mi said while Chad 
it would 


not 
Allam-mi addressed the issue of a national 


but rather 


and therefore would not be 


the foreign 


any future attacks by 
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IS DURING 


SO 
CHEN RAISED THE \"NATIONAL IDENTITY\" 
:L 
WHICH WAS INCLUDED IN A 
Y 
1AIRMAN 
WHO HAD WRITTEN A PREFACE FOR THE GUIDEBOOK. 
INCLUDING THE 
ORT 


CHEN ATTRIBUTED CONTROVERSIES ABOUT 
)S TO 
TION 


SHIH 
STOA 


OUST 
T 
NO DIVISION BETWEEN 


SHIH EXPLAINED 
E 
T CHEN. 


HE PLANS TO LEAD A MONTH-LONG 
L 


RE 


SOME SMALL ORGANIZATIONS HAVE COME OUT IN 
INCLUDING A LAWYERS GROUP AND THE DEMOCRATIC 
CHEN SUPPORTERS CHASED A 

"O 
OVER 
A NUMBER OF POLITICAL FIGURES FROM CHEN'S 


Column 4 Column 5 
AN 
AMP 


FORMER PRESIDENT LEE TENG-HUI 
TION 
N 

PRESIDENT CHEN 

AND LEE 


= CLOSE 

BUT SAID IT WAS UP TO CHEN TO DECIDE WHETHER TO STAY 
IN THE 

LEE STRONGLY CRITICIZED THE DPP FOR 

AN ATTACK 

THE CURRENT 


SHIH\'S CAMPAIGN APPEARS 
POSSESSED 


BUT FOR HIS CAMPAIGN TO BE 
HE WILL HAVE TO WIN VERY SUBSTANTIAL SUPPORT FROM 
GIVEN TOUGH 
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however recognized that the LRA has 


ask for forgiveness 
the Acholi traditional 
as an alternative form of justice is 


under the Rome Statute the 
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DEMOBILIZATION AND DISARMAMENT 


arms and 
location of landmines to a Cease-fire Monitoring 


two LRA two SPLA 
and one member of the 

attacks on the 

obstruction of the CMT ambushes 
restriction of movement of humanitarian 

and any attacks on civilians to include 

harassment rape 

the GOU will not deploy troops 


ICC INDICTEE KILLED 


Raska Lukwiya was reportedly killed on 


Lukwiya and a group of nine LRA rebels 


but two more were killed in 


the core LRA 


including brutalization of the population and 
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however told the 


another ICC indictee 


according to a press report. While he 
he reportedly was persuaded by 


the GOU accused the LRA of violating its 
a LRA unit 
abducting seven 


which mounted a 


the circumstances 
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we note that the provision of Core Group membership 


U.K. Norway 
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established a national consensus in 


a new municipal government 


if passed should lead to municipal elections 
anda 


claiming it allows for indefinite 


tax reform 
as well 
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with Jordanians of all 


the government may 


which must prove to the king it is 


in his private words a silver 


Bakhit can also count on the 


he 


and 
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including key interest rates. 


setting up and NPL data 
monitoring recovery efforts and introducing an 


Ministry of Finance (MOF) and 
which 


the first in May 2006 for 
and the second in June 2006 for employees 
over 
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to underwrite primary issues of 


purchase and repurchase agreements of government 


in the first 
to Treasury Bills in 


working through the Primary Dealers System has 
i.e. 
but the Capital Market Law requires that all over 
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and according to CBE Deputy Governor Tarek Am auditing 
Banque Misr and Banque du Caire has been 
KPMG International and 


Touche and Tohmatsu respectively 
i.e. Misr-International Bank; Egyptian-American Bank; 
on August 2 CBE and MOI announced a 


the bank\'s NPL portfolio 
using proceeds from 

GOE 

ranging from September to 
for completion of the sale. 


onan 
upon completion of the following benchmark 


onan 
upon completion of the following benchmarks 
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according to IMF NPLs declined from approximately 
provisioning also increased 


CBE Governor El Okdah 


the remaining NPLs held by public banks 


including sale 
and revenues from issuance of a third cellular phone 


supported by CBE\'s Arbitration Committee. 


according to CBE of the 46 percent of total 
27 percent were collected including 
8/14/2006 11:06 O6PARIS5480 


\"which were indeed useful.\" La Croix\'s editorial 


the resolution is 


and hence to 


Column 4 Column 5 
is 


Le Parisien reports 
Secretary 
and then thanked him personally 


Israel and Hezbollah. Interviewed in Sunday\'s Le 
too... We worked well 


and Lebanon\'s full 


FM 
after much talk Paris was able to bring about 
as in lraq we would be at an impasse with increased 


immediately after Lebanon. TF1 television said that 

giving Israel and Hezbollah the opportunity to continue 

Radio France Info announced this morning that the bombing 

local time as demanded by the resolution. 
Israel could respond.\" 

and is 

but will continue to fight 

but Hezbollah does not seem ready to disarm.\" 


La Croix says \"the temptation was great for reasons of 
to have recourse to a NATO force.\" The article ad 


Column 4 Column 5 
that a NATO force would \"appear too closely linked to the 


there will be no victor... Despite 
we must salute the international community and the 


who have been accused of 

acknowledged the role of the UN... even if a 

the (same) Ambitions Remain\" 

despite its 

and managed to pull the U.S. in its wake. Chirac\'s 


something 


conventional war methods may not be 


has a strike force which elicits legitimate concerns 


France and the U.S. play an 


the desolation (in Lebanon) is devastating... The residual 


Olmert took the political risk of one last 
the relative failure of Israel in 


Column 4 Column 5 
the 


if one remembers that Northern 


Hezbollah committed an act of war which Israel used as a 
thus \'punishing\' all of Lebanon. 


which orders the two adversaries to stop their 
but not defensive actions opens the door to numerous 


the initiative is strategically dangerous and most 


there are 
8/14/2006 11:07 O6DOHA1216 
and marketing. After efficiency employees are 


whereby policyholders and shareholders are differentiated. 


while policyholders own the businesses. QIIC 


Islamic banking 


Column 4 Column 5 
International Islamic and Qatar Islamic 

offer competitive services and increased business activities 
the two Islamic 


a percentage that has been relatively steady 


QIIB has increased activities 
IT services and customer services 
liabilities equities 


QIIB has interests in Syria and Pakistan 


however would not be international 
instead they will operate as independent Islamic 
QIIB intends to invest in two Islamic banks each opening 


the larger of the two Islamic 
has also remained competitive. It has 


QIB commands a large portion of the 
70% - 75% and a moderate portion of the 


15% - 20%. It has International interests 
North Africa and Europe. It plans to open an Islamic bank 


the company witnessed 33% growth as the economy 


Dubai Finance Center; a company with a USD 500 million 
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Pakistan Egypt 

to USD 116 million in 2004 to finally 

the two Islamic banking institutions in Qatar QIB 

were operating under similar conditions. Although returns 

returns on equity measuring 

were higher much higher 27% for QIB and 21% for 
QIIB 


the current 
imply that QIIB has more liquid assets 


than QIB a 27% current ratio 

indicating 

however reached 

2004 witnessed growth of all financial 
liabilities equities 


although banking and financial ratios implied moderate 

indicating that as increased business opportunities were 

thus 

indicating that both banks 

liquidity has risen and 

however reached $24 million in QIIB and 


a growth rate of 38% and 103% from the previous 
respectively. 


showing more 


Column 4 Column 5 
showing that 
and rose slightly 


and the profitability of 


however reached USD 

a growth rate of 

respectively. 

the Islamic insurance institution has also displayed 
indicating that QIIC\'s profitability and efficiency have 

financial ratios show 


grew by 76% 


grew by 118% 


Doha Bank and 
as 
the fourth largest insurance company all 


suggesting a certain 


these efforts have been achieved 


Column 4 


money as potential capital 
sanctity of contracts 
which act as a guide for 


but forbids 


thereby sharing business risks. 
money becomes actual capital once it is used for 


within the 
it is unwise to hoard large sums of money; it 


thereby committing both parties to terms that are 
all business activities must steer 


both parties share in profits of business 
while only capital provider incurs loss. Once 
the capital owner no longer gains or looses from 


Column 5 


prohibition of speculative 
and lawful activities. All 


while losses are divided based on equity participation 


Column 4 Column 5 


but 


combining the risk of many thereby reducing the 
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we will inform the 

\"you know what I\'m talking about right?\" In 

Niyazov added \"our doors are open.\" 


Turkmenistan would 


the government had requested that USG not expect a 
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THE 
ST 14. 
ED TO 

INCLUDING CHING\'S FAMILY. THE HONG KONG 


Column 4 Column 5 
THAT 


AND WAS IN THE PROCESS OF ORGANIZING A 


5 
BUT THAT THE CHINESE GOVERNMENT WOULD LEAVE OPEN THE 
\RY. 


THE INDEPENDENT HONG KONG DAILY \"MING 
=ONG -- 
2005 
EDULED 
JURT 
SULATED 
INCLUDING 
SPOKESPERSON FOR THE CHING 
TOLD \"MING PAO\" THAT HE HOPED 
JRITY 
WITH 


ROM 
BUT THAT EFFORTS BY ITS 
FED BY 
y 
MAVERICK LEGISLATOR LEUNG KWOK-HUNG \"LONG HAIR" 


DEMANDING CHING\'S EARLY RELEASE. 


EXECUTIVE SECRETARY OF THE HONG KONG 
THAT 


A 
WHICH IT WOULD HOLD IN CHATER 


AMILY 


CITY UNIVERSITY OF HONG KONG PROFESSOR 
TOLD US HE HAD HEARD 
JING HAD 


CHENG\'S SOURCES SPECULATED 
Y 
BUT THAT THE CHINESE 


Column 4 Column 5 
OR 


WOULD DEPEND ON CHING\'S ATTITUDE DURING HIS COURT 
OPINED CHENG. A GUILTY PLEA AND REMORSE WOULD 

\D 

S 
CHENG 

IG TO 


CHENG SAID THAT THE PRO-PRC 
IG HER 


MARY LAU MADE A VIDEO APPEAL TO 


WHO 

AL. ON 

THE HKJA THE FOREIGN CORRESPONDENTS CLUB AND 20 
SES AND 
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and the JLP will no doubt argue that: it is an 


perhaps the money was spent 


she is 
when 


would increase her chances of election. With CWC 

perhaps people 

s shortcomings thus undermining 
\"at least we are not the 
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including the President of the 
the Minister of Finance the Minister of 


Column 4 Column 5 
the Minister of Local Government the Commissioner 
and the Secretary General of the RPF. 


among other things carried a story comparing Kagame\'s 


which was confiscated by authorities in September 2005. 


but that Bizumuremyi failed to show (Note: this 


one particularly inflammatory issue 


\' 


it seems 
Umuvugizi published an open letter from 


and asked Kagame for protection. 


who take 

who has headed up the GOR\'s 
told Ambassador that 

cases must be initiated by the 


most of the individuals accused of misdeeds are GOR or 


Column 4 Column 5 


such as 
lightly. On the other hand 


another targeted by threats and smears.\' This 
Bizumuremyi is 


Bizumuremyi himself said that while previous RSF 


the language used by RSF was hyperbole. RSF\'s 
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in leading government-controlled daily Al-Ahram with 
\"Israel is 


at the same time it \"assembles 
000 soldiers for land attacks.\" Small circulation opposition 


\" and Al-Ahrar\'s \"Israel Refuses to End the War.\' 


Al-Akhbar and 
while independent dailies Al-Masry Al-Yom and Nahdet 


Column 4 Column 5 


both sides agreed that 
an Israeli 


he said that \"the U.S. accusations toward 


\"People have the 


\"The Iranian Foreign Minister listened to 


Minister 


some 


predicting it \"will 


a columnist 
in the same paper another columnist blamed 
Khayrallah Khayrallah a Lebanese journalist for \"Innahar\" 


will regularly contribute articles to Rose 


Mr. Khayrallah appeared on Egypt 


Column 4 
El Beit Beitak (Your Home) 


Column 5 


during which he spoke against any need for Hezbollah to 


8/14/2006 11:50 
8/14/2006 12:06 


the U.S. Consulate in Casablanca has been 
protests and rallies 

the largest demonstration in the city was on 
August 6 

marched to express their solidarity with 

the march ended nearer 


\" a widely read 


Executed by the Israelis.\" People waved 


Allah 


and supported by the Party of 


but it was also a call for support of Hizballah 
Nasrallah was hailed as 


most of whom wore headscarves 
\"We are all Hizballah 


a longtime local employee of 
\"Nasrallah use to be wild and out of control 
now it\'s the opposite. Nasrallah is 


O6THEHAGUE1773 
O6CASABLANCA947 


sometimes more than one 


when approximately 45 


we are all Hizballah.\" 


and children carrying 
we are all militants\" 


Column 4 Column 5 


Abdelilah Benkirane of 
delivered a speech in which he congratulated all the 


which called for 


during the demonstration that \"the American products that 


while others claimed the 


American 
one of the 
Proctor and Gamble contacted 


the U.S. and Israel were the main targets of 
march 
Le Matin 


however 


normally pro-regime was so Critical of the 


Column 4 Column 5 


activist anti-Islamist 
Initiative and 

said during a lunch on August 3 that \"Just as in 
where Israel is planting the seeds of terrorism so the 


and are focused on the situation. Another contact 
outspoken advocate for reform and Party of Progress 
pulled the Consul General aside 


a concern shared by others to whom we have spot is that 
\"extremists and 


in a very open and frank discussion longtime 


somewhat dramatically asserted that \"it 


far from Morocco on the western edge of the Arab world often 
several 


\" they 


and unconditionally supportive 

while openly encouraging their butcheries.\" \"How 

\" he continued \"when Hamas 
is being condemned by the entire West?\" 


Column 4 Column 5 
anti-American 


they simultaneously 


which support democratic 
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generally hold pro-American views and either 


and professors and intellectuals in 


the MPs stressed the USG should 


which he was told by another 


Hizballah would not have abducted Israel\'s soldiers 


democratic Iraq will help USG credibility and present 


however and is working to make certain the US does not 
don\'t let the US attack Iraq. Second if 
make sure the attack fails. Third if America 


do not let it install a stable government. 
if the US sets up a government ensure it is 


Column 4 Column 5 


but after US difficulties in Iraq he favors internal 


high 
and are resentful the government has not kept its 


and he 


and specifically through a 


still do not want to negotiate. 


which they view favorably for the USG perspective. With 
however the 
8/14/2006 12:11 O6ACCRA1855 
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and that decision 


the Rome 


she said 


S 


Israel would react quickly 


Livni 


the 


s other 


for example with the Palestinians Livni gave a 


8 referring to Israel s historically uneasy 


a very defensive and combative Livni responded 
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and possibly in future moves in the West Bank and would 


it had only reaped international criticism and had 
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the GON and Maoists 


the NC and the Communist Party of 


and the other SPA parties because the 


however lead 


Column 4 Column 5 
specifically separation of 
remains perhaps the 


the letters requested that the UN 


monitor the 
and supervise and monitor 


the Nepali authorities and journalists 
kidnappings 


while 


a nominal growth 
sapped by the Maoist insurgency and 
lacks sufficient 


Finance Minister Ram Sharan Mahat announced an ambitious 
which he said was 


a72 


but its industrial base has 


Column 4 Column 5 


the 


Tibetan and 


000 Bhutanese refugees have been living in 


including 
local integration or resettlement of Bhutanese 


a necessary step to lay the 


the closed Hindu Kingdom of Nepal opened to the 
the USG sent our first 


with the United States consistently one of 
economic 


prioritizing health programs agriculture and 
and other social sector assistance with 
the rate of child (under five) 


USAID stepped up assiatance 


Column 4 Column 5 


has created new opportunities 


a multi-sectoral approach which aligns projects 
restore the rural economy 
and prevent the now-contained 


this 


empowering GON institutions to rule well 
and provide the social services that the 


including the core USAID 
new activities by the Office of Transition 
and a regional Office of Foreign Disaster 


B) strengthen governance and protect 

and C) build capacity of critical institutions. 
including components to support the 

offer workforce training for unemployed youth 
mitigate conflict and 


protect the livelihoods of the poor 


and reduce the transmission and impact of 


USAID 


including the agencies and local networks that 
health and nutrition; maternal care; 


Column 4 Column 5 
USAID hosts a 


over the past year alone 
the Pakistan earthquake and even 


including Rep. Fred Upton and 
Rep. Brian Baird 


Rep. Ander Crenshaw and 
Rep. Wayne Gilchrist and their staffs 
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but also says the resolution 


but is wary that 


with 


often front-page pictures. 


‘“ACE\" 


government-owned daily \"Oman\" 
000) commented on the prospect of \"Light at the 


Column 4 Column 5 


neglecting the international community\'s strong 


\"Will a Ceasefire Succeed in Lebanon?\": 


the issue of 
and Israel\'s immediate withdrawal from south 


they support the Lebanese 


circulation 
000) analyzed how the implementation of Resolution 1701 could 


who claimed that the resolution demands Hezbollah\'s 
disregarding that Hezbollah is a vital element in 


committed on 


Column 4 Column 5 
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private sector development and science and 


and promised a counter-proposal by the end of 


advisor to NDP Policies Committee Chair and 
NDP Policies 


Minister of Social Solidarity. 


NEA Senior Advisor King 
and USAID Office of Middle Eastern Affairs Director 
in a discussion with the GOE on reshaping the 


which included Minister of Social Solidarity Ali 


Minister of Higher Education Hani Hilal Minister 
and senior staff from the 
Trade and Industry Foreign Affairs 


and Planning and Local Development. 


the U.S. had proposed for this round of 


proposed by the GOE and agreed to by the USG in 
human 


Column 4 Column 5 


\"\"items \" and 


calling the U.S. draft MOU 


targeting 


\" Aboulnaga expressed \"shock\" at 


stressing that benchmarks for cash 


highlighting 


the U.S. wishes 


leaving the GOE to decide which 
subject 


\"the Ambassador said the USG had 


as it was the GOE 


Column 4 
subject only to USG agreement to fund the 
by explicitly 


the MOU would place full responsibility for 


but should instead be based on 


the GOE 
while 


the GOE did not insist on excluding 


with further disbursements contingent 


but Congress is loathe to 


human development 
and science and technology) 
and details on the timing of cash 


as the U.S. Congress 
would look for concrete 


Mallory and McCloud 


Column 5 


private sector 
but would also 


which has final approval 


accompanied by emboffs 


Column 4 Column 5 
editor-in-chief of Al Anram\'s \"Democracy Review\" and 


but that does not mean any change will 
as they will still maintain control ... this is 


but 


she suggested limiting and 


the priority should be 
civil society 
she also stressed the 


Ali Elmoselhy Minister of Social 
discussed the role of NGOs in Egyptian society 
\" which governs NGOs including 


so the GOE must actively intervene to ensure 
and Egypt lacked a 


which 
and to work together on revising 


a close advisor to Gamal Mubarak meber of the NDP 
and professr of political science at 


\"ou don\'t want to get into 
\" he noted 


\" would come up against 
\" and could become \"yet another irriant in the 


Column 4 Column 5 


\"it would be much less senitive to 


rather than setting 


nchmarks in the draft MOU were rawn 
s ampaign 


s 
as Kamal 


but they would have to pass the &smell test8 
more tighty-held 


s ability 
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specifically of members of the March 14 movemen 


Ja\'ja\' is not confident of gaining Speaker Berri\'s 


including PM Siniora and Saad Hariri Ja\'ja\' stopped 


his preferred beverage 
but as a 


Hizballah is in a \"good 


Ja\'ja\' urged that 


since 


Column 4 Column 5 
philosophical depth.\" He believes that 


even if it moves north of the Litani will use the 
refuel and replenish its 
Ja\'ja\' argued but PM 


it will no longer have a raison d\'etre.\" Ja\'ja\' 


Ja\ja\' 


Trad 
need to be \"squeezed\" in order 


Ja\'ja\' said that several March 14 members -- 
Nayla Mouawad Joseph Sarkis 
Pierre Gemayel and Ghazi Aridi -- 


which calls on SYG Annan to present proposals for 


Ja\'ja\' said that these UN 


called for in OP17. End comment). He asked 


and should get the GOL to present a \"week-by-week 


stressing that without a GOL plan for full 
he will not be prepared to deploy a 


the Shebaa Farms issue should be linked 
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the 


THEN LAHOUD 


Nabih Berri is still 
at least as long as Hizballah is 
and so will not be able to lend his critical support 


and only then would Berri 


a friend of Berri\'s and a member of 
could prove a compromise candidate to 


and suggested that UNIFIL erect control points along 


particularly at ports and airports 


since the GOL could only take control of the 
which it 


Column 4 
Ja\'ja\' 


specifically against leaders from the March 


an editorial in an August 14 Hizballah-aligned 
Marwan 


Column 5 


and Pierre Gemayel as traitors and members of the 


and specifically 
to press the GOL to come up with a plan for the 
this disarmament should not 


it will be a 


as Ja\'ja\' suggests. 


8/14/2006 12:36 
hoping that ULFA would 


given concerns about the 


the 
with cooperation from Bhutanese government 
\"The 


O6CALCUTTA349 


Column 4 Column 5 
protigi of ULFA \"Commander 
according to GOI sources 


is in 
Bangladesh. Media also reported Maoist rebels 


the Peoples Consultative Group (PCG). 
indications that ULFA is again setting up bases in 


only a 
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he 


depend primarily on the final resolution as 
and the mandate of the 


8/14/2006 12:42 


up 


O6AMMAN6179 
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including on 


where calls to downgrade ties with Israel were 


leading some in the establishment to worry that 


8/14/2006 12:42 O6DAMASCUS3969 


which 


which has long succeeded 
is 


saying \"Syria 
who have rejected surrender to 

Editor-in-chief of 

maintained that \"the importance of 


when solidarity was at its lowest and Israel and the US 


which supports Lebanese reconciliation 


Column 4 Column 5 


head of the Cairo Office of the German 


the minister underlined the 
in general and 
its role in revealing the truth about the crimes 


Windfuhr condemned the 


\"he added. \"Israel has not learned the lessons of its 
or of the experiences of other 


\" the journalist said. 


8/14) 


8/14) 


Tyre and southern villages. 
8/14) 


8/14) 


8/14) 


8/14) 


head of 
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8/14) 


8/14) 


Chief Editor of government-owned Al- 
wrote (8/14): \"There are attempts at the United Nations 


the birth pangs of which were 


an editorialist in government-owned Al-Thawra 
reconsider their positions and 
Arabs need to reassess their position the 


and the size of their capabilities 


the steadfastness of its people and the 


Column 4 Column 5 


aggression and 


Mr. President\" 


an op-ed writer in government-owned Al- 
said (8/14): \"President Bush should be ashamed of himself 


destruction and displacement associated with it 
do we still need more analyses theorizing 
Palestine and Iraq 


a commentator in government-owned Al- 

wrote (8/14): \"Bush said that containing the situation 
in light of the qualitative and quantitative 

warrants the dispatch of 


and to contain its operations and its ability 


and has perhaps already begun to dispatch 


and their size equipment 


Column 4 Column 5 


for it defies all weapons. The resistance is not a 


because 


what is the purpose of sending additional US 
they are there to 


or at least send a message of military 


the United 


the dispatch of additional US forces to the region 
is not to work in lraq but 
which 


Israel will launch an enormous 
one that will be commensurate with the 
in 


such an operation will initially be commensurate with 


namely eliminating Hizbollah and 
8/14/2006 12:46 O6BAKU1202 
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Olmert 


Column 4 Column 5 
as long as it could 


CODEL Miller and CODEL Royce met with 


and condemning Syria and Iran for their 


and not just a fight with Hizballah 


he said that Iran would have 


rather than exposing it now. 


rather than merely \"giving it lip service\" and allowing 


and not Hizballah fighters had fired the 


Russian-made anti-tank guided 


Column 4 Column 5 


Olmert commented that even without nuclear miss 


500 Hizballah rockets had landed inside 
causing over one billion USD in 


scheduled for September 
might be delayed due to the mass evacuations from northern 


who again declared 


Hizballah considers 


\"I've been talking with President Bush and Vice 


ONE WAY OR ANOTHER 


but that those conditions must 


but stressed that the Lebanese Army would 


but if a political solution took much 


and encouraged him to make public 


Column 4 


Column 5 
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as various 
Sudan Social 


but has now itself become 


Column 4 Column 5 


Mudawi 
and led to Abdulwahid\'s June 8 public criticism of 


much to the displeasure of 


or another leader who would support the DPA Eritrea 
or in Eritrea Mudawi 
but 


Mudawi argued. The agreement was 
but by a small group 


he charged. Even those people who 
and 


not from the 


Mudawi believed which is why the Darfur-Darfur 


not Just Greater Capacity 


the current AU 
not militarily but 


and 

it was actually just reacting to political 
by 

the 


or as the 
Mudawi 


Column 4 Column 5 


but on starting the DDDC 
not an event \"he 


and allow a reintegration of the people of Darfur 


too by including all factions in the 


and had only polarized Darfur 
Mudawi charged; Minawi\'s appointment as Senior 


\"he observed. But things could still get worse. 


the Arabs would instead join the NRF 


but if these 

the humanitarian crisis would be worse 
not in two 

\" Mudawi said. 


observers of the crisis in Darfur. He 


he does plan to attend a Darfur conference at 


but he may be wrong about an Arab-NRF alliance. We 


8/14/2006 12:58 O6DUSHANBE1557 
the military response was 


no major army\" to counter 


compared to figures of just 


Column 4 


and Israel also 


\" he noted 


positive or negative 


Column 5 


but 


even German public opinion is against the Israeli actions 


\" he said. 


it 


\" for its skill and 
he said 


would look for 
including back to the countries of 


so his sharp remarks about Israel 
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see reftel B 


that Saudis learn the reality of the 
he was encouraged that 


\"but now it seems it was all a myth. Anyone 


06JEDDAH540 


C 
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the authorities believe that a 


the new airport design has 


ECT 


as dictated 
cited above and 


approximately 50 


Al-Turki revealed that 


with which it 
to capture a substantial portion of the downstream 


Column 4 Column 5 


ANS 


a royal decree had dictated that west coast 


could not undertake all of the construction projects 
and he noted that ARAMCO could not implement 


one member observed that the 
offering inexpensive food in American 
are classed as a \"fine dining experience\" in Jedd: 


AISING 


they forecast starting as 

there was no follow up and 

and virtually nothing has 

the JCCI and the Saudi government view franchises as a 


requiring about $150 000 initial 


are very attractive and 


Column 4 Column 5 


Al-Turki noted 
approximately 15-20% of the membership is 
even though it is still fairly difficult 


Naswa Abdulhadi 
sat at the Chairman\'s right hand throughout the 


since 


Al-Turki said he expected to sign 


MEN 


al-Turki said that the increasing 


for which one may read Iran was a 


Column 4 Column 5 


referring to his own studies in America 


000 student visas in the past year. He explained the 
in cooperation with 
to ensure that the new group of 


once they 
they found the United States as 
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you will visit both the Port of 

where you will tour the container scanning 

and Schiphol 

where you will tour the baggage screening facility. 


Column 4 Column 5 
000 acres. 


it would 


but the majority of shipments 


iron ore coal 
oil products and liquid chemicals together 


in part to retain its competitive advantage in 
Rotterdam 


designed to enhance the 


a team of Customs and Border Protection 


at the mouth of 


which would permit clearance without 


in partnership 


designed to prevent illicit shipment of 


Europe\'s third largest air cargo hub 


Column 4 Column 5 
has also 


four CBP 


IAP officers have made 


or identification of high risk passengers. 


at the beginning of its fourth and final year in 
when the Social Liberal (D66) party 


the smallest of 
withdrew its support. 


which began on August 1 and may possibly 


designed to increase labor market 
restructure the social welfare system 
and foster greater market 


Column 4 

and near-stagnant growth rates 
cost the Balkenende government 
recent economic estimates show 


Column 5 


begun with difficult 
has been 


the Labor (PvdA) party the 
held a comfortable lead over the 


polls 
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suggesting that 


suggesting that attention on the militias is 
and expresses growing fear that their democratic 


particularly in Baghdad. He is 


and is promoting an unofficial 
the Iraqi Islamic Party and SCIRI to 
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is writing its own rules and 
such as an 


or his senior leaders 
Deputy 


IIP leader and 
and SCIRI leader and Vice 


Tariq al Hashemi reported that 


they have not yet 
namely because they are looking in 


he said it 


he tried 
but he 


the Ambassador received three Shia 


Dr. Haider Abbadi (Dawa) and Hadi Al 


Column 4 Column 5 
and many detailed discussions should occur. 


they 
but a feeling among the marja\'iya and the 


but found it dangerous. The Shia fear that tens of 


which has unfortunately been 
this has now placed Shia and 
and the Sunni leadership has not tried to 


and now that there is so much talk about 


and the Shia control Rasafa (west and 
which Abbadi rejected. Baghdad 


but cannot do so until the level of 


he argued that more 


when people questioned the 


he insisted the 


but that 


but 


Column 4 


but force must also be used; he referred to 


and mixed committees where the populations 


not just in 
such as in Karbala 
Najaf 


which could 


and noted that there could be 
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an 


and criticized the Bush 


wrote the 


000): 


and our 


annulling 


the Emiraiti head of the Cultural Agency and 


Column 5 


and Samarra. They need encouragement in the 


O6ABUDHABI3297 


Column 4 Column 5 
wrote the following in his weekly editorial in the 
000): 


so today [Mr. President] has your failure at 


as you apply it to 


Mr. 
new Fascists are appearing in our era but they are not 


impose their alleged democracies by 
and cultivate strife and sectarian violence among r 


women 
and instill fear among civilians 


000) published the following in a lead editorial: 


the heat will shift to the Zionist entity that has yet to 
political economic 
Israel with its U.S. partner 


as reflected in its support and efforts to delay peace... 

thereby preventing them from 

and 

its sovereignty or its independence 


now that they have been aborted by the Lebanese 
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\"we want the 


he condemned his \"brothers\" for the low 
but commended his \"sisters\" for their higher 


... The heat must 


Column 4 


and there were no signs of overt 


calls for protest or police interference. 


2004 


2004 
the Bank of England froze MIRA\'s 


who was 


2004.\" Subsequently 


2005 terrorist 


the British government shut down the MIRA 


radio station 
MIRA\'s public face diminished. 


since the beginning of the Lebanon crisis 


has reclaimed its voice 
albeit 

and it has 

\"Al-Islah 

the 


and called for increased 


he stated 
\" and noted that the protesters were 


as he planned to utilize the 


it appears 


Column 5 


al-Faqih was 


under 


on July 15 


and satellite television channel 


MIRA 


\"the state was 
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the timing 


he 

one of the vital pillars of the 

by calling for demonstrations 

he is attempting to utilize the second pillar of 

the religious population to undermine 


which rests largely on tribal and religious 


who has repeatedly demonstrated his 
although his ultimate effectiveness is open to 
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it might prove hard to fulfill the commitment\" of 
000 troops Rotinen said. She agreed that much hard work 


both in carefully crafting the terms of reference 


the GOF will support a strong 


and Rotinen confirmed that the GOF is preparing 


our early 
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but ends by stressing the importance of 


President Mubarak in an interview with 
complained about shortcomings in the 


Column 4 Column 5 


which fell 
| believe that we should all engage positively with 


and indeed the 
away from the brink of the abyss. The 


or join other unimplemented resolutions. It is 
in the 
that an immediate change on the 


and it 


and to assist the Government of Lebanon 
which is key to 
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and put Iran\'s nuclear 


Column 4 Column 5 


after delivering a hard-line speech on August 
her former colleagues in the Labor Party had asked her how 


but that reality had moved around her. 


she said 
but they don\'t let 


NOT TERRITORY 


but only 

but ideology 

if not 

domination. MK Yuval Steinitz (Likud) said that 

but for use against Israel. Furthermore he 


and he expects their next target to be Christian 


and instead prefer to 


Itzik said 


the GOI has made Hamas believe that Abbas is 
weak. Itzik said that moderate Arab regimes in 


Column 4 
Tunisia 


Column 5 
and they have a 


and Qatar need Hizballah to be defeated as 
and 


but rhetorically asked when 
if anything 


the IDF had acted 


the \"body \" but had not yet finished the job 


but said that the GOI needs USG support for more time to 


as the military campaign was creating as many enemies 


and that the GOI had no choice but to defend 


and emphasized the 


Column 4 Column 5 
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should 


pending the Sultan\'s and Cabinet\'s 


there would not be an 


in expressing the USG\'s commitment 


2007 inquired 


Column 4 Column 5 


and is working on finalizing updates to its 


Maqbul expressed frustration in working 


Maqbul commented that his Ministry had 
which 


along with a copy 


rather than working through WIPO. Both 


Magqpbul noted that they would hold 


since he will already be in 


in consultation with 
was 


Chicago Houston 


the Ambassador stressed the 


the Ambassador endeavored to 


Column 4 


Column 5 
Ismaily expressed interest in 
with the 
Embassy requests that USTR either 
identify dates when the appropriate Omani 
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a graduate of Georgetown University 
and a close contact of the U.S. 


arguing to the SLMM that 


\" according to 


SLMM chief Ulf 


Column 4 Column 5 


on the western coast 


the LTTE launched boats against Sri Lanka Navy 


attempting to land cadres who could presumably launch 


but that ground fighting 


the Sri Lanka Air 


midway between Elephant Pass 


a local BBC 

Gajen Ponnombalam told pol FSN 
however claimed 
Muttur 


and 
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Australian and 


which also serves as the commercial 


despite military assurances to the contrary and 
UNHCR UNDP 
Danish Demining Group and other agencies 


Australian Craig 
and three US-funded HALO Trust employees (two 
one Kosovar-Albanian) have requested embassy 


Column 4 Column 5 


8/14/2006 13:41 O6RIYADH6473 
the first of its kind in Riyadh had an audience 


a paper on the movies by 


the National Society for Human Rights the 
announced plans to produce 


children\'s rights basic human rights and 
in addition to the Palestinian crisis lraq 
including the 


King Abdullah sent a letter to 
which commented on 


Gholan Ali Haddad Adel spoke by 

specifically 
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\"an Iranian car powered by a 1.8 
500 each. 


the Standing Committee on International Affairs and 


which at present 


the two countries signed a protocol to clarify 


the leadership of the Belarusian Party of Communists 


the CPB re-registered several BPC 


no more than seven BPC members participated in the 


convicted election observers Nikolay Astreyko and 


as well as two others Aleksandr Shalayko 
were convicted of running an unregistered 


respectively in a minimum security correctional institution. 


but were convicted under Article 193.1. 
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opposition United Civic Party leader (UCP) Anatoly 


an opposition youth 


they did not succeed in meeting 


police in the western region of Brest reported the 


authorities completed 13 criminal cases 


five hunger strikers in Brest ended their fast as a 


she was admitted to the first medical unit of the Brest 
which describes her condition as grave. 


000 to USD 27 000. Nine persons continue 


Column 4 Column 5 


the Minsk City Association of Entrepreneurs and 


the Belarusian State Food Industry Concern 


fixed expenditures totaled USD 25 million with 


sugar refineries and 


the Belarusian Steel Works (BMZ) in Zhlobin reported a 
280 100 tons between January and July 


Belarusian Minister of Architecture and Construction 
low-price housing defined 
accounts for 30 to 35 


and a shortage of \"elite 


the standardization of home design specifications 


Column 4 
and new presidential edicts ostensibly intended 


President Lukashenko lamented: 


fora 


nor the governors 


8/14/2006 13:50 
8/14/2006 13:54 


the FM clearly 
corruption 
with the degree of 


would likely result in increased 


however 


visit: 
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Column 5 


nor peasants have learned 


O6KUWAIT3293 
O6KUWAIT3294 


transparency 


as the Amir and other senior 


O6BAGHDAD2958 
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currently in its second reading 


but 


since physical import capacity is 


to discuss cooperative activities 


Shahristani said that Jordanian tankers 
since there 


because these personnel 


and that the Ministry was seeking more information 


Column 4 Column 5 


despite being persistently inaccessible to both U.S. 


we note that he is often insufficiently 


and his assertion that contracting 


for example projects such as the al-Nahrain 
8/14/2006 13:58 O6KINSHASA1277 
as well 


Oscar Kashala Nzanga 


Column 4 


and Joseph Olenghankoy. (Comment: Perhaps not 
these four candidates are doing better in the 
who 


Column 5 


and national and international election observers. The 


voters being bribed and the 


CIAT MONUC and public authorities will alone 


so likely will this one. Initial voting results 


and 


as other Congolese groups -- 


these candidates only look all the more like sore 


8/14/2006 13:59 O6SAOPAULO887 
B). Weekend leave was cancelled for all 


and were 


where store owners hoped for a surge 


Column 4 Column 5 
a police station and Brazil's Bar Association 

August 12. The police did 

but stated that the 


police killed two men in a shootout and afterwards 


police arrested at least 32 
and killed four in 


August 12 a television reporter and 


Rede Globo were kidnapped from a bakery near the 


with a DVD containing a recorded message from 


which Rede Globo began broadcasting early 
was made by a self-proclaimed PCC member who 


August 14 after being held for 40 hours. 


Rede Globo executives said they 


given the circumstances and the short deadline set by the 


so much so that a 


wherein a person is held captive at gunpoint usually in 


Column 4 Column 5 
are no longer considered 


but 


\"in which he likened the current climate 
judges politicians and now journalists 


\" one of 
Cesar Augusto Roriz da Silva 
was killed by another inmate in the maximum 


aka Geleiao are considered to 


\" and had a grand plan of uniting with the Rio-based Red 
\" and the 


Marcos Wilians Herbas Camacho known as 
consolidated power and focused the organization on criminal 


and they in turn formed a new 
or TCC. PCC and TCC 


and assassinations have been stepped-up in recent months as 


August 13 with a wooden knife wielded by another inmate 


FOR NOW 
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President Lula and Sao Paulo Governor Claudio 


August 11 regarding the 
Lula told the governor that 10 000 troops of the 
the two 


and the governor told reporters after the meeting that 


the Army will help train agents of the 
which has 


on Friday 


it was reported that as a result of the meeting 
the Army may provide 


20 
the PCC and its 


even members of Lembo\'s own political party and its chief 


and the 


together with its 


the discovery 
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cigarettes and unlicensed transport businesses. Sao Paulo\'s 
and the 


8/14/2006 14:00 O6BRUSSELS2788 
the doctor\'s property in Lebanon suffered extensive 


the newspaper responsible for the original report 


the Universal Competence 
long-term 


and refugees to seek damages resulting from 


including but not limited 


possibly 


this fear rested on information the Israeli 
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the Israeli embassy had recommended the issuance of a 
high level protest from the Israeli MFA 


the Israelis hope the Belgians will be 


the Belgian Prime Minister\'s 


including the 


8/14/2006 14:00 O6TELAVIV3199 


Peres refused to comment on his 


Israel did not launch an offensive attack 
responding to defend itself only after the 


and said \"| can assure you 


just one day after the EU\'s 


strongly suggests Iran is using Hizballah to divert 


Column 4 Column 5 


the \"enchantment of Lebanon by the 
\" and the destabilization of 


Hamas Syria and Iran) and is acting in 
as described by Peres are 

ensuring national defense and building 

the GOI was 


not military. Alluding to the 
Peres said that the goal for the Israeli 


Peres called for building 


Peres 


000 


Column 4 Column 5 
while Hizballah numbers only around 6 000 
Peres said Hizballah\'s dedication makes it a 

500 


\" but Israel has killed 400 of them in the last 
bringing the total Hizballah 


600. When asked about the 
Peres said that he 


\" Peres questioned whether sending more than 


fundamentalist Sunnis and moderate 


Column 4 


Column 5 
8/14/2006 14:03 O6JEDDAH541 
because of its 
in some 
rather than Americans generally but they 


and the company is confident 


the salary and incentives 


failing to solve visa problems that 


the salary grade at which 


or at least insufficiently 


Column 4 


to the importance of maintenance in the long-term 
such as warships. 


Column 5 


with the result 


causing a 
he 


could impair the reliability of the system and 


one of which was seriously damaged in a grounding 
and in all 


unfit to return to service. In his 


the diminished reputation of the French defense 
is not 


confirming a conversation the Ambassador had the 


but does little more than 


attracting the brightest students and post 
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business and political sectors. 


who was equally receptive to the idea of 
see septel. 


he recommended the Consulate General 
set up 


on the basis of many unhappy personal 
that American manufacturers should make a 


since Saudi agents could not be relied upon to 
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headlines in 
responded to the ceasefire 


and Egypt\'s assistance to 


\"Tel Aviv 

\"Victory for Hezbollah\" (Al-Ahrar) \"The 
and \"Huge Losses for Israel\" (Al-Masry 

these pronouncements were supported by 


and fatigued Israeli soldiers. Headlines 
\"Israel\'s defeat\" and inability to \"provide 


and \"an Israeli 
while 


Motaki stressing \"Egypt and Iran agree ona 
and \"ties with Tehran are stable... we share 


as well as government-controlled Rose Al-Youssef showed a 
pro-Hezbollah opinions and in 
writers predicted a new era of \"Arab 


\"Hezbollah\'s 
\"President Bush 
and \"this is a \'Nazi American\' war 


Al-Masry Al-Yom argued in favor of 


two columns in Rose Al-Youssef 


Column 4 


\"partiality 
hate and 


a Lebanese Lawyer and writer who 


he also acknowledged Hezbollah\'s role in 
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reminding all that the 


and said that any 


the Committee recommended 


a group of 

the High Media 

the Truth and Reconciliation Commission 
and 

is chaired by the 


through its moral authority 


with the goals of restoring an 


Column 5 


flagrant bias 


O6KINSHASA1278 


the 
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the International Committee of Wise Men repeat our 


2006. These historic elections took place with calm 


itis 
continue to respect the different measures in 


notably concerning the proclamation of 


the announcement of results by the 


2006 at the end of the centralization and 
000 polling 


the International Committee of 


the International 


which is organizing for the 


if verifiable acts of fraud are known the 
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to do so through the competent 


notably the Independent Electoral Commission. 


in 


not to do anything of a nature to mislead the 


to all civil 
and finally to all citizens of the 


8/14/2006 14:09 O6BRASILIA1666 
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Regional Conflict 


500 approximately 1 


although suffering from years of low occupancy rates 


Column 4 Column 5 

most recently yet another round of tourist group 
responded to the arrival of Israeli Arabs by 

in some cases by as much as 50 percent. 


shops and hotels in recent weeks 


according to Hazboun. In addition unlike with 
restaurants serving Israeli Arabs were not 


stated that handicraft vendors and tourist shops 
have 


local 

asa 

had succeeded in creating a hospitable environment for 
in the past 

350-400 yellow-plated (Israeli) vehicles had entered 


the Bethlehem governorate 
but no serious 


based on a quick survey of hotels earlier on Augus 


however are 
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8/14/2006 14:20 O6NOUAKCHOTT993 
\" has quickly established itself as 
bringing together four 


the 


the group is concerned about the 


\" which 


the CFDC\'s future is far from certain as 


and some parties (such as the \"Mauritanian Party 


wealthiest and best organized political parties 


however many believe such an arrangement would 
with the two parties privately supporting 


and perhaps still are 


Column 4 


the public could label them a 
and the CFDC would also 


\"\"Union for Force and 
\"\"Popular Progressive Alliance (APP) 


however 


but not run a 


and while he has not publicly 
he has privately said that he will 


including close friends and relatives of 


the Special Representative of 
has also been 


Column 5 


\" and 


many others are 


Column 4 Column 5 
though he is 

who has spent most of 

is seen as honest and 

but also as an outsider. 


a retired colonel and 
is seen as a viable 


Mahmoud is seen as an acceptable 


Boulkheir would 


a former coup 
would be highly controversial (and likely 
some of whom he 
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has claimed that the SAG\'s reaction to the Lebanon 


it alleges the existence of a split 

and Crown Prince 

Interior Minister Prince Naif and the rest of the 
on the other. King Abdullah\'s 


while not taking a specific stance on Hizballah (Ref 


Ref B Ref C 
Prince 
and Prince Salman the Governor of Riyadh 


when it was perceived that 
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along with an 

ELN 

particularly Narino and Choco worked 
8/14/2006 14:52 O6ANKARA4729 
he 

per Bilman as soon as the 
bizonal 

according to Bilman listed nine 


similar to what they had presented at 
however. The 


Bilman claimed resulted from GC insistence that 
he stressed was not the deal. 
Bilman said the TCs (and Turks) 


who put to good use creative 
and even like Gambari during 


Column 4 Column 5 
Bilman characterized Moller as pushing the 


Bilman stated but the GC attitude 

for their part had proposed examining 
Bilman 
\"he 


Bilman explained the 


Bilman reiterated was to 
practical issues on the island; not 


the suspect escaped to the north and 


Bilman 

on which the GCs decline to engage. Instead they 
which Bilman described as 

be discussed as part of 
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per 
is on vacation until the end of August. The Turks 


if they can\'t even get the technical talks up and 
this is going nowhere fast. We need to find another 


8/14/2006 15:00 


O6CAIRO5031 
8/14/2006 15:00 O6KUWAIT3295 
\" but said from the Kuwaiti perspective there were 


and once Hizballah was forced out of the south the 


and neighboring countries needed to cease 
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\"We have 


whom the FM described as a \"low level operative \" 


the GOK remained 


but passage of UNSCR 


Lebanon or some other place. 
but given its influence in Iraq Iran 


he sensed lran felt it had a lot of options. 


the 


visit: 
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it was a \"testimony of the 


Dr. Omar Haroun 
but that the DPA 


thus all parties signatories 
must work together to construct a 


newly-named Senior Assistant to the President and Chair of 
represented the Sudanese 
though he acknowledged he was now part of 


the 


and development in Darfur. A comprehensive plan was 


that for the DPA to 
and that he was willing to help facilitate 


as of yet. 
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columnist of business-financial \"Ambito Financierc \" 
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which was held yesterday in Buenos Aries. It was 


the US Commercial representative 


Everett Eissenstat who had been present in a 
did not attend either. 


no one expected USG officials to attend 


Tom Shannon had already regretted two weeks ago 


among them Michael 
who will fill a high-ranking position along with new US 


\' in reference to Argentina\'s 


regardless of some 


columnist of daily-of-record \"La Nacion\'s\" \"Economy 
writes (08/11) \"The Kirchner 


but it 


but they also maintained that Argentina 


like Chile 
Colombia or Uruguay where FTAs are already in force or are 


Column 4 Column 5 
businessmen believe that Kirchner\'s 


and they 


Washington-based correspondent for leading \"Cle\" 


following 


US President George W. Bush said \'The recent 


with opinion surveys indicating that only 31% of Americans 
even a failed 


Washington-based correspondent for 
\" writes (08/11) \"Yesterday morning only 


all US airports were declared on maximum state of alert and 


the White 


in lraq and Afghanistan are 


who writes (08/11) \"Brigitte Gabriel is a risky Lebanese 


Column 4 Column 5 
Brigitte Gabriel mentioned in detail 
February 22 


with a severe tone that they were not 


she sadly evoked the Lebanon of her childhood before the 
which claimed to also clean the country of Christians... 


who attacked Israel 
\ will be defeated for 


international editor of leading \"Clarin \" 

Israeli Arab deputy who says (80/11) 
Barrake says \'This is a war of the US and 

it is part of their policies for the entire region. Both the 


Israel ends up acting not in 


the Vazquez administration will have to decide whether it 
just like Chile Peru or Bolivia. 
the two largest members of the bloc would let Uruguay 


dairy products and software - but leaving aside any reference 
services communication and IPR. In the 


the deal will not be 


according to US case law the Bush administration only 


the first program is being dismantled by the USG 
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as those 
and those that are being 


columnist of business-financial center-right 
\"comments (08/11) \"Former President Luis Maria Sanguinetti 


former Uruguayan President Jorge Batlle said that the 


although historic opponents to the FTA are within the 
in addition to \'anti-imperialistic\’ reasons. 
economist from Deloitte it is quite 


and its trade suffers frequent interruptions.\" 


the Tucuman government said that it will ask the Foreign 


000 families who live on said 


000 farmers in Tucuman who account for some 
mainly to the US for some 8 
economic columnist of leading \"Clarin \" writes an 


Nestor Kirchner again confronted 
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Earl Wayne although this 


English-language \"Buenos Aires Herald\" 

following months of international surveillance ofa 
is a frightening prospect and an extremely disturbing 
even while there is still much missing in the way of 

in his 

\' might have its reasons 


least of all to its educated 


which can be attributed in 


everybody becomes a suspect nobody is completely safe. 
from whatever political side it is 

so damaging to society because it is an element of 
visit our 
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\" and not just sit-in participants. 


the refugee 
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according to Van der Klaauw: a 


the 1400 case backlog 


and the lack of staff for the Rabat office. 


and a 
Mali and Senegal 


500 have 
and 900 are left to be 


or 18 percent. Van der Klaauw said that in 
UNHCR receives approximately 500 
for which the acceptance rate is higher 


they are given refugee 


according to Van der 

are victims of sexual violence either from incidents 

or from the trip (approximately seven months) 
unfortunately there is a lack of 
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they are still victims who require 


i.e. prior to Van der Klaauw\'s 
he said that 15-20 cases 


aged women and children. The UNHCR has 


although it cannot afford to 


which cost 7000 dirhams (approximately USD 750). 


according to Van der Klaauw. He explained that 
e.g. 


\" because it cannot 


18 percent it estimates approximately 500 new 
according to Van der Klaauw. He affirmed 


\" or a parastatal composed of specially 


and law enforcement officers. Van der 
however recognized challenges in engaging the GOM. 


which indicated to him that \"things are 
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\" and that a strategy was being worked on. Van der 


trafficking and 


entitled \"Addressing 
\" which 
this document 


the UNHCR prepared an interim agreement and 


meant to lead to permanent status but the 


but said their scope is limited to 


such as skills training that 


such as community service to 


\" during which it allegedly handed out papers \"left 
\" according to Van der Klaauw. End Note.) 
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but that it is not operational. The Laayoune 


Van der Klaauw recognized that UNHCR had 


on the other hand he noted that the 


E F). 


Rabat is often 


either supporting 
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an obviously well-rested 


when polls 
only a few seats 
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he said vindicated the government\'s tough 


Ambassador Arnall thanked 


but stressed that implementation on the ground 


but argued that taking on a new military role 

he 

are currently deployed in Africa the Balkans 
and Afghanistan. Adding a new mission during an 


Balkenende added that the anticipated deployment 


that the GONL remained deeply concerned by Chavez\' 


they had no interest in needlessly provoking a 
Balkenende 


Column 4 


Column 5 
but cautioned that it could become 
he noted understood that the JSF was \"the best 
\" Balkenende worried that in the 


more extreme elements would 


(GING: 


as 


he had personally promoted a 


these events appear to have 


but Balkenende appears not only up to the 
but positively eager to at last have an 
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8/14/2006 15:48 O6BEIRUT2615 
Hizballah while likely to suspend (at 
may lick its 


despite the cessation of hostilities 


Hizballah fires rockets into Tel 
Israel destroys Lebanon\'s power plants or hits GOL 
etc.). Even lower-level fighting would make 


upon 

triggers the Israeli withdrawal from Lebanon. 

we would guess is exactly what Hizballah and its 
no LAF deployment to the south no IDF withdrawal 


the Lebanese cabinet is 


ministers will 


first in the south and eventually 

the 

while good 

is less solid than it appears. Yet the continued IDF 


lest they be accused of 


with far-reaching and mostly negative 


for most Lebanese today feels 
despite the cessation of hostilities: people 


Column 4 
milk 


but 


people should start to 


to 


defensive 
and 


we believe that the international community 


should offer some carrots now. Our 
most of which deal with access and safety 


and now we hope it can be implemented. Given 
we understand 

we suggest that Lebanon\'s 

Middle East Airlines 


this 


money 


with the UN required to inform the Israelis. The 


Column 5 
and 


with 


follow: 


expressed confidence 


be permitted to begin 


and alien 


Column 4 


this partial opening of sea lanes would provide 


Lebanon already suffered casualties when 
returning home 


whether of U.S. origin or not) 


to be announced 


yet UNIFIL in its 


perhaps we could 
someone else should 


and that requires 


but UNIFIL needs more 


each averaging five people 


some severely 
for items not in stock in 
wood 


by permitting them to make at least part of their 
we should accelerate the 


Column 5 


encountered unexploded ordnance. With 


we 


by the 


corrugated 


Column 4 Column 5 


that fuel 
and that medical and 


it is in fact 


the UN\'s Designated Security 


we suggest that the USG quietly suggest to UN 


there is no 


Pedersen and Shearer work well together 


to restore key traffic linkages. Until Lebanon 
the Israelis will be 


in coordination with the Israelis we and 
military-type steel 


to look at how U.S. business consortia might be 
both by 


initiatives sponsored by the American business community 


can be repaired. 


Column 4 Column 5 
we need to be prepared for 


such as the south. To beat out the Iranian 

we will need to be 

flexible and quick. Our strategy should be to 
in order to counter 


but in general we 
some 
and much related job 


and reliance on Hizballah 


8/14/2006 15:57 O06BOGOTA7387 


including the Department of San Andres 


2006. Permission 
civil aviation authorities noted that the air space 


000 feet; over 20 000 feet 
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the Bahamians and the people of all 


there was 


it chooses to address items only when critically 
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\" Niger\'s oldest best respected 
Keita 


and claim that the GON is in 


\"Le Republican\" made wide 


with \"Le 


Keita wrote: \"one must go and compromise with the 
as he has no regard for transparency in the management 
or for human rights.\" The editorial alleged 


no bid 
and implausible expenses. Fearing that his 


Amadou allegedly intended to reorient 


Column 4 

\" and their tendency 
and contrasting this 
like Iran 

and Venezuela 


Column 5 


who adopted a more laissez faire 


\" denying any shift in Nigerien 

and stressing that the country sought good 
favoring none. The 

not the Prime 


was responsible for determining the course of 
the GON filed a 


respectively to the civil prisons 


with a court date tentatively scheduled for August 


and no move has been made to ban its publication. END 


and has never been brought 


charges from this 2003 case are still technically 
Oumarou Keita had 


private press 


and human rights 
yet these groups also alleged that the GON sought 
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26 billion CFA (approximately $51 million) program 


the \"Nigerien street\" was rife 


\"Le 


the paper published reports of corruption in the 


and between Minister Hamani 


and alleged 

selected by the GON conducted an 
unjustified expenses 

no-bid contracting bias toward 
and 

the audit alleged was 


Deloitte and Touche echoed \"Le 


in which the Ministry 
000) toa 


fuel bills for Ministry vehicles were so inflated 
000 km a day 
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these payments have 
simply \"this 


the donors\' group announced the suspension of 


again by Deloitte and Touche of 
reimburse misused funds and apply 
acting in accordance with Nigerien law the GON must 


and reorganize the management of the funds. These 
who reserve the 


The French Ambassador underscored their concer noting: 
\" 


\"Le Republican\" was 


the audit confirms: 

payment without delivery unauthorized spending 
and the degradation of the procedures for 

\" covered \"Le Republican\'s\" front page 


under headlines like: \"embezzlement of 


Basic Education Minister Hamani Harouna appeared to 

GON Health Minister 

for some of the Ministry\'’s management problems. 

a member of another ruling coalition political 

responded in kind and the GON was widely perceived to 


the gravity of the crisis 
and the prevalence of corruption in 
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C). This convergence of 


set the political climate for July 

some positive others negative. 
the GON cracked down on 

but left 


it has yet to embark on the 


on August 4 the GON moved against 


\" (reftel D) the arrest and imprisonment of Maman 


however is not one of them. When 


\"Le Republican\'s\" July 


Nigerien foreign policy has 


that 
Niger is open 


or simply provide a good price for its few 


including us). But it also enforces a 


either by 


Column 4 


Column 5 


probably during the fall legislative 


ultimately \"Le Republican\" is not 
but for what it did 


\" Abou and Keita asked: \"in 2006 


we have proven the embezzlement involving several 
and\' (this was) \'confirmed by an impartial 


who must go to prison?\" That is a question to 


8/14/2006 16:14 
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\" was reportedly kidnapped from a bar in Port 


Rivers State capital 


on August 13. 


we are fairly certain that 


approximately 15 armed 


there was a brief firefight with a few policemen 
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one 


one German and one Polish national were kidnapped 


Bryant Fogerty (Irish) 


no specific 


aman and woman kidnapped in a carjacking in 


Cheers. End Note.) 
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an employee for Julius Berger 


remains in captivity. (Comment: 
the same group that freed the Filipino three 


consisting of oil and oil service companies 
will convene tomorrow 


Belgian and Moroccan expatriates claimed by the 


Column 4 
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Siniora stated that 


Siniora stressed 
UNIFIL 


who is in talks with Hizballah 


France 
by thanking them for their efforts 


citing operative 


Column 5 


O6BEIRUT2620 


and Hizballah could not all be \"in the 


to report back 


United Kingdom 


Column 4 Column 5 


but the U.S. 


including at the airport and seaport. 
destroyed 

and economic disaster. He said the GOL will 
but 


he stepped aside to arrange a follow-on meeting 


can the GOL get a sense of the number of 


Column 4 Column 5 


he insisted that each organization must define and 


without any measures being taken to stop arms 
Hizballah might be resupplied across 
making them a target 


LAF and Hizballah 


including Pakistan Morocco 


Column 4 Column 5 


regardless of Hizballah\'s 
UNIFIL and 


disarm after 
or hand over its weapons to LAF. 


with the enigmatic Chinese and the Russian 


we will see him privately on Tuesday 
discussion. End 


and frank 
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according to Khoury Hizballah must be 


Column 4 Column 5 


though Khoury stressed 


\"legally we\'re very covered\" 
based on the Taif Accords and 
1680 and 1701. All call in one way or another 


either we have a deal now on full disarmament or there 


accusing March 14 


largely 
would try to 


it'd be a big militia.\" 


\" whereas Syrian FM Mouallem\'s visit last week was 


IT ALL COMES BACK TO BERRI 
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Khoury 


who like many Maronite 
asked 


and that Walid 
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the Sudan Tribune carried a follow-on piece 


and 


but without any foreign 


which would constitute the core of the national army 


however does not correspond 
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Column 5 
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Guthrie said that based on an initial review 


meaning that a UN designation would have 
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and states that 


however appealed as 


CENCO 


and recommended that those who may find themselves in 


urging the Congolese 


the statement condemned any attempts to incite the 


particularly as speculation 


Column 4 Column 5 


\" 


in addition to the appeal from the five other 
should help calm underlying 


which are expected by August 20. End 


the National 
transparent and democratic elections constitute the 
CENCO is pleased to see that the Congolese 


in an orderly and 
with patience and tolerance in calm and 


CENCO thanks the 
all the national and 
as well as the organizations they 


national or international can ignore 


July 30 2006 
attempts at manipulation deception 


Column 4 Column 5 


for its part condemns all attempts to obtain power 
we 
regional and provincial tendencies and 


citizens of the DRC. 


Article 8). In so doing they will prepare 


under all circumstances violent actions 
and asks everyone to respect the law and legal 


August 12 2006 


Archbishop of Kinshasa 
Archbishop of Kisangani and President 


Bishop of Mbuji-Mayi and Vice 


Column 4 


NOT TO 
in light of speculation 


2006 
and in their historic role of placing 


make the following 


the 
social 
cultural 


religious leaders seized this 


it is all of the body which suffers; 


August 6 


to take 
and to destroy public and private property; 


Column 5 


awaiting the provisional results of the 


political 


2006 in Sake in North 


Column 4 Column 5 


justice 
courage and responsibility to restore peace in the 
August 12 2006 


Monsignor Pierre Marini 
Cheik Abdallah Mangala Luaba 
Monsignor Simon Nzinga Maluka 


Reverend Mangala Mandubu 
Bishop Albert Kankienza 
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as evidenced by the death of Dorothy Stang last year (Ref 
the cheap price of land 


along with the expansion of soybean 


the GoB is attempting to avoid many of the mistakes 
local grassroots movements 
in 2003 a series of 


the GoB convened a 


Column 4 Column 5 


the government\'s goal is to show that it is 


land organization and environmental 


to name a few. Compensational actions for environmental 
amongst all the states involved 


37 
23 
in fact been put into practice 


but may never be implemented. 


which 
cultural diversity and economic development. 
the implementation of environmentally 


the GoB officially implemented the 16 million hectare 


but also the agricultural sector NGOs 


little resistance from local community members is 
the current lack of private sector 


Column 4 Column 5 


in June President Lula reinforced his promise to begin 


recent events highlight how tentative BR-163 plans 

Brazil\'s Minister of National Integration 

announced that the Government together 
would begin paving the road this 

the expectation was that paving would have 


many environmentalists do not 


sometime after the election. (Comment: Given that the 
has not put any PPP projects out for bids and has not 


it\'s very unlikely that BR-163 


approximately 200 Indians blocked 


the tribe was demanding additional protections of 


Megaron 


if its Sustainable Plan is actually implemented and the GoB 
NGOs included now 

as the GoB\'s efforts could provide a possible solution to 
deforestation and development 


Column 4 Column 5 


but in case it works the beginning of 
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\" Muslim 


pointing to the 


namely the concept of innocent until proven guilty \" 


when 250 officers 
shooting one of them in the 
only to release them without charge a few days 


by using Muslims as a 
using the perception of terrorism to usurp all our 


since their release the brothers and their 


also at government expense. End Note) 


the letter was 
three of the five 
and 38 Muslim 


Column 4 Column 5 


\" its signatories have used this 


in effect equating civilian deaths in Lebanon with 


\"As Muslims 

the Middle East and the rest of the 
noting that 

said \"To 


\"'m not going to question the motives of anyone who 
but I think it is a dreadful 


or in whole under the threat of 


saying \"No 


a 
\" she said. \"Let\'s put the blame 


\" 
\" and \"foolish.\" 


along with 
was 


Labour MP Sadiq 


particularly the \"Preventing Extremism Together" task 


Column 4 Column 5 
which the Home Office created after the 7/7 attacks. 


Khan said creating an 


HMG is keen to show that a substantial action plan is 


the media has quoted aides to PM Blair as 


law enforcement officials were 


Barking Dagenham 


\"The police on the whole have 
but they must 
fire fighters took 


at a rally August 12 called for 
and 


HMG has invested considerable 


the Muslim community\'s reaction 


the Muslim community is not the only element in 


reportedly wide-spread that 
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As British Muslims we urge you to do more to 


the government must not ignore the role of its 


it is also ammunition to extremists who threaten us 


Shahid Malik MP Mohammed Sarwar MP 
Lord Ahmed of Rotherham Baronness 
Association of Muslim Schools British Muslim Forum 


Confederation of 

Midlands Council of Nigerian Muslim 

Council of Mosques - London and Southern 

Council of Mosques Tower Hamlets Da\‘awtul Islam UK 
Federation of Muslim Organizations 

Federation of Students Islamic Societies 


Indian Muslim Federation Islamic Forum Europe 
Jama\'at Ahle Sunnat UK Jamiat 
Jamiat-e-Ulema Britain Lancashire Council 
Muslim Association of Britain Muslim Council of 


Muslim Council of Wales Muslim Doctors and Dentists 


Column 4 

Muslim Parliament 

Muslim Welfare House 

Muslim Women Society (MWS) 

Northern Ireland Muslim Family Association 
Sussex Muslim Society 

UK Action Committee on Islamic Affairs 

UK Turkish Islamic Association 

World Islamic Mission 

Young Muslims UK. 
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son of the 


said \"we should not be taken in by 
we should not radicalize things 


condemned the bombing and appealed to political 


Zoran Djeric 


particularly from revealing the truth regarding Serb 


BiH Minister for Foreign 


Column 5 
Muslim Solidarity Committee 


Muslim Women\'s 
The Council of European 
UK Islamic 


World Federation of 
Young Muslim Organization UK 


O6SARAJEVO1860 


we should not 


commented that the attack 


The Netherlands and the Embassy\'s RSO to gather 


a state-level law enforcement agency modeled on the 


Column 4 Column 5 
has taken over the investigation from the Canton of 
meanwhile has focused 


according to media 


all video surveillance of the cemetery ceased when 
allegedly for 


but has 


of which 
will convene in the coming days to 


that SDA hard-liners are responsible for 


the 


since politicians have generally preferred to 
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who has 


and 
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ironically are fairly well-disposed 


) THE 
GOING INTO THE 


letting him back into the party 


traditional PPP supporters. But relations between 


which focus on Jagdeo PM Hinds and new faces on the 


but 


HE 
'2 WHAT 


Nagamootoo is 
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the PPP 


well-liked man. However he has 


HE 
:R OF 
F THE 


ON OTHER KEY POLITICAL ACTORS? WHAT IS JAGDEO\'S 
MENT? 


HOW? WHAT ARE THE IMPLICATIONS FOR JAGDEO OF 


second only to 


with the help of his gaggle of \"Presidential 
Robert Persaud - media Kellawan Lall - 


Manniram Prashad - investment Odinga Lumumba - 
the state-run TV 


he actually just directed NCN to 


but it 


Jagdeo was still considered by most 


Column 4 Column 5 


the August 28 election date is largely a product of his 


although her role will decline rapidly as her health 


Jagdeo apologized to Ambassador Bullen July 11 for 


it would spell the end for 


age social and economic lines. 


similar levels of support for 


the AFC will probably be open to 


both together and individually in recent months. 
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HE 


G THE 
AFTER THE DEATH OF ITS FORMER PARTY 


DO NOT 


as it is now known). 
the PNC 


we cannot discount 


) 
L 


IER 
IP? WHO 
oF 
AND IF 
WHOM DOES IT CONSIST OF? 


but that is nothing new. Rumors of his stepping 


although some PNC MPs focus on specific 


Debbie Backer Hamley Case 
Jerome Khan and James McAllister 


'OTER 


Column 4 
IN ON 
‘TIONS? 
TIONS 


no one expects a quick and 


a decision in the 


DLE ANY 
SAR 


the 


the more powerful 


Column 5 


Column 4 Column 5 


they do see Acting Police Commissioner 
which may have played into 


none of which Green solved in his former 


as that props up their cynical pitch 


there have 


intimidation bureaucratic manipulation 


THE 


but also to the 
alien smugglers and other criminal 


just as many GDF officers take pride 


though is that certain ex-GDF officers (both in 


Column 4 


INGA 


until Jagdeo quashed all travel by security 


=IR 


still in its packaging 
near Buxton. 


despite 


IOR 


IF ANY 
.ABLE TO 


1E 
SORS AS 
zITHER 


and it also has links to Knan. Some interlocutors 


Column 5 


was found by a 


ARE THE ARMED GROUPS AT EACH PARTY\'S 


Column 4 Column 5 


these groups are driven primarily by criminal 
but are susceptible to political manipulation. 


but have the resources to 

money 

or other criminal proceeds (ref G). For 
during a July 30 skirmish between the joint 


one criminal threw a 
as he blew his 


Omprakash \"Buddy\" 
Bramhanand Nandalall -- are all believed to have 


which they could not 
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but 


her Norwegian 
and Sri Lanka Special 


however has raised the 
and sparked questions in the 


let alone expanding it. Jonsson and Valtysson both 


expanding on its earlier doubts questioned in an 


Column 4 Column 5 
as a country without its own military \"has not trained 


whose penchant for carrying arms and 


we expect the GOI to proceed 


given current media attention the death or injury of an 


8/14/2006 18:04 O6SANTIAGO1731 
000) ran a column by historian Joaquin Fermandois 


and less those who praised the 


but the truth is that the heirs (of the Cuban model) 
will reproduce the 


8/14/2006 18:07 O6SANTIAGO1732 
834) ran a column by former Chilean Foreign Affairs Minister 
\"Chavez and the United Nations.\" Block 


Cuba and North Korea? Will Venezuela create a more complex 


most European 

almost all of Central America Mexico 
have already announced they will not vote for 

even 

the above questions are inevitable when it 


Column 4 Column 5 


8/14/2006 18:12 O6NDJAMENA1054 
the assets 

once a 

supplies 

it would all in fact be turned over to 


including 


it also went some way in easing their anxiety 


Ambassador Soong speculated that it 


it needed support from the UNSC. 


\" Sudan sought to prevent 
Ambassador Soong laughed that this would have 


and 


according 
in the long run China sought to overturn the Deby 


according to him had exerted irresistible pressure on 
but eventually he conceded 


members of the Taiwanese delegation did not 
they were 


Column 4 Column 5 


but 


which was a close ally to the PRC. 


Allam-mi said 


he would logically expect that 


the GOC still hoped to maintain 


China is ready to support a UN 
but not 


since the Chinese denied 


a possibility the French Ambassador thought 


Column 4 Column 5 


giving it access to the Gulf of 


the switch was one that he had sensed was in the 


Taiwan may hold out the hope that one day the tide 
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"a 
\" and \"le grand show \" the much-anticipated 


presented in a \"final report\" at the 
included some potentially beneficial changes 
results also included vague 


and a public funding plan that on the surface 
a 


citing \"no willingness on the part of 


Prime 
and press to the opening ceremony of Chad\'s latest 


presented as the \"Political Dialogue for the 
\" was widely 


Column 4 


owing in large measure 


and generally appear 
Ref C). 


the GOC forged ahead with the 


the vast 
and none 
which includes most of the 


composed of representatives 


with valid card. 


1/2 Natl Assembly parties 


Column 5 


1/4 non-Natl Assembly 


Column 4 


headed by 
Tuliamani 


Column 5 


to observe the dialogue. In two separate meetings 


\" but 


Kalomoh 

\"not offering 

\" who \"took offense at suggestions of 
thinking that \'inclusiveness\' automatically 


\" in reference to the political 


Deby replied 


Kalomonh said. 


the primary desired 
and to co-opt the 
he said. Kalomoh cited 


he pointed out that 


Column 4 


and in particular the 
have called repeatedly for an outside 
both to mediate their disputes with the GOC 


\"the donors must speak with one voice 
and 


there is no hope for stability.\" 
Kalomoh said that 
during their 


that the opposition is supported by foreign 
including the American Embassy. 


\"except to 


\" 


a prominent lawyer and human rights activist 


nothing could be expected of such a forum 
owned by a prominent MPS leader 


\" citing the new funding proposals 


Column 5 


independent 
and 


according to Deby 


found 


and the new 


Column 4 Column 5 
an editorial in 


and that participants in 


the Minister of Communciation told us in a 


and a good example of the role of 


it 


what efforts they will make 
and how those who did not 
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\" Uribe said. Uribe also noted that 


Uribe said he would not attend the next 
slated for September 
because he objects to the NAM\'s increasingly 


but said he wanted to help promote a democratic 


he asked for guidance on what additional steps 
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aired on July 27a 


Muslim leaders in 


Column 4 Column 5 
murder etc.). 


when and where? 


Guyana 


would not be more specific. Huijatul Ulama 


$70 000 per month 
30 full time 20 part time 
048 savings no property 
Georgetown Guyana 

NY 

subject 


no confirmed departure. At 
subject was student at Darul Uloom 


subject\'s home number as 


Column 4 Column 5 
and 


Georgetown Guyana 


subject has long entry and 


Bahamas due to overstay in U.S. from 21-JUL-2005 to 


Cunupia Trinidad. Subject received 
five-year visa valid through 29-JUL-2009. Two 


Georgetown Guyana 


Buffalo NY. Letter accompanying 
leader of Guyana Islamic 
claimed Hafiz Abdur-Rahman Memi of the Muslim 


Billimora India 


Philadelphia PA. Spouse 


Mahaica Guyana 


Column 4 Column 5 


FL contact name Shafayat Mohamed. Principal at 


New Amsterdam 


Guyana 
sought to visit uncle 

see TD 
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Health Care Without Harm (in association 

and Argentina\'s Ministry of Health and 

according to Entenza. 
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but said he would 


but their 


USTR officials made it 


they identified the 
constraints and concessions necessary 


Column 4 Column 5 


and its place in Mercosur was significant and will be 


including with President Vazquez. 


perhaps 


to which Vazquez inquired if he was well. 

and that POTUS appreciated his 

opening 

and enhancing the rule of law. Vazquez responded 


as it\'s 


in the defense of liberty peace 
defense of liberty. Now perhaps we can 


Column 4 


Column 5 
we can do it. You have lots of experience 


but we have very limited experience outside of 
signed two 


in my speech I\'ll say we can\'t 
we need a broader 


but it isn\'t. This political ferment 


a lot of technical progress has been made. 
for us 


is mostly political. | believe 


this is what your President told me.\" 


\"We want to continue to be successful and we want 
the goal is to enhance 


a path that works for both of us.\" Vazquez responded 


Column 4 Column 5 


\"and asked Vazquez to give his opinion on 
\"It\'s not easy. I\'ll 


in Brazil. When | made my statements then that 


both Lula and Kirchner said to me that 


Celso Amorim came here and delivered a 
but | choose to remember what Lula 
Minister Astori made a 


but Astori said 
if we signed an FTA 


and this is a good 


he said \"History 


it doesn\'t stop it doesn\'t repeat. The 
sometimes comes only once 


Column 4 Column 5 


with a positive benefit to government coffers. 


both 


in particular its adherence to 
2) the 


saying that he would 


the smaller countries such as Uruguay 


the BIT Uruguay\'s 


radicals and 


000. 


Cronin and the Charge met with the 


including Ambassador to the U.S. Carlos Gianelli the 


Beef BSC 


Pharmaceuticals 
at dinner at the Charge\'s Residence 


Minister of Industry Jorge Lepra and Ambassador to 


Column 4 


Argentina will follow.\" The USTR officials also held 


Gustavo Zerbino (President of the Chamber 
Pedro Otegui (China Camber of 
Dr. Luis Fratti and Dr. Fernando Perez Abella 


Cronin 


making it virtually 


she encouraged her interlocutors to 


Intellectual Property rights 
Pharmaceuticals etc. she also encouraged her 


and noted that it 
making it less a trade 
and far more political. 


Column 5 


US beef 


Column 4 Column 5 


in front of his Vice President his 
and all but two members of the 

told Uruguayans that he would continue to pursue 

but 


they thought this 


though approval of Venezuela\'s 
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Al-Muhanna 


he proposed legislation limiting the 
former 


and who are not associated with \"terrorist 
\" will be exempt from de-Baathification and 


Column 4 Column 5 
and 


rather than the 


which allowed former Baathists who had not committed 
will no longer be necessary. In 
Al-Muhanna claimed the NDC may return over 1000 


and admitted that the details had not yet been 
like 
will also shift their focus from 


it could mark 
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during which a 


in what clearly appeared to be a 


and 


almost 
that the police killings had led to serious 
and 


Column 4 Column 5 


he would not be accompanying the FMLN in any such 


which was made clear to the 


when for the first time since 1994 
the 
and all 262 mayoralties Martinez 


Martinez hewed to his 


and he admitted that chilly relations 


he described how a number of influential women 

including Political Commission members 

Lilian Coto and Deputy Blanca Flor Bonilla 
but 


simply saying 


in speculating as to 


citing the sacrifices that her term as foreign 


whom he characterized as a bombastic 


although he pleaded ignorance as to 


Column 4 Column 5 


Martinez offhandedly suggested that the ruling 


which would require three or 


and he speculated that any FMLN appeal to the Supreme 


his longer-term fortunes in the now 

Fabio 

a stalwart party caudillo and close ally of late 
had heretofore inoculated 

but with Handal gone and 

Martinez now 
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New York-based correspondent for daily-of-record 
\" writes (08/12) \"Finally one month after the beginning 


the UN Security Council unanimously approved a resolution 


which was reached after intense diplomatic negotiations 
sets forth the 


040 in Lebanon and 123 in 


Column 4 Column 5 
but Hezbollah\'s OK is 


on special assignment in Beirut for leading 
\" writes (08/12) \"The impressive Israeli bombings in Beirut 


the Lebanese government is 


which can satisfy the Shiite militia 


national 
who writes (08/14) \"... It is hard to imagine some principle 


Washington-based correspondent for leading \"Cle\" 


it will not allow the entry as immigrants of former Cuban 


but we could also 


in the long run the US believes that the Fidel 


Column 4 Column 5 
Shannon said the US wants \'to help in the 
\' and he recalled that US President George W. Bush doubled 


international columnist of daily-of-record \"La Nacic \" 


but 


in the survival of the revolution beyond Castro\'s 


Washington-based correspondent for leading \"Cle\" 
every terrorist threat 


Adam Nagourney did 


leading \"Clarin\'s\" international analyst writes 


temptation to 


Column 4 Column 5 
one could say that the war on 

\' Vis not 

\' and lastly 


in which Bush faced bad news due to 
the need for disguising the 
or the slowness of the international 


\' - \'war is peace \' Vignorance is strength\’ and 


\' from Bush to Chavez\" 


political columnist of daily-of-record \"La 
\" writes (08/13) \"The US is analyzing the possibility to 


President Kirchner said that 
\' and he recalled that 


Kirchner\'s enmity with the US does not come alone. In 
one should 


political columnist of daily-of-record \"La 
\" writes (08/13) \"Kirchner has dismissed the possibility of a 
he has 


this is an administrative issue for the USG... 


which decided 
to grant a 650-million-dollar loan to Argentina for an 
there was a double 
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and this was a 


based on an argument of insufficient judicial security. 


and that this will change with a Democrat or 


this is used here 


political columnist of centrist \"Perfil \" writs 
President Kirchner was wrong or 


a 49-year- New Yorker who is in charge of the US 


told \'Perfil\’ that the US-Argentine bilateral relationship 


which is aimed at favoring developing 


political columnist of daily-of-record \"La 
\"comments (08/13) \"The Kirchner administration does not take 


Column 4 Column 5 


Argentine Foreign Minister Jorge Taiana told 


bearing in mind the US position 


Taiana acknowledged that USTR Susan Schwab 


the countries that 


which were not able to come to an agreement and did not 
he referred not only to the 
but also to the EU.\" 


political columnist of leading \"Clarin \" writes 
the White 


and he also took care of 500 US corporations 
those were the interests 


the personal relationship is something else. 


who already suffers 


an imperative of current times\" 


Gaza and to a lesser extent 


Column 4 Column 5 
the US does not convey a sense of 


its prestige has been damaged by lamentable 


within the UN framework and outside of 


the threat posed by narco-trafficking and 


which has grown to 


Uribe has an election and 


and this is 


Column 4 


Column 5 


the government usually has a tough attitude towards 


thereby discouraging investment. 


visit our 
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an outsider 
continues to work to moderate the 


Santos recently again 
but remains true to his free-market 


and the centralization 


Zelaya actively encouraged teachers (through 
as a means of prolonging 


O6KINGSTON1589 
O6TEGUCIGALPA1469 


Column 4 Column 5 
a political 

called the meeting to convey his concerns about 

and to explain his apparently on-again 


he said Honduras must 


hard work and respect for private investment 


he found himself at the center of a political 

and under pressure from the President to publicly 
having already made his point 

agreed to do so. 


and indeed 


late into the early morning 

he lamented reads whatever script 
goes to the events they designate and 

Zelaya is more comfortable with 

a 

and the influence wielded by 


there have been 


more moderate Liberal Party voices such as 


Santos told 


Column 4 


he (the President) was talking about 


Santos said 
he said 
and everything 


setting it up for future electoral 
he said 


for example 


to be non-transparent 


and the consultant behind the scheme 


and of most 
Santos said 


Honduras 


culminating in street brawls 
in at least one incident 
labor leader Daniel Dubon (a member 


and that a deal would be signed by 
but then 


and encouraged them 
concluding only on August 10 


Santos said 


former President Carlos Flores 
and blamed it for 


Column 5 


one must 
the oil controversy 


the political strategists and 
appears to 


and 


both Zelaya and his advisors prefer a 


gunfire. 


when the GOH 


so that 


Column 4 


he said. It appears to 
however 
rather than 


observers see only a government lacking 
lurching from one crisis to the next. The private 


we fear that this warning 
the GOH has in just the last few months 
having the 


and banning all 
and President Zelaya has expressed his wish 


the recent fiscally 


a confrontation that 
Zelaya might relish as a chance to be seen as 


disbursing broad subsidies 


and in return pledged his best efforts to assist 


and will continue to work closely with him. End 


Column 5 


has taken this to a new level 


given his 


and centralizing all 


Column 4 Column 5 
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Sumate following 


also returned the DRL funds they had 
however that 


as has occurred in 


Abdul asked poloff if the Department 


which 


however that the BRV would use the 


post has concluded that Sumate is the best judge of 
and so support the 


2006 return to the Department 


380 000.00 Bolivars provided through the 
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Column 4 


exploitation 


sales 


in line with 


contingent on 
although other reports put the figure at USD 45 


but the 


transportation 
and storage companies as mandated by the May 1 


it has discovered that 


regulations 


the GOB has been unable to reach 


Brazil has declared that it will only 


and Petrobras has frozen all investments 


but 


Column 5 


refining 
and industrialization requires financial 


and financing. 


Column 4 Column 5 
evidence is accumulating 


this type of lending has contributed to serious 
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in line 


because those two governments were not bound by 
like the 


the IDB plans to stop funding education programs 
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has not escaped the Caribbean\'s 


but they 
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an agreement among 14 Caribbean countries 


drives Venezuelan/Caribbean relations. The 


Haiti 

St. Vincent and Cuba under this agreement and 
to the Dominican Republic and 

as much as Petrocaribe promises to deliver 


the details 


and the islands of St. Vincent and 


CARICOM Chairman and 
Patrick Manning 


he predicted that such a commercial 


the only Central American CARICOM state has 


a vote for their neighbor is a tough 


Belize\'s FM responded that it was simply 


but it has since replaced sticks 


but 


Column 4 Column 5 
it can be expected to make 


an August 14 meeting 


alleging that members are allowing Venezuela 


Venezuela\'s 


Huevos 


and in order to complete them he was counting on 
s goodwill efforts in Haiti 


would facilitate the extension of 


it is likely he will do so (Ref E). 


s most 


or Bird Island 


located near Dominica and about 350 
Bird Island could greatly expand 


the territorial rights of Antigua 


Column 4 
Grenada and Monserrat would all be affected.) 


President Chavez has 
using 


France 


which they labeled as a matter 


their approach has recently changed in the wake 


free medical care 


it has periodically reinforced the claim 
presentations to 


such as that government\'s 


all have demonstrated 


but this period of 


Column 5 


airport expansion and 


Column 4 
s increasing role as the Caribbean\'s 


while the BRV claims it enjoys 
murmurs from the 


aid and public works donations 


but with oil at $70 a barrel 
but a solid minority 


particularly in a secret ballot. 
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even t-shirts 


a fact which the campaign should 


as we get closer to the election 
PLC 


the two parties had an agreement to work 
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and 


CARICOM nations\' 
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who secured funding 


with the help of IRI 
and the Conservative Party of Norway. 
500 new members in 


independent of the ALN 


Granada 
and that Montealegre has achieved 


and the ALN must \"work harder\" to wrest 


however 


the ALN seems to be building a more 


Column 5 


they face 


El 


and 


that this strategy could 
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2007 Elections 


LDP 


where Ichiro Ozawa\'s opposition 


will determine the fortunes of both Abe and the 


and that he would be vulnerable during 


who has been sending out signals that he will 


has also begun to distinguish himself from Prime 


Column 4 


citing the importance of traditional Japanese 


DPJ 


as members see the writing 


including Yasukuni Shrine 


the 


the absence of 
along with Abe\'s pledge to follow Prime 


may further reduce their influence. 
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poloff visited the state of Oaxaca in 


often characterized as part of Mexico\'s poor 
journalists 


neglected by 
exploited by the wealthy 


Column 5 


and New Komeito over the past two weeks 


will 
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protesters 


and 
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where 

Ulises Ruiz 

and social challenges (see septel). Although there 


which normally benefit from high 


and rural indigenous communities which 
until the most recent elections has 
but was 


many Oaxacans voted for the PRD as part of a 


repression and ineffectiveness. Resentment 


apparently including radical elements 
and feel 


these groups appear to 


since many 


their focus is usually local and based on custom 


Column 4 Column 5 
leaving little to 


many Oaxacans put their hopes 


it has not made a sufficient difference 


but so did President Fox. After six years of 
we are ready for a change "a 


or at least 


Calderon would not 


which would rather focus on the 
\"a Zapotec student 
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has lacked strong leaders and has 


whose charisma promises to attack poverty 


and social programs from his time as mayor of 
have resonated with much of the state. 


AMLO staged impressive visits to the 
while Calderon talked to us through the television \"a 


a Mixteca 


\"the indigenous are Mexico\'s most intimate truth \" 


it 
AMLO spent 


during which time he lived in indigenous villages 


especially that 
frightening and confusing in rural areas 


are resentful about the way Mexico has 
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there\'s also a 


who led a protest against the opening of a McDonald\'s 
is an influential voice of 


while the PRD has tried 


the 
who have put their faith in AMLO\'s economic promises. 
the dean-himself an AMLO 


because Mexico\'s other political leaders 


and there 


sharing the same tendencies toward 


this happened in 


but there\'s no 


\"he commented. There\'s a sense among some 


as 
\" asked one political observer \"who will 


Column 4 Column 5 


8/14/2006 23:05 O6STATE133232 


near the median line between the 


listening for 
it was engaged in lawful 
in accordance 


in accordance 
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Oaxaca still 
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state or 


the economy runs primarily on federal transfers 
tourism and inefficient coffee production 


subsistence farming and traditional activities only 
running water paved roads 
according to analysts. 


government 
land disputes and scarce infrastructure needed 


the so-called \"neo-liberal\" economic 
considered biased to the north and 


Mexico\'s south has stagnated and in 


graffiti along some streets of Oaxaca City reads 


turning them into near ghost 


which is the major livelihood for many 
has caused a spike in migration this 
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experts see few signs 


the pooling of remittance 


it is difficult to generalize 


more 


with many non-migrants knowing only their 


with 


they share certain aspirations. The 


and economic organization including their distinct 


we want to live with dignity \" 
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many communities long 


education nourishment 


\" an indigenous woman told poloff 


and development assistance 


not the government\'s to determine the nature of 


noting that the government seldom 


social and economic forms of 


complicating their 


with concepts such 
governance and economic progress having vastly 


yi 


especially among the 
who sense they are on the losing end of these 
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Mexico\'s political parties 
allowing the south to fall 


as evidenced by this year\'s election. 


but they also 


and they long for leadership that will confront 
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Palacio reaffirmed his commitment to allow 


and promoting economic policies that prioritize 
with greater citizen participation (the 
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saying their parties 
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popular TV presenter and two-time 


all signatories agree that 
they would submit to Congress a proposed 


qualified team of public officials. Each 


not by party list; 


the members of the 


Leon Roldos 


but would give Congress 90 days to act 


ratification of his 


Column 4 Column 5 
and the TSE is controlled by the largest 
since it 


Roldos to an agenda with 


the recall vote (making it easier for 
and the 


to convince Ehlers to stand down and avoid 
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moderate Yomiuri editorialized 


Lebanese government troops 


Israel is called upon to withdraw all 


including air strikes 
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imports of which 
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when the public was asked about whether they wanted to eat 
45% said they had no desire to eat it while another 43% 


about 90% of Japanese are negative about eating US beef. Only 


and the outlook is for expansion of product availability in 
the polls shows Japanese consumers as a whole 
and a trend toward 


59% 


far more than the 37% who said they 


even among the 37% who supported the governm 
the 


revealing a strong sense of alarm that US beef 


2006 


the Koizumi Cabinet support rate slipped 

the first time it has fallen below the 40% line 

the non-support rate rose 3.6 points 

making this the first time in a year and a half for public 


it appears 


carried out on August 4-7 surveyed 2 


the Liberal Democratic Party (LDP) was up 
while the main opposition party Minshuto 
the second month 


Column 4 Column 5 
unchanged from last 


dD 


while the Social Democratic Party had 1.1% (down 0.1% ). The New 


2006 
face-to-face survey) 79% of Japanese thought that is was 


as being considered by the Liberal 
for the purpose of shutting off illegal 


62% answered 


while 33% did not think such should be done. 


in answer to the question whether Japan should have the 


55% did not think so but 39% agreed. Looking at the views 
43% of the supporters of Chief Cabinet Secretary Abe were 

but 52% were 

38% 


48% for and against. 


86% of the public gave high marks to Japan\'s 


77% praised the role that Japan 
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2006 


a majority of Japanese said they could not approve of Japan 
assuming a situation that an 


000 adults nationwide. The effective response rate was 70% . 


if the 29.2% who said Japan 
the total of those 

34.8% said 

and 53.5% 


2006 


of whom 


and Finance 


24 did not express support 
and many of them called for a thorough debate 
the representative of the Toyama prefectural 


Abe left Aso and Tanigaki far behind 
in response to a question about 
11 supported 


they praised his stance of trying 
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as the representative of the Wakayama chapter 


\" said the 


the representative from the Fukui 


many called for debate to be conducted. The representative 


confusion has been caused.\" Meanwhile the 


asked for views about the consumption tax 21 
who said: \"| would 


34 
his 
and Iwate which came up with this reply: \"Abe 


2006 


it will provide vessels by next March. 


following Indonesia in June. The government will regard the 
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it has decided to resume ODA 


following the 


the government will make 
by exchanging a note that calls on 


and not to transfer them to a third party 


the government intends to use a framework for grant aid for 
etc. (approximately 7 billion yen) 


asking him to forgo Yasukuni Shrine visit out of 


2006 


it is unusual for an ambassador to give advice to 


rejecting 


Anami is a leading figure in the so-called China 
which attaches importance to relations with China. He is 
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who 


also a member of a bereaved family. 


he 


asking Koizumi not to Yasukuni noting: (1) 2005 is a 
which marks the 60th anniversary of 


as can be seen in frequent 
MOFA sent it to Kantei as is. 


a fierce battle over a set of postal privatization bills 
and the bills were narrowly adopted at a Lower House 


some observers thought that Koizumi might 


Anami sent to related sources a 
noting: 


Koizumi after visiting the shrine last year 


2006 


more than half of the meeting was 


but President Hu criticized the prime minister\'s 
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Okuda informed 
but the prime 
the first day of the great 


but last year he was dressed more 
Nippon 

Sumitomo Corporation 

and others in addition to Okuda. Prime 
but in August 2004 he 


so he had a free hand. But 


remembering the two meetings he had held with 


which enshrines the souls of Class-A war criminals 


the people and history as 


just after the prime 


a barrage of 

but Okuda did not 

just saying: \"I went to China 

and not as a special envoy.\" In a press briefing last 

Okuda said in reference to the prime minister\'s Yasukuni 
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Relocation of US military training \"Unacceptable\" 


2006 


chairman of the Liberal Democratic Party\'s Security 
met on Aug. 11 
and the Chikujo 


\"I fully recognize the need for the Japan-US 
\"he stressed. But he added \"I find it hard to 


stressing stance of attaching importance 


2006 


slightly correcting his position as a successor to 


Yamaguchi Prefecture 


stating 
forestry and fisheries 


Shimonoseki Mayor Shigeru Ejima expressed his 
\"I think an Abe cabinet would support regional areas that 


but Mr. Abe should correct part of the Koizumi 
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saying \"The Koizumi 


he also pledged that he would do his best to 


making clear his differences from Koizumi 


2006 


aiming at bringing out his 


which prioritizes such administrative reforms as 


culture and virtues. 


Abe reiterated the need for \"nation-building \" 


\"We the postwar generation 


citing that the history education in elementary and 


an advisory panel to the education 
decides educational policy. The council comprising mainly 
takes a long time -- from several months to years 


citing that speedy educational reform will not be 


Column 4 Column 5 
the Obuchi and Mori governments implemented 

the introduction of a school-choice system and 

no educational improvements have been seen under the 


the LDP and its coalition partner 


but Koizumi was reluctant to run it through the Diet. As a 
the bill has been carried over to the next Diet session. 


the timing is right 
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moderate Yomiuri editorialized 


Lebanese government troops 


Israel is called upon to withdraw all 


including air strikes 
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moderate Yomiuri editorialized 


Lebanese government 


Israel is called upon to 


including air strikes 
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Yasukuni will become just a war 
there will be 


including the 14 


there is a view that removing Class-A war 
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Kitakyushu Foundation for the Advancement of Industry 


Shiseido Co. 


Bank of Tokyo-Mitsubishi UFJ 


Kyoto Sangyo University 


Japan War-Bereaved Families Association 


prime minister\'s repeated visits 


2006 


several American prominent figures have made 
the exhibit hall on the site of 


United States Ambassador to Japan 
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Deputy 


the explanations attached to some showpieces in 


69 at the Military History 
isina 

an 

000 members) an academic 


and other countries.\" But he was worried: \"| do not want to 


who renovated and 
also remarked 


we might have to change some items on 


they have sensitively 


then 

who enshrined Class-A war 

reopened the hall as a financial resource to help the 
previous Chief Priest Yuzawa 
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\"Our appreciation and prayers for the souls of the war 


\" is shown in the hall emphasizing the historical view that 
including 
a former supreme-court judge also serve 


\" said a former 

visitors to the hall continued 
and the 

000 last year. 


though a growing number of people 
attracted by the renovated Yushukan. On the day marking 

205 000 people visited the shrine 
calling 

whose 

he visited the shrine two days later and he 


which he called \"a 
\" and the renovation of Yushukan resonated and 


Yasukuni Shrine has become an international issue. 


though the prime minister's shrine visits have 


Abe 


2006 


the frontrunner in 
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further boosting his unchallenged 


director general of the Defense Agency and 


Foreign Minister 
in 
should pursue a lofty policy debate in a serious 


his home constituency: \"I would 


Abe\'s archrival gave up 
it became certain that Abe would hold a 


due in part to 
there still 


the primary 


including whether I will visit it or not.\" 
China 
raising hopes in the LDP that it 


intentionally 
Abe\'s whole-party approach has spread a 
serving to rapidly expand support 


though. An Abe administration would not be able to solidify its 
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it is necessary for Abe to come 


administrative and 
and constitutional revision. A clear-cut policy 


2006 


former chief of the Cabinet Information Research 


there are problems with North Korea including its firing of 
there are problems with China including the 


there are problems with the government\'s intelligence 


when the Miyazawa cabinet was in office North Korea 
a foreign government 


and they stated that 


Japan took the political initiative and 
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but there has been no dialogue follow-up. 


things would be 


Japan should file a strong protest with 


what do you think Japan should do? 


Column 4 Column 5 
and such leaks must be reported to the prime 


the government will do the same thing. 


Japan should have enough manpower for 


and 


so we 


| don\'t. That\'s impossible because Japan has not 
we should stop vital 


2006 
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| thought that the JIIA Commentary an 
which is under the jurisdiction of the 


| could receive 


on reading some of the essays | was astonished by the 
as well as a majority of views in Japan 
and categorized the attacks on Japan by China and 


\"How Japan 


describing Japan\'s China 
self-righteous and gratuitous. 

there is scant awareness that Japan is 
militaristic 


\"as well as a 
in the same essay 
\"It is internationally perceived that 


the people of 31 out of 33 


because it is China.\' This seems to be the 
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about which 


which can be said to be the majority view in Japan 


emotional and 


such as calling the thinking of 


the essay can be called \"anti-Japan.\" 


a former diplomat 


ruling parties and majority of 


\" Director Sato has 


| was even more astounded and yet at the same time 
for the author was Masaru Tamamoto the English editor at 
| myself heard him say such comments as \"The abduction issue 


but the Japanese side is 


\"Japan should never dispatch the Self-Defense Forces to Iraq; 
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he also is the senior editor there. In the April 
he took up the topic of criticism by Foreign Minister Taro 
and under the title 


\" he poked fun at Japan\'s diplomacy 


attaching this column. 


editor of the JIIA Commentary was 
Switzerland Egypt and the 


he was a MacArthur Foundation 
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now out of the race to back Finance 


but plan is to assign 300 lawyers 
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Column 4 


8:18 am 
2006 


the anniversary of the end of World War Il 


but in the face of strong 
he had previously avoided 


he showed a strong determination to fulfill his 


the first since October 


Koizumi made his way into the 


000 yen for flowers out 


Koizumi 
and | think it should be kept.\" 
he refuted criticism of his Yasukuni visits 


Column 5 


top story) (Full) 


Prime 


saying: 


Japan has developed as a peaceful nation that has not gone to 


it came to light that a former high-ranking official in the 


public opinion 


Column 4 Column 5 


doing so on August 15 indicates his strong opposition to any 


Koizumi released the 


is not 


visited 


with Beijing and Seoul refusing to hold summits 
respectively. Koizumi 


with the debate extending not just to whether or 


2001 Koizumi stated: \"I 


2002; January 
2003; January 1 2004; and October 17 


2006 


the 61st anniversary of the end of World War 


this will be 


Column 4 Column 5 
if he carries it out. 


the prime minister will offer flowers 


which make an issue 
he visited the 


avoiding the anniversary of the end 


opposition parties issue statements in commemoration of 


2006 


in order to demonstrate to the world that Japan is a 


the Koizumi 
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2006 


Seoul 


the day marking the end of World War Il 


\"The South Korean government will 


\" according to the Yonhap News Agency. 


2006 


called on Prime Minister Junichiro 


\"Although the prime minister says his visit is a matter of 


he should consider it from diplomatic domestic and 

2006 

former Foreign Minister Shintaro Abe at the family 
Yamaguchi Prefecture. Abe accompanied by his 


placed his hands together in prayer before his father\'s 


Column 4 Column 5 
he told reporters: \"I am now in a position of being 


Abe said: \"In the memorial 
children 
there are 


| would like to do my 


2006 


Abe intends to have his manifesto mention the LDP\'s stance 


the front-runner in 

coming up with a stance favoring 

it will likely become a campaign issue. 
Abe\'s political 


he spearheaded the work as 


Kato to support Tanigaki for LDP presidency 


2006 


head of a Liberal Democratic 
and Koichi Kato who belongs to no faction 


Column 4 


Yamasaki formally announced that 


Column 5 


who headed the predecessor of the Tanigaki factic has said 


and his views are similar to 


Koga 


2006 


former Prime Minister 
a Liberal Democratic Party (LDP) member 


who will 

Mori 

former 

General Council Chairman Fumio Kyuma 


\"A person who 


Fuyushiba off for Australia 


2006 


secretary general of the LDP\'s coalition partner 


left last night for a trip to Australia 
the two ruling party secretaries general are 


Kyuma 


revealed his 


Cambodia and Vietnam 


Cambodia and 
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2006 


but seen from the above there are no signs of 
Trade and Industry 


situated about 400 kilometers northwest 
the construction of an offshore rig is 
but no flame atop the rig 


with a 

8/15/2006 2:37 O6WELLINGTON636 
8/15/2006 3:05 O6ALMATY2904 
8/15/2006 3:05 O6DUSHANBE1558 


the largest rock-fill dam in Central Asia. 


Abdukahir Nazirov established a good working 


one of 


the Tajik hosts served these meals without 
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but the 


which takes 
destroys homes and erodes the river's banks causing 


develop legislation for 
or pursue infrastructure projects alone. The 
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hydroelectric 


irrigation water supply and management projects. 


Turkmenistan or Uzbekistan which will be necessary 


Afghanistan and Tajikistan will be able to address the 


water has not always been at the forefront of policy 


we are confident they will be able to 
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media church 


but there have been at least 11 new 


as well as to 
but adequate funding will be a 
the Armed Forces of the Philippines 
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which allegedly contain a directive from the 


President Gloria Macapagal Arroyo publicly 
accompanied by the filing of 


however she lengthened this to 10 weeks 


the PNP convened the first in what it hopes 

other NGOs the media 
the Department of Justice (DOJ) 

and EJK-affected communities on August 10. 


Jr. separately briefed Pol/C 


with many suggestions 
and criticisms. He said there was broad consensus 


both of 


a DOJ 


the PNP has \"solved\" two 

and charged the identified 

according to General Razon. Razon admitted 
that these slayings appeared to be robbery-related 


the Visayas 
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which he attributed to a higher 


under the direction of Secretary of 


which is now already available to 


admitted however that at least 11 new 


while claiming that legal cases had been filed in five 


particularly 


with 28 so far in 2006; 
15 are AFP or PNP-related; 


with arrests in three 
while suspects are still 


with two so far in 2006; 


with arrests in 10 of these 
and 11 cases under preliminary investigation; 
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one suspect is a police officer whom the PNP dismissed 


which the Armed Forces of the 


Quezon province. The documents 
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eg. (Wada\'a Dar Salaam 
food 


water and sanitation interventions and health service 
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DCHA\'s work would be dramatically curtailed. In all 
protection activities in places like IDP camps will be 


programming will probably continue albeit 


then we will have to rethink our strategies 


humanitarian assistance was initially focused on 
sometimes to the 


food water and 
health and other essential life saving services in 


where they are 
but IDPs 


with both IDPs and host populations 
formal armed groups 
and the SAF. DCHA programming will continue to attempt to 


but may be expanded if local 


particularly as our understanding of the actors in the 


Column 4 


NRF 
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and that it is the duty of all 


claiming he was only 
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some possible evidence against one individual 
and unless there was evidence in the 


when Hailu 


the courts 
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he was calling for the 
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Bulcha Demeksa and Merera Gudina because 


but that he 


Pastor Daniel and Charge 


only a few days later a misconstrued version of 


but if the 
there is 
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southern Italy and Romania. This would position 


depending on the 


Gazprom 
and the transit 


Dinkic confirmed that 


but said that the deal is economically 


Executive Director for Investments 
confirmed to Econ FSN that the MOU was a brief 


former energy advisor 
told Econ 


but strategically it 


there are some four to five smaller 


Column 4 


these factors most likely 
Ministry 


Assistant Minister for Public 
told Econ FSN that 


but no one was eager to provide funds for 
Srbijagas owes 
and the GOS is hard 


which would allow them market access. 
Gazprom would find another route through 
Macedonia and Albania 


Serbia\'s interest in this deal is to 


in addition to the single route from Hungary that 
thus becoming increasing energy 

as 

in April 2006 the GOS 

blocked the signature of a similar MOU between 


especially 
the major pipeline 


and 
Serbia 


Column 5 


and Serbia would forego 


specifically Labus\'s 
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Senior Gas Expert in the Energy 
said that in addition to its hasty and 
another odd characteristic of the MOU with 


but not with the Gazprom 
which was developed at the highest levels of the 


the lack of a 


8/15/2006 7:47 O6BAGHDAD2965 


and to ensure 


\" 
producing car bombs destined for Kirkuk. NSA Rubaie 


adding that the entire local economy of some five 


Rubaie said he was struck 
each 


who divert as much as they can for their own 


adding that the GOI is not tackling 
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\" and there is an entire battalion (NFI) 
Rubaie said the latest 


in light of the size of the blast required 


DPM Saleh said that senior GOI officials should 


Saleh said 


Saleh said and 


and 
Jordan 


King Abdul Aziz and Crown Prince 
and the Emir of Kuwait. The PM also 
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a process that often takes as long as two weeks. 


DPM Saleh said that he 


Saleh agreed to immediately begin 


thereby 


in 
saying that the people are 


much of which is sold on the black market instead of 


000 jobs at stake in Iraq\'s SOEs and that SOEs would 


however after admitting that he too understood 


that no one had a real grasp of the scope. The 
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Hezbollah\'s 
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which has given 


its democracy is dangerous its press is 
its satellite channels are dangerous and its industry 


and among them Kuwait. Yesterday 
as we can only hope he does. But he called for a 


which has originally been a Syrian claim. If 
we will continue in the same 


what would we 
murders and 


please stop them from harming us and 


Column 4 


Column 5 
he wrote that (8/15): 


the prophet of peace or 
that would not 


and who rallied public opinion against the master of Arab 
from turning him over to the Zionists to crucify him.\" 


Netanyahu is coming\" was the title of Dr. 


visit: 
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many LDP 
the leader of the coalition\'s partner party and 


Prime Minister 

August 15 

the place of enshrinement for 
including 14 


Koizumi signed the visitor's book as \"Prime Minister 
\" thereby becoming the first Japanese 


i.e. since Prime Minister Nakasone 
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to visit Yasukuni Shrine on August 15. 
he has paid respects at the shrine once 
but until today never on August 15. 


damned if | 


and opposition from China and 
he fired back his own volley at those 


adding that 


Koizumi then said that 

he would have 

but added that he didn\'t think the 

NHK edited out the reference to President Bush.) 


criticism from abroad was not long in 


calling Koizumi\'s 


which hurts the 


and damages the 


which issued a 


ROK 


as well 


Komeito President Kanzaki repeatedly characterized 
\" and the leaders of 


Chief Cabinet Secretary Shinzo Abe maintained a 
observing that Koizumi\'s visit to Yasukuni 
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nor the storm of protest that 
were surprising. Indeed the only real 


the political stage now turns to 


front-runner Shinzo Abe will be grilled about what he 
as is almost 

he becomes Japan\'s next Prime Minister. Based on 
we expect Abe to keep his powder dry 
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the better.\" The Ambassador concluded by 


the Ambassador 
\"Zero percent.\" All conventionally-powered carriers 
to be replaced by more 


all will 


\" Ambassador Schieffer replied. The 


and he asked the 
in his consultations with the local mayors to 


Gov. Matsuzawa observed 


Matsuzawa asserted 
as 


Column 4 Column 5 


the Ambassador said that 


Matsuzawa asked if it would be 


when environmental consciousness was lacking. The 
who shared the 
wanted to be good neighbors. He 


as well as the sincerity with which that 


therefore that in the near future the 
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Danes and 


but it is unclear how long the SLMM can 


though they 


expressing 
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in addition to 


you should note that if the current hostilities do 
it will be almost impossible to negotiate a 


urging both 


it would be useful to again ask the 


you could note that both 


regardless of the circumstances or 


an umbrella group for a 


some 
so you 

political 

claymore mine attacks suicide bombings 
UK EU 
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the force 
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and 
Jaime A. Ayala Il 


which will eventually reach 1 400 employees. 


Chairman of the Commission on 
told EconOffs that the 


with an additional 200 


a printer a local area network 
including 
Intel IBM 


and training at significantly reduced prices for these 
9 000 teachers and 300 


Column 4 Column 5 
out-of-date school libraries promote more 
and help with computer literacy to 


as Dell 
will be likely supporters of the GILAS program. The USG\'s 
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including the 

technology transfer issues prospects for 
defense acquisition priorities the unit 


other technology advances such as 
and the creation of a \"maintenance 


Luk Blom (Labor) Mat Herben (List 
and Gonnie de Boer (Defense Committee staffer). 
and Willibrord van 


\" and hoped to 
as it will be 
Szabo and van Beek could not 


the two extremes of those supporting and 


van Beek and Kortenhorst 
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noting that he had voted in favor of it twice -- 
\"he 
\" and would 


Herben said 


the 


Herben said. 


he sees \"too many red stop lights\" in the program -- 
\" but 
he advocates leaving the program. Several concerns 


and noted that most contracts 


laboratories and technical universities. 
Blom said \"if you want to change my mind then 
\" and claimed that participation in 


however whether the JSF was the 


Column 4 Column 5 
or whether it made 


and spend money now on transport and armored 


but said the GONL must prioritize and other needs 


and has been told \"not to worry\" as the price of the 
especially as earlier 
and pointed to similar conclusions ina 


\"\"not to exceed\" (NTE) 
\" Blom said. 


and 


Blom 


and therefore not worth continued Dutch 
if the facility were 


then this might mean an additional 1 500-2 


and asked if 


Column 4 Column 5 


he nevertheless 


and said his opposition to the JSF 


he asked if it might be possible for an interpreter to 
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while eliminating 


August 15 2006 
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many people told me not to 


because | thought | must listen to such advice but still | was 
| 


as well. 


security would be put to much trouble 


a person who happens 


because China and 


Asia 


| would still go. However President Bush would 


Column 4 


taking responsibility for the 


some say that | should not visit Yasukuni 


glorify or justify 


2006 


2001 
then Foreign Minister 


S 


who was sitting on 
made an unexpected reply: "I am not 


he responded 
who is prime minister 


the first postwar prime minister 
said that he had visited there as a 
the controversy has been over whether 


Column 5 


because it 


when Prime Minister Junichiro Koizumi won a huge 


\I am not particular about it. 
visited the shrine.\" He 


Column 4 Column 5 
Miki\'s Successor said 


Fukuda made the constraints of the Constitution ambiguous 


even though he called it an unofficial 


Koizumi went to the shrine 
2002 and 2003. In 2004 


though he went to the shrine in a gray suit 


Koizumi changed the way he paid 
however no criticism against 


it made a direct appeal to the Imperial court calling on 


the 110th 
when no memorial was carried out. There 


but they were turned aside. An agency 
\"The Emperor cannot visit the shrine where even the 


but prime ministerial 


Column 4 Column 5 


the Shinto shrine has underscored 


\"What are they going to do if the agency can\'t 


which has been forgotten due to the controversial visits to 
is now lying heavily upon those 


2006 


2004 the day after the media reported that the Japanese 


Japan will fail to take 


an advisory 


with one 


Prime Minister Koizumi said in a 


Column 4 Column 5 


| will never change my mind. Visiting Yasukuni 


Germany and France are vying to receive the contract 


when Jiang Zemin left office and was replaced by Hu 
the railway project was upgraded to a mid-term 


000 kilometers including the distance 
318 kilometers). This giant project 


000 kilometers across China to those capable of speeding up to 


however 
concerned cabinet ministers and business 
2004 just after the round-table meeting around Prime 


(then) Japan Business Federation (Keidanren) 


the premier added: 


there are several problems pending between 


without seeing matters from a broad standpoint. 


Column 4 


Column 5 


an undesirable situation has frequently been caused.\" 


President Hu 
| will offer cooperation 


he paid homage at the 


the 


however 


but the panel 


Chile 

as well 

but Koizumi 

\" has continued to pay homage at 


while eliminating 


2006 


thinking ahead 


the Shinkansen issue 


in November 
President Hu asked Prime Minister Koizumi to stop 
while stressing that his visits 


should he win the LDP presidential election and then 


according to several sources. When 
he will leave the faction headed by 


Abe intends to 


too 


his popularity will decline. Amid 


intends to 


Column 4 Column 5 
Abe also apparently aims to 


which has formulated a tripartite 


Acting 
and Secretary General Yukio Hatoyama. 


many party members have called 


\"Mr. Abe did not ask each faction for support. He will decide 


the expectation is that he will respect the wishes of both. 


2006 


based on accounts given by 


though the area of his 
he continued to watch 
but he started his diplomatic career in a 


shortly after the normalization of diplomatic ties between 
he was assigned to the newly-opened Japanese 

the town was flooded with 

such as \"China-Japan friendship forever.\" His 


\"This is a proof of China-Japan 
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which escalated into an armed conflict 


then Prime Minister Kakuei 


saying \"I will prevail on the 


the President Nixon made a 


encouraging 


Deng Xiaoping steered his policy from Mao\'s principle of 


Yasukuni Shrine enshrined 


a total of 10 prime ministerial visits to Yasukuni 
took place. 


China\'s priority was to sort out the confusion brought about 


dark clouds began to hang over Japan-China relations. Then 
who had a personal relationship of 
fell from power. One reason for his downfall is 


started in the mid 
spread anti-Japanese sentiment. 
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Tanino who was then director 
said \"It was shocking.\" Though 
Japan 


\"Japan should not isolate China.\" However 


which marked the 50th anniversary of the end of tr 
then chief Cabinet Councilor for External Affairs worked 
which expressed 


who decided 


Hashimoto visited the 
July 29). China heightened its 


allowing Yasukuni visits by key Japanese 


the Chinese 


when Junichiro 
he noted 


\"Both Japan and China tend to wrap themselves up in 


Japan contained its anti-Chinese 
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whatever 


it would be 


Column 4 Column 5 
with grassroots organizational abilities greater 


\" while 


the Lebanese fretted about 


Jumblatt 
is that the March 14 politicians had intentionally 


and now the March 14 politicians must be 


without appearing to be colluding with Israel. If 


Druse and Sunnis would stand together 
maybe Nasrallah would have 
Jumblatt argued. Unfortunately Michel Aoun 


and the Sunnis 
are too frightened of Sunni-Shia 


but he was 


allied with Jumblatt) hosted what turned out to be a 


former MP Ghattas Khoury (now an advisor to Saad 
Ambassador Feltman and -- joining late -- French 


live Hizballah Secretary General Hassan 


the nearby Beirut corniche filled with 
celebrating 


as other March 14 politicians called 
Jumblatt and Khoury intermittently throughout the 
in a few cases a desire to 


Column 4 Column 5 


on one level absurb to 

they 

Jumblatt and Khoury all had the same 
c\'est moi \" 

replace 

rent temporary shelter for a year and so forth. 


he did not expect that 


not as the one who delivered calamity to them. 


Nasrallah only mentioned the 
putting himself and Hizballah as bigger 
more generous more rapid than the state 


who replaced their 


\" Khoury said to Emie and 


NEWSPAPER 


when Nasrallah made vague references to 


live-in and worried girlfriend know 


which cited sources close to Israeli Justice Minister 


Column 4 Column 5 
Hamadeh had gone to Ambassador Feltman with the 
to be passed to the Israelis 


miles away) on 8/12 in the 
according to this article a result of 


a revived newspaper in Beirut that appeared 
we believe) to have 


and interview with Michel Aoun 


Minister of Social 
and Minister of Industry Pierre 


Mouawad and Gemayel 


Jumblatt predicted 
in hopes of provoking 


he said was that the 


the March 14 politicians are 


Jumblatt said constitute a threat to the March 14 
Khoury added and the March 14 majority in the 
Hamadeh noted that the 


when the March 14 movement is \"the biggest political 


the Lebanese talked 


Column 4 Column 5 


despite Hizballah\'s acceptance both 


Nasrallah also associated calls for 


since (in their 


with the Lebanese insisting (as always) that we were 


Syria and Iran. 

\" for once the Israelis are out of 

in his view a major pressure point on Hizballah is 
Hizballah is not in the mood 

even inside Lebanon but having 


\why is Israel occupying part of Lebanon?\'\" Jumblatt 


Hamadeh 
describing a briefing he had received from the Lebanese 


well before any 
but then they 


but we have heard from 
in fact be 


IF HIZBALLAH REMAINS 


Jumblatt and Hamadeh agreed. They can proceed with 
per the cabinet decision but a 


Column 4 
that sets up the LAF as the 


which would result in losing the historic 


with Hizballah in 


Hamadeh said 


but Jumblatt 
asked why that would be pressure on Hizballah 


including disarmament issue. 


Jumblatt asked 


but Hamadeh 


\" Jumblatt said. 


clinics 


on 


Cars 


Column 5 


opening the March 14 


giving his signature 
if the 


Jumblatt 


schools 


pallets of humanitarian supplies 


Column 4 Column 5 
\" Khoury lamented. They suspected that the 


Hamadeh said Hizballah had 
to give a sense of victory 


the 


such as 
giving them no time to shore up their political house 


the hatred for Israel is now 
and there is begrudging respect for Hizballah 


\" Jumblatt lamented 


the two 


Jumblatt said that the 


wave flags all over Beirut and 
usher the Israelis out of Lebanon on little more 
yet the GOL isn\'t 


but the political necessity of opening it outweighed 


Column 4 

Hamadeh 

per the Taif accord 

the recent clerics\' statement 
now frightened of civil war 
the 

through unity 


if the Sunnis 
Nasrallah might think twice 


the March 14 Maronites 
convinced that 


they agreed 


they all 


Column 5 


and Khoury to focus on how to convey a 


and so on. 
would find a 


Lebanese 


Druse 


he said 


given Berri\'s hope to rebuild 


Jumblatt vowed that he would \"continue to 
\" even if no one joined him. But he doubted 
he added \"] don\'t know how much 


\" suggesting additional worries about 


and the pro-independence March 14 crowd is 
Hamadeh and 


Column 4 Column 5 


after all was the first victim 
although he survived -- 


the atmosphere here suggests that 
while the GOL 


joining Abu Mazen and others). We hope 


which must have been as appalled as we 
are sending messages to 


not even in the south. 
LAF deployment and UNIFIL expansion are 


avoiding any incidents that might provoke strong 
on the surface all might look 
in terms of security in the south. While the status 


for the first time in decades is something 


Shebaa Farms is an essential 


Speaker Berri and other political contacts in the 
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health and educaion. He highlighted 


citing the firms visited 
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child heath care and midwife training. He emphasized 


in support of U.. 
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and there is the danger that is represented by 


social cultural and political challenges. Let us forget 


degradation and 


Iraq and 
exactly 
and they see themselves in the trench opposite a 


Column 4 


Column 5 
itis also a repression from an 
without even having complete the war with the 
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\" developed in the 2005 speech was modified. 


he also hinted at the responsibility of the 


reftel B. End Note.) In 
the king said \"responsible citizenship\" is 


once again actively involved in stimulating the 


the 


\"in effect making the task the 


\" 


poverty exclusion 


in this year's speech he seemed 


education is crucial to \"shaping the nation\'s future. \" 


\"\"a national duty \" and an 
\" 
the king 


voter 


Column 4 Column 5 


the king lowered the voting age to 18 from 


this year he 


the European 


Africa the Middle East 
\" and 


who were attending the Assilah cultural 
called for Morocco to re-join the African Union 


the king emphasized Morocco\'s relationship 


Vie. Europe 

over partnerships with other Arab countries. 

however he supported both the Palestinians and 
as chairman of the Al-Quds Committee he continued: \"l 


the king said: \"I strongly 


in 
he called the dispute \"artificial\" and considered 
merciful homeland.\" In the 2006 


however he did not mention Algeria while discussing 
the king indicated he would 


Column 4 Column 5 
within the framework 

national unity and territorial 

\" which in his 2005 speech he said would be granted 


the king stressed the word 


saying the word 17 times in 2006 compared to two 


\"future\" (16 times 
\"democracy\" (14 times in 


11 times in 2005 and 17 times in 2004) 

3 times in 2005 2 times in 2004) 

2 times in 2005 and 4 times in 2004). 

\"he 
\" \"security \" and \"stability\" throughout the 


although 
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sweet potatoes and 
while sugar cane is 


but have small 


Chen said. 


Chen said China\'s current oil imports 


who 


Sheng 


China hires a company to 
the waste is 

as China 

this method of 

Chen said. 

China\'s current 


Column 4 Column 5 


pollution and transportation 


he said that the Central 


all 


according to Chen who stated that growth of 


cleaner 
solar powered cars and 


but the technology is still in the 


but must take adequate care to 


however that now new dams are being 


Column 4 
Jr. 
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\" the law was passed by both chambers of 


both believing the law targeted 


the law signals the return of some of the heavy 


Column 5 


O6BRASILIA1673 
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Column 4 Column 5 


or any other illegal 

to carry out 

individually or in a group aimed at 

exposing the safety and security 

or harming national unity or the 

which results in 

or threatening them or exposing their lives 
or harming public health or 


or obstructing people from 


places of worship or scientific institutes from 


up to and including the death penalty. Some of the 
bombing theft 
providing weapons weapons training 


contacting foreign terror 
and cooperating with foreign terror 


an unprecedented measure in Bahraini 


but that article 


and tourist establishments (Ref B). Article 18 of 


conspiracy 
or acts with a goal of committing a terrorist crime 


Column 4 Column 5 


specifically their defense of the rights of 


saying \"It is worrying that Bahrain is disregarding 
especially since 


UN Special Rapporteur for 
called for the Bahraini 


Ministry 


he said 


the government would be able to 


Shaikh Khalid 
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however does 


the newly implemented 


and were returned without any serious parliamentary 
and ultimately successful draft 


and intense review in the lower house 
Foreign Affairs and National Security Committee and 


the CT law does not exempt what the OIC calls \"freedom 


which deals with 


Article 


and we will urge the 
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some 


real estate market (Germany\'s 


as experts believe its 


as well as more properties to the market. German 


according to a European Public Real 
have REITs of their own 


Italy Spain 
the UK). Finance Ministry 
if REITs are legalized in Germany the 


which first organized a 

had hoped to introduce 

such 

Morgan Stanley and Fortress have already been 


calling REITs \"the hottest issue of 2006.\" 


when Social Democratic 


members of the Social Democratic 
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raising the concern that REITs will 


critics of REITs point to 


this argument has 


who are then 


the group Chairman 
announced that 


although they 


the Coalition Cabinet will decide on the REITs draft 
the Parliament will begin discussing 

the Parliament\'s finance committee will 

and the 


however are 
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Social Democrats in 


\" making its future political direction difficult 


German newspapers and magazines reported that a 


cultural distrust of the finance and 


the 


including 
with an eye toward 
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but major Internet news 
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Costs Japan Credibility 


the Foreign Ministry 


the statement said. 


according to Japanese Embassy Counselor Kazuya 


Endo said. The tone of FM Li\'s demarche was 


Endo said 


Endo said. The statement concluded 


Increased Security 


about two dozen 


Endo said. The 


no further 
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while the road 


with busloads of People\'s Armed 


however major online news portals 


\"Ministry of Foreign 


said Li 
a professor at Tsinghua University 


but 


\" Li remarked. 


\"I want to become an 


an occasional feature in past online 


Japanese Prime Minister Junichiro Koizumi paid 


Column 4 Column 5 


Japan\'s Asian 
Prime Minister 


the Chinese people 


he not only has cost Japan\'s credibility 
but will also lose faith of the 


enduring friendship mutual benefits and 


with vision and 
will follow the trend of history work to 


Column 4 
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arguing that the trial was 


a group of 20-25 Papuans made 
standing up and 
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EXPRESSING HIS VIEW THAT HEZBOLLAH WILL NOT 
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4 
A 
:D JOBS 


1701 
\BLY ON 


R THE 
CHEN SAID THAT 
2 AND 
RESOLVING THE 
RELEASING THE TWO ISRAELI SOLDIERS IN 
IRED BY 
RCE ARE 


ACCORDING TO CHEN. 


Y IN 
30M 


CHEN SAID HE IS MORE CONVINCED THAT DISARMING 
AN ARMED 


CHEN PREDICTED THAT SOME OTHER ARMED FACTION WILL 
THOUGH HE STRESSED THAT THIS IS HIS 


\" ARGUED CHEN. POLOFF POINTED OUT THAT 


BUT 
SAID POLOFF. 


SYRIA AND THE ARAB-ISRAELI CONFLICT 


IT 

) 
SYRIA AND LEBANON AND POTENTIAL SOLUTIONS 
SAID CHEN. ANOTHER 

LEAR 


AND NOTING THAT WHEN CORNERED 
HE SAID THE KEY IS TO OFFER IRAN A 
2 
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HAD 

CHEN ARGUED THAT 

JE 

A 

AND URGED THE U.S. TO PAY 

SO AS 


LIKE NORTH KOREA ATTACHES IMPORTANCE TO DIRECT 
` WAY 

SAID CHEN. HE SAID THAT INCLUDING 

THE 


) 


POLOFF STATED THAT RECENT FACTS SHOW 
ID 
SIGNIFICANT 


AS 
UT THE 
IS 
WHEN CHINA SUPPORTED THE UN\'S 
IN. WHEN 
SION 
JENTS FOR 
CHEN COMMENTED THAT HE IS NEW TO 
:D BY 


BEIJING HAD FRANK EXCHANGES WITH 
ACCORDING TO 

N 
WARNING AGAINST STEPS THAT MIGHT EXPAND 


WHO COMMENTED THAT THE IRANIANS \"HAD THEIR OWN 
‘Al 
SUE 


HAS NOT DECIDED WHETHER TO MAINTAIN THE CHINESE 
HE 
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SSFUL 
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and 


he urges them to hold Arab impotence 
a lead editorial in \"Al-Khaleej\" emphasized 
and that the 


Emirati columnist Abdullah Rasheed wrote the following 


000): 


and the painful scars borne by the Lebanese 

words or foolish statements 

they are measured on the basis of 

comprising the true loss of lives property 
columnist Dr. Hasan Madan wrote the following in an 
000): 

some Lebanese and Arab 

these 

at a time when the corpses of the victims 

all amidst a strong feeling of patriotic dignity felt by 


if not a miracle that Lebanese freedom was 
while so 


Column 4 
as if 


wish to punish Lebanon. Who 


once 
will fly again. Such a strong country 


while the latter passes. 
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for reasons 1.4 (b and d). 


the 
s decision to 
drug smuggling 


proliferation of WMD 
and development of a tsunami 


s nascent 
and appealed for more student and cultural 


s desire for a strong U.S. 


but stressed Indonesia would 


reiterated 
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piracy 
illegal logging 


s intention to send peacekeeping forces to Lebanon 


Column 4 Column 5 
and made a pitch for 


this message 


s second and third largest democracies respectively 
secular 


free market economies and victims of terrorism with 


and pressed for 
8 a phrase he 


Cotan cautioned that Indonesia was still in the 


s ability to 


the United States could 
long-term partnership 


increase and encourage foreign 
encourage global peace and security 


Cotan emphasized one of 


including U.S.-funded exchanges and 
Cotan 
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and noted he personally 


Cotan 


which had been steadfastly denied and grant 


to allow 


Cotan eagerly outlined additional areas for 


conclude a 


piracy 
proliferation of WMD and illegal 


MFA Director of 


s efforts to combat trafficking had not 


Cotan 
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Cotan said the failure of the 


Cotan stressed Indonesia s firm commitment 


s role in Southeast Asia and the world 


using a policy of 


APEC the East Asia Summit 
s &unquestioned status as a 

8 Cotan expressed understanding for 

s tendency to pursue unilateral solutions on some 


Cotan made a pitch 


s largest Muslim country and third 
Indonesia would be a natural ally for the 


he suggested. 


Kleib emphasized 
s reservations about joining initiatives and 


meaning the 


with a selective 


was inconsistent with Indonesia s longstanding 


Column 4 Column 5 
BWC and CTBT) 


Cotan explained that 


west 
thereby sensitizing Indonesia to 


but independently of PSI and consistent 
s archipelagic character. Indonesia s 


Cotan said the GOI supported a 


and urged a more assertive role by the United States 


Cotan said the 


rather than 
to 


s publicly announced 
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security legal 


including the KRG. End 


the GOT wants Iraqi 
as well as the U.S. to make declarations 


given that PKK attacks in the southeast are 


to back up their reported efforts 
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to include shutting down PKK 
warning PKK terrorists to cease operations in 
and curtailing PKK mobility. Baghdad reporting (ref 


and not as USG claims that 


especially in terms of limiting PKK 


to be undertaken by Iraqi and KRG 
to physically cut-off and eliminate PKK camps in the 


to prevent free movement of PKK forces and 


prevention of PKK organized crime activities and 
including from Europe. 


to eliminate PKK recruitment and 
promote joint Turkey-Iraq counterterrorism 
and ensure security of Turkish truck commerce. 


some of 


will be difficult even over the longer term. 
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their promise to curtail 
and 


they will 


the Turks are not convinced that Talabani and Barzani 
at least in the public sphere tosenda 


cross-border 


which includes long 
in a joint and verifiable 


orevena 


including low-key GOT contacts 


Column 4 


Column 5 
reported in separate channels. While 
such an 
we must press ahead with the appointment of a 
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2006 


according to Qadir. It was 


Syria 


and Iran. When asked why they would 
Qadir discussed 
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they do not generally 


operated according to Qadir. 


beheadings and violent acts of an extreme 


the most recent being from poisoned 


who was a 
and six members of his family have been killed 


and 
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the Kirkuk provincial council announced 


the PUK head of Emergency 
and the KDP general in command of provincial police. To 
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while all agreed he should 
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since it would improve economic conditions 
by 


s two largest deployments 
held talks with the commanders of 


and visited Romanian 
Kabul 


Basescu 
s democratic development and pledged 


s continued support for the consolidation of Afghani 


however 
s offer to 


electrical power plants 
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and Qalat. Stoian said 


there was no concrete program 
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Basescu 


along with 


s old vehicles. 


immediate 


s trip to Iraq and 


s efforts to develop business opportunities for 
are designed mainly to counter some critics 


s economy. His ability to 
however are 
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Indian Ambassador Shiv Shankar Mukherjee 


and the driver and 
where the 


after a post-mortem a large group of people 
took the body to the Indian consulate 


but the mob 


despite repeated 
to provide clear instructions to the Nepali 


the GON has announced that it 
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even at 
however seemed to go unheard. The 


but the 


an indispensable ally for Prime Minister 
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the National Assembly was so 


and another to introduce a new 


Column 4 Column 5 
the Finance Minister initially 


described in reftel 


he then qualified 
saying that since this case was already in the 
it would be up to the courts to decide if the 


but when pressed he was unable to identify a case 


Humaidhi said that he recognized 


but 


visit: 
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because 


he emphasized Israel\'s gratitude for America\'s 
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Zeev said: 


that Iranian Republican Guards and weapons from 


and 


\"How united is the West? What will be the role 


Israel is unsure about how to split off Syria 


\" and is more 


Gilad Shalit. 
that it is a small territory taken by 


that the French have said that they will not lead. 
but 


that it is only the \"tip of the 


that Iran has cells in the 
and Hizballah recruits supporters from among the 


Column 4 Column 5 
Hizballah -- 


portraying Israel as 
and Hizballah and the Lebanese people as 


and suggested 


this would be better than to remain 


who -- they claimed -- are 


suggesting that it would be 


the Israeli MOD publicly exhibited weapons that it 
highlighting 


and an inner 
comprised of U.S. and Israeli Patriot systems. 


Scuds 
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and that Israel will field an active 


he said 


a company in California supplies the 


and Boeing in Huntsville Alabama 
and that 
CODEL Miller 


because they are 


and that significant progress in this 


nuclear weapons 
missile program and support for terrorists 


with lran patiently building up 
and \"Hizballah-stan\" in 


Column 4 
and cares about legitimacy -- hence its 


Column 5 


Gilad said France\'s 


and defend itself and them from attack through 
Gilad 


and for U.S. support for Israel in its 


the representatives all stressed 
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only a few things in the world today are as clear as the 


the obvious correctness 


but with continuous police and intelligence action supported 


but produce 
the trampling of liberal values in the name of 
and manipulation of the public 


author of the book \'Cuba after Communism\' 
1992) commented in center-right O Estado de S. Paulo 


tourism income and Hugo Chvez 


with the introduction 
even 


like Chinese Deng Xiaoping he could open and 


and 
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in the 
they do not destabilize Castro 
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but only help to 
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largest national circulation daily Folha de S. Paulo (8/15) 


a ceasefire has finally been established between 


which symbolized the resistance 


when 


internal pressures towards disarming the group 


15 


Hizbullah will be a key factor during 


which will hardly impose its will 


then another failure 


000 Lebanese soldiers and a UN 15 


Column 4 


no one knows what may 


Chvez 
has already offered his petrodollars to buy 


but risks falling into the retrograde 
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such as the implementation of 


because MPs 


and must follow through 


which remains the main impediment to 
consequentially 

the GOAu has taken steps 

such as closing law and 

but critics see 


MP Jalal Aliyev. 


but said that due to his reportedly ailing 
Aliyev \"might not be around much longer 


Column 5 


the 
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to the draft Law on 


\" which would 


Column 4 Column 5 


the Law 
proposes government funding for 
political 


\"pocket opposition\" MP Iqbal Agazade 


but that the money would create dependency on the 
and that new law would unnecessarily complicate the 


and in doing so would violate the 


\"pocket opposition\" MP Sabir Rustamkhanli pointed out 


it is normal practice for the 


that the new law would give more control to the 
which might not follow through with the promise of 


several MPs mentioned 


which Parliament may amend 


both key NATO IPAP 
and 


Ogtay Asadov had indicated to her that he was 


an idea independent MP 


particularly 
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a possibility 


most drafts originate in the 
many of the MPs do not have access to 


and is automatically adopted after the third 


no one 


so it is ifficult to predict what will happen. 


and the body is generally 
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\" and \"avoided holding Israel responsible for its 


\" and stated that the April Understanding of 
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cts 


especially given that \"its 


assessing that Syrian officials 


voicing a common 
asked why the U.S. did 


in the coming months it was capable of 


noting that 

led by 

Italy and Greece -- and followed tentatively by 
as part of a regional tour according to press 


as well as Hizballah\'s 
\"the current implementation phase would 


saying that it would not be 
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despite any commitments it is currently making to do 

said Dahdouh. 

who has close 

told A/DCM the SARG was disappointed with UNSCR 1701 
that the resolution \"does not reflect the realities 

so Hizballah will modulate it\" during the 


he argued 


with its heavy Shia representation 


\"he added 
\" noting that \"sometimes it is good to treat 


he retorted that it is also 


but that could change very 
said Shueibi intimating without stating explicitly 


in the short 
its proxy in Lebanon has survived intact and is fully 


because of a conjunction of internal Lebanese 
indicates that 


the SARG is likely to take a more 
one that could involve behind-the-scenes use 


domestically the regime has taken 


Column 4 Column 5 
as the 


\" 


we should encourage them to 


including easing repression the opposition and civil 
for example. 
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on 10/1/04 -- believes that he is again being 
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and he pointed out 


\" reporting to Ambassador Feltman ina 


Hamadeh described a report he said was ona 


\" Hamadeh said. 


on 8/13 the final full day of fighting) was due the 


via the 
saying that Hizballah 
which \"The Truth\" 


said that \"Hassan Nasrallah is present right now 


which had so far not 
to go that night to the front 


\"Hassan Nasrallah has 


he informed the government that he only understands 
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the resistance is not 


the orders were given for the 


carrying out 20 raids in only two 


destroying four 


was in the place...(describes earlier 


which cannot be 
the Israeli planes received 


intelligence and guidance support from U.S. 


since \"it is not in the technical 


quoting American sources close to Israel 


\" and that the American administration 
since this 
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since the air strike targeted innocent 
mostly children and since the behavior of the 


if 


that it is legally accountable for every word 
and can provide documented proof of 
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and an increase in 
outstanding questions 


and when to announce the increases: 
but which would come a few months before the 


but when the weather is cold and consumers are 


Gazprom has indicated it would grant 


something Ovcharov has said Bulgaria 


but has talked with Turkey. As 
Ovcharov said the Kazakh PM told 
citing an old agreement that nothing 


and the need for European 


which requires it to negotiate with Kazakhstan 


Column 4 
Egypt and Algeria for long-term solutions 


preparing 

and are again pushing Bulgaria and 
leaving 5 percent 

Ovcharov told us 


and calculates that its participation 


but the GOB feels it is worth exploring - 


Ovcharov told us he met recently with 


not to change the ownership model. 


which 
Ovcharov 


Atomstroyexport 


Column 5 
as well as 


but not at all costs 


along with U.S. company 


and their 


whose numbers are more than twice Westinghouse\'s 


but has threatened 


along with its successful experience on the 


Ovcharov agreed 


but mentioned 
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calling it \"cutting edge \" such 


but asked why Bulgaria should settle for 
however whether the 


the B-A pipeline and construction of 

most pointing 

are involved in the three major energy 

and Gazprom has also expressed a desire to obtain 


but most observers find that hard to 

rumors are rampant that organized 

Bulgarian and Russian are involved with 
shakedowns and other 


who studied in Moscow and has spent much of his 


its role as a possible hub or transit country for 


Prime Minster 
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but are at 


small countries such as Bulgaria may never be 
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\" he added. He stressed that the resistance 


pointing out that the missiles of the Lebanese 


and stressed that he will continue to pursue 


describing 


members of the Foreign Relations Committee of the 


confirming that 
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and in seeing Germany and Europe play a constructive role 


8/15) 
Hizbollah SecGen: We achieved a strategic victory for 


8/15) 


8/15) 


8/15) 


[Speaker of Lebanese Parliament]: We stand in one trench 


an editorialist in government-owned 
wrote (8/15): \"Israel has paid a very heavy price for 


Column 4 
namely 
to the point where Lebanon 


its national and pan-Arab role 


because no army 
can win a war with an unyielding organized 


Chief Editor of government-owned Tishreen 


she again tried to help Israelis get over 
giving them extensions of 
for the baby--the new 


which has lost its mind 


we can say for sure that it 
which will deploy 

and it might go beyond it to 
hundreds of 


as its leaders dream. Instead 
defeat 


an editorialist in government-owned Al- 
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liquidating the Resistance and 


now 


it will 
and shame.\" 


Column 4 Column 5 

wrote (8/15): \"Resolution 1701 is one of the greatest 

a resolution containing every form 

[human] rights and hazy trickery to give 


collusion and plotting has not 
sometimes it has 


but was even greater. And it surprised Arabs that their 


| respect your pain that the United Nations 
was not able to agree on 


sir that you were still convinced that this is 


who understood the 


| console her on the baby it was born 
perhaps it is the greatest victory in 
since 


you have won by international collusion but 
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an op-ed writer in government-owned Tishreen 


which are hidden under the guise of the 


in effect an 


in addition to setting the 


for example or the file of the Lebanese prisoners 


there is the 


an editorialist in government-owned Tishreen 


she is no doubt 


despite its huge army equipped with the most developed 


Column 4 Column 5 
this army has 
where the flexing of muscles was 


it is possible to say that we are experiencing the 
the era of glowing Arab anger 
who must have 


which they 
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as Ramos Allup claimed. Alcantara 
he discussed with Ramos Allup his disagreement 


however Ramos Allup 


Alcantara and others to go public in order 


particularly some of AD\'s 42 sitting mayors 


regional and local elections. Moreover 


former 
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arrogant and 


a group of AD leaders in Zulia has already broken 
not because they view him as \"their\" 

but as a way to organize and galvanize those 
despite their fundamental differences 


were optimistic 


and Alcantara asserted that the party is 


with or without the support of other party 
and his 

as well as the 

is another example of the politician\'s 


but it highlights 


Manuel Rosales has the 
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but papers 


Lebanon and Israel on Wednesday to test the ground for a 


rather than militarily.\" 


Yilmaz Ozdil questions Turkey\'s 


then how come no one ever thought of asking 


noting that \"people in the Middle East will trust Turkey\": 


the issue is the deployment of a 15 000-strong 


Turkish troops will be sent to Lebanon as they were 
Bosnia and Afghanistan. Turkish troops\' success in 


Column 4 Column 5 


leaving behind 1 200 killed and 7 


regardless of the declaration of a 


and labor unions. 


saying Turkey was 
also warning that Turkey\'s 


Turkish Cyprus has gained prestige with us.\" 


the 
will open 20 family advice offices across Turkey to offer 


offering psychological treatment if necessary as well as 


General Himi Ozkok with state medal of honor. Ozkok will be 
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both 
have been abducted in Gaza by unidentified gunmen. 
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in which parliamentarians 
boosted the ANC\'s total to 


with 47 seats. The ANC leads the administrations 
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largely based on the SACP\'s 


and Zimbabwe policies. However the alliance is 
at least in the short term. Despite 
most SACP and 


his centralized 

and former Deputy President Zuma\'s upcoming 

affected by continued 

unemployment a delayed response to the 
and the slow delivery of services to South 

fluctuated throughout his first 

a recent poll showed that 77 

a 


such as when he overrode the 


and the AU Peace and 
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and it 


by virtue of its 

economic 

615 troops currently are deployed in UN and 
DRC 


our ability to support these efforts 


and often 
challenge for President Mbeki. While it is 


its \"quiet diplomacy\" policy of 


such as sanctions 


South Africa appears increasingly 


South Africa sometimes takes positions on global 


South Africa 


increased development assistance 
and lower trade barriers. 


Column 5 


and military clout 


Sudan 
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South Africa is markedly different from 


105 (2005) 
Malaysia or Thailand. The South African 


within the SARB\'s official 3 


has not been sufficient to 


currently 26.7 percent has only 
and is significantly higher among 


live in poverty. 
the government has made strides in the areas of 


four million households 
and nine million people connected 


the United States Government has 
plus $201 million in credit guarantees. 
our development assistance program focuses on 


addressing 


and reducing 
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the 
and the Rockefeller 


including the FBI CDC 
and USAID are represented at our Mission in South 


and 564 local employees. More than 40 percent of 


and in 


while South African exports to the United 
South 


equivalent to Turkey or Chile. It is the largest 
twice the size of 


iron/steel and clothing 


sound 

by African 

its large market are the primary attractions for 

however failed to 


uncertainty about Black 
labor regulations HIV/AIDS 


the U.S. and the Southern African Customs Union (SACU: 
Botswana Lesotho 
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including 2.9 million women. In 2005 an 
000 more citizens became infected and over 
000 died from AIDS. AIDS-related deaths will create 


000 of the 


treatment 
the U.S. has provided almost 


making it the largest recipient of Emergency 
the Emergency 


000 people in ARV treatment through 
the South African 
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making it an important 


DHHS DOD 

the 

universities and NGOs to strengthen primary health 

prevention disease surveillance and research. 
in coordination with the government a five-year 

prevention palliative 


and the provision of care for orphans and other 
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over 190 


the IDF on August 15 initiated 
arresting six 
a 73-year-old 


including a Palestinian carrying a knife at the 


according to USAID Gaza-based staff. USAID 


Karni/al-Mintar 
or 58 percent of 
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according to USAID 
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Department of 

Central America 

former South 

noted that South Africa and 
based in large part on 


Swanepeol frankly 


South African senior officials do not criticize 


with both sides consciously 


Swanepoel recounted how the two FMs 


relations between South Africa 


the tone and tenor of the dialogue between the 


and that sentiment continues to hold sway in the 
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the 
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according to Swanepoel. The FM has requested 
which Swanepoel is 
however the SAG Mission in Havana 


a birthday wish and a get 


in which Mbeki \"saluted his cadre\" President Cas: 


\" and expressed his \"solidarity\" with the 


with the Deputy Speaker of the National Assembly 
and includes large 


with a smaller number of Cuban doctors 
proved an embarrassment 


foreigners 


Swanepoel said. They appear 
which has been relatively 


no matter who 


the 
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who backed and 


the ANC and the South African Government 
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the Norwegian company Kongsberg (command and control) and 


the Nordic Team proposal appea 


the 

politics is the \"X-factor\" where the French hope 
it is anticipated 

including extensive French governme 
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it is important that the GOE set a precedent for a f 
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especially since it stopped the 

it unfairly \"blames the 

\" instead of blaming Israel and its defenders 


Asad insisted that calculations of national 
\"even if this leads 


including 1559 and 


Israel sought the 
which the U.S. has turned into a body that 
in order to achieve a political 


at least in the peace 


but all of the Arab street as well.\" 


including the 


Column 4 


Column 5 
to liberate Arab lands; 


according to our 
and those who do not should step aside and let us do 


1983 peace agreement 
Asad (in a rhetorical flourish he 


saying that time is 


like Saudi Arabia Egypt (as well as with Jordan). 


although the overall tenor of the 


if it is understood in Cairo the way it was 
could provoke diplomatic repercussions. 
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independent 


MUYAP has noticed a shift in music 


usually in the MPEG-1 Audio Layer 3 format 
have allowed individuals a 


MUYAP now views MP3\'s as the preferred method 


but stressed that the biggest threat 


Internet piracy 


however their lawyers pursue the cases. When 

it organizes a committee bringing together 

the police the 
and the governors. According to Kilic in 
082 pirated copies. Between January 1 and June 3! 


MUYAP reported that 216 219 pirated copies had been 


Kilic commented that the 
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soa 


Kilic claimed that the new 
because then we can reach the 


shutting down 


with 
000 to 80 000 songs now offered for legal purchase 


Turkey is more successful at shutting 
\" but allowed that 


but \"with file-sharing programs and online forums 
it is harder to follow. 

when a server hosting illegal music files is 

music pirates merely move to another server and 


since there is no \"international consensus or 


\" he said. \"It is about 
is that 
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because there is no 


and when judges see a little guy they 


\" he elaborated. 


MUYAP has become 
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prior to and since the NAP\'s passing 

and have 

consultation and input 
we organized 


they were 


the NGOs 
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a DVC was 


foundations) for 


the Estonian NGOs 


corporations 
etc.). The participating Estonians 


NGOs are 


when key GOE 


critical lines of communications are 


D.C. area which is made up of various 
law enforcement and NGOs. 
the task force has been successful 
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Polaris Project explained that while they lack 
they use 


there is a tendency for NGOs to 


the NGOs began to explore areas of 


\"Living for 
has already followed up with their U.S. 
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where the 


likely prompting the political class to return 
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which called 
considering it to be a 


the press reports. 


and northern villages in the vicinity of Saar and 


Hizballah 


as do volunteers soliciting donations 


the delegation 


and will see parliamentary chairman Nabih 
delegation member 
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vice president of the Bahrain 


member of Al Wifaq\'s Consultative 


told P/E Chief that he breathed \"a sigh of 


demonstrations and other 
but were instructed not to 


Al Qari said was the July 12 march 


there were onlya 


Al Wifaq would take to the streets 
in reaction to events in the 


he 
is independent of Iran Hizballah 


with a continued refrain of the United States trying to 


\" saying \"to 
the word \'new\' means 
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protect 
and begin the birth of a new Middle East.\" 
Akhbar Al Khaleej 


among 
does not show Bahrain as an 
printed next to a 


shows such 
Greater Jordan Islamic 
Arab Shia State Free Kurdistan 


\"Is this plan true? Is this 


whose recent book 


the 


many are anxious to 


in his view. Rather the campaign season will 
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the Al Rasheed DAC formed a 
local 


military 


the 


departed residents have not yet begun 


which they see as key for the 
and continued detention of \"innocent 
\" especially clerics and tribal leaders. We see 


if successful 


one week after the new Baghdad Security 
PRT Offs met 


the Chairman expressed the community\'s 


community members have begun returning 


DAC leaders engaged area 


resulting in a joint letter 
police 


and support for Iraqi and CF 


Al 


local police 
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intelligence 


hope it will have a 


and military 


military 


Column 4 
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and DAC members. Elections for the committee 


the committee will provide an excellent 


the Al Rashid District Chairman indicated that no 


in addition to improved security 
water 


and sewage collection as integral to making the 


municipal services 


\" especially 


\"for the 


we agree with the 


8/15/2006 16:43 O6LAGOS1103 
8/15/2006 17:48 O6OTTAWA2439 


the Minister indicated that the 


thus killing the 
this week is probably crunch time for the 
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the reaction of the British Columbia companies will 


but it is still uncertain whether 


the provinces and USTR. Despite the industry\'s 
the Embassy believes that Emerson with the Prime 

is adamant that the industry must 

uncertainty and litigation. 


in the middle of the 
of the senior ministries in last 


contacts have noted to us that it is crucial 


International Trade Minister David 
Industry Minister Maxime Bernier and Finance 


Emerson told the press that he 


the date he said he 


adding that he would 
the provinces as well as 


but he remarked pointedly that the agreement would 
but he remarked pointedly that the agreement would 
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Emerson stressed that \"negotiations have ended \" 
there is no chance 


and that a fresh round of the litigation cycle would 


and the Quebec Forest Products Council; and 


the Embassy and the Consulates have 


despite industry dissatisfaction with some of its 
key contacts at industry associations 


but the stakes are high enough that many 
persuade the 
and ensure that the Parliamentary vote on the 
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the \"pessimistic\" view believes: 


Guy Chevrette President of the 
commented on the state of 


but that the 


this 


and such adjustments should not be seen as 


if one 
then it would 
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so they would prefer not to have 
and to flood the U.S. market with their 


if companies do not fulfill their share of 
the unused quota is lost and cannot be 


for example so that any lost 


the Vice President at Abitibi said that 
honest and open.\" 


Alberta and 


but relatively small in the big picture. 
these observers have said that they have no 


Ontario and Quebec. However a 
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which could 


the BC 


the border tax calculation on the date a lumber 
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particularly the Shia 


the FM referenced his recent telephone 
and he told the Ambassador that 
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conditioning the start of broad peace 


and will seek a no-extradition commitment from 
at the moment 


s best punch and are still standing. They feel no 
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a military prison. 


she received a warning that her husband should 


he was pleased to see 
because conditions in the 


due to his rank Uson would 


Emboffs spoke off the record with journalist 
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and to share the information we had 


though he wondered if such retribution might be 


given his 


such as a cellular 


more frequent family visits and a private cell. 
and BRV prison officials line 


Huizi said Uson has given a series of 


through these talks Uson 
in conjunction with 
has assumed a 


and third country diplomats and frequently 
and 
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Argentine President Nestor Kirchner reacted 


including Argentina. According to US Trade 
the administration wants to determine 
based on statutory 


yi 


and specifically against 


2005. The Secretary of Foreign Trade 
and the head of the Argentina 


Venezuela\'s Congressional Finance Committee 


according to the market 

a second tranche of USD 1 billion would be issued later. 

half of it will be the 

and the rest a Venezuelan fixed rate bond. 
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to be 


during the Mercosur central bank presidents summit 
Martin Redrado (President of the BCRA) and Henrique 


each 


the use 


Argentine beef exports were USD 480 during first 

against USD 627 in the same period in 2005 (-23 

beef sales decreased 37 percent y-o-y. 

2006 the GOA imposed a ban beef exports for 180 days 


the IMF published its article IV review of 


the state of the banking system and the recovery 

the IMF criticized the fiscal erosion during 

growing labor informality price controls and the lack of 
price 


increase real interest rates to make them positive and 
let the peso 
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the Chamber of Deputies approved an amendment to 


Moreno will be able to impose fines of up to ARP 5 


arguing that the same secretary will be in 


where it is expected to be passed. 


Economic Minister Felisa Miceli stated in a speech 


and 
the 


the Secretary of Internal Trade Guillermo 


rents have increased 7.2 percent in 2006 while 
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consumer willingness 


the GOA authorized an immediate 10 
close to 15 percent on September 


the rise for 


it will be difficult to 


and 

2004 the 
validating the 2002 

but that ruling 


from ARP 470 to ARP 560. Union 


President Nestor 
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the Argentine Supreme Court ruled against 
claiming that 

particularly for 

000 per month. According to the 

the issue of pension mobility 

by including it in the 2007 


the cost of this measure will be approximately ARP 
or 0.8 percent of GDP. Argentine President 


the GOA announced a 180-day glass export ban the 


as expectations for prices eased 


19 economic consultants 8 foundations and research 
and 11 universities. 


in north Italy ruled against the Banca 


250 plus interest to more than 450 000 bank clients. The 
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below market 
and increased 17.74 percent y-o-y. 
without considering hours 


which rose 1.44 percent 1.05 percent and 0.79 percent 


compared to ARP 1.1 billion in Lebacs that came 


on the longest term instrument the 
the yield was 11.90 percent. Lebacs with a maturity 


and Lebacs for maturities 


beginning last 


closing at 3.09 


closing at 


and have increased USD 8.5 
or 46 percent since the GOA prepaid its entire IMF debt on 
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by Miguel Kiguel from an article published 


while interest rates have been increasing very gradually and 


the Central Bank of 


and on at 


we would 
where not 


but also its effect on prices. 


which | imagine no one is considering would be to 


although it continues carrying out to the letter 


it will be necessary to slow down 


the Central Bank is slowly increasing interest rates 
and one-year Lebac 


Column 4 Column 5 
given that they are fluctuating around 8 


and where the 


especially 
with the objective of ensuring the monetary 


are beginning to function 


could bring about tensions between different 


fixing the monetary target on M2 instead of on 
meeting the monetary base goal in 2005 was in 


less complex given that it didn\'t require depending on 
and 


which 
although it 


the 


which will likely fix new M2 goals. Although this tim if 


it will be with a 


not of the Embassy. End Note.) 
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and that they have their WHO yellow cards 


not a booster it should be given at 


and disruption of travelers\' itineraries. 
both 


Tel (55)(61) 3312-7401 Fax 
cellular phone (55)(61) 
email: NormanPD@state.gov 


Quadra 801 Lote 3 
fax number (from U.S.) 011+(55) (61) 


telephone number (from 
fax number (from U.S.) 


Column 4 Column 5 


381 - Chacara Santo Antonio telephone number (from 
fax number (from U.S.) 011+(55)(11) 


the Government of Brazil started fingerprinting 


however that official 


INSURANCE AND HEALTH UNIT ACCESS ISSUES: 


DOD and CDC need not take further action. Direct Hire 


phone number and policy number of their medevac insurance 


the Health Unit will try to facilitate access 
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regardless of length of stay must bring/forward 
but are 
cashier accommodation exchange control room staffing 


there is a charge for 


based ona 
prorated for the length of stay. For example a 


please be prepared to sign a Memorandum of Understanding (MOU) 


500 for the fiscal year. 
the TDYers should bring this documentation 


Rio de Janeiro Sao Paulo and 
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especially at night. Embassy visitors have 


individuals and organizations with ties to 


as well as Embassy Asuncion and/or 


just as they would in any large city in the world. Some 


bank or simply cross the street. 


statistics show that resistance leads to injury. 


or call the front 
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GOJ contacts have 


Venezuelan President Hugo Chavez 
made a one-day stop in 

USD 290 million 

USD 260 million was a soft loan for the 


and three smaller construction projects totaled 


with no domestic sources of petroleum is 


and since the mid-1980s has seen 
from 5.6 boe to 10.31 


Jamaica has reached a point where 


s energy bill. 


the Government-owned 


000 bpd which manufactures 
unleaded gasoline turbo fuel 
diesel oil heavy fuel oil 


approximately 5.5 million barrels were crude oil 
Venezuela and Ecuador. The 
sourced 


Column 4 
but with significant levels 


Jamaica is entitled 


000 bpd under concessionary financing terms. 


60 percent 


Technology 


this will give a soft loan 


this obscures 
Jamaica 
that 


and it is likely that 


PetroJam primarily imports 


as well as the lighter Mesa. In 

000 

the current engineering plans 

call for the addition of a catalytic reforming 
vacuum tower 

Managing 

this will allow the 


construction for the upgrade is projected 


the front runners appear to be SNC 


Column 5 


Energy and 


developed by SNC Lavalin 


visbreaker unit 
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Chavez and Simpson Miller added an 


000 bpd to 
500 bpd. This increase reflects 2 500 bpd of aviation 


concern about ensuring the security 


the 


when former Prime Minister 
he announced that it would serve as a \"catalyst for 


it was a platform for re-election under the slogan 


the GOJ estimated that 


as well as bonds issued by the National 


Column 4 


Column 5 
GOJ will receive USD 
with 
and USD 65 
however indicated that 
and that 
JLP General Secretary who 


the JLP is concerned about Jamaica forming such 


s 
especially considering his alignment with 
Samuda 


is bad for Jamaica s development and may take them 


s concern that Chavez may meddle in 
it is noteworthy that former 
is reported in the media to 


DCM called Delano Franklyn Minister of 


echoing sentiments that 


the continuing construction of 
and the 
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to help finance low-income housing. 


corruption allegations aimed 
anda 


there is some reason 


and terms could 


the 


it would not be surprising 
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presumably in Havana with the 

and for the 

reputedly a 


and seemed like a nice 
but was not able to finish it on 


saying it is too straight. \"It has curves here 
\"says Chavez \"and it\'s like a little tomato at the 
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\" to which Fidel responds 
more surgery?\" Raul defends his brother\'s nose 


brotherly conversation with Fidel whose voice is 


bright red shirts emblazoned with \"Venezuela-Cuba\" 


smiling. The two \"enjoy a frugal snack\" (yogurt) and 


Fidel appears to 


withered hands. 


rerun many times on Cuban TV indicate 


whether by death or incapacitation. They afford 


always in Fidel's shadow and ready to do his biddi 


Raul is seen blessing and acquiescing to the 


international 


heroic-looking Fidel is intended to equate him 


nor Daniel Ortega whose 


Cubans are generally dismissive of Venezuelans 


Column 4 
not to mention the 20 
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Dr. Bethel taught in the Social 


where she worked as Deputy Chief of 
when she 


serving as Fellowship Director in 1994 


a leading Bahamian international 
she headed the 


another leading financial services 


revered as one of the 


Owen Montague Bethel 
worked as Executive 


Avery. 


the financial services firm with whom Dr. 


closed its doors in 2004 while 


Column 5 
000-plus Cuban 
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founder of the Montague 
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allegedly including 


Dr. Bethel has been 


and in April 2006 she 
and has 
trade (Sugar subsidies) nuclear 


and spoke along with 
Vietnam Iran and others against US weapons policies in 


along with Minister 


Post expects that she will adhere to official PLP 


Mitchell discussed The Bahamas\' process for 
Foreign Minister Mitchell came 

media and the public. Defending 

Mitchell said that a recommendation 


Mitchell and his 


like the vote for Cuba on the UNHRC 
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CARICOM\'s 
and remains a key foreign policy 


further ensuring his preparation 


and speculation is 


and he may therefore have a 


Christie is content to allow 


Mitchell has significant ability to influence The 
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we have not seen any indications at 


we do not 
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a DPKO official 


and informed by DPKO assumptions. With the caveat 


Ghana India 


Italy and Spain would provide one battalion each. 


s border with Syria to prevent the rearmament of 


Rules of Eengagement and 


DPKO asked member states to provide a team of 4 - 5 


we understand 


currently 
has already 
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DPKO hopes to complete the Concept 


Rules of Engagement and other DPKO thinking at a 


DPKO previewed on August 
combat engineers to 


ground and air recon transportation 
utility helicopters and a level 


the IDF and 
and would like to establish regular mil-to-mil 
the IDF and the LAF. 


particularly India 


and that no one should assume that the existing 


DPKO USG Guehenno pointed out that all 
and in 
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Special Assistant 


s 

Ghana India 

Italy and Spain might be asked to provide one 
as well as Malaysia 

Sweden and China 


s force generation 


despite early political signs from Paris that France 


as 


to ensure that they play their 


and described a press campaign by DPKO 


Ahmed told Poloffs that Guehenno is 


most likely by providing 


and conveyed a 
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000 troops. 


000) Ahmed confirmed 


with robust Rules of Engagement and 


Ahmed conveyed that DPKO\'s approach to the 


and that the UN would like USG 
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combat engineers to 
ground and air recon transportation 
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DPKO USG Guehenno pointed out that all 
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despite early political signs from Paris that France 


as 
to ensure that they play their 
and described a press campaign by DPKO 


Ahmed told Poloffs that Guehenno is 


most likely by providing 


and conveyed a 


000 troops. 


000) Ahmed confirmed 


with robust Rules of Engagement and 
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Ahmed conveyed that DPKO\'s approach to the 


and that the UN would like USG 
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he used the opportunity 


Va 


he plans to reestablish the 
s. 


medical training 


Ortega is 


emphasize his revolutionary 
and criticize the United States for 
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and scholarships for 
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8/15/2006 22:47 O6AITTAIPEI2778 
and the U.S.\'s over-tilted position 

pro-independence 


\" saying they have used the threat of al-Qaeda and 


000] (8/15): 
whether 


it will not triumph unless it wins in the military 
diplomatic and security aspects. The UN cease-fire 


given the 


forcing 


as a result held a tougher 
and Syria is expected to recover 


English-language \"Taipei Times\" [circulation: 
000] editorialized (8/15): 


but many in the UK 


and see last week\'s terror alert as the latest 
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the UK government is a virtual novice. 


2001 attacks on the US the administration 


backed by Blair launched the \'war on 


which would otherwise 
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conventional 
or any weapons system despite the claims about 


and Red Mercury continues to be sought 


Embassy Colombo may advise Sri Lanka that 


we deem the sources cited in the 
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it should be noted that 


all reports of nuclear 
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that movie\'s portrayal of a 


the 
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there is concern in Washington about icy state of 


000 people visited Yasukuni on Aug. 15 biggest crowd in six 


ruling parties not all supportive of Koizumi visit to 


South Korea starting with summit meetings at APEC 


Russia working out cooperation plan for responding to 
tsunami in northern territories 


Column 4 Column 5 


South Korea toning down criticism of prime minister\'s 


placing emphasis on Koizumi successor 


2006 


Beijing 


the Chinese government singled out Koizumi while 


the next prime 


targeting only the prime 


he tried to 


Li added: \"We urge the Japanese government and leader to make 


Seoul 


South Korean President Roh Moo Hyun said: 
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the Takeshima/Dokdo islets and 


including policy 

negotiations on a free trade agreement with the 

and domestic issues. On relations with Japan only 
in contrast to its response 


the president gave 


2006 


Takashi Arimoto 


stating \"The prime 


Chinese 


but the President has never 
saying \"Friends getting along 


ROK over 


2006 


the anniversary of the end of the 
concern is spreading widely in the United States as well as in 
that the icy relations between Japan and China and 
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a 
now pressed by the Middle 


Japan-ROK relations in view of the need to respond to 


2006 


business circles are increasingly concerned that the 


China is now its second-largest trade partner following 
with exports to China in the first half of fiscal 


up 26.1% over the same period in 
up 16.2% over 


such as Isetan 

are steadily expanding their 

there is a strong concern about the possibility of 
such as bilateral talks over the 

as a spokesman 


president of the Japanese Chamber of Commerce and 
noted \"Building good relations with neighboring countries 
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2006 


secretly 


he ordered that another poll be taken. Just prior to the 


and a possible backlash against him. 


he could tell the level of impact of the 
compiled in early 
those opposed greatly exceeded those who supported the 


the Prime Minister set a policy course of 


000 visit Yasukuni Shrine to pay homage on Aug. 1 most 


2006 
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000 people visited Yasukuni Shrine (shrine\'s 
the day that Prime Minister Koizumi came to 


when such record 


\"We can\'t deny the influence of the Prime Minister\'s 


2001 two days after the Prime Minister visited the 
the visitors that day reached 125 000 

000 persons from the previous year. Visitors coming 

2003 and 2004 ranged from 50 000 to 85 


so the number of 
000. This year the numbers were even higher 


ruling parties; Historical views spotlighted as political 


2006 


including 
not to mention the prime minister 


and how 


objections have been erupting from opposition par 


how 


for when he announced his candidacy for the Liberal 
he ruled out the possibility of visiting 


Tanigaki said: (1) There is the 
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Tanigaki said: 


but Japan accepted them as a political 


who calls for 
has a historical view 


it is quite natural 


Chief Cabinet Secretary Abe takes the view that 


Foreign Minister Aso stated: 


Party head Kanzaki 
\" but adding: 


there is a feeling of 
but these countries 


Japan\'s relations 
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South Korea before year\'s end 


2006 

the Ministry of Foreign Affairs (MOFA) began coordination 

who is most 

in mind MOFA is eyeing the Asia-Pacific 

for 

Abe indicated a desire to resume summits with those 

saying \"It is necessary to pursue constructive 


but he 


as a Close aide to him put it. The same 


therefore took the view 


MOFA wants to use 


Column 4 Column 5 


with President Hu Jintao stating during his 
\"I hope | 


\"It is 


Russia to cooperate on earthquake 


2006 


by piling up 


it is of urgent 


Tokyo and 
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South Korea over 


2006 


the 61st anniversary of the end of World War Il. 


repairing diplomatic ties with Beijing and 


should debate on the Yasukuni issue not be 
the public will 

\" said former LDP Secretary General Koichi 
whether the Class-A war criminals should 


whether a new war memorial should be 
and how to perceive the history of World War II will all 


2006 
a fire broke out at the two-story 


Tsuruoka City Yamagata 
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and he is unconscious. Police 


making such remarks 


\"The prime minister 
\" and \"It is a big mistake to think 


Kato was 


smoke went up from the inside of the house when 


8/16/2006 2:23 


O6ULAANBAATAR621 
but the exact size has been disputed. Some 
restaurants and land 
the USAID-financed 
a national sample survey of 13 900 


400 households about their production and 
their attitudes 


and their finances. The 
scope and 


Analysis and Policy Implications from the 


regional mean and median. A subsequent report from 
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a much larger portion of the economy than 


and 


since a better estimate 


tax ratios foreign assistance 
etc. In addition the potential impact of 
as wellas a 


with the better tax compliance ameliorating the effect of 
while also increasing the transparency of 
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government officials judges 

community level. The Coalition of 

a core group of organizations dedicated to gender 

established an annual 16-day campaign focused on training 

these campaigns have been 

particularly in the city. 


written documents public involvement 


medical educational and legal 


two were established with NCAV 


NGOs and independent groups. They have continued to 


but 


155 women received legal 


two of which have been established within past two years. 


with room for 6 to 


D 
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women 


many women remain unfamiliar with the 


while 


the 


NCAV has been unable to expand their monetary resources in 


and contributes to inadequate awareness. 


promote more 


and 
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the Embassy has provided a two-year grant of 
000 to The Asia Foundation which is playing a leading role in 


000 from the monetized 
two Peace Corps volunteers in one 
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Fadul explained that 
pending an \"SLA general 


organizing his supporters and refining their 


\" though logistical issues pose problems. Fadul expects the 


possibly in 

then had not signed 

he noted their dissatisfaction 

as 

he remarked but full support would not 


but that international community involvement would be 


Column 4 Column 5 
and that the new group wants to bridge the gap on unresolved 


it appears that many previous Abdel Wahid 


among 
a re-branding of the SLA was needed. End comment.) 


and did not extend to the national 
those affiliated with 


though many had not yet formed 


who would remain part of the movement 


filled with his supporters and following an 
would not likely lead to a 


who speaks fluent English was optimistic that 


he strongly 
who 


but held firm that Shafi\'s group would not sign unless their 


including Dr. Mohamed Ahmed Abdulla 
Mahdi Bosh and Dr. Mohamed Eisa Alaj 
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to include the insufficiency of 


in particular provided a cogent 


whose dismantlement must be overseen and verified by the 


the DPA provides for rebel 


rather than visa-versa. 


to be viewed as a legitimate process must be organized 


intertribal reconciliation and resolution of land 


furthermore is 
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but he did not provide detail on the 


which 
student and women constituencies. (Comment: When 


Ahmed was evasive. This may be due to 


Ali Hassan Head of UNMIS 
echoed Fadul\'s assertion that the 
including those in the IDP camps were well aware of the recent 


those outside the accord would have to be brought on 

the former Chairman 

which 

Minawi and international 


he has been 
Abdel Wahid has 


the creation of 
and the ascendancy of Minawi to Senior Assistant 


as it only complicates the situation on 
in return could 


especially given 
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there 


in fact had not endorsed 


UNMIS Ali Hassan and UNDSS in North 
who have been in touch with various Abdel Wahid military 
intimate that some influential commanders remain loyal to 


Abdel Wahid appears weakened which may 


political and humanitarian situation on the ground in 
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complacency is not an option. It 
which is 
plans to deploy troops to the southern part of 


one of the terms of the UNSC 
the resolution did not call for 


\'as the Bush 
which is sympathetic to Israel pushed 


and minor clashes occurred 


any violation of the 


Column 4 


the intervention 


Hezbollah must be made to 


the 
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\" and pointed out that it was much 


including 


showed the French economy is 


but were up 1.9 percent compared 


but did not announce an upward 


Finance Ministry specialists are 


Column 5 
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a euro close to 1.30 USD and lower economic growth in the 
which could ultimately have a significant impact on European 


which could also harm the French 


consumption is likely to slow in 
since the effect of the Soccer World Cup will 


France\'s main trading partners remains fragile and 


higher oil prices and the crisis in the Middle East 


a range Breton hinted at 
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WHICH DISCOURAGED TAIWAN FIRMS FROM INVESTING IN 

D 

THE 

AIC 


WHICH COULD RECEIVE BROAD 


NOTING THAT LIMITS ON THE 


TING IN 


-UE HAS 


‘AST 
BUT HIS PROPOSAL WAS NOT WELL 
TAIWANS 
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AS 


SHIH EXPLAINED HIS \"SMILE CURVE" 
WHICH IS OFTEN CITED BY BUSINESS AND GOVERNMENT 


D OF 
MANUFACTURING AND SELLING A 
3H 
NAMELY RESEARCH AND DESIGN AT THE 


INSTEAD OF THE CUT-THROAT 
HE 
SHIH DESCRIBED SOME OF HIS CURRENT 


ARE 
IWAN 


) 
DULD 
:D 

BE 
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\" and claimed that he 


particularly 


agriculture communication 


Column 4 


and no further action was planned. Boucher urged 
such as the Manas Air 


and he urged Jekshenkulov and other senior 


Column 5 


encouraging 
Boucher said that the U.S. 


but questions have been raised about the 


Sultanov said that Central Asian \"tendencies towards 


the parliamentary form 
as Kyrgyzstan\'s democracy was likely too 


adding 


parliamentary deputy and 


he said that the 
and 


the rector of the Islamic 
and several Islamic clerics expressed their 


which have sent dozens of Islamic 
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the 


specifically addressing the way terrorist acts 


the Mufti said he believed 


s desire to create an unconstitutional state 


and they doubted claims that Kamalov 


Urban Institute IFES 
and the National Democratic Institute) the 


though some expressed 
which would make the development of true 


but that government was 
making it suspicious of outside civil 


non-governmental 


most thought that a widespread crackdown 


Column 4 


Column 5 
in part because the central government was 


salaries were too low and close family and clan 


addressing regulatory 


A/S Boucher inaugurated the new U.S. 


including strengthening the bilateral 
supporting the base agreement 


making 
and building on regional 


Prime Minster Kulov hit positive notes with his 


s problems. 

however much will depend 
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but Sinno and others prefer 
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Lebanon has benefited from USAID/USDA 
such as \"Food for Education.\" 

the International Orthodox 

000 tons of wheat 


request for a similar grain shipment would need 


post recommends that 


000 to 30 000 


IOCC World Vision 


we hope that this request can 
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wheat shortages are likely to benefit Syrian 


political and 
bread shortages and/or hikes in bread prices would 
especially during this critical period. End Comment. 
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Shih has been teaching 
with a short interruption from 1998 to 2001 when he 


but his nomination was rejected by the 


Gordon Chen 52 


except for the past 


Chen was Director of the Executive Yuan\'s (EY) 
taking care of public finance and the financial 
including the securities market. He was Vice Chairman of 


he staged a comeback in 1998 when then Premier 


a devoted Buddhist is 
careful and conservative. 
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Bakiyev said many of the 
but his 


resulting in confusion and uncertainty. 


Assistant Secretary of State for South 


noting that 
such 
that might be of interest to U.S. 


but they are dragging out 

they should be working together as the 
it would 

the 

tax and customs 


and the fight against 


according to the President but he concluded that the 


| knew we could do it \" 


Column 4 Column 5 
but he the 
had always been committed to the Base as no 


because he cannot guarantee Kyrgyz performance. The 


and 
not a political issue 


perhaps because \"they 
commented the 


and 


the President said he was ready for the Americans to 


and the U.S. Government appreciates the Kyrgyz 


the fifth anniversary of 


the President said that 


although it is not a simple matter: 
\"he claimed. 


the President had requested a speedy 
and 


Boucher had asked that the President decrease 


Column 4 
and Bakiyev had 


but noted that 


but Kyrgyzstan 
including from 


should not come between our two countries. 


even an 
action 


Boucher responded that the U.S. is 
Boucher noted that Kyrgyz representatives 


which 
and the next step is a follow-on conference 


the work AES is doing in Tajikistan 
and suggested that the Kyrgyz 


as well 


Boucher 


and especially India 


he said 


Column 5 


and we don\'t want this to continue 


some of 


to \"create a whole\" -- to which the 


and 


integrating the 
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the 


Jalalabad and Osh 
but his brother Sadykjan Kamalov 
had direct contact with terrorists and 


but were preaching an untrue version of Islam and 


Bakiyev said. He added that the Kyrgyz government 


as the SNB has no helicopters. 


but believes the SNB has spread false 


as 


i.e. Russia out of 


which in turn provides more choices. 


where he tried to re-establish a decent 
but it would be a hard-nosed relationship based 


but that President 


and political and economic development but that 
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he hopes that Bakiyev influences Karimov 
Bakiyev said 


\" that he had just had a difficult 
so he is not sure how 
which is closing itself 


Boucher concluded that by leaving 
Uzbekistan is losing opportunities. 


but the two billion dollars of debt weighed heavily on 


that 


but he hoped that the 


\" he said 
t 


Bakiyev said that the issue of the 


and the Foreign 


Column 4 


and Bakiyev succeeded 


although he also said what we wanted 


and three days later they are still 


or does it mean 


that the Kyrgyz Government will start taxing fuel. 


the overall cost to the U.S. could not increase 


the 


although in April the 


the 


who decided the PNG issue 
this contradicts what he told us on July 12 


Column 5 


although 


as Security Council Secretary 


and 


it was 
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it begs the question of who is in charge of foreign 


many of his remarks 
where he was 
once again 


which leaves both Bakiyev\'s staff and 
the U.S. scrambling. END COMMENT. 
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RAMPANT DEFORESTATION AND A 


THE 


PART OF THE STATE ENVIRONMENTAL PROTECTION 
SAID THAT ONE-THIRD OF CHINA\'S URBAN 


IER 
WITH LEVEL TWO BEING CONSIDERED HARMFUL TO 


AND LEVEL THREE CONSIDERED \"VERY DANGEROUS.\" 


ZHANG LIJUN SAID ATA 
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ACCORDING TO A RECENT 
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IILERS 
IWER 

ONE-THIRD OF GUANGDONG\'S POWER GENERATION 

OUTDATED AND HIGHLY POLLUTING 
NG 


NOT TO MENTION MANY OTHER SMALLER UNCONTROLLED 
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but insisted on characterizing 
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but done with the intent to present a 


too he portrayed as a new tactic 


Chen urged 
\" but he did 
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which MOFA is currently studying would entail a 
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more radical initiatives in 


\"a move that would have agitated Beijing more than 


President Chen 


\" calling for a 
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fully complied with international 
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human rights protection and conflict 
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member of the Executive 


2003-2005 terms; member of the Executive Council of the 


Vietnam supports the efforts of the 


the fundamental 
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as well as resolutions of the United Nations on this issue. 


including the obligation 


the Biological Weapons Convention 
the Chemical Weapons Convention (CWC) 


the 6th ASEAN Summit (1998) 


the Vietnamese Government strongly 


Vietnam will play a more active 
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but did indicate the possibility that an 


Director of the Economic 
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would need to be directed by the ASEAN 
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Nikai will likely raise it ata 


Japan plans to 


composed this time with participants from 
New Zealand 


Oike noted 
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he 


he 


Australia would be a bit cautious 
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Indispensable 


he indicated 


moving step-by-step from trade 


though 
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and New Zealand) idea 
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no document or joint 


and New 


were in basic agreement on 


were adamantly 
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however 


he believed Japan would have 
even though Japan might be isolated 


\" and the ASEAN states 
want Japan as a participant in any 


the other critical link missing was 
Oike stressed. Although Japan\'s FTA 


a 
at least 


hopefully before Prime Minister 


contrary to press reports 


Japan has not been 
the 
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lacked a similarly agreed basis 


taken 


related 
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because it does not want the agreement to 


in which he has participated 
had been progressing well. 


according to Oike. He 


in fact 


we believe that his assessment of 
particularly among ASEAN members 


one key issue 


especially if 
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pro-independence English-language 
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saying he has forgotten China\'s 


000] 


but money cannot buy a nation\'s 


the \'Anti-Secession Law\’) on March 14 2005 
and the 


but the government 


and \'financial aid\' to China. The name of the 


for the sake of 

urged the government to start quick 

and then looked at the American 

who were willing to queue for one or two hours for security 


but we also 


what Taiwan really needs now is a Taiwan-centered national 


which upholds nativism will take 
reflect on itself 


a DPP legislator and director of the DPP\'s Department 
opined in the pro-independence 
000] (8/16): 


titled \Some 
\' former American Institute in 


are essentially the same in terms 
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supplanting the US in East Asia. 
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since no matter what was said behind 
the Iranians would maintain that the Sultan had 


thus presenting His Majesty with the uncomfortable 


8/16/2006 8:28 O6BANDARSERIBEGAWAN415 
but the latter would be problematical. Telling 
\" Yasmin continued by 


Column 4 Column 5 


but repeated that the 


Ambassador delivered talking points to Yasmin and 
and urged 


however 


and failure to carry 


and if Malaysia or Indonesia contribute troops 
the GOB will find it hard not to join them. End 


Brunei should be 


in 


8/16/2006 8:34 O6TOKYO4661 


Column 4 Column 5 


but MOFA had refused until now to 


the outline of the trip is as follows. The PM 
will meet with 
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which will be the first 
is to 


Uyama explained. During 
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including meetings at the Foreign Minister 
to share these concerns with the Uzbeks and to urge 
during his visit 


Japan still believes it is 


E.U. and Japan 
Russia and China would be the beneficiaries. 


so 


Japan is 


and 


a final decision has not 
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Vietnam supports the principle of 


Hien continued. Burmese internal affairs are a 
but as ASEAN 
it is 
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and to find solutions to potential obstacles. On 
2006 Post delivered to the Foreign Ministry a draft 


individual GOJ agencies appear 


2006. END SUMMARY. 


albeit at a slow and deliberate pace. 


Ministry of 
International 
as the point 
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2006 Post presented Michii with a draft 


noting that the discussions 


in 

that this information exchange will be a valuable 
it has expressed 

given the 


we are 
including engaging in 


as appropriate. 


Director Michii informally raised concern over the 


we assured Michii that we 


the most likely end-user 
would be unable to share information with 
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an interim 


the new Consular Visa Chief 
2006. 
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and had made statements to the media 


\"'m also using the same press and the public 


but has not submitted his 


Mutharika suspended Anti-Corruption 
during delicate negotiations with the 


and the GOM has 
pending approval by a parliamentary 


with no prior warning. 
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will take over HSPD-6 
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but the immediate effect of these 


there are 


they will likely be 


Mutharika asked 


\"He did not 


but also 


yr 


both judicial 
as being directly answerable to him because he has 
in the same way that officers of the executive 
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currently considered a criminal corruption offense. 


which has been on his desk since 
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bank 


the Package also urges they emulate the more 


a pretty weak mechanism for 


Agus Martowardoyo had replaced all the group 
which took months. In contrast BNI is 

suspended an audit that was 

and has a disengaged board of 


at two-thirds the size of Mandiri and unlike 


or both and estimated that some 40-50 percent 


some debtors still have an attitude 
when one of the perks of crony 


some debtors 
some were paying only interest and some 
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which he declined to do on advice of 


who told us that Mandiri had \"quite legally\" seized 


the customer 
who hauled in several dozen 


Mandiri 


but now Mandiri\'s approach 


but 

since the 

and are unlikely 

however have shown sustained interest over the past 


raising the 


BI\'s 
if it goes 
would bar investors from holding a majority ownership 


it is unclear 
which 


BNI and Bank Rakyat 


Insurance Sector 
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with a marked focus on the insurance 


regulation and 


depriving the nation of good sources of long-term 


according to the World Bank in 


with assets equal to just 5 percent of GDP and 


with the ten largest insurance 


commanding only about 3 percent 


were declared \"bankrupt\" by the 
in 

Bumiputra 1912 

\" 

with premiums 


but since it insures 


the GOI is concerned about disruptive social 


the GOI made 
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stipulated in the package of policy reform in the 


fifth section for \"miscellaneous issues\" addresses 


but 


infrastructure financing and improving SME 


as Finance Minister under then- 
issued transparent policy matrices like 


many of which were already in train. Many 


or for Bank Indonesia to issue a circular on 
the package at least 
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a goal reinforced by the 
which was exacerbated 


noting Indonesia\'s 


the MOF\'s Capital Markets 


but 
the forum is a hybrid 
2005 (reftel). On the same date 


in force until the new law is in 


the MOF 

consisting of a lender of 
deposit insurance agency 
since the 


such as the phrase-out 


or OJK 
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the Minister 


and the deposit insurance agency (LPS) 


and institutional 


is mandated by Law 23/1999. End 
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having accrued large amounts of NPLs through years 
related lending and poor risk 


such as expanding 


inaugurated in June 


the package also calls for information 


the policy actions will instead 


such as the 
treat state-owned banks assets as 
state-owned banks taking a 


currently considered a criminal corruption offense. 


which has been on his desk since 
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the GOI made 


and that 
Director for Insurance at Bapepam- 
are still trying to devise a strategy. The 


referring to the Bumiputra problem. The 
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but that international 


the 

BAPEPAM merged last year 
which supervised insurance pensions 

to form a 

now 


under the MOF. This merger is a 


mandated under Law 23/1999. End Note.) 


\"\"improve \" and \"refine\" supervision 
systems and procedures. One noteworthy 


starting up a 
and establishing a primary dealer system 


the issuance of Indonesia\'s first-ever 


originally targeted 
000 attracted strong interest. 
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stalled policy of 


a Privatization Committee should be established by 
and a blueprint for SOE 


saying that Sugiharto would like to 
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rather than broad 
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noting that the 


even though the 


what he saw as the relatively 
especially over the last 
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had left Hizballah in a triumphant and uncompromising 


\" complained 
adding in a typical flourish 


that it is therefore in a position to dictate to the 


by Sunday 8/13 Hizballah was no longer 
forcing the postponement of the 


no longer needs to 


\" Murr exclaimed 


if he had his preference 
he 


he believes the Cabinet will ultimately give the 
which he will abide by 


but that others in the Cabinet had not 


\"They are the worst army 


he would not send 


though 
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\"You want our arms that are 
Murr may indeed have pushed the 


considered a Nasrallah mouthpiece in the 


but there should be no armed presence 


whenever it is finally held to 

he said the only people prepared 

Pierre 

Nayla Moawad and Marwan Hamadeh. Otherwise 


\"the Sunna have no knees and no experience\" to go 
\" Murr complained while PM Siniora had 


and to \"not cause him any problems.\" (Note. During 
who asked Murr 


Murr called Siniora back after five 


they are unwilling to rock the boat for fear of 
and will let the 


the Defense Minister complained that \"This is 
they want to f**k with the d**k 


but that disarmament of Hizballah in the 
Murr 


Hizballah can continue to claim as Hassan 
that the 


he said had used \"super-equipment 
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in order to defeat the Israelis. The LAF 

to defend and to destroy if necessary.\" Murr asked 
so that 


but its arms are no 


beefed-up UNIFIL presence and 


Murr said that it wouldn\'t be a problem to 
and added that \"UNIFIL will help.\" When the 


Murr waved his hand dismissively and claimed the 


Murr seems to 

rosier predictions. End Note). Of the options 
deploy but with an armed Hizballah presence in the 
or deploy as Hizballah disarms in the South -- the 


but is willing to go with the second option 


and that reequipping the LAF (and 


Sunni and Druze 
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\" then 


UNIFIL-plus and Hizballah all armed 
and a jumpy Israel just across the Blue 


despite 


while on the Druze side Walid Joumblatt will likely 

though he hates Hizballah is unlikely to 
Saad Hariri and other Sunni 

if not publicly then at 


to press Hizballah to disarm at least 
the Ambassador 
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and in wartime is its organized resistance on firm 


why does Assad not allow the Syrian people to exercise such a 


Column 4 Column 5 


and after Lebanon came out of a 


Assad 

the 

is the negotiations and if they fail then 
the negotiations have failed so where is the Syrian 


which has lasted one month and which has ended without a victor 
will enter history as the beginning of a new era 
and perhaps the Damascus-Tehran axis. Israel has 


not only in the eyes of the 
but also in the eyes of its own people.... The 


first to 
second because of the war\'s course and Israel\'s 
and third because the Lebanese government has 


this will not be the only 
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the pressing 


\" was the title of liberal writer Abdul 


\" Dr. Abdul Mohsen Yousef Jamal 


the 
the resilience of the south 


and the solidarity of the Lebanese people as a whole. The 
and the froth of 


rather it will 


\" Salah Al-Fadly remarked in moderate Arabic 


they 
or is it preparing for the 


Syrians and Arabs? Is Israel preparing for an historical 
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whether we support the resistance or 
| think even the blind see and understand everything.\" 


that you will fail in and lose the wars you 


why 

visit: 
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and hope to win the right to rebuild Lebanon. 


and lamented that PA 
Gilad said that President 


and noted that Israel is 
concerned that Syria 


the Charge 


so as to 
show that Israel is not against them and forestall 


the Charge proposed that Israel: 
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especially by 


\" to \"blanket permission with the 


as well as the longer list provided a few days 
to ensure that Hizballah\'s efforts were quickly 


but 


but said that he is 


Gilad said that the Prime 


without offering any further 
that the volume of assistance that could be 


he said that IDF reps had met 


Lebanon and had been told that the LAF and MNF\'s 


GULF STATES DETERMINED TO HELP 


that the funds might be sent through Swiss banks -- 
he claimed they might be diverted -- and that 
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he noted. \"This will also complicate 


urging Israel not to \"cede 


and that the IDF is 


and 


Gilad said he predicts that Hizballah will reach 


he said will be done in such a way 
he claimed was a modus operandi 
Gilad asserted has no intention of 


Gilad said that Israel would want to 


but asserted that it must be carried out -- 


and would come up with a \"creative 
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Gilad labeled it a source of 
real frustration for Israel. He noted that 


which fear 


were \"politely detained\" by the Palestinian 
and then released. He also claimed that a 
and said 


and Abu Mazen is still abroad.\" He said that 
if it were feasible: \"A 


on the other hand is problematic. The 


Hamas is still popular.\" 


but 


but lamented that the decision would probably have 


and predicted that 


but added that 
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said that \"France had worked hard for peace in Lebanon and 


as hope 


\"but that the decision remained in the 


including criticism of 
\"which believes only in preventive war 
says the reporter 


not 
\"for having 
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what can be perceived are Damascus\'s 


which notes that some 14 
60% of them women 


Interior Minister Nicolas Sarkozy said the 
\"should be taken seriously\" and added that the 


German and French 


Le 
for whom 
drafts an 


as is the 


hope has not returned: on the 


personified by Hezbollah 


and the interests of Lebanon and 
Damascus and Tehran... This is why 
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000 British 
report on 


an organization which looks like a 
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with President Chirac having decided to 
if it wants 
but to do it through a Paris-Tehran axis. This is 


which were deemed too pro-Atlantist.\" 


which they compare to what they are facing in lraq... 


Henri Berkley formerly 


but on the strategic 


but with Lebanon\'s 
Hezbollah. Israel\'s withdrawal (from Lebanon) in 2000 


for a majority of Israelis 


their army 
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THE SCHOLARS SAID. 
ACCORDING TO CIIS\'S 
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THE SCHOLARS SAID. FIRST THE 
BUT 


BEIJING UNIVERSITY\'S LIANG 
ABES ATTITUDE TOWARD JAPANS HISTORY 


JIN SAID. HE NOTED IN PARTICULAR ABE\'S 
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GAO SAID. 
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HOWEVER JAPANESE DOMESTIC 
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which is being assembled for the first time 
military police 

Commander of 
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Army 


while the Marine contingent 


Indonesian defense officials have privately 
with an estimated 
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sustained lift 
there has been no request for 


however confirmed that France had 
which had been conveyed directly between 


for 32 wheeled armored personnel carriers. He said 


s help in monitoring the ceasefire in Lebanon. 
however that 


s desire to send forces. 


Yudhoyono has implicitly portrayed the 


Yudhoyono said Indonesia s support for the 


which had 


Indonesia stood ready to join a UN peacekeeping 


MFA Director for 
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a member of both the 


000-12 000 Thai Muslims to make the 
a number that is reportedly more generous than 
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whose 
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which still 


combines Chinese courtyard architecture with Thai 
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whose photo is displayed in Yunnan\'s 
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the house 
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Muslim Yunnanese communities were 


the area adjacent to the Night Bazaar hosts a 


especially in Chiang Mai city and in cross-border 


thanks to his trade interests 

through Burma\'s Wa region and into China. 
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which saw his fellow 
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but this is the first time I\'ve 
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English and Chinese. 


and attended 


schools 


American 


Column 4 Column 5 


8/16/2006 11:55 O6DUSHANBE 1573 
costing Tajik Air $2 500 per hour. The 150 
according to the Air Code the 

only citizens 


and several fruitless discussions between the 
TSA 


has undisclosed 
possibly a Tajik businessman looking to capitalize on 


and the customer base 
Tajik Air has one Tupelov-154M for 


costing Tajik Air hundreds of thousands of dollars 


as donors and advisors 
President Rahomonov would need to pay out 


but TSA has yet to meet the 


but does not support the wet lease approach to 
due to the high costs. The EBRD credit 


at an estimated $200-$300 thousand per month eg 
Tajik Air would 


=R 


Authorities officially opened a new 


Column 4 Column 5 
but sat dormant due to 
possibly 


chairman of 
the company that constructed the terminal said in 


business-center with computers 
and a mosque. 


but instead suggest that things 


will show the world just how little TSA has managed 
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but could not make any commitments. 


Helsinki would not make its 
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8/16/2006 12:11 O6DAMASCUS4023 
and denial of rights and identity 

\" Asad said in reference to 


\"he said. Asad added that 
or 
delegating the final confrontation with 


or faces constant instability until an (Arab) 


Column 4 Column 5 


these forces want...to provoke strife in Lebanon by trying 
\" Asad added. He said that the March 


and their fall is not far off.\" \"They are the 
\" 
in 


said that America\'s plan 
without naming them who have 
Egypt and Jordan--all allies of 


\" Asad 


adding 


\"he said. \"The peace process has failed. It has 
\" he said. 


which was scheduled to take place on Tuesday was 


and on the current developments 
especially in Lebanon as a result of the Israeli 


as well as the OIC role in 


Column 4 


8/16) 


8/16) 


8/16) 


8/16) 


617 injured and 164 Merkava tanks 


8/16) 


8/16) 


8/16) 


an editorialist in government-owned Tishreen 


there is nothing on the ground to 


Column 5 


Column 4 Column 5 


as it was impossible to defeat it militarily. 
it can be said that those who try to hide the glow of the 
especially 


an editorialist in government-owned Tishreen wrote 


despite the party\'s steadfastness 
and heroism that inflicted a military and 


an editorialist in government-owned Al-Thawra said 


as 


Column 4 Column 5 
demanding investigations into both 


just as 
despite the covert scenarios and 


an editorialist in government-owned Al-Thawra 


which is distancing our potential from 
and offering cover for the aggression... 


qualified only for 
not for combat and confrontation.... 


where their first adversary will be the official 


Head of the Strategic Studies and Research 
wrote in Al-Ba\'th (8/16): \"The war against Lebanon was 


Column 4 Column 5 


on the one hand and the vision of the Arab 
whose identity and future are targeted 

Palestine and 

such as 

lran and some Arab countries 


on the other.... The Israeli campaign 
but it is the Middle East that the peoples of the reg 


wish to see....\" 


8/16/2006 12:29 O6RIYADH6520 
columnist Saad Al Bawardi published a 
Palestine and Iraq. Using strong 


he expressed the anger and frustration 


but due to space constraints they are able to 


there are fixed 
however is written 


its 


the following translation is an 


Russia or America 
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Is there a code of ethics for chaos? 


pain and divisions 
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you are not an infallible prophet? 
you have influence and you have power 


things will not stay the same 
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but added that this was all the more reason to attend 


Ethiopia should attend the meeting as a 


but the 


NDI and IFES 
consultations would be necessary 
NDI and IFES 
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50 000 gallons of water 


Tekeda mentioned to the 


Tekeda point out Ethiopia may join 
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but this is all the more reason to attend the EEBC 
she said. The Charge recommended that Ethiopia 


Ethiopia should attend the meeting as a 


but the 


Tekeda concluded \"we will do what is best.\" 
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NDI and IFES 


consultations would be necessary 
NDI and IFES 


50 000 gallons of water 


Tekeda mentioned to the 


Tekeda point out 


Ethiopia may join 


which 
will reinforce how serious we are 


8/16/2006 12:47 O6LILONGWE719 
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castigating them for paying low prices 


telling him to pay more or leave the country. 
concerned that the strong rhetoric 


President Mutharika has 


Mutharika accused the buyers of 


the local subsidiary of American tobacco company 


\"this is my home and it\'s not their home. So 
and the person who will leave is not 


Mutharika bellowed \"This is 
of course there are casualties. I\'d 
but they are not going to stay on their 


primarily relating to basic supply and demand. 
the country 
000 MT 


tobacco production was strictly limited by 


quality 
and prices were high. Since the abolition of the 


Column 4 Column 5 
some 400 000 
steadily 

while the overall 

global demand for 


with several parastatal agencies taking their cut of 


and for 


of course 


it is easy to see why 


most small 


and they received calls the 


as happened earlier in the season. 
sales volumes 


and foreign exchange income fell 
sales have increased as the market 
and record volumes have compensated for the 


Column 4 Column 5 


and a large portion of Press is owned 


but the message to investors both domestic and 
is more ominous. Many local and foreign business 
with such an 


the GOM might arbitrarily decide to change the terms 


the president is taking a 
Universal and Alliance One have large 


and 


high-efficiency producers like 


Mutharika is taking a gamble 


if he loses could see a sizeable chunk of the Malawi 
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8/16/2006 13:03 O6DUBAI5246 


Motamed said Jews must prove they are not Zionis 
Bet Kolia said most 


reprimanding the 


anti-Jewish and anti-Israel demonstrations occurred in 
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but the Jews\' situation 


and Motamed said the 
Jews second\" 


Bet 


Khatami famously ate at a 
indicating Muslims could do so. (Note: Some 


a trend they say continues 


respectively (ref B). (Note: On August 4 IRNA 


while their Muslim 


Column 4 Column 5 
which all lranian high school students must pass before 
tests Assyrian students on their heritage 


however has caused many to flee 
but not Iran as they did under the Shah. 
both Bet 

8/16/2006 13:03 O6TASHKENT 1582 

\" the aircraft crew must request permission to 

and must 

location altitude 
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representing 17 percent 


the most recent being Iran International Industry and 
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INTEX 2006.\" 


Director General of the Fujairah Free 
claimed some companies prefer RAKFTZ for its lack of 


8/16/2006 13:10 O6ABUDHABI3337 
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8/16/2006 13:15 
\" however 


and aircraft. In the coming weeks para leaders 


it would be 


which could take years. He warned some victims were 


Column 4 Column 5 


the U.S. and the World Bank have shown interest 


and Reinsertion on new criminal groups. 


ELN and FARC members plan to 


the paras would return to the 


Column 4 Column 5 


the GOC 


reparations should be the responsibility of not 
but also the State. 


\" 
participative self 
constructive and pluralistic debate. 


which is an excellent instrument for 


hopefully 


Column 4 Column 5 
located in Medellin 
Bucaramanga Cali 


the Medellin office will open in mid-August and 


800 million pesos 

000) for a national registry of disappeared persons. 

with resources from Spain the CNRR is creating a 
\" whose purpose is to identify the bodies of 


8/16/2006 13:16 O6ISTANBUL1449 


setting up 
after successful raids 


pirated movies were imported into the 
but AMPEC now usually encounters domestic 


Column 4 Column 5 
she explained citing an 


Sapancilar said that the latest law passed in 

\"is a good law.\" She added ruefully that \"the best law 

but there were problems with 

since fines were too high and judges and 

\" \"Now 

\" she added describing the current sliding 


000 YTL fine. Producers of pirated materials 
000 to 150 000 YTL fine or two to four years in 
\"banderole\" criminals counterfeiters who 


can be punished with up to six years in 
000 YTL fine. Sapancilar noted penalties are 


AMPEC lawyers 
AMPEC 


criminal cases are initiated by the 


soa 


Column 4 Column 5 


as she 


realities are changing and both are seeing the 


many of 


requiring a constant training 
s part. The next AMPEC seminar is scheduled 


the conviction rate is still disappointingly 
pirates continue with their illegal activities. 


S 


seized goods are stored 
even after a 


a special court decision is needed to 
according to Sapancilar. She 


police have temporarily 


\" emphasized Sapancilar. \"If you had talked to me a 
| would have had many more complaints 


Column 4 Column 5 
however the backlog of cases and the length of time 


the current system for 
as a lack of 
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the Foreign Minister proposed a conference on 


thereby signalling to all parties 


8/16/2006 13:31 O6ADDISABABA2261 
located 


Berhanu 


though he complained 


as Berhanu 


but 


asking CODEL about USG policy in Eritrea and 
which Berhanu largely criticized. CODEL replied 


Berhanu 
explaining that the formation of the 


as has the 
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and Human Rights Advancement Act of 2006\" and 


saying that other prisoners 


s efforts in monitoring the proceedings 


when asked about his 
he had very little negative to 


he said that he has previously seen Western doctors 


but hoped his 


Mesfin launched into a very long and 


both internally and externally as well as the 


saying the Meles\' policies had 


but rather struck a tone of an elder 
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\" whereby 


saying \"The prison does 
Yacob\'s tone changed considerably 
in referring to 


Yacob a former attorney 
| would consider 


he believes he will 


saying that he returned to Ethiopia after living in the 


but he \"doesn\'t know what they 
there has been no communication between the EPRDF and 
\" if he were able to \"hear what the EPRDF wants 


and gives us a proposal then we can agree and move 


and that he is grateful that Post is actively 


Column 4 


Birtukan spent most of the meeting giving her 


\" complaining of poor treatment in 


Column 5 


and criticizing USG policy prior to the arrest of CUD 


because the outcome has already been 


from the accusations presented by the 


as 


they 


and none 


and that they 
in the end 
their 


seeming much more provocative than 
Yacob continues to have hope 
he and other CUD leaders can 


though while his remarks were 
he also alluded to resignation 


continued to use the harsh 


he also 


they may be found guilty despite of 
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including New 
and from other EU capitals. The French and Italian 


2006 Foreign 


De Gucht maintained. De 
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Emirati columnist Abdullah Rasheed wrote the following 


000): 


Column 4 Column 5 
as if these governments were responsible for all what is going 


but because it is a responsibility that falls on their 


columnist Dr. Hasan Madan wrote the following in a 


000): 


and 


namely to disarm Hezbollah and 
these goals were reduced 


at the Arab level ever counter 
fire Zionist terrorism 
and wars of liquidation. Do all of these efforts reduce 

with the ability to 

and with the will and power to confront the 


Lebanese columnist Dr. Saad Mehio wrote the following 


and are 
as laid out 


columnist Jaafar Mohamed Ahmed wrote the following in 


Column 4 Column 5 


whom everyone fears will have a political 


analysis and reports indicate that Israeli perfidy 


and abide by the latest mandate of the 


8/16/2006 13:54 O6TUNIS2111 
which it characterized as 


an MFA interlocutor noted 


the MFA issued a statement 


MFA Deputy Director for the Americas Moez Sinaoui 


August 
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following a July 
the 


several blood drives 
some of which were promoted by text message 
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Israel confessed that it couldn\'t beat Hezbollah. It 


Hezbollah did not agree on a UN peace 

foreign soldiers in 

the US lost the 

in 

by a suicide attack against its Embassy and Marine 
the 

Ankara is 


including Turkey are still hesitant because they 
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it is not possible that the US will hold 

\" Tan emphasized. 

Milliyet Sabah 
saying he could meet Erdogan on 


so Ankara is now trying to put 


saying Erdogan might have 


Labor Unions Negotiate Pay Rises 
the ruling AK Party government told public sector 


Kamu-Sen Memur-Sen 
demanded at least a 10 percent rise in civil servant 

and asked that the current monthly minimum wage of YTL 477 
000. Collective 


Column 4 Column 5 
calling on the PKK to \"cease terrorist 


000 to the south of Lebanon 


with the first troops of a phased 
officials said. Israel has 


used for 
international contacts with the PKK 
and the treatment of injured militants had opened seven 


killing nine and wounding another 36. 
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but said that it will take 


along with the recommendations of the 
to the government\'s Foreign 


that the MFA is watching activities at 
and that 
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Cigler said 


Bosnia and Kosovo 


000 euros toa 
000 euros. 
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in light of widespread 
one human rights organizer told us. There are 


including one person who was a Dutch 


as well as spreading lies about Syria\'s economic 
Ali were linked to 


while charges against Mohammed were mostly connected 


Violette 
and Tunisian human rights activist Siham 
who observed the session said they had 


Rezanne Zeituneh and Ibrahim Hakim will 


\" according to human rights contacts. 


Column 4 Column 5 
as reported in reftel A. According to 

the SARG\'s evidence file 

suggesting that an audience member had 


the judge interrogated Jammous 


according to contacts. He was denied release on 


including Syrian 


remain in Syrian prison following the July release 


not including Bunni and Kilo 
asserted Ammar Qurabi of the National 


we 


including the lawyers of jailed activist Kamal 
Muhanned al-Hasani and Khalil Matook; Ammar Qurabi 


who is also head of the Damascus 


forming a General Secretariat with formerly 


as 


Seif overcame fierce competition from Hasan 
Arab Socialist Union SYG (a small pan-Arab 


Column 4 Column 5 


Suheir Atassi in a conversation with an 
however with 


a human rights activist noted. In late July or 
the DD issued a little-publicized statement 


\" after heated debate about whether the 
Ziyadeh said. He 
even among 


a 
a 34-year-old 


indicating however 
Mansouri may have 
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sacking several dozen generals and 


suggesting Yushchenko fight 
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but he said he would 
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himself included probably 
if only because the group was 


however may illuminate the somewhat opaque 


because to run and lose would demonstrate his 


implying that he was 


which could make for a large number of new faces 


Khalifa\'s two 


a move which 


but Mullah commented 
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2006 Embassy delivered to Secretary Everton F. 
Head of the Division of Science and Technology Ministry of 
for review and approval the National 


\" (number PACTG 1054-ACTG 5190). The site 


from Hospital Servidores do Estado do Rio de Jan 


in order to assist NIH in 


the Embassy will notify NIH by cable. 


8/16/2006 14:52 O6LAGOS1105 


industry or other organizations 


and companies to ascertain proof of life 
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the industry view is divided: those firms 


strongly opposes any extension. The Government of 


issuing a request along with other 


Trade and Marketing estimates that the textile 


700 people more than half 


(\"khanga\" 


estimates of capacity (million meters per 


500 
600 


300 


000 
284 


719 
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India Pakistan 


Sunflag and A-to-Z 

are the only two vertically integrated firms 

knitting weaving 

for example is 100 percent 


Tanzania\'s textile 


while New Mwanza Textile Mill Urafiki Textiles 


Maurice Lezmi 


a holding company with 
is the newest significant 


Cami Apparel 

Everfit Apparel and 

Cami Textiles 

its third and largest apparel 


Sunflag is the only textile company 
with 


Column 4 
also targeting the lower-end 
Cami Textiles Group 


Cami will sell its products through 


the 


AGOA 
Trade and 


recently informed post in writing of its joint 


in collaboration with other AGOA 
for the extension of the third country 


making its 
the company does not stand to benefit 


Managing Director of Sunflag noted 


Lezmi of Cami Textiles Group stressed 
that will 
that will kill our 


8/16/2006 14:58 
8/16/2006 14:58 
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\"We do not 


\"lf the 


O6KINSHASA1292 
O6PORTAUPRINCE1510 
O6RIGA653 
O6BOGOTA7485 


Column 4 


Column 5 
and has 
this cooperative 
accusing the cooperative of 
which is located in an isolated 
8/16/2006 15:26 060SLO1018 
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meanwhile are beginning to cast doubt on 


the chances of meeting 


8/16/2006 15:36 O6MAPUTO1046 


Column 4 


the Mozambican textile industry 
including 19 textile and 26 

that produced a wide range of products 
Mozambique\'s 

and all its textile 


but none are in operation. End Note.) 


South-African owned 
consistently exports garments to 


sew and assemble primarily chef 


which in 2005 were valued at $2 million dollars. 


and will be negatively impacted should 


as well as department stores selling 
leisure 


as well as the school-uniform market. 
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suggesting 
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O6CAIRO5123 
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and to 
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various Lebanese factions Israel 

he felt was looking to \"remind us\" that 
\" but such behavior is neither new nor unexpected 


Negeiry viewed the important thing as 


the Lebanese armed forces are moving into the 
and UNIFIL is being 

he warned against public 

since public 


warning Asad away 


the article stated \"behind closed 
Syria says it does not support the resistance.\" Nor 


the editorial asserts believe Syria seeks to start 


Muslim Brotherhood-dominated institutions such as 


Column 4 Column 5 
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such as his son\'s alleged involvement in the 


\'Sitt Nayla\’ -- who 
one floor down from her 
supposedly for security reasons -- said that the 


and now the IDF 


primary among them the 


the latter accusing the March 14ers of being in 
Moawad said that while she is concerned 
she considers Nasrallah\'s speech -- and to 


reminding the Ambassador that she was referred to as 


000 handout to every family 


Moawad bemoaned the lack of a clear 


worried Moawad otherwise the Iranians and 


Column 4 
well-regarded coordinator 


where they will have more success 
and should leave Beirut\’s southern suburbs to 


Column 5 


with no success. (Comment. Moawad\'s ministry which 


is 
and 


\" urged Moawad 


as 
is doing to rebuild Lebanon. 


that the internal political balance will 
always a fencesitter 

President Lahoud. She 

Suleiman Frangieh 


we drove past a minibus coming from the North 


half-Saudi millionaire Prince Walid bin Talal. 


Talal Arslan 

and perhaps more 

\" warned Moawad 
they are one-headed 


the March 14ers are deflated both emotionally 


\"Yalla! Let\'s go back to 


is \"playing a dirty 


is in bed with 


and Michel Aoun -- are all 
from the Syrians and 


and they have 


Column 4 
\" Moawad feels \"like the only 


Moawad said that she has been forced to 
as well as that 
former President Rene Moawad. 


and also consider investigating some 


perhaps because it 


or 


Said Mirza 


and she wondered whether the many 


so it is difficult to sift through what is truth and 


and not 


centralized Lebanese state. We will 


Column 5 


Column 4 
and will have meetings on 8/17 
Minister of Economy and Trade 


Minister for Public Works and Transport. PM 
Ghassan 


has an excellent reputation 


Column 5 


and Mohammad 


and we hope he begins 
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but would not elaborate further. (Comment: 
but the 
noting that \"at least 


000 barrels per day by the 
000 bpd by December. This would 
000 bpd by the end of the year. 


verifications or audits of production and 
Ramadan replied that the committee simply accepts 


Ramadan initially seemed 
but replied that all production is 


while his mother\'s 


Column 4 Column 5 
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he said. Archer Daniels 
while Bill Gates had acquired 25% 


Central America and Africa to pursue potential cooperative 


and noted that Japan had been easier to engage on biofuels 


not using Amazon 


Furlan 


he noted given the relatively 


the Brazilians noted that 


with the number of pirate goods confiscated at border 


he said INPI was even 
as automation of the process would soon reduce the 


the implementation of new hardware and 
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and additional personnel he said 

the 

stating that sales for Dell Microsoft 

and Intel all had grown 40 percent as compared to last year. 

he noted Dell planned to open a new assembly plant in Sao 


as lower taxes on computers and greater credit opportunities 


he declared: 
Brasilia would continue to improve its performance on IPR 


he said officials here would view this as \"hitting below 


though the U.S. 


that interlocutor had 


was through greater investment in economic and human 


noting that some movement was 


but admitted that the 
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who has been particularly helpful to us in bringing 


he has been 
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and exactly what the country stands to 


but he 


and 
the rapid opening of the country\'s airport and 


accepting our criticism that the 


a trusted (Shia) colleague 


including Minister of Economy and 
were 
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because this action he believes will demonstrate 


Hizballah would have no option 
Hizballah could not 


he stated that Hizballah had 


and it would 


apparent presence\" in south Lebanon 


UNIFIL had 


Siniora said \"If | 
Nasrallah will believe | am leaving 


something 


Personal Representative of the UN SYG in 
had delivered a muddled message to Hizballah 
according to Siniora they \"shouldn\'t 


and Siniora admitted it was second-hand 
the Prime Minister said it was making his 
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perhaps in the UN SYG\'s address scheduled for this 
would affirm that it viewed Shebaa as a legitimate 
it would give Siniora and his pro-reform Ministers an 


\"With this 
| can finally take Hizballah\'s weapons.\" 


\" describing it as the essential element in 


PM Siniora 
\" but should 


communications 

the Prime Minister voiced profound 

ability 

but said they still required the added capabilities of 


and 


and loyalty of his 


not the multi-national elements of UNIFIL plus. 


namely a 


who needs it. 


it was clear that PM Siniora 


but they are intelligent 
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PM Siniora acknowledged that 


especially by Arab 
PM Siniora indicated he would allow the donating 
as long as they adhered 


he would 
a well-respected project manager who 


in addition to possessing government experience 
Ghassan Taher a 
would be accepted by both government 


indicating 


as well as the country\'s seaports. He 


but also served as a symbol of 
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but that the 


the Interior Minister confirmed that ISF General 


Public Works and Defense 


with 120 of 


with a possible interim step 


Siniora insisted 
in order to empower the government 


and the Germans were positively 


with a 
did not go into details on 


he complained that Israel still does 


whereas the March 14 politicians have to 
reinforcing 
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the resolution left unanswered a number of 


the question of prisoner exchanges 
Cappagli said 


he said has 


he 
did not want to risk provoking potential domestic 
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both expressed GON concern about the 


Mindaoudou noted (stating that she was doing so in 


| learned that he is not a career diplomat rather a 


but the GON does not see a possibility of 


she emphasized that the GON is still a 
values its 


Embassy believes the crisis 


Column 4 


while condemning the actions of Israel. 
GON Prime Minister Hama Amadou 

made a point of stating that the GON has no 
having 

though Embassy notes that the GON was 


causing a change of venue. Additionally 


discontented working level contacts 


as well as the overall mil-to-mil 


noting the 


| stated 


that we need to know whether 


Column 5 


in response to a 


though 


Column 4 


Column 5 
that the GON remains a partner in the 


as peace and stability is important for the region and 


as the GON is 


and reiterated the 


as opposed to dealing with 


the GON had not expressed any interest 


the 


noting the end of fiscal year and 


August 16 but that DATT and | would check with 


s expressed interests in more 


| reminded him that Article 98 
that with an Article 98 a wider 


so that we could compare 


given the constraints of Article 98 and the OEF-TS 


Column 4 Column 5 
noting USG 


that Wednesday Aug 16 is the 
that she 


Aug 16 


only slightly delayed. 


she informed me that it was President Tandja who 


Embassy has not seen him use the power 


but at a later period 


reiterated the points | made with 


it would weigh heavily on USG decision making 


and Mindaoudou responded that her military liaison 
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s decision to call off the exercise but that 


possibly next fiscal year. 


we discussed 
s imminent visit next week as well as the 


to ensure there is no breakdown in 


there appears to be no possibility for the 
and 


s imminent visit next week is indeed timely and 
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\" were tried by the Niamey Regional Court on 


and that 
the defense team declined to 
and walked out of the proceedings after the 


little else 


\" the two journalists put themselves ina 


and that 


Column 4 


the prosecution 
charging Abou and Keita with 


the defense team played to the 


Abou and Keita were split up and sent 
each of which is approximately 180 


under 


both men are likely to 


PM Amadou suggested 


the regulatory body that governs Nigerien media 
but 


the government 


we will 
because one cannot understand that a 


coupled with the PM\'s support for 


when he publicly called for a decriminalization of 


but shows no 
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the 
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Abou 


they are being 


by publishing a piece that 
thereby Nigerien libel laws 


though generally the 


Niger\'s opposition 
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according to Jalal the Merjiyah had concluded 
\" according to Jalal. As such Badr had been given clear 


Abdel Aziz Al Hakim to mobilize 
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as the 


the remaining United Iraqi Alliance 
according to Jalal. Jalal 


pressure would 


Jalal was dismissive of Basrah and Missan\'s efforts 
\"We did not need the support of 


Jalal stated that the COR will 


as the Kurds were in full support of any such 
the Kurds a 


Jalal suggested that 


Jalal admitted that Badr is pressing for the quick 


come next provincial elections that SCIRI may not 


Badr is courting the Sadrists and the Fadheela Party\'s 


Jalal appears to be 


Column 4 Column 5 
currently 
the political landscape would be altered in 


the fact 


particularly if their 
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GOB officials will likely cling to 
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the Sao Paulo AmCham is contacting Congress di 


the only U.S. company that publicly opposes Brazilian 
Inc which has submitted comments to 


Minister of Development Industry 


if the USG were to exclude Brazil from GSP 


he declared: i.e. Brasilia 


Central Bank Chief Henrique Meirelles echoed 
noting that if the 


Column 4 


now that the 


the Sao Paulo American Chamber 


in particular 


in its correspondence to mid-Atlantic members 


aluminum 


the 
U.S. firms in the 11th Customs District saved 


Charleston 
Norfolk 


Brazil industry and government officials have 


they are now 


we expect that 


Column 5 


targeted members whose 


electrical machinery 


Chicago 
and Savannah. 


Column 4 
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the 


comprised of the prime minister 
the director general and 


after 


drug traffickers 


and again framing this 


the HNP 


Column 5 


O6PORTAUPRINCE1514 


the 


political opportunists 


the private sector 


Column 4 Column 5 
s efforts to curb violence but 


noting that 


justice and 


the CSPN appearance 


August 4-5. In response to PM Alexis\ 

led by senator Youri Latortue 

it appears that the 

however the government appears to have limited 


particularly as it 


Column 4 Column 5 
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Norway 

he said. 


Vargas had the 
however Vargas 


Vargas said he would worry about the GOC\"s interest 
which he said would be a mistake. 


although they did not 


but said this was unlikely because the 


Column 4 Column 5 


Switzerland and Spain to designate a lead 


and Switzerland 


Spain might encounter difficulties as an 


Vibe 


not a decision maker.\" By 
Garcia had the aura of a leader. He frequently got 
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but said that she was still waiting for advice from 
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adding that neither the UN nor the French Embassy 
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no paramilitary would be 


President Uribe 


the Police had taken 10 of the 26 AUC leaders they 
including Ernesto Baez Salvatore 
Carlos Mario Jimenez (AKA \"Macaco\") Ramon Isaza 


the COLMIL had a 


and following information that the para 


expected within a few days. Once 
the Ministry of Interior and Justice will send the 


Column 4 Column 5 


the paras will be placed in prisons selected by the 


who will have 36 hours to set a hearing to notify 


no paramilitary would be willing to submit themselves to 


the AUC leader Freddy 
AKA \"El Aleman 


\" demobilized on August 15 with the 
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O06BOGOTA7496 
\"Organizacion Nueva Generacion\" (400) in Narin 

and \"Aguilas Negras\" 

like Los Machos and Los 

predate demobilization. 


i.e. those who demobilized but 


among 2000 gang members that amounts to 600 
000 demobilized. The gangs are trying 
luring them 


delinquency rates 


Column 4 Column 5 


due to heavy investment in the armed forces and the 


however and the new criminal groups 
isolated and 
narco-criminals and the COLMIL is the Canon de 


which provide 

Panama and the Caribbean. As 
it is an important narcotrafficking corridor. 

the FARC created the Hector 


COLAR and COLNAV jointly formed Task Force D 


composed of 


forcing the FARC to abandon the 


in the far southwest corner of 
contains vital coca trafficking routes with 


and the 


conflict 


Column 4 
as new narco-criminal gang 


ions have also been stepped upm 
this is the 


particularly exports of coca and 


creating a 


creating 


eventually gaining almost 
500 members in late 2004 


of 
Catatumbo is the one where the 


setting up roadblocks on secondary roads 


but it is overstretched. CIC analysts 
in 
which they 


recognizing 


Column 5 


the FARC has 


Column 4 Column 5 
this is the 


particularly exports of coca and 


creating a 


creating 


eventually gaining almost 


500 members in late 2004 the FARC has 
of 
Catatumbo is the one where the 


setting up roadblocks on secondary roads 


but it is overstretched. CIC analysts 


in 
which they 
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PAIS movement candidate Rafael Correa has taken 
pledging 
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witha 


have now registered (up from 11 in 2002 and only 
including eccentric billionaire Alvaro Noboa 


Noboa claimed to be a religious hero and with 
in rough descending order of 

include: 

RED/Democratic Left Alliance (RED/ID) 


Social Christian Party (PSC). VP 


PAIS Alliance (PAIS) Movement. VP 


Ecuadorian Roldosista Party (PRE). 


Patriotic Society Party (PSP). 


Concentration of People\'s Forces 


Pluri-National Pachakutik United 


Democratic People\'s Movement (MPD). 


Movement for Democratic 


National Conciliation Movement 


Column 4 Column 5 
Third Republic Bolivarian Allianca 


National Movement to Wake Up 
(MNDC). VP Luis Burgos. 


Pacific Revolution (MRP). VP 


The Eclectic Movement (ME). VP 


Revolutionary Movement of Popular 


Ecuadorian Independent Patriotic 


saying to do so would only contribute to the 
but not with a 
repeating the same charge on August 


adding that to expect the new Congress to approve a 


requiring the 
he said 


and perhaps less so\" than the newly-elected 


the Socialist party which is supporting Correa s 


the 

and 

despite not appearing 
for health reasons. The 


Natalie is second on the Guayas list. 
the Red/Democratic Left Alliance (ID) had great 


Column 4 
fueling allegations of divisions within the 
while Wilma Andrade and Andres 


Anabella Azin 
Silka Sanchez and Gloria Gallardo 


while the Democratic Christian 


ex-director of Ecuadon\'s Social Security 
Bucaram\'s 

meanwhile put up 

Guillermo Landazuri 


Ivonne Baki 


the relative weakness of the PRE candidate 


administering this 
innumerable candidates 


as proposed by President Palacio 
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gunmen controlled by Khan\'s organization 


Column 5 


with 
filling 


for the 


was nominated by the PSP. 


O6GEORGETOWN828 
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Lall 


although he also 


serious op-ed section.) Lall also insisted that he 
who were as young as twelve. 


with possible connection to alien smuggling. 


Column 4 Column 5 


but admitted that he does employ off-duty officers 


Jermaine \"Skinny\" 
was taken into GPF custody Saturday morning August 


located 
have created disturbances three times 
but the prison service underestimated the threat. 


Post believes rumors that they were coordinated 


Berbice (about 10 miles east of New 
injuring one. The GoG believes these criminals 


a 


Column 4 Column 5 


Berbice bank robberies and other major crimes 


we do not yet see a direct link. However 


it is working only in part. Yes the public is 


the GoG wheeled out 
disgraced 
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which caused the death of four 


for the necessary 
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citing a 


nor pressure for a devaluation of the 
the lempira. Nunez -- a likely future 


but has been reluctant to assume a public stance 
in part because of the political clout 


President of the Central Bank Gabriela Nunez 


Nunez 
but her comments covered a 


but in reality held steady by the GOH at 18.895 
Nunez said 


as has the 
with a forex weighting included. The 


she said has been a \"practically stable\" nominal 


Nunez said there would be pressure for the 
putting exporters at a competitive 


noting that the formula used does 


Column 4 Column 5 
as 

the real exchange rate has been eroding for over a 

the currency should 

not appreciate. A colleague from the Embassy of 

noting that previous investor delegations have 

citing what they viewed as an 


which she sees as unlikely given a solid 


U.S. 
before the FOMC halt on August 8.) 


more troubling developments 


we note that 


Nunez told Ambassador that she doubts 


who will send an estimated USD 1.5 to 2.0 
equivalent to 


and now is the largest source of hard-currency 


and spur 
Nunez said. 


by the high percentage of consumer goods that are 
especially the United States. 


Nunez said the next few months 
as the administration 
as well 


but Post would 


Column 4 


and better 
Minister of Finance Rebecca 


on the need to establish a reasoned debt policy 


in which 


but \"it\'s not easy.\" The teacher\'s union is 


Nunez pointed out that 


Nunez 


her comment 

Post finds it unlikely that 

and has not yet reviewed the details of 

the deal\'s timeframe 

so that the GOH now faces a 7.2 billion lempira 


almost certainly putting the 


Column 5 


and 


Nunez highlighted a range of activities. The BCH has 


vice a one-year policy 
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starting with 


and will add the light industrial sector to its GDP 
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THE OPC 
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‘FICE 
THE PRIVACY COMMISSIONER DECIDED THAT SHE HAS 
~ SWIFT 
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BOFT Export Control 


Cuba 
Libya 


the primary difference between the 


instead of just administrative 


which 


constitute most of the specific 
Taiwan\'s 


Su told AIT 


Column 5 
O6TAIPEI2823 


lran 
North Korea 


Column 4 Column 5 


2006 in response to repeated high-level 
Taiwan began requiring export licenses for an 


in response to AIT demarches seeking 


Taiwan has compiled a list of 346 additional 


Su indicated that after the formal announcement of 
there will be a one-week comment period. 
he said implementation can begin on 


but that it would include all the items 


MOFA provided a 


planned new restrictions on 
anda 
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including from the United States. Fiji is 


000 Fiji citizen 
he said and many are there 


Column 4 Column 5 


especially in regard to workers in short supply in 
like nurses and caregivers. 


unlike in the U.S. 


the head of the Tonga 
met with Representatives Rohrabacher 
Watt Flake 


he is 80% certain that Tonga would agree 


and for their global 


Fiji and other countries in the region will be very 
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but it threatens \"erosion of democracy in time.\" 


high-level contact. Tavola concluded that 


and will continue to work hard to 

trade and other means 

contrary to the mid-1990s Embassy Suva is now growing 
with an environmental hub to start in 

an 


and a Legatt presence. We would 
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but 54% 
South Korea 


return of body and captured 
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2006 

the Mainichi 

while the non-support rate had dropped 3 points to 
cited by 45% (4 

\"The way of carrying out politics 

\" followed by \"Leadership can be expected from 
\" chosen by 29% (up 2 points). The main 

cited by 55% (up 2 

\"I can\'t feel that the economy has recovered.\" 
the ruling Liberal Democratic 

while the main opposition party Minshuto 


respectively. The Social Democratic Party stayed the same at 2% 


up 1 point from 


2006 


the question was asked who would be the most 
choosing from the three 


and third was Foreign Minister Aso with 


Tanigaki picked up 9 points in 
many former Fukuda supporters shifting his way. Abe\'s 


Column 4 Column 5 
while Aso\'s was up 3 points. The Koizumi 
up 3.8 points from 


but view about 


2006 


the anniversary of the end of the war 


while 46% did not. On 

asked about whether the next prime minister should 

47% were opposed and 42% approved. It is clear that 
those who disapproved outweighed those who approved. The 


it appears. 


2006 


the anniversary of the end of the war Kyodo News Service 


\" but when asked 
negative views outweighed 
with 44.5% saying \"He should not go 


60.4% said that they \"should be separated\" from the 


but 54% worried about worsening Japanese relations 
ROK 


2006 
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the anniversary of the end of the war the Yomiuri Shimbun 


while 39% in total were against it. Asked to choose from 
the most chosen response 


\" while 31% chose \"in order to make a 


\"relations with China and South Korea have 
\" 27% picked \"because Class-A war criminals are enshrined 


\"and 16% said \"it violated the principle of separation of 


60% preferred it should be \"other than Yasukuni 


2006 


the question was asked where 


compared 25% picked Yasukuni Shrine. Breaking the 60% 
30% chose \"a new facility run by the government with no 
\" while 19% chose \"Yasukuni Shrine after the 


'S 


\" Russia says 


2006 


No. 31 Kisshin Maru yesterday morning in waters near 


one of the Habomai islets in the Russia-held 
35 one of the crew members 
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it is uncertain when the other three crew members 


the three crew members are not injured 
one of the 
on suspicion of border violation and illegal 


\"The skipper has admitted they 
\"Whether the 


the fishing boat fled 


10 kilograms of 
and 25 crab baskets on the ship. 


2006 


killing one of the crewmembers and detaining the other three. 
one of the Habomai islets. 
a resolution of the Northern 


saying \"This 
which are Japanese 


which stipulates that the two countries will 


rejected it making clear Russia\'s stance of not making 
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2006 


Hong Kong 


five members of the Taiwanese 


but since Chinese 
the Taiwan group 


at least four boats sailed for the 


2006 


Kanagawa 


Yokosuka Mayor Ryoichi Kabaya 


however had put off a decision by the 
citing unclear points in a document presented by the US 


Column 4 Column 5 


he favorably responded to this reply by the Foreign 


and the impact of any 


2006 


the 
and relevant local governments such as Nago 


and try to find common ground. 


spending cuts 


Column 4 Column 5 
2006 


the most likely winner of the 
will release a 


Abe will propose revising the Constitution including 


he is willing to give priority to economic growth 


as well as countries rich in natural resources such as 


Abe expresses his intention to basically 


it proposes 
hometowns 
as well as a revision of the Basic Education Law. 


Abe aims to reform the 
medical and nursing systems in a package. 


the platform does not come up 
but it sets forth the policy of promoting 


the platform 


Abe will stress the importance of 


Column 4 Column 5 


2006 


Kanagawa Prefecture. The group is called Isshin-kai. 
who bolted the Liberal 


will attend the session as a lecturer it 


the last day of the session. Hiranuma has 


from which Hiranuma comes. 


secretary general of the LDP caucus in the 
is expected to run in the race. The largest opposition 


however has yet to pick its own candidate. The 
it will mean 

Minshuto is 
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a15 000-strong 


monitoring a pullout and 


Hezbollah should release 
while Israel should free 


Column 4 Column 5 
it should be possible to disarm 


which support Hezbollah. A solution to the 


the people of the Middle East will turn to armed 
and the chance for peace will slip away.\" 
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the FSA 


and to convey US views on the 


Yosano indicated that the consumer finance 


noting that the presence of the gray zone makes the 
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so 
Yosano stated. 


but that FSA is ready to listen 


Yosano explained that he does not want to 
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\" scheduled for the end of September likely would slip 


although Woodward noted that President Aliyev has not 


it was unclear whether Azerbaijan and Georgia had 


however study Azerbaijan\'s domestic gas pipeline 


Woodward noted that there had 


Column 4 Column 5 
BP expected to resolve them soon. 


BTC was operating smoothly. The majority of the 


he explained had been occurring in Turkey 
BP 
with the completion of the BTC pipeline the northern 


Woodward said that AIOC and 


Woodward noted that the ACG 


but rather SOCAR\'s general disorganization 


Azerbaijan\'s strategic 
and the role of international energy 


Woodward noted that most of the 
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focused on raising public 


such as 


possibly February or March. The PR director 


according to press sources 


it appeared that Iran would delay sailing the 
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which contains 


USAID/Bulgaria has 


passing several 


the FIA was only able to 


insurers privatization bodies 


including 


Column 4 Column 5 
attorneys real estate brokers. While these 
since virtually 


law enforcement 


Bulgaria 


MOI and prosecution service 


etc.) and 2) that the MOI report to the CP its 


and Interior Minister Petkov\'s commitment to such 


but Kirov has told us that these 


as we had originally been informed. Although 


staffed with 15 investigators although observers 
which 


CP Velchev plans to organize district-level units 


Column 4 
corruption 


FIA 


and both OTA and OPDAT 


whose members 


Prosecution Service 
and FIA. OTA and OPDAT are also 


the 

the Caribbean 

U.S. Secret 

and DEA -- are providing direct operational 


Column 5 
and money laundering 


National Revenue Agency 


NRA 


the U.S. 


working to expeditiously identify people behind these 


Column 4 Column 5 
they highlight the growing political will to face 


due September 
but these legislative and structural measures reaffirm 
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\"which is legal under Tajik law. A fellow Kulobi 


leading the People\'s Front against the 


and could have been privy to information that may be 


Tajikistan\'s 


and was briefly head of 


all of which the government now claims was 


he 


it is extremely unlikely he will be released from 


but it is the lack of transparency and selective use of the 


former chairman of 
who 
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and 


particularly those in rural areas. 
the Howard Government spent the week scrambling 


the Government is looking to support 


it also 


anda 


the Newspoll (taken after the latest terrorist 


Column 4 Column 5 
t there 


ifa 
the 
but if the question asked 


Labor wins 60-40 percent. 


he said showed Labor within 
which reflected a solid improvement in the 


Labor really needs to build its polling strength even 
Rudd noted since government support generally 


and come down 


Coalition members 


they know they have an uphill 


likely during the Christmas break. They agreed 
that the top four -- Treasurer Peter Costello 
Foreign Minister 

and Defense Minister Brendan Nelson -- were 
thus minimizing the possibility 
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he said UNIFIL has \"failed to do its 
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Torstila acknowledged that the larger EU 


he expressed some concern that the French have 


\" he noted with some 


and Torstila pointed to the Israeli Prime 


the GOF is still 

in its EU Presidenc capacity to discuss UNIFIL 

France Italy and its 
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the 
and the outside powers--have worked together to fashion 


noting that 


the text of which was drawn from the Echo Chamber points. 
"a 


which was entitled 
\"the Ambassador mourns the loss of 


stating \"From the start 


not a terrorist organization controls the territory of 


Column 4 Column 5 


preferring instead to report on Armenia-specific 


the situation in Lebanon has received broad coverage due to 


sometimes blaming Israel or the international community for 


and has expressed the U.S. view that 
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various Lebanese factions Israel 

he felt was looking to \"remind us\" that 
\" but such behavior is neither new nor unexpected 


Negeiry viewed the important thing as 
the Lebanese armed forces are moving into the 
and UNIFIL is being 


he warned against public 
since public 


warning Asad away 


the article stated \"behind closed 
Syria says it does not support the resistance.\" Nor 


the editorial asserts believe Syria seeks to start 
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Muslim Brotherhood-dominated institutions such as 
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a number that 


as is ignorance about the ill effects; one 


so an accurate estimate of the problem is difficult. 
a survey in one area found one quarter of the 


experts 


but experts are pessimistic it will end the 


and at raising awareness of the danger. End summary. 


But Not the Major One 


including its 


Chinese and Korean companies. 
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Steve McIntosh of Boroo Gold 


McIntosh observed that weak enforcement capacity and 


these 


and brought with it a dramatic rise in 
estimates of the 
000 in 2000 to more than 100 000 people during the 


the formal mining industry employs 


000 persons. By late spring the ninja influx causes some 


Column 4 Column 5 


the problem extends to much more remote region 


which are (in 
at least) protected areas (refs c and d). 


mass desertification drought 


herder families are 


But Widely Available Abused 


but it is easily purchased in 


Europe and 


the real impact is in the 


and 77% use the family oven or 


or wade in mercury contaminated water. 


Column 4 Column 5 


a process that contributes significantly to 


spreading the harm to 


and to all the livestock in 


the most technically advanced 
lacks adequate testing capacity. 


however is limited to the Boroo River valley 


eye problems and kidney pains. 58% of a second survey 


Column 4 Column 5 


sensory and cognitive 


further weakening the 


a popular mining region northwest of 


Column 4 Column 5 


has strengthened support for new artisanal mining 


SAM project 


told emboff that recognizing artisanal miners as licensed 


SAM project advisor Hartwig 


which would potentially eliminate the current dependence on 


since it yields 95% of the gold in the soil 
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project 
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First 


but was unlikely to realize Rahmonov\'s desire for 


coupled with Tajikistan\'s poor business climate 
but steadily engaged partner for 

education and military sectors for 

India may serve as a 


as well as providing an example of a 


which 
\" the two sides 


but the Indians hoped the Tajiks would consent to an 


the Tajik Ministry of Finance insisted on certain terms 


the Indian side got 


Column 4 


an $8.3 project for which the 


but 


to check the box of having conducted 


Economy 


but surpassed U.S. 


India 


30 Tajik students can 


as well as President 


there 


the few Indians 


with 6 border crossings to move goods 
through Iran 
making it unprofitable for most items other than 


Column 5 


Scientific and Technical 


Turkmenistan 
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but insisted the BSDP has 


the 


Kozulin\'s wife Irina Kozulina 


where Kozulin had been held prior to his 
for Kozulin\'s myopia. (Note: During the July 28 
Oleg Volchek attributed Kozulin\'s 


Panski prison could be safer 

unless the authorities order his abuse. 

Volchek noted that Panski is notorious for spreading 

particularly TB due to poor ventilation. (Note: On 
the Embassy sent a diplomatic note to the MFA 


MFA Counselor Pavel Pustovoy confirmed 
but no further response has been received. End 


Column 4 Column 5 


prosecutors and 


including Judge Aleksey Rybakov and Prosecutor 


Rybakov has repeatedly 


Volchek\'s commission publicly released its 


for which he will seek USG 
to publish and distribute information about Kozulin 


Belarusian Social Democratic Party (BSDP) 


despite rumors 


BSDP Deputy Chairman Vladimir 


BSDP\'s local election 


the local 


Column 4 Column 5 


BSDP expanded its 
UCP and the pro-democratic 


BSDP and BPC chapters followed up with 


Korol related to Poloff that the U.S. 


1945. 
Sergey finished graduate school at Johns 
in Wilmington Delaware. On July 28 


if he were forced to choose between immigration and 


pointed up 


and 
\"An important symbol: the American Embassy 
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the conversations with Korol 


if any in local races but could enhance 


such cooperation at the regional level 
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O6MINSK890 
not only to the 


Latin American and Asian 


\"We entered 


Belarusian Social Democratic Party \"Gramada\" (BSDP) 


\"unlike presidential or parliamentary votes 


BSDP is considering cooperation with other opposition 


Belarus\' Justice Ministry ordered the opposition 


including the names of all members. 
the 
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the CPB proclaimed a 


President Lukashenko signed a decree creating a 


a committee 


the decree gives Lukashenko more 


000 Seized Copies of Opposition Newspaper 


Minsk police department finally returned more than 
600 copies of the pro-Communist party\'s newspaper \"Tovarishch\" 


the district police department informed the 


the newspaper 


Mikhail Orda resigned as the leader of the pro- 


Orda won a seat in the lower chamber of Belarus\' 


Local Self-government and Rules 
the EU 
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the United Nations Fund for Population Activities 


900 in 


as much as 1.796 


000 tons more than in 2005. The ministry reported that 


570 tons were gathered in the Minsk region 420 
418 250 tons in the Brest region 
125 360 tons in the Mogilyov region and 83 


the average grain yield per 
943 kilograms from 2005. The 


Column 4 Column 5 
a ten percent 


2006. Sabre offers a service called 


Belavia 


President Lukashenko offered the following guidance 


sometimes when we get some nasty article which was 


we start discussing this in our country. This 


| underline this: if we ever have to 
we should do this in a civilized manner and based on 
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as well as the 
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Ireland can deploy 


UNSC Resolution 1701 


he continued were the speed with which the 


which was not due 


legally the triple lock had already been 
a mission in 
however the more dangerous nature of UNIFIL\'s 


Dawson believed that Irish soldiers \"would not be 


any off-the-shelf assessments) that could be shared 
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Column 4 

surprisingly and 

ranks first in polls that ask people who they 
a 

a 

told poloff on August 1 that 


she has her own list 

Park 

Park is respected for her 

\"While Park is viewed as her 

her image as a charismatic leader 
and her father\'s legacy make her a 


were born in the 60s 


Korean women are entering the public arena in 
suggesting that the ROK is slowly 


Park Geun-hye\'s close aide from the 
a GNP think-tank said 


Park Jin 


senior GNP politician Rep. Choi Yeon-hee 


they have thus far been unsuccessful. 


Column 5 


who was twenty-two at the time 


her 


and attended college 


\"Korea is a rapidly 


a GNP lawmaker said 


Column 4 Column 5 
especially at a time when relations with 


Uri Party lawmaker 


\"Although Park and Han could play important roles in 
they will not make it as presidential nominees 


which in itself points to women\'s 


Park\'s path to the presidency remains 
riddled with many hurdles the first of which is 


her chief rival in the GNP 
in a summit 


Japanese Prime 


another \"win\" in Korea\'s 
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\" SPONSORED BY THE SHENZHEN 


AND CO-SPONSORED BY 


STRY 
THE MOTION PICTURE ASSOCIATION (MPA) THE BUSINESS 
AND MICROSOFT CORPORATION TOOK 


FROM THE SHENZHEN PUBLIC SECURITY BUF 
\"HOW TO PROSECUTE A CRIMINAL 
LIU GAVE 

ORA 


SINCE VAGUE 

IN 

\"FULLY PERFORMING PROCURATORIAL FUNCTIONS AND 
\" PROVIDED 


Column 4 Column 5 


FILM AND TELEVISION PRODUCTS 
IFFICULT 


> 

SOMETIMES WITH THE PARTICIPANTS NOT EVEN 

THEY SAID. FOR EXAMPLE WHEN 

IT OFTEN COMES 

AS ONE SPEAKER 

\"IT IS IMPOSSIBLE FOR OPERATORS OF KARAOKE 

AS INDIVIDUAL OPERATORS TO SOLVE THESE QUESTIONS 
SONGS 


‘COME 
E 
3S. 


TY 

:CTION 

G 

ED HOW 

a 

SAVE AN 
CRIMINAL 


ENT. 
ION 
\"THE MOST IMPORTANT THING IS TO AROUSE CONSUMERS TO 
THEREBY CHANGING SOCIAL CULTURE.\" 
PEOPLE MUST LEARN THAT 
ENCOURAGE 
OR ENCOURAGE 
IRE 


RIVATE 

SOFTWARE MUSIC 
OR OTHER TECHNOLOGY VULNERABLE TO IPR 

THE BACKGROUND INFORMATION SUPPLIED IN THE 


AN 


Column 4 Column 5 
KERS 


ADDRESSES AND E-MAIL ADDRESSES 
IS 


AND THE ATTENTION ITS ORGANIZERS PAID TO 
INDICATES THAT THE CHINESE 
UT IPR 


THEY CAN USE TO 
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as do attacks on coalition forces based in the 


assist political parties who truly 


the 


a SCIRI linked entity with substantial 
and its leader Amar al-Hakim 


Column 4 
political and religious leaders. 
if the nine provinces become one 


it will be \"the most dangerous thing to happen to Iraq\" 
along with other 


wrote a pamphlet outlining the basic 


Column 5 


Abu Muslim said that two 
which 


to Maysan and said that one of the 
governor 


however the tension and fighting 


he does not 


tribal and religious leaders to counter threats to 
REO Basrah provided him with several 


and he 


Column 4 
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Congenoffs found that mainstream 


and in fact are often content to do so. 


the 

Congenoffs met with Wu 

editor-in-chief of the Fujian Daily. (Note: There 
but not at the 

as 


function primarily as mouthpieces of the 
and as such represent the mainstream media 


he said that he would rarely print 
especially minority 


because the government is always concerned with 


\" and China has a sizeable Muslim minority. 


the 
\" and 


the 


the Fujian 


Column 5 


O6GUANGZHOU27723 


Column 4 Column 5 


in an effort to show that Taiwan is part 
Wu said that the paper always \"looks 


Luo 

\" and must be \"quickly taught realities.\" 

has traveled to numerous 

and speaks excellent English.) This tendency is 
to keep their jobs at Chinese 

they must \"adapt to China\'s situation.\" Some 
obtaining such a 

since 


each year the Fujian Daily 


shortlist about 100 and 10 to 


Luo essentially shrugged his shoulders 


\" and added \"| know how to balance all 


but not too bold and practices \"pragmatic 


as a highly-placed journalist with 
Luo has opportunities that 


including events hosted by foreign 
and he is often able to travel abroad. 


as well as other journalists 


Column 4 
mentioned that the government does not 
because journalists 


but instead comes with the normal 


which might induce him 


offering him 
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\" arranged 

methods for raising money for \"Citizen\" 
without 

agreed to continue working with 


the publisher of the magazine \"Citizen\" 
and Yao Yuanguang 


Hao 


Column 5 


O6GUANGZHOU27725 


Hao\'s assistant. The purpose 


and 


Congenoffs agreed to explore funding opportunities for 


\" which has funding only until 


which 
has made south China its focus. 


in its China 


Column 4 Column 5 
and Hao and Yao gave an introduction about 

\" the discussion turned to optimal ways for the 

in an effort to gain their 

cautioning him that the magazine might get 


the 


at most expanding into Hong Kong 
since presently it gets almost 


who have 
appeared to find 


especially if the 


which is of special interest to the RBF. She 


Hao and Yao seemed to be 


especially from 


Hao and 
though driven by a commendable ideology do not have 
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Column 4 Column 5 


linking them under the term \"wei quan.\" Yet the 
and 


grouping them under the term \"wei quan\" (for 


\"see refs A B 
\" loosely translated as \"rights protection \"is 
journalists human 


or leaders of specific protests. The term 
however. (For more information 

\"see ref E). The 

written by staff reporter Zuo Dongyun 


Zuo 


and to build 


\"their actions amount to nothing less than a civic 


\"wei quan\" activists 


Zuo ignores other definitions of \"wei 
\" and treats this definition as the only one. There is 


or those who Say it is a grassroots movement coming 

without any specific leaders (ref E). 

then seeks to link democracy and community rights to 
in an attempt to create a specific 

\" 


for example 


Column 4 Column 5 


and is 
\" then are all professionals. 
some are businessmen and some are 


this article groups them together 
\"a community movement for 


autonomy of 
and civic awareness - correspond to the broader 


the 


in preparation for future political 
defining 


undefined understanding of aterm. End 
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contacts in the SECV in the Central Highlands 


and reportedly have 


Column 4 Column 5 
the son of the 
is also being questioned but 


our SECV contact stated that it was a humanitarian 


a local policeman assaulted the leader of a house church 


Vietnamese Embassy officials stated that the GVN 


there appears to be a sharp rise 
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and curtail Palestinian access to social 


the total length of the separation barrier has 


Column 4 Column 5 


and Bet Arye in the northern West Bank; around the 


Ma\'ale Adumim and Gush Etzion settlement blocs has 


2006 revisions to the barrier 


with each connected to the Green Line. The 


000 Palestinians on three sides with 
Rafat and Azzawiya located due west of Ariel 
60 000 


schools jobs and markets in the 


Column 4 Column 5 


citing statistics from the Israeli Ministry 
the Palestinian Ministry of Planning and the 
told ConGen Poloff last month that 


however that the 

215 to 259 000 (Note: This 

617 to 303 000. (see reftel for 
road restrictions checkpoints and 
Dana 


an attorney for the Association of Civil Rights 
emphasized that the revised route of the 


employment and family ties in Jerusalem. 


their 
but 


the 


Column 4 Column 5 
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000 chickens have died in 


but 


however suggests the 
but an orchestrated GOB 

Belarus\' state controlled national TV 

not Al was to blame 
few knew that Belarus had lost 

000 chickens in the Vitebsk Oblast on July 14 and 1000 
independent 


speculating that the mass 


BP offered little proof to 


000 Dead In Vitebsk 


20 000 chickens died at the poultry farm 
Vitebsk region). Authorities 


the 


the ventilation system has 


000 Dead in Gomel 


Column 4 Column 5 
75 330 chickens died at Gomel\'s largest 


deputy head of the anti-epizootic and 


but found no traces of Al on the farm 


an independent and anti-Lukashenko member 
who did not doubt the Gomel chicken 


noting that he had 


claimed a farm employee confused feed 
in large doses is toxic to 
which in large 


Birman assured Poloff that 
Gomel regional 


Birman castigated the global Al 
\" claiming that in his 30 years of research bird flu 


Column 4 Column 5 


but world governments and their 


an easily 
with a \"deadly pandemic.\" Birman 
such 


which posed a greater risk to humans. 


it is 


especially during migration season. Given the 


it is doubtful the 
let alone initiate a mass 


we have not 
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etc. Mahmoud\'s own deputy is General 
a Christian with strong airport experience and 


in terms of 
are now gone. 


UNDER NEW PROCEDURES 


Rifi emphasized as only the 


given Lebanon\'s requirement under UNSCR 1701 to combat 
it is in Lebanon\'s strong interest to request 
which could easily start with a 


Column 4 Column 5 


starting with shuttles between Amman 


we note such a process is beginning today 


Rifi was less confident. 


they are 


the LAF and Lebanese customs are in charge. Rifi 


he said ten Shia LAF officers need to be 


Rifi never suggested that the blockade on 


000 AK-47S TO LEBANON 


000 


000 new police officers 
700 (with 28 
he 


was getting sufficient Christians to sign up. But he 
he lamented. So while the ISF is taking over 


increasing the 
000 his goal 


the ISF has insufficient weapons for its mandate. Saudi 
Rifi 
but they need to be pushed in order to come through 


Column 4 Column 5 


because of the ISF\'s 


the ISF is in 
relatively (albeit not 100 percent) reliable in terms 
especially in light of the ISF\'s 

there isa 


the ISF needs weapons. In general we see as 


we are sure that 


8/17/2006 8:23 O6TOKYO4720 
the New Komeito and Soka 


both the 


therefore one participant said in a strong tone 
the coalition government 


in an attempt to win the Upper House election by boosting 
may move in the direction of approving 


who is known for 

objections might 

as well as from the religious 

a senior party member commented: \"Frankly 

| preferred former Chief Cabinet Secretary Yasuo Fukuda 


Column 4 Column 5 
such concern was talked about in the study session and a 


\"In order to expand the party\'s strength 
the New Komeito cannot stumble in the 
\" said an informed source. 

while paying 


who is regarded as being a hawk 


ways to resolve Yasukuni issue: Evaluation of 


2006 


Kyoto 
University of Tokyo 


particularly with 
have never been in worst shape. Improvement 


many people were killed on the 
the number being several times more than that of the 


as 
to consider matters from a broad standpoint and 


and it is significant that the prime minister followed 
| think the prime 


in 
a day of sorrow and remorse. For China and Sout 


Column 4 
it is appropriate to pay homage at 


he 


he cites 


the prime minister claims 
\" but Yasukuni Shrine 


and Takamori Saigo 
is not honored there. 


who 
stated: \"Unless the 


resulting in 


as well as 


but there are many shrines across the 
and the Meiji government also approved the 


the government memorializes those who gave 


Column 5 


a rebel army 


Column 4 Column 5 


the issue has been left 


based on prewar history why separation 


an increasing number of people began to criticize the 


| visited China to discuss the matter 


\" but the Chinese side\'s reply 
we 


so the Chinese people remain unconvinced.\" 


the government was under heavy fire from the public. Some 


special issue for the 


and there are a variety of ways of honoring 
\" creating a Tojo shrine is also an option. There is no need to 


\" but this statement is questionable. There were moves 
the argument that it was a 


and 


Column 4 Column 5 


and the former Health and Welfare Ministry compiled a 


2006 


66 who also chairs the Okinawa Chamber 


\"If the ruling camp loses the gubernatorial 
the USFJ realignment plan will deadlock. As a rest such 


as well as on bilateral security alliance.\" 


and Tokushin Yamauchi former Okinawa 


which is reluctant to run Shimoji. In 

the main opposition 

who is being recommended 

Okinawa Shakai Taishuto and the 
both Shimoji and Yamauchi are eager to run 


requests presented by US 


Column 4 Column 5 


2006 


including a call for Japan\'s monitoring 


chaired by former 
the US Heritage 
and other organizations. The theme in its 8th session 


including former JDA Director General Fumio Kyuma of the 
as well as former Minshuto (Democratic 
and others from Japan. They 


Cohen said: \"A new agenda is necessary under the 


as well as for Japan to take measures to prevent military 


former Japan Desk director at Pentagon said: \"Under the 


Column 4 Column 5 
the US regards Britain and Australia as its particularly 


but since Japan is not an ordinary country that 
as its ally 
8/17/2006 8:34 O6BANGKOK5032 


Suriya emphasized 


Ministry of 
who 


said that the DPM and 


to provide a smooth transition. 


where he received \"lots of encouragement.\" 


as evinced by Singapore\'s demarche of P-5 members in 


who refused to discuss specific 
nonetheless characterized 


Suriya outlined 


Column 4 


private business 


Surakiart would 


\"and is not seen as a stalking 


Suriya admitted that the first 


Surakiart has also drawn up a 


increasing UN cooperation 
and boosting public-private 


while 


the RTG\'s natural affinity for 
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12 


Column 5 


academia and foreign policy 


O6DAKAR1970 


000 spindles 


Column 4 Column 5 


weaves knits 
and manufactures work wear. It recently secured 


digital sewing machines from the U.S.; other 

000 spindles 160 rapier looms 
190 sewing 

140 specialized sewing machines (non-digital) 


Benin 

and Mali for sale domestically and for exports to 

Europe and the U.S. (in 2001 and 2002). It 
spinning weaving 

dying and manufacturing to produce 

200 tons total of thread dishtowels 

uses its 


sells in Senegal 
and has 250-300 staff. 


producing a total 
000 tons of cotton fiber per year. It sells in 
South America and Europe. It 


000 part-time staff. 
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Column 4 Column 5 


\" on the other hand ran a banner headline on page two that 


in which Young commended Premier Su Tseng-chang for 
nt 


a news analysis in the 


\" Taiwan\'s biggest daily on the other hand 


pro-independence 


saying it shows no advance 


and Taiwan has claimed that it was because of Beijing\'s 
we finally have realized that the key 

al 
and it is thus a matter of great urgency for 


American 


American firms would use every channel 


there is 


Column 4 Column 5 
Washington appears to be unresponsive to Taiwan\'s 

that in the wake of 

the 


which indicated 
is discarded. But Young mentioned Su\'s revisionism [in 


when President Chen is plagued by scandals and the United 


000] 


and rectifying Taiwan\'s name and 
which may lead to 


Lee suggested that Taiwan society use 


which is full of 
Lee\'s 


it is a leap for Taiwan history 


\ and from 


the ex-wife of former DPP Chairman Shih Ming-teh 
opined in 


English-language \"Taipei Times\" [circulation: 
000] (8/17): 
down to 


and the change of ruling parties has only begun 


trying to buy off the obstacles 


Column 4 Column 5 
without use of the 
any advance toward 


which we can assume 


when now 
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O6ADDISABABA2270 
\" and now in the hands of the courts though he 


he is not as concerned about the 


he will not necessarily appeal the decision if the 


though there is talk of 


there is a nationwide media campaign to 


as there 


Column 4 Column 5 


since the higher officials often have their own 


they create a file compile the 


it is sent to the prosecutor. The prosecutor can 


cooperate with the investigation and return any 


evaluate performance 


and field many concerns about 


power and the highway authorities. 


the Minister 


drafting a law that will require public officials 
though he believes the 


compared to Kenya 
are relatively low. 


Column 4 Column 5 
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Director of the Agro-Bio 

one of the leading organizations in biotech 

Bulgaria is the only country in the world to 

the law 


commercialization and field testing of many 
such as wheat cotton 


000) for breaching the ban on the cultivation of GM 


the law 


soy and rice 

the principle executive agent for biotech 

however is that the Ministry of 
no GMO- 


\" according to Atanas 


said Atanassov. 

Bulgaria was doing advanced 

and was considered to be 

has contributed to a rapid decline in GM production 


there were 


Column 4 Column 5 


000 hectares (or 32 110 acres) of GM corn cultivated. In 
this amount shrank to 6 200 hectares (or 15 
000 hectares (or 4 940 acres) in 2003. 


no GM corn was cultivated. The law has forced ABI 


first proposed to 
was much more biotech-friendly and 
prior to final approval 


parliamentary deputies were swayed by GMO-wary 


along with various green NGOs to pass a much 

a major 

Ivan Juchnovski was a leading opponent of 
Juchnovski 


who knew little about the science of 
to the Environmental and Agriculture Parliamentary 


the current law\'s stated 


the anti-GMO 


partly due to unfavorable 
according to ABI. Moreover many 


the common wisdom 


Column 4 


of which Bulgaria is a net importer. The local 


of which the current varieties are too low- 


which could make them more acceptable and 
erosion- 


according to Atanassov 
Djevdet Chakurov 
which 

could begin a more 


however 


they have sent a letter to the EU Commission 


which might just be the 


Column 5 


would be to force the 
to finally form the 


is skeptical that anything will happen 


Column 4 Column 5 
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who characterized the manner and timing of 


are concerned that Beijing\'s increasingly 


Taiwan is now down to 24 
from a high of 31 reached in 1996 
the start of President Chen\'s first term. 


but also is integral to the \"myth\" 


but warned that if 
last hit in 1988 then the Chen administration 


and some have told us they can 


such as Examination Yuan 
have told AIT that Taiwan could \"live 


and other countries of greater importance to Taiwe 


however are 


according to one 


Column 4 Column 5 


however are more 


where half of Taiwan\'s formal 


\" causing some others to switch recognition to 


which could further 


MOFA Director for 


noting that China\'s 


launched last year aims to 
explained Ko. 
Costa Rica and Honduras to meet the heads 


insisting his trip had been planned long before Taiwan 


with six formal diplomatic 
is the next most important battleground for Taiwan. 
Taipei will hold its first-ever 


Column 4 Column 5 


Taiwan\'s ties to its 


nevertheless have pointed to a few 


Lee claimed. 


the growth of PRC immigration to countries where 


Chinese PRC commerce and business in many co 

is outstripping Taiwan\'s 

asserted Yen. Third Beijing has been 
such as providing large numbers of 


asserted Yen Taipei is 


most observers agree 


the maintenance of official diplomatic 


such as the UN and WHO. 
while not a total surprise within 


Column 4 Column 5 
appears to have spurred some 
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Boko observed. He noted that 

but Boko cautioned that this only reflected 

and following his 

members 

and the French to join in the Ouagadougou 


but had declined. These approaches consisted of 
but Boko said 


constructive critic\" than as a 
should the GOT follow up on its suggestion 


who would be left to serve as an independent 


and they don\'t do 
I\'ll be in a position to call this to public attention \" 


he said had to take 


they can 
and at the very least \'slow the 
\\" he said. He nonetheless reiterated that the Faure 


and the opposition \"tired\" after so many years in the 
was probably more pliable than one would want. 


Column 4 Column 5 
\" and international 
Boko said. This was 


and reconciliation with the 


more palatable Faure regime in place 


and its desire not to \"lose\" another of its 
France wanted a secure long-term 
Boko said. From Togo\'s perspective 


as none of his probable successors would 


the Gnassingbe clan and 
2004 when 
purportedly after the 


and later had to testify before a French 


Boko said that he continued to receive thinly veiled 
to the point where 


but still worrisome and he appeared comfortable 


and the French won\'t permit an 


Damned if You Don\'t 


Column 4 


Column 5 
which led to his exile in France Boko said 
so far led to any 


while Western countries 


separate from the French law firm now employing him. 


which depends on many clients from many 
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but 


he said that Morocco\'s interpretation of the accord 


\" and that documents must show that the shipment 


and 


as well as information on how U.S. Customs is 


Inc. to Morocco via its European subsidiary. 
the companies indicate that the shipments were 


Column 4 Column 5 
and were transferred in Anvers to smaller 


however the 


who was Clearly briefed on the cases 


and is not in a position to 


must be of U.S. origin and must be \"directly 
he agreed that the final issue was the 


he said they are examined more closely 


he said Morocco 

he stressed however 

and not European 

he added is not permitted 
that 

he 


violated the direct shipment provision both because 


if Morocco 


Maani said no as 


though they 


though it has not 


since full enforcement of the allowed provisions 


but stressed that Morocco 


Column 4 Column 5 


as Morocco is insisting and 


both for guidance and to respond to 
would be information on how U.S. Customs is applying 
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\" and expressed support for beginning Free Trade 


his role 
and his support for 


Defense Appropriation 
as well as the Charge d\' 


POL/C JUSMAG Chief 
Foreign Secretary Romulo Defense 
Senate President Villar Assistant Secretary 


Department of 
as 


Senator Inouye cited President Arroyo\'s 


such as raising taxes. President Arroyo said 


Column 4 Column 5 


while interest on debt was down 


as she laid out in her July 24 


even if they take some 


including in the U.S. the 
and 140 countries. 


on which Secretary Cruz had briefed him 


which she highlighted had grown 


calling it the \"Philippines model" -- a 


combining a hand of friendship 


and criminals. She expressed hope that the Moro 


where a major 


would provide similar cooperation (ref B). She 


Column 4 


000 MNLF insurgents. She noted 


about which she wanted to consult with friends 
in return for full cooperation against 


but he was non-commital. Secretary 


which President Arroyo attributed 


where the \"entire junta\" had 


and 
if he attends 


since he did not want criticism for having 


another signal Burma 


Column 5 


however 


it would be a clear signal 


Column 4 Column 5 


once it had 


while Romulo pointed to the fate of Khin Nyunt 


however 


when even the \"Great 


as neighbors have Burma\'s interest at heart. 
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Finance Minister Bayan Jabr proposed that 
while 


who was formerly 


said he 


but lacks 


the Ambassador hosted 


Column 4 Column 5 
or major entry points into boroughs of the city 


which is that the terrorists and 


taking their weapons with them. 


and mentioned that he 
against killing and 


and Jabr 


Jabr thought that Iraqi Shi\'a do not interpret the 


while Iran can control only some of the JAM militia. 
and 


and then to identify who 
the tension between the 


Jabr said that the negotiations to bring in the 


but didn\'t 
while Mahmoud Mashhadani is less 
but agreed to be speaker. 


Jabr said that he is a good guy - straight and 


and cannot focus on 


Column 4 Column 5 
Jabr agreed that the provinces have been slow in 

but blamed that on the Ja\'fari administration. On 

Ja\'fari had stopped construction projects 

then refused to pay 


who were then unable to pay 


the 18 provincial governors 


Jabr 


the 25 000 to 
000 inhabitants make a good living repairing the pipelines 


under the guidance of town 


warm and engaging while blaming lraq\'s problems 


on others. However he 

in the USA on an H visa (skilled worker) working 
and 

the Syrian 

and 


but is concerned that if she left 
she might not be able to 


who 
and 
about three years old. 


he said that 


he had two Baghdad textile mills using Belgian and 


Column 4 Column 5 


he found the machines ruined from lack of 
the factory site has about 5 000 
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which will make it that much 


also critical of DPP initiatives to expand 

believe the TSU should coordinate 

they 

both TSU and DPP candidates will suffer. Despite Lee 
he has thus far refused to 


the junior partner 


has begun taking steps to distance itself from the I 


the spiritual leader of the TSU has 
which was once viewed as an appendage 
\"to go its own way \" according to TSU Legislator 


and a second step was to withdraw from the 


voters will cast a second 
with 34 seats being 


even voting with the Pan-Blue on selected issues. 


because of Chen\'s unsatisfactory 

reducing 

and cross-Strait economic relations. 

who worked as a non-party official for four years in the 
suggested that the 


Column 4 Column 5 
it is still floundering in terms of 
coordinating and implementing policies. Lai 


who is concerned about a perceived 
wants the TSU to 


hoping to win a legislative majority 


undermining 


the Pan-Green ended up with the same number of seats 
with the DPP gaining one seat and the TSU 


Liu said. While Lee Teng-hui 


the former president disagreed strongly 


DPP and Kuomintang (KMT) agreement on a major 


including the TSU further souring relations. 


he suggested would destroy the TSU 
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some in the TSU 


which he views as much too willing to 


his death 
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2005 approximately 463 small 


killing two and injuring 
English 


JMB on October 3 


killed approximately 30 persons 

and wounded hundreds. The last and 
the 

and was apparently the 

a new phenomenon for 


2006 the ruling Bangladesh 
the opposition Awami League and the 


Home Minister of Babar 


Column 4 
\"Without proof 


rejecting the 
did not contest the charges 


the government achieved impressive 


including seven of seven from the senior 
four of the 11 zone commanders 
75 of the 169 senior-level members 


29 defendants received the death 
four received life terms 


53 percent of whom were aged 20-29. 


which follow government-approved curriculum) 


though this includes large shares for 


\" and 24 percent were 


Column 5 
we cannot go for action 


20 of the 


and one received ten 


and 53 
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the JMB 


the JMB campaign of terror proved that 

backed by ruling party elements are getting 
the absence of 

the capture of the 

and JMB\'s near total popular 


including one 


do not believe that JMB is 
the government remains confident it has \"broken the 


today\'s acquittal of former president Ershad 
on apparently 
shows that when properly motivated the 
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a draft protocol must be 


and initial negotiations with the IAEA 


the Ministry of Science and Technology 
and the MFA is a 
Luu continued. 


when pressed he was unable to offer a time 
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China 
local farmers in south-central China 


peasants took to the 


difficulties in trying to control 


China Economic Times editor Zhang 
told Poloffs that farmers in the 


transmitting local news 


which proved very popular 


land grabs by 
instructions on how to conduct free 


a move that sparked local protest 


but these farmers have really 
\" Zhang commented. 


Column 5 
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but it was his 


news of the event was not widely 


a notion which Zhang himself 


this extraordinary event is not only further 


but of the difficulties the 
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claims he says are being used to create 


he repeatedy asserted that 


an ethnic Azeri made all of these remarks in 


\" a theme throughout 


Column 4 


but to threaten further 


Suleymani stated that it 


Suleymani avoided the question and returned to 


in order to get out the 


and his comments have closely mirrored those 


we have not seen evidence that his efforts have 
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8/17/2006 11:00 
\"a reference to a form of Chinese 


the introduction of Kang and Li reflect a 
several contacts said. (Note: 
the CCTV-1 nightly news broadcast has 


which amounts to just over 
the newspaper Southern Weekend 
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\" or Northern Peasants Television 

because the only people who watch it are 

said 

a CCTV on-screen personality who hosts 


people watch Phoenix Rui contended. In 
satellite television options are 


which in Chinese carries 

made by 

was quickly dashed however 
with an article in the People\'s 

CCTV is not even generating the 

Rui complained. Hunan 

a producer at CCTV\'s 


separately made a similar 
adding that local television networks and 


a professor at the Beijing 


recent commercialization of 
Xu 
in that anchors reciting news in monotone 


Column 4 Column 5 
but 
to 


Xu said. 


said Li of CCTV-9. 


CCTV executives want anchors with 


Li added. But she also reported that 


\"we had to do something \" Li 


Li and other contacts said the 


especially to local 
that reforms are about to start\" and 
Kang and 


many of whom are already 
were unsurprised by (and 


Wang Feng a journalist at 

voiced a 

Wang said. 
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political columnist of leading \"Clarin \" 
Washington\'s influence can be 


directly or indirectly. The US-Argentine bilateral 
but not 


which has 
000 international troops to avoid 


which rejected it and the other one 


the request for troops for the Middle East was made 
but Washington made feel its pressure during the last few 


columnist of daily-of-record \"La Nacion \" writes 


who had requested for Argentina\'s participation. 
Blue Helmets will be on the border 
with the 


the Congress will 


another situation was taken into account - 


Column 4 


on special assignment to La Jolla for leading 
\"comments (08/16) \"4 

Jeffrey Davidow 

current head 

and one of the major experts in 

said \'Argentina 


it means 
Argentine 
but 


head of the Center for Investment and Trade 


rejection of the FTAA is what caused this trade 


Column 5 


500 kilometers away from 
former US Ambassador to Venezuela 


\'although Venezuela\'s entry into Mercosur is another 


there are 


Jeffrey Davidow 
there is no possibility of negotiation because 
and it can be 


columnist of leading \"Clarin 


the invasion of Iraq and the GWOT\'s 


\" writes (08/16) \"... 


many in the US are wondering whether they have done enough 


and perhaps there is an increasing feeling that 


Column 4 Column 5 
Brazil and Paraguay coordinate 


Sao Paulo-based correspondent for leading \"Clari \" 
Brazil and Paraguay agreed to make more 


because it is a response to a 
which believes the area is a financial 


Brazilian and Paraguayan 


center-right \"InfoBae\" reports (08/16) \"The 
Frente Amplio rejected the FTA that 


the opposition has supported it in a determined way. 
the new 


but also with China and India.\" 


vw 


which he labeled \'foolish.\' 


Lavagna said that \'sufficient flexibility should 
if it wants to seek other trade deals 


Column 4 Column 5 


there are no winners in a war whose main 


the 
and the deactivation of clashes 


which is the wish of the international community but also of 


the escalation of violence in the Gaza Strip and the West 


and 


particularly from the most powerful countries like the US 
is crucial. Far from seeing peace as their main 
these powers are boosting a war that only favors the 


Column 4 Column 5 
visit our 
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airports and border crossings to block arms smuggling 
even if it means forcing 


Pedersen said that 


and that 


and would have 
the lead 


including that the LAF would be moving \"400 tanks\" 
Pedersen sensed that the GOL is committed to 


\" and that some ministers -- he 


instead of concentrating on the historically 


where it has not been in control in over 30 
were focused on fomenting a confrontation with 


Wafiq Safaa just before the lunch and 
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perhaps overly-confident in Hizballahi assurances 


and the Israelis out and 


urging them instead to 


and said that stopping arms smuggling is an 
central and immediate obligation in UNSCR 1701 


airports and border points. Pedersen 


PM 


though the airport is 


Pedersen said that nevertheless the smuggling 


\" Pedersen 


and claimed that Hamadeh will be 


seeming far from \"shaken \" held an impassioned press 


Column 4 Column 5 
and said that the 


\" and not through \"car bombs and intelligence 


Speaker Berri Defense Minister 
and LAF Commander General Michel Sleiman. (Note: 


Qatar Saudi Arabia 

due on 8/18 

at this point intends also to go to Damascus. 
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including Germany France 


the best way forward 


but nevertheless support Kazakhstan\'s 


noting that Kazakhstan\'s 


rather than focusing only on human 


Column 4 


8/17/2006 12:31 
that would put 


many of the schools in 
which were built by the local community 
are in a bad state of disrepair due to 


originally built 58 years ago 


so students must 


many Afghan high schools have desks and 


Zainullabudin said 


given 


but also a special 
where 


an all-day drive. 


which forms the border between 


Afghanistan is literally only a stone\'s throw 
flat- 


Column 5 
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in which 
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there is no road or electrical lines but 
but distinctive dirt trail that 


we crossed the border into 


and most 

the attendant told us he had only 50 liters 
which he dumped into the tank 

we came across a fuel truck parked along 


selling gas directly to motorists. 


we were directed to a nearby house where 
we found 


so we ended up buying 70 liters from the 


we need not have been so 


both with plenty of diesel to sell. 


the extreme 


Column 4 
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\" and urged the USG to weigh in with 
as SYG Annan was currently doing 


during which D/SYG Mark Malloch Brown 
and force requirements. Outlining 
500 to 4 


Norway 


while possible Muslim contributors like 


cont 


and asked that the USG provide as much 


A/S Hillen conveyed a message 


A/S Hillen underscored 


humanitarian 


and a buffer zone in south Lebanon free from 
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at 


000 


Sweden 


d. Annabi presented A/S Hillen with a 


wanted to ensure that the 
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DPKO Asia Director 
as well as several other DPKO officials. 


as did representatives from NEA/IPA IO/PSC 

and PM. 

LAF and IDF representatives 
held on August 16 focused on 


the LAF argued on August 18 for a plan for full IDF 
whereas the IDF instead offered a 


one day after UNSCR 
he said has emphasized the need 


Malloch Brown would 


rules of engagement and force requirements. 
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Annabi said DPKO wanted to send an initial 


500 to 4 000 troops -- consisting of three 


000 existing UNIFIL troops on the ground and position 


the LAF would 


as the Israeli Defense Forces (IDF) 
the LAF would cross the Litani 


after which the 


DPKO plans to utilize a site on 


but cautioned that preliminary indications 


he said the French delegation had told DPKO on 


an engineering company and a quick-reaction force 


which 
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500 to 4 000-strong 


000 troops Annabi said the exact nature 


similar to NATO\'s geographic 
between the UNIFIL Force Commander and UNHQ. While 


etc. Annabi 
\"he added that 

we would 
Annabi reported had showed 
in particular had 


might agree to provide all 
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whom he described as being very active 
thought that 


whereas Morocco 


but it would need strategic 


Annabi averred was Israel\'s press statement 


Malaysia and Pakistan 


Annabi urged the USG to provide this 
as in the past the USG 


he encouraged 
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including a demarche 


equip and modernize the LAF and to consider 


including lift capabilities and planning and 


A/S Hillen emphasized the 


A/S Hillen argued that strong and 


humanitarian reconstruction in south Lebanon and 


A/S Hillen assured Annabi stands 


Column 4 


Column 5 
Livni also reportedly told 


General 


s request that the IDF 
lest Hizballah retaliate 


he 
would help sanitize the territory and ensure the LAF 


as had happened in the past. 


s current view of 


and 1 each for the two operating sectors. 


000 personnel 


Column 4 


000-man UNIFIL contingent. End 


but that 
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Jordan will not agree to the 


General Ahmed Lowzi 


Lowzi will reside in the International Zone 
carry out consultations with the GOI and give 


secure 
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but reduced the sentences to 
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but it appears that the Chamber of Deputies must vote 


and that Article 75 


they 


Column 4 


anda 


the 17 


Column 5 


s leadership is reportedly holding meetings to plan 
and possibly hold an internal referendum among 


s membership. The Front is also planning a 


a vote by the 


however. The 
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Singh made no effort to link 
placing his 
regional context. 


\" and that Indian security forces \"will 


instead choosing to 
\" and conflict resolution 


in 


Singh called for a \"New Deal for Rural India 


\" 


O6NEWDELHI5692 


including 
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including the National Rural Employment 


short-term loans waivers of interest on 
and the establishment of a cooperative banking 


extend vocational education to 


but took 
he hinted 


promising solutions to 


the PM pledged to implement a dizzying 


where Singh and his 


the Congress 


Column 4 


Column 5 
newspapers headlined Singh\'s tough crack 
a rhetorical step the peace-seeking PM took in 
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four fell into the \"Suspicious\" 


because the Taliban are Afghans 
not foreigners imported into the region). He admitted 


but said that Pakistan cannot repatriate all the 
given the destabilizing effect this could 


\" Ghani asked the Ambassador to tell 


Ghani said \"we are in a mopping up 


over the years 


the tribal leaders had done nothing for 
until recently 


neither had the 


the man continued 


the local 
s support for education as 
educated Balochis had jobs and are able 
s development he said. 


Balochistan Frontier Corps 


s security situation. Dar 


Column 4 Column 5 
including the Army. Dar laid out the 


which straddles the border on the road between 
the capital of Helmand Province 
taking 


his 


losing five men while killing twelve. He now 
blocking supplies in 
until those who killed his troops are handed over. 


however can elude the FC cordon through \"a 
t 
\" Dar said but they need better 

better training and better intelligence to do 


s Anti-Narcotics 


s 
including UAV support as waiting 


by December 2006 the growth in FC troops will 


explaining that the Army currently charges 


s 12th Corps 


as he 
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the Ambassador 
commanding officer of the Pakistani 


s 
improved surveillance 
as well as communications and command and 


marine radar 
vehicles as well as funding for 16 observation 


ten more observation towers and a mobile 
and communication and surveillance equipment. 


as well as the amount of hashish and liquor 
revealing marked increases in both which he 
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of the demarcation line 


when Hizballah launches a strike against 
he assures that the March 14th 


particularly 


adding that even after the war 


if this 
then how can the entire 
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in practice 


etc. for concealed weapons. The warrant can take a 
week or month to be issued. Safadi wants the LAF to 


he vowed. 


the LAF was informally seen as 


000 troops to the south this \"protection NM" 


is gone. With the LAF strength shifted 
the Sunnis Christians 
at the same time as Hizballah and its 


the challenge now will be for GOL to 
withQinor 
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Hizballah will try to embarrass the GOL by 


further weakening the state. 


he warns will be to \"get rid 
in a stern voice he assured 
Christians and Druze will not \"stand by and 


Safadi said that it went too far even for Lebanon\'s 
Minister of Economy and 


Hizballah 
was Critical of the speech. Surprisingly 
which made sharp remarks toward GOL was not 


but no less than once a 
in spite of security concerns. 


he recognizes that the Hariris 
and independently 
Sunni who could provide competition to Saad Hariri 


Fouad Siniora\'s tendency to micromanage 
and the petty jealousies and 


on the 


Column 4 Column 5 
is focused disciplined 
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searches will be ongoing for the next two months to 


were sealed by the 


Gira Birru urged the 
the Council of 
to approve the proposed Memorandum on the Foreign 


the Council is ready to 


Nationalities and Peoples\' Regional 
as part of its five year plan 


an 


Column 4 


heavy rains have caused serious 
Omo 
Nationalities 


approximately 400 people have died as a 


and thousands of people have been 


rains in recent weeks have been above average. 


Basic Education 


the Ministry 


basic education 


USAID and DOD\'s 


elders 
and NGOs told the team that availability of water 
education 


a joint PEPFAR-Ethiopia 


Column 5 


and Peoples\' Region) 


and economic growth. State 


women\'s 


and communications 


Column 4 Column 5 
strengthening 
mainstreaming 


finding innovative approaches to address human 
and creating a program that is 


14 of the recently submitted 16 returnee cases 


where it determined that further 
will now be processed directly 
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but that is how the legislators present 
the PDP 


Akume implied official complicity in a 


a former President of the Senate who went 


and that the 


he made a show of having PDP 
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and that in some regions of Nigeria results were 


it is still possible for Nigeria to hold 
Akime does not see 


his argument that 


we concur that the 
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it degenerated into an industrial zone rife with 


including highways. New flats are built to 


one of the common elements within AKP (REF B). 
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according to Kilic who said funding comes from 
perhaps 

will 

and hills away. Road tunnel 


water and train line are 


Beyoglu though more famous with tourists 


Demircan also projects a pragmatic possibly 
outlook. Forty or more years ago Beyoglu was home 
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the battle to maintain its 


Demircan is undertaking a number of important 


wholesale urban renewal of certain neighborhoods. Three 


plan for additional renewal 
Demircan has installed a 


and family size as well as municipal 
including property titles 


providing specific 


where he 


site of terrorist 
churches and mosques and their 


s 39 000 students attend a municipality-sponsored 
music theater and sports are 
s observation 


Demircan demonstrated an apparent ease 


sometimes 
AKP activists.) Asked if different AKP wings (REF B) 
Demircan demurred but then 


Column 4 
he said 
they would lose support at the 


Column 5 
that if AKP departed even 


never 
stood within our line of sight during the Kilic 


s ANAP Mayor 


first elected in 1994 showed us the master 


electric lines and 


but the city 


it would restore 


Akgun has continued to win 
noting 
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Akgun aspires to becoming 


Akgun championed the secular 


Akgun was the only one to ask direct 


s presidential election we would 


he predicted we\'d be seeing a lot 


S POLITICAL MILIEU 


perhaps regardless of their group identification 


high on the AK Party agenda and its Islamist 
appear to be a natural byproduct of 


Erdogan advisor Dr. Anmet Davutoglu wrote in 


protection of the next generation 

protection of property and the 

the 

such as political systems are transient. It is 


Column 4 
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or outright defensiveness 
he was frank in his appraisal that the MFA 
as it has no 


this meeting presents the 


role in the IPR arena. End comment. 
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while those not so friendly to the U.S. 


and in street demonstrations. 


at least 


and 
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of the B-4 


O6AMMAN6335 


Jordan\'s \"street\" is 


Column 4 Column 5 
a pro-government member of 
000-strong Al-Hadid tribe 


he said no one \"could any longer take 


a political science professor 


Arab parents \"have 


skepticism over the American \"democracy project \" 
was now almost universal. The King\'s credibility 


As-Sabeel was 
like Bashar Al-Asad 

such as the liberal Al-Ghad daily have 
\" while their 


and articles mocking 


even if 


Column 4 Column 5 
Azzam 


leader of the Islamic Action Front\'s parliamentary 


ignored rules restricting debate to the government\'s 
and denounced from the floor of 


Bassem Awadallah 


they said and Jordan\'s 


and radical 
and visible 


may repair some of the damage. 
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according to media reports Inoguchi touched 


but with community development as 
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which she said helps her 


launching a USD 16.7 million 


when the Ansa McAL Group and Boral USA signed 


the 


trade and investment hub of the region. 


headline inflation 


which continue to drive headline inflation rose by 3.7 
fruit (33.5 percent) fish 
which excludes food remained relatively unchanged 


contributors to core 

health (9.9 percent) recreation and culture 
an increase in domestic demand and a 

the Bank has decided to raise 


2006. The next \'Repo\' rate announcement is 
2006. 


Column 4 Column 5 


\"The Impact of 


fueled by the rise in oil and gas prices is likely to 
\"We should expect an increasing demand for more 
\"if nothing is done to reduce the level of 


prices will undoubtedly continue to 


the cost of ready mix 


but locally it 
Winston Riley 
said the GOTT had 


\" the 


the Ministry of Agriculture Land 


ng 


among other agencies to be involved in monitoring and 


port 


Director of the Fisheries Division in the 


as the 
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one of the 

Israeli Air Force (IAF) planes fired rockets 


reportedly causing damage 
a Hamas activist was killed and 


Palestinians threw stones at an 


according 


according to USAID 


as it was August 16. 


according to USAID Gaza-based 
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where he worked in 
the influential 


a naturalized Qatari anda 
has links to Hamas and 


but the clear majority favors a moderate and tolerant 
some 


000 and 18 000 
although the number is hard to fix 


Palestinians are aware that 


Column 4 Column 5 


but this is 


which coordinates official visits and 


but it could be more current 
deteriorating economic 
and security conditions in the Gaza Strip are issues 
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according to the 


200 
he could help strengthen the rule of law and help 


however obviate the need to 


including the 
Major 


200 MOI 


which specifies that 
228. END NOTE). 


228 had actually been fired. Kamal said 
228 in small groups in order to 


Column 4 


Column 5 
228 
the MOI internal affairs 
228 cases and has identified the 
including 
murder and child molestation. 
many of the 1 228 belong 


the militia of Shia cleric Muqtada 


228 employees were linked to their 


according to MOI employees. But according to these 
former Minister of Interior Bayan Jabr refused to 


including the 


apparently dated from early August 


many of the above 5 000 


for example 


are political 
which are not considered 
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in particular sporting ammunition 


littee 


at the International Coffee Organization (ICO). 
London W1T 3DD. The change 
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refusing to have further discussions until 


the Patriarchate proffered 


echoing previously articulated conspiracy 
Meliton expressed his concern regarding 


by 


his initial comments regarding the 


Column 4 


in which he expressed little hope 


the citizenship issue is critical in the short 
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strong 


after several days of publicly voiced 
he received assurances of full support from the 


the general told 


he requested 
other small arms 
saying a number of times that he had been 


who are infiltrated by militias and 


Column 5 
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armored vehicles 


Column 4 Column 5 
kidnappings and other 


the young men would leave the militias and 


his need for vast arrays of U.S. weapons and 


the general estimated that 


saying it could be extended. 


provided his requests were 


the general provided 


his main topic was an 
and he was unable 


he took two calls on his mobile phone in which the 


Column 4 Column 5 


their cohorts would stir up trouble to 
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that UN has not yet announced the 
and that the prospective force\'s 


a 


AKP MP 
said his group would travel to Lebanon soon to assess 


so how will Hezbollah disarmament be realized? Just as 
all the leaders from the countries 


no one can give answers to the questions about the duties of 
the ambiguity among the countries will 


Vatan Cumhuriyet 
either a diplomat or a member of the 
for the struggle against the PKK after a US coordinator is 


Turkey and Iraq. Vatan notes that 


Column 4 Column 5 


there is no need for this group of coordinators. If 
then there 


if there is no problem here what will the duties of these 


then Turkey 


therefore they expect the Turkish 


in etaliation against the killing of 10 Iranian sodiers in 


1999 earthquake claimed some 18 000 lives 
000. Non-official estimates put the death toll at around 
000. 


8.00 A.M. 
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\" and participated 


Milososki is married to an electrical engineer. He 
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serving concurrently as Secretary General and 


Elenovski speaks English well 


Jankuloska served as legal adviser and chief of 


Gruevski 


Jankuloska has strong 


but is not considered to be a strong 


and also speaks some German. 


Slaveski is 
he 


and played the lead role in drafting the 


Slaveski was a 
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he is married to a banker. His daughter is a 
Arizona. He speaks fluent 


Manevski is a 


he helped establish the financial police in the 


he has accused the SDSM-appointed chief 


he is married 
Manevski enjoys a positive 
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Spasenovski enjoys a 


Spasenovski was the owner of 


and also served as a consultant to a local 


RAL 


Meskov came under a 


2002 


and is a close associate of LP President Stojan 
he holds a law degree from Cyril and 
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5KI 


Janakieski served under Gruevski in the 
eventually working in 


where he specialized in economics. He 


Rushiti 


he was DPA\'s spokesman. A moderate and an 
Rushiti once headed DPA\'s department for 


youth sports 
reformist minister. Born in Gostivar in 
Rushiti speaks English and German well and also 


Rafajlovska is an 


and 


Rafajlovska holds an 


Bekiri holds an advanced 


he has never held 
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he is likely 
and is expected to give up his 


Aliu is DPA\'s chief 


an 


and Vele Samak an executive with Microsoft in 
owner of 


President of the Party of Turks in 
who held a similar position in a previous 
Gruevski plans to create a 


a Macedonian-American currently working 
in Columbus 
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some of them without any substantial 
Gruevski appears to be trying to 


Interior 
Economic Affairs) he probably hopes to ensure a 


and 


the relatively junior status 


initially at least to earn the trust of their 


and could require frequent 
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but that its scope and nature was not yet defined. 

but doubted that Lithuania 

but they 


the GOL continues to make positive noises 


PM Kirkilas said \"It is in 


we take our 


especially in Afghanistan and Iraq remain paramount 
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foreclosing the possibility of significant 
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2006 from the 


H.E. Dr. Bashar JA\'AFARI 
the Ambassador was asked 


which violates Vienna Convention and the 


the Syrian Ambassador was allowed to exit the airport. 


and that they have to follow such 


and 
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affirming Sudan\'s solidarity with 


including Vice 
and reports published in SUNA the 
continued to refer to the proposed UN role in 


and to enable the UN to \"send a huge military force 
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\" but that Sudan would prevail. 


the Minister of Energy and Mining Dr. Awad 

reaffirming that peace in the East had been nearly finalized. 

while in the North he \"announced the discovery of 
but can be seen as a comment 


Wadi Halfa is not in block 14 there has been no 


there are rumors circulating on what changes will be 
it is rumored that National Intelligence and Security 


or State Minister of 


who helped to create the Popular Defense Forces (PDF). 
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s current position as modest and one of 
not policy formulation or 
s 
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highlights the higher value the 


s confrontational August 15 


those most convinced the designations were a 


however asserted that the 


the US had to do 
s confrontational speech and 


the US was in fact registering no 


our initial judgment of the 


e.g. Asad s challenging speech. Secondly 
as they registered at 

Syrian 

particularly in 

which we continue to believe should be the focus of 


8/17/2006 15:16 O6MADRID2066 
and guarantees as to how the mission 


after meeting with top GOS officials including the 


that \"Spain is an important country of medium size 


the GOS prefers that troops from western 


it wants UNIFIL 


opposition Popular 
and far left IU all support Spanish participation in 


although it is possible that an emergency meeting 
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parliamentary approval is also necessary before 


8/17/2006 15:17 O6ATHENS2152 
200 troops abroad on peacekeeping operations 


when full cessation of 
\"as in Afghanistan.\" 
Admiral Chinofotis said 


to assist in the humanitarian reconstruction effort.\" 


Crete. (Note. This 


a dual-use military-civilian 
and over five-hundred barrack spaces for either a 


train and prepare either international staff or 


the rules of engagement 


he had worried that a Hizbollah 


or would simply conduct a 


in the event no 


Column 4 Column 5 


previously scheduled visit to AFSouth Naples 
which will allow further discussion of possible 


Afghanistan (209 


Bosnia (90 troops) Congo (30 troops) 

Sudan (6 troops) and five or less troops each in 

Georgia Tampa (CENTCOM HQ) 

Montenegro Western Sahara and Nagorno Karabach. 


221 Greek military personnel in 14 \"hotspots\" around the 
and the hyperemotional Greek press is reporting that 


8/17/2006 15:18 O6KINGSTON1605 
8/17/2006 15:30 O6LONDON6059 
he noted that while the Charity Commission is 


no one at the Commission has bothered to go 


and said that even if the Charity Commission 


and that they are more completely integrated 


while a member of the UK\'s Terror Finance Actior 


Column 4 Column 5 


and particularly in the Gulf. 
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the 


and 

in the hopes that the presence of such 

and pressure the GOE to release him. Nour has filed 
which reportedly states that if a prisoner 


\" the prison doctor 
and recommend his 


wife of imprisoned Al Ghad Party 
told poloff in an August 14 meeting that 


and thus 


Column 4 Column 5 


heart surgeon Mahmoud Hassanein visited Tora 
and examined Nour. According 
Nour is \"stable not experiencing any pains 


Ismail asked us to \"hold off.\" Nour blames Gebali 


prior to Nour being moved to the 

the medical staff had been 

even offering that Nour could stay for 

not only for preliminary testing before 

but also in order to address other health issues 

dental problems). However on the day 
\"everything changed y 

rather than undertaking the promised 

000-60 000 LE 


000 LE in cash. 


and that she was also refused the right 


and dozens of guards in the 


so | took it as it is not their right 


Mohammed Kamal 
to pay close 


DCM stressed the humanitarian and 


the Al Ghad party is organizing a 


Column 4 Column 5 
and 
and \"have the 


\" but Nour is apparently 
so planning is moving forward. 


which reportedly states 
\" 
and 


but \"was ignored \" so now is contacting the Public 


there is no 


so he is petitioning the Public Prosecutor to be 


which 


July 23 
prisoners are required to have already served 


however that under Article 149 there is no such 


who was freed in a prisoner swap 


the broad outlines of what she described are 
however may be colored by her 


Column 4 


8/17/2006 15:36 
Poland\'s foreign 


presents challenges 
but he has no experience in governance. 


which has 


contributing to the clumsy decision 


Jarek Kaczynski is an extremely intelligent 
and he learns from his mistakes. In 
he acknowledged candidly that 


one can expect Kaczynski to 


there is no question that partnership with 


a 
and a long-time contributor to 


and 


including a Special 


Column 5 


O6WARSAW 1721 
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mentoring and 


while Polish 


giving Poland the most modern fighter in 
training and security 


Poland is committed to hosting a U.S. 
should the President decide to 


\" the 


there is no question 


with a few close aides who act as trusted messengers 
it is crucial 


Jarek Kaczynski appears to have few 
other than his visceral 


Column 4 Column 5 


he views 

however a quick learner who is already recognizing that 
8/17/2006 15:40 O6KIGALI804 
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the real hold-up to 


he is using this to absolve the PISG of any 


but eventually Kosovo must come to 
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but after that its exploitation is more precise\". 


part of the Ministry of Science and Technology (M¢ 


Column 4 Column 5 


the GoB will publicly address 


where no avian influenza cases 
studies show the possibility of a rare direct 
Africa and Europe. Due to these possibilities 


pamphlets and radio to 
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had earned enough already and had 


Castanos predicted. The GOB alleged on 


Brazil aims to become self-sufficient in 


but would no longer be dependent. Petrobras 


including Uruguay Peru 


Column 4 Column 5 
but rather believed Brazil\'s claims 


Bolivia is more 


Brazil will aggressively seek other 
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EASONS 1.4 (B 


Sudanese rebels loyal to the Justice and Equality 


Sudanese rebels will continue to 


as long as they continue to threaten NRF supporters 


Minni\'s supporters 
who have no intention of leaving Chad contend 


where it can continue to assist the 
close to the end of their 


has obtained some information corroborating 
but seek additional evidence. END 


Justice and Equality Movement 


Column 4 Column 5 


Chadian authorities asked members of all rebel groups 


and any possible support to the JEM and 


Chad would provide no political 


Tougod 


it would continue its political and military 
and was 


while he was 
the U.S. 


and asked him and his fellow NRF members to 


Tougod reiterated the NRF\'s 


political representation as well 


Column 4 Column 5 


and argued that the DPA could not be implemented 


it would have to resort to force if the 


based on the 


Niam called Economic/Consular Officer on August 


as their safety could no longer be 


and lacked the capability to challenge the NRF 


Niam stated that the primary goal was to 
to 


the NRF was willing to take the battle to Khartoum. 
the July attack in Kordofan was a warning 


Djabadien Hussein representative for 


told Economic/Consular Officer that no Chadian 
and their 


he noted that while members of the NRF may say 
Chadian authorities were planning 


which is north of the border 


an ethnic group indigenous to the border 


Column 4 Column 5 
Adam Idriss Ahmat a local leader in Dar Sila 
on August 12 members of the NRF met with President 


advisor and half-brother to the President Daoussa 
and then Minister of 


the members of 


and members of the Djadjo who had been recent 
were rapidly 


Coordinator of the 
told the Ambassador that based on their 
there was enough information to link Chadian 


the 


according to the team constituted enough 


Lavergne noted that they did not know if 


Column 4 Column 5 
Mahamat Ali Nassour or even President Deby 
extremely difficult to make. Team members also 


such as vehicle registration numbers for 


such as tracing vehicles through 


given the history of the 


8/17/2006 16:22 O6NDJAMENA1070 
s political space. 


Finance and Planning sends a message of 


Foreign Affairs Petroleum 


despite 


a prominent 
a pharmacist by training moved 
a position with 


considered a good 
moved to the Ministry of 


Column 4 
he is actually an educator). 


all political parties which had put forward 
s 


but then again not completely negligible.) 


Urban and Housing 
and Pahimi Padacke Albert 


but his party was 


s long-time comarade in 

Mahamat Ali Nassour was closely 
particularly given the rumors circulating of 

s involvement with non-signatory Darfur rebel 


but one 


Mahamat Bachir 
s elections 


five women now occupy 
and several new posts were created 


Finance 


in particular 


viewed as a linchpin in the 


would be replaced. In other portfolios 


Column 5 


Minister of 


responsible for the successful 
was rewarded with the 


Infrastructure and Planning 


was concerned 


Column 4 Column 5 
and 


however is a far cry from the 


2006 


MINISTER OF INFRASTRUCTURE: MR. 
MINISTER OF REGIONAL URBAN AND 


fAKOYE** 


MINISTER OF MINES AND ENERGY: MR. 


MR 


PLANNING AND COOPERATION: MR. 


LABOR AND EMPLOYMENT: MS. 


OU 


SCIENTIFIC RESEARCH AND 
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IMAN 


GOVERNMENT SPOKESMAN: MR. 


NI 
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IN 
ZEUBE 


vs 


IN CHARGE OF LITERACY: MS. ALBATOUL ZAKARIA** 


\L OF 
IN CHARGE OF RELATIONS WITH THE NATIONAL 
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\" 


he said was only 
excluding the 


Director of 
and 


Column 4 Column 5 


000 tons in the silos immediate 
which is highly 
to provide 15 000 Shia families with rent and 


those families would remember that 


letting people themselves do 


Haddad sought out where 
the issue of housing (heretofore completely 


he offered to take charge of the 
to Mouawad\'s delight and dubbed himself Vice Minister 


000 to rebuild 
the benefactors can offer this money to the 


he claimed. 


though 


with a board composed 
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infrastructure and private 
Minister of 

the \"Uusual cast of characters.\" 

Azour Haddad 

he recommended that USAID IFC 


and the EU create a fund specifically for 


Minister of 


reconstruction 


Minister of 


there is good cooperation between 


which have had an historically strained 
Director of 
and agreed that CDR should take the lead on building 


Column 4 Column 5 


the Ministry 


the war damage to raods and 


Safadi noted that 


he fervently responded \"come to me and bypass the 
a central 


more 
and more work being done at the ministerial level 


let alone cooperating is a good sign. But the bad 
8/17/2006 16:42 O6KINGSTON1606 
8/17/2006 16:43 O6RABAT 1564 


according to the same 
a \"senion\" official had notified Lebanon that 


Minister Delegate of the 
about the press report saying 


Column 4 Column 5 
Fassi Fihri said 


i.e. the one published August 17. He 


the GOM supports Lebanon\'s 

independence and territorial integrity. Regarding 
Fassi Fihri said that 

the cease-fire must be in effect the 


including 1701. 


the GOM cannot be sure 
according to Fassi Fihri. Fassi 


Bashar al-Asad\'s August 15 


he thinks raises questions about Syria\'s 


particularly as Nasrallah is offering to pay for 


but also said that the 


it is also clear that a final decision 


Column 4 Column 5 


8/17/2006 16:45 O6BEIRUT2691 
and suggested that someone should 


Ahdab promised to 


Ahdab said he has grown frustrated with 
particularly Saad 
\" Ahdab 


to such an 


yn 


particularly by the plastering of his father\'s 
and added that \"Saad needs a course in 


while the Hariri-controlled 
now in the high 500s 


argued Ahdab and 
VV 
\"I've had a year and a half of him saying 


Ahdab gave an account of the 
describing an 
Saad 


which Ahdab didn\'t appreciate at all. \"There\'s no 
even in March 14.\" Ahdab described Lebanese 
\" and that some 


not even a coordinated media 
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in his 8/17 press conference Walid Joumblatt 


whereas Saad 


hailed the \"heroic resistance.\" End 
\" lamented Ahdab 


in his speech only 


\"We just take 


that could send out daily messages for 


\" Ahdab said that \"decisions 


with ministers visiting the South and plans 


a \"huge team\" is preparing itself in 


000 a family for 
buying a whole new generation of followers 


Ahdab said he didn\'t feel confident he 
claiming there are 


and \"they tried to get rid of me.\" 


within 
espoused 
that merely by embracing the Hizballahis into the 


Column 4 Column 5 


so that it can face 
gradually to 


he nevertheless feels that Siniora does 
even getting into the nitty-gritty details of 
and needs to delegate more. 

but Siniora 


and 


the government 


allowing 
with new equipment and training to become 


President Lahoud must first be removed from office. 


Ahdab suggested -- as have others 


then he might more easily be dislodged from 


Ahdab said that he suspects some March 14 members 
\"he added \"we may have to make 


Said 
has many documents related to 


Column 4 


Ahdab promised 


removing Lahoud now 

would throw the political situation in 
diverting attention 

but on the other hand 


such as changing the LAF 
on balance 


and we 
since he 


we will assess the potential 
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NOT FORCE 
member of the Kano Sharia 


Common law 
entrepreneurs 


in 


to \"respond to the needs\" of the disenfranchised 


the Council introduced the 
000 males employed by 


assisted in traffic 


Column 5 


particularly without 


it would be 


O6ABUJA2135 


female politicians 


Column 4 
ensured order and fair-pricing in the marketplace 
and administered people\'s courts. 


\" employing persuasion 


IMPACT 


averred Hanga 


Hanga said that in response to 


stressing that non-Muslim women were not 


though there was no 


including members of the 
would judge candidates based on their perceived 


graphic violence 

under the 

successfully had thwarted the 
the 


aged 
attend one of Kano\'s more than 20 


Column 5 


not force. 


since its \"more putative aspects\" 


and 


000 Quranic schools. 


Column 4 


Column 5 
whether in State-administered or Islamiyya 


including 


disbursed funds to feed these children directly. 


Hanga said 


for example the 
helping to \"allay 


while Kano residents generally 
continued support for Israel\'s 


but these 


M.A. Ambali 


in an August 2 meeting. 
provided books and scholarships for 
and funded clinics in llorin \"until America 


Column 4 Column 5 


determined and 


lack of adequate education and 

and deteriorating infrastructure. Despite these 

it is unsurprising in light of the conservatism of 
that thwarting the popularity and wide-spread 


maintaining an acceptable moral order 


trends in Kano 
however one would assume 


rather than widening the mandate of the hisbah to 
with impunity) and focusing 

s 

the institution 


the Council seems indifferent to the 
though critical of some U.S. policies vis-a-vis the 


Ambali and Hanga highlighted the negative impact 
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So Ann and her cohorts were 


including So Anne and Raymond.) The 


2003 attack against the Rector of the Social 
Pierre Marie 
on the grounds of the National University. Both of 


Column 4 Column 5 


but most informed Haitian observers recognized 


although he appeared visibly 


on the afternoon of August 14 


000 Poloff witnessed a 


though many of the posters were 


made up of primarily of what looked to be 
was not menacing or threatening in any way. 


combined with 


Jocelyn Privert and Yvon 
have increased nervousness in some quarters 

there 

perhaps the chief Lavalas bogey man has been free 
but if so they have yet 


the issue of reinstatement of government jobs 
Aristide 


and it 
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U.S. airlines only take payment in U.S. 
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for the moment not to highlight this 
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New York-based correspondent for daily-of-record 
\" writes (08/12) \"Finally one month after the beginning 


the UN Security Council unanimously approved a resolution 


which was reached after intense diplomatic negotiations 
sets forth the 


040 in Lebanon and 123 in 
but Hezbollah\'s OK is 


on special assignment in Beirut for leading 
\" writes (08/12) \"The impressive Israeli bombings in Beirut 


the Lebanese government is 


which can satisfy the Shiite militia 


Column 4 Column 5 


national 
who writes (08/14) \"... It is hard to imagine some principle 


Washington-based correspondent for leading \"Cle\" 


it will not allow the entry as immigrants of former Cuban 


but we could also 


in the long run the US believes that the Fidel 


Shannon said the US wants \'to help in the 
\' and he recalled that US President George W. Bush doubled 


international columnist of daily-of-record \"La Nacic \" 


but 


in the survival of the revolution beyond Castro\'s 


Column 4 Column 5 


Washington-based correspondent for leading \"Cle\" 
every terrorist threat 


Adam Nagourney did 
leading \"Clarin\'s\" international analyst writes 
temptation to 
one could say that the war on 
\'Vis not 
\' and lastly 


in which Bush faced bad news due to 
the need for disguising the 
or the slowness of the international 


\' - \'war is peace \' Vignorance is strength\’ and 


\' from Bush to Chavez\" 
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political columnist of daily-of-record \"La 
\" writes (08/13) \"The US is analyzing the possibility to 


President Kirchner said that 
\ and he recalled that 


Kirchner\'s enmity with the US does not come alone. In 
one should 


political columnist of daily-of-record \"La 
\" writes (08/13) \"Kirchner has dismissed the possibility of a 
he has 


this is an administrative issue for the USG... 


which decided 
to grant a 650-million-dollar loan to Argentina for an 
there was a double 


and this was a 


based on an argument of insufficient judicial security. 


and that this will change with a Democrat or 


this is used here 


Column 4 Column 5 
political columnist of centrist \"Perfil \" writs 
President Kirchner was wrong or 


a 49-year- New Yorker who is in charge of the US 


told \'Perfil\’ that the US-Argentine bilateral relationship 


which is aimed at favoring developing 


political columnist of daily-of-record \"La 
\"comments (08/13) \"The Kirchner administration does not take 


Argentine Foreign Minister Jorge Taiana told 
bearing in mind the US position 


Taiana acknowledged that USTR Susan Schwab 


the countries that 


Column 4 


Column 5 


which were not able to come to an agreement and did not 


he referred not only to the 
but also to the EU.\" 


political columnist of leading \"Clarin 
the White 


and he also took care of 500 US corporations 


those were the interests 
the personal relationship is something else. 


who already suffers 


an imperative of current times\" 


Gaza and 


the US does not convey a sense of 


its prestige has been damaged by lamentable 


within the UN framework and outside of 


\" writes 


to a lesser extent 


Column 4 Column 5 


the threat posed by narco-trafficking and 


which has grown to 


Uribe has an election and 


and this is 


the government usually has a tough attitude towards 


thereby discouraging investment. 


visit our 


Column 4 Column 5 
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leading \"Clarin \" writes (08/17) \"This is a key moment 


Thomas Shannon 


free markets and regional integration 
in its various forms...We want a Cuba with access to 
to all the institutions of the Americas. 


with free elections respect for 
it is something opaque we 
it isn\'t clear... 


Shannon confirmed that it 
with excellent communication.\" 


War and Democracy\" 
columnist of leftist \"Pagina/12 \" writes (08/17) 


which is no other than the old carrot and stick 
carrots for the rest of the region 


and all in all 


Shannon became serious. It depends on what har 


free elections non-governmental 


Column 4 Column 5 
full reign for human rights. Everything indicates 
the U.S. will 


but for entering illegally into the U.S. 


all at the same time. 


| believe the U.S. launched its diplomatic offensive 


columnist for daily-of-record \"La Nacion \" starts his 
(08/17) \"Pure praise for the relationship with 


did not challenge the increasingly frequent 
nor his 


months and years there will be opportunities to 
\ that \'there are a series of shared interests and values 


but also for the Americas -- 


the Commission 

led by the U.S. Commerce Secretary 

of Cuban origin proposed 80 million dollars of 
to support transition. 


Shannon said \'our policy continues to be the same: 


President Bush said if Cuba released its 
permitted fundamental democratic rights... and 
he was disposed to speak to Congress about 


Mercosur issues belong to Mercosur. 
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More Myth than Real Terrorists\" 


columnist of daily-of-record \"La Nacion \" writes 
there is 
Foz de 


concrete piece of information on 
\' reported a person with deep 


\' he added. 


what is certain is that the 


visit our 
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including the systematic erosion of what 


National Assembly 
replacing 
Nicolas Maduro. Maduro resigned from 


Column 4 Column 5 
the Fifth 


Flores won the position over several 
including the AN First Vice 


\" and that Maduro\'s departure caught many in the 
Roberto 
said that internal legislative rules governed the 


Flores and Pedro 


Chavez himself once again appears to have 
it was a forgone conclusion. The 


headed by Eliezer 
met on August 14 to discuss presidential election and 


and in a press conference following the 
Otaiza said that the individual chosen should 


Flores immediately 


as well as bring the 


Column 4 


Flores commented that the AN must 


and the head of the pro-Chavez Patria Para 
Ismael Garcia 


for example 


and in November 


she led the 


where she delivered a petition 


where she 


which was 


and she is 
17 
according to their bios. They consider 


Column 5 


rationalized 


which 


and 15) froma 


Column 4 Column 5 


particularly 
by extension 


the 
and the Organic Law of Participation and 


as well as a demonstration 
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Venezuela\'s Minister of Energy and Mines announced 


the Venezuelan party stated it would not object 


the claimant will purchase the Venezuelan party\'s 


an oil supply agreement which remained valid 
was terminated and replaced with a 5 year 


the Claimant confirmed the agreement. 


Claimant C an international 


Column 4 Column 5 
has 


Claimant C planned 

in 

the Venezuelan Ministry of Energy and Mines 
alleging 


there has 


the 


which calls for the formation of mixed companies in 
is viewed as a positive development by 


an airline accrued $23 million 


which compelled Claimant D to purchase all 
a 


at the official 
BCV stopped exchanging bolivars for 


but the Supreme 


and a chamber of the Court 


Column 4 Column 5 


but does not contest the Court\'s ruling. No 


Claimant E and Venezuela\'s 
Petroleos de Venezuela (PDVSA) 
after 

Claimant E and 


during which the joint venture company ceased to 
Claimant E 


stating 
2004 


2004. The 


F2 F3: 


the BRV announced a 


F2 and F3 have stakes in three of the four 
and as an incentive for the 


the BRV agreed to take a 


whichever came first. The decision by the BRV 


G2 G3 


Column 4 Column 5 


the BRV has taken a number 


G4 and G5 signed transitory agreements to migrate from 
the claimants G1 
and G5 have not yet signed their mixed company agreements 


a Canadian firm with a 45 


8/17/2006 18:55 O6BRASILIA1719 
developing (E9) and 


Column 4 


exchange programs 
E9 


know-how and educational 


Achilles Zaluar Neto of the MRE\'s 


the peacekeeping force 


MRE UN Division Chief 
highlighted a Brazilian project in East Timor to 


culture and social/political will. 


Antonio Simoes 


not-to-mention other countries in South 
the GoB\'s ultimate goal is to share 


Column 5 
school meal programs 


and various aid organizations\' 


Glivania 


outlined the GoB\'s 
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suggesting that this 


that engagement 


witness the joint Brazil/U.S. project in Guinea Bissau. 
five years ago that this sort of 


China enters and fills 


to streamline aid processes 


therefore need to be linked. End 


SGAP 1) 


DEUC) 
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SGAP 1) 


DEUC) 


Mr. John Briscoe 
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the United Nations and other 


as called for in UNSCR 1701. 


000 in support of the 


distributed as 


000 for logistic 


Column 4 Column 5 
000 to UNICEF for providing adequate water and 


000 to UNICEF and WHO for providing primary health 


000 for the establishment of a United Nations Joint 


000 to the Office of Humanitarian Affairs for 


including the 


Canada on July 20 announced an 


8/17/2006 20:11 O6SANSALVADOR2034 
8/17/2006 20:16 06QUITO2078 
Peru Spain 


will be on Ecuador\'s democratic 

respect for human rights protection for 
access of Ecuadorian 

and bilateral and multilateral 


FTA 
the PLANEX document would choose instead 
more long-term interests. 


Ponce said the 


Column 4 Column 5 
the GOE hopes to develop indigenous capacity building 


given its direct role in the fall of Ecuador\'s last 
he said could 
since it reinforces 


and PLANEX is clearly a worthy exercise from an 


depending on who wins the election 


particularly on Manta. It also has (lesser) 


future 


it portends 


8/17/2006 20:19 O6LAPAZ2222 
Commerce and Exports 


told us he knew only that Sosa was traveling 


Ahmad 
on the margins of the Mercosur meeting in Caracas on 


Column 4 Column 5 
followed by a second meeting in Bolivia in mid-July 


our contacts in the 


given the level of secrecy 


however be surprised if the MFA is out of the loop. 


high level contacts persist 


Iran has 
particularly in 
and the GOB seems intent on 
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particularly state-owned media 
agreement and implementation of new 


judiciary). 
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though many have been side-tracked and need 


the members of the National Assembly are 


the people have no way to 


Guyana\'s broader reform and development 


or lack thereof. 


most importantly instituting real reforms to the 
in coming days 


London Ottawa 
The Carter Center the Commonwealth) to draw from when 
Canada and EU) to 
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Column 4 Column 5 
strengthening the Center 

and continuing the 

DCM DATT 


Admiral Zegarra 
and Colonel Garcia on 8/8. 


but also affects 
the MOD said 


and said that the 


the Peruvians expressed interest in S-3 Viking 


adding that Peru and the U.S. \"have to 


but that to bring it off 
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etc. MOD Wagner suggested that 


Ambassador Bellina commented that the 
but 


Riverine Program 


he hopes to 


and to use itas a 


employs part and full-time professors who 


Director of 
asa 


equipment training 


the Armed Forces 


Column 4 Column 5 
but 


the MOD was eager to travel with the Ambassador 


so that they too 


he 
\"bring the Armed Forces and society together.\" 


which he noted 


he noted because it was finished too late in 


Pucallpa and Lima. Both sides noted 


and 


which offers a glimmer of hope for 
and Wagner\'s willingness to 


Column 4 


indicated a promising pragmatism and flexibility 
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with protesters later adding the 


and the Oaxaca protest is the 
farmer 
intellectuals 


these 
ideologies and 


doctors 


an estimated 5 

demanding justice in the 

husband of a 

and reiterating their demand that Governor 
Jimenez was killed by gunmen 


a charge which the governor\'s office 


accusing them of participating in the shooting. 


unknown gunmen killed three Triqui Indians 
believed to have been headed to 


although many observers believe they were 
gunmen 


Column 5 
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student groups 


nurses 


000 people conducted 


Column 4 Column 5 
Noticias which has been critical 


a driver was beaten 
part 


the demonstrations have been largely peaceful. 
blocked 

taken over the local 

and turned the normally picturesque 

a 


where most restaurants have clients 
suggests that press 


police are scarce -- perhaps intentionally to 


but the city 


with most of the striking teachers having 
their numbers reportedly are much reduced from 
union leaders have called for their extension 


since the union\'s 70 000 teachers come from all 


many others lack enthusiasm for continuing the 
but have little choice other than do what they are 


they are missing the start of school in mid-August 


some feel the teachers have lost 
considered a 


Column 4 


although they enjoy almost 
a handful of 


and are possibly responsible for burning 


local media organizations charge they 
who 


\"it\'s 


there\'s no one to stop them.\" 


contacts told poloff 


but his ability to govern is greatly diminished and 


Ruiz and his staff are now working out of a hotel. 


in 
Ruiz\'s physical 


a PRD-candidate would probably 
the state congress 


the federal 


Column 5 


Column 4 Column 5 


observers suggest 


in which case an interim governor 
elections would not be held and the congress 


complicating 


the governor has offered no 
which until now has wisely refused to 


even if it has been slow to respond ona 


saying the offer comes too late 


the Office of the President or the 


and leadership distinct from the PRD protests in 
although the local PRD is lending moral and 
financial support. The teachers union and APPO 


not the PAN which has a 


most Oaxacan protestors are 


Column 4 Column 5 


with revenue loss estimates varying from 


the 


albeit significantly reduced tourist crowd. 


those 
the 


the economy in the rest of Oaxaca 
including coastal tourist resorts appears largely 


most Oaxacans are accustomed to social 


but an unanswered question is who 


prospects for violence are limited to 


it is difficult to see an exit to this tense standoff. 


Column 4 Column 5 


but the connection remains hard to discern. If 


the national PRD party at the request of AMLO urges 
Oaxaca would 


it is the children of that state who have the most 
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but 

the 

the Council of Labor Affairs and other 
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2006 


which have abundant energy resources such as 


natural gas among other resources is to strengthen ties 
as well as to seek to check China and Russia which are 

2006 

part of 


and crew member Mitsuhiro Morita 
the government yesterday evening dispatched Senior 


Hokkaido to receive the body of Morita 


and 
the government intends to 


Column 4 Column 5 


including handing over of the Japanese fisherman 


2006 


considering the northern territories as 

is demanding the immediate release of the 

and punishment of the person responsible for shooting 
which has 

takes the position that \"it 

\"so 


Mitsuhiro 
should be handed over at once; 2) the person responsible for 


if former island residents or other Japanese go to the 
they present identification documents as 


the government has asked that Vice Foreign 


one source pointed out \"The 


Column 4 Column 5 


2006 


Washington 


program manager for Aegis ballistic missile defens revealed 


\" adding that the US would increase the number of 


2006 


a dozen experts on prevention of radiation accidents from 


the EOC will be set up in a 


000 tons) will be berthed in the summer 


Column 4 Column 5 
such equipment will be installed as a monitor 


2007 and training will 
assuming the leakage of water or gas containing 
until the carried is deployed. 


ruling camp to LDP Kato\'s house 


with no comment from prime minister 


2006 


a man was found with stab wounds. Police have found that 


though sluggish responses have been made to the incident 


Taku Yamasaki a 
said: \"Some take the incident as reflecting the 


senior members of the \"association to consider a 
\" chaired by Yamasaki met in Tokyo. 


New Komeito President Takenori Kanzaki and others joined 


they agreed to ask the government to 


the Prime Minister\'s Office remains silent about the 


Column 4 Column 5 


House of Councillors member Renho of 


and that is indisputably political 


2006 


the minimum required number to qualify for running in the 


with other factions calculating that supporting 
the 


they will later get the 


Tanigaki is in a serious situation 


House of 


which will not field anyone in the presidential race anda 


Column 4 


Column 5 
however 
former health and welfare minister and 
former LDP secretary general as well as deputy head 
former financial services agency chief expressed 


which worked with coalition to the so-called Kato 


all the Tanigaki faction members are now asking 


noting 
who are hawks politically?\" Other 
however. A junior Yamasaki faction 


\"Do you mind if the party 


2006 


Aso advocates lowering the minimum age for 
which would be realized by increasing personal 


he will take a stance of attaching importance to Asia. 


it is necessary to shift a policy of quantitative 


which can be financed by reviewing the tax system. He 


Column 4 Column 5 


based on the Japan-US 


Cabinet Office the Internal Affairs and 


making 


commission 


Abe as before picked as most appropriate to be 


Column 4 Column 5 


2006 


with 53.0% of the public picking him as appropriate 
a jump of 4.9 points over the 


a leap of 13.2 points from the previous 


who had held the second slot following Abe announced his 


who is also critical of 


69.1% of 
outdistancing the 25.9% who 
\"The prime minister should not have visited Yasukuni.\" 


22% to Abe 10 % to 

2006 

found that 

who gave up on running in the race went to Finance Minister 


22% went to Chief Cabinet Secretary Abe and 10% to Foreign 


itis 


because his stances on Asia diplomacy and other 
as can be seen in his criticism 

27% 

\"There are no appropriate candidates for 


Column 4 


Column 5 
\" indicating that Tanigaki did not fully take over all 
down 1 point though. Tanigaki 
a rise of 3%. Aso secured 10% up 4 points 


71% of those who support the 
followed by Tanigaki with 


25% supported Abe followed by Tanigaki with 21% 
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GOL 


and GOI efforts to implement UNSCR 1701 and 
planning 


and 


d. During a bilateral meeting on August 


Malloch Brown and DPA Director Michael Williams 


s 
promising that Indonesian troops would be 


and 


Column 4 


Malloch Brown 


he emphasized 


Annabi 


address the humanitarian situation 
and create a zone between the Blue 


at its request 


Malloch Brown 


but 


Column 5 


which is why SYG Annan 


and DPKO military advisor Mehta 


prevent a 


Column 4 Column 5 


Malloch Brown suggested it 


and if 
would be authorized to use force to disarm them. 


Annabi 


USUN Ambassador Wolff 
the Secretariat as well as the GOL and GOI 


he underscored that member states 


planning and intelligence 


although only a few offered specific 


particularly with regard ground 


apparently to be 


Column 4 Column 5 


also need 


the UK base in Cyprus will be made available 


Column 4 Column 5 


need to study the CONOPS and ROE 


reconstruction medical 
and logistics needs. 


Malloch Brown 
noting that he was 


Column 4 Column 5 


Turkey and India were key to maintaining positive 


but Malloch Brown continued 


Annabi also urged the Israelis to 

promising close UN 

A/S Hillen 

and represent a robust capable force 
a comprehensive approach to 

and a muscular interpretation of the mandate in 


Malloch Brown urged the U.S. 
and 


\" he said 
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flat canvas\" for development in the region 
\" that would 


Column 4 


Column 5 
fields for soccer and field 


the port should include specialized terminals for 
LNG LPG 


a ferry terminal 


expanded capacity to 
warehouses and storage yards. 


local political officials spoke in terms of 
s inauguration being \"a few years away.\" Dredging 


according to GDA officials. 


local officials denied 
saying that they had not been included in planning. 


but also fearful 


which sits on a narrow peninsula extending 
which 


s Old Town but was not averse to relocating 


it was not clear how port development project would 
the GDA Director General 


Column 4 


Column 5 
saying that people would be given 


an engineer overseeing the project said 
so 


s population from 
000 to 130 000 residents in recent years as a serious 


now holding less than 


there 


adding that a California-based company has applied 


so that local 


local officials are looking to 


the Ambassador commended this 
noting that it parallels a schools program run by the 


Column 4 Column 5 
s teacher-training projects in Gwadar as well as its 


000) for local school facility 


coastal 
but also leading to complaints 


400 


the Governor 

some residents surrendered their properties gratis. The 
productive 

or who simply offered up their property 


the NWFP and southern Punjab; a 
facilitating trade with Central Asia. 

expanded airport is planned for Gwadar which is only 

Oman and other Gulf states as existed 
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local organizers perhaps attempting to 


used a technicality to keep 


Column 4 


Osaka Governor 
and political commentators 


revitalize the economy and promote true 


half of the audience had already left. The 


largely due to the lack of candidates and 
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marines 


and 


we 
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Column 5 


representatives of 


O6MANILA3464 


and soldiers on liberty. 


O6TOKYO4732 
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illustrating that the government there is 


President 


and this is supported by Japanese 


Koizumi\'s likely 


saying \'Whether or not he visited in the 
we would welcome him if he does a good job.\' 
another expressed concern over Abe saying that 


Japan-ROK relations have cooled rapidly 


\'Yasukuni has not been a 


8/18/2006 4:20 O6RIGA656 
but no results.\" The entire discussion lasted a little over 
with the majority dominated by Kalyuzhny. 


one member of the ODIHR assessment team 
Russian assertions 
the team\'s ultimate recommendation would likely be 


Column 4 Column 5 


as well as comments after the event it 


we expect that Russia 
for a variety of reasons continue to assert in both the OSCE 
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but the Act has not been suspended. 


particularly in the East 


adhere to the ceasefire and 


74 violations in North Darfur 
and the AU states the list is not 


however with the Chairman directing 
g 


more incidents were 


Column 4 Column 5 
eight humanitarian aid workers were killed in 

more than the total of the past two years combined. In 
hijackings robberies 


the 


000 people have been 


further exacerbating the 
improvements in 


there are reports of a spike in the number of rapes of 


though they 
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IALS 
IE AND 


US THEY 


THE MOST COMMON ILLEGAL WILDLIFE PRODUCTS 
AND JUDICIAL SENTENCING LIMITATIONS. 


DIRECTOR OF THE GUANGDONG FORESTRY 
NOTED THAT THEIR BIGGEST CHALLENGE IS IN 
WELL-HIDDEN AND 


Column 4 Column 5 
LEGAL 

CHEN SAID AND 
=D 


FINALLY ADMITTING THAT 
CA 
HE SAID. ON 
CHEN CLARIFIED THAT JUDICIAL 


HE 

VENDORS ARE OFTEN RELEASED AND CONTINUE THEIR ILLEGAL 
5 CAN 

WHILE POACHERS CAN EARN 10 


000 (USD 1 250) FOR 


AND A RECENT CASE OF A 
RESULTING 


f 
GUANGDONG AUTHORITIES CIRCULATED A PETITION 


CHEN ADMITTED THAT IN ADDITION TO BREEDING FARMS 
THERE IS ONE BEAR FARM (FOR THE 


:S HAVE 
°EAR 
THE 
| 
REAK 
"ITH 
EVEN 
W 
FROGS AND 
AND THE ENTIRE AREA 
1E WARY 
ALTHOUGH NOT 


D TO 
A 
WHICH 20 YEARS AGO 


) ANIMAL 
REVEALED ONLY SEVERAL SMALL STANDS WITH DUCKS AND 


KONG 

CATS AND DOGS 

AS WELL AS SUBSTANTIAL QUANTITIES OF 
WHICH ARE FACING SERIOUS 


Column 4 
BUT NO ENDANGERED LIVE 


FE 
“FOR 

D CAST 
RE 

)RK. 


GANGS 
WILDLIFE SMUGGLERS/POACHERS 
SA 


OES/PCI 


DIRECTOR 


DIRECTOR 
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and that major policy decisions 


Peretz would usefully -- from 


only 36 percent said it had been good 


Column 5 


AND GOVERNMENT 


GUANGDONG WILDLIFE PROTECTION 


GUANGDONG FORESTRY POLICE BUREAU 


O6TELAVIV3272 


as 


Column 4 Column 5 
with a majority 51 percent of those polled labeling his 
\" as compared with 47 percent who rated it 


rising to 61 percent at 
and 


rising to 78 percent at the close 
and falling back below its 


and B) the perceived progress of hostilities had 


it now appears that both ministers were temporary 


perhaps any of Israel\'s 


and an overwhelming 70 percent 
with only 27 percent 


while 42 percent favored 
those 


36 percent told Yediot that neither 
while 30 percent gave victory to Israel and a matching 30 


while 15 percent saw Hizballah in the 


Column 4 Column 5 


but asked who is responsible for the perceived 
49 


as compared with the IDF 
LTG Halutz -- named by 40 percent. This could 
however in light of subsequent revelations that LTG Halutz 


DefMin Peretz was clearly 


not 
may devoutly wish this to be so. 
a majority of the 


which polling indicates would take the country to the 
primarily at the expense of Kadima\'s major 
the Labor Party of Amir Peretz. 


Labor drops to 15 from its present 19 and 
from Shas (which goes down to 10 


according to Ma\ariv\'s 
for the formation of a slim majority coalition by current 


Column 4 Column 5 


it is sufficiently realistic to give new 
Binyamin Netanyahu 


in addition to the Halutz classic act of bad 
there are mini-storms brewing over Olmert and his wife\'s 
sexual assault 


and 
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2006 RMHC Senior Director Janet Burton 


and Special Projects Manager Laurel Schumm 


philanthropists business leaders and government officials 
Jerry 

accompanied the group to many of these events. 

but treats patients from all 


it lacks resources for less essential needs. 


the 


but has made some progress in the past few years. Local 


three out of four 


as Latvians still remember 
when a considerable amount of foreign 


Column 4 Column 5 


the 
J 

including 

Eli Lilly and Coca-Cola. The participants 


000 USD 

Latvia\'s Eastern region bordering 

was an insightful experience both for the team and the 

with unemployment rates as high as 25 percent compared to 


the 


though doctors there confirmed that they 


a privately run orphanage that accepts children 


the team met with Latvian 


the Minister 


the RMHC team cautioned that within the 
it would be better to slowly build up a 


but also educate parents 


Column 4 Column 5 


if a chapter is established in Latvia it is likely that 
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the speech has outlined future moves 


\" the Cabinet emphasized in 


destruction and aggression. 


\" confirming deep-rooted and strong relations 
Saudi Arabia and Jordan. He added that Syria has 


underlining the country\'s 


for 


Column 4 Column 5 


stopped the inner bleeding in Lebanon and supported 


all papers reported that Syrian 


Minister Bilal confirmed the 


but more efforts should be made to 
adding that 


8/17) 


8/17) 


8/17) 


8/17) 


8/17) 


8/17) 
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8/17) 


an editorialist in government-owned Tishreen 
and despite the hundreds of martyrs and wounded 


President Bush said hours after the ceasefire: \"The 


which attacked 
was defeated in the battle! 


what is important is that the United States 


counted 


and he failed to 


then this is his problem. But his repeated 


except the 


no one in our region cares about Bush\'s 


which proved that the 


they were against women children 


Column 4 Column 5 
and against Lebanese roads and 


and it will record nothing but shame 


a commentator in government-owned Tishreen wrote 


Bush has never admitted his repeated defeats in 


then can he concede defeat in the war that 


Cheney and Rumsfeld 


an editorialist in government-owned Al-Thawra wrote 


but in the end they 
on the basis of which a 


the era 
has abolished the myths that the official Arab 


Column 4 

when it announced on the day it fulfilled its 
that it will reconstruct what the barbaric war 
during and after the war 


bore the burden 
Israel 


in parallel with their determination 


a defeat that is exploding into crises that 
but that will also affect all 
including the United States 


a commentator in government-owned Al-Thawra 


as well as its influence with the 
to take revenge against 


sectarianism 


there is need for caution 
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contemplate thus 


and were stronger than tyranny 
and those who move in 


where 


and division of the unified national 


O6SEOUL2812 
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but 
remains unclear 


the U.S. reiterated 

per DUSD 

letter dated June 15 
the USG returned the keys and real estate documents for 


the USG also stated 


selected by the 
would be subject 
to remove the free product found floating on 


Essayons Falling 
Page and Sears) it also proposed that four additional 
Gary Annex Kyle and Walker) should 


Groups 1 and 3). As a result of SPI-9 discussions 


28 


Column 4 Column 5 
the U.S. 


the U.S. side explained why 
proposed by the ROKG do not meet the 


and it became 


Kim Hak-Joo argued that the 


the ROKG proposal included establishing a joint 


Kim also proposed that the joint verification 


and most troublesome portion of the ROKG 


but later added it removed it then 


the 


Column 4 


Blue 

MOFAT and MOE. MOE representative Kim 
openly disagreed with other 

purposes and the 

the 


the U.S. 


Camp Howze 
UN Compound 
Charlie Block 
Camp LaGuardia 


Camp Essayons 


Camp Howze 
UN Compound 
Charlie Block 
Camp Giant 


Camp Gray 
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and unsolicited faxes or letters. No one should 


Column 5 


the ROKG 


Seoul RTO 
Camp Nimble 
Camp Kyle 
Camp Giant 


Camp Falling Water 


Seoul RTO 
Camp Nimble 
Camp MacNab 
Camp Greaves 


Camp Kyle 


O6ABUJA2136 
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use of taxis or 


pools bars and at times 
offering their services. If confronted be firm 
please 


so that we can accurately answer any questions from 


background 

press conferences or one-on-one interviews with Nigerian 

during or after the visit that can advance understanding of 
newspapers 

please contact in Abuja Rudolph E. Stewart 

StewartRE@state.gov (e-mail) or in Lagos Atim 

PAO atim_eneida_george@hotmail.com 
234-1-261-5753 (office) and 234-1-263-5397 (fax). 


post does not create email 


Column 4 
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elements of the implementing agreements 


which means signing the 
however 
its government-wide focus on EU accession 


but the political will 
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and was 
but so far had not come 
but not independence; 


he wondered. 


in view of an 
he was still struggling 


such as business interests who may be 


since the 
Rinpoche 


such as a repetition 


Column 5 
O6SOFIA1177 


getting there will require some 


and 


O6ULAANBAATAR634 


is regarded as the head figure of 


Column 4 Column 5 
not help them. 


the Foreign Minister 


relations had recovered sufficiently for Hu 
which may be a history that 


Africa and Middle East Director General (A/S 


but would no 
respond in some fashion. END COMMENT. 
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one Croat and one Bosniak (Muslim). Voters in thi 

may only vote for Serb 

Serb candidates 


again regardless of their ethnicity 


but are enshrined in the 


SDA) Ivo Miro Jovic (Croat 
SDS). Notably SDP has chosen not to 
but will run Zeljko Komsic a Croat 


Jugoslav Jovicic in the RS. If 
this would mean no Tri-Presidency seat for the 
something that would 


Haris Silajdzic (SBiH) 
and Muhamed Cengic 


Column 4 
or RZB 


Bozo Ljubic (HDZ-1990) 
and Mladen lvankovic-Ljianovic (RZB). 
Nebojsa Radmanovic (SNSD) 


and Nedo Duric (Democratic Movement of 


and Jugoslav Jovicic (SDP). 


RS voters will choose the RS\'s 


ENTITY AND CANTONAL LEGISLATURES 


Column 5 
a small 


Zeljo 


Zoran 


entity and cantonal legislatures proportionally within 


multi-member electoral units (i.e. 


or they may vote for 


choosing individual candidates from different 


the open list 


rather than only a party\'s preferred 
if a party wins 10 seats 


the 


the Federation House 
and the RS Council of Peoples 


but at the State and entity levels 
the 
the RS National Assembly and cantonal 


will elect the Chairman of the Council of 
the President and Prime Minister 


but a 


are indirectly 


no party is 


Column 4 Column 5 
the RS Prime Minister and the cantonal 
respectively. 


TIVES 


two-thirds of whom are elected from the FBiH and 


but who reside in 


Column 4 Column 5 


HNZ 8 delegates 


originally 

have rationalized aspects of BiH\'s electoral 
the electoral system remains 

much like the multi-layered 


000 more registered voters this year than there were for 
000 


adopted in April 2006 


entity and 


particularly at the State level. 
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but adopt a somewhat more conservative tone with 
according to 


especially as a counterweight to 


Embassy Tokyo contacts at Nihon 


if not 


if so whether it might not change before the 


the harder DPJ President Ichiro Ozawa will push 
making it ultimately more difficult to achieve real 


as well as to blunt criticism that 


DPJ and coalition 
however Abe\'s platform as reported on the 
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the Russian craft opened fire when the captain of 


Column 4 Column 5 


MOFA European Affairs Bureau Russian 


which Kawasaki said was the first such incident in 


Galuzin offered few details beyond 


Kawakami said. 


but that Japanese officials 


so we would like to get 
\" Kawakami said. 


but said the Russian 
in part because 


and both sides repeated their respective 


referring to the Russian August 16 foreign 
provided the Russian version of the 


Column 4 


Yuriev said 


he 


he claimed. 


which Yuriev thought 
Russian 


home port of the 
told us August 17 that Nemuro\'s 


however 
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the Japanese captain 


O6BANGKOK5058 


Column 4 Column 5 
have been publicly raised by 


as well as in our private conversations with 


and housing supplies to such persons. 


higher than expected. At the same time less that 


700 persons have been approved so far out of a 
000. This result is 
and while they have not said so 


before 
that Tham Hin would be a test case and that 


as much as possible a timeline for 


Column 4 Column 5 


the 


so far 
to teach Thai to camp refugees. 


with UNHCR assistance 


000 
not always transparent and 
for example been able to obtain 


which would be an important step forward on 


Column 4 Column 5 


000 
which is essentially a 


and this week they took 31 Hmong who had been detained 


we have received conflicting reports as to whether 


who may comprise the largest share of the populat 


which is a legitimate concern and has denied 


as a practical matter this is difficult 


our ability to resettle the Hmong would be restricted 


33 are on material support hold. Other 


Column 4 Column 5 


we need to continue to urge the Thai not to deport 


the RTG has 


they note that U.S. 


and reassure them that we will do 
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he warned 
which 


he explained. 


Ivanic said that the rough outlines of 


Column 4 Column 5 


\"he added. He also predicted that the Croatian 


the 


Then Act 


including Ivanic about the Brcko Supervisor\'s 


we 


but not how it was announced. There was no 
he 


Ivanic warned that the 
presenting 


and their pre-election 


Ivanic continued. Ivanic argued that 


but his efforts had 
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\"as announced on FR2 


she is quoted in several outlets: \"It is not 
but about what and how.\" Le Figaro says her 
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and least 


is ready to send troops where everything could 
\" writes the Beirut correspondent Lamia Oualalou 


it can lead to a 


which is to protect the 


the reporter said: \"Lebanon 


\"Hezbollah is Complicating the Post-War 


\"who denounces the 
Hezbollah can \"still strike... and has managed to elicit 


it has garnered prestige...\" Vedrine judges the U.S. 


Column 4 Column 5 
which 
000 Iraqis to flee in the past four months. Delphine Minoui 


000 civilians in the past two months.\" The report indicates that 
\"other than causing huge traffic jams is 


John Reid and Nicholas Sarkozy on fighting 


it remains to be seen whether the American 

anti-Zionist and narcissistic and is influenced by 
in its continuing series on the \"Saga of 

Such a Powerful Family...\" \"The Bush 

which for the past century has 


high finance 
energy and Congress with an important \'l scratch your back 


who needs enemies? Just when the conflict in 
the U.S. President has made remarks which will at best 


along with Iraq and 
he is inscribing the Israeli conflict with its Arab 


but not of diplomatic logic. What is the use 
if some of 


it is not a UNIFIL force 
but the U.S. helping Israel to squash its 


Column 4 Column 5 


with his own military chiefs predicting a civil war. The 
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so that 


UNESCO should focus on 


but in this forum the focus should be on the 
he stated. 


\" at UNESCO headquarters. Abid said the meting 
maybe more while Khan 


as the LOC would like to invite librarians 


including Google Microsoft 


and 


instead of to the December meeting. 
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Selection Governance 


results-oriented meeting that established working groups. 


a 
> 


saying 


stating the October 2007 UNESCO General Conference would 
as many heads of state and 
and it would leave 18 months to 


and Khan proposed creating a Kiosk modeled on 


followed by a formal 

perhaps with a technology savvy display 

the meeting 

though enthusiastic about the project in 

was not willing to defend the original plan for UNESCO 


and 
while Khan is keen to attract private sector investment to 
Aziz\'s instinct - like many UNESCO 
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\" Ozawa once said 
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uncertainty looms over relations with neighbors 


subcontractors 


including materials 


\" Ozawa once said 


2006 


he severely criticized Koizumi\'s visit 


too.\" He once supported the prime minister\'s 
noting \"There are no reasons for the prime 


only Secretary General 


Ozawa\'s aide stated: \"Prime Minister Koizumi will 
however Ozawa 
as follows: 


and he has said 


yet he visited there. This means that the prime mir 
made an action that can not be acceptable 


Ozawa 
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1986 when he was serving as home affairs minister 
Class-B or Class-C is not a question 

2001 the day before the Koizumi government was 
Ozawa as head of then Liberal Party made a statement 

saying 

2005 when he was Minshuto vice president 

he should visit there on Aug. 15 the anniversary 


what he said are totally 


Ozawa said in his column yesterday: \"A visit to Yasukuni by 


uncertainty looms over relations with neighbors 


2006 


however it could be 


as seen from the incident of 
Hokkaido. 


Column 4 Column 5 


he became the 
including Ghana. On that occasion the prime minister 


felt the need for Japan to develop 
\" according to his aides. 


priority is given to 
like the United States 
or to those involved in important issues. Low-profile 


as of this May there were 82 countries that have received 


the Kantei took the lead in 


including 


achieving acceptable results. 


strained relations with its neighbors have been brought 
Russian Border Patrol officers fired 

part of the disputed 

one crewmember was killed. 


casting dark clouds over relations between Japan and 


Japan and China have 


over which both countries claim sovereignty. 
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saying that deeper relations between Japan and the US 


2006 


there were a series of firings at 


a line different from the one Japan had 


only fishing boats with written permission from Russia 


hokke (flounder-like fish) and pollack. There is 


Japanese fishing boats are not allowed to catch king 
which the fishing boat seized by Russia was reportedly 
the fishing boat in question 


when Hokkaido and 


fisheries 


by setting a buffering 


Column 4 
therefore 


the Hokkaido Fisheries and Forestry 


the issue was not settled 


subcontractors 
including materials 


2006 


such as 
will be mapped out 


such as the 

have been 

the number of crime syndicate 
300 as of the end of 

showing little decline from 90 


Infrastructure and Transport has already 


since there is no regulation to directly bar 


Column 5 
designated operating waters on the 


600 as of the end of 1992. The 


the government will issue a notice on a ban on such 


Column 4 Column 5 


the government is considering: (1) introducing a system of 


and acquaintances. In order to deal with this situat 
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one of the Ministry\'s top 
serves concurrently as APEC Senior 


Mizukami has a 


an experience that he admitted 
unwieldy international economic 


Column 4 Column 5 


he observed that APEC should operate more like t 


by contrast with its wide variety of members 


would help APEC \"stabilize\" its agenda. 
before Japan could agree to any specific 

it hoped for a detailed discussion of 

\"he 

\"that systematically works through the details.\" 


Mizukami noted that 


or taking money from a related account the GOJ would be 
ministries\’ budget requests for the FY 


he will be discussing APEC with his 


including Panama and Colombia. He said he dem of 
but emphasized this was a challenge APEC would have to face 


whose accession 
would have immediate implications for how the 


small countries in a given group are represented by one of 


Column 4 Column 5 


perhaps on a rotating basis depending on the issues up for 
he asserted allow the organization to 
8/18/2006 8:23 O6MANILA3474 
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AND REQUESTS 

‘FSIA 

IL 


AND SO HAS ADVISED THE CROWN PRINCE TO 


T 


PEHIN LIM JOCK SENG 
N OF 
HIS 
CROWN PRINCE AL-MUHTADEE BILLAH IN NEW YORK DISTRICT 
2006. LIM SAID THE PLAINTIFFS ARE A 
BEN 


\" LIM 

)N 

OSE OUT 
NDA 

4 AND 


UP A 


MONEY\" 
=LATIONS 

BUT THAT HE WAS NEVER COMPENSATED FOR 
RIDING 

HE IS SUING FOR COMPENSATION AND EXEMPLARY 
D 


Column 4 Column 5 


TRYING 


IRTS 
T 

STATE 
URT. 

HE SAID IT WAS THE GOB\'S 
) A HEAD 

AND CITED PREVIOUS CASES 
THE 


WHO 
AND REMOVED THEM AS 


LIM WANTED ADVICE FROM 
TION OF 


lY 
IANT TO 

BUT WOULD LIKE TO 
D THE 


OF 

\" A REQUEST FROM BRUNEN'S U.S. LAWYERS TO THE 
FROM 

OR A REQUEST DIRECTLY FROM BRUNE|N'S LAWYERS 


TO 
IEND THAT 
\TION TO 
IN HIS CAPACITY AS SENIOR 
HE 
DID NOT WANT TO HAVE THE NEW YORK COURT TRY TO 
AND SO WOULD RECOMMEND 


LIM TOLD ME THAT HE WOULD LIKE TO KEEP THE 
SIBLE 
r 


Column 4 Column 5 
N 

AND SAID THE ONLY OTHER 
BE 

THE DIRECTOR FOR THE AMERICAS EUROPE 
G OUR 


TO 
t COPY 
NG; HE 
AND EMBASSY CAN RETYPE IT AS CABLE AND 
UGH 
=RMINE 
WE NOTE THAT THE CROWN PRINCE IN 
DOES 
N 


THE NUMBER TWO CABINET POSITION AFTER THE PRIME 


TO 

O 
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the industry view is divided: those firms 


strongly opposes any extension. The Government of 


issuing a request along with other 


Column 4 Column 5 


Trade and Marketing estimates that the textile 
700 people more than half 


(\"khanga\" 


estimates of capacity (million meters per 


500 
600 


300 


000 
284 


719 


India Pakistan 
Sunflag and A-to-Z 
are the only two vertically integrated firms 


knitting weaving 
for example is 100 percent 


Tanzania\'s textile 


while New Mwanza Textile Mill Urafiki Textiles 


Maurice Lezmi 


Column 4 Column 5 


a holding company with 
is the newest significant 


Cami Apparel 

Everfit Apparel and 

Cami Textiles 

its third and largest apparel 


Sunflag is the only textile company 
with 


also targeting the lower-end 
Cami Textiles Group 


Cami will sell its products through 


the 


AGOA 
Trade and 


Column 4 

recently informed post in writing of its joint 
in collaboration with other AGOA 

for the extension of the third country 


Column 5 


making its 
the company does not stand to benefit 


Managing Director of Sunflag noted \"We do not 


Lezmi of Cami Textiles Group stressed \"If the 
that will 


that will kill our 


8/18/2006 8:52 


000 liters of its 2.1 million liters of 
marine 


coral reefs 


O6MANILA3478 


mangrove forests 
and 
to contain and mop up the spill and neutralize 


\"Solar 


was transporting 2.1 million liters of oil for Petron when it 


discharging 200 000 liters of oil into the surrounding 


but remain a possible threat to 


Column 4 Column 5 


much less the 
000 feet length to contain the 


400 feet of boom. In addition the PCG has only two skimmers and 


and calls it the worst oil 


Eastern Panay 
and Guimaras Island coastlines. Torribio said the Coast 


26 minutes east longitude and 10 degrees 14.5 minutes 


400 feet of oil containment boom 


three additional skimmers 
gloves 


masks 


Embassy would like to offer a 
if USG funding can be 


discussed in interagency meeting in Washington D.C. on 
but 
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development and civil-military assistance 


providing electricity for the first time 
000 families 


and praised USAID\'s success at 
000 former Moro 


Column 4 Column 5 


USAID and 


his comments had significant impact on 
leadership of the House and 
and the public at large. Senator Inouye\'s dinner 


000 


dental engineering projects and 


and took admiring note of how USAID\'s \"Arms to 
000 former Moro National 


local government authorities community 


children the Governor of the island of 
and the GRP Chairman of the National Anti-Poverty 


and returned to these themes throughout his 
Senate President 
House Speaker de Venecia and other senior officials 


Senator Inouye noted the 


and Filipinos and 


his comments had significant impact on 


Column 4 


leadership of the House and 
and the public at large. 


Column 5 


adding that this \"positive way\" of 


noting that the \"Philippine 


and 


enlisted and staff 


with special emphasis on morale and welfare and 


Column 4 Column 5 


this 18-year plan focuses first on internal 


the CUP will upgrade the 


mobility and firepower 


held to high standards of 


accountability and transparency. 
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he has limited experience 
he stated. 
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Deputy Chief of Mission 
DHS Representative 


Embassy Tokyo 
Political Officer 


Ambassador in Charge of International 


International Counterterrorism Cooperation 


International Counterterrorism Cooperation 


8/18/2006 9:00 


and would pass the message that evening directly 
Vitus Njiku 


O6DARESSALAAM1410 


told PolOff that Sudan\'s President Bashir\'s 


the U.S. should talk to the 


which supports Bashir noting if the 


the League should be able to convince 


Njiku said that at its 
the AU extended the mandate of AMIS to 


the GOT can support an 


but that \"they did not happen.\" 


Column 4 Column 5 


without the 
nothing would 


who was in 
adding that that Deputy Permanent 


implementation of 


Njiku said any resolution is 


if provoked one must respond. 


Njiku said India\'s candidate joined late 


but is not 


but noted this position was not official. 
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which showed that the approval ratings 


an editorial in the 
\" Taiwan\'s biggest daily criticized 
anti-Japan stance as he 


\" on the 
regarded former DPP Chairman Shih\'s campaign to oust 


Column 4 


000] 


both the 
which basically stalled the 


his practices did not match the rational 
and bills related to arms sales and 


in particular 


Ma 
\' brought 


showing his \'pro-China and 
to put it bluntly 


Column 5 


gentle image that 


are Ma\'s ethnic ideology 


Ma\'s goal to 


and whether he has the determination and courage 


his performance over the 


and Taiwan\'s 


which has been eroded by a corrupt head of state. To put 


since the campaign of collecting NT$100 from 


it can be viewed as the Taiwan people\'s alternative 


and to get ready for any 


8/18/2006 9:06 


O6VIENNA2457 
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Acting Director for the MFA\'s 
particularly the MoD remained hesitant to 


practical details." Lapuh admitted 


Charge discussed the Lebanese situation 
Samir Chamma. 


but he did not exclude the possibility of an 
pointing to Austria\'s 


Austria would have additional incentives 


there are a 
there are some concerns 
but there are also domestic political 


primarily a close national election in 
Plassnik and Platter explicitly left 


8/18/2006 9:18 O6HOCHIMINHCITY925 
2006. 


aka Phuong Nam. End Note.) 


they had met with 15 other leaders of the 


Column 4 Column 5 


and one was from Vinh Long in the 
one of the 
Pastor Tran 


\" and has a 


Pham Ba Hai is the head of the 


India and is 


the 8406 Bloc leaders decided that they 


creating an 


bloc 


while he has the utmost respect for 
he is breaking with 


the DPV is disorganized yet it plans 


the meeting 


with nearly 2 


000 \"official\" 
000 supporters i 


IS 


Column 4 Column 5 
including 


while helping to found the bloc 
in a conversation on August 15 Hai 


including drafting of the Bloc\'s documents. Hai 


although he technically remains subject to a USD 
000 fine for previous \"misuses of the Internet and the illegal 


for the past four months he has hosted 


allowing them to use the 


but has yet to receive a response. 


Dai said that he plans to 


several political parties from the 


demonstrating and operating a political party. In 
Dai told us that he did not travel 


Column 4 


but sought to send three representatives from 


Dai said that he was 
who he refused to name. He has 


they 


including an exchange program to 


we have 


a farmer 
Kha Van Chau was 


Tran Khue 
when local police anda 


threw 


but they refused and later wrote a report 


Column 5 


DPV lawyer Bui Kim Thanh and a 


Column 4 Column 5 


which he denied. Police 


Hai remains in his home 
but has not been contacted again by police. As of 
the Bach Dang Giang website was inoperative. At that 


the registered website domain 


based in Danang a self-declared 8406 


Vu Hoang Hai a Bloc member based in HCMC 


although he is a signatory of 
after he was 
friends took him into 


6 and 10 and accused of 


which calls for the establishment of a multi-party system. 


overseas dissident websites and RFA posted 


Column 4 Column 5 


Ms. Nguyen Thuy 
was detained by police earlier in the day. According to 
she was observing roughly 100 HCMC residents protesting a 


we spoke with Ms. Tram who told us she 


Huy interviewed two representatives of the 
Tram went to observe the protesters 


while protesters 


where they accused her of 


Tram also said that she was 


Dai told us 


police were 


Nguyen Khac Toan Hoang Tien 


2 and 8. Dai said that tax and labor inspectors also raided 
but could 


Column 4 


ConGenOffs visited Dr. 


he 
Que 


referring to his nine-point road map 


Que 


but believes 


a bilateral 
security 


an 


000. End Comment. 
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increased Al surveillance the vaccination of 
and increased 


and trade. 


including the purchase of additional antiviral medications. 
Vice Director of the HCMC 
announced that the city would need between VND 


reported HCMC Director of Health Nguyen The Dung. 


000 doses of the vaccine after they expired despite the 


consisting of 30 and 100 individuals. The Nha Trang 


guinea-pigs and 


Column 4 Column 5 


Director of the Central Institute 
announced the plan as part of a 


designed for early detection of 
later this month. 


USAID funds the Academy for 


000 project proposal (BCC programs). 


World Health Organization (WHO) and the Academy for 
the USD 800 000 project will work 


working with human and animal health 


and developing new approaches for enhancing biosecurity on 


the Department of Animal Health the FAO 


2006: 


2005 
2005 


2005 in Cao Bang Province. (Note: Vietnamese 


HCMC and Lag Son province. End Note) 


Column 4 
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attempts 


\" even if 


and international standards 


however. The 


2006 

Pol/Econ Counselor and Poloff 

Dr. Hashim 

and the lead prosecutor in the case against 
Shemelis Kemal. The meeting was a 

s discussions with Shemelis following trial 
agreement to provide Post with a copy 


the prosecution\'s case to date 


feel that the prosecution has not yet made 


civil society members and journalists. 


Column 5 


O6ADDISABABA2304 


Charge Huddleston 
met with the 


as well as 


Column 4 Column 5 
they 


\" pointing out that \"in 
one cannot legally change the constitution 


\"not like in an Orange 


rather 


Hashim and Shemelis stated emphatically that 


rather 


they said 


but the bench instead ruled 
following objections 


which was a 12-minute 
following further 


they pointed 


Hailu Shawel in response toa 


said that he could explain in more 


Column 4 Column 5 
which Shemelis said shows Hailu \"alluding 


based on a letter from Hailu 


which in turn has connections to 


we feel we have a strong enough case (to 
\" the prosecution plans to call a number of 


however. (NOTE: Julian 


as well as present new evidence according to 


as well as show that Hailu helped to set up and 


LITTLE PROOF OF CONSPIRACY 


attempts 


Column 4 Column 5 


\" 
the entire 
even if individuals have not 


and prosecutors have not 


however. The decision 
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2006 the IMC compound in Guereda came 


by name 


one of 
and was 


at which 


Column 4 Column 5 
000 USD 


the staff members searched the compound and discovered 


three staff members were injured 
the female staff member who was hit in the head 


and 


the local authorities arrived at the compound 


at the request of the newly-arrived 
the former Chadian Minister of 
Mahamat Ali Nassour met with 


NGO s and UN agencies to discuss the security 


but pointed out that the resumption of 


including 
providing better communication to 


Column 4 Column 5 


IMC Country Director 


with the complicity of the local 


he argued than from other sources 
the Minister 


but that they 


the International Committee of the 


the issue of employment of local 
s and the 


djamena and local authorities concerning 


but were 


the Minister stated that \"a blind eye may 
but it will not 


s internal report on the security situation 


Column 4 Column 5 


the regime\'s primary 


who conducted an assessment of the security 
told Economic/Consular officer on 


the recent 


in which moved Nassour out of his position 
may hinder efforts 
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even in the 

to win the release of their compatriot. 

in any case for the GOS to approach 
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citing one 


Column 4 


there is money 
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setting a twenty day 


it appears unlikely that the new EC 
when the royal decree calling 


several possibilities arise -- 


it could perhaps stick to scheduled October 15 
however 


so 


they would need time to organize their 


Column 5 


but apparently no political will 


O6BANGKOK5072 


may be logistically 


since this has already been signed by the King (still 


this 


Column 4 


candidate registration occurs within 
and the 
so any delay beyond October 22 


but better-prepared election may 


some important TRT figures 
but serve in ministerial or other 


in most circumstances 


slating TRT 


and thereby \"depriving\" 


rumors of more discontent within 


a founding member of TRT who is 


is said to be 


rather than drag 
it doesn\'t appear to be working so 


| am the major force (in 


Column 5 


until the next election 


Column 4 Column 5 


and the ceaseless attacks targeting the PM 
despite his continued 


there is a compelling interest in getting a 
legitimate parliament and government in place 
Thaksin conceded 
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circ. 28 161) printed a long article beside 
including 


exchange program participation and 


and where a vibrant civil society is a partner with the 


leading post to believe that state 


Column 4 


Column 5 
state TV\'s \"Watan\" News program broadcast 


circ. 76 291) reprinted the statement 


\"Neytralniy Turkmenistan\" and \"Turkmenistan\" both 


\"Mugallymlar Gazeti\" reprinted the same article on its front 


showcased the 


a satellite channel 


Column 4 Column 5 


\"Watan\" provided misleadingly positive but 


after which the 


healthcare and security. The narrative mentioned 


where she noted that the president had promised a 


the USA are ready to help in this 
and weeklies 
circ. 25419) \"Turkmen Gundogary\" (Turkmen 


circ. 15091) reprinted shortened 
omitting any mention of democracy 


after post received multiple inquiries from Turkmenistan\'s 


post did comply with a 


coverage of the ambassador\'s farewell meeting 


Column 4 Column 5 
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\"24\" and popular Korean soap operas. 
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considered to be pro-Kabila. 


but observed during the 
was Interior Minister Theophile Mbemba\'s eulogy at 


Mbemba blamed the murders on the MLC party of Jean-Pierre 


the HAM suspended live call-in shows of a 
since potentially inflammatory comments by callers 


including Journalists in 
expressed their opposition to this form of censorship. 


members generally agreed that while 


the HAM suspension of the three stations was fully 


the HAM suspended all political reporting by 
because the state-owned television station gave 
uninterrupted coverage of the pro-Kabila PPRD party 


scheduled for August 20 
particularly on 


but the damage may already have been done. 
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8/18/2006 10:40 O6ABIDJAN926 
and he called for increased priority to be 


not a second form of documentation that 


all the nationality certificates and even some of 


another cumbersome step has been added to the 


and the apparent need for Ivoirians to go back 


this process will 


after all lvoirians have certificates of 
they will need to receive actual national 
or even 

about what procedure to use to issue 


Column 4 Column 5 
every single lvoirian will have to get a new 


whatever the new procedure after all of the 


Ivoirians with identification cards will have 


as 
or to compile an entirely 
as the opposition insists. Indeed Gbagbo even 


the RHDP (Rally of 


the grouping of the 
said in its August 14 


which is controlled 
Special Assistant to the UN 
told us August 17 


it can simply be cross-checked against the 
to create an accurate updated list of 


this leads to a second controversy over 


one way or the 
a list of eligible voters. However this leaves 
which was in charge of preparing 


the Gbagbo camp has 


required only to keep 


Column 4 
and last 


based on the same data 
the INS 


based solely on the 2000 list and independently 


but it 


increased attention is 


Soro in his August 8 communique and 


whose post-October fate is 
the 


where 


Director of ONUCI\'s 
told us August 15 that there is still 
and 


Column 5 


Column 4 


dismantling of the militia 


or any time soon thereafter 

with Gbagbo 

and the opposition insisting that he has 
but 


or 
to limit his room for maneuver after 


in September 
but it was with a meeting of the AU\'s Peace 


which ECOWAS adopted in Abuja 
and the Security Council endorsed via UNSCR 


we would anticipate a 


African 


and we 


albeit contested and very slow 


though both are now on hold. However 
and looking ahead at 
the Independent 


Column 5 


and identification 


and are now laying down 


on the margins of the 


the AU accepted 


looking 


Column 4 Column 5 
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\"if we lose that we would not be able to correct 


and suggested in varying ways that 


however and insiders 


UMNO Youth Deputy Chief 
the PM\'s son-in-law seized on the Lebanon 


who account for roughly 55 percent of the 
including one aimed at 
and called for suspension of the 


indeed the calls fora 


Khairy\'s 


Column 4 Column 5 
the field of public opinion has largely 
as do other FTA 


such as the AmCham that such groups remain very 


not the critics who 


for example by repeatedly asserting that the 


although 


we believe the political turmoil has 


even 


the current public atmosphere is not ideal for what 


much remains 
and you will have 


we believe that at this juncture it may be best to 
note that talks are progressing and 
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with assistance 
USAID contractor Population Services 


Column 4 
has moved supplies 
water treatment tankers 


Column 5 
including drugs 
and vehicles to the 


the MOH also initiated a 


given 
the MOH is 


and USAID has also forwarded the 


the Federal Ministry of Health (FMOH) in 


we are planning to build the country\'s capacity to 


to request your organization to support 


Column 4 Column 5 
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AT LEAST IN 

IN CONCERT WITH BEIJING TO PREVENT CHEN\'S 
IN 

TO THREATEN RETALIATORY 
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Niyazov provided his own analysis 
setting the scene for 


so was lack of 


especially with 
including construction 
Mann noted that the time 


even with the 
there was a profitable market for more: 


\" Mann told Niyazov \"and 


Column 4 
but Turkmenistan must do 


Column 5 


Niyazov claimed 

but your negotiator insulted me with his offer of 
less than we already 

saying 

and that at a time 


\"We had an agreement 


\" Niyazov claimed. (Comment: Niyazov is 


again about why the 2000 deal died. All 
\" at which 

GE and 

and that given 

the 2000 


the president needed to send a clear signal that 


saying \"what are you talking about 


Niyazov agreed 


Niyazov insisted he would 


Column 4 Column 5 


Iran and Russia also would have to brought into 
Mann asked \"Why? Did the 


Turkmenistan is full of gas: 


all of which it intended 
and 


a subcontractor to the Turkish 


which India had declined. 
Iran was bluffing; it had no gas 


which explicitly was in violation of the existing 
Iran 


and then resell it to 
Georgia and Armenia which also violated the no 


\" and that the two leaders 


the president said Turkmenistan would send a 
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Turkmenistan\'s most profitable 

Turkmenistan is referred 

\" he told the president. Niyazov agreed but said that 
saying that there had been no problems with either 
he said was the pipelines\’ capacities were 


but Niyazov asserted the 


the president 
\"| want to show you a compromise\" (Comment: i. how 


Il and IV Niyazov pointed midway up to a point 


\" and said \"if we build a new East-West 
we can use Dovietabat 


although the Indian and Pakistani markets were bi: 


Column 4 Column 5 


Niyazov said that China was working with Kazakhstan 


he added that Chinese firms already 


and was selling electricity to 
for one cent per 


Turkmenistan had signed an agreement to \"educate\" 


Turkmenistan sent its cotton to 
which 


and top billing in the evening 


PDAS Mann Holds Press Conference 


Meredov 


as the follow-on meetings with both Meredov and 


Column 4 Column 5 
then to the next day (August 15) and then 


following Mann\'s remarks emphasizing the need to begin 
a 


Blatov warned \"well you know you\'ll need our 


economic and 


Russian DCM Krutko said to 
\"well Blatov finally got a meeting with Foreign 
thanks to your Mann visit.\" 


who had not seen the president for five years 


he did so in a dull listless manner 


a possible indication of poor circulation or bloating. 
likely from a 

though the next day\'s press did not carry a 
substituting an 


his 
and his immediate 


Column 4 


Niyazov\'s primary goal remains obtaining 


whatever desire he may have for a 


and 
Atayev 
inward-focused world view and a 
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Wirajuda said that the longer the 
the more intense the public 


and 


Malaysia and possibly 


Wirajuda noted 
he stressed 


so the recent 


Krasner noted the 5 plus 5 exchange 


letting the public know that countries 
a resumption of 


Column 5 


is both an indication of Niyazov\'s 


O6JAKARTA10399 


but only on the basis of Chapter 6 of 


Column 4 Column 5 


and pointed out that 
its money laundering and other criminal 
and would not induce North Korea to cooperate. 


but had then allowed the process to 


it was up to China to press North Korea to 


pulling more 


while its 
which had been 
was now receiving one third of defense 


Sudarsono said was the rise of non-military 
meaning 


he explained 


but cultural factors impeded the ability of 


Column 4 
including positions in the 
and civil society was still trying to 


and had 
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UMNO Youth has returned to its 


but we doubt the drumbeat will reach the decibel 


but not overly 


believing the best approach is not to draw 


members expected that the 
so long as the situation in 


Column 5 
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it also 


8/18/2006 11:07 
8/18/2006 11:12 
intense fighting broke out between GSL forces 


Army Commander General Fonseka stated 
that hostilities in the Jaffna peninsula 


we have joined with the Australians 


along with other missions 


a ferry 
and a military helicopter 


a Uk-citizen 


working with the UNHCR 


Column 5 


O6JAKARTA10400 
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and other 


British 


have also asked the 


will either take the 


has chosen not to 


Column 4 Column 5 


according to a British diplomat. At 
poloff learned from a 


while the GSL checkpoint leading out of the 


the LTTE refused to open its congruent check point 


the 


Jaffna Government 


\"he said. \"Please see that both sides stop the 


and that supplies of food in Jaffna 


a heavily mined belt in central Sri Lanka in 
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the Maoist-affiliated All Nepal Trade Union 


extort money and force appointment of local 


ANTUF-R supported by Maoist militias 


ANTUF-R intensified physical violence and 
demanding approx. USD 1.3 million in \"tax\" from 
a joint India-Nepal venture that manufactures 
forcing Dabur to close 


ANTUF-R went after dozens of Indian-owned 
demanding that the businesses fire all 


approximately 70 percent of the nearly 


in 
most carpet industries in Nepal were doing 
\" but that there had been a significant drop 


a majority of the textile factories in 


nearly 50 textile industries in 


only five or six currently remain in 


The Maoist-affiliated All Nepal Hotel and 


Column 4 Column 5 


ANTUF-R forced an indefinite closure of all 
40 tea-processing plants and 


000 workers and continues to cause a loss of approximately 
000/day. 


but GON 


but the money does not actually cross an 
like an informal banking system with no 


Pakistan the U.S. 
and other places. Additionally some businessmen 
by far the 


the companies 


or bribe import 


investing in land or 
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Former President of the Nepal 
told Emboff that Maoist union activities 


be it foreign 


hotels tourism 


and did not believe that the GON could 


both Nepali 
had begun to search for ways to transfer their 


but continued pressure from the Maoists has 


to India or other countries. If this trend 
the economy of Nepal could plummet further 


despite the cease-fire the Maoists continue 


and as more Nepali- and 
the pressure will 
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and -- even better -- publicly blessed by World 


they face a President who is 

primarily from 

some of whom have joined rebel groups 

others of whom are in self-declared exile abroad. 


both from outsiders jousting for a share 
and insiders scheming to maintain the family\'s 


adding to the uncertainty which veils Chad\'s 
his legacy is 


and more importantly 


Chad was still a mediator in the Darfur conflict. The 
negotiated in N\'djamena in 2004 marked 


and Chad 


DPA Signatory Minni Minnawi has publicly 


a very public hug between 


Column 4 Column 5 


and desist from supporting Darfur rebel 


maintaining allegiance to their 
and not to any state. Changing land-use patterns 


each regime may see it in its interests to 


000 Sudanese refugees. President Deby 


both the 
the United States) have 


in 
and needing to 


President Deby announced that he was unable 


but the 


the United States 


including 


Column 4 
the World Food Program 
making it by far the 


Column 5 


OIL AND DONORS 


the 


000 barrels of oil per day and new oil 


Chad agreed to an innovative 


with 
civil society 
and labor unions was to oversee expenditure. Not 


this pathbreaking experiment in transparency 
strapped for 


unilaterally changed the Chadian law governing use of 


religious 


and allows some wiggle room for 


the price of oil has eclipsed all 
and Chad\'s indirect revenues (coming from taxes 


Column 4 Column 5 


the Chadian army engaged in an 


s security services and army on counter-terrorism 
and President Deby welcomes 


U.S. Marines finished training and equipping 179 


Chad participated in several U.S. military training 
including the Flintlock exercise. U.S. assistance 
and training of 

Chadian Muslims are 


DEMOCRACY AND DEVELOPMENT 


government harassment of the media 


\"Transparency International\" named 


most Chadians earn a living through agriculture or 


Chad\'s 


but inefficient management by 


Column 4 Column 5 
but aside from oil 


corruption and absence 


access to 
and promotion of human rights. The Mission also 


allow 


and take steps to promote a peaceful transition. 


is 


000 Sudanese refugees. 


including a strong 


some of which will assist 


to end violence and 


Column 4 Column 5 
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\" the police might seize boats and detain 
discouraging people from coming over. 


the Government of Tamil Nadu\'s (GoTN\'s) signal 


the GoTN will chip in extra money to increase the 


the GOI continues to provide rice at 


the small pro-LTTE parties of Tamil Nadu have 


both the 


and he expressed hope that the GOI would consider the 


Sri Lankan Deputy High Commissioner PM Amza explained to the 


The New Indian Express reported on August 3 
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GOI WILL BE GUARDED 


pro-LTTE parties of Tamil Nadu seem 
who has a 
to use his 


who up to now has been 


is also eager not to let his government be embarrassed by the 
we 
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Meirelles 


sometimes based on misinterpretation of the U.S. Federal 


even though President Lula repeatedly had 
Meirelles explained. 


he said is the only one of 


Column 4 


among others. 


the Ambassador noted 


the Ambassador said 


he is willing to be helpful behind the scenes. 


were the 
to press 


he said 
but she still brings some ideological baggage 


he added. Meirelles 


it was still nascent. He explained 


there 


Meirelles gave no hint whether he 


Column 5 


and Russell 20-20 Equity 


Brazil\'s investment climate must 


is amuch more hands-on manager than 


Column 4 
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equip 


including maintaining diplomatic 
no change 

all bets 

Fal indicated. 


and that its resolution could only come 
not violence. 


in his three years here 


however. 


Embassy has worked to explain and defend 


and in his meeting with Fal 


too 


and Fal made a highly 


Ambassador paid a farewell call on Col. 


Column 5 
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and deploy the troops. 


that is 


has never seen a 


at which the two discussed Mauritanian policy on the 


prefacing his remarks by 
so 


Column 4 Column 5 


the basic conflict is 


\"either 


which once 


each square meter each zone\" must 


the two sides cannot resolve the dispute by 


especially the United States but also the EU 
including the Lebanon conflict to the 
especially Iran will use the situation for its own 


if the Israel-Palestine issue were resolved 


there are no winners in this latest 
neither Israel nor Lebanon or for the Arabs or for 


Mauritania is 
but does 
equip and deploy the troops 


leaning forward to hear exactly how the junta 


however that he intended to call Israeli FM 


Column 4 

\" adding 

while it is easy to criticize when one is in the 
once in power 


Column 5 


these matters become harder to 
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the 


the GOG has let a tender three times for a new 300 
without making a decision. 


we are cautiously optimistic. Adda is a 
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the conservatives 


comprises traditionalists who would 


an 
has a charismatic personality and is popular 
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SIGNALS DIFFICULT RELATIONSHIP 


Rahmonov visited him on his sick bed to curry favor with 
after Nuri\'s death several gestures 


Rahmonov never sent 

allegedly at Rahmonov\'s 

would not let the family bury Nuri next to his 

Hindustani or at his home 


but most printed press does not reach 


pictures or biographies about Nuri despite the IRPT\'s 


because he wanted to be seen as a benevolent peacemaker 
\" as well as to gain credit 


a signatory 
to jail or toppled him it would 


and because Rahmonov has successfully 
he has little incentive to play 


but Kulob 
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and he 


and the general weakening of political parties in 
IRPT members too recognize the challenging burden 
he is the party\'s best hope for 

united by 

faces a tenuous road 
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\" 

including of arms and munitions will be worked 


Monitors 
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extended and time consuming 
he warned. Kahane added that the 5-member UN 


however that the UN 


SG Anan has a personal 


and 
while welcome 


for its part hopes the UN presence 


on the other hand seem 
harkening back to Lenin. 


especially potential 
will be essential to keeping Nepal\'s peace 


Column 4 Column 5 
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regardless of their party affiliation 


SIMILAR AGENDA 


a political appointee from the NRM 
reported that although coordination under the 
representatives 


which overseas management of all security 


elections were 


saying that \"marginalization is everywhere. 


though conduct by the NRM 


Column 4 Column 5 


and DP District 


NRM is still the only one that resonates in the 


as indicated by 
the top elected 


000 votes 


the NRM is enforcing a \"whip\" system 


a \"two whip\" issue 
and a \"one whip\" issue allows 


Masaka constituents are unhappy and 


he said when the NRM\'s national 


which result in 


Column 4 Column 5 


along with shared gripes 
create an 


and other 
may increasingly serve as an outlet for 


8/18/2006 11:55 O6PARIS5574 
who is more 


implements his policy 


a Conflicting 


Hezbollah\'s tutor as to its 
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but the Hezbollah Islamists are not fools; they know we 
for 

we are becoming priority 

France will be the \"backbone\" of the 


with greater numbers and new rules of engagement.\" La 


La Croix reports details of Turkey\'s plans to 


La Croix says. 


FR2 television 


by George Soros is a French translation of a 


by the 


Hezbollah is launching its missiles not to regain land 
but because of the \idea\' it has of martyrdom...\" 


after having been evicted by 


the risks are just as 


Column 4 Column 5 
in view of Iran and Syria\'s intransigence. This must not lead 


Arab and Muslim nations 
with a 
must be avoided. 


itis 


considering that Israel has been unable 


it is all the more reason not to act 
they cannot 


French soldiers could find themselves 


Condoleezza Rice has taken over America\'s Middle East policy. 


62 % of respondents regard Secretary Rice as the 


public opinion does not hold it against 
where her 


who was appreciated abroad but held in contempt 


Column 4 Column 5 
she has the support of the 
unlike her predecessor Colin Powell... But her initial 


while having to endorse front line 


8/18/2006 11:55 O6TUNIS2141 
said he was first exposed to Christianity through 


Fatmi 
eventually converting. Fatmi 


producing a Christian radio show recorded in 


and 


\"from illiterate 


as to a lesser 


Imed 


and that he 


where he read the Bible and other texts in 


and unfamiliar faces at worship.\" He 


Column 4 Column 5 


andasa 


the Catholic church has according toa 

converted approximately 100-200 Tunisians in 

according to Church leaders 

000-20 000 Catholics throughout Tunisia 
including foreign women married to Tunisian men 

along 

temporarily 

constitute an active part of the 


and not request much of the GOT the government will 


because they fear that anything 


and family after converting to Christianity. 

shunned at the 

and even beaten are not uncommon. One young 

according to an expatriate Christian pastor 

was allegedly beaten expelled from her 
and reported by her family to police who 


or otherwise benefit from ties to 
majority-Christian countries. Many foreign 


Column 4 Column 5 


and has on occasion harassed 
including through overt 


because they do not 


being put under surveillance suffering 
and having Bibles confiscated. Some of 


organization 


according to the young woman the 
as her 


a city in central Tunisia with a prominent 


was reportedly told by police that it was illegal 
and threatened with imprisonment. A 


as frequent parishioners were 


other Tunisian church-goers reported no problems 


foreign Christian 
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and would react negatively to his 


noting that such meetings 


the GOT might increase pressure on 
and sought assurances of 


the official face of religious affairs in the GOT 


Tunisian Ministry of Religious Affairs 


the DG denied that this was 
as \"Tunisia is Muslim and all Tunisians are 


for 
open an account at a Tunisian bank). In response 


and 


or even almost 


the presence of a minority ethnic Berber population 
the Christian community is apparently also seen 


specifically MOI activities 
according to the Tunisian Christians 
constitute persecution if numbers of Christians 


the GOT may shift from \"harassment\" to more 


Column 4 Column 5 
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the GOG will train young workers to develop a talent 
the GOG 


as foreign garment manufacturers still have 


A/USTR Liser 


therefore must invest in 


Liser argued that simply 


but rather that any 


and would certainly need to know why a 


Kyerematen suggested that either June or July would be 


while also taking 
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and finally the AGOA 


such as an ECOWAS meeting to bring 


DOHA ROUND 


particularly how the MCC will 


improving infrastructure such as feeder roads to 
creating an unbroken 


and targeting education and 


saying that the country has truly put the 


particularly the 
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but 


the USG would certainly welcome the EU mission. 


but added that they were 


he warned not to quibble too much on 


Ambassador concluded \"perception is 
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to ensure their support for the 
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Ramesh Jung Thapa told the 


but Nepali troops had the experience and 
if the Nepali 
they would require 
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it would not be 
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\" those who could be persuaded to embrace 
and the criminals. The Obasanjo government\'s 


while its enhanced security 
he said. 


the NSA 
the Federal government would pursue an economic 


the oil companies would lose 


observing 


but there was little or no trace of 


including the militia 


if they won\'t come we 


the NSA promised that the 


\" but he disavowed violence: \"It would only 

\" 

there would no longer be tolerance for 

the paying of ransom by any entity (oil 

state governments or even the Federal 


Column 4 


the NSA invoked the shortcomings 
\" and he said he would personally ensure 


initial reaction in 


launched after the February 
is already devoid of steam and focus. 
the Obasanjo government appears more 


at least 
the NSA showed little willingness 


and too much willingness to blame the oil 


and that this unrest could threaten 


\"the NSA was at pains to reassert 


there may be political will in Abuja to 


they have 


if so 


Column 5 


is deeply embarrassed by the latest wave of 


whether Delta denizens are willing to meet the 
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issued August 12 a report detailing 


and the violence in Kinshasa July 27 occurring after 


but stated the Bundu dia Kongo (BDk) group also 


the ONDH report stated that the Movement for 
Bemba\'s party) should be held 


one of the five \"citizen institutions\" of the 


issued August 12 a report 


then the violence which occurred and the 


human rights and freedom of expression in the DRC. 


GOVERNMENT OFFICIALS BLAMED IN MATADI INCIDENT 


according to the DRC\'s transitional 


was to end June 30 2006. With the adoption of 
the transitional 
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given the 


General Tshikwej. The report states that 
contrary to reports 
that the BDK protesters would be 


especially as the police were responsible for 


Cesar Nsasa di Tumba. Observatory 


the report 


the report holds BDK responsible for the death of 


Bemba followers 


including the 
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as were the 


one 


the ONDH report held the MLC fully 


but claimed 


the statement said the MLC was \"shocked\" to 
alleging 


as well as the largely ineffective management and 
despite 


and its report will not have 


O6KINSHASA1308 
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the uranium source for the 
is the alleged source of the 


flooded and sealed in 1961 
when artisanal 


E). Post has repeatedly visited Shinkolobwe 


EmbOffs visited 

a few months before the 

extensively surveyed the site and 
Tanzanian authorities 


2006 


the DRC lacks the capability to enrich 

and particularly not to weapons-grade capacity. The 

located in Kinshasa (across the 

the source of uranium) is mostly 


coming in the midst of 

and aimed at discrediting 

is no coincidence. During his May meeting 

Fidel Babala Chief of Staff to Bemba 
presented 


Column 4 


8/18/2006 13:00 
must be to get the SLA and LTTE back to the 
and for the 


Sri Lanka 


Kohli stuck to one theme: 


although the 
neither the Sri Lanka 


Kohli stated. However 

he claimed 

either because he believes he can win a 
which 


Kohli suggested. In 

New Delhi must remain wary of the spillover of 
particularly in terms of refugees 

not unrelatedly 

citing the number of refugees who have arrived 


000. (Note: Consulate Chennai 


too 


Column 5 


O6NEWDELHI5738 


Maldives and Myanmar 


\"There is a body of opinion\" 
that President Rajapaksa wants to use 


also in terms of 


has not changed in the GOI\'s estimation 


Column 4 


in India\'s view 


and for the SLA to move forward quickly with a 
India will not 
from across the Palk Strait 


Twice Shy 


whose senior officials -- such as NSA 


stay Delhi\'s hand from getting too involved. 
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Abdul Hadi 


Column 5 


must be to get the SLA 


O6BAGHDAD3005 


Column 4 Column 5 
but noted that he would find 


but offered to relay our questions to the 


but that there was pressure for a 


Mohanned Saleh will remain in that position. No 


but did not specify a date for 


Abdul Salam is really running the WTO Unit and that 


much of the bottleneck 


including the inter-ministerial responses to 


but expects to do so in the near future. 


MoT Chambers of Commerce and 


Column 4 Column 5 
and others. He added that Iraq is currently 


we are concerned about the lack of communication 


we have a good rapport with Minister 
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consisting of pre-2006 arrears is on track. Category C 
is subject to 


FTU would no longer require that SOMO 


so long as 
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will take a serious hit because of corruption scandals and 
the 

of which Netto 

will hold a bloc of about 80 seats and will ally 


Netto said Lula was perhaps the only 


but would oppose and ultimately 


Netto himself plans 
Netto predicted Lula 


leaving in place Central Bank President Henrique 


though scenarios could yet arise 


an elder statesman of Brazil\'s 
shared his predictions for the electoral campaign. 


Netto 

because her brand of radical socialism mixed with 
faced 

many such voters will opt 

and he should win a narrow victory. 

in Netto\'s 

will be to avoid saying things that may alienate vote 


Column 4 Column 5 
Lula had carried his Workers 
not the other way around. The 2002 elections 


\" 
Lula broke with many 


Netto thought former 


however if PMDB candidate Orestes Quercia overtakes PT 


Mercadante with 17 percent and Quercia with 
the well-organized PMDB could 


focusing on his somewhat controversial record and 


as do many political observers that many 


if 
will devote his energies to trying to create more jobs. 
in Netto\'s opinion to keep on Central Bank 


but will exercise more flexibility and will 


noting that many deputies implicated in the \"mensalao\" 


\" some four to six parties will 


as will the PMDB which will again elect around 80 


Column 4 Column 5 
Netto predicted neither 
they will campaign 


and will also expend some energy 


Netto pointed out. A 
he said 


Netto believed it would be difficult for a 


since the 
if President Lula coming off re-election 
he could likely win leftist support (or if not support 


and even the opposition PSDB and 


Netto said he himself will vote 
because he believes Lula is in a better position to have a 


but begs the 


and other much-needed 

Lula\'s first term has lacked focus 

which does not augur well for a serious reform agenda in 
since such an agenda would require Lula\'s direct 
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the United Civic Party\'s website 


the BPC\'s Minsk 


claiming 


but stressed that 


it would mean a violation of Belarusian legislation 


Uklyanov predicted the authorities could try to use 
after the August 

authorities could 

000 


000 names. (Note: 


000 members (reftel). End 
Uklyanov predicted that the GOB would have 


Column 4 Column 5 
which began with a GOB initiated merger attempt between 


however came as a surprise 


it would not be out of character for the 
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Azadliq for USD 50 
ordered him to apologize and 


but lowered the 


one 
opposition newspaper Milli Yol 


an exorbitant amount by 


we estimate that there are nine libel suits pending 


the Minister has agreed to meet with the press 


had been on a steady decline 
driven by President Aliyev announcement of 


the vast majority of civil society 
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led by a dynamic young journalist named Emin 
formed the Committee to Defend the Rights of Sakit 


attracting the support of Reporters Without 
the Committee to Protect Journalists 


and Amnesty 
all of which have raised Sakit\'s case in 


a group of unknown assailants attacked and severely 
Bizim 


there remains much speculation about who in 


Column 4 


the GOAJ media regulatory 
ANS 
who are not viewed as independent actors 


most other television stations have had their 


this year\'s physical assaults on 

the unresolved Huseynov murder 

and the Interior Minister\'s rash of libel 
indicate that the Azerbaijani media climate has 


we agreed to address the decline 


8/18/2006 13:30 
\" however 


\" suggested one official. Meanwhile 
apprised that there was considerable 


told Charge that he thought 
very good.\" End Summary. 


Column 5 


the ANS license 


O6MASERU411 
drew stunned silence. 


South 
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senior GOL officials 


wit and insight. He 


hunger 


\" King Letsie said. He concluded that 
expressing his hope that 


apparently in his capacity as 


quickly turned to political matters. 


but declared that the organization \"had a 


\" Mugabe said \"Was it our reliance on 
asking rhetorically \"What has 

noting 

such as 


but adding \"We can do better.\" Even in Zimbabw 
\"We have border areas forgotten by civilization 


Lesotho was in 
\"he said \"but we worked together and helped build 


Column 4 Column 5 
if not the 


Mugabe scowled 


where there is ample evidence that peace is not global; 


Iraq and Lebanon.\" He paused 


concluding that \"those (international 


but suggested that no one had challenged Mugabe or 


but close to 
told Emboff that Mugabe had 


Benjamin Mkapa as a mediator between the 
Very Good\" 
and Mbeki said \"Good 


\" however was a non sequitur that drew fairly 


Column 4 Column 5 


but several 


\"That\'s just Mugabe being Mugabe.\" End 
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given the number of 


though it was later annulled by the military and he 


Kingibe went on to serve in various cabinet 
including as Foreign Minister. For the past few 


first as a facilitator of the Inter-Congolese 


he claimed that he has not made up his mind whether 


he 
but he would probably join 
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Kingibe lamented the fact that none 


a Middle-Belt Christian and 
a Northern Muslim served together in the Abacha 


Kingibe returned 


Kingibe 


but claimed that AU Chairman 


Kingibe said he has been surprised at \"Nigeria\'s 


the AMIS force 
and himself as the AU Special Representative yet 


several years ago according to Kingibe 


\"a mere whistle stop on another trip. Per 
Obasanjo did not stay long and he made no effort to 
Kingibe said that 
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he blamed the 


there is no central point person in 


but his own Foreign Minister and even his own Sudan 
and he is too preoccupied to see us except on 
in which case he expects he 


even at the 


will only decrease in coming months as the 


8/18/2006 14:02 O6BERLIN2397 
would provide an occasion for high-ranking 


before traveling by train to 
where he will meet with Chancellor 


citing the fear of 


Head of DIHK\'s Intellectual 
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however there are few companies 


Moeller noted that DIHK is taking 
DIHK plans 


as well as 
asking for information from companies 


trademark and technology transfer 


as companies responded to the 


Country Director for China at BDI 


German 
German firms and their 


i.e. 

and would rather allow the programs in 

e.g. exchanges training of judges and lawyers 
Rentzmann was 


and focused their efforts more on preventing the 
she agreed these issues are closely tied 
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TB and HIV/AIDS. As 
the 3D Fund was \"developed by a group 


Sue Nelson said 


and the bureaucratic structure 


TB and HIV/AIDS 


supported by a 

NGO and civil society 
facilitated by the UN Resident 

with 3D Fund donors. The 3D Fund Manager a 

would decide which aspects of Burma\'s 

TB and HIV/AIDS could 
and would supervise contracted agents to manage 


including 


as well as treatment and care 


consultant to the UN 
project contracts will be awarded and 


international and local NGOs private sector 
and local-level government would implement 


Column 4 Column 5 
and they should 


but not yet filled. 


INGO and GOB reps at a 
with 
range of coverage and the 


donor countries may receive funding 
but the 


the UK\'s 


and expects 


perhaps this week. As the 

so has 

though it would still be 

Nelson said. Amb. Bowman said 


the UN/NGO/GOB Expanded Theme Group on AIDS in 
000 from its Fund for 


donors 


the document covered such 
equity vulnerable communities 
and advance notification deadlines. The outline 


Column 4 Column 5 


but the 


however also 


several human rights and student activists told 
they 


transparency and financial management that 


arguing that the political climate must 


3D Fund donors have tried to address some of 


particularly those that restricted the donors\' ability 


which 
many opportunities for GOB interference lie ahead 


obtain access to project sites and ensure 


Column 4 


Column 5 
the 3D Fund has gotten underway despite 
and donors will be watching carefully to 
but so are the country\'s public 
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where the NLD organizes HIV/AIDS education and helps 


the local SPDC chief came to the house and 


their families 


and members of the opposition. 
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however told Arabic-language daily 


according to Al-Ayyam. 
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d) 


while the 
that this was due to the 


Column 5 


06MOSCOW9015 


\"\"less emotional" style of new Georgian Minister for 


Shugarov said 


South 
North Ossetia and Russia) 
\"as Russian DFM Karasin put when he 


\" but gave no grounds for 
\"he called them 

\" even if it means 

\" Popov added. 

the Georgian 


the Russians clearly believe the U.S. 


the Russians 
\" as it stops 


from their point of view. 
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as well as 


wanted to move 


saying that it had \"not 


O6PRAGUE988 
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but Ukrainian Embassy poloff Myroslava Shcherbatyuk 


she 


but discussions would continue on prices 


President of the Effective Policy 
told interviewers that Yanukovich\'s success was 


who like 


also blessed the new government for bringing 


a scholar with the Institute of World 
agreed that 


at least Yanukovich would avoid irritating 


Column 4 Column 5 
on economic issues in 
Yushchenko would likely drive a hard bargain. He 


Ukraine\'s 


MFA Ukraine Desk Senior 


Russia was willing to engage. 


with no venue identified yet. (Note: 


which had been agreed to last year but which had 


international cooperation security 


but Prices Rise 
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the analysts and the MFA official we talked to thought 


then soon. BBC correspondent Eggert told us that gas 


Putin also seemed intent on 


too sharp an increase would negatively 


\" Eggert said at the same time it would force 


when spring arrives he predicted that Moscow would 


but some in the nationalist press 


Council on Foreign and Defense Policy head Sergey 


those who support NATO in Ukraine face an uphill 


when Yanukovich could make an 


Column 4 Column 5 


\" none thought 


Ryabov claimed that the 


but did not want the 


Russia was 


Kazakhstan and Belarus and 


\" then it 


but was skeptical that it would 


we were struck by the widespread 
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pre-Orange Revolution days. 
the tone will improve but most we 


where it seems that the only question 


although Russia 


few substantive results should be expected given the 
8/18/2006 14:31 O6TUNIS2144 
the tense 


palpable during the active 
has largely abated. Tunisian newspapers proclaimed 
and editorials spoke of the hope \"the 


some of whom later traveled to Beirut to 


and that this may 


and civil society groups on the situation in 
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which it characterized as a \"first step\" 


an airplane 
blood and food products was to depart 


First Lady Leila Ben Ali sponsored the 


a group of 


and dedicated to the 


proclaimed the \"Hizballah victory 


Column 4 
the Tunisian 


the Tunisian 
and the Tunisian Bar Association. 
the delegation\'s main points 


and the USG\'s 
indefensible and unlimited\" support for Israel 


a delegation of civil society 


Secretary General of ATFD 
was among 


also according to Le Quotidien 


Tunisian 
including former 


said that the war in 
and the \"U.S. role of supporting Israel" 
and 
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\" 


the South African 
Charles Nqakula 
van Eck suggested 


Column 5 


and a member of the 


a group of civil 


had 
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is not devoting sufficient time 
and their working 
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Burundi ISS analyst Jan van Eck said 
who are likely anxious to show 
are discussing holding 


but may be willing to sign toa 


Museveni and others would 


the main problem with the 
the 


however 


\" but believes that any negotiation must involve 
the FNL wants something \"concrete\" 


which could be such a 


but rather \"certain issues 


\" and 


who has spent considerable time with the FNL 
said that the months in Dar es Salaam waiting 
\"\"modernizing \" and 


although van Eck noted that Rwasa is sick in 


van Eck believes that the \"support and 


as well as 
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they could mobilize large numbers quickly since the 


is not devoting 
Ambassador 
but 


working level Defense and Intelligence 


000 an amateurish move. 


000 and Belgium is considering a Euro 
000 grant. The Dutch have also made a contribution. 


\" and he is 


but he remains an excellent source 
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AND THERE IS LITTLE 
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JECT 

A IS MOVING 
AND HOPES THIS 

D THE HEALTH 


COCA-COLA MET WITH THE MINISTRY OF EDUCATION 
THE MOE WAS MORE 

AND APPEARS FOCUSSED ON 

THIS MEETING 

PPROACH BASED 


RAIMOND MADE COCA-COLA\'S PUBLIC AFFAIRS 
TOLD EMBOFF THAT COCA-COLA HAS 

-- NOW 

)MPANY HAS 

IN 25 SCHOOLS 

HE RIGA CITY 
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RESULTS TO 
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Column 4 
health 
double taxation 


the trip also allowed the two 


contacts between the two 


the Saudi foreign 
labor 
along with myriad lower-level 


the King met with President Sezer 
Deputy PM and Foreign Minister Gul 


Column 5 
political 
state archives and carrying 


security 
finance and culture and information 


Prime 
several 


Column 4 


Column 5 


Turkey encouraged Saudi investment in the fields of 


construction 


such as telecommunications 

000 Turkish citizens live 

which also has four Turkish schools 
600 students. 


the 


Iraq; GWOT; Iran 


both countries discussed their 


both sides agreed that maintaining 


since \"both countries are targets for terrorists.\" 


ties between 


and 2) Saudi Arabia\'s desire to curb any 


health 


airlines and 
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the market manages to sell all types of 


educational economic 


state and federal law enforcement and has 


from the recording motion picture 


FNCP should be able to serve as a channel between public and 


stimulating continued debate awareness and action 

impact on jobs and lost tax revenues. End Comment. 
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\ Tan stated stressing 


and the strongest state of the 
Turkey might have serious prestige problems if it 


\" Gul told the press in 
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we must control our own border.\" 


nurses veterinary specialists 


they still insist that Turkey\'s 


UN Deputy Secretary-General said Turkey has 


saying even the Armenian minister in 


commenting in the Islamist-oriented Zaman urges Turkey to 


if the US and Israel don\'t give up 
they will attack Iran and Syria in the end. Itis a 


on the contrary Hezbollah 
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underlining 


but 


said \"We expect concrete 


\"Tan said. Tan added that talks with the PKK were not 


argues that the US needs to 


it will be in Turkey\'s benefit to fight against the PKK in 
the US and 
it is very disappointing for the US to delay the 


the Turkey-US relationship coordination on the Greater 
and coordination in countering global 
the US should eliminate the PKK as soon as possible. 


000 Syriacs who had been granted temporary 
the 


said Germany had granted temporary residence for the Syriacs 
and now was 


Column 4 


developments in 
and the fight against terrorism. 


holding six seats in the 


Column 5 


expressed opposition in a statement to participation of 
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Column 4 
Fico said 
s intention to 


Column 5 


such as 
engineering and the oil 


and 


Fico said it cannot yet 


Fico and Kasicky all 


\" and said he was surprised by al-Maliki\'s comment 


Slovakia is particularly interested in 
and that both military and police training 


Fico said Slovakia is committed to 


would go ahead as 


meaning a December 


Column 4 


and later before members of the press 
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Gizenga believes no such division exists. 
Gizenga has emerged as a power 
although the PALU 


accompanied by DCM and PolOff 


one of the DRC\'s 33 presidential candidates 


the 


noting 


Column 5 


O6KINSHASA1310 


met 


asa 
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Gizenga\'s comment suggested he 


and to accept those results. 


forgetting that there will be many 


he believes any acts of violence 


enhancing the party\'s credibility and helping 


he 
noting that the party can set an example to others 


\" as most Congolese do not support a return 
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as many other candidates have that the elections 


he said it will follow all procedures 
000 USD registration fee required for 


but after realizing its appeal was 
accepted the law as it stood and did not 


he said that as a result of the country\'s civil war 
many intellectuals became fixed 


Gizenga said most Congolese do not 


unified by one national language 


Gizenga is emerging as an important force and 

and made sure to hit all the right notes 

alert and 

belying his reported age of 81 years (a marked 
Etienne Tshisekedi of the Union 

the two candidates to face off in an eventual second 
will be courting Gizenga and PALU heavily. Gizenga 
a PALU alliance with Kabila is not an 


though keeping his counsel. End comment. 
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paramount chief of 
told PolOff 


they are punished. 
he said 


the 


and the body has not 


but a broader feeling of marginalization in 


though 


the NEC and the international 


Column 5 
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was harrassed because one of 


and it can ill afford the 


Column 4 Column 5 


but changing 


it is critical that the 
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a direct connection from 


however 

Iran and Iraq in the long run \"is essential.\" 
s latest attempts 

including a 

Croatia Albania 

Mitschek said was another target 


which he described as a \"chicken and 
but the 


s infrastructure for storing gas is 
and that Turkey is suffering from a very high 


s frustration with Turkey s efforts to act as a gas 


and that all western governments and companies 


then they have 


Azerbaijan 
and Kazakhstan). The Commission has not yet 
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as well as improve the possibilities 


in particular would perceive Azeri participation in 


especially by the 
then including Azerbaijan 
Ruttenstorfer said. In the meantime 
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with a budget of 12-13 million dollars per annum. 


such transactions 


Mr. Shah 


as 


Director 


Liason Officer for the Asia Office. Mrs. Saidy 
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as appropriate. 
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they are hanging tough. 
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and in particular last year as October approached 
on most issues taking similar but not always 
up to now the FN had not 


and the RHDP had not spoken out in favor of the FN\'s 


and in particular will 


they have little real leverage 
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President Basescu remains the most popular 
with approval ratings 


in late June Prime Minister Calin-Popescu 


without consulting 


Basescu immediately reaffirmed his pledge to 


\" and for the moment that commitment remains 


the Romanian parliament ratified a 


fully committed to developing niche 


NATO and EU role in the Black Sea region as a way of 


including trafficking in 


Moldova Bulgaria 
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the 

enjoying four to eight 

there have been 

Timkin Colgate Palmolive 
both Ford and GM are looking at 

construction has resumed on the nearly 3 billion USD 


while 
the 


political influence over the judiciary police 
and poor conditions in prisons and detention centers. 


trafficking in persons and 


anti-Semitism 


and 
have 


notably those in Bucharest 


and lasi have instituted courses focusing on Holocaust 


more needs to be done. You can be 


a past Holocaust denier. Many critics 


Column 4 Column 5 


which is a member of the 


which argues that the 


focusing on cultural and individual autonomy and 
while several radical 


and has aroused strong congressional interest. 


the Romanian government has not 
claiming that the European Commission 


the Embassy and other 
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Camaguey Ciego de Avila 
Manicaragua Manzanillo 


some severe. End Summary. 


kidney failure 


bleeding colon malnutrition 
pulmonary distress hemorrhoids 
knee issues renal problems 
emphysema chronic gastritis 


the incarcerated members of 


Column 4 Column 5 
and in many cases prison staffs are 

an 

requires regular 


a guard routinely denies Fernandez this 

without explanation. None of the common criminals is 

she says. At the notorious 

Luis Milan Fernandez a doctor 
is recovering from dengue 

along with several 


political prisoner Jose Garcia 


is battling an intestinal 
but his relatives may be 
his wife Yamile 


\"Let\'s set the house 
\"We\'ll defend 


her mother says. In Manzanillo 


wife of Julio Antonio Valdez Guevara. 

an independent librarian is out on conditional 
receiving 

none of them neighbors 


the wife of dissident dentist 
a 2003 act of repudiation marked the 


by extension Rodriguez. Despite the harassment 
continuing to work 


Column 4 Column 5 
and swears she\'ll never go 


she is not in danger of starving. 


a Lady in White is feeling the heat from 


\" including a May 2005 
she 
for his part 


Varela Project organizer and member 
Pulido has 


but he\'s choosing his words to 


Moline 41 

elderly inmate and consequently spent the 
\"without any 

serving 20 years at Kilo 5 prison in 

launched a hunger strike but it didn\'t help 


he was allowed to make a weekly phone call 
but not at Kilo 5.\" The father says the family has not 
but that his son is \"in bad shape \" and 


wife of political prisoner Arturo Perez 
has the rotten luck to live in the Villa Clara city 
infamous for denying dissidents access to 


bars bus stations and sports facilities. \"l 
\" she says her world reduced to 
usually 


\"Your worm husband got 
she is one of only two 


to meet up with other 
but usually is blocked by Communist 


Column 4 Column 5 
doing 20 years at Guamajar prison in 
isn\'t faring any better. His 12 cellmates are 


of the Escambray 
suffers from an ulcer 
an inflamed prostate and hemorrhoids. 


the wife of political prisoner Pablo 
is a rarity: a doctor who is 


in a tone lacking conviction that she is not 
and makes clear she\'s trying to avoid the 


is in bad shape. 

\" with hypertension renal problems and a bad 
an independent 

bunks with ten common criminals. Fellow inmates 


\"but he\'s worked that out.\" Now 
she says. 


family members might refer to a 


Castro\'s prisons - let alone the more 


hygiene is 


temporary handover of power to Raul Castro the 
we have 


and no let-up in the collective 
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with the remaining powers 


specifically mentioning Tawafuq\'s desire 


and membership 


she answered that the committee had asked the CoR 


citing budgetary constraints 
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but that the committee is not 
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Berri demanded of 


and not with the U.S. or Israel. Berri\'s senior 


very very big 


as he had promised he would do Berri laughed 


\" a clearly worn-out 
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000 cash to every family that lost a home 


Berri exclaimed \"Tell that to Siniora 


noting that the reconstruction 


suspected to have funded numerous shopping 


and 


as it would not be in keeping with the usually 
a former Minister of Finance. End 


Berri said that there is still time to beat Hizballah 
Berri claimed 


has 
but has 


\" Berri wants to convince Siniora of 


rather than the Beirut suburbs otherwise people from 


000-$11 
through the vehicle of the 
would meanwhile begin building 


000 to pay for rent and 


these would be \"starter homes \" with the 


Berri estimates the 
000. An alternative to this plan 


Column 4 Column 5 
would be to ship in pre-fabricated housing. Berri 


with the onset of winter in two months\' 
\"it will turn into a bigger catastrophe.\" 


\" estimating that 


while noting that Saudi 
Berri said that the UAE 


as well as the hospitals of Bint Jbeil 
and provide 


with success). 


\" Berri criticized conspicuous 


and had in fact thanked Shara for his 


\" said Berri in his broken English adding 


\" Berri 


since this is 

Berri commented that he has both a private and a 
then you can 

he said that his 


and in order to have the siege lifted needs to 
he 


Column 4 Column 5 
it is not the GOL\'s obligation to tell the Israelis 


Berri did share with the Ambassador 
\" Berri remarked that the LAF had 

a coordinating 

and is headed by 


a Druze. All of these changes Berri noted 


complaining that the initial 


even 
Berri 
\"Why doesn\'t the government just send the LAF there or 


Berri believes that the border can be controlled 
but that if the GOL needs 
\"we will go to UNIFIL.\" 


especially regarding his reconstruction plan 


we would like to hope that he 
the most prominent 


since changing the President would 


which was once Amal territory. 


Column 4 Column 5 
Berri would not miss 


he is likely to maintain the Shia solidarity 
even thought that very alliance marginalizes him in 


Berri\'s leading role was 
as Siniora and others turned to Berri for a sense 


but we doubt the green eye shade-wearing 
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UNIFIL-plus never happens. In Murr\'s view a 

while the LAF 

\"he fretted talking about Israeli 


before it is ready to take action.\" 


because the Syrians are 


000 LAF 
on top of the token 


000 of these troops have already deployed to the bi 


500 LAF troops on the Syrian-Lebanese border 


\" Murr said. 
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merely noting 
if 


President of the Venezuela Workers 
Venezuela\'s largest anti-Chavez union 


Ortega slipped back into Venezuela and 


Ortega became an almost 


there is more rumor than fact surrounding 


along with 27 Colombians were convicted in October 


all four managed to walk out the front gate of the 


a small prison riot ensued. None of the four 


prompting early 
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she said Ramo Verde 
but not by any means 


they theorized that Ortega and the 


one 
whom he 
appeared quite relaxed. They 


probably in Peru. 


from the start has tried to 


informed 


but 


including 
that political prisoners have a duty to 


Column 4 Column 5 


he would free all political prisoners. 
wary of 
has simply reminded the BRV 


the BRV is focused on punishing the military 


who had been imprisoned with the 
publicly denounced Venezuelan Military 


interior and foreign affairs to examine what 


already on the hot seat for 
is taking some flak in 
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underground or in 


the CTV is a mere shadow of the 


we will probably not learn much more about the 


public security and corruption. So 
however it is the BRV that is politically exploiting 
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and on May 17 submitted their petition for 


the workers filed an 


including that of 


Column 4 Column 5 
and concluded that it resulted from an 


but that now 
he would personally review the facts of 
labatt asked whether the 


annotated 


and the Embassy submitted such a 


July 17). A week later on July 24 the Ministry 


a group of telecommunications workers 
and submitted its petition for 


asserting 
that at least two of the 


and that without the disqualified 
the union lacked the legally-mandated minimum of 35 
SITCOM appealed the Ministry\'s decision to 


SITCOM President Angel Moreno was discharged 
SITCOM Secretary Jose Ayala was locked out of 
and five SITCOM-affiliated workers were 


2006 


but requested that SITCOM 


the Ministry has moved quickly to 
and Minister Espinal 

judging from his 

the Ministry would 

and 


Column 4 


Column 5 
and the Saca administration\'s 
it is nonetheless apparent that 
8/18/2006 18:27 O6KINGSTON1624 
Poloff met with Angella Brown Deputy 
who 
however 


Econoff spoke to Alison Stone 
who 
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in a Joint Communique signed by Portia 


Chavez \"thanked Jamaica for its support of 


as Post commented in ref A that the GOJ wants to 


viable third option. 
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and was characterized (fairly) by leading daily 


and apparently after 


Marco Aurelio Mello president of the Superior 
delivered a televised message in which he asked 


warning voters 

and he declared some 

000 reais 

000) against President Lula for running a campaign ad 


| 
and asked the Federal Supreme 


Column 4 Column 5 
based on mostly compelling 

and the results are staggering. They are bad 

since it reminds voters that most of 


there is no indication thus far -- even 


the TV campaign season 
and Alckmin hopes it can be decisive. But four days 


though some experts believe he is nearing 


Alckmin\'s only chance is to do well enough on the 


and hope also that Lula stumbles politically or 
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production and refinement of crude oil 


Pertamina does not have the 
particularly for one 
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given the GOE statement 
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dealing with unspecified health 


the top Catholic official in 
held a mass August 17 at a Havana church for Gustavo 
the grandfather of Cuba\'s human rights movemen who 


which was attended by more than 100 people including 

Canada the Czech 

Germany and Poland. A Who\'s Who of dissidents was 

including Oswaldo Paya Martha Beatriz Roque 


though their services were not needed. The mass was 
with Cardinal Ortega addressing Arcos\' death but 


which spanned half a century. For an hour at 
Arcos got his dying wish: the unification of Cuba\'s 


who had been criticized in some 


who along with 


with the Cardinal addressing her as 


during the transition any 
the Church will oppose this!\" 
for her part says she challenged Ortega on his recent 


asking what prompted him to make the assertion. 
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dissident doctor Darsi Ferrer 
eight days after publicly 


a unifying figure in the 
on August 17 to discuss his proposal to come 


a day 


including Paya 


where he 

the 

46 of Habana 

described his ordeal to Poloff on August 18. On July 

2005 a coworker informed him that Radio Marti had called 
hoping to confirm a news story. Dubochet went to 

Havana Province took a call from 


causing structural damage 

a group of police 

arrested Dubochet and hauled 

a court sentenced him to one year 


2005 until 


2006 Dubochet was incarcerated 
both in Havana Province. The 


Column 4 Column 5 
a dissident since 1999 earned the wrath of 


he caused 


17th Century artwork. (The \"national treasure\" 
he says.) Dubochet 


and inmates rely on care 


he says adding that his cell 
was about the length of a bowling lane and 
he says much of it 


\"a hanging and an overdose. He says hygiene is : 
and 
with the guard\'s cooperation. The only 


and the only inmates able to get 
from guards are snitches who watch political prisoners. 


who pledges to continue his dissident 
describes a scene of \"shock and commotion\" at 


he says a 
equipped 


brother of Elizardo Sanchez 


told us August 15 that his brother is 


Gerardo 


because they have no choice. 
Gerardo says: \"The capital sin of 


Column 4 


there is 

the leading Lady in 

agrees. \"There is much fear among the Ladies 
nota 

\" and he could set in motion a brutal wave 

she says. 


after having made 


the 


but given the myriad fissures in relations among 
he has his work cut out for him. 
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a significant portion of Chile\’s economy and the world\'s 
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political columnist of daily-of-record \"La 


\" writes (08/18) that the decision of the governmen 


to reject the request of the UN Security 


marks a certain intellectual sloppiness in the 


O6LAGOS1112 
O6BUENOSAIRES 1869 


which always asserted - with good reason - the need 


Column 4 Column 5 


although they did ask what 


it must be said was more elegant in its negative reply: it 


on special assignment in the Middle East for \"La 
\" starts her front page article (08/18) \"\‘Money comes to 


which did not include any specific figures came 
one of the political heads of Hezbollah and a 

Hassan 

he is one of those responsible within the 

captured two Israeli 

which sparked the war which lasted 33 days and left more 


affirmed Jammal to \'La Nacion\". 


once again the security systems of 


the memory of September 11 and the attacks on 


Column 4 


because it instills collective fear and 


count on support in different parts 


the sense of insecurity and vulnerability can 


visit our 
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deplorably inadequate wooden 
and chipping paint. At one 

for example 

a teacher said. Filthy walls 


attest to the simple lack of adequate janitorial 


some 


and 
many 


Column 5 
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O6KINGSTON1630 


O6PANAMA1628 


children often became ill because the 


especially during 


Column 4 


and what limited equipment exists 


many of the 


including one who had 
noted one administrator. Parents who were 


\"It\'s 


Column 5 


\" lamented one administrator. Should parents not be 


limited funds to subsidize their 
one principal explained. Though 
there 


for example 


with respect to the MOE\'s 
administrators explained that they 


well balanced meals or simply feed their students 
\"They were fed.\" 

such as a program to provide daily supplies 

do appear to be 


teachers and school administrators 
and computer workstations had already been 


had only one qualified teacher for its 


Column 4 


one school had just opened a computer 


some desktops were not being used because 
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primarily 
and marginalized 


especially on security 


2004 


investment 
and job creation. The new president and his 


anti-U.S. tendencies and 


leading to an October 22 


including passing an unpopular fiscal reform 


Column 5 
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law enforcement 


inaugural address 


fiscal reform 


2006 national referendum. 
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President Torrijos has done many favors for 


President Torrijos nominated three new 


coming two months after the April 


who had passed retirement age in a bid to clean up 


President Torrijos recently signed a law 


the law deals a blow to Torrijos\' 


civic 
business ethics and strengthening the 


the 


in March 2005 the State Department revoked 
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but not limited to steadily increasing narcotics 
more sophisticated investigations an active 

the development of 

and an enhanced ability to combat money 


DEA and several Latin American 


this 


ran a cocaine ring that smuggled 


seized almost 52 tons 


a long list of cartel assets is 


there remains work to be 


training and reporting between the multiple 
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on October 8 2003 
Panamanians have become much more willing to 


equipment and other 
as was shown during the August 2005 sixteen 


both the GOP and local press praised 


these programs highlight the humanitarian 


Panama has undertaken efforts to 


VP/FM Samuel Lewis Navarro and 


layered defenses and security 
as the Canal remains 


equipment and other assistance reduce GOP 


the Panama Canal Authority (ACP) 


which entered into force 
2004. In May 2004 Panama signed a shipboarding 


Panama continues to be an important 
money launderers 
and undocumented immigrants 
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525 large commercial 


000 crew members. In response to our 
the new GOP has announced 


000 containers per year in the 


the Panama Canal 


the ACP has reduced 

has reduced accidents in Canal waters 
and has overseen large-scale upgrade 
such as widening the Gaillard 


the ACP also has nearly doubled Canal revenues 
exceeded $1 billion for the first time. 


tolls 


Column 4 


Column 5 
construction of \"post-Panamax\" 
and 
and bridge loans. However Panama\'s 
2006. Public 
\" but despite the 
if possible the 
his widely presumed choice to be his 
legal services container 
the Colon Free Zone (CFZ) and flagship registry. 


500 


relatively high by regional standards. 
fifteen straight years of economic growth have yet 
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the U.S. and 


2006 in Washington failed to close the 


a tenth (and 


increase exports and make Panama 
a 


has commented to Embassy officials that 
the FTA agreement \"will pass.\" 


000 


is divided in two main national and ethnic groups - 


many Panamanian Muslims -- often well-heeled 
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however the move coincided with Borges\' recent 


the Vice President is appointed by the President 


\" created following the PJ leaders\' February 


but would work along with 
in PJ\'s campaign for Rosales. 


a defiant 

however and 

separately from the other PJ in Rosales\' 
other ousted board members and throngs 
and 

told him the party was splitting and offered the 


which is the larger of the two. 


a majority of them reportedly backed the 


Caldera said Armando 


its members could be 


Column 4 Column 5 


and draws much of its strength 
PJ is the only opposition 


although its recent participation in 
PJ boasts several 


and with Borges 


they 


who has predictably already 
\" 


Rosales has shrewdly responded to the 
including 


but this public Primero Justicia 


but 


traditional elite politics under a new banner. 
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Manuel de Jesus Piraban (AKA \"Pirata\") and Pedro 


that most paramilitary leaders will soon turn 
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Uribe 


Uribe inquired about the activities of Carlos 
whom the press claims continues 


Antioquia Department within the next two weeks. DIPOL 


serious 


and austere\" confinement. The 
as it has been a 


such as the Cathedral prison during the 


000 rank-and-file AUC 
the GOC plans to 


Cordoba Department. 
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though 
could threaten 


Uribe\'s sudden move could 


the GOC official said that with his bold move 
responsibilities would be 


the National Reconciliation and 
INPEC 
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UN Mission in Ethiopia 
and the UN Mission in Sudan (UNMIS) on 


Column 5 


Uribe 


and the Reinsertion 
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the representative from Slovakia and Ambassador 
agreed with the resolution\'s 


Denmark Slovakia 


including Ambassador Sanders 
brought up the need for 


despite Sheikh Sharif Anhmed\'s assurance that he 
access to the Somali population 


noting that this 


Ambassador 
which included 


in particular resolution 733 (1992) of 23 January 
which for the purposes of establishing peace and 
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which permitted only 

and resolution 1425 (2002) of 22 July 

which elaborated the measures required to be taken 
and the statements of its 

in particular that of 13 July 2006 


territorial 
political independence and unity of Somalia 


stability and governance to Somalia and 


the 


and 


annex) submitted pursuant to paragraph 3 (i) of 


which 


Column 4 
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in 
should refrain from any 
should take all actions necessary to prevent such 
and should take all necessary steps to hold 
for the advancement of peace and 
of vetted trained 
and in 
including 
in 
in 


and further elaborated in paragraphs 


and in the case of entities 


Column 4 Column 5 


provided that nothing in this 


that are owned or controlled directly 
by the persons and entities designated by the 


that are owned or 
directly or indirectly by such persons or 


as designated by the Committee 


financial assets or economic resources are made 


or for the benefit of 


including religious obligation or where 


other financial assets and 


including payment for foodstuffs rent or 
medicines and medical treatment taxes 
and public utility charges or for payment of 


or 
in accordance with national laws 
other 

after notification 


where appropriate access to such funds 


Column 4 Column 5 


provided that such determination 


or 


administrative or arbitral lien or 
in which case the funds or other financial assets 


is not for the 


underpinned by a security force which is 
accountable to 
and which is in the 


promoting inclusivity and in line 


guided by the principles set out in paragraphs 
and for the supplies of non-lethal equipment 
to the security 


taking into account the principles in paragraphs 4 
and subject to safeguards to be set out by the 


Column 4 Column 5 


and at regular intervals thereafter to be determined by 


if it judges that an AU/IGAD 
to consider an exemption for a PSM in 


on the basis of a detailed mission 
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perhaps setting up a \"shadow 


poloff met with three 
Luis Rubio 


in particular his rigid 
which excluded the 
and his tremendous charisma which 


Column 4 

Alejandra Lajous 

utterly convinced of his 

and unwilling to expose himself to potential 
even if the evidence of 

his hermetic campaign structure 

he continued to 


even while neutral polls showed he and 


for example 


\" he did not tell Mexico City Mayor 
in order to prevent Encinas from 
Encinas had been requesting a meeting with AML( 


notwithstanding that it was 


she said 


that journalist ended up becoming 
\" no matter how cynical his initial views about 


Column 5 


emphasized the 


that 


Column 4 Column 5 


\" reminding Mexicans of his \"claim\" to 

serving as a constant critic of Calderon\'s 

and mobilizing opposition to Calderon\'s \"rightist\" 
he has hinted at the possibility of forming 


with Rubio observing that while AMLO had 

he had 

however that 
the 


an 


the Frente Pancho Villa and the Peoples\' 


with many of the tents now 
and that AMLO\"s tactics had already 


the PRD had not yet decided 


Column 4 Column 5 
some of the party\'s long-term 
which they had worked for 


it will fall largely to PRD 


Rubio noted that Cota was close to 


the 

experienced and broad-based cabinet rather than 
as many in his party 

he believes that such a cabinet could 

Lajous explained that notwithstanding the damage he was 
AMLO had made one very important contribution 


an issue Calderon will need to tackle 


he will not voluntarily wind 
one key variable is his 


even as most observers believe his 


and the degree to which the 


these differences may be 


Column 4 Column 5 
as the interests of AMLO and his partisans diverge 
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Minister of Presidency Rodrigo Arias Minister of 
and Attorney General 


outside of a national 


it would be nearly impossible to get such a diverse 


national-level project. Participants also 


who is also brother and closest 


we have received numerous 


Police Director 


Vice Minister of 


the 


Column 4 Column 5 


to keep up the momentum. 
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despite 


adding that they fully 


the GOC 
but Malikail and Burton were 


and said they would pass any 


and they asked 


and our interlocutors believe 


and Malikail proposed that GOC and USG 


competence multilateral experience 


because in the 


they share the USG objective of 
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according to Malikail the GOC suggested such an 


Burton 


the PRC 


and supposedly the Chinese rail ministry is 


possibly co-hosted with the Chinese. According 
a previous workshop on airport security 


designing government procedures to make them easier 


the Canadians are hoping to discuss some 
possibly 


Column 4 


Column 5 
the Canadians agreed that it was 
Canada will be represented by DFAIT 
starting in 
8/18/2006 23:13 O6SANJOSE1841 
but the 


had consulted closely with President 
and had refrained from acting until the 


s 100-day marker 
and it provided another opportunity 


particularly in Cuba. We will continue to nudge 


s first 100 days in office to defend and 
s short-notice decision to move its 


s \"respect\" for 
and as \"rectifying\" an 


Column 4 Column 5 
a \"brave and admirable nation \" 

Arias reiterated to the media NS 

Costa Rica must comply 


but explained that 


s 13-page legal brief defending the decision 


echoed Arias s comments. The brief (transmitted to 


s 
and in particular 


the suddenness of the 
including us by surprise. MFA contacts 


with little advance coordination. 


without explanation. Stagno told 
although 


Stagno 
adding that Arias would make the announcement on 


Column 4 Column 5 
taken aback 


noted 
coming less than 48 


S 


and was now giving the 
Stagno also asked 


making 


but they were caught completely off guard by the 
s 


and Costa Rica s small Jewish 
s election. Even a call from 


according to 
with the last 
would be 


s decision. There was no good time to make the 
so Arias wanted to act early in his administration. 


had consulted closely with President Saca in El 
and had refrained from acting until the violence in 


he added so that the entire GOCR concurred 


s three Jewish members. (Arias summoned all the 


especially given the Secretary s deep 


s 100-day marker than to anything else. 


Column 4 Column 5 
and it provided 


s stature advocacy for human rights 
however particularly in 
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\" but predicted that the GOK would 


as well as Kazakhstan\'s ratification of 


and 


he said \"we will formulate a position.\" 


he 
he added was Kazakhstan\'s difficulty in 


a 
while he 
every 


and allowed 
personally he believed that \"eventually we will 


Column 4 Column 5 


Ambassador Ordway explained and help promote 
unlike an American one not only allows 

he explained would not be onerous 
but 

8/19/2006 3:39 O6ALMATY2955 


\" but predicted that the GOK would 


as well as Kazakhstan\'s ratification of 


and 


he said \"we will formulate a position.\" 


he 
he added was Kazakhstan\'s difficulty in 


Column 4 
VW 

while he 
every 


and allowed 
personally 


Ambassador Ordway explained 


unlike an American one 


he explained 


but 


8/19/2006 4:55 
al Talib claimed to 


ONAL 
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he believed that \"eventually we will 


and help promote 


not only allows 


would not be onerous 
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al Talib told his congregation that 
... when the West felt 

they were all 

scientific 


\" said the imam 


commissions 
charters and articles that 
freedom from aggression 


councils and societies and they 


HE 


the imam continued by arguing essentially that 


) any observer of the condition of the world 


nor did bloodshed 


the 
as if there is 
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\" he said \"to come closer to the Muslims as 


land and sea 
their sons who migrated to the West 


and laboratories. They were and still are 


religious zealots. \"Despite 
\" the imam argued \"these considerations are 


who take 


who have tipped the scales in 
were right and were just in their issues this 
but if we 


criticizing the policies of \"some 


Column 4 Column 5 


call for 
reject violence terrorism and racial 
\" he declared \"may not know that the results 


on board a tank or via the barrel of a cannon.\" 


FOR 


\" he 
apparently directing his remarks to the world at ları 
flagrant 


\" he warned 


Imam of the Prophet\'s Mosque in Medina 

the Muslim Ummah has been suffering tribulations and 

human norms moral criteria or principles 
defeat and weakness to the level of 

progress and pride.\" 


ION 


it is in the Holy Qur\'an and the Prophet\'s 


Column 4 


this exhortation to follow the 
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8/19/2006 8:22 
8/19/2006 8:23 
the Speaker essentially tricked Hizballah 


however 
\" including no NATO presence in Lebanon 


saying that 


Khalifeh estimated that 


Khalifeh thought that the \"victory 


at the same time 
Khalifeh said 


BERRI AT ODDS 


Khalifeh -- one of the Shia 


who has long complained to us that Berri has been 


in his view 
was Clearly delighted by this 


Column 5 


O6JEDDAH548 
O6WARSAW 1734 
O6BEIRUT2699 


maintain agreement on 


hatred 


and will not fade. End summary. 


Amal to 


Column 4 Column 5 
he said that the 
\"in 


bigger than all of us!\" 


Nasrallah is furious that Berri tricked 
exceeded what Nasrallah could accept. 


through messengers had told 


Hizballah wanted an understanding that 


Khalifeh said wore down Hizballah on the 
eventually persuading Nasrallah that 


they were a liability not an asset 


agreed fully that the LAF had to have the right to 
that no area of the south could 


that the cabinet would pass the LAF 
with the \"no-go\" areas 


Berri then called 


Column 4 Column 5 
etc.). Berri told 


Hizballah\'s two ministers took Sahali\'s action 
and the measure passed 

with Trad Hamadeh and Mohammed 

other ministers have told us 


considering how close the cabinet had come to a 


Nasrallah read the details of the cabinet 


Berri responded that he consistently uses 


they could have voted no; no one forced 


the 


while the LAF indeed 
in fact 


but the LAF will become stronger 

eventually able to assert its authority 

which Berri is counting on. The Ambassador asked 
despite their current 

maintained any common \"red lines\" about implementation 


\" Khalifeh responded tapping his 
\" he said; \"we cannot accept NATO here period.\" 
even if there is a second resolution it cannot be 


no foreign troops along the 


Khalifeh said 


Afghanistan Palestine (STET).\" 
pulling out the UNSCR 1701 text reviewed 


Column 4 Column 5 
noting that Lebanon has clear 


the Ambassador said Speaker Berri 


perhaps with high-tech help but not with 


and a quick way to do so would be to ask 
per the resolution. \"Berri will never accept 
\" Khalifeh said \"never! You can\'t ask him.\" The 


not weakened it. 


Khalifeh described what he 

he said was \"unbelievable 
as the extent of the damage 

the population would stop being \"drunk on victory\" 


he claimed Hizballah 


\" Khalifeh said telling stories 


Khalifeh predicted. 


noting that estimates of 
asked about the actual death toll. 


there were 
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described and DNA samples removed 


but many of the unclaimed bodies are 

he guessed from gathering anecdotal information that 
to prevent its real losses from being known. 

how many of the 

and how many 


Khalifeh 


he said and 


Khalifeh 
saying that one fighter had a huge wound 


he did not seek medical attention for 15 days. By 
maggots had penetrated up his 


Khalifeh reclaimed hospitals and 
to compensate 


Khalifeh said 


and Khalifeh 
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then we would 


\" we can probably avoid 
making sure that any 


including 
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KyungHyang and Seoul Shinmun. Over the course of 


Roh made frank comments on a number of issues 
the U.S.-ROK alliance 


North Korea 
there is no such thing as 
especially when journalists are involved. 


rather than the North Korean forces is 


but they are still shocked that he 


who believe that there\'s still some work to 


is assuming the offensive on the issue although 


the Department of 


Column 4 Column 5 


s military capabilities to have a prepared 
not against North 


but it is necessary to be prepared for a 


we have to manage the situation 


but that s how | feel right now. 


so it is difficult to 
North Korea is 


without 
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s meeting between then-Unification Minister 


it would be difficult to judge what 


s nuclear technology very highly. 


s relations with other countries rather than its 


but | do not understand why India is allowed to 


India and Iran are interested 
while North Korea is interested 


the United States would directly 


democracy market economy) on 


but the 


| think President Bush personally likes 
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but that is difficult at the moment. 


| got the impression 


s and North Korea s military 
| received the impression that these people 


s perception is much behind the times. 


so | am thinking 


there is nothing much we can do about it. 
m 
irregular employment 


| feel conflicted between the thought 


however 


JoongAng and Dong-A (three largest 


but these three newspapers 


but these three do not even follow this principle. | 


even if this means my popularity rate 
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000 people 


000 conservatives 


the 


and the last third is not competitive. 
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043 injured. Lee said that the North had previously used 
so these 


aclaim 


an NGO that works on human and economic rights for 
that claimed that 10 000 North Koreans have 


Seoul had not changed its position on the North Korean 


instead was emergency humanitarian assistance. Lee 
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\" was the title of Jaber Mohamed Al-Hajri\'s 


for its future its children 


lran\'s Rulers?\" Dr. Abdul 


have all the Iranian people\'s problems been solved for 


Iraq and Syria? Are the 


\"Hezbollah and the Reconstruction\" 


\" was the 


and take 


Column 4 Column 5 


ite 


this is the definition of an historical victory as victory 


amongst whom is 


\" Abdul Mohsen 


the sons of Zion 


as moderate Muslims are not concerned 


George Bush. In the recent past | used to 


until now you have not fulfilled 
you must bring me two just 


women children 


Column 4 Column 5 
visit: 
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this 


Asali told Ambassador: \"Your friends 


citing status quo governments Al-Qaida 
and the Muslim Brotherhood. Yemen is the 

argued Asali in that it is 
Saleh is 


in that he uses 


continued MOF allowing people 


stressing recent measures to increase transparency in 


changing the ROYG\'s role in business from 


\" said Asali. 


including an open dialogue with the private sector 


image analysis and value cost to accompany 


Column 4 Column 5 
but Asali 


funding by 
which has 


the Dubai International Financial Center 


Financial Services 
and regional office of the Department of the 


and the ministers currently driving it. 
\" responded Asali. It is in the 


but said that overall the interest of Yemen 
dialogue reform -- were 


but accused the Prime Minister \"a former communist 


as there is \"no naked corruption\" in the oil 
\" said MOF \"the budget is much more 


Column 4 Column 5 


Asali noted that 


according to Asali was the removal of multiple 


and that the 


this has resulted in a fifty percent 
and has put a dent in 
many 


\" with innovative policies on qat taxation and U.S. 
Asali may be so far outside the 


budget preparation and other issues 
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Azeroual 
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supporting what Minister Delegate Taieb Fassi 
according to 
is seeking details from the US within the near term. 
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\" referring directly 


that 

\" has sparked 

igniting blistering 

on-line chat rooms and web 

and conversations with Saudi interlocutors. The Arab 


denouncing any link between 


many of which question the sincerity of the 


Mussolini and 
stating that in following this logic one must label 
Mussolini a Christian fascist and 


a close friend and advisor to Saudi Foreign 


with a sour look on his face 
\" referring to the 


who 


Column 4 Column 5 
as witnessed through the reaction 


and inevitably forces it 


8/19/2006 14:00 O6MANAMA1534 
\"he said and there are those (read Hizballah and 


including 


with 


who would 


\"he 


he said were trying to take advantage of the 


\" he said. 
90 percent of the Arab street and almost 


Column 4 Column 5 
but stressed that Iran and Syria have worked 


then perhaps the goals are not in 
not Syria and Iran. \"Don\'t make them the issue \" 


the U.S. should channel its energy 
and so \"water down\" 
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disarming the Islamic guerrilla group would be 
\'Hand over your arms tomorrow.\\"" Abdul Jalil 


Hizballah\'s \"excuses\" to incite violence -- 


Abdul Jalil 


Khalid Mishal and Mahmoud Ahmadinejad. 


the best thing the U.S. can 


he said by the recent conflict) would be to get 


injured and 


plans to send a high level delegation to the donor 
and has long been known in Beirut for 


but said the U.S. should 
fund the 
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Abdul 


he suggested emanated from the old guard 
a weak leader compared to 


8/19/2006 14:25 O6KUWAIT3366 
8/19/2006 14:35 O6BEIRUT2700 
and Berri 

he said \"who knows how 


Berri said in his second 
he has managed to \"keep Hizballah quiet. But | can\'t 
if the Israelis do something else.\" (PM 


Lebanon needs to be taking tangible 


given what seems to be a 

claiming that \"you know very 

far from Israel is 
\" which are now 

Berri also claimed that he 


a Shia town near the Blue Line. At 
a small group (\"three or four\") of IDF 


private house he said. The 


in an \"insulting and 


Berri claimed the 
700 in cash the family\'s 
and over USD 2 000 in jewelry that 


\"he 


Column 4 


Column 5 


in general we have heard few claims of Israeli looting. 
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calling for an immediate cessation of all Israeli 


that will help 


which is in fact the case. 
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they expressed hope that the 


trash collection 


as some innocent individuals were being 


and with pockets of the city normalizing 


to come down to the districts to listen 


key Al Mansour DAC members 


and 
many have 


O6BEIRUT2701 


O6BAGHDAD3015 


and returned municipal services 
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\" they said that \"life is dying 


manned by 
\" they 


employment opportunities are available and municipal 


which has been budgeted for with the 


as some innocent individuals are being detained. 


the DACs are calling 


and area residents are hopeful 
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\" referring directly 


denouncing any link between terrorism and religion or 
while making no direct reference to the 
s remarks. Nevertheless President Bush\'s comment 


igniting 


on-line chat rooms 
and conversations with Saudi interlocutors. 


Column 4 


many of which question the sincerity of his 


Mussolini 

one must label Hitler a 
Mussolini a Christian fascist 
statement 


a close friend and advisor to Saudi 
with a sour look on his face 
\" referring to the upcoming U.S. elections. 


but is wholly 


as 


Custodian of the Two Holy Mosques 
his Council of Ministers has. 
the SAG is protecting its 


8/19/2006 16:05 
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not 


for what he has accomplished in this imperfect 


Column 5 


and the IRA 


and the IRA 


responded that \"we know 


has 
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Siniora said that he had asked the United States at the 


later for steel trestle/Bailey bridges never 
a lifting of the \"seige\" on the airport and 


and nothing happened. While the Ambassador refuted 


the PM was more in the mood for unloading 


Column 4 


although the 


the Ambassador cautioned Siniora that he was 
yet Siniora speaks of 

reluctant fashion that fuels 

the Lebanese seem 

even 


the 
could ease implementation by exercising 


Siniora said that he did not doubt the 


he said 


\"and you know very well what has 


done without a cabinet decision in 


Siniora claimed 


Column 5 


000 soldiers have already deployed to the border ai 


000 to go. That is a significant increase 
he claimed. \"We 
very hard.\" (Note: We have no independent 


but 
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the Ambassador 


per para 14 of UNSCR 1701 to help at 


and the USG would use that to get the blockade 
insisting on the Beirut-Amman air 

even though UNIFIL was not yet helping at the 
saying that Lebanon 

should be able to come up with its 


and he will 


he said and then 


too. End note.) 


he said 


it more than 

the 

Siniora argued. 

the Israelis have deluded themselves again: Israeli 


at the expense of the GOL. In 
the USG should be grateful at how much Siniora 
including by getting the 


\"with my hands tied behind my 


he managed to get the 
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had Lebanon 
then Israel 


Siniora said that the United 


Siniora said that the USG and Israel were being 


very happy.\" The 
if Shebaa Farms were suddenly 
he saw no evidence that the GOL 


the Druse the 


and | even told the 


\" Siniora said \"the key is 
the 
the GOL effort was disastrous the Ambassador 


making it appear as though the state had abdicated all 


who could meet with donors and 


working with 


when we want to use our help to reinforce the 


Column 4 Column 5 
Siniora needs to get a rconstruction 


but only if he moves quickly: otherwise we'll 
and he will have to react. 


he said 

he will 

he was finding people to \"adopt\" badly damaged southern 

during this meeting one of the phone 
whom he 

Siniora 


\"don\'t know what they\'re talking about.\" Moreov he 
they usually mean that he should \"pour money into the 


because \"l don\'t want 


and he was 
there are 


and a professional coordinator (Ghassan Taher) 


Siniora said \"what have you done? At the 
| asked you for 2 000 rifles for 

mish hayk? Where are they?\" (Siniora said that the 

000 rifles -- in line with what ISF 


\"| asked you for temporary steel 


Column 4 


the Ambassador reminded Siniora of what the 
including its commitment of USD 50 million in 


being unsure of the status of the request to 


Column 5 


when Washington asks what are the GOL priorities 


\"| don\'t Know what to 


we do not know whom to ask whether another donor is 


Siniora sighed 


before Nasrallah has used cash hand-outs to 
\" Siniora said 

Siniora\'s tone turned apologetic: \"! 

\"he said. \"So am I.\" 


who probably hasn\'t had a full night\'s 
was grouchy. No one can accuse him of 
and lining up 20 private-sector donors 
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Kony would only negotiate for his own safety 
and the root causes of the conflict 


\"what do you want me to 


\"we\'ll do it.\" 


O6KHARTOUM1977 
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Column 4 
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and that the negotiations would go faster with 
while not recognizing that the 
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Iran cannot reach Hizballah (in Lebanon) \"he 
Office Manager for 
noting GOK appreciation for continued 
visit: 
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Lebanon and Darfur 


Column 4 


the Sudanese press has been marked by two 


centered on 
on the one hand; on the other 


NCP hardliners have taken the lead 


Column 5 


with Bashir as the major 


and the NCP and affiliated organizations as platforms for 


a scattering of editorials appear on a daily basis 


the two lines of critique proceeded largely 
however 


No to UN 
July 6) - spotted another link: because of a 
which he found unfair 


however 
with the 


Sudan\'s support for the Palestinian cause 


however 


Aug. 6). 


at least 


affirming Sudan\'s solidarity with Lebanon and 


describing it as a symbol of the dignity 


noting the 


he was 


al-Bashir 


with respect to 
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\" SUNA Aug. 15; also \"Al-Bashir: We Will 
\" Al-Sahafa). 

\"he said (Alwan Aug. 

the views of a right-wing anti-Western 

\" he writes and the 

he argues are as baseless as were Powell's accusations 
\" Sudan Vision Aug. 15). 


Ziada continued to weave 

\"he argues \"is the unity of ranks 
however 

\"an out-of-wedlock baby of the West\") voice support for 


\" he wonders \"while Darfur rebels enjoy U.S. support?\" 


pitting the Arab nation(s) 
the press remains the mirror of a wide variety of 


one can find articles recognizing U.S.-Sudanese cooperation on 


\"Sudan USA Agree to Boost Darfur Peace 
Aug. 8) and calling for closer relations (\"Al Sammani: 
\" (Sudan 


Aug. 10). Some articles have reported CDA Hume\'s efforts to 
specifically for his meetings with Presidential 
\" The Citizen 
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Aug. 14). Many 
despite the crisis in the Middle East. 
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thinkers 

writers student and professional syndicates 


and many citizens who filled the streets demonstrating and 


the contribution of many families of a portion of their income 


\" Ahmed Mohamed AI-Fahd 


excuse me 
governing their relationships with the students. 


every student will receive a 10% increase of their final 


\" lawyer Rashid Al-Radan penned in 


Israel pulled out of Lebanon with a sense of regret and 
the Lebanese resistance stood against the assault and 
everyone 


especially after the Syrian 


\"Crushing Hezbollah is a Prelude to 
\" Abdullah Al-Hadlag wrote (8/20): 


who is controlled by 
how he speaks of victory while his army does not dare 


Column 4 


the Persian president should have raised 


visit: 
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\" Lunday said. According to Lunday 


\" said Lunday. 


the UAE took the first step to implementing 


but individuals familiar with the project do 


and select sites for the National Crisis 


just weeks 
Dubai announced it would 


Lieutenant General 


once it is in place. The federal Ministry of 


Column 5 


O6ABUDHABI3370 
MbR 
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General Director of 
is 


\"The Ministry of Interior 


and other elements -- like the military -- 


but not in an 


equipment for each center is 


the Abu Dhabi National Oil Company 


the Crisis Management Team Leader for 
gave econoff a tour of 
located in ADNOC headquarters. This 


and facilities using WebEOC (a web-based 


but he said that the 
ADNOC CEO Yousef bin Omeir) 


there are technical reasons for 
the 


but this is not a decision that they 
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a private 

for-profit venture and it will 

military firefighters 

public works officials etc). The training center\'s 
Planning Operations 


and Finance/Administration. 


this venture is in the concept stage. In 
Dr. Adel Al-Shamry of Tadreeb brought trainers from the 


econoff encouraged them to 


and they 
until the 
the 
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otherwise gun 
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so increased control is necessary both of 
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and said he would 


because he said it would 


and that in some cases it 


but he clearly was making a broader 


Ambassador Sison contacted Foreign 
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\" and called for 
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and its condemnation of \"Israel\'s intentional 


the Minister 


with which this 
whose task is to enhance Canada\'s role 


killing one officer and wounding two 


8/20) 


8/20) 


whose houses were demolished during 
receive compensations from Hizbollah. Olmert Peretz 


8/19) 
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8/19 


8/18) 
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reiterating the importance of 


8/18) 


8/18) 


8/18) 


8/19) 


8/19) 


8/18) 


8/19) 


an editorialist in government-owned Tishreen 
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and no one blames it for 


with legendary courage the 


the \'armed militias\' of Walid Junblatt were 


which 


a commentator in government-owned Tishreen 


they could not bear the glow of the Arab 
which helped the nation regain its vitality 
and pride... 


using every possible means to create 


chief editor of government-owned Al- 
wrote (8/18): \"In his last visit to Beirut Sa\'d al- 
leader of the Lebanese Future Block presented himself 


Column 4 


Al-Hariri 


the country that supports the 
was an attack on the Resistance itself.... But the 
he was so stupid that he revealed the main 


and he appeared as a clown 


through press conferences 


just as Israel is demanding. They demand the 
just as 


just as Israel is doing. They also want a big rift 
just what Israel seeks to create. 


a columnist in government-owned Al-Thawra 
the March 14 group 


Column 5 


the deviant son 


what its 


wrote 


Column 4 Column 5 


but President Al-Asad\'s 


hide or wriggle out of their roles and join the new 


and the climate is not 


a columnist in government-owned Al-Thawra 


no matter how hard it tries to 
which has become clear to 
because its positions and trembling words that fear 


because they revealed their true faces when 
against which they are plotting today expresses the 


whose millions went out to chant 


who 


and it is no longer useful for people to 


Column 4 Column 5 


at 

pride and dignity.\" 
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these 


and lessen their 


unsophisticated \"retail\" investors DSM officials 

although 

no big 

which they have in recent months the 

but usually for no rational reason. One official 

\"In Qatar when the stock market goes up 


everyone wants help from the DSM or the 


\"the sheep will follow.\" 


but that there was an over-correction and stock prices 


the DSM index has remained fairly steady in the 
000 range. 


and 


as no law prohibits investment by Israeli 


Column 4 Column 5 
who invest money in the DSM. 


Iranians do not invest their money in the 


and also to 


so DSM officials believe that a 


stricter 


and the DSM 


a report will be sent to the 


two high-profile cases of insider trading were in the 
and one case resulted in the conviction of a 


and the DSM opened for 


trading volume on the DSM 


although citizens 


Column 4 Column 5 
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Abduljalil believes Iran\'s 


also operates eight branches and commands 9.4 billion AED 


Iran and the UAE trade between 


Emiratis cannot register as hawaladars 


as well as help the UAE\'s many 


Column 4 


transported ship-to-ship 
or bonded and warehoused before moving to 


India 


but without specific threat 
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that the March 14 forces could not retake 


asking President Emile Lahoud to request 


Mouawad noted. They 


and the March 14 MPs will use the 


\" Hamadeh said. 


the Ambassador said 


Hamadeh 


Column 5 


from 
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was 


Column 4 Column 5 


at which 


the Ambassador noted 


and they 
too is an infringement on 


\" to put the resurgent Syrians 


Hamadeh then said \"Have Kofi (Annan) 


slapping Marwan\'s hand; \"tu a raison!" Hamadeh and 


with the public message starting even 


and this seemed to be another 


Column 4 Column 5 


they 


however may be caught 
he cautioned. 


Mouawad and Hamadeh thought 


quietly. You have all sorts of reasons 


because they\'ve been 


they both pressed on providing quickly 


which they agreed has been handled poorly. 


as of that morning phone service had 
all 
he said will be 


with both of them arguing that the Lebanese 
not who built bridges. 
\" Marwan sad shaking his head. 


perhaps the Gulf Arabs could be asked to 
they said turning the conversation back to where it 
Hamadeh said the Gulf Arabs are both 


Column 4 Column 5 


\" Marwan said; \"we are fighting a war for our 
and the enemy\'s best weapon is cash. We have to 
but cash now can more more 


Ayman Hanawy cited former Syrian VP Abdulhalim 


Hamadeh got a message to 
who said that Hanawy is the Sony representative in 


he was 


\" Hamadeh said) to carrying false documents 


Hamadeh said was the revelation that 


and neither are 


which explains why concerns 
it seems to 


if a couple of million dollars helps Walid Jumblatt 


Column 4 


Column 5 
but Michel\'s presence would remind 
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Yamaguchi said that 
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he posited they engage in \"reactive diplomacy.\" He 


Lamani said that 


but no 
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the security officers 


leaving the compound vulnerable to attack. Lamani 
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without 


electricity increased to 12 


their families and 
but that 


but 
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while 
they claimed encouraging the 


where it 
would help the situation. 


including the 


and sub-sub-contracting based on 


the KRG 


post learned there were 
and no clarifications on power supply issues 


Column 4 Column 5 


ignoring the Chamchamal sub-district in 


a long-standing 
and as a way of pushing the Article 140 timeline 
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it would be Tawafug - specifically the INCD - who 
since the 


if the 


Mashhadani was 


al-Jenabi said and noted that in times of 


al-Jenabi claimed. Similarly with respect to 


Mashhadani was merely reflecting the popular 


and that he should consult with others in the 
the 

Mashhadani 

but the 

Mashhadani needed to be careful not 


such as referring to Iraq as 
the Ambassador remarked 


only to travel to Iran and hold 


the Ambassador 


Column 4 Column 5 


the Ambassador stressed the importance of 


let alone receive permission to go on official visits 


Tawafuq officials were surprised 
the 
the Ambassador warned not 


particularly against Coalition Forces in 


including working on broad 


federalism natural resources 
militias and the insurgency. On 
for example the Sunni Arab parties could 


and 


Column 4 


then 50 percent of 
according to al-Jenabi. 


make clear that the US is 
and to 


while U.S. policy 
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2006 


which have abundant energy resources such as 
natural gas among other resources 
as well as to seek to check China and Russia 
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O6BENING1 7042 
O6AITTAIPEI2879 
O6KATHMANDU2257 
O6TAIPEI2880 
O6TOKYO4762 


is to strengthen ties 
which are 
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2006 


part of 
and crew member Mitsuhiro Morita 
the government yesterday evening dispatched Senior 


Hokkaido to receive the body of Morita 


and 
the government intends to 


including handing over of the Japanese fisherman 


2006 


considering the northern territories as 

is demanding the immediate release of the 

and punishment of the person responsible for shooting 
which has 

takes the position that \"it 

\"so 


Column 4 Column 5 


Mitsuhiro 
should be handed over at once; 2) the person responsible for 


if former island residents or other Japanese go to the 
they present identification documents as 


the government has asked that Vice Foreign 


one source pointed out \"The 


2006 


Washington 


program manager for Aegis ballistic missile defens revealed 


\" adding that the US would increase the number of 


2006 
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a dozen experts on prevention of radiation accidents from 


the EOC will be set up in a 


000 tons) will be berthed in the summer 
such equipment will be installed as a monitor 


2007 and training will 
assuming the leakage of water or gas containing 
until the carried is deployed. 


ruling camp to LDP Kato\'s house 


with no comment from prime minister 


2006 


a man was found with stab wounds. Police have found that 


though sluggish responses have been made to the incident 


Taku Yamasaki a 
said: \"Some take the incident as reflecting the 


Column 4 Column 5 
senior members of the \"association to consider a 
\" chaired by Yamasaki met in Tokyo. 


New Komeito President Takenori Kanzaki and others joined 


they agreed to ask the government to 


the Prime Minister\'s Office remains silent about the 


House of Councillors member Renho of 


and that is indisputably political 


2006 


the minimum required number to qualify for running in the 


with other factions calculating that supporting 
the 


they will later get the 


Column 4 Column 5 
Tanigaki is in a serious situation 


House of 


which will not field anyone in the presidential race anda 


however 

former health and welfare minister and 

former LDP secretary general as well as deputy head 
former financial services agency chief expressed 


which worked with coalition to the so-called Kato 


all the Tanigaki faction members are now asking 
noting \"Do you mind if the party 


who are hawks politically?\" Other 
however. A junior Yamasaki faction 


2006 


Aso advocates lowering the minimum age for 
which would be realized by increasing personal 


he will take a stance of attaching importance to Asia. 


Column 4 Column 5 


it is necessary to shift a policy of quantitative 


which can be financed by reviewing the tax system. He 


based on the Japan-US 


Cabinet Office the Internal Affairs and 
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making 


commission 


Abe as before picked as most appropriate to be 


2006 


with 53.0% of the public picking him as appropriate 
a jump of 4.9 points over the 


a leap of 13.2 points from the previous 


who had held the second slot following Abe announced his 


who is also critical of 


69.1% of 
outdistancing the 25.9% who 
\"The prime minister should not have visited Yasukuni.\" 


22% to Abe 10 % to 


2006 


found that 


Column 4 
who gave up on running in the race 


Column 5 
went to Finance Minister 


22% went to Chief Cabinet Secretary Abe and 10% to Foreign 


it is 


because his stances on Asia diplomacy and other 
as can be seen in his criticism 

27% 

\"There are no appropriate candidates for 

\" indicating that Tanigaki did not fully take over all 


down 1 point though. Tanigaki 
a rise of 3%. Aso secured 10% 


71% of those who support the 
followed by Tanigaki with 


25% supported Abe 
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flare-ups continued during the week 


Bebonuk 
while districts remain stable for the most part 


Persaudaraan Setia Hati Terate (PSHT 


August 17 


the headquarters of the United Nations Office in 


up 4 points 


followed by Tanigaki with 21% 


O6DILI424 
particularly 
Quintal Boot 
there 


also colloquially 


the security 


Column 4 Column 5 
Friday morning at about 5 
involving not only 


there were numerous reports Thursday night of 


but they had reportedly subsided until these most recent 


about 2000 of the 7000 


apparently because they had advance warning. A Catholic 


most of whom had 


international police continue to 


Australian Federal 


but rather to a reduced overall number. Moreover 


including the key 


Column 4 Column 5 


as well as drawing 


including some youth gang elements as 


as well as international 
report that a significant number of people from the East 
including gang elements have returned to Dili in 


including but not limited to the camp in the port are 


whether one of the many 
typically organized around 


especially the more established ones have no 
the 
jockey for influence and settle old scores. Sources 


many underlying issues remain substantially 
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but the most significant 


by civil society organizations and in 


an Embassy staff member described ongoing discussions 


while seemingly not substantive were followed 
at least in the short term convinced 
perhaps 


who see themselves not just as 


Joao Becora appeared on 


incident response teams now generally 


especially IDP camps that have 


Column 4 Column 5 
contacts in the 


we 


whether military or police as 
itisa 


the organizations and 


including the cases against former Prime Minister Mari 
former Minister of Interior Rogerio Lobato and 
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which is generally 
reliable and frequent. 
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animal or food material. Travelers found carrying 


2000 meet this requirement. All other TDY personnel must 


or (2) have their agency 


various groups in New Zealand 


the host 


Wellington and Auckland have experienced an 

but they are usually 

home invasion robberies and 

once very rare are becoming more frequent. Burglaries 


Christchurch and Wellington and visitors should be 


Column 4 Column 5 
such as scams and pickpockets 


especially at night to avoid becoming a target of 


New Zealand does not play a significant role in 
evidence indicates that New 


Heroin and Cocaine to Australia. The most abused drugs in 


at night visitors should use common sense 


during rush hour moderate delays 


visitors who experience 


and to securely safeguard classified or 


which are available via the 


visitors to New Zealand must exercise 


24 
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such as agriculture 


he believed had received 


but the MoA was 


and so 


and stated there is a need to share 


stating 


and that the program needs more funding in 


the success of this 


and that IRMO plans to 
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although it is not certain when such programs 


but as yet there has not been any 


and he recommended that the USG put this type of 


but there should 


and the MoA could meet on a regular basis to 


and the representative will be able to attend the 


signed during the Secretary\'s visit includes 


extension/education and food safety from the 


and not many other poorer farmers and 


especially 
but that there are no programs to assist owners 


Column 4 Column 5 


and was not a program that could be modified by 


in particular with respect to Al. Although 
a 


Ministry of Trade (MoT) 


and be consistent 


even 


but that 


based on these guidelines 


Ministry of Finance MoT 


and 


but the MoA could not at this time provide a copy of 


Column 4 Column 5 


MoT) 


and that it would 


it seemed the DG does not fully understand how 
and the difference between 


which has been a long running request by the USG 


information exchange and program development. 
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Jumblatt fears the flight of the bourgeosie -- 
tipping the 


and also to help topple 


Column 4 Column 5 
but acknowledged that the international 


Jumblatt said 


and then onward to France for a socialist party 
before returning to Lebanon on Saturday 8/25. 


Jumblatt said 


though he complained that his younger son Arslan 
\"doesn\'t care a damn about 


a Damascene ceiling (with Star of David motif) 
and with his Chinese fighting 
Jumblatt told 


Jumblatt counselled Siniora needs to go 


\'l am the Prime Minister of Lebanon.\'\" 


Jumblatt recommended that reconstruction 


\" Jumblatt said that the government 


but has only a year to do so before 
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of course is getting the money to do so. The 
and 

Jumblatt said that 

000 housing units need to be rebuilt which at $12 

comes to $180 000 

000 per unit.) Rounding up Jumblatt declared 


pocket money for the Hariri family!\" 
Rafiq had done. Noting 


000 Sunni IDPs had fled their homes in the Biqa\' valley 
where they had been well-treated Jumblatt said 


\" said Jumblatt; "We need money.\" Jumblatt lamented that 


he said that \"This is peanuts. | can speand it in two 


which probably explain Joumblatt\'s 


Jumblatt is also 


\" -- which in the 
is not a compliment -- Jumblatt 


including his 

\" is rather off-putting for 

after he had put down a 

Jumblatt shook his 

\"The big problem is Saad. What can 


instead of dwelling on the past and 
start making 


Column 4 


Jumblatt worries that 


and more Persian.\" He predicts that Sunni 


will begin to sell their land and leave 

depriving Lebanon of its primary \"bourgeosie\" 
whom Jumblatt described as 

\" will be forced to deal with this 

meaning they might have to 


all the non-Shi\'a 
particularly the Christians 


Jumblatt said that the 
\" blocking lran\'s primary 


adding 

Jumblatt said that the moderate Shi\'a 
leader of the much-diminished 

who can play a key role in 


Jumblatt has no good ideas of 
other than channeling lots of money 


since the addition of 


Column 5 


need to have 


\"Thank God Bashan\'s so 
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Jumblatt would not support forming a 


at least not yet: Jumblatt argued that it 


and that the army had 


the mood upon the LAF\"s arrival in the 


\" and has little trust in 


adding that 

the Druze who has recently been put in charge 

is \"nice and honest but not effective.\" 
considered to be 

is still in charge of immigration at the airport. 


who warned him to \"watch 
Wiam Wahhab who has apparently 
Syrian ex-VP 


Jumblatt said that a French intelligence contact 
director of Syrian intelligence 
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Jumblatt asked if 


for 6 months). 
\"Walid Beyk\" believes his elder son 


Jumblatt worried though that his \'Generation Y\' 
Arslan is less enthralled by the whole Druze 
Jumblatt himself was a 


the 


and apportioned 
it is believed the Druze today make up less 


as the Druse try to stay on the winning side 


well-organized Shi\'a 


nor that Syria would want him 
he must now be considering whether he is still backing 
rather is still being backed by the 


as he seems to realize that Syria will never 
but to maintain the importance of the Druse 
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770 tons annually. 
the plant first attempts to control 


the company hopes 
000 tons or over 


Hu replied that the 


but implied that it now purchases the equipment from 
Japanese and Chinese companies. 


and since then 
000 tons to 1.5 


and 


and GMO-free inputs in determining whether a 
300 workers and operates its own power plant on site. It 
which provides Zhujiang with 


capital equipment 
the 
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the same 


000) in production costs. The company also recovers 
spent grain wasted yeast 


but are also driven by its corporate social 
its strategy to reduce costs and increase 
for a growing enterprise 

it is critical to make sure that 


where much more needs to be done 
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who has 
fell ill. It 
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China provides a good 


and it would not only deepen 


large 
8/21/2006 5:27 O6KABUL3712 
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in particular the Lebanese Armed Forces (LAF) 
\" Saad argued that the 
no one will 


in terms of assistance 


and promised to push PM Siniora to present the plan 


Saad said the 


surrounded 


Saad said that there needs to be \"a different 


\" implying tacit approval of an 
Saad said that Sleiman is hardly ina 


Column 4 Column 5 
he said the LAF 


\" Saad urged 


Saad 
\"Give me a chance and | will f*** 


Saad urged that the U.S. do more to help 


we were increasing our assistance to both the LAF and 


he noted it is difficult to find sympathetic ears 
PM 

Walid Jumblatt\'s Defense Minister Murr\'s) 

Kuwait 


and Saudi Arabia -- to cough up military equipment for 
\"Just please tell the Arabs 


the Ambassador asked why the GOL is treating UNSCR 
for instance is the GOL not 
and Lebanese-Syrian border to stop Iran and Syria 


adding 


Column 4 Column 5 
and if the 
then they need to ensure 


\" Saad complained emotively that the U.S. 


and the GOL has made recent significant changes in 


Saad picked up the phone and called Nabih 
Saad clearly lied to 

saying that \"the United Nations had told 

\" 

Saad said he 

then open the airport." The 


and again urged Saad to ask PM 


Saad complained that the army is 


Saad suggested getting the UN to place 


\"We\'re going to rebuild all the 


Emiratis and Kuwaitis.\" The first step will be to 


a process well underway. The 


Column 4 


the Council will wisely not have any control 

but will still get much of the credit for 

in conjunction with the 

would then choose which villages they want to rebuild as 


Column 5 


would then be disbursed from a new \'Arab Fund for 


Saad said that PM 


there will be a public 


and that he himself would be 


in 


there must be GOL coordination so we 


Ghassan Taher 
and that Taher was previously involved in 


\" Saad said the Saudis had 


particularly Justice Minister Charles Rizk had 


which 
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\'Sheikh Saad\' was in 


and the Ambassador pointed out to Saad that it 


for he is 


\" a dubious interpretation.) In addition we were 


lying to him and 


presumably to inform Fatfat of his decision. 
Saad referred to GOL actions over the 


not Siniora. One wonders whether Siniora 


along with transparency and accountability -- no 
if agonizingly deliberative 
by putting Berri\'s organization out 


but not allowing it to handle the funds you give a 
if it is indeed ready to be signed we should urge 
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the 


Column 4 


Column 5 
who succeeded Hai as People\’s Committee Chair 
in a globally integrated economy HCMC\'s 
improve training for government officials improve 


however. Quan emphasized that 


he said that he would seek to 


was somewhat disappointing. Some HCMC Party and 


they say 
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arguing 


economic and cultural life. US Embassy 
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mainly due to the presence of SNS. Although it 
they argue that the signs pointing to its future 


as the general 


Slota 


the Deputy PM for European Affairs Human Rights and 
they 


which included an SNS-controlled Ministry of Education. 


the wording it uses to 
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an obligation to teach an overly 
and a possible decrease in 


as many members of parliament opposed its 
the current Minister of 
voted against it). Decreases in funding and 


and Hungarian politicians fear that 
and 


directed away from regions with large Hungarian 


Hungarians also worry about a 


it is probable that people who 


which they claim reflect that ethnic Slovaks also 
000 less votes than it did in 2002. As 


as Slovakia\'s Hungarians 
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the 
and the people. SMK politicians argue that they will 


minority 
SMK 
however SMK shows signs of reverting back to being an ethnic 
not regional or ethnic focus for the SMK. 
482; readership around 120 000) 


Uj Szo\'s slant 


Hungarian 
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the Hungarian MFA is worried that 


PM Fico has not adequately distanced himself or his 


even though his visit elicited 


such as removing a recent video clip that 


such as the throwing of paint on the Slovak Embassy in 


Slota has 


the 
and the European Union; these institutions constrain possible 


ethnic Hungarians worry that the government will find 


cultural activities and 


but above all Hungarians value their ability to use the 
government offices and public 
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US Embassy Bratislava 


ethnic diversity and respect for minority rights. The 


particularly in the areas of 


culture and regional development. The ultimate goal is 


including ethnic minorities. 
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\" which marked the return from exile of King 


and also adjacent to the 
\" an important 


as both had engaged in a \"common 
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JICA Deputy Country Representative. 


which has been more successful in encouraging mutual 
has some 


DFID\'s Deputy Country Director agreed 


Column 4 
it would 


such as the Ministry of Health 
and the Ministry of Finance (MOF) 


a senior advisor on Chinese development 


said Zha 


Zhang Yiming 
Afghanistan 


particularly in the 


Zhang said. In addition 


Zhang stated 


MOFCOM 


the PRC would prefer to work with multilateral 
Wang Xiaolong stated 


Division Director in MOFCOM\'s Department 
who also 
agreed that China\'s current approach to 


Column 5 


also may implement 


as Ambassadors overseas 


Asian Department Director 
and Bangladesh 


China 


including 


and MOF dilute 
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Liang said. As an 


the UNDP Representative Office hosted a seminar on 
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sought out Embassy officials to \"reopen a 


particularly with regard to the recent fighting in 
the Tunisian participants 
zeroing in on the 


Pol/EconCouns and Poloff met with 

\" including Saida 

of the International Association for the Support of 
a journalist and 

while once a member of an-Nahdha 


a 
more than half of which were 


a Tunisian-American who lives in the U.S. and heads 
D.C.-based Center for the Study of Islam and 


\" with an emphasis on areas 


\"despite great differences\" over U.S. policy 
particularly with regard to the recent 


Column 4 Column 5 
but also vis-a-vis 


which in the mid-1980s had included 
had been 


along with the 
are all opposed to the use of 


Zied Doulatli 


he argued the environment in Tunis was 


he noted 

and that it does not have 

and all of the Maliki 

he said there are not great differences 
be they secular or 


he said the fact that Tunisia 
is \"ninety percent secular \"is an \"encouraging 
coming from an Islamist was not lost on Emboffs 


they did not let 


although an-Nahdha did not currently exist as a 
it still enjoyed broad 


the Tunisian meeting participants stated their 


especially following its 
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they made the case 


Zied Doulatli reasoned that 
given that the 


which 
he argued it is in all of our interests to have an 
the younger 


such as 
\"even in Tunisia. \" 


the group asked for USG support in the following 


they 


as well.) 


we were pleased that they took the initiative to 


\" we have met with Jourchi and Akremi; indeed the 

for whom Akremi works was a guest at 
we have often met 

such as 


Column 4 
the participants were clearly 
in spite of 


the priority we 


however 


while remaining mindful of GOT 
but all are suspect.) We are also mindful of 


given that Doulatli claimed that 60 percent of 
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while Pickering acknowledged he found it 
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we are less 
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which often is seen in the West as a cover for dealing 


and U.S. promotion of good governance 
the top diplomat at the Chinese 


despite American and African participants\' 


which left others puzzling 


some possible areas of 
which were drafted to 


social and political justice. They also argued 


an influential CASS academic 


for example 


said 


respond to genocide. 
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South African 


while Yu expressed 


where the prospects of meaningful collaboration 
the group also should focus on how the U.S. 


such as health agriculture and infrastructure. 
for one wants to focus on these areas at 


with its inclusion of three 
clearly has 


the State Department also should ensure it has appropriate 


such participation can provide a valuable window into 
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Ole Morten Parelius. 
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HMG\'s Food Standards Agency (FSA) feels 


the FSA 
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Bian 


an analysis in the 


cling to Premier 
and fire at Shih Ming-teh. A \"China Times\" 


pro-independence 


or better a more radical course of action 
given that Washington 


Column 5 
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to 
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an editorial in the limited-circulation 
pro-unification English-language \"China Post\" said 


saying he has missed a golden opportunity to go down in 


Clinging to Su and Firing at Shih\" 


000] (8/20): 

Chen 

offering former 

who is also of the Green camp no excuse to 

they 

embarking on all-out attacks against Shih\'s personal 

connections and political relationships to undermine Shih\'s 

whose approval rating has dropped to a minimal pı 

already dead meat could not care less. As long as the 
Chen 


the campaign for the 2008 
and no one will be 


000] 


four administrative objectives 


Column 4 


Column 5 
it sounds really 


\' 


or he simply pretends that he does not know the following 


they join the 


English-language \"Taipei Times\" [circulation: 
000] editorialized (8/19): 


as China turns the screws on the dwindling 
the foreign ministry will 


especially 
\' perhaps the ministry might 


and that cash aid were to cease- replaced by boosted 


but there is 
because decision-making processes in mature 
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pro-unification English-language \"China Post\" 
000] editorialized (8/21): 


which however 


but little has been 


can put an end to the jihad of 
Hamas Hezbollah and other Islamic movements. The truce 


it may deepen the 
prodding the fanatic Islamists to expand their war 


pro-unification English-language \"China Post\" 
000] commented in an editorial (8/19): 


which is regarded by 
\' 


he is 
or hailed by some of his 


Japan\'s wartime prime minister who 


who retires next month can hardly go down in history as 
which is defined by farsightedness shrewdness 


Column 4 
on the other hand 


which are not on speaking 
for sure 
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however 


hurting migrant workers 


but the basic policy of a managed float will 


in Fan\'s view. 


Director of the Institute of World Economics and 
Chinese Academy of Social Sciences (CASS) 


Premier Wen Jiabao 


then the government would allow for a 
though any changes would be 


Yu suggested. 


Column 5 


is also 


will be a hero to many Japanese. 


O6SOFIA1182 
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that strong political pressures still 


and MOFCOM Minister 
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\" Cho 


econoff delivered relevant financial 
Director of MOFAT\'s United 
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see our 


an island off the coast of 
revealed a funny thing about tourists: it\'s 


they were enthusiastically 
but ever ready to 
Conoff reached into the 


but they were the 


\"Tourism is by far the largest services 
\" claims an on-line report of Oxford 


Column 4 

000 jobs in 2006 

or 1 in every 5.9 jobs.\" 
000 jobs 

000 


000 


however 

in 2005 only 15 

and Libyan tourists 

and more than half a million Germans 


the reaction to Emboffs\' 


but word that Americans were about in 


and soon 


they would want to know. The most amusing 


in taxis 
the Djerbians 


\" published in September 2005 


albeit 


role in this endeavor. While an increase 


it could also serve as a conduit 


Embassy staff will 


Column 5 
17.0 


or 


has not typically reached out to 


700 of the 6.3 


almost a million 
so 


in the airport 


make it 
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make 
and expose Tunisians to \"les vrais 


8/21/2006 9:37 O6KUWAIT3383 
technology and education.\" 
which seeks 


we hear nothing out of it other than 
screams and accusations. Rather 


under whose 
or why people should suffer and have their lives destroyed 


European and Israeli pressure -- disarmed the Palestinian 
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Palestine surrendered and was forced into peaceful 
thereby 


Dr. Shamlan Yousef Al-Issa 


schools hospitals 
Hezbollah has created an 


visit: 
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but 


including the 
did not look at the Iranian threat to the region as 


the question that 
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on the official level does not expect a core 


and probably for the first time even we are 


the moderate regimes are not willing to suffer more 


as this fallout might affect at 


Cairo and Riyadh. So are 


but rather the defiance of Israel and 


but looking deeper into the matter we find that the 


and not just because the [Arab] regimes would 
but also because the 


one could begin to 
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the mainstream Palestinian 
and Hamas now controlling the Palestinian government. It 


including the Lebanese. They deserve to live normally 


Israel can afford to play one side against the other ina 
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which would have risked 


which accepted the 


requested that 
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and PM 


who died because of a remote controlled PKK mine ina 


who 


not the Adana 
whose responsibilities covered cleaning of the 
the municipality still embarked upon 
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and who spoke 
late on the last day. Greece and South Korea were the 


it was decided to use the draft 


including the U.S. had 


the pace 


and a late-night session that day 


and that words such as \"shall \" and \"obligation\" would 
less directive terms. Most significantly the 


or resorting either 


were impractical and were likely to complicate and 


Column 4 
rather than promote 
a broad consensus was ultimately reached to 


the 


see the explanatory 


DISPLACED IN 


and 


nevertheless 


particularly as they relate to alternative 


on the basis of the following 


which: 


Export and 


or the possession of which has been 


a territory during or in connection with hostilities or 


even if such occupation 


Column 5 
returns. Though our red line issues 


that a number of issues related 
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even 


the recognition of which would be offensive 


but not actually legal 
even when 


other than responsible States within the meaning of these 
within whose territory the Cultural Objects are 
should take 


should within the limits of their domestic law 


being also the State of location that 


Column 4 Column 5 


not being the State of location that was responsible 


should exercise due diligence to seek 
if any which was 


or the successor to that person or entity and to return 


the Cultural Objects 


where 


objects could be returned to a State 


technical and legal documentation available. 


shall never be retained 
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explanatory comments relating to 


and a new first sentence 


to 
and to 


many 
and there was a strong movement to delete the provision 


\" which 


supported 
to eliminate prescriptive 


supported 

Canada France 
oris 

also the \"state of location.\" Most significantly all 


as are attempts to 


and a substitute text proposed by the UK (with slight 


Column 4 Column 5 
because it attempted to prejudge relative 
\" and 


supported by the U.S. U.K. 


the U.S. proposed simplified language that 


covering a case in which objects 


but objected to the singling out of one small subset of a 
the U.S. 


because these Principles are merely guidelines and 


and the proposal was held over for a second 


including the U.S. The 


\" objects was deemed incompatible with these principles 
in any 
unworkable and likely to prolong rather than resolve 


see new Principle XII.] 


on the ground that \"shall\" is inappropriate 
an overwhelming number of 
asa 


including the U.S. 
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and supported by many delegations. 


a substantial minority believed that 


which drew some support but a majority of delegations 


to jettison the second half of the U.S.-proposed 
resulted in the text as adopted. The 
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as one of the few stable 
would be an 


Samuel 
Minister of Parliamentary Affairs Juma Akukweti 
revealed across-the-board 


knowledge-sharing and important 


very useful\" and promised to do 


\" and noted that Tanzania\'s Parliament borrowed a 
ideas and procedures from the U.S. system 
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the various 


Adam Malima Chair of the Defense 
Capt. George Mkuchika Chair of the Public 


John Cheyo and Vice Chair of the Foreign 


Mussa Zungu expressed overwhelming 
agreeing to form a 


the notion that the time was now ripe 

a time when our government is making the move 

the Chief of the Americas Division at the Ministry 

Ambassador Pastory Ngaiza noted that the 
the head of the USAID-funded State University of New 


Donna 


reiterated this sentiment saying that \"the 


while Minister Akukweti and several 
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Ambassador Retzer 


sending a letter of support 

just one day after the 

Vice Chair of the 

Hon. Mussa Zungu hand delivered 


endorsed by Speaker Sitta and signed by all 
therefore has demonstrated 


a legislative exchange program is an opportunity not to 


opening up the legislative lines of communication 


8/21/2006 10:11 O6PARIS5595 
\"mainly about his 


entitled \"Segolene\'s Blabbering \" contends that \"it is 


Jean-Michel Thenard says \"she is in a favorable position 
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after Israel 


Philipe Bolopion describes France\'s offer of \"200 men 


after FM 


while governments are insisting on clarification of the 


France\'s General Pellegrini is quoted: \"| see the 


but no one is using them. 


> 
\" while UNSG Kofi Annan 


\"the blue helmets 
\"\"their presence in a country does not 
\"\"they are often incapable of defending themselve\" and 


Iraq 


Lebanon: The U.S. President programmed 
Iran?\" In Le Journal du Dimanche an 


however do not 


by implicating Hezbollah in the 
Syria has a way of keeping a hold on 
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the findings of the investigation could be explosive by 


\"a term 


the other \'created chaos...\' is plunged in civil war an 


the 


whose 
said \"France 


Jean-Marc Guehenno who is in 
declared that \'France must 


it needs to give the signal of a significant contributi 


a given in New York has been undermined 
Lebanon 


it 
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itis a 


once again there is no love lost... Israel\'s bitter 


which has awakened the old reflexes of 


one thing is certain: France 


the push is for a military 

for 

is short: on Tuesday Tehran will probably announce it is 
the war which opposed Israel to 


Americans and Israelis had planned 


a reinforced 


Iraq Palestine 
the White House 


with total control of its oil reserves... The new world order 


the U.S. while threatening to impose 
dreams of a military intervention. France must 
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but the road remains closed the airport is only for 


and there is no information about boats. We 
so as not to disturb the society. 


Blerim Tufa who 
told poloff August 20: \"They asked us 


Col. Perera requested HALO to let the army use its 
Jaffna Security Forces Commander 


according to an August 


on the evening of 
an LTTE-sympathetic daily with the highest 


a local BBC stringer told pol FSN unidentified 
a 


\" the 
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which killed more than 17 


the 


and particularly 
state of preparedness. 


engineering 


which reportedly 


\"declared Yavuz Tanrisever 
to Milliyet. Ismet Cengiz 


told Radikal that if a 


1 


27 social services buildings 
of the 


while only 326 schools have been 


Column 5 
O6ISTANBUL1501 


000 and left 


the president 


000 buildings will be 
000 buildings 
000 people will die 


783 schools 


Column 4 
a mere five dormitories 
and projects for making security and 


Column 5 


31 
and 


the probability of a 


\" Dr. Haluk Sucuoglu noted to Sabah. \"Since 


now this probability has increased.\" 


evaluation of security preparations for 


in 


1.423 quadrillion old 


head of the Disaster 
was 
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\" but that 


citizens can 


\" detailing the 


the newspapers focused on current 


the necessary 


retrofitting efforts have 


and long-term (25 to 30 year) goals. 


efforts by the GOT at 
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A BETTER MAN THAN | WOULD BE RUNNING\" 


FOR REASONS 1.4 (B) AND ( 


Column 4 Column 5 
but regretted that President Saleh refused to 


Shamlan responded that if that were going to 
\"a much better man than | would be running.\" 


we\'ll be happy.\" END SUMMARY 


Ambassador said he was pleased 


but did not want the 


who will be able to give the most 


but for the local 


Shamlan said that if anyone expected the 

\"a much better man than | 

Shamlan 

he would win 65 to 70 percent of the vote. If the 
\" then he would likely 

but the JMP could expect to win control of a 

as ruling party officils have 


hoever because they do 


the first in which an actual challenger to 


he said because proven oil reserves will 
and Yemen derives 70% of its 


\" he said 


this 


h said \"and 
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Prime Minister and Speaker of 
no one has 


ass media will be crucial to 

Shamlan emphasized. 

about half of Yemenis have access to 

al-Hurra al-Arabiya 
while the other haf relies on the 


he claimed because 
not broadcast live -- something both organizations 

which call 

Shamlan 


\"Of course not.\" He claimed that \"even if we get 
he will 


but not the 


so it is not surprising that he would have little 
but post continues 
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Mbaye offered the Assessors two million 

but a former court clerk 

confessed to Lamotte the full story and Diop\'s 


manager of the media group Future Medias (owned by 


who apparently failed to 
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Ndiaye admitted he had recorded some of his 


who 


Mbaye said the court was 


who had 
admitted corruption was no longer a problem 
noted this was an occasion for 


competence and integrity. Felix Sow 
called for a 

Seck\'s 

architect and key advisor to President Wade accused 


in its investigations. Local 
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Djiby Ndiaye Momar War Seck 
and Mamadou Dioup were arrested in connection with the 


because the Government did 

as local daily \"Walfadjri\" 

the Council for Judicial Discipline is largely 
a 


confirmed that report. Sow 
reminding us that 


it is a source of power to be able to 


he admitted that Judge 


the problems with the judiciary are 


UMS President Mamadou Deme 


coupled with the persistent feeling 


leaves a feeling that 
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and 


000 cards are being printed 
although he added they will soon be printing 80 000 
Ngom also declared that the 


the opposition accused the CENA of 


casting doubt on the voter registration 


however the 


and we understand 


in 
would be assuredly flawed because of insufficient 


giving all sides more time to prepare. He claimed 
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Wade\'s base of support in the 2000 elections. 


a leading member of the 
told us the opposition thinks the Government 


000 voters cards have 


when their 


2006 the commission responsible 


marking electoral cards once 
and the use of a single (versus 


however demands 


and the remaining 60 from 


paper electoral 


but 


Column 4 Column 5 
hands that could be detected with 


listing every candidate on the same 


opposition parties do not support this decision 


current regulations require RTS the 
to air opposing positions via 


to inherit power from Wade to saying Idrissa Seck is 
the result is an increasingly charged atmosphere. 
the 


the Government 


and could be ready (reftel). END COMMENT. 


Column 4 Column 5 
8/21/2006 11:03 O6HONGKONG3374 


iLSO 
VICE CHAIRMAN OF THE 


COMPLAINED THAT POLICE HAD 
OR 


i NOT 

BUT THE MEDIA IS SPECULATING THAT THE 
VINNIE 

THE YOUNGER SISTER OF 

HAS FILED A LAWSUIT AGAINST THE 

E HAS 


RY. 


NTLY 
HE 
EN OUT 
BEIJING 

BEING A LAWYER FOR THE 
GEROUS 

BUT THIS ATTACK 
NSPUTES 


DP) 


}OTHER 
MARCH 
TO DP 
THE ATTACKERS ENTERED THE CROWDED 
SHOVED HIM TO THE 
i. LAM 
TECT 
ARM AND FACIAL INJURIES 
AND IS CURRENTLY LISTED IN STABLE CONDITION BY 


CHIEF EXECUTIVE 
2Y ABOUT 


FOR 
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: SOCIETY 


RIBED 
\" THOUGH HE 
‘IER 
\"HONG KONG PRIDES ITSELF ON BEING 


VICE CHAIRMAN OF THE DEMOCRATIC 


LIKELY REFERRING 
EU 


LE AS 


INDIGENOUS VILLAGERS WARNED HO ABOUT 
MENTS 
WE WILL 


\" THEY SAID INA LETTER TO HO. INA 
AN UNIDENTIFIED MAN WALKED INTO HO\'S 
STRUCK HIM ONCE ON THE SHOULDER AND THEN 


WHO WAS NOT BADLY INJURED TOLD THE \"ORIENTAL 


‘LIEVE 


INIE 


THE YOUNGER SISTER OF CASINO TYCOON € HAS FILED 


JE 
ICAL 
INDERING 


'E 
=MENT 
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53 HAS BEEN A MEMBER OF THE LEGISLATIVE 
UENCY 


| 
"AND 


AN ORGANIZATION BRANDED 


IE DIAOYU 


WHICH RECENTLY POSTPONED A SCHEDULED EXPEDITION TO 
HO STAGED A 24-HOUR HUNGER 


JNE 24. 
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the blockage could have been indicative of a desire 
a staple of 


as Ramadan approaches. Approximately two- 
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Bosnia\'s politicians are focused on 
not its future despite efforts by the 


and over whose 
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required to integrate Bosnia into 


the Croats are also playing to 


the level of political 


such 


but to date Bosnia\'s politicians 


Montenegro\'s vote for independence has 


we note that Kostunica and RS PM Dodik met recently 
which are the responsibility of 
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but the course of the 2006 


but we do believe that we will likely need to 


police reform public 
and ICTY cooperation). Ironically the EU is 
albeit 


leverage over Bosnia\'s political course for the 
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\'is absolutely unacceptable and 


along with other people in the 
are standing united with your rejection of 
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there is a strong belief among Muslims that Islam 
\" thus the sensitivity to 
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Merera 


most Oromos seemed to favor growing 


Bulcha claimed that the AFD had so far had little 


he added tended to oppose participation 
however that some Oromos in 
BUT STILL ON 


OFDM and the Oromo 


Column 4 Column 5 
the EPRDF\'s Oromo 


and that the OPDO 
where significant 


telling the employees that the they were 


but Merera had negotiated with the ruling 


ILIATION 


they 


a well 
believes there are about 400-500 


Column 4 Column 5 
but had avoided 


he concluded. 


ELECTION BOARD 


including the UEDF/ONC and OFDM to resume soon. 


they pointed out that real 


which had been implemented 


and would now fund a comparison between those best 


but noted that 


since the ruling 


as 
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on the other hand he increases trade with the U.S. and turns 


\ which was 
has created a new class 


foes are foes but business is business.\" 
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\" Bilal indicated. 


confirming that they do 


Head of the \"Change and Reform 
during which Aoun confirmed 


who have chosen resistance.\" Aoun said that those who 


\"he said. Mr. Aoun pointed out the 


\"he added. He said 


Column 4 Column 5 
stressing that this \"shows the Israeli intention 


then it will be 
\" Aoun warned. 


in light of the 


the Mufti hailed the importance of 
which is 
requiring unity of all Muslims 


and the necessity for Islamic countries to 


8/21) 


who have chosen the Resistance. Arab Foreign 


8/21) 


8/21) 
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8/21) 


8/21) 


8/21) 
300 injured in terrorist attacks in 


8/21) 


an editorialist in government-owned 
wrote (8/21): \"The March 14 group in Lebanon could 


as their 


despair and frustration 


including 
to give a speech that was reckless in 


but he 
and as everyone knows him: small in 
weight and stature... 


who does not know the names and locations of 
knows their names by heart and mentions 


for their part do not 
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a commentator in government-owned Al-Ba\'th 


ignoring the fact that the Israeli 


the day on which Hizbollah captured the two Israeli 
marked the end of the era of the specter of Israel's 


an editor at government-owned Tishreen wrote 


and that 


and he insists on the old equation in his approach to the 
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a columnist in government-owned 


wrote (8/21): \"The US Administration which dreams of 
and the elderly still does not believe that Israel was 
the 


and the slackening in the call for 


plotters and political traders thrived and the 
but it 
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Central 


stated that the GON\'s decision to raise prices 


Deputy General Manager for Finance 
told Emboff that the ability to pay the 


and the issue were not 
the IOC would stop the supply of 
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Nepali governments in the past have not implemented 


there will be a public outcry. On the 
if the GON does not find another way to pay off 
the IOC may cut off supplies to Nepal. Either 


however the GON\'s retreat will reinforce the 


there are at least some sources 
certainly their student wing had 
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\" Bharati said. According 
authorities on the Indian side are being 


making the boat journey almost impossible. As of 
the total number of refugees arrived since January is 
253 representing 2 


local south Indian media reported that the 


3 600 of the newly arrived refugees have 
8/21/2006 12:02 O6KATHMANDU2269 
the Armed Police Force and the Nepal 


and continues to 
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most notably a May 2006 report regarding 


and others like it have been vital in Post\'s 


families of the alleged victims of the 


in separate letters 
to \"continue its human rights monitoring through 


providing logistical 


especially since the restoration of Parliament in April. 


security forces Nepal Army 
secularization of the state and more 


sharing with Post information about Maoist 


including 
and 
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separately reporting violations of human rights 


taking an active part in supporting the release of 
particularly the Maoist militia 
\" and those children\'s 
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added 


al-Taki asserted that the \"quartet\" of SMI chief 
Ba\ath National Security Bureau head Hisham 


VP Farouk a-Shara\'a and Ba\'ath Party DepSYG 


prone to 
making decisions that deepened Syria\'s 


have all been voiced 


but then using his speech to 
s \"victory.\" 


s 
calling it a reflection of the Syrian 
s disappointment and frustration at not being 


S 


although in Badr\'s view Syria is the weak link in 


commented to 


Column 4 Column 5 
s criticism was echoed by others in the Damascene 


general manager of one of the three new private 
was more pointed in his criticism and 

s sharpened rhetoric 

could translate into increased isolation and a 
managing 

opined that Asad lost support 


scion of one of the leading Sunni business families 


the regime has 


Bashar al-Asad has often 
defiant tone especially in speeches that 


as well as one delivered the year 
for example came 


the regime has been fixated on preventing 


Column 4 
S positive showing in the 


his 
and his alliance with Iran 
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EU 


who hold the EU presidency but do not have 


the Government of 


Resettlement 


which called for an immediate cessation 


President 


he 
\"We have not started it. If they stop 


Column 5 


and to 
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Norway 


and Human Rights Mahinda 


we stop.\" He 
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but reassured \"I am committed to the Cease-Fire 
President Rajapaksa said \"There is nothing for 
only then we 


President Rajapaksa said Sampur had 
and that the LTTE was using Sampur to launch 


the LTTE took control of 
but to date the GSL had taken 


if both sides stopped fighting the GSL would decide 


\"I should leave Sampur for the LTTE to 


the GSL as a democratically accountable 
must set an example and make the first move in ceasing 


saying \"We have taken the first step for peace. We 


Column 4 Column 5 
the criticism of the NGOs is 
and it is leading to bad treatment of NGOs in terms 


especially showing itself unequivocally in favor 


and he asked President Rajapaksa to make a 


and FM Samaraweera said Sri Lanka 


but said the NGO employee murders in 


and said 


\"A 
| agree with you.\" 


with 


the Tigers\' subsequent demand that the EU citizen 
and the SLMM\'s current decision to withdraw 
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and if one party to the conflict could not 
they had to withdraw 


and he added that 


and representatives from the EU and other 


including a 
a cessation of 


which is especially welcome in light of 
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000 participants. MINUSTAH\'s police (UNPol) are prepared 


most importantly the 


but 


adjacent to the gang strongholds in 


however 


Column 4 Column 5 
but notes positive 
the direct involvement of President Preval and his 


whether the gangs agree to DDR or not. 


August 5 DDR staff at MINUSTAH 


and DDR staff are 


but they doubt that 
roughly $3.6 million for FY07 to the new program. 
totaling 56 


to the implementation of the program. Those in 


000 
who would the choice of reeiving vocational 


but encountered \"a lot of nervousness\" o their 


and subsistence to those entering micro-enterprises 
000 per person over 18 months. The 


but a large number of Haitians across the 
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he underlined 


but wanted 
along with official publication of his 


In with the Old 


he admitted 
to have changed officially the 


but UN bureaucracy made that impossible. 


including a call on the Ambassador to emphasize 


but were now dependent on 


at the urging of Preval 


immediately to the east 
and 
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Preval had made clear that he wanted MINUSTAH to have 


Preval was pushing MINUSTAH to devise special 


she related that Preval had asked why 
\"like 
UNPol and the HNP had 


with MINUSTAH military 
patrolled along airport and road and route national 


Senegalese Chinese 

who \"spoke French are 

only fire when fired on and 

\"Ti Blanc \" and \"Beloney.\" If MINUSTAH 
it would 


all other indications are that Preval after a 


Column 4 Column 5 
is committed to 
for 


Preval\'s initiative has spurred its 
police and civil elements to act in an integrated 


is not guaranteed. The government must still take 


the disarmament czar apparent is 
but he is not yet up to speed on 


the success of this iteration of DDR 


but by the ability of MINUSTAH and the GoH to 
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a world-renowned economist and 
\" has reportedly taken the position 


the Garcia Administration has played down the lobbying 


he has also been 


as the moderate Democrats are considered the most 


De Soto is best known for his two 
\"The Other Path\" (1989) and \"The Mystery 


Column 4 


which propose a blueprint for economic reform in 


reducing red 


Column 5 


and harnessing the strengths of informal economies. In 1980 


and to 
laws 


particularly by reforming 


President Alberto 


Managing Director of Universal 


and a principal of the Swiss Bank Corporation 


and the contents of that meeting will 


since the negotiations are already over and 


given De Soto\'s policy interests 


which will create more and better paying jobs. 


head of the 
praised De Soto as 


Econoffs 


and the impact his ideas have had in the United 
they hope 


and regulations 


is that he will 
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and allay their 


the legislators themselves (not just 


since 


and holds the confidence of Members on both 


to be decided in the next days. 
De Soto should be an effective public face of the 
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produce a variety of decent wines and have 


in a country where trendy restaurants 


and where according the official GOT website 
it is a bit 


these 

young 

lounging in cheap plastic chairs and talking. 
sometimes they suck gently at 

small glasses of dark coffee on the tables in 


Column 4 


Column 5 
and why they 
the answer was easy: men want a 
the Tunisians revealed that perhaps 
one female LES 
their use of \"les gros mots \" (swear 


\"as asign of \"Tunisian machismo.\" They also play 
at least not in public. There are 
but the reaction to a woman entering such a 


an Embassy official recounted that when he and his 


\" (blue collar neighborhoods). 


amusingly enough in order to 


and has expressed an 
the 


based at least partly on traditions and mores that 
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Kazakhstan and Russia were working to 
but because Tajikistan did not share a 
it would have to wait to join. 


but because it had no 
except Uzbekistan 


the Shanghai Cooperation 
Nazarov 


but was 


including Tajikistan\'s 288 


the SCO was \"not a bloc 

and it was not meant to exclude any 

the original \"Shanghai Five\" includes member 
Afghanistan 


the SCO will focus on joint 
such as terrorism 


Column 5 
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the 


000 


not a union. There is no 


India 


narcotics and economic 
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and hoped to bring 


with 


Nazarov complained that 


bad bad\" but they never took the time to 

he 

he said quoting Pakistani poet Iqbal. \"Everyone always 
\" he laughed. 


although the Chinese will soon start construction on 


and allow exports to Kyrgyzstan and Kazakhstan. 
\" he 


Column 4 Column 5 


and not two 


but dismissed the neighbors fears that 


\" 
there are no problems.\" 


\" he said. \"We now have a 


and hoped other American companies 


he said is to continue 


only a transparent investment climate could attract 


Column 4 


when opposing demonstrations sparked the 
he noted. \"We\'ve learned our lesson 


but the past two years had seen a 


he said. Tajikistan cannot. 


Nazarov hit the Tajik 
economic growth 


assistance 
without a 


Tajikistan will continue to rely on Russia 
for its economic growth and assistance. END 
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to allow 
and to expand 


she said 
to date no victim has 


several suits are in process in the 
and several suits have been terminated for 


Column 5 


\"he said 


and 
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since victims have the right to file 
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>E 


Prime Minister Robert Fico spoke at the 
the genocide of Roma 


head of the President\'s office Milan Cic 
and others also made 


free-standing structure) in honor of the 
other commemorations and plaque unveilings 


Jozef Ravasz 
there was a noticeable lack of Slovak 


the Slovak-Romani organizer 


and apparently 
the event. Despite these behind-the-scenes 
the event received positive attention in the 


the New Roma Generation and the Milan 


Caplovic understood 


Caplovic publicly 


Column 5 


Hungarian 


who also 


had previously 


Column 4 Column 5 


but lacking in refinement and 


the town council of Vysny Kazimir 
later signed by the mayor to prevent all 


the town council adopted a new resolution on 


almost all of whom are Roma. The complaints include 


the daily newspaper SME quoted the mayor as say 


although it is unknown what type of \"fence\" he 
the Embassy has not engaged but will 


Column 4 Column 5 
including 
can apply the 


the Slovak media reported that a bullet 


he would end up like the bones. 
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but the Deputy Prime 


Pamir Energy is a 28 MW project in Khorog capital of 


World Bank and the Swiss government 


which is cut off from 


Pamir Energy had an agreement with the government of 
moving towards eventually 


ensuring that customers only paid 2.1 cents/kW 
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but then elected not to 
leaving energy customers in GBAO feeling 


Khorog residents 


Pamir Energy estimates it currently collect 


the 
losses and the GBAO 


Managing Director of Pamir Energy reported 55% of 
but many users simply tap into existing 

Head of Corporate 

says Pamir Energy has turned 

but thieves figure out a way to 

he lamented was 


and have no incentive to pay their bills. 
CAMERA ROLLING 
Deputy 


GBAO 

Merali and various other local officials 
\"Not good.\" He 

theft and line 

but 

and would 


the Deputy Prime Minister lifted 
puffed out his chest and launched an 
\"he boomed. \"It\'s losses not theft.\" Ghulomov spoke 


including low voltage lines or improper transmission 
\" said Ghulomov. 
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Ghulomow\'s 
while 


if the allocation had been 
no Pamiri would ever take more 


Ghulomov then launched 


and Pamir 


\"We must help our brothers 
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Merali attempted to 


all sides were learning. He thanked 
and 


telling PolOff in the car \"He is 


we will work 


and may not support its own 

but they 

including Pamir Energy a Serena Hotel and 
and the First 


to name a few. AKDN has decided 
behind-the-scenes approach will ultimately 


Ghulomow\'s performance at Pamir Energy was all the 


but his blame-the-victim approach to very 


Pamir Energy should expect a long uphill battle to 


Column 4 
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but only if necessary. 


Finnish 


but apparently to no avail. Douste-Blazy 


suggesting only that the disappointing 


he added 


although in the short to medium term this does 


as a personal 
again oddly 


Finnish Presidency conversations with other 


with whom the GOF held talks last week 
although the door 

including police 

Lahdevirta said. Finnish efforts to 


\" Lahdevirta said. With the French backpedaling 


much will depend on what Italy 


\" which for a country of 


Column 5 
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Douste-Blazy hinted that Paris 


that perhaps the French would have been 


has not 


